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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

Very Small Entities (VSEs) around the world are creating valuable products and services. For the
purpose of ISO/IEC 29110, a Very Small Entity (VSE) is an enterprise, an organization, a department
or a project having up to 25 people. Since many VSEs develop and/or maintain system elements and
software components used in systems, or sold to be used by others, a recognition of VSEs as suppliers of
high quality products is required.

According to the Organization for Economic Co-operation and Development (OECD) SME and
Entrepreneurship Outlook report (2005) ‘Small and Medium Enterprises (SMEs), i.e. Enterprises

which emp
countries w
country’. T
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From studies and surveys conducted, it is clear that the majority of InternationakStandards do
needs of VSEs. Implementation of and conformance with these standards is difficult, if
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ISO/IEC 29
evolutionaf

Oy fewer than persons, constitute the dominant form ol DUSINESS Organization, 1
rorld-wide, accounting for over 95 % and up to 99 % of the business population dependi
he challenge facing OECD governments is to provide a business environment that\supp
itiveness of this large heterogeneous business population and that promotes‘a vib
irial culture.

Subsequently VSEs have no, or very limited, ways to be recognized as entities that pr

pconomic activities.

found that VSEs find it difficult to relate International-Standards to their business n
ify the application of standards to their business practices. Most VSEs can neither af
es, in terms of number of employees, expertise, budget and time, nor do they see a

delines has been developed according to a set“of VSE characteristics. The guidelines
ibsets of appropriate standards processes; . dctivities, tasks, and outcomes, referred
e purpose of a profile is to define a subset of International Standards relevant to the V
example, processes, activities, tasks,and outcomes of ISO/IEC/IEEE 12207 for softw
Ses, activities, tasks, and outcomes.of ISO/IEC/IEEE 15288 for systems; and informg
ocumentation) of ISO/IEC/IEEE 15289 for software and systems.

chieve recognition through implementing a profile and by being audited against
pecifications.

110 series of standards-and technical reports can be applied at any phase of syster
bvelopment within allifecycle. This series of standards and technical reports is intendd
VSEs that do nothave experience or expertise in adapting/tailoring ISO/IEC/IEEE 1220

FE 12207 oxISO/IEC/IEEE 15288 are encouraged to use those standards instead of

110 Asnintended to be used with any lifecycles such as: waterfall, iterative, increme
yOr agile.
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stablishing systems or software lifecycle processes. To rectify some of these difficulties,
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FE 15288 to the needs of a specific project. VSEs that have expertise in adapting/tailoring
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Systems, in the context of ISO/IEC 29110, are typically composed of hardware and software components.

The ISO/IEC 29110 series, targeted by audience, has been developed to improve system or software
and/or service quality, and process performance. See Table 1.

Vi
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Table 1 — ISO/IEC 29110 target audience

ISO/IEC 29110 Title Target audience

ISO/IEC 29110-1 Overview

VSEs and their customers, assessors,
standards producers, tool vendors and

methodology vendors.

ISO/IEC 29110-2 Framework for profile Profile producers, tool vendors and
preparation methodology vendors.
Not intended for VSEs.

ISO/IEC 29110-3 Certification and assessment

VSEs and their customers, assessors,

If a
imp
ISO
lifed

IEC
sped

ISO

establishes the logic behind the definition and application of profiles. For standardized

speq
For
pro

ISO
for
imp
cert
IEC
the

ensyring that the requirements for performing an audit have been met.

ISO
cont

from appropriafe-base standards.

ISO

profiilesdn,a profile group.

guldance accreditation bodies.

ISO/IEC 29110-4 VSEs, customers, standards produd

tool vendors and methodology-vend

Profile specifications

ers,
ors.

ISO/IEC 29110-5 Management, engineering and VSEs and their customers.

service delivery guidelines

new profile is needed, ISO/IEC 29110-4 and ISO/IEC/TR 29110-5"can be develop
hcting existing documents.

IEC TR 29110-1[3] defines the terms common to the ISO/IEC 29110 series. It introduces
ycle and standardization concepts, the taxonomy (catalogue}-ofISO/IEC 29110 profiles a
9110 series. It also introduces the characteristics and needs-of a VSE and clarifies the r
ific profiles, documents, standards and guidelines.

IEC 29110-2 introduces the concepts for systems‘and software engineering profiles

ifies the elements common to all profiles (structure, requirements, conformance, and a
domain-specific profiles (profiles that aré ot standardized and developed outside
ess), it provides general guidance adapted’from the definition of standardized profiles.

IEC 29110-3 defines certification schemes, assessment guidelines and compliance re
process capability assessment, «\€onformity assessments, and self-assessments f
Fovements. ISO/IEC 29110-3 also contains information that can be useful to de}
ification and assessment methods and developers of certification and assessment
29110-3 is addressed to-people who have direct involvement with the assessment p
huditor, certification and accreditation bodies and the sponsor of the audit, who need g

IEC 29110-4-m.provides the specification for all profiles in one profile group (a profile
ain a single profile or multiple profiles). A profile is specified in terms of requirement

[IEC TR:29110-5-m provides management, engineering and service delivery guideli

ed without

processes,
nd the [SO/
ationale for

for VSEs. It
profiles, it
ssessment).
of the ISO

quirements
br process
elopers of
tools. 1SO/
rocess, e.g.
uidance on

group may
s imported

nes for the

Thi

document defines the process certification cr‘hnmn’ assessment gnidn]inpc and

requirements needed to meet the purpose of the defined Profiles.

ompliance

Figure 1 describes the ISO/IEC 29110 International Standards (IS) and Technical Reports (TR) and
positions the parts within the framework of reference. Overview, assessment guidelines, management
and engineering guidelines are available from ISO as freely available Technical Reports (TR). The
Framework document, profile specifications and certification schemes are published as International
Standards (IS).
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Systems and software engineering — Lifecycle profiles for

Ve

ry Small Entities (VSEs) —

Part 3-2:

Co

nformity certification scheme

This

Cert
“cer
IEC

bod

NOT]
asse
Enti
foun|

Syst
ors
It is
proq
mar

Cert

small entity (VSE) is one means of providing assurance that the VSE has implemented s

soft

Req
Inte

Scope
document:

defines the rules applicable for certification of the implementation ‘of systems e
software engineering and service delivery processes complying with\the requiremer
[SO/IEC 29110-4-m, Profile specifications; and

provides the necessary information and confidence to customers about the way cert
their suppliers has been granted.

ification of the implementation of systems and software engineering process
tification” in this document) is a third-party conformity assessment activity
17000:2004, 5.5). Bodies performing this activity afé therefore third-party conformity
es (named “certification body/bodies” in this doctument).

E This document is primarily intended to besed as a criteria document for the accredita
ssment of certification bodies which seek to be recognized as being competent to certify that
y (VSE) complies with ISO/IEC 29110-4-my{ Profile Specifications. Some of its requirements ¢
d useful by any other parties involved in the'conformity assessment of such certification bodies

ems and software engineering processes certification does not attest the fitness of the s
ftware products offered by a:VSE.

important to note that ceftification of the implementation of systems and software ¢
esses according to ISO/IEC 29110-4-m, Profile Specifications, is a process certificatio
agement systems cextification neither a product certification.

ification of the-implementation of systems and software engineering processes (SER

ivare engineering processes to the development or maintenance of systems and or softw

lirements for the implementation of SEP can originate from a number of source
Fnational Standard has been developed to assist in the certification of SEP tha

reqyiréments of ISO/IEC 29110-4-m, Profile Specifications. The contents of this document

ngineering,
ts given in

ification of

es (named
(see ISO/
assessment

tion or peer
h Very Small
ould also be

ystems and

ngineering
h and not a

) of a very
ystems and
yare.

5, and this
t fulfil the
can also be

used to support certification of SEP that are based on other sets of specified SEF requirements.

This document is intended for use by bodies that carry out audit and certification of SEP for VSEs. It
gives generic requirements for such certification bodies performing audit and certification in the field
of SEP for VSEs. Such bodies are referred to as certification bodies. This wording is not intended to be
an obstacle to the use of this document by bodies with other designations that undertake activities
covered by the scope of this document. Indeed, this document is intended to be usable by anyone
involved in the assessment of SEP for VSEs.

Certification activities involve the audit of a VSE’s SEP. The form of attestation of conformity of a VSE'’s
SEP to a specific lifecycle profile standard setting the applicable SEP (for example ISO/IEC 29110-4-
1 or ISO/IEC 29110-4-3) or other specified requirements are normally a certification document or a

cert

ificate.

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=61f9582de9efc5b752a29283a47db99d

ISO/IEC 29110-3-2:2018(E)

This certification is outside the scope of ISO/IEC 29169 to the assessment to process quality
characteristics and organizational maturity, and does not cover the results of process assessment. ISO/
[EC 29110-3-3 describes such a scheme.

It is for the VSE being certified to develop its own processes (including ISO/IEC 29110-4-m SEP), other
sets of specified SEP requirements, other processes and it is for the VSE to decide how the various
components of these will be arranged. It is therefore for certification bodies that operate in accordance
with this document to take into account the culture and practices of their clients with respect to the
implementation of SEP, including, if applicable, within the wider organization.

2 Normgative references

The follow
constitutes
undated re

ISO/IEC 29
Framework

ISO/IEC 17000, Conformity assessment — Vocabulary and general principles

ISO/IEC 17

and service§

3 Term

For the pur

ISO/IEC 17065:2012 and the following apply.

ISO and [E(
IEC Ele

ISO On
31

certification body

third-party

Note 1 to entry: A certification-body can be non-governmental or governmental (with or without regul3

authority).
[SOURCE: I

3.2
client

ng documents are referred to in the text in such a way that some or all of their)con
requirements of this document. For dated references, only the edition citedyapplies,
ferences, the latest edition of the referenced document (including any amendments) app

110-2-1, Software engineering — Lifecycle profiles for Very Small Entities\(VSEs) — Part
and taxonomy

065:2012, Conformity assessment — Requirements for bodies\certifying products, proce

5 and definitions

poses of this document, the terms and definitions'given in ISO/IEC 29110-2-1, ISO/IEC 17

ctropedia: available at http://wwwtelectropedia.org/

ine browsing platform: available at https://www.iso.org/obp

conformity assessment body operating certification schemes

50/1EC 17065:2012]

maintain terminological databases fordise in standardization at the following addressgs:

tent
For
lies.

2-1:

SSes

00O,

wn

tory

abion 13 Fioaa oo+ o 3 il i Py whifioodt: oo ol for o Bl ekifio
atTOT>— OT SATITZatrOTr tirat 15 T CSPOTISTOTCtO—a CeTromCacttor ooty 10T CIrsurt iirg CCT eIt

tion

<for certifi

requirements, including product requirements are fulfilled

[SOURCE: ISO/IEC 17065:2012, modified — Definition editorially revised and Note 1 to entry removed.]

4 Symbols and abbreviated terms

4.1 Abbr
The followi

eviated Terms

ng abbreviations are used in this document:
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SEP Systems and Software Engineering Process
VSE Very Small Entity
5 General requirements

5.1 General

All the requirements given in ISO/IEC 17065:2012, Clause 4 apply.

5.2 Management of impartiality

The|certification body and any part of the same legal entity shall not offer or provide systems and
softvare engineering processes consultancy.

The|fact that the organization employing the auditor is known to have provided systems and software
engineering processes consultancy to the VSE, within two years following{he end of the conjsultancy, is
likely to be considered as a high threat to impartiality.
6 [Structural requirements

All the requirements given in of ISO/IEC 17065:2012, Clausé 5“apply.

7 |Resource requirements
7.1| Certification body personnel

7.1.1 General
All the requirements given in ISO/IEC17065:2012, 6.1, apply.

Addjtionally, the certification pady shall have processes to ensure that personnel have appropriate
knowledge relevant to the market in which it operates.

7.1.2 Management ef\competence for personnel involved in the certification process

All the requirements’/given in ISO/IEC 17065:2012, 6.1.2, apply.

7.1.8 Contract with the personnel

All the requirements given in of ISO/IEC 17065:2012, 6.1.3, apply.

7.1.4 Personal attributes

The certification body shall ensure that all personnel involved in the certification activities possess the
following personal attributes. The personnel shall be:

a) ethical, i.e. fair, truthful, sincere, honest and discreet;

b) open-minded, i.e. willing to consider alternative ideas or points of view;
c) diplomatic, i.e. tactful in dealing with people;

d) observant,i.e. actively observing physical surroundings and activities;

e) perceptive, i.e. aware of and able to understand situations;

© ISO/IEC 2018 - All rights reserved 3
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f) versatile, i.e. able to readily adapt to different situations;
g) tenacious, i.e. persistent and focused on achieving objectives;

h) decisive, i.e. able to reach timely conclusions based on logical reasoning and analysis;

i) self-reliant, i.e. able to act and function independently whilst interacting effectively with others;

j) acting with fortitude, i.e. able to act responsibly and ethically, even though these actions may not

always be popular and may sometimes result in disagreement or confrontation; and

k) open toimprovement, i.e. willing to learn from situations, and striving for better audit results.

7.1.5 Generic SEP competence requirements

7.1.5.1 General considerations

The certifitation body shall have processes to ensure that personnel have apprepriate knowlg
relevant to [SEP.

It shall defermine the competence required for each technical area (as_pelevant for the spe
certificatiopn scheme) and for each function in the certification activity.

It shall determine the means for the demonstration of competence)prior to carrying out spe
functions.

7.1.5.2 Personnel carrying out contract review

bdge

cific

cific

The certifidation body shall ensure that personnel carrying out contract review demonstrate the abjility

to apply knpwledge and skills in the following areas:
a) assessment of applicant products, processes and practices;

b) deployment of systems and software engineering processes for VSEs auditor competences
requir¢ments;

c) deternjination of audit time and ddration requirements; and

d) certifidation body's policies and procedures related to contract review.

7.1.6 Competence requirements for Personnel granting certification

7.1.6.1 neral

The certifigation*body shall ensure that the personnel who take the decision on granting certifica
have the sgme ‘education, systems and software engineering processes training, audit training

and

tion
and

work expeilience as required for an auditor in one category.

7.1.6.2 Competences

The certification body shall ensure that personnel granting certification demonstrate the abilit
apply knowledge and skills in the following areas:

y to

a) systems and software engineering processes standards or other documents used as audit criteria;

b) the application of systems and software engineering processes standards;

c¢) implementation of systems and software engineering processes and the ability to assess
effectiveness of their implementation;

the

4 © ISO/IEC 2018 - All rights reserved
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d) corrections and corrective actions to be taken with regards to systems and software engineering
processes;

e) lawsand regulations relevant to systems and software engineering processes, in order to be able to
conduct an effective audit;

f) systems and software products, processes and practices;
g) relevant systems and software engineering processes requirements;

h) relevant standards;

i) [assessment and review of an audit report for accuracy and completeness relevant)systems and
software engineering processes requirements;

j) lassessment and review of the effectiveness of corrective actions; and

k) [the certification process.
7.1.V Competence requirements for SEP auditors

7.1.f.1 General
All the requirements given in ISO 19011:2011, 5.4.7 c) apply.

The|competences of auditors shall be recorded. The certification body shall provide evjidence of a
sucdessful evaluation of SEP auditors.

The|certification body shall ensure that auditors demonstrate the ability to apply knowledge and skills
in the following areas.

7.1./.2 Work experience

The|certification body shall ensure that'the auditor has relevant work experience in the systems and
softvare industry, including in systems and software development life cycle processes functjons, within
systiems and software development'or maintenance, inspection or enforcement, or the equivalent.

7.1./.3 Audit experience

The|certification body-shall ensure that the auditor has performed systems and software ¢ngineering
progesses audits in(organizations under the leadership of a qualified auditor.

For maintaining'the qualification of the auditor, the certification body shall ensure that auditors have
all the necessary competences updated.

7.1.V.4- “Audit principles, procedures and techniques

To enable the auditor to apply the principles, procedures and techniques as appropriate to different
audits and to ensure that audits are conducted in a consistent and systematic manner, an auditor shall
be able to:

a) apply audit principles, procedures and techniques;

b) plan and organize the work effectively;

c) conduct the audit within the agreed time schedule;

d) prioritize and focus on matters of significance;

e) collect information through effective interviewing, listening, observing and reviewing documents,

records and data;

© ISO/IEC 2018 - All rights reserved 5
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f) understand the appropriateness and consequences of using sampling techniques for auditing;

g) verify the accuracy of collected information;

h) use work documents to record audit activities;

i) confirm the sufficiency and appropriateness of audit evidence to support audit findings and
conclusions;

j) assess those factors that can affect the reliability of the audit findings and conclusions;

k) prepare audit reports;

1) maintalin the confidentiality and security of information; and

m) commynicate effectively, either through personal linguistic skills or through an interpretér.

7.1.7.5 Systems and software engineering standards for VSE and normative documents

Personal injvolved in VSE SEP auditing shall have knowledge of:

a)
b)
d)

relevant standards of 29110 family;
29110 pormative documents used in SEP and their application; and

29110-44-m requirements and their application.

7.1.7.6 Systems and software engineering processes and peference documents

To enable t

skills in thif area shall cover:

a)

b)
‘)

d)
e)
f)

the appjlication of systems and software engineering processes in the development and mainten

of syst¢ms and software in different organizations;

interadtion between the components of\systems and software engineering processes;

systemls and software engineering processes standards, applicable procedures or other docum

used a§ audit criteria;
recognjzing differences between, and the priority of, the reference documents;

application of the refetence documents to different audit situations; and

informption systems and technology for authorization, security, distribution and contra

documgents, data and records.

7.1.7.7 qrganizational situations

he auditor to comprehend the scope of the audit and apply audit criteria, knowledge

and

ince

ents

I of

To enable the auditor to comprehend the organization's operational context, knowledge and skills in
this area shall cover:

a)
b)
‘)
d)

organizational size, structure, functions and relationships;
general business processes and related terminology;
cultural and social customs of the auditee; and

the VSE SEP characteristics and context.
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7.1.7.8 Applicable laws, regulations and other requirements relevant to the discipline

To enable the auditor to work within, and be aware of, the requirements that apply to the organization
being audited, knowledge and skills in this area shall cover:

a) local, regional and national codes, laws and regulations;
a) contracts and agreements; and

b) other requirements to which the organization subscribes.
7.1.7-9—Terminotogy, knowledgeand skills imrthre folltowing systemrsamd softwareengjineering
progesses

The| certification body shall ensure that auditors demonstrate the ability to-apply términology,
knowledge and skills in the following systems and software engineering processes:

a) [methodologies used for implementation and management of systems and software g¢ngineering
processes and the ability to assess the effectiveness of this processes;

b) |corrections and corrective actions to be taken with regards to systems and software ¢ngineering
processes;

c) [laws and regulations relevant to the deliver and maintenanee of systems and/or softwdre in order
to be able to conduct an effective audit;

d) |systems and/or software products, processes and practices of the sector;
e) [relevant systems and software engineering processes requirements; and
f) [relevant systems and software engineering processes standards.

NOTE Itis notnecessary for each individual'to have the same competence, however the collective|competence
of thie group needs be sufficient to achieve the objective of these functions.

7.1.7.10 Selection of the audit team

The|certification body shall enstire that the systems and software engineering processes audit team have
competences in the application of systems and software engineering processes required by the audit.

7.2| Resources for evaluation

All the requirements given in ISO/IEC 17065:2012, 6.2 apply.

8 [Process requirements

8.1 —General

All the requirements given in ISO/IEC 17065:2012, 7.1 apply.

8.2 Application

The certification body shall obtain all the necessary information to complete the certification process
in accordance with the relevant certification scheme.

NOTE1 The following are examples of necessary information:
— the product(s) developed using the systems and software engineering processes;

— the standards and/or other normative documents for which the client is seeking certification (see 7.1.2);
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the general features of the client, including its name and the address(es) of its physical location(s), significant
aspects of its process and operations (if required by the relevant certification scheme), and any relevant legal
obligations;

general information concerning the client, relevant to the field of certification for which the application is
made, such as the client's activities, its human and technical resources and its functions and relationship in a
larger corporation, if any;

information concerning all outsourced processes used by the client that will affect conformity to requirements;
ifthe clienthasidentified alegal entity/entities for delivering or developing parts of the systems and/or software
that is different from the client, then the certification body can establish appropriate contractual controls over
the legal entity/entities concerned, if necessary for effective surveillance; if such contractual controls are

needed,)

all othe
for init
develop

NOTE2 A
an applicati
the legally b

NOTE3 A
locations, et

they can be established prior to providing formal certification documentation (see 8.7); and

information needed in accordance with the relevant certification requirements, such as inforimg
al evaluation and surveillance activities, e.g. the locations where the systems and/or softwa
ed or maintained and contact personnel at these locations.

variety of media and mechanisms can be used to collect this information at varieus times, inclu
n form. Such information gathering can be in conjunction with, or separate from, the completi
nding agreement (the certification agreement) specified in ISO/IEC 1706522012, 4.1.2.

pplication for an extension of the certification scope could invol¢e-similar products, diffe

8.3 Application review

All the reqy
8.4 Evals

8.4.1 Eva3

The evaluat
that the cli
to the selec

The evaluat
and arecerf
cycle begin

irements given in ISO/IEC 17065:2012, 7.3 apply.
hation

luation Plan

ion plan shall be developed to cleazlyjidentify the audit activity(ies) required to demonst
bnt's systems and software engineering processes fulfils the requirements for certifica
ted standard(s) within the ISO/IEC 29110-4-m series or other normative document(s).

ion plan shall include a two=stage initial audit, surveillance audits in the first and second ys¢
ification audit in the third'year prior to expiration of certification. The three-year certificg
s with the certification or recertification decision. The determination of the evalug

plan and any subsequent adjustments shall consider the size of the client organization, the scope

complexity
level of soft]
NOTE A

Where a c¢

of its systems'and software engineering processes and products as well as demonstr
ware engineering processes effectiveness and the results of any previous audits.

nnex A lists additional items that can be considered when developing or revising an audit progran

rtifieation body is taking account of certification or other audits already granted to

client, it sh

111\collect sufficient, verifiable information to justify and record any adjustments to the g

tion
Ire is

ding
n of

rent

rate
tion

pars,
tion
tion
and
hted

the
udit

programme.

8.4.2 Auditplan

84.21 G

eneral

The certification body shall ensure that an audit plan is established for each audit identified in the
evaluation plan to provide the basis for agreement regarding the conduct and scheduling of the audit
activities. This audit plan shall be based on documented requirements of the certification body.
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8.4.2.2 Determining audit objectives, scope and criteria

The audit objectives shall be determined by the certification body according to the requirements of
applicable ISO/IEC 29110-4-m series. The audit scope and criteria, including any changes, shall be
established by the certification body after discussion with the client.

The audit objectives shall describe what is to be accomplished by the audit and shall include the
following:

a) determination of the conformity of the client's systems and software engineering processes with

audit criteria;

b)

)

The
orga
cons
not

cert

NOT]
The

8.4.

The
leas

evaluation of the ability of the systems and software engineering processes to ensur

organization meets applicable contractual requirements; and
NOTE1 A systems and software engineering processes certification audit is not a legdl comp

as applicable, identification of areas for potential improvement of the\systems an
engineering processes.

audit scope shall describe the extent and boundaries of the audit, such as physica
nizational units, activities and processes to be audited. Where the-initial or re-certificat
ists of more than one audit (e.g. covering different locationg),\tlie scope of an individug
cover the full certification scope, but the totality of audits-shall be consistent with the §
ification document.

E 2  AnnexA lists additional items that can be consideted when preparing or revising the aud
audit criteria shall be used as a reference againstdwvhich conformity is determined, and s}

the requirements of ISO/IEC 29110-4-m standard or a defined normative document on s
software engineering processes; and

the defined processes and documentation of the systems and software engineering
developed by the client.

.3 Preparing the audit plan

audit plan shall be appropriate to the objectives and the scope of the audit. The audit g
L include or refer to the following:

the audit objectives;
the audit eniteria;

the auditscope, including identification of the organizational and functional units or p
be dudited;

e the client

liance audit.

d software

| locations,
ion process
| audit may
cope in the

it scope.

1all include:

ystems and

I processes

lan shall at

rocesses to

d)

e)
£
NOT

NOT

1 A | ade. 1 4] ade. i At ades. 4 1 A | PRPIGA | : 1 s
LT UdilTS dITU SITTS WIITT T LT UITFSTIT dUUIl dUUIVIUITS 4dIT U DT LUITUULLCU, TIICTUUIT

temporary sites, as appropriate;

the expected time and duration of on-site audit activities; and

the roles and responsibilities of the audit team members and accompanying persons.
E1l

The audit plan information can be contained in more than one document.

E2  AnnexA lists additional items that can be considered when preparing or revising the aud
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8.4.3 Audit team selection and assignments

The certification body shall have a process for selecting and appointing the audit team, including the
audit team leader, taking into account the competence needed to achieve the objectives of the audit. If
there is only one auditor, the auditor shall have the competence to perform the duties of an audit team
leader applicable for that audit.

In deciding the size and composition of the audit team, consideration shall be given to the following:

audit objectives, scope, criteria and estimated time of the audit;

rthe aud\'f 1S 2 I‘nmbinnd, intngrafnd Fa¥al }'nint audit;

rall competence of the audit team needed to achieve the objectives of the audit;
ation requirements;
be and culture; and

r the members of the audit team have previously audited the client's;systems and softy
bring processes.

ary knowledge and skills of the audit team leader and auditers’may be supplemente

a)
b) wheth
c) theove
d) certifid
e) langua
f)  whethe
engine
The necess
technical e
Where tra

kperts, translators and interpreters who shall operate under the direction of an aud
slators or interpreters are used, they are to be selected such that they do not un

influence the audit.

NOTE

he criteria for the selection of technical experts are determined on a case-by-case basis by the n

of the audit feam and the scope of the audit.

Auditors-i
as an eval

training may be included in the audit team as-participants, provided an auditor is appoi
tor. The evaluator shall be competent to®&ake over the duties and have final responsib

for the actiyities and findings of the auditor-in-training.

The audit fteam leader, in consultation with“the audit team, shall assign to each team men
responsibility for auditing specific processes, functions, sites, areas or activities. Such assignm

shall take i
as well as

Changes to
audit objec

8.4.4 De

The certifi
client the c
effective au
by the cert

hto account the need for competence, and the effective and efficient use of the audit tg
lifferent roles and responsibilities of auditors, auditors-in-training and technical exp
the work assignments(mgay be made as the audit progresses to ensure achievement of
ives.

fermining audit fime

fation body._shall have documented procedures for determining audit time, and for

ertification body shall determine the time needed to plan and accomplish a complete
dit ofthe client's systems and software engineering processes. The audit time determ
fication body, and the justification for the determination, shall be recorded. In determi

vare

1 by
itor.
duly

ceds

hted
ility

hber
ents
bam,
brts.

the

bach
and
ned
hing

the audit ti

me,the certification body shall consider, among other things, the following aspects:

a)
b)
‘)
d)

the requirements of the relevant systems and software engineering processes standard;
size and complexity;

technological context;

processes;

e)
f)
g)
10

the results of any prior audits;
number of sites and multi-site considerations;

the risks associated with the products, processes or activities of the organization; and

any outsourcing of any activities included in the scope of the systems and software engineering
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h) when audits are combined, joint or integrated.

The time spent by any team member that is not assigned as an auditor (i.e. technical experts, translators,
interpreters, observers and auditors-in-training) shall not count in the above established audit time.

NOTE The use of translators, interpreters can necessitate additional audit time.

8.4.5 Multi-site sampling

Where multi-site sampling is utilized for the audit of a client's systems and software engineering
processes covering the same activity in various locations, the certification body shall develop a
sampling programme to ensure proper audit of the systems and software engineering profcesses. The
ratipnale for the sampling plan shall be documented for each client.

8.4.p Communication of audit team tasks

The|tasks given to the audit team shall be defined and shall be made known tojthe client onjganization,
and|shall require the audit team to:

a) [examine and verify the structure, policies, processes, procedures, retords and related|[documents
of the client organization relevant to the systems and softwarengineering processes;

b) |determine that these meet all the requirements relevant to the intended scope of certification; and

c) |determine that the processes and procedures are &stablished, implemented and maintained
effectively, to provide a basis for confidence in the client's systems and software ¢ngineering
processes.

8.4./ Communication concerning audit team members

The|certification body shall provide the name of and, when requested, make available €Erackground
infoymation on each member of the audit team, with sufficient time for the client organization to
object to the appointment of any particiilar auditor or technical expert and for the certificatiion body to
recdnstitute the team in response tp any valid objection.

8.4.8 Communication of audit plan

Thelaudit plan shall be communicated and the dates of the audit shall be agreed upon, in adyance, with
the ¢lient organization;

8.4.p Conducting on-site and remote audits

8.4.9.1 General

The|certification body shall have a process for conducting on-site and remote audits. This pfocess shall
incld i peeti he he i i i ion-of the audit.

NOTE In addition to visiting physical location(s), “on-site” can include remote access to electronic site(s) that
contain(s) information that is relevant to the audit of the systems and software engineering processes.

8.4.9.2 Conducting the opening meeting

A formal opening meeting, where attendance shall be recorded, shall be held with the client's
management and, where appropriate, those responsible for the functions or processes to be audited.
The purpose of the opening meeting, which shall usually be conducted by the audit team leader, is
to provide a short explanation of how the audit activities will be undertaken and shall include the
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following elements. The degree of detail shall be consistent with the familiarity of the client with the

audit process:

a) introduction of the participants, including an outline of their roles;

b) confirmation of the scope of certification;

c) confirmation of the audit plan (including type and scope of audit, objectives and criteria), any
changes, and other relevant arrangements with the client, such as the date and time for the closing
meeting, interim meetings between the audit team and the client's management;

d) confirmation of formal communication channels between the audit team and the client;

e) confirmation that the resources and facilities needed by the audit team are available;

f) confirmation of matters relating to confidentiality;

g) confirmation of relevant work safety, emergency and security procedures for the-audit team;

h) confirmation of the availability, roles and identities of any guides and observers;

i) the mefhod of reporting, including any grading of audit findings;

j) informption about the conditions under which the audit may be prematurely terminated;

k) confirmhation that the audit team leader and audit team representing the certification body is
respongible for the audit and shall be in control of executing the audit plan including audit activjties
and audlit trails;

1)  confirmation of the status of findings of the previous:xeview or audit, if applicable;

m) methodls and procedures to be used to conduct the audit based on sampling;

n) confirration of the language to be used duringthe audit;

o) confirmhation that, during the audit, the\client will be kept informed of audit progress and|any
concerhs; and

p) opportunity for the client to ask.gliestions.

8.4.9.3 Cpmmunication during the audit

The following issues shall beconsidered while communicating audit progress status:

a)

b)

12

During|the audit,the*audit team shall periodically assess audit progress and exchange information.
The aydit team eader shall reassign work as needed between the audit team members |and
periodically. ecemmunicate the progress of the audit and any concerns to the client.

Where(the.available audit evidence indicates that the audit objectives are unattainable or suggests
the presence of an immediate and significant risk (e.g. safety), the audit team leader shall report
this to the client and, if possible, to the certification body to determine appropriate action. Such
action may include reconfirmation or modification of the audit plan, changes to the audit objectives
or audit scope, or termination of the audit. The audit team leader shall report the outcome of the
action taken to the certification body.

The audit team leader shall review with the client any need for changes to the audit scope, which
becomes apparent as on-site auditing activities progress and report this to the certification body.
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8.4.9.4 Observers and guides

8.4.9.5 Observers

The presence and justification of observers during an audit activity shall be agreed to by the certification
body and client prior to the conduct of the audit. The audit team shall ensure that observers do not
influence or interfere in the audit process or outcome of the audit.

NOTE Observers can be members of the client's organization, consultants, witnessing accreditation body
personnel, regulators or other justified persons.

8.4.D.6 Guides

Each auditor shall be accompanied by a guide, unless otherwise agreed to by the audit tean] leader and
the flient. Guide(s) are assigned to the audit team to facilitate the audit. The audit.team shall ensure
thatiguides do not influence or interfere in the audit process or outcome of the audit.

NOTE The responsibilities of a guide can include:
a) [|establishing contacts and timing for interviews;
b) Jarranging visits to specific parts of the site or organization;

c) |ensuring that rules concerning site safety and security procedutes are known and respected [by the audit
team members;

d) [witnessing the audit on behalf of the client; and

e) |providing clarification or information as requested by an auditor.

8.4.D.7 Collecting and verifying information

Durjng the audit, information relevant to the audit objectives, scope and criteria (including information
relating to interfaces between functiofis, activities and processes) shall be collected by gppropriate
sampling and verified to become auditevidence.

Methods to collect information,shall include, but are not limited to:
a) [interviews;
b) |observation of precesses and activities; and

c) |review of doecumentation and records.

8.4.p.8 Identifying and recording audit findings

1) |Audit/findings summarizing conformity and detailing nonconformity and its suppdrting audit
evidence shall be recorded and reported to enable an informed certification decision to|be made or
the certification to be maintained.

2) Opportunities for improvement may be identified and recorded, unless prohibited by the
requirements of a systems and software engineering processes certification scheme. Audit findings,
however, which are nonconformities in accordance with 8.6.2 b) and c) shall not be recorded as
opportunities for improvement.

3) A finding of nonconformity shall be recorded against a specific requirement of the audit criteria,
contain a clear statement of the nonconformity and identify in detail the objective evidence on
which the nonconformity is based. Nonconformities shall be discussed with the client to ensure
that the evidence is accurate and that the nonconformities are understood. The auditor however
shall refrain from suggesting the cause of nonconformities or their solution.
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NOTE

other nonconformities [8.6.2 c)] can be classified as minor nonconformities.

Nonconformities, consistent with the requirements of 8.6.2 b), can be classified as major, whereas

4) The audit team leader shall attempt to resolve any diverging opinions between the audit team and

the clie

nt concerning audit evidence or findings, and unresolved points shall be recorded.

8.4.9.9 Preparing audit conclusions

Prior to the

a)

closing meeting, the audit team shall:

review the audit findings, and any other appropriate information collected during the audit, against

the au
b)
<)
d)

agree
identif)

confirn
scope,

8.4.9.10 C

A formal cld
and, where
closing me
conclusions
presented i

«

NOTE

The closing

with the fa
a) advisin

thereb)
b) the me
c) the cer

to the s
d) the tin

noncorj
e) the cer
f) inform

fTobjectives;
pon the audit conclusions, taking into account the uncertainty inherent in the audit'proc
 any necessary follow-up actions; and

 the appropriateness of the audit programme or identify any modification required
hudit time or dates, surveillance frequency, competence).

pnducting the closing meeting

sing meeting, where attendance shall be recorded, shall be heldwith the client's managen
appropriate, those responsible for the functions or processes audited. The purpose of
bting, which shall normally be conducted by the audit’team leader, is to present the

h such a manner that they are understood, and thefimeframe for responding shall be agn
Understood” does not necessarily mean that the nohconformities have been accepted by the clie

meeting shall also include the following €lements. The degree of detail shall be consig
miliarity of the client with the audit proeess:

g the client that the audit eviderice’ collected was based on a sample of the informat
 introducing an element of uncertainty;

Fhod and timeframe of reporting, including any grading of audit findings;

tification body's process-for handling nonconformities including any consequences rela
tatus of the client's_Gertification;

neframe for the,client to present a plan for correction and corrective action for
formities identified during the audit;

tification body's post audit activities; and

htioh about the complaint handling and appeal processes.

u
, including the recommendation regarding certification. Any nonconformities sha;ﬂl

ess;

(e.g.

nent
the
dit
be
eed.
ht.

tent

ion;

ting

any

The client s

Tattbegiverropportumity forquestions: Any diverging opimions regarding the audit fimd

ings

or conclusions between the audit team and the client shall be discussed and resolved where possible.
Any diverging opinions that are not resolved shall be recorded and referred to the certification body.

8.4.9.11 Audit report

The certification body shall provide a written report for each audit. The audit team may identify
opportunities for improvement but shall not recommend specific solutions. Ownership of the audit
report shall be maintained by the certification body.

14
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The audit team leader shall ensure that the audit report is prepared and shall be responsible for its
content. The audit report shall provide an accurate, concise and clear record of the audit to enable an
informed certification decision to be made and shall include or refer to the following:

a)
b)
‘)
d)

identification of the certification body;
the name and address of the client and the client's management representative;
the type of audit (e.g. initial, surveillance or recertification audit);

the audit criteria;

e)
f)

g)
h)
i)
)
8.4

The
and
defi

8.4.

The
by t

the audit objectives;

the audit scope, particularly identification of the organizational or functional units o
audited and the time of the audit;

identification of the audit team leader, audit team members and any accompanhying pers
the dates and places where the audit activities (on site or offsite) wene,conducted;
audit findings, evidence and conclusions, consistent with the reqaigements of the type o

any unresolved issues, if identified.

.D.12 Cause analysis of nonconformities

certification body shall require the client to analyse‘the cause and describe the specifig
corrective actions taken, or planned to be takén, to eliminate detected nonconformiti
hed time.

D.13 Effectiveness of corrections and corrective actions

certification body shall review the @orrections, identified causes and corrective action;
he client to determine if these are‘acceptable. The certification body shall verify the ef

of any correction and correctivéactions taken. The evidence obtained to support the

of nl
veri

NOT
of dd

8.4.

onconformities shall be recorded. The client shall be informed of the result of the
fication.

E Verification of éffectiveness of correction and corrective action can be carried out based,
cumentation provided by the client, or where necessary, through verification on-site.

D.14 Additienal audits

' processes

ons;

f audit; and

correction
bs, within a

submitted
fectiveness
resolution
review and

on a review

client shall be informed if an additional full audit, an additional limited audit, or

The

evq

ocumented

ence” (to be confirmed during future surveillance audits) will be needed to verify effective
corrjection and corrective actions.

8.4.10 Initial certification audit

8.4.10.1 General

The initial certification audit of systems and software engineering processes shall be conducted in two
stages: stage 1 and stage 2.

8.4.10.2 Stage 1 audit

The
a)

stage 1 audit shall be performed to:

audit the client's systems and software engineering processes documentation;

© ISO/IEC 2018 - All rights reserved

15


https://iecnorm.com/api/?name=61f9582de9efc5b752a29283a47db99d

ISO/IEC 29110-3-2:2018(E)

b) evaluate the client's location and site-specific conditions and to undertake discussions with the

client's

personnel to determine the preparedness for the stage 2 audit;

c) review the client's status and understanding regarding requirements of the standard, in particular
with respect to the identification of key performance or significant aspects, processes, objectives
and operation of the systems and software engineering processes;

d) collect necessary information regarding the scope of the systems and software engineering
processes and location(s) of the client, and related statutory and regulatory aspects and compliance
(e.g. legal aspects of the client's operation, etc.);

e) review
stage 2

f) provid
system
signifig

g) evaluaf
substa

For most s

stage 1 audjit be carried out at the client's premises in order to achieve the objectives stated above.

1) Stage 1
of any

2) Indete

needs ¢f the client to resolve areas of concern identified during the stage 1 audit. The certifica

body

8.4.10.3 S

The purpo
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the client. I
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compli
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audit;
s and software engineering processes and site operations in the contextiof pos:

ant aspects; and

e if the level of implementation of the systems and software engineering proce
ntiates that the client is ready for the stage 2 audit.

ystems and software engineering processes, it is recommended that at least part of

audit findings shall be documented and communicated:to.the client, including identifica
ireas of concern that could be classified as nonconforniity during the stage 2 audit.

rmining the interval between stage 1 and stage 2'audits, consideration shall be given tq

ay also need to revise its arrangements forstage 2.

fage 2 audit

be of the stage 2 audit is to evaluate the implementation, including effectiveness, of
ems and software engineeringprocesses. The stage 2 audit shall take place at the site
f shall include at least the following:

htion and evidence abgut conformity to all requirements of the applicable systems
e engineering processes standard or other normative document;

hnce; and

onal contfel-of the client's processes.

lial Certification audit conclusions

[ the

e a focus for planning the stage 2 audit by gaining a sufficient understanding of the cli¢nt's

ible

Sses

the

tion

the
tion
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5) of

and

ent's systems afid) software engineering processes and performance as regards legal

The auditt
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audits to review the audit findings and agree on the audit conclusions.

8.4.12 Personnel for evaluation

ge 2

The certification body shall assign personnel to perform each evaluation task that it undertakes with

its internal

resources (see ISO/IEC 17065:2012, 6.2.1).

NOTE Outsourced tasks are completed by personnel usually assigned by the organization to which the task

is outsource
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d. Such personnel are not normally assigned by the certification body.
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8.4.13 Information for evaluation

The certification body shall ensure all necessary information and/or documentation is made available
for performing the evaluation tasks.

8.4.14 Resources for evaluation

The certification body shall carry out the evaluation activities that it undertakes with its internal
resources (see ISO/IEC 17065:2012, 6.2.1) and shall manage outsourced resources (see ISO/
IEC 17065:2012, 6.2.2) in accordance with the evaluation plan (see 8.4.1). The systems and software

eng

neering processes shall be evaluated against the requirements covered by the scope of ¢

ertification

and

8.4.

The
the
bod

and

NOT]

8.4.
The

8.4.

If o
cert

other requirements specified in the certification scheme.

15 Use of evaluations results completed prior to the application for certification

certification body shall only rely on evaluation results related to certification complef
hpplication for certification, where it takes responsibility for the resultsand satisfies it
 that performed the evaluation fulfils the requirements contained in1SO/IEC 17065:
those specified by the certification scheme.

E This can include work carried out under recognition agreementS,between certification b

16 Nonconformities

certification body shall inform the client of all noncenfermities.

17 Additional evaluation tasks

ne or more nonconformities have arisen, and if the client expresses interest in con
ification process, the certification body” shall provide information regarding the

evaluation tasks needed to verify that .nonhconformities have been corrected. If the cl

toc

bmpletion of the additional evaluation tasks, the process specified in 8.4.2 shall be 1

complete the additional evaluation tasks.

8.4.
The

NOT
prog

8.5
All

18 Results of evaluation
results of all evaluation activities shall be documented prior to review (see 8.5).

E This docunientation can provide an opinion as to whether systems and software
esses requirements have been fulfilled.

Review

he requirements given in ISO/IEC 17065:2012, 7.5 apply.

ed prior to
elf that the
012, 6.2.2,

dies.

tinuing the
additional
ent agrees
epeated to

engineering

8.6

Certification decision

8.6.1 General

All the requirements given in ISO/IEC 17065:2012, 7.6 apply.

8.6.2 Actions prior to making a decision

The
a)

certification body shall confirm, prior to making a decision, that:

the information provided by the audit team is sufficient with respect to the c
requirements and the scope for certification;

© ISO/IEC 2018 - All rights reserved
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