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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1

The procedut
described in
the different
editorial rule

Attention is d
of patent rig
rights. Detail
Introduction

Any trade nagne used in this document is information given for the convenience of users and d¢

constitute an

For an expla
expressions 1
World Trade
.org/iso/fore

This documsd
Subcommitte

This second
technically rd
removed.

Any feedback
complete listi

es used to develop this document and those intended for its further maintenar
the ISO/IEC Directives, Part 1. In particular, the different approval criteria_neeq
fypes of document should be noted. This document was drafted in accordance w
b of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

rawn to the possibility that some of the elements of this documentmay be the
nts. ISO and IEC shall not be held responsible for identifying any or all such
b of any patent rights identified during the development of the document will be
ind/or on the ISO list of patent declarations received (see wwwxiso.org/patents).

endorsement.

elated to conformity assessment, as well as ififormation about I1SO's adherence
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see w}
vord.html.

nt was prepared by Technical Committee ISO/IEC JTC 1, Information tech
e SC 27, Security techniques.

edition cancels and replaces_the first edition (ISO/IEC 29101:2013) which ha
vised. The main change compared to the previous edition is that old Annex D ha|

hg of these bodies-¢an be found at www.iso.org/members.html.

ce are
ed for
th the

ubject
patent
in the

es not

hation of the voluntary nature of standards, théymeaning of I1SO specific terms and

to the
WW.iso

nology,

E been
s been

or questions on this,document should be directed to the user’s national standards hody. A

© ISO/IEC 2018 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://iecnorm.com/api/?name=892afa351e9989d00b3a8d2c59e184e7

Intr

ISO/IEC 29101:2018(E)

oduction

This document describes a high-level architecture framework and associated controls for the
safeguarding of privacy in information and communication technology (ICT) systems that store and
process personally identifiable information (PII).

The privacy architecture framework described in this document:

— provides a consistent, high-level approach to the implementation of privacy controls for the
processing of PIl in ICT system:s;

J— pr
prj

in

— shiows how privacy enhancing technologies (PETs) can be used as privacy gontrols.

This dpcument builds on the privacy framework provided by ISO/IEC 29100 to help an

define

countifies, privacy safeguarding requirements are understood to be synonymous with da

privac

formation; and

its privacy safeguarding requirements as they relate to PII processed’by any ICT sy

y requirements and are the subject of data protection/privaey\legislation.

afeguard the
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organization
stem. In some
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Information technology — Security techniques — Privacy

architecture framework

1 Scope

This document defines a privacy architecture framework that:

— spfecifies concerns for ICT systems that process P1IT;
— ligts components for the implementation of such systems; and

— prvides architectural views contextualizing these components.

This document is applicable to entities involved in specifying, procurning, architecting, designing,

testing, maintaining, administering and operating ICT systems that process PII.

It focupes primarily on ICT systems that are designed to interact with'PII principals.

2 Normative references

The following documents are referred to in the text ifi such a way that some or all of
constifutes requirements of this document. For dated references, only the edition cite
undat¢d references, the latest edition of the referen¢ed document (including any amendmn

ISO/IEC 29100, Information technology — Secuxity techniques — Privacy framework

ISO/IHC/IEEE 42010, Systems and softwaresengineering — Architecture description

3 Terms and definitions

For the purposes of this dociment, the terms and definitions given in ISO/IEC 29100
IEEE 42010 apply.

4 Symbols and abbreviated terms

The fo]lowing abbreviations apply to this document.

ICT [Inféormation and Communication Technology

their content
d applies. For
ents) applies.

and ISO/IEC/

PET “Privacy Enhancing Technotogy

PII Personally Identifiable Information

5 Overview of the privacy architecture framework

5.1 Elements of the framework

The privacy architecture framework presented in this document is intended as a technical reference
for developers of ICT systems that process PII. This document does not set requirements for privacy

policies; it assumes that a privacy policy is in place and that privacy safeguarding requi
been defined and that appropriate safeguards are implemented within the ICT system.

© ISO/IEC 2018 - All rights reserved
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This architecture framework focuses on the protection of PII. Since this is partly a security goal,
ICT systems processing PII should also follow information security engineering guidelines. This
architecture framework lists some information security components that are critical for safeguarding
PII processed within ICT systems. The architecture framework presented is based on the model used in
ISO/IEC/IEEE 42010.

The stakeholders related to these concerns are the privacy stakeholders defined in ISO/IEC 29100. They
are discussed in more detail in Clause 6.

The concerns for the architecture framework are described in Clause 7 and include the privacy
principles of ISO/IEC 29100 and privacy safeguarding requirements specific to an ICT system.

The architectpreframework s presented as fottows:

a) the layer§ of the technical architecture framework in 8.2 show the architecture from a’component
viewpoint. Each layer groups components with a common goal or a similar function;

b) the depldyment model in 8.3 shows the architecture framework from a standalone ICT gystem
viewpoinf. Each view shows a grouping of the components based on their“deployment|in the
stakeholders’ ICT systems; and

c) the views in 8.4 show the architecture framework from an interaction viewpoint. The|views
illustrate|lhow the components interact between ICT systems of different stakeholders.

The architectire framework also presents correspondence rules between the concerns and viewpoints
through the ulse of mapping tables.

o v
ISO/IEC 29101 | Other }
concerns I concermns
: |
affect [ affect
Y
] I
! I
— ISO/IEC 29101 | Other [
uses components I components |
e I
ISO/IEC 29101
actor ICT system processing PII

[Figure:l— Elements of the privacy architecture framework in context

Figure 1 illuL trates thao rn]afinnchip bnfurnnn the elements of the privar‘y -;\rr‘]f\ihnr'furn Fr')mywork_

The central element of the architecture framework is the ICT system being built. An ISO/IEC 29101
actor uses the ICT system. The design of the ICT systems is affected by both concerns addressed in this
document and also other concerns. Examples of other concerns include non-functional requirements
that affect the performance, accessibility and design of the ICT system and do not affect the functional
processing of PII. These other concerns are out of the scope of this document.

The ICT system can contain components from the privacy architecture framework of this document as
well as other components. These components do not process PII, but instead handle other functionality
in the ICT system like providing accessibility or rendering special user interfaces. Such components are
out of the scope of this document.

2 © ISO/IEC 2018 - All rights reserved
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5.2 Relationship with management systems

The use of a management system enables PII controllers and processors to more effectively meet
their privacy safeguarding requirements using a structured approach. This structured approach also
provides PII controllers and processors the ability to measure outcomes and continuously improve the
management system'’s effectiveness.

An effective management system is as transparent as possible but still impacts people, processes
and technology. It should be part of the internal control program and risk mitigation strategy of an
organization and its implementation helps to satisfy compliance with data protection and privacy
regulations.

6 Actors and PII

6.1 Overview

The aftors of the ISO/IEC architecture framework are the privacy stakeholders involved in PII
procegsing described in ISO/IEC 29100. These actors are:

a) the PII principal;
b) the PII controller; and
c) the PII processor.

NOTE The “third party” defined as one of the four categories of the actors in ISO/IEC 2910 is out of the
scope df the architecture framework specified in this do¢ument.

From the deployment viewpoint, the architectuye framework is divided into three parts. Each part
applies to the ICT system deployed from the viewpoint of each of these actors.

Figure2 shows the ICT systems of the actors'and the flows of PIl between these ICT systems. Itillustrates
the logical division of functionality for the architecture framework described in this dpcument. It is
not infended as a representation of the physical structure, organisation or ownership pf ICT system

o - . -

The'lICT The ICT The ICT
system of the system of the system of the
Pl principal PIl controller PIl processor

4 4 4

Pl Pll Pll
principal controller processor

Figure 2 — Actors and their ICT systems according to this document

An actor can be responsible for building the ICT systems that it uses, or not. For example, the PII principal
can use a system built by and the responsibility of the PII controller or the ICT system of the PII principal
can be a part of the ICT system of the PII controller. Furthermore, the functionality of the ICT system

© ISO/IEC 2018 - All rights reserved 3
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of the PII principal can be split across different ICT hardware systems owned by the PII principal and
the PII controller. Similarly, the PII controller can provide the ICT system of the PII processor. Business
processes in which ICT systems are employed use a wide range of communication and trust models. The
architecture framework in this document builds on an abstraction of these models.

If the PII principal is using a privately owned ICT system, the other privacy stakeholders can impose
requirements on this ICT system. For example, the ICT system of the PII principal can have to meet a
minimum baseline of security requirements to be allowed to connect to the other ICT systems. Other
examples include the use of special security components like hardware authentication tokens, certain
operating system versions or special web browser versions.

For example, in ICT systems employing peer-to-peer communications (communication method,
communicati¢n model or communication technology featuring communication in between/amdng the
entities that gre peer to each other without central servers), every application can take the‘rples of
all three listgd actors. Information is both sent and received by each peer, so each peerycan be a PII

controller or |

In social netw
Web-based sq
the service to

6.2 Phaseg

6.2.1 Colle
Many organiz

When collect
the PII princi

processor for PII transferred by another party in the role of a PII principal!

orking applications, PII can be processed by anyone with access to other'people's p
cial networking applications allow all the authorized and possible lanonymous u
process PII provided by the PII principals connected to the socialmetwork.

of the PII processing life cycle

Ction
ations collect information from PII principals. This‘information can contain PIL.

ng PII, organizations should always consider-the privacy preferences and legal ri
pal and privacy safeguarding requirements as stated by applicable law. Factors §

the type of P, consent given, or any privacy preferences stated need to be considered through

stages of prod

essing. PII should only be collected ifitis needed for the declared purposes.

rofiles.
sers of

hts of
uch as
out all

Documentatign should be associated with the-PIl. Examples include, but are not limited to:

a) software(tags that state the purpose(s) the PII can be used for;

b) records describing the purpose(s)that PII can be used for; and

c) records of the consent givenyand any specific sensitivities that should be observed (e.g., certlain PII

categorief should be encrypted or deleted after a certain period of time).

arked
tI]:at are
p likely

Privacy contijols should’be implemented wherever data is tagged as PII or wherever PII is
with additionpl information concerning the PII principal. It is also important to preserve tags
relevant to prpcessing PII during the usage, transfer, storage and disposal phases. If stored PII ar¢
to have been maedified, it should be validated for accuracy and currency before use.

In addition, PII collection processes should be designed to collect only the PII that is necessary for
the respective transaction. Organizations should take steps to minimize the inadvertent/unintended
collection of PII through data entry systems (e.g., web application forms that allow the entry of any
information). The entry of arbitrary PII should be minimized through the use of context-specific display
of input fields reducing or eliminating areas in the web form where this information can be entered (e.g.,
removing unnecessary check boxes and free text fields). In addition, the use of fields with predefined
entries (e.g., list boxes and drop-down lists), containing non-PII options, should be considered. When
free form text fields are necessary, the User Interface (UI) should provide:

a) warnings to alert the PII principal not to enter PII other than that which is explicitly asked for and
consented to or required by applicable law;

b) clear indication of those fields where PII is to be entered and what PII should be entered (e.g. name,

address, health information); and

© ISO/IEC 2018 - All rights reserved
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clear indication of those fields where PII should not be entered.

c)
6.2.2 Transfer

Transferring, disseminating, or releasing PII to others means that the PII is no longer under the sole
control of the PII principal. Transfer is usually the term given for dissemination of PII from the PII
controller or PII processor to other PII controllers and processors. If PII is transferred from the PII
controller to another actor, transfer is sometimes also referred to as disclosure.

Accountability and responsibility for the transferred PII should be agreed on and maintained by each
party involved in the PII processing. This agreement should be in writing where required by applicable

law. F

and dq

do so,

contern

or PII

any sul

The tr
— is
i

S

Some
includ

outsid
are use¢

Appro
transf

over a

fu

rthermore, such agreements need to be compliant with data protection legislatio

in the source

stination domains of the transfers. When relevant and appropriate, or when legal
the PII principal should be notified that transfer is taking place and should bevin
t and purpose of the transfer. If a dispute occurs between the PII principal and the
brocessor, records of relevant PII transfer transactions should be availablé.to assis
ch dispute.

hnsfer of sensitive PII should be avoided unless it:

necessary to provide a service that the PII principals has requested;
fils a business requirement for offering the requested sexVice; or
required by law.

urisdictions have instituted laws that specifically’require formal contractual agi
e all privacy safeguarding requirements betiveen the involved parties when PII

d, particular attention should be given teprotection measures for the PII being tra

briate protection mechanisms should-be in place during the transfer of PII. In the c4
b1, PII should be transmitted over\a“secure channel or in encrypted form if the tn
h insecure channel. If PII is transferred on physical media, it should be encrypted. I

b a jurisdiction that has a prescribed level ofprivacy protection. Where cross-boy

y required to
formed of the
PII controller
t in resolving

eements that
s transferred
der transfers
nsferred.

1se of a digital
ansmission is
encryption is

used, fhe encryption key should net bé stored or transmitted together with the encrypted PII.

6.2.3 | Use

» o« » o« » o«

PIl means any form'of PII processing that does not include “collect”, “transfer”, “store”, “archive”

pose”. The priviagy principles described in ISO/IEC 29100 (Privacy Framework), as well as some
Fotection and\privacy laws, can limit the processing of PII if that processing is incompatible with
ginally specified purposes. Therefore, PII should only be processed for the declared purposes for

Using
or “dig

. ] ans for contacting
the PII controller or processor in the event there are any questlons about any act1v1t1es about which the
PII principals is unclear.

Where such processing is considered necessary the consent of the PII principal should be obtained
unless otherwise permitted by law. PII principals should be provided clear notice about the specific use
of the PII.

Additionally, protection mechanisms appropriate to the usage of PII should be applied as deemed
necessary by a thorough risk analysis. This includes the use of anonymization or pseudonymization
techniques prior to processing and the use of secure computation techniques during processing.

© ISO/IEC 2018 - All rights reserved
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6.2.4 Storage

When it is necessary to store PII, the consent of the PII principal should be obtained, taking into account
any specific measures that can be required by law. In such cases, the PII should be stored only for the
amount of time necessary to achieve the specific business purpose.

PII should be stored with appropriate controls and mechanisms to prevent unauthorized access,
modification, destruction, removal, or other unauthorized use. Such controls include, but are not limited
to, encryption, secret sharing, pseudonymization and anonymization.

Archived PII needs careful attention. The privacy principles state that PII should be retained only as
long as necessary to fulfll the stated purposes and then be securely destroyed or anonymlzed However
if the PII contfo
have expired,

the PII should be locked (i.e., archlved and protected w1th an access control mechanism

to prevent fu
appropriate ¢
provide acces

The PII contr
when the pur

6.2.5 Dispc

In the final st

ther usage). The primary considerations in archiving PII should be to ensuve t
ata protection mechanisms are in place, including access management, solutior
5 to archived PII only to authorized users.

pller should implement controls in storage systems to dispose of PIl"'when it exp
bose for the storing or processing of the PII is no longer valid.

sal

age of the PII processing life cycle, PII gets deleted, anenymized, destroyed, retur

disposed of i some other way. Specific PII within PII records can get locked from unauthoriz

by marking it
ultimately dis

for disposal. It should be noted that deleting PIl-dloés not necessarily mean that th
posed of because PII deleted in ICT systems can often be recovered. Although it ca

to be an obvigus task in PII handling, procedures concerning disposal of PII sometimes do not ¢
with privacy $afeguarding requirements. Specifications;given by the PII principal (e.g., usage purpose)

or requireme

hts specified by legislation (e.g., expiration date for specific PII) should be cong

before PII is diisposed of.

7 Concerns

7.1 Overview

A concern as
stakeholders.
stakeholders
principles of
with these pr

The privacy s
process com

defined in ISO/IEC/IEEE 42010 is an interest in a system relevant to one or mor
The privacy arghitecture framework in this document focuses on concerns of the
related to the .processing of PII. The concerns in this document include the f
SO/IEC 29100 and any privacy safeguarding requirements derived from and comnj
nciples:.

hfegudrding requirements should be determined by following a privacy risk manag
plying with the process described in ISO/IEC 29100:2011, 4.5. Any individ

at the
)s that

Ires or

ned or
ed use
e PIl is
1 seem
omply

idered

e of its
rivacy
rivacy
plying

ement
pal or

organization that is designing an ICT system that processes PII should follow this process. All the
identified privacy safeguarding requirements should conform to applicable privacy legislation.

7.2 Thepr

ivacy principles of ISO/IEC 29100

The PII controller is responsible for the protection of PII and the fair and lawful handling of it at all
times, throughout the organization, as well as for PII processing outsourced to PII processors.

The PII controller is ultimately responsible for implementing privacy controls in an ICT system. Privacy
controls are intended to ensure that the privacy safeguarding requirements set for a specific PII
principal, transaction, or scenario are addressed and consistently fulfilled. Evidence of implementation
should be provided by properly documenting the privacy controls that are in place and providing audit
documents that verify that the controls exist, that they have been implemented correctly and that
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they are functioning properly. Ultimately, the PII controller should accept and adhere to the privacy
principles that are described in ISO/IEC 29100.

a)
b)
‘)
d)
e)

co

co

us

nsent and choice;

purpose legitimacy and specification;

llection limitation;

data minimization;

e, retention and disclosure limitation;

f)
g)
h)
i)
j)
k)

ac
0p
in
ac
in
pr

7.3 ]

ICT sy
proces
to ope
Clause

In ordg
proceg
of PII {
to othé

A PII processing flow diagram(can also be represented as a PII flow table. This diagram o

the co
who c(
of con
privac
proceg

After {
refere
docun

curacy and quality;

enness, transparency and notice;
lividual participation and access;
countability;

formation security; and

ivacy compliance.

Privacy safeguarding requirements

stems should implement privacy controls as{a ‘primary element in every phg
sing life cycle. The privacy safeguarding requirements enable the designer of th
rationalize the link between privacy principles and the architectural componentg
8.

r to implement effective privacy conttols in an ICT system, PII processing flows des
sing should be created. PII processing flow diagrams are a graphical representatio
hrough the ICT system and between the different actors. For example, if an actot
br actors (e.g., PII processors) thre PII processing flow diagram should include those

lection, transfer, use, storage or disposal of PIl and includes information such as t
llected the PII, the'purpose for processing, to whom the PII is going to be transferr
bent by the PII principal, the retention period and at which location it is stored and
y risk level. The’PII processing flow information is an input to the privacy risk
s that outputs the privacy safeguarding requirements.

he requirements analysis of an ICT system has been completed, the developers
ice the privacy safeguarding requirements of the ICT system with the list of co

se of the PII
e ICT system
laid down in

Cribing the PII

h of the “flow”
transfers PII

PII transfers.

" table follows
he type of PII,
ed, the receipt
the resulting
management

should cross-
ncerns in this
architectural

ent/The privacy safeguarding requirements should then be used for choosing the

components that satisIy sald requirements.

Annex A contains an example list of concerns and illustrates how to link concerns to the privacy
principles of ISO/IEC 29100 and the architectural components of this document.

8 Architectural views

8.1 General

The architectural views in this clause are structured into three views. First, the component view
describes the ICT system components in detail and separates them into layers based on their
functionality. Each layer groups components that help to contribute to the proper processing of PII.
Limited implementation guidance is given for each component. Actor-specific guidance is given where
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applicable. This view is helpful for understanding the building blocks in the privacy architecture
framework.

Tables showing examples of typical relationships between the privacy principles of ISO/IEC 29100
and the components of the architecture are provided in the component view. Such mapping tables
are helpful for understanding how an ICT system adheres to the privacy principles of ISO/IEC 29100.
Similar tables can be used as examples and updated during system design to describe how a particular
ICT system adheres to the privacy principles in ISO/IEC 29100.

The actor view looks at the components described in the component view from the perspective of the
ICT system of an individual actor. This view is helpful in the design of the architecture of a particular
ICT system. The interaction view looks at the components from a deployment perspective. This view is

helpful for unflerstanding how components in the ICT systems of different actors interact with eac]

8.2 Compdg

8.2.1 Gene

The compon
processing of

The choice of
The develope
to determine
developing. T
using the gui
necessarily a

The compong
contribute to
the managem
on the purpos
and access m
PII processing
Finally, comp

The architect
other compor
between com

Some of the ¢
This selection
and the devel
this architect

nent view

ral

ent view is meant to describe ICT system components that)are involved
PIIL.

components should be guided by the appropriate privacy safeguarding require
I of the ICT system for a specific actor(s) (see Figure 2) should use the componer
the components that need to be included in the architecture of the system that th

ance given in Clause 7. Note that not all confponents described in this docume
propriate in a particular ICT system.

nt view is presented in three layers. Eagh layer is a logical group of componen
a specific goal in the processing of PIl."\Components in the privacy settings layer
ent of metadata about PII processingincluding, among others, the exchange of infor}

hnagement layer are responsible for ensuring that proper identity information is {
y and access to the PII is controlled according to the privacy safeguarding require
pnents in the PII layer perferm various tasks to process the PII.

ire framework is designed with the assumption that all components interact with 3
ents. However, in-otder to maintain generality and readability, the possible inter:
bonents have beenomitted from the representation.

omponents in the architecture framework are Privacy Enhancing Technologies
of PETsis'not comprehensive. Other PETs exist, that are not described in this dod
bper of-the ICT system is responsible for choosing appropriate PETs and adapting t
ire framework.

other.

in the

Iments.
t view
ey are

his architecture should be based on the privacy safeguarding requirements established

nt are

[s that
handle
nation

e of processing, consent and preféerences of the PII principal. Components in the idlentity

sed in
Inents.

everal
ctions

PETS).
ument
hem to

Annex B givesan example of an ICT System architecture that applies PETS 0T securely process

ng PIL

Annex C gives an example of how to use attribute-based credentials to build an ICT system that provides
pseudonymous identity and access control management.

The following subclauses describe the layers, the components within them and the actors that interact
with the components. A general description of each component is given and it is followed by actor-
specific guidelines. For some components, no guidance specific to the ICT systems of a particular actor
is given, as the behaviour of the component is similar in the ICT systems of all actors.
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Privacy settings layer

8.2.2.1 General

The privacy settings layer comprises components that communicate the system privacy policy to the
relevant actors and implement the system privacy safeguarding requirements. These components
let the ICT system communicate the system privacy policy and implement the corresponding privacy
safeguarding measures.

In addition, the components in this layer should convey to the PII controller and PII processor any
privacy preferences and consent information that have been collected from the PII principal.

8.2.2.7
— G4
pY]
st
TH
a)
b)
<)
d)
e)
f)
— PI
pY]
a)

b)

‘)
d)

neral: This component is responsible for relaying information, including jupdat
ivacy policy of the PII controller and the purpose of PII collection to the-ICT syste
hkeholders.

incipal should:

Policy and purpose communication

e communicated information should contain at least the following:
the identities of the PII controllers and any associated PII proeéssors;
policies regarding the transfer of PII to PII processors;
the use of privacy enhancing technologies (such as anionymization) with their reg
the purposes for which the Pll is collected;
identification of the PII to be collected; and

the legal rights of the PII principal to<access their PII to determine the extent of
and to check for and correct any indccuracies, and the procedures for doing so.

principal: The policy and purpose communication component of the ICT syst

receive policy and purpese information from the corresponding component in t
of the PII controller;

interpret the réceived information and display or otherwise convey to the PII
clearly comptehensible manner its meaning;

offer the’PH principal the opportunity to locally store the received information; 3

confirm to the PII controller that the policy and purpose information has been r¢
Plkprincipal.

es, about the
ms of privacy

pective goals;

the PII stored

bm of the PII

ne ICT system

principal in a

nd

bceived by the

— PI

a)
b)

controller: The policy and purpose communication component of an ICT system under the control
of the PII controller should:

store policy and purpose information that has been conveyed to PII principals;

log the acts of conveying policy and purpose information to PII principals in such a way that it

can be established which information was current and was conveyed to PII princ
time, along with confirmation of receipt of this information;

ipals at which

convey the current policy and purpose information to the corresponding component of the
ICT system of the PII principal in such a manner that it can be used by this system directly to
inform the PII principal in a complete and comprehensible manner, or that it can be mapped by

said component to such a form by some pre-defined mapping;
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8.2.2.3 PII rategorization

d) convey areference to the displayed policy and purpose information to those components which
handle the storage of consent information and storage of PII itself; and

e) transmit updates about changes to policy and purpose information to the corresponding
components of the ICT systems belonging to those PII principals who have consented to receive
such information.

PII processor: The ICT system of the PII processor typically should receive digital copies of the
privacy policy and the processing purpose from the ICT system of the PII controller. The ICT system
of the PII processor should present the privacy policy and processing purpose documentation
received from the PII controller in a clearly comprehensible form to everyone with access to PII
governed by that policy.

The PII ¢ontroller can arrange the processing of PII by various PII processors. The Ppurpose
communifcation component in the ICT system of the PII controller should transmit-the pyirpose
associateld with the PII provided to all relevant PII processors. Each PII processor should be
informed|of the purpose(s) for processing the PII.

General: An ICT system processing PII has to be aware of the categories of PII that it prdcesses
so that it|can distinguish between different types of data (e.g., sensitive PII, PIIl and non-PII). This
is necessary for services processing PII differently depending emcategory. Additionally, the ICT
system sHould be aware of PIl values that contain direct identifierssuch as names and social s¢curity
numbers|This component should implement the functions that provide such a categorizatior] in the
ICT system.

When degling with non-PII, the risk of combining nonsPII'to infer or derive an identity or profile of a
unique uger or at least small enough subset of users:should be understood and evaluated.

All PII shpuld be categorized correctly in ordef that it is processed and stored by the ICT gystem
in accordpnce with its marked sensitivity.-IfPIl has been unknowingly collected, e.g. as a| result
of unsolidited input, it may not be possiblé-to do this and measures should, therefore, be tdken to
minimize the possibility of unsolicited PIFcollection.

While the ICT system should be aware of PII values that contain direct identifiers such as jnames
and social security numbers, it may not be possible to do this if unsolicited PII has been collgcted.

PII principal: The ICT system of the PII principal should be capable of identifying the categor]zation
marking pssociated with the PII and should process the PII in accordance with its categofy. The
categorisption can alsolbe used to identify the PII that should be protected using PETs (e.g. sepsitive
PII). The[PII categ@rization component also provides further categorization of the PII info sub-
categoriefs where'sub-categories are a requirement of a specific application domain.

PII contrdllet:Fhe ICT system of the PII controller should contain a comprehensive categorizdtion of
PIl used in the ICT systems processing the categorized PII. This information should be transpmitted
to PII processors. Also, this categorization can be used by the audit logging, PII pseudonymization,
PII disclosure and PII archiving and retention components so they can determine which parts of the
data contain PII.

PII processor: The ICT system of the PII processor should be capable of processing the PII
categorization associated with the received PII. The information should be used in PII auditing and
secure PII processing.

8.2.2.4 Consent management

10

General: Consent of the PII principal is an important prerequisite of PII processing, unless such
processing is otherwise permitted by law.

This component handles consent management tasks including, but not limited to:
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a) obtaining the informed consent of the PII principal;
b) storing consent information in the ICT systems of a privacy stakeholder;
c) relating the stored consent information to the version of policy and purpose information for
which the consent was given;
d) checking consent prior to PII processing; and
e) maintaining the status of consent information.
Applicable law can result in the overriding of absence or limitation of consent expressed by the PII
principal.
— PI| principal: The PII controller should obtain the informed consent of the PIl_prin¢ipal with the

[Jnder certain

he
i ion should be

Cl1]
re

Ip of the consent management component in the ICT system of the PII principal.
cumstances, the PII principal can modify or withdraw consent and this linformat
ayed to the ICT system of the PII controller.

PI
in
re

controller: In the ICT system of the PII controller, this componentishould maint
formation about the status of consent. The ICT system of the PIl'controller should
[rieving, storing, managing and maintaining the consent inforimation.

hin up to date
be capable of

The ICT system of the PII controller should transmit consent information to other
system that require it. Additionally, this component sheuld accept updates to the

parties in the
PII principal's

copsent status (e.g., modification or withdrawal of consent). The ICT system of the
shpuld present and propagate this information as nécgssary.

PI| processor: The ICT system of the PII processor'should verify the existence of consg
priincipals associated with the PII provided to it. This information should come from t

PII controller

nt from all PII
he ICT system

of|the PII controller. Before any processing,the ICT system of the PII processor shoyld make sure

thpt it has current consent information about the respective Pl principals. The ICT sy
ocessor should be ready to accept:changes to the consent status when such changsg

btem of the PII
s are notified

the PII controller.

Privacy preference mahagement

ferences as to
espective ICT
em known to
1d be capable
respect those

Ggneral: In some situations; it is possible that the PII principal can express his/her pre
hdw his/her PII is precessed by a PII controller or processor. In these instances, the j
systems of the actors'should be capable of recording those preferences and making t
the PII controller'and processor as appropriate. The PII controller and processor sho
offunderstanding those preferences and should, to the maximum extent possible,

preferencesswhen processing PII.

PII principal
I purpose. For
- discloses PII.

PI| pringipal: If the PII processing is based on privacy preference settings, then thg
shiotld'be provided with an interface for choosing the settings most suitable for his/he
€exd PDIC CS5C i i fTTi c1CT C C U

UCC O UeLe O OW v (IS C

PII controller: If the PII principal has specified any privacy preferences, the ICT system of the PII
controller should present these choices to the PII controller.

The ICT system of the PII controller should collect the relevant privacy preferences the PII principal
may have indicated from the choices available, if any. The controller should also propagate this
information to any parties that process the PII associated with these preferences.

PII processor: If relevant to the PII processor’s assigned tasks, the ICT system of the PII processor
should be aware of and act on any restrictions set on PII processing by the selected privacy
preferences of the PII principal. This information and its possible updates should be acquired from
the PII controller or directly from the PII principal via their respective ICT systems.
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8.2.2.6 Relationship between privacy principles and components in the privacy settings layer

Table 1 shows an example mapping from the privacy principles of ISO/IEC 29100 to the components of
the privacy settings layer. An ‘X’ in the table indicates a relationship between a component of the layer
and a principle. This relationship, however, is only shown as an example.

Table 1 — Example of the relationship between privacy principles and the components in the
privacy settings layer

Principles
Pur- Use, re- Open- | Indi- Infor-
HOSC Collec- tention Ac- ness vidual mation
Components tonsent|-legrti- tion Data . nd dis- curacy | trans- | partici- AC secu-y| Compli-
and macy P minimi- . count- '
. limita- . closure | and paren- | pation oE rity ance
choice and X zation | .. . . ability
o tion limita- | quality | cy and and cdon-
specifi- . .
5 tion notice | access trols
cation
Pollc_y ar_ld purpoge com- X X X X X X\Q X
munication O\
PII categorizatioy] X X X ' 1/J
8 ~
Consent managenhent X X X &S—
. _ \V
Privacy preferende man X X X X X CD\
agement C

8.2.3 Identiity management and access management layer

8.2.3.1 General

Components in the identity and access management layerhelp to identify the actors of this doqument
and their ICT|systems and manage the related identity“information. Additionally, components [in this
layer control |how the actors of this document access PII. The components implement the following
functionality:

a) managing the identities of the privacy stakeholders;
b) managing the identities of the actarswho are using the ICT systems;
c) providing this information to other components in the ICT systems; and

d) managing the mappings) between PII principal identities and pseudonyms fgr the
pseudonymization of PIL

The identity gnd accessimanagement layer provides identity information to components in otherlayers
that require {t. Note that this document does not specify the identity management techniques that
should be usegd.

8.2.3.2 Idemtity Tmamagenment systent

General: This component can have several purposes, each one can be implemented by a distinct identity
management system.

First, the component can manage the identities of the PII principals whose PII is processed in the ICT
system. Second, the component can manage the identities of the users of the ICT systems that process
PII. Third, the component can manage the identities of the ICT systems of the privacy stakeholders.
This would allow the ICT systems of different privacy stakeholders to mutually authenticate each other
during PII transfer. This list of examples is not exhaustive.

Mechanisms for addressing the nature and accuracy of the underlying identity information are not defined
by this document. The functionality of the identity management component is similar for all actors.
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8.2.3.3 Pseudonymization scheme

General: If pseudonymization is used in PII processing, the ICT systems involved should have

functions for managing the individual pseudonymization function instances that are in use.

The pseudonymization scheme component in the identity and access management layer contains
information about the implemented pseudonymization scheme and its parameters. For example, if
an encryption scheme is used, this component stores the keys used.

The related PII pseudonymization component in the PII layer is used to perform the actual
transformations on PII.

PI
ad(
Pl

PI
In
sc
or|
in
of
di

PI
of]

8.2.3.4

Gener4
ICT sy
examp

udonymization o
layer of the ICT system of the PII principal should then apply this pseudonymization

controller: Pseudonymization schemes can be managed by the ICT system of the
this case, the ICT system of the PII controller transmits information about the pseu
hemes used to the ICT systems of the PII principals and PII proceSsors. This can
der to ensure that the pseudonymized PII from the PII principal’s ICT system can
the ICT systems of the PII controller and the PII processor.-Also note that mult
a pseudonymization scheme can be necessary, for example; to pseudonymize PII
fferent processors.

processor: If the PII processor needs to perform pseudonymization according to th
the PII controller, it also needs to implement this eofmponent to manage the schemg

l  Access control

11: Access control mechanisms should.etfSure that access to the features in the
stem is only granted within the restrictions set by the privacy safeguarding requ
le, if PII collection from the PII pringipal is performed using a web form and it take

certain period of time, access to the web-form should be provided only during that time. In

the IC’

" system of the PII controller shiould restrict the access of PII principals to the PII cq

should have
ponentin the
scheme to PII.

PII controller.
lonymization
be needed in
be processed
ple instances
lifferently for

E instructions
S.

Pll-handling
irements. For
s place over a
this example,
llection form.

The functionality of the access cortrol component is similar for all actors. The rules angl methods for

access

8.2.3.5

Gener4
ensure

The au

control in each ICT system are derived from the privacy safeguarding requirement

b Authentication

11: Authentication is an important security component of an ICT system that proce
the confidentiality and integrity of PII collected, stored and processed by the syst

thentication component can have several purposes. First, it can handle the authen

users
comp

Iperating the ICT system. Second, it can handle the mutual authentication of ICT sy

S.

ses PII. It can
bIm.

tication of the
Etems or their
ve.

The rules and methods used in each deployment of the ICT system should be considered separately,

taking

into account the security goals of the actor who uses the ICT system.

As an example, the ICT system of the PII principal should authenticate the PII principals using the
system. Similarly, the ICT system of the PII principal should authenticate the PII controller before
transferring PII to the ICT system of that PII controller.

The functionality of the authentication component is similar in the ICT systems of all actors.
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8.2.3.6 Authorization

General: In ICT systems where the access of any actor is restricted, an authorization system should
be in place. Only authorized users of the ICT system should be given access to PII. For example, the PII
principals targeted in PII processing can access the PII they are associated to.

The functionality of the authorization component is similar for all actors. The rules and methods for
authentication in each ICT system are derived from the privacy safeguarding requirements.

8.2.3.7 Relationship between privacy principles and components in the identity and access
management layer

Table 2 show} an example mapping from the privacy principles of ISO/IEC 29100 to the comppnents
of the identity and access management layer. An ‘X’ in the table indicates a relationship.betyveen a
component of{the layer and a principle. This relationship, however, is only shown as an example.

8.2.4 Plllayer

The componehts in the PII layer should implement the following functionalities:
a) PII collection and transfer;

b) PII proce$sing, including secure processing, and presentation;

c) storing aId archiving of PII; and

d) auditing PII and logging transactions occurring on it.

Table 2 — Example of the relationship between privacy principles and the components ip the
identity and access management layer

. Q)*‘ Principles
)
Pur- di f
ol (@) Use, re- Open- Indi- Infor-
pose Collec- \'D tention Ac- ness, vidual mation
Componelts Consent| legiti- q ata o o Ac- L q
P tio \&- . .. |and dis-| curacy | trans- | partici- secu- |Compli-
and macy s minimi- A count- .
. li sg) . closure | and paren- | pation oF rity ance
choice and N zation | .. . o ability
v t limita- | quality | cy and and con-
specifi- . .
S tion notice | access trols
cation | .

Identity managerpent X X X
system
Pseudonymizatiop scheme X X X X
Access control X X X
Authentication X X X X
Authorization X X X X X
This documebt-enly proposes managementrequiremen ing the specifi plto the

application designer. Relevant rivacy safeguars (or controls) should be used to reduce the risk of
privacy breaches during the processing of PII.

The PII layer uses information from the privacy settings layer to enforce the measures in the privacy
safeguarding requirements that relate to the processing of PII.

8.2.4.1 PIIl management

— General: Any ICT system processing PII should have certain basic features for managing PII in the
ICT system. These include PII entry, access, update and removal. When needed, the ICT system
should be able to support a continuous process that provides for the collection and processing of PII
over the lifetime of the system.
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PII principal: The PIIl management component of the ICT system of the PII principal focuses on the
collection and local processing of PII collected from the PII principal.

PII controller: The PII management component of the ICT system of the PII controller should be
capable of exchanging PIl with the ICT systems of the PII principals (PII collection) and PII processors
(to delegate processing). Note that the privacy policy, the use of various PETs and other factors can
restrict the PIl management tools available in the ICT system of the PII controller. For example, the
ICT system of the PII controller can be forbidden from adding or linking PII with other information.

PII processor: The PIl management component of the ICT system of the PII processor handles the PII
received from the PII controller.

General: The PII transfer component is responsible for PII exchanges between the €T systems of the
various privacy stakeholders. PII transfer should include mutual authentication ahd €ncryjption between
the soyirce and destination points in order to protect the PII transfer and ensure its confidentiality. In
that cgse, the PII transfer component should use the Authentication and Pll\ehcryption components.

8.2.4.3 PII validation

8.2.4.4 PII pseudonyniization

Ggneral: The PII that is being processed should be validated-for accuracy of data anld correctness
of{format. The component should have sufficient information about the data model and the range
of[permissible values in order to warn the privacy stakeholder using the ICT system gabout possible
erpors in PII input.

PI| principal: The ICT system of the PII principalperforms validation on the data collgcted from the
PI| principal or PII principals using the ICT system.

PI| controller: Even when the ICT system=0f the PII principal is designed to perform PII validation,
the ICT system of the PII controller should perform the same and possibly additignal checks to
erfsure the accuracy of data and correctness of format of the PII. The ICT system of theg PII controller
cajn also perform global checks foroutliers and statistical deviations.

PIf processor: The ICT system of the PII processor should perform duties similar to the ones of the
IC[T system of the PII controller.

Gdneral: The pseudonymization component in the PII layer uses a pseudonymization scheme as
dgscribed inthe'identity and access management layer to replace the identifiers that reveal the true
identity of PIT principals with pseudonyms that hide the true identities.

The other way for achieving the goals of pseudonymization can often be achieved by rendering the
information partially anonymous.

Examples of when pseudonymization can be used include cases when:
a) the identity of the PII principal is not required for achieving the goals of PII processing; and

b) the pseudonymous identifier is required for processing PII (e.g., to link several databases or re-
identify an individual).

PII principal: The ICT system of the PII principal performs pseudonymization on the PII that has
been collected before it is sent to the ICT system of the PII controller.

PII controller: The pseudonymization component in the ICT system of the PII controller can be used
for processing the pseudonymized identities in PII received from the ICT system of the PII principal.
If the pseudonymization scheme is based on a two-way function that is shared by the PII principal
and the PII controller, then the latter can also re-identify the PIl when needed. The ICT system of the
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8.2.4.5 PII Anonymization

PII controller can also use pseudonymization on PII that is transmitted to the ICT system of the PII
processor. Different or differently parameterized pseudonymization functions should be used when
disclosing PII to different actors.

For example, if the PII is transferred to the ICT systems of several PII processors, different
pseudonymization functions should be used on the PII given to each processor to reduce the risk
of collusion among the processors. The PII controller keeps a registry of PII processors and their
respective pseudonymization keys. Additionally, each occurrence of PII disclosure should be logged
by both sides of the disclosure transaction — the ICT systems of both the PII controller and the PII
processor.

PII processor: The ICT system of the PII processor can perform pseudonymization, if instructed to
do so by tlhe PIT controller.

General: The|anonymization process takes PII and removes all personal identifiers or othprwise
irreversibly alters it in such a way that a PII principal can no longer be identified ditectly or indJrectly,

either by the PII controller alone or in collaboration with any other party.

Examples of anonymization techniques include:

a)

b)

<)

d)

e)

generalizjng the PII, making information less precise, such as\grouping continuous values or
replacing|categorical values with broader terms;

suppressing the PII — deleting an entire record or certaifl ‘parts of records that would repder it
identifiable;

introducipg noise into the PII — adding small amounts-of variation into selected information fields
such as wleight, height or age;

swapping the PII — exchanging certain PII fjelds of one record with the same PII fields of apother
similar rgcord (e.g., swapping the postal codes of two records); and

replacing| PII with the average value —'replacing each value of PII within clustered records with
the averape value for the entire groupof PII.

Techniques eyist that leave a possibility of re-identifying the PII principal associated with the datp. Such
techniques are not suitable for application in this component. Furthermore, anonymization techjnhiques
exist that can|accidentally transform PII so that it identifies a different PII principal. The quality of the
anonymization technique used should be evaluated before including it in the design of the ICT system.

PII can be angnymized-by the ICT system of any privacy stakeholder before transfer to the ICT systems

of other privay stakeholders.

8.2.4.6 Secret'sharing

16

General: Secret sharing is a technique for distributing PII values into shares that individually reveal
no information about the original value. Secret sharing can be used for PII collection to reduce the
risk of a privacy breach. Secret sharing provides better privacy when performed at the ICT system
of the PII principal and used in conjunction with secure multiparty computation.

Secret sharing can be used to reduce the risk of insider attacks, as a party with access to a share
of a PIl value cannot learn the original value from it. This makes insider attacks significantly more
complex. For optimal results, secret sharing requires that there is more than one instance of each
actor in the system. Each instance should store and process a limited number of shares.

PII principal: The ICT system of the PII principal can perform secret sharing on the PII collected
from PII principals. The resulting shares are then transmitted to the PII controllers.
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— PII controller: The ICT system of the PII controller can use secret sharing to process secret-shared
Pll received from the ICT system of the PII principal or to perform secret sharing on plain PII before
itis transmitted to the ICT system of the PII processor.

— PII processor: The ICT system of the PII processor can use secret sharing for one of two purposes.
The first is to store or load secret-shared PII before processing. In this case, the PII is stored in
secret-shared form, but it is reconstructed before processing. The second is to use it in conjunction
with secure multiparty computation. In that case, it is possible to perform computations directly on
secret-shared PII.

8.2.4.7 PII encryption

Generdl: PII encryption components should provide mechanisms for encrypting PII befofe it is stored.
The dgsign of an ICT system should include defining which stored PII needs to be enerypt¢d. Depending
on the|privacy safeguarding requirements, the encryption keys can be shared between ICT systems so
each of them can decrypt the PII and access it appropriately. If a secure computation technique that is
capable of processing encrypted PII is used, the information does not have to\be decrypted in order to
be professed.

The component services include key management, encryption of PII within databases and|encryption of
stored| PII such as backup files and archives.

PII endryption can be used for protecting stored PII. This can bé:done for two purposes. Fjrstly, one can
store gncrypted PII to prevent unauthorized access to it. If it needs to be processed, it is d¢crypted with
the regpective decryption key. Encrypting PII reduces the/security risk of data breach ffrom backups.
The kgys used for encryption should be stored separately.from the encrypted PII.

Additipnally, PII can be encrypted to prepare dt\for processing in encrypted form |using secure
computation techniques such as homomorphic encryption.

In all ¢ases, suitable key-lengths should be defined such that current and near-future djomputational
resour|ces cannot break that key.

8.2.4.8 PIluse
Gener4l: In order to use PII in computations or analyses, the ICT system of the actor shoulfl implement a

PII usd component. This component implements the business logic of the PII processing. Note that some
PII usd scenarios can be implemented using secure computation to reduce the risk of leakling PII.

8.2.4.9 Secure computation

PII corltroller and'PII processor: Secure computation can be used to let PII controllers and PII processors
procegs PIL without having access to the raw input values. Instead, secure computati
perform eomputations on PII that has been transformed by PETs such as encryption or s

A subs T T UES, \ T T \4 T ;
whereby multiple parties can jointly compute some value based on individually held secret parts of
information without revealing those secrets to one another in the process. For optimal protection
against privacy breaches, secure multiparty computation should involve several PII controllers or PII
processors and their ICT systems, each with their respective secret information

Secure computation can reduce the risk of PII leaks from the ICT system of the actor, as PII is not
provided to the processing party in a clear form.

8.2.4.10 Query management

General: The query management component of the ICT system of the PII controller and/or PII processor
is deployed for filtering incoming queries. For example, a service can refuse to respond to a statistical
query if there are not enough inputs for that query. While the refusal to reply to a query still provides
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some information to the privacy stakeholder making the query, the technique should still be considered
in certain scenarios.

Query management is a specific technique used in data mining applications for minimizing PII
processing. This technique facilitates the provision of PII analysis services while not risking the misuse
of PII and not jeopardizing the precision of the data mining algorithms. The query management process
should be used to ensure that only a sufficient PII for the processes involved is processed.

Methods of query management include restricting the size of query results, controlling the overlap
among successive queries, keeping audit trails of all answered queries and constantly checking for
possible compromises, suppression of PII cells of small sizes and clustering entities into mutually
exclusive atomic populations.

8.2.4.11 PII jnventory

General: The[PIl inventory component provides an overview of the PII stored in_the-ICT system.
Information from the PII categorization system should be used to categorize the Pll\values stgred in
the system. The identity management system should be used to determine the~PIl principal felated
to a particuldr item of PII. The PII inventory component should be capable of providing the grivacy
stakeholder ulsing the ICT system with at least the following metrics:

a) the amoupnt of PII in the system (number of records, metadata about-the records); and
b) the numbler of PII principals who have provided information.

Depending oh the privacy safeguarding requirements, thiS‘)component can provide addjitional
information spch as the list of PII principals.

The PII invenfory component has a similar function in all\the actors — to provide an overview pf how
much PII is k¢pt locally and who are the respective Rhprincipals. The ICT system of the PII controller
should extend this functionality by keeping records of'the PII processing undertaken by the ICT systems
of the PII prdcessors. This should be done in collaboration with the respective PII management and
archival components in the ICT system of the PIl processor.

8.2.4.12 PII disclosure

— PII contrqller: The PII disclosure cemponent is responsible for managing any disclosure of PI]|by the
PII contrdller. This can includepreparing PII before it leaves the ICT system of the PII controller. For
example, [the PII controllef ¢an pseudonymize or anonymized PII using the respective component
before sepdingitto a Pll prdacessor. Pll disclosure often requires the use of the Pl transfer comgonent.

If pseudgnymization~is used during PII disclosure, the log should also contain a description of
the pseudonymization function used to disclose the PII. In this case, different pseudonymjzation
functions should be used during disclosures as this reduces the feasibility of linking together
disclosed|databases, as the same identifier is not mapped to the same pseudonym.

— PII processor: PII can be disclosed by the ICT system of the PII processor in a similar manner as
in the ICT system of the PII controller. Any such disclosure should be performed according to the
directions of the PII controller.

8.2.4.13 PII archiving and retention

General: When PII is not in active use and is scheduled to be archived, it should be prepared for
archiving. The archiving and retention component should ensure that the archive is sufficiently
protected and that archiving and retention procedures are followed. Encryption, secret sharing and
pseudonymization can be used to protect archived PII from unauthorized processing. It is important to
know which encryption key, secret sharing scheme or pseudonymization scheme was used during the
process in order to recover PII later.
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If the PII retention period has passed, this component should schedule the anonymization or secure
removal of the PII from the system.

8.2.4.14 Auditlogging

The audit logging component should log each transaction performed on PII. This component should be
integrated with every other component so that it can log all relevant activities.

The identity of the actor or actors who access PII, initiate PII transactions or receive PII resulting from
PII transactions should be recorded in the transaction log. This entails the integration of audit logging
with the authentication, authorization and PII layer modules. Secure logging techniques should be used
to prevent tampering with the log entries.

8.2.4.15 Relationship between privacy principles and the components in the Pil\layer
Table B shows an example mapping from the privacy principles of ISO/IEC 29100 to thg components
of the|PII layer. An “X” in the table indicates a relationship between a component of tle layer and a
principle. This relationship, however, is only shown as an example.
Table 3 — Example of the relationship between privacy principles and the components in the
PII layer
Prineiples
P::‘; Use, re- Open- | Indi- Infor-
Consent lg iti- Collec- Data tention Ac- ness, | vidual Ac- mation
(omponents g tion .. |anddis- | curacy | trans- | partici- secu- |Compli-
and macy L minimi- . count- .
. limita- . closure | and paren- | pation = rity ance
choice and . zation Timni li d d ability
specifi- tion jmita- | quality | cyan an con-
- tion notice access trols
cation
PIl manhgement X X R X X X
PII tranffer X X .ON X X X X
PII validation A\ X
PII pseydonymization ) \U X X
PII anorfymization RX - X X
Secret sharing C)\\ X X
PII encrjyption A X X
N
PIl use "N X X X X X
C)®
csgrcnurlft tion X X
p AN

Query nj anagemen;@ X X X
Pllinveftory _\\.J X X X
PII disc osy()\ X X
PIl arch| \’%And retention X X
Audit logging X X

8.3 Actor view

8.3.1 General

The actor view illustrates how the components in the architecture framework of this document are
deployed into the ICT systems of a particular privacy stakeholder. For each actor, the view gives a
subset of components that are suitable for deployment in the ICT system of that actor. The developer
uses this view to decide which components should be included in the architecture of the ICT system of
a privacy stakeholder.

This view does not make any component mandatory in the ICT system of a particular privacy
stakeholder.
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8.3.2 ICT system of the PII principal

The ICT system of the PII principal focuses on but is not limited to, communicating the privacy policy,
handling consent management and PII collection.

Since the PII principal is the party that provides PII to the overall system, the ICT system in use by
the PII principal should contain components for securing PII during collection. These techniques can
include, but are not limited to, pseudonymization, anonymization, encryption and secret sharing.

The architecture for the ICT system of the PII principal is presented in Figure 3.

Privac —Poticy A purpUSe COmTTaTICAtion Pt Tategorzatom
settings Q’\?’
|ayer Consent management Privacy preference :rn(a\&a(aemen
dentity and Identity management system Pseudonyfization
access e
manle;gement Access control Authentication C §</ Authorization
yer )
PIl management Pl transégro Pll validation
Pll layg Pl 2ai] | -
YG.I' pseudonymization PlI anonymlz?{@ Secret sharing Pll encryptiop
Pl use Pllo g’ﬁfry Pitareniving and | Audit logging

Figure 3 — Architecture of the ICT system of the PII principal

8.3.3 ICT system of the PII controller

The ICT systdm of the PII cafitroller should communicate the privacy policy to all other particjpants.
Additionally, the PII contréller should manage the collection and processing of all PII. The ICT §ystem
of the PII coptroller should process PII based on the latest privacy policy, privacy safeguprding
requirements| and any privacy preferences that have been collected from the PII principal. The PII
controller shpuld-make sure that the privacy settings components contain up-to-date information
about policy gnd putrpose at all times.

Additionally, the PII controller manages the processing of PII by PII processors. This includes oversight
and responsibility for enforcement of the applicable privacy policies and any consent limitations and
privacy preferences that have been collected from the PII principal. This requires the PII controller to
communicate this information to the PII processors, monitor their behaviour and take remedial action
if the limitations and preferences are not complied with.

Furthermore, the controller can apply privacy enhancing technologies such as pseudonymization,
anonymization or secret sharing to further reduce the chance that the ICT system of the PII processor
can determine the PII principal associated with PII. Figure 4 shows the components for the ICT system
of the PII controller.
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PI’IVEle Policy and purpose communication PlI categorization
settings
|ayer Consent management Privacy preference management
Identlty and Identity management system Pseu:gﬂgmi:ation
adCcCess
management p— —
Access control Authentication Authorization
Of
Pll management PIl transfer ?}/@')huaﬂon

'
N

Pll pseudonymization Pll anonymization %'\

2

Secret sharing

Pll layer
PII encryption Pl use o uta:on mag;‘;‘:%em
—
Pll inventory Pll disclosure ¢ a;n;t;:tlir;%and Audif logging
Z

8.3.4

Figure 4 — Architecture of the ICT system of the PII controller

ICT system of the PII processor
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be capable of supporting:Pll transformed by privacy-enhancing technologies.

[ that does not change the PII representation (for example, pseudonymization or ary
| to protect PII, thesICT system of the PII processor does not have to contain spec
logies. However'if 'cryptographic techniques such as secret sharing or PII encryp
" system of the PH processor needs to employ secure multiparty computation or PII
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processing. Refer to Figure 5 for the architecture of the ICT system of the PII procg
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Privacy Policy and purpose communication PIl categorization
settings
|ayer Consent management Privacy preference management
Identity and Identity management system Pseudotr]lymmatlon
access Skt
manlagement Access control Authentication Authorization
ayer
s PIl r\cb
PIl management PII transfer Pll validation pseud @ SaRGh
Pl anonymization Secret sharing P&)é&ryption
Pll layer
Pll use Secure computation \\Qgﬁery management
PIl inventory Pll disclosure | T &% éﬁ% and | Adit logging

Figure 5 — Architecture of the ICT system of the PII processor

8.4 Interag¢tion view

8.4.1 General

The interactign view describes how the components deployed in the ICT systems of different grivacy
stakeholders finteract. The majority of‘\Components described in this architecture framework require
information sharing or communication’among actors. This subclause describes which components can
benefit from gharing PII or metadata among the actors. The developer of an ICT system can upe this
view to desigh the interactions between the ICT systems of individual actors.

A figure is presented for‘each layer of architectural components. This figure shows the span of
components gmong actors: If a single component covers multiple actors, the data or program dode of
this component should be shared among the respective actors. Note that this does not mean thatfall the
PII should be $hared:Information should only be distributed following the principle of least privilege —
if an actor dopsmot require certain information to perform its duties, it should not have access[to this
information.

For example, even though the ICT system of the PII processor requires access to the privacy preferences
of the PII principal in order to respect them, it should only have access to the preferences for those
principals for which it has been provided PII. The PII controller can have PII from multiple PII principals,
butif the controller has not delegated processing on behalf of a particular PII principal to a PII processor,
it does not have to share the respective privacy preferences. On the other hand, if PII is transferred
from the controller to the processor, the privacy preferences of the respective PII principals should be
made available to the ICT system of the PII processor.

8.4.2 Privacy settings layer

The privacy settings layer covers services and information governing all aspects of PII processing.
Therefore, it should be present throughout the processing of PII. Figure 6 illustrates the span of privacy
settings components over the actors.
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The ICT system of The ICT system of The ICT system of

the PII principal the PII controller the PIl processor

Policy and purpose communication

PII categorization

Consent management

Yo Yoyl
NN NI N

FPrivacy preterence management

Figure 6 — Deployment of components in the privacy settings layer

8.4.3 | Identity and access management layer

Some identity management services are generic and are used by all actets. However, this does not mean
that alll the actors should share all the identity information. The principle of least privilege should be
followed and each ICT system should only have access to identity information it requjres. Figure 7
shows|the deployment of identity management services.

The ICT system of The ICT system of The ICT system

the PII principal the PII controller the PIl proces

W\

Identity\management system

Pseudonymization scheme

Access control

Authentication

Authorization

(N N7 7 N7

[Figure7 — Deployment of components in the identity and access managemert layer

8.4.4 Plllayer

The PII layer also contains globally used services such as general PIl management and PII inventory.
However, it should be noted that there are services in this layer that can be deployed for any actor, but
depending on the design of the system, it can be beneficial to deploy them for only some actors. For
example, secret sharing gives the greatest effect when deployed directly in the ICT system of the PII
principal. However, it can also be performed by the ICT system of the PII controller before passing PII
to the ICT system of the PII processor. Figure 8 shows how the Pll-related components can be deployed.
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Figure 8 — Deployment of components in the PII layer
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Annex A
(informative)

Examples of the Pll-related concerns of an ICT system

A.1 General

The fo

are linfked to architectural components with each component being mapped to one-0orm

Develd
architg

In the
descri
detern
analys

A2 ¢

Consent by the PII principal to the processing of his/hef\PII is an important aspect of the

of tha
manag
resped

lowing are examples of Pll-related concerns for the architecture of an ICT system,

pers should identify specific concerns for their application and ensure that th
ecture design includes components that address the concerns.

example below, the -level concerns are split into a number of sub-¢encerns. The
bed here are provided as an illustration and are not necessarily complete. Devel
nine the appropriate concerns and sub-concerns for their application through
iS.

Dbtaining and communicating consent

[ PII. Consequently, the architecture of the ICT system should include element]

ted.

Conse

principal on the basis of information pro¥ided by the PII controller about those purpos

entiti
to the

Inso
conser
be con|

Conse

PII pr
infornj
The PI

Proxie|

t
PII pri}ncipal is not legally competent (e.g., the PII principal is a child). A proxy provides

t is specific to the declared purposes of use and should be voluntarily obtained

[PII controller and PII processor{(s)] that process it, including the legal jurisdicti

cases, applicable law candefine exceptions where the processing of PIl without the
t can be allowed (e.g.,.in-connection with a lawful investigation). The relevant legi
sulted to identify all'such exceptions and the associated consent provisions.

can also be (pyovided by a legally authorized proxy (e.g. parent, guardian, atf

ncipal instead of the PII principal themselves and determines and provides rel
ation and limitations on the use and transfer of the PII to other parties on behalf of th
andthe associated consent and usage information should be held in confidence by t

The concerns
ore concerns.
e ICT system

sub-concerns
lopers should
a process of

management
s that enable

ement of that consent, in addition to those)ythat ensure that the limits of such consent are

from the PII
es and all the
ns that apply

PII principal's
Slation should

orney), if the
the PII of the
bvant consent
e PII principal.
he proxy.

shiould be trustworthy persons who act in the best interests of their clients. In

he event of a

perceived breach of trust by a proxy, legal sanctions can be quite limited particularly in the case of
proxies who have a close relationship with the PII principal (e.g. parent or guardian). In cases where
proxies are professionals (e.g. attorneys) who are appointed to act on behalf of PII principals, there can
be recourse to legal and professional sanctions to deal with proxies who fail to uphold their duty of trust.

Some of the related concerns are:

a)
b) se
c)
d) as

©150/1

obtaining consent from the PII principal or proxy;

curely transferring and recording consent information;

allowing the withdrawal or modification of consent;

sociating consent information with PII;
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e)
f)

recording the application of consent; and

reacting to the withdrawal and modification of previously given consent.

In cases where the PII principal does not give consent for their PII to be collected and processed, it can
be necessary to make alternative arrangements that do not involve PII. Where alternative arrangements

are not availa

ble, it can be necessary to prohibit the PII principal from using the service.

A.3 Communicating the purpose of PII collection

PII controllers collect PII for a particular purpose. Information about these purposes should be

presented to

boPIl il
TTC-T-17T

Heinointaractionc yabhon cos ot 1o e
T ¥ 15—V

Information
processors w
way, all PII co

Keeping proc
Alternatively,

Some of the r

VIICTT

hbout the purpose of processing should be communicated to PII controllers
henever PII is transferred (e.g., by tagging the PII with its purpose before transfer
htrollers and PII processors know the purpose and limits of authorized proeéessing,

PETs like query management can be used to enforce limits on theprdcessing of PII

blated concerns for an ICT system maintaining and communicating information ab
collection are:

ind updating information describing the purpose(s) for-the collection, use and trarn

ing and presenting information describing the{purpose(s) of PII collection with
m;

purpose of PI

a) entering
PII;

b) transferr
ICT syste

c) associati

d)

A.4 Secure¢ PII processing

ICT system
consideration|
the more likel

Another factd
the PII being
accessed rem

Concerns for

ensuring that all further processing stays within the purpose provided.

g information about the purpose(s) of collection with the corresponding PII; and

evelopers should take the nature and extent of authorized access to the P
. The more often thatPIl is accessed and the more people that have access rights
y are privacy breaghes.

r to be considered is the level of direct control a PII controller or PII processor h3
processed,.For example, if PII in the ICT system of the PII controller or PII proce
htely, thatdctor should assign a higher risk level to the PII.

P11 transfer and storage processes should cover at least the following categories:

or PII
). This

bssing within the limits of the original purpose can be achieved by erganizational feans.

put the

sfer of

in the

I into
to PII,

s over
SSOT is

a) collectionland maodification of P1L;

b) authorization of PII transmissions;

c) authenticated and confidential transmission of PII;

d) storing PII;

e) controlling access to PII;

f) ensuring the accuracy of PII; and

g) deploying additional privacy controls and PETs as recommended by the privacy safeguarding
requirements.
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A.5 C(lassification and control of PII

PII processing flow models should be developed as an integral component of a privacy risk assessment.
The PII processing flow diagram should not only show the areas where PII is collected, transferred,
used, stored or disposed of but should also show areas where sensitive PII is processed and, as a
consequence, requires the implementation of stronger safeguarding measures.

Classifying data into PII and non-PII is the minimum requirement where sensitive PII (e.g. personal
data on health, ethnicity etc.) is processed. Such data should be subject to more rigorous protective
measures in accordance with relevant legislation.

Classification and control concerns within an ICT system should include:

a) ddtermining which data is PII and classifying PII;
b) qyantifying the number of PII actors;
c) quantifying the amount and sensitivity of the PII; and

d) controlling transfers and internal copies of PII.

A.6 Accounting and Audit of PII operations

Transgctions involving PII should be accounted for in a PllAransaction database. Accojinting should
include a record of all PII processing and any errors that eccurred which can have led to § compromise
of the|confidentiality or integrity of the PII. The accdunting records should be subjeft to periodic
indepgndent audits to check for potential breaches.of confidentiality, integrity or any l[unauthorized
access|or other unauthorized behaviour.

Concerns related to the auditability to PII operations include:

a) logging the granting, modification and'revocation of consent;
b) logging storage and transfer of the)PII;

c) logging processing of sensitive PII; and

d) logging transfers of PII.

A.7 Archiving and disposal of PII

When PII is not required anymore, it should be disposed of. Disposal procedures should efsure thatitis
not pogsible to\récover PII from the media used for its storage.

Concerns related to the correct archiving and disposal of PII include:

a) secure backup of PII; and
b) secure PII disposal techniques.

Table A.1, Table A.2 and Table A.3 show a correspondence mapping between the example concerns
and components of the layers in the architecture of this document. An “X” in the table indicates
a relationship between a component of the layer and a principle. This relationship, however, is only
shown as an example.
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Table A.1 — Examples of the relationship between concerns and the components in the privacy

settings layer

Concerns
Obtainin Lo Classifica- A Archivin
Components and € | Maintain- | Secure PII Secure PII tion and Auditability and g
: ing purpose | storage : of PIl opera- :
handling |. X processing | control of . disposal of
information | and transfer tions
consent PII PII
Eollcy and purpose communica- X X X X X
tion
PII categorization X X X X
Consent management
Privacy preferen{e management X X S . X

Table A.2 —|[Examples of the relationship between concerns and the components in‘the identity
and access management layer

Concerns
Obtainin A Secure PII Classifica- ey -
Compohents and g Maintain- storage Secure PII tion and Auditabil- Archiving
. ing purpose . ity of PII apd
handling . X and trans- | processing | controhof . . £
information operations |dispodal of PII
consent fer PI1
Identity managerhent system X X X X
Pseudonymizatioh scheme X
Access control X X X
Authentication X
Authorization X X X

Table A.3 — Examples of the relationship between.concerns and the components in the PI] layer
Concerns
Compohents :)nbgtginnd- Maiirrlltgain- SecurePIl | ¢ = o Ctliaossi;:lc;- Auditabil- | Arcliving

handling purpose TP AT processing | control of AEyalt .P" prlal el
consent  |information transfer PII operations of|PII

PII management r-\\v X X X

PII transfer L = X X

PIl validation RN X

PII pseudonymizdtion C ‘\) X

PII anonymizatiof \y X X

Secret sharing AQ?S‘ X

PII encryption AU . X X

Pll use O

Secure computat ol&

Query management

PIlinventory X X X

PII disclosure

PIl archiving and retention X X

Audit logging X X X

A.8 Relationship with privacy principles

Table A.4 shows a correspondence mapping between the privacy principles of ISO/IEC 29100 and the
high-level concerns in this annex.
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Table A.4 — Examples of the relationship between privacy principles and the high-level

concerns
Principles
T Accu- Open- I.ndl- lnf(.)r-
Purpose | Collec- : ness, | vidual mation
Concerns Consent lesiti a Data |retention | racy o Ac- C li
and egitimacy | tion | iy imi-| anddis- | and | tFans- |particl o e | secu omp -
A and speci- | limita- = paren- | pation s rity ance
choice . . zation | closure | qual- ability
fication tion limitati . cy and and con-
imitation| ity .
notice | access trols
O_btai_ning and commu- X X X
nicating consent
Communicating the
purposq of Ptcottec- % % X
tion N
Secure PII processing X X X X X X /\Q'\ X X
AJ
Classifi¢ation and %
control pf PII '\ S S S
A
Auditalfility of PII
operatigns qc,b X X X
P . v
Arch]lVlflP%Iand dis- X Q/C” X X
posal o o
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Annex B
(informative)

A PII aggregation system with secure computation

B.1 General

This annex pfesents an example architecture derived from the general architecture framewpj
architecture fnakes use of PETs for minimizing PII disclosure. Note that this example is for-illus
purposes only. Any application needs an architecture based on a proper assessment of the go3
associated requirements of the application in question.

This example| describes a system that collects PII from PII principals securely pver secure ch
The PII controller then uses secret sharing to transform PII into non-PII. The resulting non-PII

transferred tp three PII processors who use secure computation to proeess’ the secret-shar
without being able to link the values with the individual PII principals. The-Rll processor nodes t
engaged in sgcure computation get a secret-shared result and transferit-to the data analyst w|
reconstruct the result from the shares.

B.2 Purpose, actors and deployment

The purpose |of the ICT system is to collect personal information from a number of PII prin

k. The
trative
Is and

innels.
s then
ed PII
nat are
ho can

cipals.

The collectioh is organized by an organization conducting a statistical study. However, since the

organization |tself does not have the knowledge forstatistical analysis, it outsources the actua
design and data analysis to a data analysis bureau.

Secretsharing and secure multiparty computation (SMC) are used to further protect PII. The use of
sharing and decure multiparty computation>in this scenario requires at least three organizat

study

secret
ons to

participate in|the secure processing of PIl. These organizations become secure multiparty compytation

nodes and thdir role is to store secretshared PII and perform secure multiparty computation on

If no organizafion hosting an SMC hode publishes its share database, it is impossible for other SM(

it.

nodes

to reconstruck the original PII{SMC nodes are typically selected to be non-colluding representatfives of

the stakeholdprs.
The actors of the application are:

a) theindividuals'providing PII are the PII principals;

b) the study|ceordinator acts as the PII controller; and

c) the SMC nodes and the data analyst are the PII processors.

The ICT system is deployed as shown in Figure B.1;

a) theICT system of the PII principal is a web application running in the PII principal's web browser. It

is hosted in the PII controller's web server;

b) the ICT system of the PII controller is a web application hosted in the PII controller's web server; and

c) thelCT system of the PII processor is a specialized application with a connected secure computation

system for storing the secret shared data that has been sent for processing.
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Figure B.1 — Deployment of the secure computation system

B.3 Architecture for the PII entry application

The stpdy coordinator prepares the ICT-system of the PII principal. However, it still confains all three
layers|of the architecture framework.of this document. Figure B.2 shows the architecture for the PII
entry application.

anvacy & Poilcy e e Pl categorization Consent management
SE ttlngs |ayer communication
|dentity and Identity management system Access control
access
managexhent Authentication Authorization
layer
PIl management PII transfer PIlI validation
PIl layer
PIl encryption Pll inventory

Figure B.2 — Architecture for the PII entry ICT system

The components can be implemented as follows:

— Privacy settings layer:
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B.4 Architecturefor the study control application

b)

‘)

Identity gnd access management layer:

a)

b)

PII layer:

a)

b)
‘)

d)

PII categorization: since the PII principal is asked for sensitive PII, all the PII entered is
automatically considered sensitive, except for the fact and time of consent;

Consent management: the PII entry application, after presenting the policy and purpose,
explicitly asks the PII principal for consent before presenting the PII entry form. The consent
decision and its date are also transferred to the ICT system of the PII controller. A random value
is generated by the ICT system of the PII principal and transferred to the ICT system of the PII
controller along with the consent to allow modification or withdrawal of consent. To modify or
withdraw consent, the PII principal contacts the study coordinator and presents the random
value, which can be used to look up the previously provided PII and mark it for modification or
removal; and

Policy and purpose communication: the privacy policy and purpose of PIT collection are delivered
to the PII principal within the PII entry application as it is downloaded from the web server.

Identjity management system: the PII principals are notidentified as the dataentry is anonymous.
The RII controller's identity is communicated through the PII entry application; and

Accegs control, authentication and authorization: access to the PII éntry application is limited
by restricting its delivery from the PII controller's server. PII prificipals are not authenticated
to mdintain their anonymity (no group authentication method isised either). The PII principal
authgnticates the PII controller servers through the standard&sécure HTTP connection.

PII management: the PII entry application does not\provide local storage in the PII prifcipal's
web browser. It transfers the PII directly to the Plk¢ontroller;

PII trpnsfer: secure HTTP is used to send the<RI to the PII controller servers;

PII validation: the fields in the PII entry“form are assigned metadata values that are ysed to
validpte that the entered values conform to the correct format;

PII erjcryption: encryption of PII (@nd the rest of the messages between the PII principal and PII
contrjoller) is handled by the se¢ure HTTP connection; and

PII injventory: after filling out the form, the PII entry application allows the PII prindipal to
review the answers and\save or print a copy of the PII with the name of the PII controllef's and
PII pyocessors' organizations and the random value sent with the consent.

The PII contrpllerialso uses a web-based ICT system with some extra capabilities for handling the PII
collected from‘several principals, transferring it to PII processors and running more thorough pudits.
The architecture is presented in Figure B.3.
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Figure B.3 — Architecture for the study coordinator ICT, system

Policy and purpose communication: the PII controller communicates the policy
to the PII principal by preparing and deliveringthe PII entry application. The
communicates the policy to PII processors through contractual agreements;

PII categorization: the ICT system of the RH'controller contains built-in rules for
from the PII principals as sensitive PII (with the exception of consent informatior

Consent management: the PII controller receives consent information from
application and stores it togethercwith the PII. The associated random value can

and purpose
PII controller

Classifying PII
); and

the PII entry
later be used

to perform consent modification*or withdrawal.
entity and access management layer:

Identity management.system: no identity information about PII principals is stpred. The ICT
system of the PII controller additionally stores information about the SMC node$ and the data
analyst; and

Access control, authentication and authorization: access to the PII entry application is
controlled by enabling or disabling its delivery and disabling the PII collection seryice. Standard
techniques (a smartcard, biometrics, passwords, etc.) are used to authorize accpss to the ICT
system of the PII controller.

layeér:

d)

© ISO/IEC 2018 - All rights reserved

PII management: the ICT system of the study coordinator receives PII from the PII entry
applications and stores it in a database. The ICT system is capable of transferring the PII to the
ICT system of the PII processor;

PII transfer: the ICT system can receive secure HTTP requests from the PII entry application. It
can also open secure channels to the PII processor's systems to transfer shares of PII;

Secret sharing: to transfer PII to the secure computation system, the ICT system uses secret
sharing to divide the individual values into shares. Each share alone reveals no information
about the input values;

PII encryption: encryption is used when transferring PII from the PII entry application. In
addition, shares of PII are encrypted in transit to the PII processors. Note that since secret
sharing ensures the confidentiality of PII during storage, the shares need not be encrypted;
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e) PII inventory: the ICT system can provide the number of PII principals that have provided PII
for the study;

f) PII archiving and retention: after the completion of the study, the contents of the study
database are securely archived. The specific tools of the database management system are
used for making the backup; and

g) Audit logging: the ICT systems logs each received PII entry, each action performed by the PII
controller using its ICT system and each transfer of PII to the PII processors.

B.5 Architecture for the secure PII analysis application

The data analyst's ICT system is a distributed system consisting of the secure storage arndgecure
multiparty cdmputation system and a client application for making queries to the secure ¢omputation
system. The following architecture covers the whole distributed system. Note, that in-the following
architecture fescription, an SMC node means the secure computation system software run jpy the
organizationd hosting the SMC system. Figure B.4 illustrates the architecture.

Privacy - O
; ) Policy and PHIPOSS PIl categorization &onsent managemegnt
settmgs |5 yer communication C‘\
: \~
Identlty and Identity management system Os\ Access control
access &5/
management Authentication \< ’ Authorization
layer R
—
PIl management Pll tr@s%r Secret sharing PIl encryption
Xl
Pll Iayer Pl use 3 Secure computation Query managemerft
xO
PIl inv@&f R bl ol Audit logging

Figure B.4 -< Architecture for the secure data analysis application

The componehts can be\implemented as follows:

— Privacy settingslayer:

a) Po]]c rand pUrpose communication:-the data ana]vcf and the SMC nodes receive the nn] y and
purpose w1th the analysis contract from the PII controller

b) PII categorization: the information stored using secret sharing is categorized as sensitive PII
and it is processed using secure multiparty computation. Non-PIl, if any, is processed using
standard methods; and

c) Consent management: the study coordinator ensures that it passes only PII from consenting
principals to the PII processors. If a PII principal modifies or withdraws consent, the study
coordinator notifies the data analyst and the SMC nodes who should then remove the respective
shares from their systems.

— Identity and access management layer:

a) Identity management system: the security of secure multiparty computation depends on
SMC nodes knowing the identity of each other and the privacy stakeholders using the system
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