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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and ngn= —in—tiat f ; f - i of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives| Part 2.

The mgin task of the joint technical committee is to prepare International Standards. Draft International
Standgrds adopted by the joint technical committee are circulated to national badies for voting.| Publication as
ion is drawn to the possibility that some of the elements of this document may be the subject of patent

rights. ]SO and IEC shall not be held responsible for identifying any .gr-all such patent rights.

ISO/IEC 29100 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Informatign technology,
Subcommittee SC 27, IT Security techniques.
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Introduction

This International Standard provides a high-level framework for the protection of personally
identifiable information (PII) within information and communication technology (ICT) systems. It is
general in nature and places organizational, technical, and procedural aspects in an overall privacy

framework.

The privacy
requirements

specify
definin

descri

In some juris
might be und
the increasin

important to have international information security standards_ that provide a common underst

for the protsg
standards by

The increasin
growing comq
achieve comj
and distrust fi

Use of this In

aid in{
PII;
spur in

improv

The privacy f
privacy stand

a tech

g the actors and their roles in processing PlI;
bing privacy safeguarding requirements; and

referemcing known privacy principles.

Hictions, this International Standard’s references to privacy’safeguarding require
brstood as being complementary to legal requirements for the protection of PII.

adding a focus relevant to the processing of RIl.

framework is intended to help organizations define their privacy safegy
related to PIl within an ICT environment by:

ing a common privacy terminology;

g number of information and communication technhologies that process PlIl

ction of PII. This International Standard is/ntended to enhance existing s

g commercial use and value of PII, the sharing of PIl across legal jurisdictions, g
lexity of ICT systems, can make it difficult for an organization to ensure privacy
liance with the various applicable faws. Privacy stakeholders can prevent uncs

ernational Standard will:

he design, implementation, operation, and maintenance of ICT systems that handle and

novative solutions’t0 ‘enable the protection of PIl within ICT systems; and
e organizations™privacy programs through the use of best practices.

amework.provided within this International Standard can serve as a basis for add
brdization’initiatives, such as for:

hical reference architecture;

the implementation and use of specific privacy fechnologies and overall privacy management;
privacy controls for outsourced data processes;

privacy risk assessments; or

specific engineering specifications.

Anding
bcurity

om arising by handling privacy matters properly and avoiding cases of Pll misuse|.

arding

ments

Due to

it is

nd the

and to

rtainty

protect

itional

Some jurisdictions might require compliance with one or more of the documents referenced in
ISO/IEC JTC 1/SC 27 WG 5 Standing Document 2 (WG 5 SD2) — Official Privacy Documents
References [3] or with other applicable laws and regulations, but this International Standard is not
intended to be a global model policy, nor a legislative framework.

Vi
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Information technology — Security techniques — Privacy
framework

1 Se¢epe

This In

This In
procur
inform
for the

2 T

For the¢ purposes of this document, the following terms and definitions apply.

NOTE
privacy

concepts that correspond with the ISO/IEC, 29100 concepts used in this International Standard.

2.1

anonymity

charad
identif

2.2

anonyjmization

proces
PIl pri

ternational Standard provides a privacy framework which

specifies a common privacy terminology;

defines the actors and their roles in processing personally identifiable information (PII);

describes privacy safeguarding considerations; and

provides references to known privacy principles for information techhology.

ternational Standard is applicable to natural persons and-organizations involved

ng, architecting, designing, developing, testing, maintaining, administering, &
3

btion and communication technology systems or services where privacy control
processing of PII.

brms and definitions

In order to make it easier to use the~ISO/IEC 27000 family of International Standards in the sg
and to integrate privacy concepts in the ISO/IEC 27000 context, the table in Annex A provides th

teristic of information that does not permit a personally identifiable information g
ed directly or indirectly

s by which personally identifiable information (PIl) is irreversibly altered in such
hcipal)can no longer be identified directly or indirectly, either by the PII controll

in specifying,
nd operating
are required

ecific context of
e ISO/IEC 27000

rincipal to be

a way that a
br alone or in

collab

pration with any other party

2.3

anonymized data
data that has been produced as the output of a personally identifiable information anonymization
process

2.4
conse

nt

personally identifiable information (PIl) principal’s freely given, specific and informed agreement to
the processing of their PII
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2.5

identifiability
condition which results in a personally identifiable information (PIl) principal being identified, directly
or indirectly, on the basis of a given set of PII

2.6
identify

establish the link between a personally identifiable information (PIl) principal and PIl or a set of PlI

2.7
identity
set of attribut

og Wwhich make it pnetihln to irlnn’rify the lnnrennall\ll identifiable information Im'inr'~iI

2.8
opt-in
process or ty

NOTE A diffe
process or type
consent, or oppdg
to process the H
(e.g., placing an

29
personally id
Pl
any informati
(b) is or migh

NOTE To de
reasonably be u

2.10
PIl controllet

be of policy whereby the personally identifiable information (PIl) principalis req

rent term that is often used with the privacy principle ‘consent and choice™is “opt-out”. It des
of policy whereby the PII principal is required to take a separate action in’,order to withhold or \
se a specific type of processing. The use of an opt-out policy presumes that\the PIl controller has

Il in the intended way. This right can be implied by some action of the(Pll*principal different from

order in an online shop).

entifiable information

be directly or indirectly linked to a PIl pringipal

termine whether a PIl principal is identifiablg{ “account should be taken of all the means wh

privacy stakeéholder (or privacy stakeholders) that determines the purposes and mea

processing p
personal purg

NOTE A PII
responsibility fon

2.1
Pll principal
natural perso

NOTE Depen
subject” can alsg

oses

controller sometimes«.instructs others (e.g., Pll processors) to process PIl on its behalf w
the processing remains*with the PIl controller.

h to wham)the personally identifiable information (Pll) relates

ding‘on the jurisdiction and the particular data protection and privacy legislation, the synony
be/used instead of the term “PlIl principal”.

ed by the privacy stakeholder holding the data, or by any other party, to identify that natural person|.

red to

u
take an action to express explicit, prior consent for their Pll to be processed for aparticular purrpose

ribes a
ithdraw
he right
consent

bn that (a) can be used to identify the PIl principal to whom such information relates, or

ich can

ns for

brsonally identifiable infofmation (PIl) other than natural persons who use data for

hile the

n “data

2.12

Pll processor
privacy stakeholder that processes personally identifiable information (Pll) on behalf of and in
accordance with the instructions of a Pll controller

2.13

privacy breach
situation where personally identifiable information is processed in violation of one or more relevant
privacy safeguarding requirements

© ISO/IEC 2011 — All rights
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2.14
privacy controls
measures that treat privacy risks by reducing their likelihood or their consequences

NOTE 1 Privacy controls include organizational, physical and technical measures, e.g., policies, procedures, guidelines,
legal contracts, management practices or organizational structures.

NOTE 2 Control is also used as a synonym for safeguard or countermeasure.

2.15

privacy enhancing technology

PET

privacy control, consisting of information and communication technology (ICT) measures, products,
or seryi i iminati i i ifi i ation (PII) or

by prejventing unnecessary and/or undesired processing of PlI, all without losing the\f
the ICT system

nctionality of

NOTE 1| Examples of PETs include, but are not limited to, anonymization and pseudonymization tool§ that eliminate,
reduce, [mask, or de-identify Pll or that prevent unnecessary, unauthorized and/or undesirable processing of PII.

NOTE 2 Masking is the process of obscuring elements of PII.

2.16
privady policy
overal| intention and direction, rules and commitment, as formally expressed by the personally
identiffable information (PIl) controller related to the processing-of Pll in a particular setiing

2.17
privady preferences
specific choices made by a personally identifiable_information (PIl) principal about how their PII
should be processed for a particular purpose

2.18
privady principles
set of phared values governing the privacy’ protection of personally identifiable information (PIl) when
procegsed in information and commupication technology systems

2.19
privagy risk
effect pf uncertainty on privacy

NOTE 1| Risk is defined as'the “effect of uncertainty on objectives” in ISO Guide 73 and ISO 31000.

NOTE 2 Uncertainty is, the’state, even partial, of deficiency of information related to, understanding or Hnowledge of, an
event, ifs consequence;or likelihood.

2.20
privady riskrassessment

overal| pfocess of risk identification, risk analysis and risk evaluation with regard to the [processing of
persor Qlly identifiable information (PII)

NOTE This process is also known as a privacy impact assessment.

2.21

privacy safeguarding requirements

set of requirements an organization has to take into account when processing personally identifiable
information (PIl) with respect to the privacy protection of PlI

2.22

privacy stakeholder

natural or legal person, public authority, agency or any other body that can affect, be affected by, or
perceive themselves to be affected by a decision or activity related to personally identifiable
information (PIl) processing

© ISO/IEC 2011 — All rights reserved 3
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2.23

processing of PlI
operation or set of operations performed upon personally identifiable information (PIl)

NOTE

Examples of processing operations of PIl include, but are not limited to, the collection, storage, alteration,

retrieval, consultation, disclosure, anonymization, pseudonymization, dissemination or otherwise making available, deletion
or destruction of PII.

2.24

pseudonymization
process applied to personally identifiable information (PIl) which replaces identifying information with

an alias

NOTE 1 Pseudpmymizatiomcam beperformed-—either by PHprimcipats—themsetvesor by PHcomtrotters—Pseudonymization
can be used by |PIl principals to consistently use a resource or service without disclosing their identity to this resgurce or
service (or betwg¢en services), while still being held accountable for that use.

NOTE 2 Pseudpnymization does not rule out the possibility that there might be (a restricted set of) privacy stakgholders
other than the P|l controller of the pseudonymized data which are able to determine the PII principal’s jdentity basefl on the
alias and data lipked to it.

2.25

secondary use

processing of| personally identifiable information (PIl) in conditions which diffef from the initial dnes
NOTE Condifions that differ from the initial ones could involve, for example, a néw,purpose for processing PIl, a new
recipient of the RII, etc.

2.26

sensitive PII

category of personally identifiable information (PII), either.whose nature is sensitive, such ag those
that relate to|the PII principal’s most intimate sphere, or.that might have a significant impact fon the
PIl principal

NOTE In sonje jurisdictions or in specific contexts, sensitive ‘Pll is defined in reference to the nature of the Pll pnd can
consist of Pll reyealing the racial origin, political opinions grireligious or other beliefs, personal data on health, s¢ex life or

criminal convicti

2.27
third party
privacy stake

and the PIl p

direct authori

3 Symbol
The following
ICT
PET

Priva

Pl

Inforgnation and Communication Technology

ns, as well as other PIl that might be defined as sensitive.

rocessor, and the natural persons who are authorized to process the data ung

y of the PII controller.or the PIl processor

Is and abbreviated terms

abbreviations are common to ISO/IEC 29100.

nolder other than the personally identifiable information (PIl) principal, the PIl conptroller

er the

cy Enhancing Technology

Personally Identifiable Information
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4 Basic elements of the privacy framework

4.1 Overview of the privacy framework

The following components relate to privacy and the processing of Pll in ICT systems and make up
the privacy framework described in this International Standard:

actors and roles;
interactions;
recognizing PII;

For th
other

ISO/IHB
Refers

4.2 Ag

For th
PII. TH
contro

4.21

PIl pri
otherw
how th
humari
listed
identif
Pl rel
even t

privacy safeguarding requirements;
privacy policies; and

privacy controls.

official sources have been taken into consideration. These sources can
C JTC 1/SC 27 WG 5 Standing Document 2 (WG 5 SD2)_~-JOfficial Privac
nces [3].

tors and roles

b purposes of this standard, it is important to identify the actors involved in the
ere are four types of actors who can be involved in the processing of PIl: PIl
lers, Pll processors and third parties.

Pll principals

ncipals provide their Pll for processing to Pll controllers and PIl processors and,

e development of this privacy framework, concepts, definitions and ‘recommendations from

be found in
Documents

processing of
brincipals, PlI

when it is not

ise provided by applicable law, they give consent and determine their privacy preferences for

eir Pll should be processed. Pll principals can include, for example, an employe
resources system of a compahy, the consumer mentioned in a credit report,
n an electronic health record. It is not always necessary that the respective nat

b listed in the
bnd a patient
iral person is

ed directly by name in order to be considered a PII principal. If the natural perso
btes can be identified-indirectly (e.g., through an account identifier, social secur
hrough the combination of available attributes), he or she is considered to be th

for that Pl set.

4.2.2

A Pl
Pll co
proces

PIl controllers

controller-determines why (purpose) and how (means) the processing of Pl tak
ntroller should ensure adherence to the privacy principles in this framewol
sing of PIl under its control (e.g., by implementing the necessary privacy co

I

to whom the

ity number, or

PIl principal

bs place. The
k during the
ntrols). There

might

+lo Im YN 4 Ll £ +l DLl + + £ i £
CTmore tidarm Unic T 1T CUTTUHUNCT TUT U1S oditic 1T 11T oTLU U oTL UT UpTlatlivlio PTrTuUl

ed upon PII

(for the same or different legitimate purposes). In this case the different PIl controllers shall work
together and make the necessary arrangements to ensure the privacy principles are adhered to
during the processing of PIl. A PIl controller can also decide to have all or part of the processing
operations carried out by a different privacy stakeholder on its behalf. Pll controllers should carefully
assess whether or not they are processing sensitive Pll and implement reasonable and appropriate
privacy and security controls based on the requirements set forth in the relevant jurisdiction as well
as any potential adverse effects for Pll principals as identified during a privacy risk assessment.

4.2.3

Pll processors

A PII processor carries out the processing of Pll on behalf of a Pll controller, acts on behalf of, or in
accordance with the instructions of the PII controller, observes the stipulated privacy requirements

© ISO/IEC 2011 — All rights reserved
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and implements the corresponding privacy controls. In some jurisdictions, the PII processor is bound
by a legal contract.

4.2.4 Third parties

A third party can receive Pll from a PIl controller or a PIll processor. A third party does not process
PIl on behalf of the PII controller. Generally, the third party will become a PII controller in its own

right once it h

as received the PIl in question.

4.3 Interactions

as the possible flows of PIl among the PII principal, the PIl controller and the PII process

The actors identified in the previous clause can interact with each other in a variety of ways.
concerned, tl—l]e following scenarios can be identified:

a) the PII pr
the PIl co

b) the PII cd
controller

ncipal provides PIl to a PIl controller (e.g., when registering for a service provi
htroller);

ntroller provides PIl to a PIl processor which processes that Pll on behalf of
(e.g., as part of an outsourcing agreement);

As far
or are

led by

he PII

c) the PII principal provides PIl to a PIl processor which processes-that Pll on behalf of {he PII

controller
d) the PII cq
pursuant
e) the Pll pr
f) the PII pr
which it W

The roles of
illustrated in

There is a neged to distinguish between PIlI processors and third parties because the legal co

the PIl remai

ntroller provides the PII principal with Pll which/is related to the PII principa
0 a request made by the PII principal);

bcessor provides Pll to the PIl principal (é<g., as directed by the PII controller); an

ocessor provides Pll to the PIl controller (e.g., after having performed the sery
as appointed).

the PII principal, PIl contreller, PIlI processor and a third party in these scenari
[able 1.

third party ca

instance, whdre a third party makes the decision to transfer Pl it has received from a PIl contr

yet another

considered a fthird party.

As far as the pessible flows of PlIl among the PIl controllers and Pll processors on the one han

hs with the original PIl controller when it is sent over to the PIl processor, whe
become a PN-controller in its own right once it has received the PIl in questig

rty, it wilkkbe acting as a PIl controller in its own right and will therefore no lon

(e.g.,

Q.

ce for

OS are

trol of
eas a
n. For
ller to
ger be

d, and

third parties on the other hand are concerned, the following scenarios can be identified:

g) the PII controller provides PIl to a third party (e.g., in the context of a business agreement); and

h) the PII processor provides Pll to a third party (e.g., as directed by the PIl controller).

The roles of the Pll controller and a third party in these scenarios are also illustrated in Table 1.

© ISO/IEC 2011 — All rights
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Table 1 — Possible flows of Pll among the PIl principal, Pll controller, Pll processor and a third

party and their roles

Pll principal PIl controller Pll processor Third party
Scenario a) PII provider Pll recipient — —
Scenario b) - Pl provider PIlI recipient -
Scenario ¢) PII provider - PIl recipient -
Scenario d) Pl recipient Pl provider - -
Scendrio e) PIl recipient - PII provider -
Scendrio f) - PII recipient PIlI provider /-
Scendrio g) - PII provider - PII recipient
Scendrio h) - - PII provider PIl recjpient
4.4 Rg¢cognizing PII

To defermine whether or not a natural person should<be“considered identifiable, severa

to be
reasor
natura
such H
The fo
princig

441

In certain instances, identifiability of the PIl principal might be very clear (e.g., when th

contai
princip

4.4.2

taken into account. In particular, accountishould be taken of all the mear
ably be used by the privacy stakeholder holding the data, or by any other party, t
| person. ICT systems should support_mechanisms that will make the PII pring
Il and provide the natural person with appropriate controls over the sharing of thg
llowing sub-clauses provide additional clarification on how to determine whethe
al should be considered identifiable:

Identifiers

s or is associatedwwith an identifier which is used to refer to or communicatg
al). Information can:be considered to be PIl in at least the following instances:

if it contains @r'is associated with an identifier which refers to a natural person (e.g., a
number);

if it cantains or is associated with an identifier which can be related to a natural j
passport number, an account number);

factors need
s which can
p identify that
ipal aware of
t information.
r or not a PlII

e information
with the PlII

social security

erson (e.g., a

if\it.contains or is associated with an identifier which can be used to establish a comn

hunication with

=l s al 1 ya : o 1 : 1 1 1 )
dll IUUIItIIICU Ildtuldl PEISUIT (.., a PITUISC JTUYUlapriital IUbdtIUII, d tCIU}JI 10TTC TIATTroet ),

if it contains a reference which links the data to any of the identifiers above.

Other distinguishing characteristics

or

Information does not necessarily need to be associated with an identifier in order to be considered
PII. Information will also be considered PII if it contains or is associated with a characteristic which

disting

uishes a natural person from other natural persons (e.g., biometric data).

Any attribute which takes on a value which uniquely identifies a PII principal is to be considered as a
distinguishing characteristic. Note that whether or not a given characteristic distinguishes a natural
person from other natural persons might change depending on the context of use. For instance, while
the last name of a natural person might be insufficient to identify that natural person on a global

scale,

it will often be sufficient to distinguish a natural person on a company scale.

© ISO/IEC 2011 — All rights reserved
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In addition, there can also be situations in which a natural person is identifiable even if there is no
single attribute that uniquely identifies him or her. This is the case where a combination of several
attributes taken together distinguishes this natural person from other natural persons. Whether or not
a natural person is identifiable on the basis of a combination of attributes might also be dependent
on the specific domain. For instance, the combination of the attributes “female”, “45” and “lawyer”
can be sufficient to identify a natural person within a particular company, but will often be insufficient
to identify that natural person outside of that company.

Table 2 provides some examples of attributes that could be PIl, depending on the domain. These
examples are informative.

Examples

Age or special needs of vulnerable natural persons
Allegations of criminal conduct

Any information collected during health services
Bank account or credit card number

Biometric identifier

Credit card statements

Criminal convictions or committed offences
Criminal investigation reports

Customer number

Date of birth

Diagnostic health information

Disabilities

Doctor bills

Employees’ salaries and human resources files
Financial profile

Gender

GPS position

GPS trajectories

Home address

IP address

Location derived from telecommunications systems
Medical history

Name

National identifiers (e.g., passport number)
Personal e-mail address

Personal identification nutmbers (PIN) or passwords
Personal interests derived from tracking use of internet web sites
Personal or behavioural profile

Personal telephofie number

Photograph or-ideo identifiable to a natural person
Product and-service preferences

Racial or ethnic origin

Religious\er philosophical beliefs
Sexual.orientation

Trade=union membership

Utility bills

4.4.3 Information which is or might be linked to a PII principal

If the information in question does not identify a PIl principal, it should be determined whether the
information is or can be linked to an identity of a natural person.

Once the relationship with an identifiable natural person is established, it needs to be decided
whether the information says something about this natural person, for instance if it refers to her or
his characteristics or behaviour. Examples include medical records, financial profiles, or the personal
interests derived from tracking use of internet websites. Also, simple attribute statements about a
natural person such as age or gender of a natural person can qualify the linked information as PII.
Regardless, if the relationship with an identifiable natural person can be established, such
information must also be treated as PII.
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4.4.4 Pseudonymous data

In order to restrict the ability of PIl controllers and processors to identify the PIl principal, identity
information can be replaced by aliases. This replacement is usually performed by a PIl provider
before transmitting the PIl to a PII recipient, in particular in scenarios a, b, ¢, g and h of Table 1.

Certain business processes rely on designated processors who perform the substitution and control
the assignment table or function. This is often the case wherever sensitive data needs to be
processed by privacy stakeholders that did not collect them.

The substitution is considered pseudonymization provided:

(a) the remaining attributes linked to the alias do not suffice to identify the PII principaljto whom they
relpte; and

(b) thg alias assignment is such that it cannot be reversed by reasonable\efforts gf the privacy
stgkeholders other than those that performed them.

Pseudpnymization retains linkability. Different data associated with,'the same pseudpnym can be
linked| The larger the set of data associated with a given pseudonym, the larger is|the risk that
propefnty (a) is violated. Moreover, the smaller the group of-‘natural persons to wmich a set of
pseudpnymous data relates, the greater the likelihood of a PN principal being identifialple. Attributes
contaiped directly in the information in question and attributes that can be easily |inked to this
informption (e.g., by using a search engine or cross-referencing with other databasgs) should be
taken |nto account when determining whether or not thie information relates to an ident|fiable natural
persory.

Pseudpnymization contrasts with anonymization; Anonymization processes also fulfil properties (a)
and (b)) above, but destroy linkability. During.'anonymization, identity information is either erased or
substijuted by aliases for which the assignment function or table is destroyed. Thus| anonymized
data ig no longer PII.

4.4.5 |Metadata

Pll canp be stored in an ICT system in such a way that it is not readily visible to the system user (i.e.
to the |PIl principal). Examples include the PII principal’s name stored as metadata in fhe properties
of a document, and comments or tracked changes stored as metadata in a wond processing
document. If the PIl principal became aware of the existence of the PIl or the processing of the PII
for sug¢h a purpose, he/or she might prefer that the PIl not be processed in such a way|or be shared
publicly.

4.4.6 |Unsolicited PII

Pll thgt\was unsolicited by a PlI controller or PIl processor (i.e. unintentionally obtaingd) might also
be storsd—imam TCT SyStenm. For exampte, a Pt principatcoutd—potentiatty provide Pll to a Pl
controller that was not requested or sought by the PIl controller (e.g., additional PIl provided in the
context of an anonymous feedback form on a website). The risk of collecting unsolicited Pll can be
reduced by considering privacy safeguarding measures at the time of the design of the system (also
referred to as the concept of “privacy by design”).

4.4.7 Sensitive PIl

Sensitivity extends to all Pl from which sensitive PIl can be derived. For instance, medical
prescriptions can reveal detailed information about the PIl principal’s health. Even if Pll does not
contain direct information about the PII principal’s sexual orientation or health, if it could be used to
infer such information, the PII could be sensitive. For purposes of this standard, PIl must be treated
as sensitive PIl where such inference and knowledge of the identity of the PII principal is reasonably
possible.
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In some jurisdictions, what constitutes sensitive Pll is also defined explicitly in legislation. Examples
include information revealing race, ethnic origin, religious or philosophical beliefs, political opinions,
trade union membership, sexual lifestyle or orientation, and the physical or mental health of the PII
principal. In other jurisdictions, sensitive PIl might include information that could facilitate identity
theft or otherwise result in significant financial harm to the natural person (e.g., credit card numbers,
bank account information, or government-issued identifiers such as passport numbers, social
security numbers or drivers’ license numbers), and information that could be used to determine the
PIl principal’s real time location.

The processing of sensitive Pll requires special precautions. In some jurisdictions, the processing of
sensitive Pll might be prohibited by applicable law even with the PIl principal’s opt-in consent. Some
jurisdictions might require implementation of specific controls where certain types of sensitive Pll are

processed (e

g., a requirement to encrypt medical PIl when transmitting it over a public networ

4.5 Privacy gafeguarding requirements
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adversely affected);

controls to avoid or reduce the risks to Pll principals;

can be

risk treatment, by defining privacy safeguarding requirements, identifying and implementing privacy

communication and consultation, by getting information from interested parties, obtaining consensus

on each risk management process, and informing PII principals and communicating about risks and
controls; and

monitoring and review, by following up risks and controls, and improving the process.

One deliverable can be a privacy impact assessment, which is the component of risk management
that focuses on ensuring compliance with privacy and data protection legislation requirements and
assessing the privacy implications of new or substantially modified programs or activities. Privacy
impact assessments should be framed within an organization's broader risk management framework.
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Figure 1 — Factors influencing privacy risk management
Privacy safeguarding requirements are identified as part of\the overall privacy risk|management

proceds which is influenced by the following factors (as depicted in Figure 1 above gnd described
below):

- | legal and regulatory factors for the safeguarding of the natural person’s privacy and the protection of
their PII;
- | contractual factors such as industry guidelines, professional standards, company policigs;

- | business factors predetermined by a specific business application or in a specific usg case context;

and

- | other factors that can affect the “design of ICT systems and the associated privacy
requirements.

safeguarding

4.5.1 |Legal and regulatory factors

Privacly safeguarding requirements are often reflected in (1) international, national and local laws,
(2) redulations, (3) judigial™decisions or (4) negotiated agreements with work councils of other labour
organigations. Some~examples of local and national legislation include data prgtection laws,
consumer protection .Taws, breach notification laws, data retention laws, and emplpyment laws.
Relevdnt international law might contain rules affecting cross-border transfer of PIl. PIl controllers
should be aware*of all relevant privacy safeguarding requirements arising from legal|or regulatory
factorg. Toswachieve this goal they can coordinate closely with legal experts. While in many
jurisdigtions)it will be the PIl controller who is ultimately responsible for ensuring cgmpliance, all
actors| involved in the processing of Pll should take a proactive approach in identifying relevant
privacy safeguarding requirements arising from legal or other factors.

4.5.2 Contractual factors

Contractual obligations can also influence privacy safeguarding requirements. These obligations can
stem from agreements between and among several different actors, such as PIl processors, PII
controllers, and third parties. For example, a privacy stakeholder might require third parties to use
specific privacy controls and agree to specific Pll disposal requirements before Pll is transferred to
them. Privacy safeguarding requirements could also be the result of company policies and binding
corporate rules that the privacy stakeholder has set out for itself, for example, to protect its brand
from negative publicity in the event of a privacy breach.
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In principle, any party that has access to PIl should be made aware of its obligations by the
respective PIl controller(s) in a formalized manner, for example, by entering into third party
agreements. Such agreements are likely to contain a number of privacy safeguarding requirements
the third party (PIl recipient) will have to take into account. In certain jurisdictions, national and
regional authorities might have established legal and contractual instruments that enable the transfer
of PII to third parties.

4.5.3 Business factors

Privacy safeguarding requirements can also be influenced by business factors which include the
specific characteristics of an envisaged application or its context of use. Business factors can vary
widely depending on the type of privacy stakeholder and type of business. For example, they can
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noice of privacy controls, but this should not affect the privacyprinciples to whi
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hger carefully assess which types of PIl are strictly ‘needed to provide the g
ollection limitation) and to limit access by its employees to the PII in question tg
ave access in order to fulfil their duties (principle ofsinformation security).
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portant factor for organizations to consider when identifying privacy safegu
relates to the privacy preferences of\PIll principals. The personal dispositio
h towards privacy and what risks a_natural person considers can depend on a

bing provided, the purpose of the transaction, the natural person’s past experieng
ogical factors.

esigners should attempt to understand the likely privacy concerns of a Pll princip
e types of PIl that will.be processed through their system. Just as a system deV
ion or service provider studies customer target groups for usage expectations an

ns with respect\to privacy. Although it is not always possible for ICT systems des
principals-with choices that match their privacy preferences, it is an important

privacy preferences could include a preference for anonymity or pseudonymi

ability to rest
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will be processed. To the extent feasible, the PII principal should be given a choice of preferences
for the processing of his data, for example whether the PIl is used for secondary purposes such as
marketing. The ability to express privacy-friendly preferences can be implemented using the
graphical user interface of the ICT system. It can assist the PIl principal in making a choice by
presenting a set of pre-defined options for common privacy preferences using easily understandable
language. The implementation of the user interface can be based on elements such as checkboxes
or dropdown menus.

In addition to the factors listed in the previous clauses, there are still other factors that can influence
the design of ICT systems and the associated privacy safeguarding requirements. For example,
privacy safeguarding requirements could be influenced by internal control systems or technical
standards an organization has adopted (e.g., a voluntary standard, such as an ISO standard).
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4.6 Privacy policies
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p management of the organization involved in the processing of Pll should establish a privacy
The privacy policy should:

be appropriate to the purpose of the organization;

provide the framework for setting objectives;

include a commitment to satisfy applicable privacy safeguarding requirements;

include a commitment to continual improvement;

be communicated within the organization; and

ganization should document its privacy policy in writing. Where an organization
Il processor, these policies can be determined to a large extent by the lPIl cpntroller. The

policy should be supplemented by more detailed rules and obligations~of the different privacy
olders involved in the processing of PIl (e.g., procedures for- specific departments or
ees). In addition, the controls that are used to enforce the privacy policy in a particular setting
(e.g., access control, notice provisions, audits, etc.) should be clearly documented.

rocessing PlII

rm “privacy policy” is often used to refer to both internal Jand external privacy policies. An
| privacy policy documents the objectives, rules, obligations, restrictions and/qr controls an
ration has adopted to satisfy the privacy safeguarding requirements that are relevant to its
sing of PIl. An external privacy policy provides oudtsiders to the organization with a notice of

janization’s privacy practices, as well as other «élevant information such as th
address of the PII controller, contact points_from which PII principals might obt
ption, etc. In the context of this framework; the term “privacy policy” is used t
| privacy policy of an organization. Externalprivacy policies are referred to as nof
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zations should identify and implement privacy controls to meet the privacy

ed and implemented privacy controls should be documented as part of the
risk assessment. Certaintypes of Pll processing can warrant specific controls

sessment can assjstiorganizations in identifying the specific risks of privacy brea
nvisaged operation:

should be taken by organizations to develop their privacy controls as part of a ge
ign” appfeach, i.e. privacy compliance should be taken into account at the de
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processing operations according to the specific risks they present to help determine which
information security controls are appropriate in which instance. Risk management is a central method
in this process, and the identification of privacy controls should also be an integral part of an
organization’s information security management framework.
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5 The privacy principles of ISO/IEC 29100

5.1 Overview of privacy principles

The privacy principles described in this standard were derived from existing principles developed by
a number of states, countries and international organizations. This framework focuses on the
implementation of the privacy principles in ICT systems and the development of privacy management
systems to be implemented within the organization’s ICT systems. These privacy principles should
be used to guide the design, development, and implementation of privacy policies and privacy
controls. Additionally, they can be used as a baseline in the monitoring and measurement of
performance, benchmarking and auditing aspects of privacy management programs in an
organization.

Despite the djfferences in social, cultural, legal, and economic factors that can limit the applicgtion of
these principles in some contexts, the application of all the principles defined in this Internptional
Standard is recommended. Exceptions to these principles should be limited.

The following|privacy principles form the basis for this International Standard.

Table 3 — The privacy principles of ISO/IEC 29100

-

Consent and choice

Purpose legitimacy and specification
Collection limitation

Data minimization

Use, retention and disclesure limitation
Accuracy and quality

Openness, transparency and notice

Individual participation and access

© ©® N o g~ w DN

Accountability

N
o

Information security

N
N

. (Privacy compliance

5.2 Consent jand choice
Adhering to the consent{principle means:

- presenting/tosthe PII principal the choice whether or not to allow the processing of their Pll|except
where|thé P1l principal cannot freely withhold consent or where applicable law specifically allqws the
proces Qing of Pll withaut the natural person’s consent The Pl principal's choice must be gi\/pr freely,

specific and on a knowledgeable basis;

- obtaining the opt-in consent of the PII principal for collecting or otherwise processing sensitive PII
except where applicable law allows the processing of sensitive PIl without the natural person’s
consent;

- informing PII principals, before obtaining consent, about their rights under the individual participation
and access principle;

- providing PII principals, before obtaining consent, with the information indicated by the openness,
transparency and notice principle; and

- explaining to PII principals the implications of granting or withholding consent.

Provisions should be made to provide PIl principals with the opportunity to choose how their Pll is handled
and to allow a PIlI principal to withdraw consent easily and free of charge. This request should be dealt with in
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accordance with the privacy policy. Even if consent is withdrawn, the PII controller might need to retain certain
Pll for a period of time in order to comply with legal or contractual obligations (e.g., data retention,
accountability). Where the Pl processing is not based on consent but instead on another legal basis, the PII
principal should be notified wherever possible. Where the PII principal has the ability to withdraw consent and
has chosen to do so, this Pll should be exempted from processing for any purpose not legally mandated.

For a PIl controller, adhering to the choice principle means:

- providing PIl principals with clear, prominent, easily understandable, accessible and affordable
mechanisms to exercise choice and to give consent in relation to the processing of their PII at the time
of collection, first use or as soon as practicable thereafter; and

- implementing the PIl principal’s preferences as expressed in their consent.

Moreoper, additional provisions can be defined for processing PIl other than censént (e.g., the
performance of a contract, the vital interest of the PIl principal, or compliance with the law).
Applicable law in some instances provides that the consent of the PIl principalkdoés nqgt constitute a
sufficignt legal basis to process PIl (e.g., the consent of a minor given without\a’ parent|or guardian’s
approIal). Moreover, additional requirements on transferring Pll internationally are to be considered.
It is fhe responsibility of the PIl controller to comply with these additional provjsions before
procedsing or transferring data.

5.3 Purpose legitimacy and specification
Adhering to the purpose legitimacy and specification principlexmeans:

- | ensuring that the purpose(s) complies with applicablelaw and relies on a permissible lepgal basis;

- | communicating the purpose(s) to the PII principal before the time the information is collected or used
for the first time for a new purpose;

- | using language for this specification .which is both clear and appropriately adlapted to the
circumstances; and

- | if applicable, giving sufficient explanations for the need to process sensitive PII.
With regard to sensitive PII, stricter‘.rules can apply to the purpose of processing. Al purpose can
requir¢ a legal basis or a specifie authorization by a data protection authority or @ government

authorjty. If the purpose(s) for-processing PIll does not conform to applicable law, procgssing should
not take place.

5.4 Cqllection limitation
Adhering to the callection limitation principle means:

- | limiting‘the collection of PII to that which is within the bounds of applicable law and str|ctly necessary
for the specified purpose(s).

Organ|zations should not collect Pll indiscriminately. Both the amount and the type ofl Pll collected
should be limited to that which is necessary to fulfil the (legitimate) purpose(s) specified by the PlII
controller. Organizations should carefully consider what PII will be needed to realize a particular
purpose before proceeding with the collection of PIll. Organizations should document the type of PlI
collected, as well as their justification for doing so as part of their information-handling policies and
practices.

A PIl controller might wish to collect additional PIl for purposes other than the provision of a
particular service requested by the PII principal (e.g., for direct marketing purposes). Depending on
the jurisdiction, such additional information might only be collected with the consent of the PII
principal. It is also possible that the collection of certain information is mandated by applicable law.
Whenever possible, the PII principal should be given the ability to choose whether or not to provide
such information. The PII principal should also be clearly informed of the fact that their response to
such requests for additional information can be optional.
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5.5 Data minimization

Data minimization is closely linked to the principle of “collection limitation” but goes further than that.
Whereas “collection limitation” refers to limited data being collected in relation to the specified
purpose, “data minimization” strictly minimizes the processing of PII.

Adhering to the data minimization principle means designing and implementing data processing
procedures and ICT systems in such a way as to:

5.6 Use, rete’['ution and disclosure limitation

minimize the PII which is processed and the number of privacy stakeholders and people to whom PII
is disclosed or who have access to it;

ensureg

adnptinn of a “need-ta-know” prinr‘iplp ie ane should bhe gi\/pn access nnly ta the Pl
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delete
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bary for the conduct of his/her official duties in the framework of the legitimate purposerof
sing;
offer as default options, wherever possible, interactions and transactions which dé not

ntification of PII principals, reduce the observability of their behaviour and limit'the linkal
collected; and

and dispose of PIl whenever the purpose for PIl processing has expired, there are n
ments to keep the PIl or whenever it is practical to do so.

Adhering to t

When PII is
national or lo

5.7 Accuracy

Adhering to the accuracy.and quality principle means:

limiting
to fulfil
limiting
differe

retaini
or ano

locking

as long as the stated purposes have expired, but where retention is required by applicable laws.

ensuri
for kes

ensuri

e use, retention and disclosure limitation principle means:

the use, retention and disclosure (including transfer) of Pll to that which is necessary i
specific, explicit and legitimate purposes;

Nt purpose is explicitly required by applicabledaw;

ng PII only as long as necessary to fulfil the-stated purposes, and thereafter securely des
nymizing it; and

(i.e. archiving, securing and exempting the PII from further processing) any PIl when

transferred internationally;”the PIl controller should be cognizant of any add
cal requirements specificto cross-border transfers.

f and quality

ng that.the) PIl processed is accurate, complete, up-to-date (unless there is a legitimat
ping-outdated data), adequate and relevant for the purpose of use;

the PII

nvolve
bility of

o legal

n order

the use of PIl to the purposes specified by«the PIl controller prior to collection, umless a

troying

and for

itional

b basis

re it is

ng'the reliability of PII collected from a source other than from the PIl principal befg

proces

al
ST,

verifying, through appropriate means, the validity and correctness of the claims made by the PII
principal prior to making any changes to the PIl (in order to ensure that the changes are properly
authorized), where it is appropriate to do so;

establi

shing PII collection procedures to help ensure accuracy and quality; and

establishing control mechanisms to periodically check the accuracy and quality of collected and stored

PIl.

This principle is particularly important in cases where the data could be used to grant or deny a
significant benefit to the natural person or in which inaccurate data could otherwise result in
significant harm to the natural person.
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