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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different |types of document should be noted. This document was drafted in accordancéwith the
editorial rulep of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is dilrawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any, or all such patent
rights. Detaills of any patent rights identified during the development of the ddcument will be[in the
Introduction pnd/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent fleclarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the cofivenience of users and ddes not
constitute anlendorsement.

For an explanation of the voluntary nature of standards, the‘meaning of ISO specific ternis and
expressions felated to conformity assessment, as well as ififofmation about ISO's adherence to the
World Trade |Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Joint Technical Cemmittee ISO/IEC JTC 1, Information technology,
Subcommittele SC 27, Security techniques.

Any feedback] or questions on this documentshould be directed to the user’s national standards Hody. A
complete listing of these bodies can be found-at www.iso.org/members.html.
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Introduction

0.1 General

Almost every organization processes Personally Identifiable Information (PII). Further,

01:2019(E)

the quantity

and types of PII processed is increasing, as is the number of situations where an organization needs to
cooperate with other organizations regarding the processing of PII. Protection of privacy in the context
of the processing of PII is a societal need, as well as the topic of dedicated legislation and/or regulation

all over the world.

The Information Security Management System (ISMS) defined in ISO/IEC 27001 is designed to permit

the addition of sector Specific requirements, without the need to develop a new Manage
ISO Mpnagement System standards, including the sector specific ones, are designed\to
implemented either separately or as a combined Management System.

Requirements and guidance for PII protection vary depending on the context of the or

ment System.
be able to be

panization, in

particular where national legislation and/or regulation exist. ISO/IEC 2700¥ tequires that this context

be understood and taken into account. This document includes mapping to;

the privacy framework and principles defined in ISO/IEC 29100;
1S0/IEC 27018;
ISO/IEC 29151; and

the EU General Data Protection Regulation.
Howeyer, these can need to be interpreted to take inite account local legislation and/or reg

This document can be used by PII controller§’(including those that are joint PII cor
PII processors (including those using subcentracted PII processors and those proc
subcontractors to PII processors).

An organization complying with the requirements in this document will generate
evidence of how it handles the processing of PII. Such evidence can be used to facilitate agr
busingss partners where the progessing of PII is mutually relevant. This can also assist in
with qther stakeholders. The(use of this document in conjunction with ISO/IEC 27001 c
provide independent verification of this evidence.

This document was initially developed as ISO/IEC 27552.

0.2 Gompatibility:\with other management system standards

ulation.

trollers) and
bssing PII as

documentary
rements with
relationships
hn, if desired,

Management

This document.applies the framework developed by ISO to improve alignment among its
Systerp Standards.
This dociiment enables an organization ta on or integ PIMS with the req en

Management System standards.

© ISO/IEC 2019 - All rights reserved
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Security techniques — Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information management —
Requirements and guidelines

1 Scope

This
maint

of an

organ

This d

proce

This document is applicable to all types and sizes of organizatiens, including publid

compgdnies, government entities and not-for-profit organizations, which are PII controllg

proce

2 N

The fq
consti

undat

ISO/IH
systen

1SO/IF
systen

1SO/IE

securi

1SO/IE

3 T

For th
and th

(locument specilies requirements and provides guldance Ior establisning, 1

xtension to ISO/IEC 27001 and ISO/IEC 27002 for privacy management within.the
zation.

ocument specifies PIMS-related requirements and provides guidance for PII contr
sors holding responsibility and accountability for PII processing.

sors processing PII within an [SMS.

prmative references

llowing documents are referred to in the text in such a way that some or all of

bd references, the latest edition of the referenced document (including any amendm

C 27000, Information technology —.\Security techniques — Information security
s — Overview and vocabulary

C 27001:2013, Information technology — Security techniques — Information security
s — Requirements

C 27002:2013, Information technology — Security techniques — Code of practice fd
[y controls

C 29100, Information technology — Security techniques — Privacy framework

brms, definitions and abbreviations

e putposes of this document, the terms and definitions given in ISO/IEC 27000 and I
efolowing apply.

hining and continually improving a Privacy Information Management System (RINVI

mplementing,
) in the form
rontext of the

pllers and PII

and private
rs and/or PII

their content

[futes requirements of this document. For dated references, only the edition cited applies. For

ents) applies.

management

management

r information

50/1EC 29100

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

IS

3.1

O Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

joint PII controller
PII controller that determine the purposes and means of the processing of PII jointly with one or more
other PII controllers

© ISO/IEC 2019 - All rights reserved


https://www.iso.org/obp/ui
http://www.electropedia.org/
https://iecnorm.com/api/?name=6a569ae3b3ae0dc581e2053318da54fd

ISO/IEC 27701:2019(E)

3.2

privacy information management system

PIMS

information security management system which addresses the protection of privacy as potentially
affected by the processing of PII

4 Genera

1

4.1 Structure of this document

e_cnact

This is a sect

This docume
adherence to
extends the 1
principals as
better under
included.

Clause 5 give
requirements
processor.

NOTE1 For
ISO/IEC 27001

Clause 6 giv
controls in I
controller or

NOTE 2  For
controls in ISO

Clause 7 givg
ISO/IEC 2700

Annex A list
controller, (W
controller or

Annex B list
processor (w
those process

Annex C cont

T SpPCTITT

ht focuses on PIMS-specific requirements. Compliance with this document is, bas
these requirements and with the requirements in ISO/IEC 27001:2013. This doc
equirements of ISO/IEC 27001:2013 to take into account the protection of privacy
potentially affected by the processing of PII, in addition to information security.
tanding, implementation guidance and other information regarding the requirem

s PIMS-specific requirements and other information regarding‘the information se
in ISO/IEC 27001 appropriate to an organization acting as\either a PII controller o

completeness, Clause 5 contains a subclause for each éf-the clauses containing requirem
12013, even in cases where there are no PIMS-specificrtegquirements or other information.

bs PIMS-specific guidance and other information regarding the information se
SO/IEC 27002 and PIMS-specific guidancesfor an organization acting as either
h PII processor.

completeness, Clause 6 contains a subelause for each of the clauses containing object
IEC 27002:2013, even in cases where there is no PIMS-specific guidance or other informat

s additional ISO/IEC 27002 guidance for PII controllers, and Clause 8 gives add
2 guidance for PII processors.

5 the PIMS-specific control objectives and controls for an organization acting as
rhether it employssa PII processor or not, and whether acting jointly with anoth
hot).

5 the PIMS-specific control objectives and controls for an organization acting a
nether itstbcontracts the processing of PII to a separate PII processor or not, and inc
ing Pll'as‘subcontractors to PII processors).

ed on
lment
of PII
For a
bnts is

curity
r a PII

ents in

curity
a PII

ves or
on.

tional

a PII
er PII

a PII
luding

hins a mapping to ISO/IEC 29100.

Annex D contains a mapping of the controls in this document to the European Union General Data
Protection Regulation.

Annex E cont

ains a mapping to ISO/IEC 27018 and ISO/IEC 29151.

Annex F explains how ISO IEC 27001 and ISO/IEC 27002 are extended to the protection of privacy when

processing PI

L.

4.2 Application of ISO/IEC 27001:2013 requirements

Table 1 gives the location of PIMS-specific requirements in this document in relation to ISO/IEC 27001.

© ISO/IEC 2019 - All rights reserved
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Table 1 — Location of PIMS-specific requirements and other information for implementing
controls in ISO/IEC 27001:2013

Clause in

ISO/IEC 27001:2013

Title

Subclause in
this document

Remarks

4 Context of the organization 5.2 Additional requirements
5 Leadership 5.3 No PIMS-specific requirements
6 Planning 5.4 Additional requirements
7 Support 5.5 No PIMS-specific requirements
8 Operation 5.6 No PIMS-specific requirements
9 Performance evaluation 5.7 NO PIMS-Specific Tequirements
10 Improvement 5.8 No PIMS-specificTequirements
NOTE The extended interpretation of “information security” according to 5.1 alway$ appljes even when
there qre no PIMS-specific requirements.
4.3 Application of ISO/IEC 27002:2013 guidelines
Table P gives the location of PIMS-specific guidance in this documentinrelation to ISO/IE{ 27002.
Tabl¢ 2 — Location of PIMS-specific guidance and other information for implementing controls
in ISO/IEC 27002:2013
Clause in Title Subclause in Remarks
ISO/IEC 27002:2013 this document
5 Information security policiés 6.2 Additional guidange
6 Organization of informatien 6.3 Additional guidange
security
7 Human resource seetrity 6.4 Additional guidange
8 Asset management 6.5 Additional guidange
9 Access control 6.6 Additional guidange
10 Cryptography 6.7 Additional guidange
11 Physical and environmental 6.8 Additional guidange
security
12 Operations security 6.9 Additional guidange
13 Communications security 6.10 Additional guidange
14 System acquisition, A1 Additional guidange
development and
maintenance
15 Supplier relationships 6.12 Additional guidange
16 Information Security incident 6.13 Additional guidance
management
17 Information security aspects 6.14 No PIMS-specific guidance
of business continuity
management.
18 Compliance 6.15 Additional guidance
NOTE The extended interpretation of “information security” according to 6.1 always applies even when

there is no PIMS-specific guidance.
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4.4 Customer

Depending on the role of the organization (see 5.2.1), "customer"” can be understood as either:

a)
NOTE 1

NOTE 2

b)

This can be the case of an organization which is a joint controller.

an organization who has a contract with a PII controller (e.g. the customer of the PII controller);

An individual person in a business to consumer relationship with an organization is referred to
as a "PII principal” in this document.

c¢) aPIlpro

subcontr

NOTE 3
b), or c).

Wh

NOTE4 Wh

context a).

NOTE5 Wh

contexts b) angl/or c).

5 PIMS-s}

5.1 Gener

The requirenents of ISO/IEC 27001:2013 mentioning !information security" shall be extended

protection of

NOTE
privacy” applig

5.2 Contey

5.2.1 Undd

A requirement additional to ISO/IEC 27001:2013, 4.1 is:

The organiza
PII processor

The organiza
affect its abil

In practice, where "information security'4s used in ISO/IEC 27001:2013, "information secur

essor who has a contract with a subcontractor for PII processing (e.g. the customer
hcted PII sub-processor).

ere “customer” is referred to in Clause 6, the related provisions can be applicable in cont¢

ere “customer” is referred to in Clause 7 and Annex A, the relation provisions are applic

ere “customer” is referred to in Clause 8 and Annex B, the relation.provisions can be applid

pecific requirements related to ISO/IEC 27001

h1

privacy as potentially affected by the processing of PII.

s instead (see Annex F).
't of the organization

rstanding the orgahization and its context

Lion shall detérmine its role as a PII controller (including as a joint PII controller) an

fion'shiall determine external and internal factors that are relevant to its context ar
tyto achieve the intended outcome(s) of its PIMS. For example, these can include:

a PII controller who has a contract with a PII processor (e.g. the customer of the PII processor); or

of the

eXtsS a),

hble in

able in

to the

ty and

d/or a

d that

applicabl
applicabl
applicabl
applicabl
applicabl
applicabl

e privacy legislation;

e regulations;

e judicial decisions;

e organizational context, governance, policies and procedures;
e administrative decisions;

e contractual requirements.
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Where the organization acts in both roles (e.g. a PII controller and a PII processor), separate roles shall

be det

NOTE

5.2.2

ermined, each of which is the subject of a separate set of controls.

The role of the organization can be different for each instance of the processing of PII, since it depends
on who determines the purposes and means of the processing.

Understanding the needs and expectations of interested parties

A requirement additional to ISO/IEC 27001:2013, 4.2 is:

The organization shall include among its interested parties (see ISO/IEC 27001:2013, 4.2), those parties
having interests or responsibilities associated with the processing of PII, including the PII principals.

NOTE
PII pro

NOTE
requir
set ouf]
NOTE
can ex]

specifi
audite

5.2.3
Areq
When

NOTE
manag

5.2.4
Areq

The o
with t

5.3

5.3.1
The rg

[ Otherinterested parties can include customers (see 4.4), supervisory authorities, other
cessors and their subcontractors.

D

Requirements relevant to the processing of PIl can be determined. by legal a
bments, by contractual obligations and by self-imposed organizational objectives. The priy
in ISO/IEC 29100 provide guidance concerning the processing of PII.
B As an element to demonstrate compliance to the organization's,obligations, some intq
pect that the organization be in conformity with specific standards; such as the Manag

ed in this document, and/or any relevant set of specifications, These parties can call for
l compliance to these standards.

Determining the scope of the information secutity management system
hirement additional to ISO/IEC 27001:2013, 443 is:
determining the scope of the PIMS, the organization shall include the processing of

ement system, because of the extended-interpretation of “information security” according {

Information security management system

.eadership

Leadership and commitment

quirements stated in ISO/IEC 27001:2013, 5.1 along with the interpretation specifie

PII controllers,

nd regulatory
racy principles

rested parties
ement System
independently

P1I.

The determination of the scope of the PIMS can require revising the scope of the informpation security

0 5.1.

hirement additional to ISO/IEC 27001:2013, 4.4 is:
ganization shall establish, implement, maintain and continually improve a PIMS lEl accordance
he requirements efJSO/IEC 27001:2013 Clauses 4 to 10, extended by the requirements in Clause 5.

lin 5.1, apply.

5.3.2

Policy

The requirements stated in ISO/IEC 27001:2013, 5.2 along with the interpretation specified in 5.1, apply.

5.3.3

Organizational roles, responsibilities and authorities

The requirements stated in ISO/IEC 27001:2013, 5.3 along with the interpretation specified in 5.1, apply.
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5.4 Planning

5.4.1 Actions to address risks and opportunities

5.4.1.1 General

The requirements stated in ISO/IEC 27001:2013, 6.1.1 along with the interpretation specified in 5.1, apply.

5.4.1.2

Information security risk assessment

The requirements stated in ISO/IEC 27001:2013, 6.1.2 apply with the following refinements:

ISO/IEC 2701)1:2013, 6.1.2 c) 1) is refined as follows:

The organizd
associated w

The organiza
of PII, within

The organiza
information {

NOTE The
process or twd

ISO/IEC 27

1
The organiz

that would 1
materialize.

5.4.1.3

The requiren

ition shall apply the information security risk assessment process to identify
th the loss of confidentiality, integrity and availability, within the scope of the PIMS

Fion shall apply privacy risk assessment process to identify risks related to the proc
the scope of the PIMS.

Lion shall ensure throughout the risk assessment processes that'the relationship be
ecurity and PII protection is appropriately managed.

organization can either apply an integrated informationsecurity and privacy risk asse
separate ones for information security and the risks related to the processing of PII.

1:2013, 6.1.2 d) 1) is refined as follows:

ion shall assess the potential consequences.for both the organization and PII prin
psult if the risks identified in ISO/IEC27001:2013, 6.1.2 c) as refined above, w

Information security risk treatment

ents stated in ISO/IEC 27001:2013, 6.1.3 apply with the following additions:

ISO/IEC 27001:2013, 6.1.3 ¢) is refinéd as follows:

The controls
Annex A and
been omitted|

When assess
for the treatn
risks to infor
principals.

determined in ISO/IEC 27001:2013 6.1.3 b) shall be compared with the conty
or Annex B and ISO/IEC 27001:2013, Annex A to verify that no necessary control

nent of-risks, the control objectives and controls shall be considered in the context d
mation security as well as risks related to the processing of PII, including risks

risks

essing

tween

ssment

cipals
ere to

ols in
5 have

ng the applicability of control objectives and controls from ISO/IEC 27001:2013 Afnex A

fboth
to PII

ISO/IEC 27001:2013, 6.1.3 d) is refined as follows:

Produce a Statement of Applicability that contains:

the necessary controls [see ISO/IEC 27001:2013, 6.1.3 b) and ¢)];
justification for their inclusion;

whether the necessary controls are implemented or not; and

Annex A according to the organization's determination of its role (see 5.2.1).

thejustification for excluding any of the controlsin Annex Aand/or Annex B and ISO/IEC 27001:2013,

Not all the control objectives and controls listed in the annexes need to be included in a PIMS
implementation. Justification for exclusion can include where the controls are not deemed necessary

6
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by the risk assessment, and where they are not required by (or are subject to exceptions under) the
legislation and/or regulation including those applicable to the PII principal.

5.4.2 Information security objectives and planning to achieve them

The requirements stated in ISO/IEC 27001:2013, 6.2 along with the interpretation specified in 5.1, apply.

5.5 Support

5.5.1 Resources

The rgquirements stated in ISO/IEC 27001:2013, 7.1 along with the interpretation specifiedl in 5.1, apply.

5.5.2 [ Competence

The rdquirements stated in ISO/IEC 27001:2013, 7.2 along with the interpretation specifiedl in 5.1, apply.

5.5.3 | Awareness

The rgquirements stated in ISO/IEC 27001:2013, 7.3 along with the.interpretation specifiedl in 5.1, apply.

5.5.4 | Communication

The rdquirements stated in ISO/IEC 27001:2013, 7.4 alongwith the interpretation specifiedl in 5.1, apply.
5.5.5 [ Documented information

5.5.5.1 General

The rgquirements stated in ISO/IEC 2700162013, 7.5.1 along with the interpretation specifief in 5.1, apply.

5.5.5.2 Creating and updating
The regquirements stated in ISQ/TEC 27001:2013, 7.5.2 along with the interpretation specifief in 5.1, apply.

5.5.5.83 Control of docamented information

The requirements stated in ISO/IEC 27001:2013, 7.5.3 along with the interpretation specifief in 5.1, apply.
5.6 Pperation

5.6.1 | .Operational planning and control

The requirements stated in ISO/IEC 27001:2013, 8.1 along with the interpretation specified in 5.1, apply.

5.6.2 Information security risk assessment

The requirements stated in ISO/IEC 27001:2013, 8.2 along with the interpretation specified in 5.1, apply.

5.6.3 Information security risk treatment

The requirements stated in ISO/IEC 27001:2013, 8.3 along with the interpretation specified in 5.1, apply.
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5.7 Performance evaluation

5.7.1 Monitoring, measurement, analysis and evaluation

The requirements stated in ISO/IEC 27001:2013, 9.1 along with the interpretation specified in 5.1, apply.

5.7.2 Internal audit

The requirements stated in ISO/IEC 27001:2013, 9.2 along with the interpretation specified in 5.1, apply.

5.7.3 Management review

The requirenmjents stated in ISO/IEC 27001:2013, 9.3 along with the interpretation specified int5-%|apply.
5.8 Improyement

5.8.1 Nondonformity and corrective action

The requirements stated in ISO/IEC 27001:2013, 10.1 along with the interpretation specified in 5.1,)apply.

5.8.2 Contjnual improvement

The requirements stated in ISO/IEC 27001:2013, 10.2 along with the interpretation specified in 5.1,)apply.

6 PIMS-specific guidance related to ISO/IEC 27002

6.1 General

The guidelings in ISO/IEC 27002:2013 mentioning "information security” should be extended [to the
protection of|privacy as potentially affected bythe processing of PII.

NOTE1 In practice, where "information security” is used in ISO/IEC 27002:2013, "information securjty and
privacy” appli¢s instead (see Annex F).

All control objectives and controls should be considered in the context of both risks to inforrhation
security as well as risks to privacy related to the processing of PII.

NOTE 2  Unless otherwise stated by specific provisions in Clause 6, or determined by the organjzation
according to applicable jurisdictions, the same guidance applies for PII controllers and PII processors.

6.2 Information-security policies

6.2.1.1 Policies for information security

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 5.1.1 and
the following additional guidance applies:

Additional implementation guidance for 5.1.1, Policies for information security, of
ISO/IEC 27002:2013 is:

Either by the development of separate privacy policies, or by the augmentation of information security
policies, the organization should produce a statement concerning support for and commitment
to achieving compliance with applicable PII protection legislation and/or regulation and with the
contractual terms agreed between the organization and its partners, its subcontractors and its

8 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=6a569ae3b3ae0dc581e2053318da54fd

ISO/IEC 27701:2019(E)

applicable third parties (customers, suppliers etc.), which should clearly allocate responsibilities
between them.

Additional other information for 5.1.1, Policies for information security, of ISO/IEC 27002:2013 is:

Any organization that processes PII, whether a PII controller or a PII processor, should consider
applicable PII protection legislation and/or regulation during the development and maintenance of
information security policies.

6.2.1.2 Review of the policies for information security

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 5.1.2
appliep:

6.3 Prganization of information security
6.3.1 | Internal organization

6.3.1.1 Information security roles and responsibilities

ntrol, implementation guidance and other information stated in ISO/IEC 27002:2(13, 6.1.1 and
the following additional guidance applies:

Additjonal implementation guidance for 6.1.1, Information security roles and responsibilities, of
ISO/IEC 27002:2013 is:

The ofganization should designate a point of contactfor use by the customer regarding the processing
of PII.[When the organization is a PII controller, designate a point of contact for PII principals regarding
the prpcessing of their PII (see 7.3.2).

The organization should appoint one or-~more persons responsible for developing, implementing,
maintpining and monitoring an organization-wide governance and privacy program, to ensure
compljiance with all applicable laws afid regulations regarding the processing of PII.

The rdsponsible person should,where appropriate:

— be¢ independent and report directly to the appropriate management level of the orjganization in
orfder to ensure effective management of privacy risks;

— be¢ involved in theshanagement of all issues which relate to the processing of PII;
— b¢ expert irfdata protection legislation, regulation and practice;

— adtas,a‘contact point for supervisory authorities;

— infform top-level management and employees of the organization of their obligations wjith respect to
the processing of PII;

— provide advice in respect of privacy impact assessments conducted by the organization.
NOTE Such a person is called a data protection officer in some jurisdictions, which define when such a

position is required, along with their position and role. This position can be fulfilled by a staff member or
outsourced.

6.3.1.2 Segregation of duties

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.2
applies.
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6.3.1.3 Contact with authorities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.3

applies.

6.3.1.4 Contact with special interest groups

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 6.1.4

applies.

6.3.1.5

Information security in project management

The control,
applies.

implementation guidance and other information stated in ISO/IEC 27002:2013

6.3.2 Mobile devices and teleworking

6.3.2.1 Mo

The control,
the following

bile device policy

mplementation guidance and other information stated in ISQ/FIEC 27002:2013, 6.2
additional guidance applies.

6.1.5

Additional implementation guidance for 6.2.1, Mobile device policy, of ISO/IEC 27002:2013|is:

The organiza

6.3.2.2 Tel

The control,
applies.

6.4 Huma
6.4.1 Priox

6.4.1.1 Scr|

The control,
applies.

pworking

implementation guidance and other information stated in ISO/IEC 27002:2013

N resource security
to employment

eening

implementatioh yguidance and other information stated in ISO/IEC 27002:2013

6.4.1.2 Tenms and eonditions of employment

The control,

impleémentation guidance and other information stated in ISO/IEC 27002:2013

applies.

fion should ensure that the use of mobile devices doés not lead to a compromise of Bll.

6.2.2

, 7.1.1

7.1.2

6.4.2 During employment

6.4.2.1 Management responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 7.2.1

applies.

6.4.2.2

Information security awareness, education and training

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 7.2.2 and

the following

10

additional guidance applies:
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Additional implementation guidance for 7.2.2, Information security awareness, education and
training, of ISO/IEC 27002:2013 is:

Measures should be put in place, including awareness of incident reporting, to ensure that relevant staff
are aware of the possible consequences to the organization (e.g. legal consequences, loss of business
and brand or reputational damage), to the staff member (e.g. disciplinary consequences) and to the PII
principal (e.g. physical, material and emotional consequences) of breaching privacy or security rules
and procedures, especially those addressing the handling of PII.

NOTE Such measures can include the use of appropriate periodic training for personnel having access to PII.

6.4.2.3_Disciplinary procedures

The cpntrol, implementation guidance and other information stated in ISO/IEC27002:2013, 7.2.3
appliep.

6.4.3 | Termination and change of employment

6.4.3.1 Termination or change of employment responsibilities

The cpntrol, implementation guidance and other information stated in ISO/IEC 270(2:2013, 7.3.1
appliep.

6.5 MAsset management
6.5.1 | Responsibility for assets

6.5.1.1 Inventory of assets

The cpntrol, implementation guidance and’ other information stated in ISO/IEC 270(2:2013, 8.1.1
appliep.

6.5.1.2 Ownership of assets

The cpntrol, implementation‘guidance and other information stated in ISO/IEC 27002:2013, 8.1.2
appliep.

6.5.1.83 Acceptablewuse of assets

The cpntrol, iniplementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.3
appliep.

6.5.1.4~ <Return of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.1.4
applies.

6.5.2 Information classification

6.5.2.1 Classification of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.2.1 and
the following additional guidance applies:
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Additional implementation guidance for Classification of Information, of

ISO/IEC 27002:2013 is:

8.2.1,

The organization's information classification system should explicitly consider PII as part of the scheme
itimplements. Considering PII within the overall classification system is integral to understanding what
PII the organization processes (e.g. type, special categories), where such PII is stored and the systems

through whic

h it can flow.

6.5.2.2 Labelling of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.2.2 and

the fo]lowing additional gnidanrﬂ app]inc

Additional i

The organiz
and how to rg

6.5.2.3 Handling of assets

The control,
applies.

6.5.3 Medi

6.5.3.1 Ma

The control,
the following

Additional
ISO/IEC 270

The organizg
PII. Whereve]
permit encry
in instances

procedures a

Additional of

Removable n

damage and inappropriate access. Encrypting removable media adds a level of protection for PII

reduces secu

plementation guidance for 8.2.2, labelling of information, of ISO/IEC 27002:2(

ion should ensure that people under its control are made aware of the definition|
cognize information that is PII.

implementation guidance and other information stated in\ISO/IEC 27002:2013

a handling

hagement of removable media

mplementation guidance and other information stated in ISO/IEC 27002:2013, 8.3
additional guidance applies:

implementation guidance for 8.3.1, Management of removable medi
2:2013 is:

tion should document any_use of removable media and/or devices for the stor
r feasible, the organizatiofiyshould use removable physical media and/or device
ption when storing PIl.(Unencrypted media should only be used where unavoidabl

)13 is:
of PII

8.2.3

.1 and

a, of

hge of
s that
e, and

where unencrypted.media and/or devices are used, the organization should implement

hd compensating controls (e.g. tamper-evident packaging) to mitigate risks to the P

edia whichiis taken outside the physical confines of the organization is prone t

[ity and privacy risks should the removable media be compromised.

L.

her information for 8.3.1, Management of removable media, of ISO/IEC 27002:2(13 is:

b loss,
which

6.5.3.2 Disposal of media

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.3.2 and

the following

additional guidance applies.

Additional implementation guidance for 8.3.2, Disposal of media, of ISO/IEC 27002:2013 is:

Where removable media on which PII is stored is disposed of, secure disposal procedures should be
included in the documented information and implemented to ensure that previously stored PII will not

be accessible.

6.5.3.3 Physical media transfer

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 8.3.3 and

the following
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additional guidance applies:
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Additional implementation guidance for 8.3.3, Physical media transfer, of ISO/IEC 27002:2013 is:

If physical media is used for information transfer, a system should be put in place to record incoming
and outgoing physical media containing PII, including the type of physical media, the authorized sender/
recipients, the date and time, and the number of physical media. Where possible, additional measures
such as encryption should be implemented to ensure that the data can only be accessed at the point of
destination and not in transit.

The organization should subject physical media containing PII before leaving its premises to an
authorization procedure and ensure the PIl is not accessible to anyone other than authorized personnel.

NOTE One possible measure to ensure PII on physical media leaving the organization’s premises is not
generadify accessible 15 To encrypt the Pil concerned and restrict decryption capabpilities to authoriked personnel.

6.6 Access control
6.6.1 | Business requirements of access control

6.6.1.1 Access control policy

The cpntrol, implementation guidance and other information stated in ISO/IEC 270(2:2013, 9.1.1
appliep.

6.6.1.2 Access to networks and network services

The cpntrol, implementation guidance and other information stated in ISO/IEC 270(2:2013, 9.1.2
appliep.

6.6.2 | User access management

6.6.2.1 User registration and de-registration

The cgntrol, implementation guidance and other information stated in ISO/IEC 27002:2(¢13, 9.2.1 and
the following additional guidane€ applies:

Additjonal implementation guidance for 9.2.1, User registration and de-regjstration, of
ISO/IEC 27002:2013 is:

Proceflures for registpation and de-registration of users who administer or operate [systems and
services that proeess PII should address the situation where user access control for those users is
compijomised, stch as the corruption or compromise of passwords or other user registrafion data (e.g.
as a rgsult of inadvertent disclosure).

The ofganization should not reissue to users any de-activated or expired user IDs for|systems and
services-thatprocessP-

In the case where the organization is providing PII processing as a service, the customer can be
responsible for some or all aspects of user ID management. Such cases should be included in the
documented information.

Some jurisdictions impose specific requirements regarding the frequency of checks for unused
authentication credentials related to systems that process PII. Organizations operating in these
jurisdictions should take compliance with these requirements into account.

6.6.2.2 User access provisioning

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.2.2 and
the following additional guidance applies:
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Additional implementation guidance for 9.2.2, User access provisioning, of ISO/IEC 27002:2013 is:

The organization should maintain an accurate, up-to-date record of the user profiles created for users
who have been authorized access to the information system and the PII contained therein. This profile
comprises the set of data about that user, including user ID, necessary to implement the identified
technical controls providing authorized access.

Implementing individual user access IDs enables appropriately configured systems to identify who
accessed PIl and what additions, deletions or changes they made. As well as protecting the organization,
users are also protected as they can identify what they have processed and what they have not

processed.

In the case {here the organization 1s providing PII processing as a service, the customer dan be
responsible for some or all aspects of access management. Where appropriate, the organization’should
provide the qustomer the means to perform access management, such as by providing adiministrative
rights to manjage or terminate access. Such cases should be included in the documented, inférmatjon.
6.6.2.3 Mahagement of privileged access rights

The control, |implementation guidance and other information stated in ISO/IEC 27002:2013] 9.2.3
applies:

6.6.2.4 Mapagement of secret authentication information of users

The control, |implementation guidance and other information<stated in ISO/IEC 27002:2013} 9.2.4
applies.

6.6.2.5 Review of user access rights

The control, |implementation guidance and other information stated in ISO/IEC 27002:2013] 9.2.5
applies.

6.6.2.6 Remnoval or adjustment of accessights

The control, |implementation guidanceland other information stated in ISO/IEC 27002:2013] 9.2.6
applies.

6.6.3 Userjresponsibilities

6.6.3.1 Us¢ of secretauthentication information

The control, |implementation guidance and other information stated in ISO/IEC 27002:2013} 9.3.1
applies.

6.6.4 System and application access control

6.6.4.1 Information access restriction

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.1
applies.

6.6.4.2 Secure log-on procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.2 and

the following

14

additional guidance applies:
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Additional implementation guidance for 9.4.2, Secure log-on procedures, of ISO/IEC 27002:2013 is:

Where required by the customer, the organization should provide the capability for secure log-on
procedures for any user accounts under the customer's control.

6.6.4.3 Password management system

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 9.4.3
applies.

6.6.4.4 Use of privileged utility programs

The cpntrol, implementation guidance and other information stated in ISO/IEC 270(]2:2013, 9.4.4
appliep.

6.6.4.5 Access control to program source code

The cpntrol, implementation guidance and other information stated iny ISO/IEC 270(2:2013, 9.4.5
appliep.

6.7 [ryptography
6.7.1 | Cryptographic controls

6.7.1.1 Policy on the use of cryptographic controls

The cqntrol, implementation guidance and other iformation stated in ISO/IEC 27002:2013, 10.1.1 and
the following additional guidance applies:

Additjonal implementation guidance for;10.1.1, Policy on the use of cryptographi¢ controls, of
ISO/IEC 27002:2013 is:

Some Jurisdictions can require the use’of cryptography to protect particular kinds of PII, quch as health
data, fesident registration numbers, passport numbers and driver's licence numbers.

The ofganization should provide information to the customer regarding the circumstances in which
it useg cryptography to protect the PII it processes. The organization should also provid¢ information
to the|customer about(@ny capabilities it provides that can assist the customer in applying their own
cryptographic protection.

6.7.1.2 Keymmanagement

The cpntrol) implementation guidance and other information stated in ISO/IEC 2700%:2013, 10.1.2
appliep:

6.8 Physical and environmental security
6.8.1 Secure areas

6.8.1.1 Physical security perimeter

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 11.1.1
applies.
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6.8.1.2 Physical entry controls

The control, implementation guidance and other information stated in ISO/IEC

applies.

6.8.1.3 Securing offices, rooms and facilities

The control, implementation guidance and other information stated in ISO/IEC

applies.

6.8.1.4 Protecting against external and environmental threats

27002:2013,

27002:2013,

The control,
applies.

6.8.1.5 Working in secure areas

The control,
applies.

6.8.1.6 Delivery and loading areas

The control,
applies.

6.8.2 Equij

6.8.2.1 Equipment siting and protection

The control,

applies.
6.8.2.2 Suy
The control,
applies.
6.8.2.3 Cal

The control,
applies.

implementation guidance and other information stated in ISO/IEC

implementation guidance and other

implementation guidance and other

bment

implementation guidance and other

porting utilities

implementation guidance and other

ling security

implementation guidance and other

6.8.2.4 quripmentmaintenance

information

information

information

information

information

stated in ISO/IEC

stated "in ISO/IEC

stated in ISO/IEC

stated in ISO/IEC

stated in ISO/IEC

27002:2013)

27002:2013,

27002:2013,

27002:2013,

27002:2013,

27002:2013,

The control, implementation guidance and other

applies.

6.8.2.5 Removal of assets

The control, implementation guidance and other

applies.

information

information

6.8.2.6 Security of equipment and assets off-premises

The control, implementation guidance and other information

applies.
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stated in ISO/IEC

stated in ISO/IEC

stated in ISO/IEC

27002:2013,

27002:2013,

27002:2013,

11.1.2

11.1.3

11.1.4

11.1.5

11.1.6

11.21

11.2.2

11.2.3

11.2.4

11.2.5

11.2.6
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6.8.2.7 Secure disposal or re-use of equipment

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 11.2.7 and
the following additional guidance applies:

Additional implementation guidance for 11.2.7, Secure disposal or re-use of equipment, of
ISO/IEC 27002:2013 is:

The organization should ensure that, whenever storage space is re-assigned, any PII previously residing
on that storage space is not accessible.

On deletion of PII held in an information system, performance issues can mean that explicit erasure
of thatPHistmpracticat-Thistreates the risk thatamother user camraccess the PH—Suchyisk should be
avoiddd by specific technical measures.

For sefure disposal or re-use, equipment containing storage media that can possibly.contain PII should
be trepted as though it does contain PII.

6.8.2.8 Unattended user equipment

The cpntrol, implementation guidance and other information statéd,in ISO/IEC 27002:2013, 11.2.8
appliep.

6.8.2.9 Clear desk and clear screen policy

The cqntrol, implementation guidance and other inform@ation stated in ISO/IEC 27002:2013, 11.2.9 and
the following additional guidance applies:

Additjonal implementation guidance for 11,2.9, Clear desk and clear screen policy, of
ISO/IEC 27002:2013 is:

The orjganization should restrict the creatioirof hardcopy material including PII to the minjmum needed
to fulffil the identified processing purpaose.

6.9 Pperations security
6.9.1 | Operational procedures and responsibilities

6.9.1.1 Documenting-operating procedures

The cpntrol, implementation guidance and other information stated in ISO/IEC 27003:2013, 12.1.1
appliep.

6.9.1.2 {Change management

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.2
applies.

6.9.1.3 Capacity management

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.3
applies.

6.9.1.4 Separation of development, testing and operational environments

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.1.4
applies.
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6.9.2 Protection from malware

6.9.2.1 Controls against malware

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.2.1

applies.

6.9.3 Backup

6.9.3.1 Information backup

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12,3.1 and
the following|additional guidance applies:

Additional implementation guidance for 12.3.1, Information backup, of ISO/IEC 27002:2018 is:
The organization should have a policy which addresses the requirements for'\backup, reg¢overy
and restoratijon of PII (which can be part of an overall information backup policy) and any flhirther
requirementg (e.g. contractual and/or legal requirements) for the erasure of Pll€ontained in inforrpation
held for backyip requirements.

Pll-specific r¢sponsibilities in this respect can depend on the customer(The organization should ¢nsure
that the custgmer has been informed of the limits of the service regarding backup.

Where the organization explicitly provides backup and restore sefvices to customers, the organigzation
should provide them with clear information about their eapabilities with respect to backup and
restoration of PIL.

Some jurisdiftions impose specific requirements regarding the frequency of backups of P[I, the
frequency of reviews and tests of backup, or regarding the recovery procedures for PIl. Organizations
operating in fhese jurisdictions should demonstrate.compliance with these requirements.

There can bel occasions where PII needs to bérestored, perhaps due to a system malfunction, pttack
or disaster. When PII is restored (typically”from backup media), processes need to be in place to
ensure that the PII is restored into a state where the integrity of PII can be assured, and/or whé¢re PII
inaccuracy ampd/or incompleteness is7identified and processes put in place to resolve them (whigh can
involve the P]I principal).

The organization should have & procedure for, and a log of, PIl restoration efforts. At a minimum, the log
of the PII restforation efforts'shiould contain:

— the namg of the persen responsible for the restoration;

— adescripftion ofithe restored PII.

Some jurisdigtions prescribe the content of the logs of PII restoration efforts. Organizations should be

able to document compliance with any applicable jurisdiction-specific requirements for restoration log
content. The conclusions of such deliberations should be included in documented information.

The use of subcontractors to store replicated or backup copies of PII processed is covered by the
controls in this document applying to subcontracted PII processing (see 6.5.3.3, 6.12.1.2). Where
physical media transfers take place related to backups and restoration, this is also covered by controls
in this document (6.10.2.1).

6.9.4 Logging and monitoring

6.9.4.1 Eventlogging

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.4.1 and
the following additional guidance applies:
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Additional implementation guidance for 12.4.1, Event logging, of ISO/IEC 27002:2013 is:

A process should be put in place to review event logs using continuous, automate

and alerting processes, or else manually where such review should be performed with

documented periodicity, to identify irregularities and propose remediation efforts.

d monitoring
a specified,

Where possible, event logs should record access to PIl, including by whom, when, which PII principal's

PII was accessed, and what (if any) changes were made (additions, modifications or d
result of the event.

Where multiple service providers are involved in providing services, there can be varied o

eletions) as a

r shared roles

in implementing this guidance. These roles should be clearly defined and included in the documented

infor ation, and agreement on any log access between providers snould be addressed.

Implementation guidance for PII processors:

The ofganization should define criteria regarding if, when and how log infoxmation

availaple to or usable by the customer. These criteria should be made available'to the cust

Wher¢ the organization permits its customers to access log records eonttolled by the
the orjganization should implement appropriate controls to ensure thatthe customer ca
records that relate to that customer’s activities, cannot access any-log records which
activifies of other customers, and cannot amend the logs in any way-

6.9.4. Protection of log information

can be made
omer.

organization,
[n only access
relate to the

The control, implementation guidance and other inforfnation stated in ISO/IEC 27002:2013, 12.4.2 and
the following additional guidance applies:
Additjonal implementation guidance for; 12.4.2, Protection of log information, of

ISO/IEC 27002:2013 is:

Log imformation recorded for, for example, security monitoring and operational dia
contain PII. Measures such as controlling access (see ISO/IEC 27002:2013, 9.2.3) should b
to enspure that logged information is'enly used as intended.

A pro

deleteld or de-identified as specified in the retention schedule (see 7.4.7).

6.9.4.83 Administrator’and operator logs

The ¢

appliep.

6.9.4.4 , €lock synchronization

fedure, preferably automatic, should be put in place to ensure that logged informa

bntrol, implementation guidance and other information stated in ISO/IEC 27002

pnostics, can
e put in place

tion is either

:2013, 12.4.3

The control, implementation guidance and other information stated in ISO/TEC 2700
applies.

6.9.5 Control of operational software

6.9.5.1 Installation of software on operational systems

:2013, 12.44

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.5.1

applies.
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6.9.6 Technical vulnerability management

6.9.6.1 Management of technical vulnerabilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.6.1
applies.

6.9.6.2 Restriction on software installation

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 12.6.2
applies.

6.9.7 Information systems audit considerations

6.9.7.1 Information systems audit controls

The control, implementation guidance and other information stated in ISO/IEC\27002:2013,]|12.7.1
applies.

6.10 Commjunications security
6.10.1 Network security management

6.10.1.1 Network controls

The control, implementation guidance and other information stated in ISO/IEC 27002:2013,|13.1.1
applies.

6.10.1.2 Sequrity in network services

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, |13.1.2
applies.

6.10.1.3 Segregation in networks

The control, implementation giiidance and other information stated in ISO/IEC 27002:2013, |13.1.3
applies.

6.10.2 Information transfer

6.10.2.1 Infermation transfer policies and procedures

The control, implementationgt
the following additional guidanc

e applies:

Additional implementation guidance for 13.2.1, Information transfer policies and procedures, of
ISO/IEC 27002:2013 is:

The organization should consider procedures for ensuring that rules related to the processing of PIl are
enforced throughout and outside of the system, where applicable.

6.10.2.2 Agreements for information transfer

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.2
applies.
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6.10.2.3 Electronic messaging

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.3
applies.

6.10.2.4 Confidentiality or non-disclosure agreements

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 13.2.4 and
the following additional guidance applies:

Additional implementation guidance for 13.2.4, Confidentiality or non-disclosure agreements,
of ISO/IEC 27002:2013 is:

The ofganization should ensure that individuals operating under its control with acegss to PII are
subjedt to a confidentiality obligation. The confidentiality agreement, whether part of p contract or
separdte, should specify the length of time the obligations should be adhered to.

When|the organization is a PII processor, a confidentiality agreement, in whatever form) between the
organjzation, its employees and its agents should ensure that employees and agents comply with the
policyland procedures concerning data handling and protection.

6.11 Bystems acquisition, development and maintenance
6.11.1 Security requirements of information systems

6.11.1.1 Information security requirements analysis and specification

The cpntrol, implementation guidance and other information stated in ISO/IEC 2700%:2013, 14.1.1
appliep.

6.11.1.2 Securing application serviceson public networks

The cgntrol, implementation guidance’and other information stated in ISO/IEC 27002:2013, 14.1.2 and
the following additional guidance-applies:

Additjonal implementation—guidance for 14.1.2, Securing application services on public
netwgrks, of ISO/IEC 27002:2013 is:

The oganization shogildensure that PII that is transmitted over untrusted data transmisgion networks
is encrypted for transmission.

Untrupted networks can include the public internet and other facilities outside of thg operational
contrgl of the-erganization.

NOTE In some cases (e.g. the exchange of e-mail) the inherent characteristics of untrusted datp transmission
networkK SySTeIms can require that SOine Neader or traific data De eXposed 0T elfeCctive transmission.

6.11.1.3 Protecting application services transactions

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.1.3
applies.

6.11.2 Security in development and support processes

6.11.2.1 Secure development policy

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.1 and
the following additional guidance applies.
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Additional implementation guidance for 14.2.1, Secure development policy, of
ISO/IEC 27002:2013 is:

Policies for system development and design should include guidance for the organization’s processing of
PII needs, based on obligations to PII principals and/or any applicable legislation and/or regulation and
the types of processing performed by the organization. Clauses 7 and 8 provide control considerations
for processing of PII, which can be useful in developing policies for privacy in systems design.

Policies that contribute to privacy by design and privacy by default should consider the following
aspects:

a) guidance on PII protection and the implementation of the privacy principles (see ISO/IEC 29100) in
the software development lifecycle;

b) privacy 4nd PII protection requirements in the design phase, which can be based orf the putput
from a pijivacy risk assessment and/or a privacy impact assessment (see 7.2.5);

c) PII proteftion checkpoints within project milestones;
d) required|privacy and PII protection knowledge;

e) by default minimize processing of PII.

6.11.2.2 System change control procedures

The control, implementation guidance and other information Stated in ISO/IEC 27002:2013, |14.2.2
applies.

6.11.2.3 Tedhnical review of applications after operating platform changes

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, |14.2.3
applies.

6.11.2.4 Regtrictions of changes to software packages

The control, implementation guidancé.and other information stated in ISO/IEC 27002:2013, |14.2.4
applies.

6.11.2.5 Sedure systems engineering principles

The control, implementation-guidance and other information stated in ISO/IEC 27002:2013, 14.2|5 and
the followingladditional guidance applies:

ISO/IEC 27002:2013 is:

Additional i1|)mplementation guidance for 14.2.5, Secure systems engineering principles, of

Systems and/or components related to the processing of PII should be designed following the principles
of privacy by design and privacy by default, and to anticipate and facilitate the implementation of
relevant controls (as described in Clauses 7 and 8, for PII controllers and PII processors, respectively), in
particular such that the collection and processing of PII in those systems is limited to what is necessary
for the identified purposes of the processing of PII (see 7.2).

For example, an organization that processes PII should ensure that, based on the relevant jurisdiction,
it disposes of PII after a specified period. The system that processes that PII should be designed in a
way to facilitate this deletion requirement.

6.11.2.6 Secure development environment

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.6
applies.
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6.11.2.7 Outsourced development

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.7 and
the following additional guidance applies.

Additional implementation guidance for 14.2.7, Outsourced development, of
ISO/IEC 27002:2013 is:

The same principles (see 6.11.2.5) of privacy by design and privacy by default should be applied, if
applicable, to outsourced information systems.

6.11.2.8 System security testing

The cpntrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.2.8
appliep.

6.11.2.9 System acceptance testing

The cpntrol, implementation guidance and other information stated in ISO/IEC 27004:2013, 14.2.9
appliep.

6.11.3 Test data

6.11.3.1 Protection of test data

The cqntrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 14.3.1 and
the following additional guidance applies:

Additjonal implementation guidance for 14,31, Protection of test data, of ISO/IEC 27002:2013 is:

PII should not be used for testing purposes;false or synthetic PII should be used. Where [the use of PII
for tegting purposes cannot be avoided, te€¢hnical and organizational measures equivalentjto those used
in the[production environment should be implemented to minimize the risks. Where sufh equivalent
measyres are not feasible, a risk-assessment should be undertaken and used to inform the selection of
appropriate mitigating controls.

6.12 BSupplier relationships
6.12.1 Information'sécurity in supplier relationships

6.12.1.1 Information security policy for supplier relationships

The cpntriol) implementation guidance and other information stated in ISO/IEC 2700%:2013, 15.1.1
appliep:

6.12.1.2 Addressing security within supplier agreements

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 15.1.2 and
the following additional guidance applies:

Additional implementation guidance for 15.1.2, Addressing security within supplier agreements,
of ISO/IEC 27002:2013 is:

The organization should specify in agreements with suppliers whether PII is processed and the
minimum technical and organizational measures that the supplier needs to meet in order for the
organization to meet its information security and PII protection obligations (see 7.2.6 and 8.2.1).
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Supplier agreements should clearly allocate responsibilities between the organization, its partners, its
suppliers and its applicable third parties (customers, suppliers, etc.) taking into account the type of PII
processed.

The agreements between the organization and its suppliers should provide a mechanism for ensuring
the organization supports and manages compliance with all applicable legislation and/or regulation.
The agreements should call for independently audited compliance, acceptable to the customer.

NOTE For such audit purposes, compliance with relevant and applicable security and privacy standards
such as ISO/IEC 27001 or this document can be considered.

Implementation guidance for PII processors

The organizdtion should specify in contracts with any suppliers that PII is only processéd)jon its
instructions.

6.12.1.3 Infprmation and communication technology supply chain

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, |15.1.3
applies.

6.12.2 Suppllier service delivery management

6.12.2.1 Mohitoring and review of supplier services

The control, implementation guidance and other informatien stated in ISO/IEC 27002:2013, [15.2.1
applies.

6.12.2.2 Mapaging changes to supplier services

The control, implementation guidance and othertinformation stated in ISO/IEC 27002:2013, [15.2.2
applies.

6.13 Information security incident management
6.13.1 Manggement of information security incidents and improvements

6.13.1.1 Regponsibilities and-procedures

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.1 and
the following|additionmal'guidance applies:

Additional [implementation guidance for 16.1.1, Responsibilities and procedurds, of
ISO/IEC 2701)2:2013 is:

As part of the overall information security incident management process, the organization should
establish responsibilities and procedures for the identification and recording of breaches of PII.
Additionally, the organization should establish responsibilities and procedures related to notification
to required parties of PII breaches (including the timing of such notifications) and the disclosure to
authorities, taking into account the applicable legislation and/or regulation.

Some jurisdictions impose specific regulations regarding breach responses, including notification.
Organizations operating in these jurisdictions should ensure that they can demonstrate compliance
with these regulations.

6.13.1.2 Reporting information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.2
applies.
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6.13.1.3 Reporting information security weaknesses

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.3
applies.

6.13.1.4 Assessment of and decisions on information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.4
applies.

6.13.1.5 Response to information security incidents

The cantrol, implementation guidance and other information stated in ISO/IEC 27002:20
the following additional guidance applies:

Additjonal implementation guidance for 16.1.5, Response to information/security
ISO/IEC 27002:2013 is:

Impl

entation guidance for PII controllers

An ing¢ident that involves PII should trigger a review by the organiZation, as part of it:
securi
has ta

An evq

NOTE

unauth
but ar¢
log-on

When
record

Some
when

Notifi

NOTE

a

y incident management process, to determine if a breach involving PII that requir
ken place.

ent does not necessarily trigger such a review.
[ An information security event does not necessdyrily result in actual, or the significant
orized access to PII or to any of the organization’S\equipment or facilities storing PII. The

not limited to, pings and other broadcast attaeks on firewalls or edge servers, port scan
attempts, denial of service attacks and packet@niffing.

S.

urisdictions define cases when-the breach should be notified to the supervisory 3
t should be notified to PII principals.

Fations should be clear and can be required.
P Notification cameontain details such as:

fontact point where more information can be obtained;

a flescriptionof-and the likely consequences of the breach;

a
CO

lescription of the breach including the number of individuals concerned as well as the nun{
neérned;

|3, 16.1.5 and

incidents, of

information
bs a response

probability of,
se can include,
, unsuccessful

a breach of PII has occurred, response procedures should include relevant notifications and

uthority, and

ber of records

measures taken or planned to be taken.

NOTE3 Information on the management of security incidents can be found in the ISO/IEC 2703

5 series.

Where a breach involving PII has occurred, a record should be maintained with sufficient information
to provide a report for regulatory and/or forensic purposes, such as:

a description of the incident;

the time period;

the consequences of the incident;

the name of the reporter;

to whom the incident was reported;
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— the steps taken to resolve the incident (including the person in charge and the data recovered);

— thefactt

hat the incident resulted in unavailability, loss, disclosure or alteration of PII.

In the event that a breach involving PII has occurred, the record should also include a description of the
PII compromised, if known; and if notifications were performed, the steps taken to notify PII principals,
regulatory agencies or customers.

Implementation guidance for PII processors

Provisions covering the notification of a breach involving PII should form part of the contract between
the organization and the customer. The contract should spec1fy how the organlzatlon will prov1de the

information
notification

bhgatlon does not extend to a breach caused by the customer or PII pr1nc1pa1 (Jd)

system components for which they are responsible. The contract should also define expectd

externally m:

ndated limits for notification response times.

. This
/vlthln
d and

In some juriddictions, the PII processor should notify the PII controller of the existence of a breach

without und

e delay (i.e. as soon as possible), preferably, as soon as it is disceyered so that t

controller ca take the appropriate actions.

Where a bregch involving PII has occurred, a record should be maintained\with sufficient inforr
to provide a fleport for regulatory and/or forensic purposes, such as:

— adescrip|

— the time

tion of the incident;

beriod;

— the consgquences of the incident;

— the namgq of the reporter;

— to whom
— the steps|
— thefactt

In the event t
PII comprom
and/or the re

In some juris

notify appropriate regulatory authorities (e.g. a PII protection authority) of a breach involving PIJ.

the incident was reported;
taken to resolve the incident (including the person in charge and the data recovere
hat the incident resulted inAimavailability, loss, disclosure or alteration of PII.

hat a breach involving PiVhas occurred, the record should also include a description|
sed, if known; and_ifinotifications were performed, the steps taken to notify the cus
oulatory agencies.

dictions, applicable legislation and/or regulation can require the organization to d

6.13.1.6 Learningfrom information security incidents

The control,
applies.

6.13.1.7 Col

he PII

nation

1);

of the
tomer

rectly

imp]nmpnquinn gnidan{‘n and other information stated in IQﬂI/IF(‘ 27002:2013

16.1.6

lection of evidence

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 16.1.7

applies:
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6.14 Information security aspects of business continuity management
6.14.1 Information security continuity

6.14.1.1 Planning information security continuity

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 17.1.1
applies.

6.14.1.2 Implementing information security continuity

The cpntrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 17.1.2
appliep.

6.14.1.3 Verify, renew and evaluate information security continuity

The cpntrol, implementation guidance and other information stated inISO/IEC 27002:2013, 17.1.3
appliep.

6.14.2 Redundancies

6.14.2.1 Availability of information processing facilities

The cpntrol, implementation guidance and other information stated in ISO/IEC 27002%:2013, 17.2.1
appliep.

6.15 Compliance
6.15.1 Compliance with legal and contractual requirements

6.15.1.1 Identification of applicable’legislation and contractual requirements

The cantrol, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.1 and
the following additional guidance applies:

Additjonal other information for 18.1.1, Identification of applicable legislation and contractual
requirements, of ISO/IEC 27002:2013 is:

The ofganizatiomshould identify any potential legal sanctions (which can result from sonje obligations
being [missed) related to the processing of PII, including substantial fines directly frjom the local
superyisoryauthority. In some jurisdictions, International Standards such as this documev£t can be used

to forn the basis for a contract between the organization and the customer, outlining th¢ir respective
security,. privacy and PII protection responsibilities. The terms of the contract can provide a basis for
contractual sanctions in the event of a breach of those responsibilities.

6.15.1.2 Intellectual property rights

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.2
applies.

6.15.1.3 Protection of records

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.3 and
the following additional guidance applies:
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Additional implementation guidance for 18.1.3, Protection of records, of ISO/IEC 27002:2013 is:

Review of current and historical policies and procedures can be required (e.g. in the cases of customer
dispute resolution and investigation by a supervisory authority).

The organization should retain copies of its privacy policies and associated procedures for a period
as specified in its retention schedule (see 7.4.7). This includes retention of previous versions of these
documents when they are updated.

6.15.1.4 Privacy and protection of personally identifiable information

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, 18.1.4
applies.

6.15.1.5 Regulation of cryptographic controls

The control, implementation guidance and other information stated in ISO/IEC .27002:2013, |18.1.5
applies.

6.15.2 Infonmation security reviews

6.15.2.1 Im]:‘pendent review of information security

The control, implementation guidance and other information stated-in ISO/IEC 27002:2013, 18.2.1 and
the followingladditional guidance applies:

Additional implementation guidance for 18.2.1, Indepéndent review of information secuifity, of
ISO/IEC 27002:2013 is:

Where an organization is acting as a PII processor, andwhere individual customer audits are impractical
or can increase risks to security, the organizationshould make available to customers, prior to entering
into, and for ghe duration of, a contract, independent evidence that information security is implerilented
and operated in accordance with the organization’s policies and procedures. A relevant indepg¢ndent
audit, as seld¢cted by the organization, should normally be an acceptable method for fulfilling the
customer's ifterest in reviewing the<erganization’s processing operations, if it covers the nepds of

anticipated upers and if results are provided in a sufficient transparent manner.

6.15.2.2 Compliance with security policies and standards

The control, implementation guidance and other information stated in ISO/IEC 27002:2013, [18.2.2
applies.

6.15.2.3 Tedhnical‘compliance review

The control, implementati 32.3 and

the following additional guidnce applies:

Additional implementation guidance for 18.2.3, Technical compliance review, of
ISO/IEC 27002:2013 is:

As part of technical reviews of compliance with security policies and standards, the organization should
include methods of reviewing those tools and components related to processing PII. This can include:

— ongoing monitoring to verify that only permitted processing is taking place; and/or

— specific penetration or vulnerability tests (for example, de-identified datasets can be subject to a
motivated intruder test to validate that de-identification methods are compliant with organizational
requirements).
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7 Additional ISO/IEC 27002 guidance for PII controllers

7.1

General

The guidance in Clause 6 and the additions in this clause create the PIMS-specific guidance for PII
controllers. The implementation guidance documented in this clause relate to the controls listed in
Annex A.

7.2

Conditions for collection and processing

Obje
juris

3 T dot H Ph S | PN | 4+ H P | £.1 L . | 1.1 H
LLIVE,., 1TU UCTLCT T dllu UUCUITITTIU tIiadt lJl chbbllls IS5 Idavviul, VVIUII lcsal Udols dd }J

Hictions, and with clearly defined and legitimate purposes.

r applicable

7.2.1

Identify and document purpose

Contrpl

The o1jganization should identify and document the specific purposes forwhich the PII will

Implementation guidance

The organization should ensure that PII principals understand the purpose for whic

proce
PII pr

sed. It is the responsibility of the organization to-clearly document and commu
ncipals. Without a clear statement of the purposefor processing, consent and cho

adequptely given.

Docun

usabld in the required information to be providédito PII principals (see 7.3.2). This include

necess

Otherjinformation

In the

deployment of cloud computing’services, the taxonomy and definitions in ISO/IEC

helpful in providing terms for describing the purpose of the processing of PII.

7.2.2
Contr]

The o
proce

Identify lawful basis
pl

rganizationtshould determine, document and comply with the relevant lawful
sing of PH<or the identified purposes.

be processed.

h their PII is
hicate this to
ice cannot be

hentation of the purpose(s) for processing<PIl should be sufficiently clear and detailed to be

5 information

ary to obtain consent (see 7.2.3), as well-as records of policies and procedures (see [.2.8).

19944 can be

basis for the
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Implementation guidance

Some jurisdictions require the organization to be able to demonstrate that the lawfulness of processing
was duly established before the processing.

The legal basi

legitima

The organizafion should document this basis for each PII processing activity (see7.2.8).

The legitimatle interests of the organization can include, for instance, information security obje
which should|be balanced against the obligations to PII principals with regards to privacy protec

Whenever spgcial categories of PII are defined, either by the nature ofithe PII (e.g. health inform
or by the PII jprincipals concerned (e.g. PII relating to children) the-9rganization should include
categories of [PIl in its classification schemes.

The classific
vary betweer
needs to be a

The use of sp

Changing or
the legal basi

7.2.3 Dete
Control

The organiza
how consent

Implementa

Consent can
should clear]

protectidn of the vital interests of PII principals;

performgnce of a task carried out in the public interest;

is for the processing of PII can include:

consent from PII principals;
performance of a contract;

compliance with a legal obligation;

interests of the PII controller.

ion of PII that falls into these categories can vary. from one jurisdiction to another a
different regulatory regimes that apply to different kinds of business, so the organi
are of the classification(s) that apply to the PII processing being performed.

bcial categories of PII can also be subjectto more stringent controls.

pxtending the purposes for the processing of PII can require updating and/or revis
5. [t can also require additional©onsent to be obtained from the PII principal.

rmine when and how consent is to be obtained

kion should detéermine and document a process by which it can demonstrate if, wh¢
for the processing of PIl was obtained from PII principals.

[ion guidance

be, required for processing of PII unless other lawful grounds apply. The organi

ctives,
tion.

ation)
those

nd can
zation

ion of

bn and

zation

decument when consent needs to be obtained and the requirements for obt

aining

consent. It can be useful to correlate the purpose(s] for processing with information about if and how
consent is obtained.

Some jurisdictions have specific requirements for how consent is collected and recorded (e.g. not
bundled with other agreements). Additionally, certain types of data collection (for scientific research for
example) and certain types of PII principals, such as children, can be subject to additional requirements.
The organization should take into account such requirements and document how mechanisms for
consent meet those requirements.

30

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=6a569ae3b3ae0dc581e2053318da54fd

ISO/IEC 27701:2019(E)

7.2.4 Obtain and record consent
Control

The organization should obtain and record consent from PII principals according to the documented
processes.

Implementation guidance

The organization should obtain and record consent from PII principals in such a way that it can provide
on request details of the consent provided (for example the time that consent was provided, the
identification of the PII principal, and the consent statement).

The irfformation delivered to the PII principal before the consent process should folléw|the guidance
in 7.3.B.

The cqnsent should be:
— freely given;
— specific regarding the purpose for processing; and

— umambiguous and explicit.

7.2.5 | Privacy impact assessment
Contrpl

The ofganization should assess the need for, and\implement where appropriate, a pijivacy impact
asses§ment whenever new processing of PII or changes to existing processing of PII is plapned.

Implementation guidance

PII prpcessing generates risks for PII principals. These risks should be assessed through a privacy
impact assessment. Some jurisdictions.define cases for which a privacy impact assessment is mandated.
Criterja can include automated decision making which produces legal effects on PII principals, large
scale processing of special categories of PII (e.g. health-related information, racial or ¢thnic origin,
politidal opinions, religious ox{ philosophical beliefs, trade-union membership, genetic datg or biometric
data), jor systematic monitoring of a publicly accessible area on a large scale.

The ofganization should)determine the elements that are necessary for the completion of a privacy
impact assessment, These can include a list of the types of PII processed, where the PIl |is stored and
wherq it can be fransferred. Data flow diagrams and data maps can also be helpful ifj this context
(see 7)2.8 for details of records of the processing of PII that can inform a privacy impact]or other risk
assesgyment)s

Otherlinformation

Guidance on privacy impact assessments related to the processing of PII can be found in ISO/IEC 29134.

7.2.6 Contracts with PII processors
Control

The organization should have a written contract with any PII processor that it uses, and should ensure
that their contracts with PII processors address the implementation of the appropriate controls in
Annex B.
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Implementation guidance

The contract between the organization and any PII processor processing PII on its behalf should
require the PII processor to implement the appropriate controls specified in Annex B, taking account
of the information security risk assessment process (see 5.4.1.2) and the scope of the processing of
PII performed by the PII processor (see 6.12). By default, all controls specified in Annex B should be
assumed as relevant. If the organization decides to not require the PII processor to implement a control
from Annex B, it should justify its exclusion (see 5.4.1.3).

A contract can define the responsibilities of each party differently but, to be consistent with this
document, all controls should be considered and included in the documented information.

7.2.7 Joint

Control

The organiz3
(including PII

Implementa

Roles and res

PII controller

tion should determine respective roles and responsibilities for the processing
protection and security requirements) with any joint PII controller.

[ion guidance

ponsibilities for the processing of PII should be determined in\a‘transparent manne

These roles and responsibilities should be documented in a contract or-any similar binding doc
that containg
agreement is

called a data sharing agreement.

A joint PII controller agreement can include (this list is neither-definitive nor exhaustive):

purpose
identity ¢
categorie
overview
descripti

responsil

bf PII sharing / joint PII controller relationship;

f the organizations (PII controllers) thatare part of the joint PII controller relationg
s of PII to be shared and/or transferred and processed under the agreement;

of the processing operationg (€.g. transfer, use);

pn of the respective rol€és and responsibilities;

bility for implementing technical and organizational security measures for PII prote

definition of responsibility in case of a PII breach (e.g. who will notify, when, mutual informa

terms of

liabilitieq

Fetention and/or disposal of PII;

for failure to comply with the agreement;

how oblig

of PII

ument

the terms and conditions for the joint processing of(BIl. In some jurisdictions, sgich an

hip;

ction;

tion);

rations to PII principals are met;

how to provide PII principals with information covering the essence of the arrangement between
the joint PII controllers;

how PII principals can obtain other information they are entitled to receive; and

a contact

point for PII principals.

7.2.8 Records related to processing PII

Control

The organization should determine and securely maintain the necessary records in support of its
obligations for the processing of PII.
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Implementation guidance

A way to maintain records of the processing of PII is to have an inventory or list of the PII processing
activities that the organization performs. Such an inventory can include:

— the type of processing;
— the purposes for the processing;
— adescription of the categories of PII and PII principals (e.g. children);

— the categories of recipients to whom PII has been or will be disclosed, including recipients in third
countries orinternational nrgani?nfinnc;

— ageneral description of the technical and organizational security measures; and
— aPrivacy Impact Assessment report.

Such gn inventory should have an owner who is responsible for its accuracyjsahd completehess.

7.3 Pbligations to PII principals

Objeftive: To ensure that PII principals are provided withCappropriate information about the
procgssing of their PII and to meet any other applicable obligations to PII principals rglated to the
procgssing of their PII.

7.3.1 | Determining and fulfilling obligations to Pl principals
Contrpl

The offganization should determine and docuument their legal, regulatory and business oblfgations to PII
principals related to the processing of theiv PIl and provide the means to meet these obligptions.

Implementation guidance
Obliggtions to PII principals and:the means to support them vary from one jurisdiction to fanother.

The organization should ensure that they provide the appropriate means to meet the ¢bligations to
PII principals in an accessible and timely manner. Clear documentation should be provixed to the PII
principal describing the-€xtent to which the obligations to them are fulfilled and how, alorlg with an up-
to-datle contact point Where they can address their requests.

The cpntact point should be provided in a similar way to that used to collect PII and cpnsent (e.g. if
PII arg¢ colleeted by email or a website, the contact point should be by email or the w¢bsite, not an
alternptive.such as phone or fax).

7.3.2 Determining information for PII principals
Control

The organization should determine and document the information to be provided to PII principals
regarding the processing of their PII and the timing of such a provision.

Implementation guidance

The organization should determine the legal, regulatory and/or business requirements for when
information is to be provided to the PII principal (e.g. prior to processing, within a certain time from
when it is requested, etc.) and for the type of information to be provided.
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Depending on the requirements, the information can take the form of a notice. Examples of types of

information t

hat can be provided to PII principals are:

— information about the purpose of the processing;

— contactd

etails for the PII controller or its representative;

— information about the lawful basis for the processing;

— information on where the PII was obtained, if not obtained directly from the PII principal;

— information about whether the provision of PIl is a statutory or contractual requirement, and where

appropriate, the anth]P conseguences of failure to prn‘ndp PIL

— informat
from the

copy of their PII and objecting to the processing;

— informat
— informat
— informat
— informat
— informat
— informat

— informat

notification, organization defined frequency, etcy

The organizg
changed or ef

7.3.3 Prov
Control

The organiza
the PII contrd

Implementa

The organization should provide the information detailed in 7.3.2 to PII principals in a timely, c

complete, trd
appropriate t

on on obligations to PII principals, as determined in 7.3.1, and how PII principals-can
n, especially regarding accessing, amending, correcting, requesting erasuré) recei

on on how the PII principal can withdraw consent;

on about transfers of PII;

on about recipients or categories of recipients of PII;

on about the period for which the PII will be retained;

on about the use of automated decision making based on the automated processing
on about the right to lodge a complaint and howto lodge such a complaint;

on regarding the frequency with which information is provided (e.g. “just in

rtended.

ding information to PII principals

Fion should provide PII principals with clear and easily accessible information ident
ller and describing the processing of their PII.

[ion guidance

enefit

ving a

of PII;

time”

tion should provide updated information if the purposes for the processing of RII are

ifying

ncise,

p\the target audience.

nspavent, intelligible and easily accessible form, using clear and plain langua1ge, as

Where appropriate, the information should be given at the time of PII collection. It should also be

permanently

accessible.

NOTE Icons and images can be helpful to the PII principal by giving a visual overview of the intended

processing.

7.3.4 Providing mechanism to modify or withdraw consent

Control

The organization should provide a mechanism for PII principals to modify or withdraw their consent.
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Implementation guidance

The organization should inform PII principals of their rights related to withdrawing consent (which
may vary by jurisdiction) at any time, and provide the mechanism to do so. The mechanism used for
withdrawal depends on the system; it should be consistent with the mechanisms used for obtaining
consent when possible. For example, if the consent is collected by email or a website, the mechanism for
withdrawing it should be the same, not an alternative solution such as phone or fax.

Modifying consent can include placing restrictions on the processing of PII, which can include restricting
the PII controller from deleting the PII in some cases.

Some jurisdictions impose restrictions on when and how a PII principal can modify or withdraw their
conseft.

The organization should record any request to withdraw or change consent in a.similar way to the
recording of the consent itself.

Any change of consent should be disseminated, through appropriate systems,'to authorized users and
to reldgvant third parties.

The orfganization should define a response time and requests should be‘handled according to it.
Additjonal information

When|consent for particular processing of PII is withdrawn, all the processing of PII perfprmed before
withdfawal should normally be considered as appropriate, but the results of such proc¢ssing should
not bg used for new processing. For example, if a PII principal withdraws their consent|for profiling,
their profile should not be further used or consulted.

7.3.5 | Providing mechanism to object to PII processing
Contrpl

The organization should provide a mechanism for PII principals to object to the processing of their PIIL.
Implementation guidance

Some |jurisdictions provide PII" principals with a right to object to the processing|of their PIIL.

Orgar:l;zations subject to the legislation and/or regulation of such jurisdictions should engqure that they
implement appropriatemeasures to enable PII principals to exercize this right.

The ofganization should document the legal and regulatory requirements related to pbjections by
the PIfl principals to processing (e.g. objection relating to the processing of PII for dirgct marketing
purpoges). The prganization should provide information to principals regarding the ability to object
in thepe sitmations. Mechanisms to object can vary, but should be consistent with the type of service
provided (e.g. online services should provide this capability online).

7.3.6 Access, correction and/or erasure
Control

The organization should implement policies, procedures and/or mechanisms to meet their obligations
to PII principals to access, correct and/or erase their PII.
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Implementation guidance

The organization should implement policies, procedures and/or mechanisms for enabling PII principals
to obtain access to, correct and erase of their PI], if requested and without undue delay.

The organization should define a response time and requests should be handled according to it.

Any corrections or erasures should be disseminated through the system and/or to authorized users,
and should be passed to third parties (see 7.3.7) to whom the PII has been transferred.

NOTE

The organiza

Records generated by the control specified in 7.5.3 can help in this regard.

ion should imp]nmpnf pn]ir‘ipc’ prnr‘pdnrnc nnd,/nr mechanisms for use when there

can be

a dispute abd
and/or mech
reasons why

Some jurisdi
erasure of th
up-to-date ab

7.3.7 PII controllers’ obligations to inform third parties

Control

The organizg
withdrawal o
and/or mechj

Implementa

The organization should take appropriate steps, bearing in mind the available technology, to i

third parties
Some jurisdid

ut the accuracy or correction of the data by the PII principal. These policies, proeg
hnisms should include informing the PII principal of what changes were made,
Corrections cannot be made (where this is the case).

‘tions impose restrictions on when and how a PII principal can request correct]

out them.

tion should inform third parties with whom PII_has been shared of any modifi
r objections pertaining to the shared PII, and implement appropriate policies, proce
inisms to do so.

[ion guidance

of any modification or withdrawal@f consent, or objections pertaining to the shar
tions impose a legal requirementto inform these third parties of these actions.

The organiz
Related res
When inform|
information.

NOTE Chg

consent, reque
requested by t

7.3.8 Prov

Control

ansibilities can be assigned:-to individuals in charge of their operations and mainte

ion should determine and\haintain active communication channels with third p

ing third parties, the organization should monitor their acknowledgement of receipt

nges resulting ffom’ the obligations to PII principals can include modification or withdra
sts for correction, erasure, or restrictions on processing, or objections to the processing o
he PII pringipal:

ding copy of PII processed

dures
hnd of

ion or

pir PII. The organization should determine these restrictions as applicable and keep itself

ration,
dures

nform
ed PII.

arties.
hance.
of the

wal of
f PII as

The organization should be able to provide a copy of the PII that is processed when requested by the PII

principal.

Implementation guidance

The organization should provide a copy of the PII that is processed in a structured, commonly used,
format accessible by the PII principal.

Some jurisdictions define cases where the organization should provide a copy of the PII processed in
a format allowing portability to the PII principals or to recipient PII controllers (typically structured,
commonly used and machine readable).

The organization should ensure that any copies of PII provided to a PII principal relate specifically to
that PII principal.
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Where the requested PII has already been deleted subject to the retention and disposal policy (as
described in 7.4.7), the PII controller should inform the PII principal that the requested PII has been
deleted.

In cases where the organization is no longer able to identify the PII principal (e.g. as a result of a de-
identification process), the organization should not seek to (re-)identify the PII principals for the sole
reason of implementing this control. However, in some jurisdictions, legitimate requests can require
that additional information should be requested from the PII principal to enable re-identification and
subsequent disclosure.

Where technically feasible, it should be possible to transfer a copy of the PII from one organization
directly to another organization, at the request of the PII principal.

7.3.9 | Handling requests
Contrpl

The ofganization should define and document policies and procedures for-handling and fesponding to
legitimate requests from PII principals.

Implementation guidance
Legitimate requests can include requests for a copy of PII processed, or requests to lodge a complaint.

Some furisdictions allow the organization to charge a fee,in certain cases (e.g. excessive| or repetitive
requests).

Requests should be handled within the appropriate.defined response times.

Some Jurisdictions define response times, depending on the complexity and number of thg requests, as
well af requirements to inform PII principalsof any delay. The appropriate response times should be
defingd in the privacy policy.

7.3.1Q0 Automated decision making
Contrpl

The drganization should identify and address obligations, including legal obligationfs, to the PII
principals resulting from.decisions made by the organization which are related to the|PII principal
based|solely on automadted processing of PII.

Implementation guidance

Some |jurisdidtions define specific obligations to PII principals when a decision baded solely on
automjated-processing of PII significantly affects them, such as notifying the existence pf automated
decisipndmaking, allowing for the PII principals to object to such decision making, andfor obtaining
humanintervention

NOTE In some jurisdictions, some processing of PII cannot be fully automated.

Organizations operating in these jurisdictions should take compliance with these obligations into
account.

7.4 Privacy by design and privacy by default

Objective: To ensure that processes and systems are designed such that the collection and processing
(including use, disclosure, retention, transmission and disposal) are limited to what is necessary for
the identified purpose.
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7.4.1 Limit collection

Control

The organization should limit the collection of PII to the minimum that is relevant, proportional and
necessary for the identified purposes.

Implementation guidance

The organization should limit the collection of PII to what is adequate, relevant and necessary in
relation to the identified purposes. This includes limiting the amount of PII that the organization
collects indirectly (e.g. through web logs, system logs, etc.).

Privacy by dé
option should

7.4.2 Limif
Control

The organiza
the identified

Implementa

Limiting the

fault implies that, where any optionality in the collection and processing of PII exist
be disabled by default and only enabled by explicit choice of the PII principal.

processing

Fion should limit the processing of PII to that which is adequateteleévant and necessj
purposes.

[ion guidance

processing of PII should be managed through infofmation security and privacy p

(see 6.2) alonlg with documented procedures for their adoption‘ahd compliance.

Processing of
— the discl

— the perio|

who is ah

PII, including:
sure;
d of PII storage; and

le to access their PII;

should be limfited by default to the minimtim necessary relative to the identified purposes.

7.4.3 Accu

Control

racy and quality

The organizdtion shouldsensure and document that PII is as accurate, complete and up-to-dat

necessary for

Implementa

the purposes for which it is processed, throughout the life-cycle of the PII.

[ion;guidance

The organizali

5, each

iy for

plicies

P as is

Iracies

in the PII it processes There should also be p011c1es procedures and/or mechanisms to respond to
instances of inaccurate PII. These policies, procedures and/or mechanisms should be included in
the documented information (e.g. through technical system configurations, etc.) and should apply
throughout the PII lifecycle.

Additional information

For further information on the PII processing life-cycle, see ISO/IEC 29101:2018, 6.2.
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7.4.4 PIIl minimization objectives
Control

The organization should define and document data minimization objectives and what
(such as de-identification) are used to meet those objectives.

Implementation guidance

Organizations should identify how the specific PIl and amount of PII collected and

01:2019(E)

mechanisms

processed is

limited relative to the identified purposes. This can include the use of de-identification or other data

minimization techniques.

The identified purpose (see 7Z.2.1) can require the processing of PII that has not been de
which|case the organization should be able to describe such processing.

In other cases, the identified purpose does not require the processing of the origina

Hidentified, in

PII, and the

processing of PII which has been de-identified can suffice to achieve the identified purpose. In these

cases,|the organization should define and document the extent to which tle PII needs to
with the PII principal, as well as the mechanisms and techniques designed'to process PII,

document any mechanisms (technical system configurations, etc.) designed f{
tification objectives set by the organization'in a timely manner. For instance,
of attributes associated with PII principals cansbe sufficient to allow the organization
identified purpose. In other cases, other detidentification techniques, such as generd
roundjing) or randomization techniques (e.g=noise addition) can be used to achieve an ad¢
de-identification.

NOTE |  For further information on desidentification techniques, refer to ISO/IEC 20889.

D

NOTE
used t
charad

For Cloud computing, ISOAEC 19944 provides a definition of data identification qualifi
classify the degree to which the data can identify a PII principal or associate a PII princip
teristics in the PII.

7.4.5 | PII de-identification and deletion at the end of processing

Contrpl

The o}
re-ide

ganjzation should either delete PII or render it in a form which does not permit idg
htification of PII principals, as soon as the original PII is no longer necessary for

be associated
such that the

ems used for
nfigurations,

organization
o implement
the removal
ro achieve its
lization (e.g.
quate level of

ers that can be
hl with a set of

ntification or
the identified

purpoge(s).

Implementation guidance

The organization should have mechanisms to erase the PII when no further processing i

s anticipated.

Alternatively, some de-identification techniques can be used as long as the resulting de-identified data

cannot reasonably permit re-identification of PII principals.

7.4.6 Temporary files

Control

The organization should ensure that temporary files created as a result of the processing of PII
are disposed of (e.g. erased or destroyed) following documented procedures within a specified,

documented period.
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Implementation guidance

The organization should perform periodic checks that unused temporary files are deleted within the
identified time period.

Other information

Information systems can create temporary files in the normal course of their operation. Such files are
specific to the system or application, but can include file system roll-back journals and temporary files
associated with the updating of databases and the operation of other application software. Temporary
files are not needed after the related information processing task has completed but there are
circumstances in which they cannot be deleted. The length of time for which these files remain in use

is not always[deterministic but a "garbage collection  procedure should 1dentify the relevant filges and
determine how long it has been since they were last used.

7.4.7 Retention

Control

The organizafion should not retain PII for longer than is necessary for the purposes for which th¢ PII is
processed.

Implementation guidance

The organizdtion should develop and maintain retention schedule$)for information it retains, faking
into account the requirement to retain PII for no longer than is-necessary. Such schedules should take
into account legal, regulatory and business requirements. Whére’such requirements conflict, a bulsiness
decision needs to be taken (based on a risk assessment) and\documented in the appropriate schedule.
7.4.8 Dispgosal

Control

The organization should have documented policies, procedures and/or mechanisms for the disposal of PII.
Implementation guidance

The choice of PII disposal techniques’depends on a number of factors, as disposal techniques|differ
in their propprties and outcomes:(for example in the granularity of the resultant physical medlia, or
the ability to|recover deleted information on electronic media). Factors to consider when choosfing an
appropriate dlisposal technigue include, but are not limited to, the nature and extent of the PIl to be
disposed of, yhether or-fiot'there is metadata associated with the PII, and the physical charactefistics
of the media ¢n which-the PIl is stored.

7.4.9 PII tjansmission controls

Control

The organization should subject PII transmitted (e.g. sent to another organization) over a data-
transmission network to appropriate controls designed to ensure that the data reaches its intended

destination.

Implementation guidance

Transmission of PII needs to be controlled, typically by ensuring that only authorized individuals have
access to transmission systems, and by following the appropriate processes (including the retention of

audit logs) to
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ensure that PII is transmitted without compromise to the correct recipients.
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7.5 PII sharing, transfer, and disclosure

or th

Objective: To determine whether and document when PII is shared, transferred to other jurisdictions

ird parties and/or disclosed in accordance with applicable obligations.

7.5.1

Contr

Identify basis for PII transfer between jurisdictions

ol

The organization should identify and document the relevant basis for transfers of PII between

jurisd

ctions

Imple

PII transfer can be subject to legislation and/or regulation depending on the jurisdiction or

organ

docunpent compliance to such requirements as the basis for transfer.

Some
super
requiy

NOTE
are the

7.5.2
Contr]

The o}

mentation guidance

zation to which data is to be transferred (and from where it originates){The organi

jurisdictions can require that information transfer agreement§ be reviewed by
isory authority. Organizations operating in such jurisdictions should be aware
ements.

Where transfers take place within a specific jurisdiction, the applicable legislation and
same for the sender and recipient.

Countries and international organizations t@ which PII can be transferred
pl

ganization should specify and document the countries and international organizat|

international
zation should

a designated
of any such

/or regulation

ions to which

PII caip possibly be transferred.
Implementation guidance
The identities of the countries and;international organizations to which PII can possibly ble transferred

in nor

mal operations should bé made available to customers. The identities of the cou

htries arising

from the use of subcontracted PII processing should be included. The countries included should be
considered in relation to<Z5.1.

Outside of normal operations, there can be cases of transfer made at the request of a law] enforcement
authority, for whichthe identity of the countries cannot be specified in advance, or is prohibited by
applicpble jurisdictions to preserve the confidentiality of a law enforcement investigatjon (see 7.5.1,
8.5.4 4nd 8.5:5):

7.5.3 | “Re‘cords of transfer of PII

Control

The organization should record transfers of PII to or from third parties and ensure cooperation with
those parties to support future requests related to obligations to the PII principals.

Implementation guidance

Recording can include transfers from third parties of PII which has been modified as a result of PII
controllers' managing their obligations, or transfers to third parties to implement legitimate requests
from PII principals, including requests to erase PII (e.g. after consent withdrawal).

The organization should have a policy defining the retention period of these records.
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The organization should apply the data minimization principle to the records of transfers by retaining

only the stric

tly needed information.

7.5.4 Records of PII disclosure to third parties

Control

The organization should record disclosures of PII to third parties, including what PII has been disclosed,

to whom and

at what time.

Implementation guidance

PII can be di
Any addition
audits, should
of the author

8 Additio

8.1 Gener
The guidancg

processors. 1
Annex B.

8.2 Condit

Sclosed during the course of normal operations. These disclosures should be rec
| disclosures to third parties, such as those arising from lawful investigations or ex
| also be recorded. The records should include the source of the disclosure and-the ¢
ty to make the disclosure.

nal ISO/IEC 27002 guidance for PII processors

h1

in Clause 6 and the additions of this clause create the PIMS-specific guidance
he implementation guidance documented in this clapse relate to the controls lis

ions for collection and processing

brded.
ternal
ource

for PII
ted in

Objective: T
jurisdiction

b determine and document that processing is lawful, with legal basis as per appli
5, and with clearly defined and legitimaté purposes.

rable

8.2.1 Cust¢omer agreement

Control

The organiz3
organization’
nature of pro

Implementa

The contract
relevant, and
definitive noy

tion should ensure, where relevant, that the contract to process PII address

cessing and the-information available to the organization).
[ion guidaiice

betweer’ the organization and the customer should include the following wh
depending on the customer's role (PII controller or PII processor) (this list is n
exhaustive):

bs the

5 role in providingtassistance with the customer’s obligations (taking into account the

brever
either

notificati

notificati

privacy by design and privacy by default (see 7.4, 8.4);

achieving security of processing;

on of breaches involving PII to a supervisory authority;

on of breaches involving PII to customers and PII principals;

conducting Privacy Impact Assessments (PIA); and

authorities are needed.

the assurance of assistance by the PII processor if prior consultations with relevant PII protection

Some jurisdictions require that the contract include the subject matter and duration of the processing,
the nature and purpose of the processing, the type of PIl and categories of PII principals.
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Organization’s purposes

Control

The organization should ensure that PII processed on behalf of a customer are only processed for the

purpo
Imple

ses expressed in the documented instructions of the customer.

mentation guidance

The contract between the organization and the customer should include, but not be limited to, the

object

In ord

ive and time frame to be achieved by the service.

rtoachieve the customer’s hnrnncn there canhe technical reasons urhv His annr
r r rr

priate for the

organ
the cu

zation to determine the method for processing PII, consistent with the generaldy
stomer but without the customer’s express instruction. For example, in order to.effi

netwdrk or processing capacity it can be necessary to allocate specific processing resourd

on cern

The o}
and li
its su

tain characteristics of the PII principal.

ganization should allow the customer to verify their compliance with the purpose
mitation principles. This also ensures that no PII is processed-by“the organizat
bcontractors for other purposes than those expressed in the/doCumented instry

customner.

8.2.3
Contr]

The o
adver
The oj

Imple

Comp
espec

Marketing and advertising use
pl

Fganization should not use PII processed undera contract for the purposes of mnj
ising without establishing that prior conséntwas obtained from the appropriate
ganization should not make providing such consent a condition for receiving the se

mentation guidance

iance of PII processors with the-customer's contractual requirements should be
ally where marketing and/or advertising is planned.

Organlizations should not insistien the inclusion of marketing and/or advertising uses w

conse

NOTE
supers|

8.2.4

Contr

1t has not been fairly obtained from PII principals.

This control is~in“addition to the more general control in 8.2.2 and does not replacq
ede it.

Infringing instruction

pl

structions of
Ciently utilize
es depending

specification
on or any of
ctions of the

arketing and
PII principal.
rvice.

documented,

here express

b or otherwise

The o

roanization should inform the customer if, in its opinion, a processing instruct

ion infringes

applicable legislation and/or regulation.

Imple

mentation guidance

The organization’s ability to verify if the instruction infringes legislation and/or regulation can depend
on the technological context, on the instruction itself, and on the contract between the organization
and the customer.

8.2.5

Customer obligations

Control

The organization should provide the customer with the appropriate information such that the customer
can demonstrate compliance with their obligations.
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Implementation guidance

The information needed by the customer can include whether the organization allows for and
contributes to audits conducted by the customer or another auditor mandated or otherwise agreed by

the customer

8.2.6 Reco

Control

rds related to processing PII

The organization should determine and maintain the necessary records in support of demonstrating
compliance with its obligations (as specified in the applicable contract) for the processing of PII carried

out on behalf
Implementa
Some jurisdid
— categorie
transfers

— ageneral

8.3 Obligations to PII principals

of a customer.

[ion guidance

tions can require the organization to record information such as:
s of processing carried out on behalf of each customer;

to third countries or international organizations; and

description of the technical and organizational security measures.

Objective: T
processing

processing of their PII.

f their PII, and to meet any other applicable‘0bligations to PII principals related t

o ensure that PII principals are provided with'the appropriate information abouft the

b the

8.3.1 Oblig
Control

The organiza

PII principals.

Implementa

A PII control
obligations d

implementation of thesg obligations. For example, this can include the correction or deletion of |

timely fashio

Where a cus

ations to PII principals

Fion should provide the customer with the means to comply with its obligations relz

[ion guidance

er's obligations_tan be defined by legislation, by regulation and/or by contract.
an includesmatters where the customer uses the services of the organizati

1.

fofer depends on the organization for information or technical measures to fag

ted to

These
bn for
I[Iina

ilitate

“““““““““““““““

uld be

meeting the
specified in a

contract.

8.4 Privacy by design and privacy by default

Objective: To ensure that processes and systems are designed such that the collection and processing
of PII (including use, disclosure, retention, transmission and disposal) are limited to what is
necessary for the identified purpose.
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Temporary files

ol

The organization should ensure that temporary files created as a result of the processing of PII
are disposed of (e.g. erased or destroyed) following documented procedures within a specified,
documented period.

Implementation guidance

The organization should conduct periodic verification that unused temporary files are deleted within
the identified time period.

Other

Inforn
specif]
associ
files

circun
is not
detern

[e

8.4.2
Contr]

The oy

information

hation systems can create temporary files in the normal course of their opetation.
c to the system or application, but can include file system roll-back journals and te
ated with the updating of databases and the operation of other application softwar
re not needed after the related information processing task has\completed K
hstances in which they cannot be deleted. The length of time for,which these files }
always deterministic but a “garbage collection” procedure shotld-identify the rele
hine how long it has been since they were last used.

Return, transfer or disposal of PII
pl

ganization should provide the ability to returm;transfer and/or disposal of Pl in a sq

It shoylld also make its policy available to the customier.

Imple

At sorn
PII to
merge
returi

The o
proce

mentation guidance

he point in time, PII can need to beidisposed of in some manner. This can involve
the customer, transferring it to ahother organization or to a PII controller (e.g. as
), deleting or otherwise destreying it, de-identifying it or archiving it. The cap3
, transfer and/or disposal of'PIl should be managed in a secure manner.

Fganization should provide the assurance necessary to allow the customer to er
sed under a contractis’erased (by the organization and any of its subcontractors) f7

they are stored, including for the purposes of backup and business continuity, as soon a

longer

The o
make

The p
to pro

NOTE

8.4.3

Contr

necessary for the identified purposes of the customer.

Lhis policy available to customer when requested.

pliecy~should cover the retention period for PII before its disposal after termination

Such files are
mporary files
e. Temporary
ut there are
'emain in use
rant files and

cure manner.

returning the
a result of a
bility for the

sure that PII
om wherever
s they are no

ganizatiof-should develop and implement a policy in respect to the disposal of Pl and should

of a contract,

keet'the customer from losing PII through an accidental lapse of the contract.

This control and guidance is also relevant under the retention principle (see 7.4.7).

PII transmission controls

ol

The organization should subject PII transmitted over a data-transmission network to appropriate
controls designed to ensure that the data reaches its intended destination.

Implementation guidance

Transmission of PII needs to be controlled, typically by ensuring that only authorized individuals have
access to transmission systems, and by following the appropriate processes (including the retention of
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audit data) to ensure that PIl is transmitted without compromise to the correct recipients. Requirements
for transmission controls can be included in the PII processor — customer contract.

Where no contractual requirements related to transmission are in place, it can be appropriate to take

advice from the customer prior to transmission.

8.5 PII sharing, transfer, and disclosure

Objective: To determine whether and document when Pl is shared, transferred to other jurisdictions
or third parties and/or disclosed in accordance with applicable obligations.

8.5.1 Basis
Control

The organiza
jurisdictions

such changes

Implementa

PII transfer etween jurisdictions can be subject to legislation andfor'regulation depending

jurisdiction
organization

The organiza

— suppliers;

other pat

other cou

In case of ch
timeframe, sq

The agreeme
can impleme
should be set

transfer PII t other countries).

In case of int
Rules or Cro

for PII transfer between jurisdictions

fion should inform the customer in a timely manner of the basis for Pl transfers be

or to terminate the contract.

[ion guidance

r organization to which PII is to be transferred (and from where it originates
should document compliance with such requirements as the basis for transfer.

Lion should inform the customer of any transfer'ef PII, including transfers to:
ties;
ntries or international organizatious.

hnges, the organization should:inform the customer in advance, according to an §
that the customer has the@bility to object to such changes or to terminate the cont

ht between the organization and the customer can have clauses where the organi
ht changes without informing the customer. In these cases, the limits of this allo
(e.g. the organization can change suppliers without informing the customer, but ¢

brnationaltransfer of Pll, agreements such as Model Contract Clauses, Binding Cor

agreements

8.5.2 Cou

Control

tween

hnd of any intended changes in this regard, so that the customer hasthe ability to object to

bn the
). The

greed
ract.

zation
vance
annot

borate

5s Border/ Privacy Rules, the countries involved and the circumstances in which such
pply;should be identified.

The organization should specify and document the countries and international organizations to which
PII can possibly be transferred.

Implementation guidance

The identities of the countries and international organizations to which PII can possibly be transferred
in normal operations should be made available to customers. The identities of the countries arising
from the use of subcontracted PII processing should be included. The countries included should be
considered in relation to 8.5.1.

46 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=6a569ae3b3ae0dc581e2053318da54fd

ISO/IEC 27701:2019(E)

Outside of normal operations, there can be cases of transfer made at the request of a law enforcement
authority, for which the identity of the countries cannot be specified in advance, or is prohibited by
applicable jurisdictions to preserve the confidentiality of a law enforcement investigation (see 7.5.1,
8.5.4 and 8.5.5).

8.5.3 Records of PII disclosure to third parties
Control

The organization should record disclosures of PII to third parties, including what PII has been disclosed,
to whom and when.

Implementation guidance

PII cap be disclosed during the course of normal operations. These disclosures should|be recorded.
Any aglditional disclosures to third parties, such as those arising from lawful investigatioms or external
auditg, should also be recorded. The records should include the source of the disclosure ahd the source
of the authority to make the disclosure.

8.5.4 | Notification of PII disclosure requests
Contrpl

The ofganization should notify the customer of any legally biriding requests for disclosurg of PII.
Implementation guidance

The organization can receive legally binding requests for disclosure of PII (e.g. from law] enforcement
authorities). In these cases, the organization should notify the customer of any such r¢quest within
agreegl timeframes and according to an agreeld’ procedure (which can be included in the customer
contrdct).

In sonLe cases, the legally binding requests include the requirement for the organization| not to notify
anyong about the event (an example of-a possible prohibition on disclosure would be a prohibition under
criminal law to preserve the confidentiality of a law enforcement investigation).

8.5.5 | Legally binding PII disclosures
Contrpl

The ofganization should reject any requests for PII disclosures that are not legally binding, consult the
corre§ponding eustomer before making any PII disclosures and accepting any contracfually agreed
requests for PIT'disclosures that are authorized by the corresponding customer.

Implementation guidance

1 1 P P | . 1 + - Vol | + 1 1 . 1 1 ] +~1 + n
DetailsTetevanttothe mplenrentationrof thecontrot car be imcluded ir the customrer comtract.

Such requests can originate from several sources, including courts, tribunals and administrative
authorities. They can arise from any jurisdiction.

8.5.6 Disclosure of subcontractors used to process PII

Control

The organization should disclose any use of subcontractors to process PII to the customer before use.
Implementation guidance

Provisions for the use of subcontractors to process PII should be included in the customer contract.
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Information disclosed should cover the fact that subcontracting is used and the names of relevant
subcontractors. The information disclosed should also include the countries and international
organizations to which subcontractors can transfer data (see 8.5.2) and the means by which
subcontractors are obliged to meet or exceed the obligations of the organization (see 8.5.7).

Where public disclosure of subcontractor information is assessed to increase security risk beyond
acceptable limits, disclosure should be made under a non-disclosure agreement and/or on the request
of the customer. The customer should be made aware that the information is available.

This does not concern the list of countries where the PII can be transferred. This list should be disclosed

to the customer in all cases in a way that allows them to inform the appropriate PII principals.

8.5.7 Engahement of a subcontractor to process PII

Control
The organiza
Implementa

Where the orn
a written aut|
This can be i
agreement.

The organiza
on its behalf,
the appropris

The contract
require the s
of the inform
PII performe
assumed asr
from Annex H

A contract c
document, al

8.5.8 Chanlge of subcontractor to process PII

Control

The organization shourld, in the case of having general written authorization, inform the custo

any intended

Fion should only engage a subcontractor to process PII according to the clistomer co}
[ion guidance

ganization subcontracts some or all of the processing of that PIf o another organij
horization from the customer is required prior to the PII processed by the subcont
h the form of appropriate clauses in the customer contract,or can be a specific "or

Fion should have a written contract with any subcenitractors that it uses for PII proc
hnd should ensure that their contracts with subeontractors address the implementa
te controls in Annex B.

between the organization and any subcontractor processing PII on its behalf §
ibcontractor to implement the appropriate controls specified in Annex B, taking a
ation security risk assessment procgss (see 5.4.1.2) and the scope of the process
l by the PII processor (see 6.12). By default, all controls specified in Annex B sho
plevant. If the organization decides to not require the subcontractor to implementa g
, it should justify its exclusion.

in define the responsibilities of each party differently but, to be consistent wit
controls should be considered and included in the documented information.

chahges concerning the addition or replacement of subcontractors to process PII, t}

htract.

ration,
ractor.
e-off"

essing
tion of

hould
count
ing of
uld be
ontrol

h this

mer of
lereby

giving the cu

ftofmer the opportunity to object to such changes.

Implementation guidance

Where the organization changes the organization with which it subcontracts some or all of the
processing of that PII, then written authorization from the customer is required for the change, prior
to the PII processed by the new subcontractor. This can be in the form of appropriate clauses in the
customer contract, or can be a specific "one-off" agreement.
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Annex A
(normative)

PIMS-specific reference control objectives and controls (PII

Controllers)

This annex is for use by organizations acting as PII controllers, with or without the use of PII processors.

It ext

and al
6.1.3 4

Not a

implementation. A justification for excluding any control objectives shall be included in

of Apyl
neces;
under’

NOTE

nds ISO/IEC 27001:2013, Annex A.

The aj

ditional or modified control objectives and controls listed in Table A.1 are directly

gned with those defined in this document and are to be used in context with‘ISO/1E(

s refined by 5.4.1.3.

1 the control objectives and controls listed in this annex needcto*be included
licability (see 5.4.1.3). Justification for exclusion can include wihere the controls ar

ary by the risk assessment, and where they are not required by (or are subject
the applicable legislation and/or regulation.

Clause numbers in this annex relate to the subclause.niumbers in Clause 7.

Table A.1 — Control objectives and controls

derived from
[ 27001:2013,

in the PIMS
he Statement
e not deemed
to exceptions

A.7.2
Object

Conditions for collection and processing

ive:

To detfermine and document that processing islawful, with legal basis as per applicable jurisdicti

bns, and with

clearly defined and legitimate purposes.
Control
Identify and
A.7.2.] document purpose The organization shall identify and document the specjfic purposes
for which the PII will be processed.
Control
A7.2.] Identify\lawful basis | The organization shall determine, document and comply with the
relevant lawful basis for the processing of PII for the identified
purposes.
Control
Determine when and
A7.2.1 how consentis tobe |The organization shall determine and document a progess by which
obtained it can demonstrate if, when and how consent for the prppcessing of
PIl was obtained from PII principals
Control
Obtain and record
A7.2.4 consent The organization shall obtain and record consent from PII princi-
pals according to the documented processes.
Control
A72.5 Privacy impact The organization shall assess the need for, and implement where
assessment appropriate, a privacy impact assessment whenever new processing
of PII or changes to existing processing of PIl is planned.
Control
A726 Contracts with PII The organization shall have a written contract with any PII pro-

cessor that it uses, and shall ensure that their contract
processors address the implementation of the appropr
in Annex B.

processors

s with PII
iate controls
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Table A.1 (continued)

A7.2.7

Joint PII controller

Control

The organization shall determine respective roles and responsibil-
ities for the processing of PII (including PII protection and security
requirements) with any joint PII controller.

A7.2.8

Records related to
processing PII

Control

The organization shall determine and securely maintain the neces-
sary records in support of its obligations for the processing of PII.

A.7.3 Obligations to PII principals

Objective:

To ensure tha
meet any othe

L P11 principals are provided with appropriate information about the processing of their"PH pnd to
r applicable obligations to PII principals related to the processing of their PII.

Determining and ful-

Control

A7.31 filling obligations to | The organization shall (_lete_rmine and dc_)cu_rnent their legal, regu-
PII principals latory and business obligations to PII principals\related to the pro-
cessing of their PII and provide the means o, nfeet these obligdtions.
Control
A7.3.2 Determining informa- | The organization shall determine arid #ocument the informatipn to
tion for PIl principals  |pe provided to PII principals regarding the processing of their|[PII
and the timing of such a provision.
Control
A7.3.3 Providing information | The organization shall fitoVide PII principals with clear and easily
to PII principals accessible informatignidentifying the PII controller and descrlbing
the processing of their PIIL.
Providing mechanism |Control
A7.3.4 to modify or with- The organization shall provide a mechanism for PII principals [fo
draw consent modify oravithdraw their consent.
Providing mechanism |Control
A7.3.5 to object to PII The-organization shall provide a mechanism for PII principals fo
processing object to the processing of their PII.
Control
A73.6 Access, correction The organization shall implement policies, procedures and/or mech-
and/or erasure anisms to meet their obligations to PII principals to access, correct
and/or erase their PII.
Control
PILtontrollers’ ob- The organization shall inform third parties with whom PII hagbeen
A7.3.7 ligations to inform shared of any modification, withdrawal or objections pertaining to
third parties the shared PII, and implement appropriate policies, proceduref and/
Control
A73.8 Providing copy of PII o . .
/a9 processed The organization shall be able to provide a copy of the PII that is
processed when requested by the PII principal.
Control
A.7.3.9 Handling requests The organization shall define and document policies and proce-
dures for handling and responding to legitimate requests from PII
principals.
Control
Automated decision | The organization shall identify and address obligations, including
A.7.3.10 making legal obligations, to the PII principals resulting from decisions made
by the organization which are related to the PII principal based sole-
ly on automated processing of PII.
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Objective:

A.7.4 Privacy by design and privacy by default

To ensure that processes and systems are designed such that the collection and processing (including use, dis-
closure, retention, transmission and disposal) are limited to what is necessary for the identified purpose.

A741 Limit collection Control
The organization shall limit the collection of PII to the minimum that
is relevant, proportional and necessary for the identified purposes.
A7.4.2 Limit processing Control
The organization shall limit the processing of PII to that which is
adequate, relevant and necessary for the identified\putposes.
Control
A7.4.1 Accuracy and quality |The organization shall ensure and documentthat PII i as accurate,
complete and up-to-date as is necessary’forthe purpoges for which
itis processed, throughout the life-cycle.of the PII.
A7.4.4 PII minimization Control
objectives The organization shall define annd"document data minimization ob-
jectives and what mechanisms/(such as de-identificatign) are used
to meet those objectives.
A74.1 PII de-identification  |Control
and deletion at the end o . o] .
of processing The organizationhall either delete PII or render it in 4 form which
does not permitidéntification or re-identification of PI[ principals,
as soon as theeriginal PII is no longer necessary for the identified
purpose(s)-
A.7.4.6 Temporary files Control
The'organization shall ensure that temporary files crepted as
aresult of the processing of PII are disposed of (e.g. erdsed or
destroyed) following documented procedures within g specified,
documented period.
Control
A74.7 Retention The organization shall not retain PII for longer than is pecessary for
the purposes for which the PII is processed.
Control
A74.8 Disposal The organization shall have documented policies, procedures and/
or mechanisms for the disposal of PII.
Control
A7.4.9 PII transmission The organization shall subject PII transmitted (e.g. sentfto another or-
controls ganization) over a data-transmission network to appropriate controls
designed-to-ensurethatthe datareachesitsintended destination.

Objective:

A.7.5 PII sharing, transfer and disclosure

To determine whether and document when PII is shared, transferred to other jurisdictions or third parties
and/or disclosed in accordance with applicable obligations.

to which PII can be
transferred

Identify basis for PII  |Control

A751 transfer between The organization shall identify and document the relevant basis for
jurisdictions transfers of PIl between jurisdictions.
Countries and inter- | control

A.7.5.2 national organizations

The organization shall specify and document the countries and in-

ternational organizations to which PII can possibly be

transferred.
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Table A.1 (continued)

Records of transfer

Control

A.7.5.3 The organization shall record transfers of PII to or from third par-
of PII ties and ensure cooperation with those parties to support future

requests related to obligations to the PII principals.
Control

A75.4 Records of PII disclo- o ) ) )

SAEE sure to third parties | The organization shall record disclosures of PII to third parties,

including what PII has been disclosed, to whom and at what time.
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