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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procedures used to develop this document and those intended for its further maintenance
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Introduction

De-identification is one potential means for facilitating the use of personally identifiable information
(PII) in a way that does not identify or otherwise compromise the privacy of an individual or a group
of individuals. The appropriate use of de-identification techniques can support compliance with
regulatory requirements and relevant privacy principles. However, the term “data principal” used in
this document is broader than “PII principal” and, for example, includes organizations and computers.

Inalmostall cases de-identification requires, at the very least, an evaluation of the additional information
available to an individual or group that can inappropriately reveal or uncover PII (which is referred to
as an adversary, whether a data principal is identified intentionally or not), and how they can combine

ittoreveal or
circumstance
information i
identification
available to a
identity discl

This docume
use of data de
can be appliec
reuse of that

|

uncover PII. In short, de-identification requires an assessment of the environment dnd the
5 in which the data are made available to data recipients. This considers whatraddjitional

available to an adversary and the possibility of attacks and motivation to resident
also requires an assessment of the data. This determines how the additional‘infor}
1 adversary can be used to reveal or uncover PII and the possibility of refidentificat
sure, by itself or attacks of inference.

t provides organizations with an implementation framework to.govern the appr
-identification techniques described in ISO/IEC 20889. This de-identification fram
| at any point in the data lifecycle: from designing the means‘of/data collection, the i

data, making data available to external partners, or archival. The data recipient

therefore be i

in accordancg with this de-identification framework. As shownfn Figure 1 a), use and reuse i
the custodian maintains oversight over the de-identified dataywhile making it available to an iy
department dr functional group. Figure 1 b) shows external sharing, which implies the cug
maintains ovgrsight over the de-identified data while making it available to an external data re
(e.g. through a virtual access portal, or a physical data centre). Figure 1 c) shows external release

implies the c
each of these
from the cus
available afte

Custodia

ternal or external to the data custodian that is implenmtenting procedures and pr

stodian transfers oversight over the de-identified data to an external data recipi
cases, the process of de-identificatioftiitself can be transferred to a third party, se
fodian or recipient. Written agreefrents with the recipient determine how datd
- de-identification can be used, in accordance with applicable laws.
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Figure 1 — Data availability
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Information security, cybersecurity and privacy protection
- Privacy enhancing data de-identification framework

1 Scope

This document provides a framework for identifying and mitigating re-identification risks and risks
associated with the lifecycle of de-identified data.

This document is applicable to all types and sizes of organizations, including publi¢ and private
companies, government entities, and not-for-profit organizations, that are PU\contfollers or PII
procegsors acting on a controller’s behalf, implementing data de-identification-processgs for privacy
enhanfing purposes.

2 Normative references

The following documents are referred to in the text in such a way' that some or all of|their content
constifutes requirements of this document. For dated references, only the edition citefl applies. For
undatgd references, the latest edition of the referenced docunmient (including any amendn]ents) applies.

ISO/IEC 27000, Information technology — Security techitiques — Information securit)] management
systems — Overview and vocabulary

[SO/IHC 29100, Information technology — Security‘techniques — Privacy framework
ISO/IHC 20889, Privacy enhancing data de-ideiitification terminology and classification of tgchniques
ISO 31P00, Risk Management — Guidelines.

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, I§O/IEC 29100,
ISO/IEC 20889, ISO 31000_and the following apply.

[SO and IEC maintain(terminology databases for use in standardization at the following afldresses:

— ISP Online browsing platform: available at https://www.iso.org/obp

— IE[C Electropedia: available at https://www.electropedia.org/

31
custodiam
person or entity that has custody, control or possession of electronically stored information

[SOURCE: ISO/IEC 27050-1:2019, 3.2]

3.2
data recipient
person or organization by, with or to whom data is accessed, shared or released

3.3
adversary
individual or unit that can, whether intentionally or not, exploit potential vulnerabilities

Note 1 to entry: Adversary, attacker, intruder, snooper, and other similar terms are often used interchangeably
in the de-identification literature.

© ISO/IEC 2022 - All rights reserved 1
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3.4

threat modelling

systematic exploration technique to expose any circumstance or event having the potential to cause
harm to a system in the form of destruction, disclosure (3.8), modification of data, or denial of service

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.4290, modified — Note 1 to entry has been deleted.]

3.5
privacy impact assessment
PIA
overall process of identifying, analysing, evaluating, consulting, communicating and planning the
treatment of potential privacy impacts with regard to the processing of personally identifiable
information, framed within an organization’s broader risk management framework

[SOURCE: ISOYIEC 29134:2017, 3.7, modified — Note 1 to entry has been deleted.]

3.6
defined popylation
set of elemenfs that a dataset is drawn from that contributes to the adversary’s (3{3) ability to idgntify a
data principa

3.7

sample
dataset that i§ only a proportion of the defined population (3.6), such*that an adversary (3.3) cannot be
certain that ahy particular entity was in it

3.8

disclosure
revealing conffidential or personally identifiable informatien from a dataset based on a vulnerfability
that is found ¢r exploited

39
shared data
dataset in whjch a fixed set of entities have been granted access to the data by the custodian

3.10
released data
dataset in whjch the custodian noJonger directly controls who has access to the data

3.11
data privacy/model
approach to |the applicdtion of data de-identification techniques that enables the calculation of
identifiability]

[SOURCE: ISQ/IEC 20889:2018, 3.3, modified — The word “formal” and “measurement” have been
deleted from {héterm and "data" added, and “re-identification risk“ has been replaced by “identifigbility“
in the definitiormr}

3.12

written agreement

data sharing agreement, memorandum of understanding, data access request, contract and any other
formally documented agreement

3.13
data transformation
modification of the data

2 © ISO/IEC 2022 - All rights reserved
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de-identification governance
system of directing and controlling the de-identification process
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[SOURCE: ISO/IEC 38500:2015, 2.8, modified — “the de-identification process” has been added to the
definition.]

4 Symbols and abbreviated terms

PIA
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It can pe necessary to repeat the process if the resulting de-identified data does not me
criterip (b the custodian or intended data recipient), in an effort to find solutions that g
to both\parties. For example, the privacy and security practices for the data enviro

privacy impact assessment

personally identifiable information

probability function

yerview

al of this document is to provide a principles-based framework to approach de-
considers procedures, risks, and harms. A principles-based.a@pproach to de-id¢
ed to be neutral on the specifics of implementation and technologies. The framewor
main parts:

ntext (Clause 6): An assessment of the environment and circumstances in which

versary. This implies that risk can be manage@d/through contextual controls as ¥
e [T security controls, obligations described in*written agreements, and policy an
basures).

ta (Clause 7): An assessment of the data; to determine how the additional informa
an adversary can be used to reveal gruncover PII. Risk can be managed by limiting
hde available, and in what form thatdata will be made available (by transforming t

bntifiability (Clause 8): The.method of assessing identifiability is a function of cor

apjpropriate tolerance shall be defined to ensure the identifiability is below a pre-defi
leyel.

Gavernance (Clause.9): Documented procedures and practices for the custodian to eng
are done consistently and effectively, now and in the future, and the preparations tha
bdfore, during;and after de-identified data are made available.

obability of an attack) and.data risk (the probability of disclosure given that there is

dentification,
pntification is
k is presented

the data are

hde available to data recipients, to determine what, external information can be available to an

vell (meaning
d governance

tion available
what data are
he data).

itext risk (the
an attack). An
ned tolerance

ure the above

[ are required

et acceptance

re acceptable
ment can be

improved 1n an effort to reduce threats and improve the utility of data that are made available to the
data recipients based on their operational context. The entire approach can be thought of in a somewhat
linear fashion, with de-identification governance by the custodian embodying the overall processes
of context assessment, data assessment, identifiability assessment and mitigation, and acceptance
criteria, as shown in Figure 2. It is, however, possible to reorder elements based on implementation
needs (e.g. improving efficiency and scalability for specific data flows). ISO 31000 contains guidelines
on managing risk faced by organizations.
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6 Contextlassessment

6.1 Genersz

The custodia
(either by prd
identification

NOTE Leg

Determining
accessed, sha
under which
elements sha
detailed chec
standard risK
data principa
successful.

6.2 Threat

6.2.1 Gene

The custodiar
and structuré
released. Thij
data they hav
controls such

Dea-idaentificationframework innractice
...... De-taeRtcatonHaHReweRInpraceee

1

h shall evaluate the context in which data are being made available to a data re
viding shared access or by giving a copy of the dataset), tohelp properly scope {
process.

bl requirements can apply.

this context involves a detailed assessment of-the environment in which the d3
the data are made available to a data recipient (such as levels of transparency).
1 be factored, in one form or another, inte the method of assessing risk. For ex

klists can be used to categorize risk in the data environment, and be factored
matrix used to compare the possibility of an attack against the impact of identi

modelling

ral

Cipient
he de-

ta are

red or released, where the data come from and-.their intended use, and the circumstances

These
ample,
into a
ying a

in a given context. It should be noted, however, that disclosures only occur if the attack is

doing the sharing or releasing, or a third party doing an assessment, shall use an ob
bd process. tolevaluate the environment in which the data will be accessed, sh

enviromtient includes persons and their motives (organizational and individual)
e access-to, and their infrastructure and governance structures (including IT s

or assessmen
environment,

as those described in ISO/IEC 27002 and ISO/IEC 27701, access policies, etc.). An |
~even self-administered, can capture a great deal of information regarding the

ective
red or
other
curity
audit
elease

A structured approach, often known as threat modelling, shall be used to assess the risk of an attack
that would reveal or uncover PII. This includes examining what other external data sources can be
available and sketching out the who, why and how of a potential disclosure. Potential threats can be:

by an insider to the group or organization that is the data recipient.

while a data recipient is working with the shared or released data.

have faile

d to prevent a data disclosure.

©ISO/IEC 2022 - All rights r
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6.2.2 Security and privacy practices

The security and privacy practices of the data recipient will have an impact on the likelihood of a rogue
employee at the data recipient’s site being able to re-identify the shared data. A rogue employee can
choose not to abide by a contract in the absence of strong mitigating controls. The security and privacy
practices can also determine the likelihood of an outsider gaining access to the shared data, either

directly or by compromising an insider’s credentials.

An evaluation of mitigating controls shall be detailed and evidence based.

NOTE

Using
sharin

In ord
can ta

6.2.3

A reci
obliga
provided they are enforceable (through legal mechanisms and*by refusing to share or rele
data).

ddlivery of training on disclosure risks to individuals‘with access to de-identified dat

re

prphibiting attempts to identify data principals in the data made available to dg

or
di

al
st

prphibiting the sharing with any other data recipient without express permission;

ddfining the enviromment in which the data are accessed, shared and released (the i

an

ddfining acceptable use cases and any expectations of how the data are used, or how
eviluatedojensure its use is for purposes that are deemed appropriate.

Professional, international, and government regulations, standards, and policies can apply, including
ISO/IEC 27002 and ISO/IEC 27701, where appropriate.

a standardized approach also ensures consistency, not only for a single orgdnij
o data, but across organizations.

ke into account third party audits and relevant certifications, as well asre-using pr

Motives and capacity to re-identify

bient's motives to reveal or uncover PII can be controlled/dn\part by training, ay
ions described in written agreements, including processes-and terms described in |

Dbligations in written agreements can include:
pular reminders of their obligations to upholdidata privacy and security policies;
linking data that would extend theprofiles of data principals (thereby increasi

sclosing PII) without express permission;

owing for spot checks or full audits (possibly by a third party) that ensure compli
hted terms of the agreement;

d governance sfriictures that are expected to be in place);

zation that is

br to avoid inappropriate or excessive burdens on the data provider or récipient, the evaluation

or analyses.

vareness, and
bO/1EC 23751,
hse additional

ta recipients,
hg the risk of

Ance with the

hfrastructure

use cases are

NOTE

open djta

It_is possible that the enforcement of agreement obligations is not as effective wheT publishing as

In planning the above obligations, the custodian should know where the data have come from, where
they are going, and what the intended uses are for the data being accessed, shared or released. This
will help situate the data release and the environment in which they will be made available to data
recipients, so that appropriate measures can be taken to reduce the risk of potential disclosures of PII.
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6.3 Transparency and impact assessment

6.3.1 General

The custodian shall assess the impact of disclosure, which decides tolerance when identifiability is
evaluated, and can include:

expectati

sensitive

ons of privacy are better understood by the entities involved.

attributes or be stigmatizing.

Being as transparent as possible and engaging with stakeholders where practicable. This way

Whether the data are highly sensitive and intimate, come from vulnerable populations, or can reveal

Potential

The trus
partners

How the

The exte
example,

Any potel

6.3.2 Tran{

I

injury or harm to data principals that can arise due to inappropriate processing)

fworthiness of the data recipients (e.g. data sharing agreement in place; hist
ip, incentives to remain an ongoing partner).

urposes for sharing and intended uses are in line with the interest of data princip3

ht to which data recipients will thoroughly consider their poetential uses of da
the use of privacy impact assessments) and act accordingly.

rtial breach of legal principles or fundamental rights.

sparency of actions and stakeholder engagement

The custodiap should explain simply and clearly its data cellection practices, how it reuses dat

a description
sharing activ
Trust require
balance of ris

of its rationale, and be open to feedback orseek the views of stakeholders on if

5 openness. Meaningful discussions with'stakeholders can help to establish a reas
k and benefits.

The custodian can consider comparing how similar organizations in its sector are releasing or s

data, and whg
on the data pi
be considered

ther any concerns have been rdised about their practices. Surveys and focus grou
incipals’ views of data release, sharing and reuse (e.g., by industry associations) c:
to help inform decision.making.

6.3.3 Privacy-related harms

The custodia
made availab
custodian mal

a)

evaluate

h should conSider the potential privacy-related harms that can result from datg
e, including-potential injury or harm due to inappropriate processing. For examy

y

vhether the data are highly sensitive and personal; and also

ory of

Is.

ka (for

a with
s data

ties with the goal of understanding, and‘Where appropriate, addressing their corcerns.

pnable

haring
b work
in also

being
le, the

b)
1

consider use cases that may:

reveal sensitive attributes,

2) be stigmatizing, or

3)

support decisions that adversely affect data principals.

A custodian should conduct privacy impact assessments (PIA) in order to identify privacy-related risks
and the proper controls to mitigate them. The PIA process may be shared and explained to increase
transparency. It is a process that begins at the earliest possible stages of an initiative, when there are

© ISO/IEC 2022 - All rights reserved
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still opportunities to influence its outcome and thereby ensure privacy by design. It is a process that
continues until, and even after, the project has been deployed.

NOTE The guidelines for the process of conducting a PIA and the report’s structure and content is described
in [SO/IEC 29134.

Oversight mechanisms should be considered that avoid or meaningfully reduce the risk of harm and
thereby engender the data principal’s trust in the use of data, and some of these should be transferred
as obligations to data recipients.

7 Data assessment

7.1 General

The goal of de-identification is to produce data that meets the requirementscof.the uge case, while
protedting the privacy of data principals. A data assessment is used to undegstand featufes and attack
modelling exploits these features to evaluate potential vulnerabilities (e.g} singling out, linking, and
infereﬂ:)ce) which are described in ISO/IEC 20889. The identifiability assessment in Claufe 8 defines a

threshpld or protection objective based on established benchmarks:, The default assurnption should
be that if an element or feature of the data is not needed for the\ise case (sensitivg information,
compl¢x data structures that increase risk, etc.), the custodian should plan to remove it. Anything that
the cuptodian can do to reduce the complexity of the data will,in turn, reduce the confplexity of the
technifal analysis that the custodian shall conduct.

7.2 Data features

7.2.1 | General

When [thinking about whether, and how, to share or release data safely, a key consideratllon is the data
themseglves. The custodian shall evaluate features of the data that are central to identifialpility.

7.2.2 | Data principals

The c;tstodian should use the following to gain insight into the external background information
available to an adversary:

— thp kind of data principals represented in the dataset;
— thp nature and uniqueness of the data in the dataset and its potential value to an advé¢rsary;
— other dataabout a data principal available to an adversary;

— what-amotivated adversary can learn about them through targeted searches.

The custodiamshoutdatso tonsider whetter there are any vulnerable groups i the dataand take extra
care in deciding whether or not they are needed in the data the custodian wants to make available and
the processes required to protect them.

7.2.3 Data type
Data can be:

— Unit-level records, in which the rows represent a single population unit (person, household, etc.)
and the columns represent the information (attributes) collected about them.

— Aggregated, in which cells represent the collection of population units that share categorized
information collected about them.

© ISO/IEC 2022 - All rights reserved 7
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ion of the above.

Each form of data carries different risks and different approaches are needed to protect them.

7.2.4 Attribute types

Unstructured, such as free-form text in which there are no restrictions on content or format, or a

The custodian shall determine the constituent parts and structured content of the dataset, where
feasible doing this at record level granularity and by field type. For instance, ascertaining whether data
elements can be:

direct identifiers;

indirect i

of other c
the data,

Annex A prov

NOTE1 Wh
attempt to rev|
reputation is li
about possible

NOTE2  Atty
considered in t

7.2.5 Datas

The custodia
identifiability]

the custo
possible.

NOTE Fur

Group st
with one
defined p

Longitud
Potential
longitudi

Hentifiers;

pncern (e.g. not widely available and targeted due to the confidential or personal na
bossibly warranting additional protection).

jdes examples of direct and indirect identifiers.

bn dealing with sensitive data, the risk is higher both in terms of the likelihood of a de
pal or uncover PII and the impact. The impact on the organizatien in terms of public tr

harm that can arise from disclosure.

ibutes that are indirect identifiers can be the attributes ¢f interest to the data recipients. T
he identifiability assessment and can be removed

et properties

as a precursor to the requirement of €areful data analysis and can include:

Data quallity: All data contains some level of'error which offers some degree of protection. Al{

Hian is likely to want to minimize this error for the sake of providing the most usef

ther information on data quality models is provided in ISO/IEC 25012.

ucture data: Thisis'data that contains information for members of a group who are
Another. The data-provide (more) information that can make a data principal uniq
ppulation.

nal data: This is data about a defined population which is collected over time and
y unigde changes in information over time can be captured and stand out among
hal patterns.

kely to be greater the more sensitive the data. Identifying target-.content informs the organ

h should consider how properties of.a“dataset can potentially increase or de

kure of

iberate
st and
ization

hey are

crease
hough

1] data

linked
ue in a

inked.
b other

Population or sample data: Fopulation data are about all persons 1n a particular identifiable group

(as opposed to a random sample). There will be little uncertainty as to who is represented in
population data.

7.3 Attack

modelling

7.3.1 General

The custodian shall identify a set of potential attacks and associated metrics, which are used for the

attack modell

ing, in conjunction with the threat modelling (see 6.2).
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The custodian may objectively consider the following attacks to determine if they are credible
possibilities, along with other significant domain-specific or dataset-specific concerns:

— attack where the adversary knows that a target individual entity is in the data;
— attack where the adversary does not, or cannot, know if a target individual entity is in the data;
— attack on all entities (rather than a target individual entity) that can be in the data.

NOTE These are sometimes referred to as prosecutor, journalist, or marketer risk, respectively, in the
academic literature.

Metrics can also be averaged across all data principals (average risk), or the maximum taken across all
data principals (maximum risk).

7.3.2 | Maximum or average risk

— Maximum risk: For this metric, the maximum level of identifiability for{a-single data principal is
taken, measured across all data principals in the shared or released data. This metriq is used when
there are no controls in place (e.g. public data sharing or release) to prevent the mostidéntifiable data
prjincipal from being targeted in an attack. The custodian should.assume a high possibility of attack
because of the public nature of the sharing or release of data/=someone will likely|be motivated
to|attack the dataset if only to demonstrate potential vulnérabilities in it (called a demonstration
atfack).

— Average risk: For this metric, the average level of identifiability for a single data principal is taken,
measured across all data principals in the shared<®r'released data. This metric is us¢d when there
arg controls in place (e.g. non-public data sharingor release) to prevent any individual data principal
frgm being targeted in an attack, but not necessdrily limited to the most identifiable data principal.
The custodian should assume an honest but<urious adversary when suitable contro|s are in place
to|prevent a demonstration attack.

7.3.3 | Population or sample-based attack

The adversary has some background information about a specific data principal they |are targeting
and uges this background information to search for a matching record in the de-identifjed data made
availalple to recipients. There are three types of attacks, two of which the custodian may evaluate based
on whether the adversary ‘knows if a targeted data principal is in the data made available, and a third
type when the attack is(not targeted:

— Attack of entity'in-population: In this scenario, an adversary knows the targeted entity|is in a defined
pdpulation if¥the data made available. The targeted entity will, by definition, be a datla principal.

— Attack of-entity in sample: In this scenario, an adversary does not, or cannot, know if the targeted
erltity is/in the data being made available, most likely because the targeted entity is if} a sample of a
lapger’defined population. The targeted entity can be a data principal, or not.

— Datasetattack: In this scenario, an adversary wants to disclose the identity of as many data principals
as possible in a dataset that has been made available.

7.3.4 Data privacy models

The custodian should choose data privacy models to help quantify identifiability in the data by
forecasting a measure of data privacy.

NOTE For a description of a taxonomy of technical privacy metrics, see D Wagner I and Eckhoff{21],

Models make assumptions about the adversary and the context in which the data are made available.
They can be useful in assessing the likelihood that data principals can be identified directly or indirectly
in the data and making informed decisions about what transformations to the data are needed to reduce
identifiability (for example, generalization, suppression, aggregation, noise addition), as described in
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ISO/IEC 20889. However, the custodian shall consider the context of the data access, sharing or release
as well as the data privacy model when making its decision.

There are many models to choose from. One class of models considers linking an entity to a record, to
an attribute, or to the made available dataset itself. Another class of models considers what information
will be gained in sharing or releasing data. Regardless of what model is used, understanding the
assumptions and parameters is critical to the determination of what privacy measures are needed to
prevent identity disclosure and how to factor the context of the data release into that assessment.

8 Identifiability assessment and mitigation

8.1 General

The custodian shall factor the context assessment and data assessment into the method of assesging re-
identification|risks which determine the overall identifiability of the data. Identifiabilit{zis'a fundtion of
the probabilify of an attack (context assessment) and the probability of successfullyidentifyingla data
principal givejn that there is an attack (data assessment).

8.2 Assessjing identifiability

8.2.1 Genefal

In the contexf of data sharing or release, the custodian shall consider disclosure scenarios to ground
the custodiarnfs assessment of identifiability in a framework pf\plausible events. In constructing these
scenarios, the custodian shall consider all the sources of thé data to which the would-be adviersary
can realisticallly have access. If other custodians have beenreleasing similar data for a while without
any apparent| problems, the resources that the custodian shall devote to this can be more npodest.
The custodiap should look for strong precedents, however, from data sharing or releases by regutable
organizationd such as national statistical organizations with decades of experience in de-identifiration.

The custodian should avoid focusing too closely on apparent vulnerabilities in the data. For example,
a record is upique if no other records shake’its combination of values on the identifying attributes
considered infa disclosure scenario (called uniqueness). Uniqueness does indicate vulnerability, but if
there is no wdll-formed scenario through'which that uniqueness can be exploited, no identity disqlosure
can happen. Tlhe custodian shall confirm that a match against a unique record in the custodian’s dataset
of the selectefl attributes in the scenario is correct, either through simulation or modelling. This takes
into account that the unique-rec¢ord can have a statistical twin in the defined population thaff is not
represented ih the scenarig sample.

NOTE Atttibute diselésures can help enable identity disclosures and can be factored into data privacy
models, as des¢ribed in3SO/IEC 20889.

8.2.2  Quanfifying identifiability

The custodian shall use objective methods and well-established benchmarks for selecting an
identifiability threshold. The threshold shall work with the data privacy model that is being used and
capture the likelihood and impact of identifying a data principal in a given operational context. For
public data, the threshold can be based on maximum risk; for non-public data, the threshold can be
based on average risk.

Identifiability can be quantified following a standard risk model where the probability of identification
(the likelihood of a risk) is given by the probability of identification given a threat times the probability
of a threat being realized. That is,

P(identification) = P(identification | threat) x P(threat).
NOTE The conditional probability, P(A | B), is the probability of A given B, or the probability that A will occur

on the condition that B occurs.
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Annex B summarizes well-established identifiability thresholds.

A subjective and objective criterion may be used by the custodian to influence the evaluation of impact,
which may be based on the items listed in 6.3. If the impact is deemed to be high, that should skew the
decision more toward a lower threshold. On the other hand, if the impact is deemed to be low, a higher
threshold would be acceptable.

The following elements may be taken into account when assessing identifiability:

What are the legitimate benefits to data principals or society from analysing the shared data?

Are the data highly detailed, are they highly sensitive and personal in nature?

What is the potential injury to data principals from an inappropriate processing ofthe data?

What is the appropriateness of approval by data principals for disclosing the data?

The thireshold can also be adjusted based on the benefits to entities from analysis of the data.

EXAMH
govern
custod
related

h, of data by a
se, outside the
treatments of

LE A higher threshold, can be justified for the internal reuse, within'the custodia
mment department improving services for their citizens and residents,(oy for external rey
an, of medical trials data by the sponsor for the purposes of developing or improving
diseases.

In bot
reuses

or legitimate
ntial benefits
priate lawful
nstead of de-

h cases mentioned in the example, data principals are dikély to expect compatible
of data. It is, however, important to meaningfully demonstrate that there are potg
to entfties, and that expectations are aligned. Otherwise{. where suitable for the appr
basis, pseudonymization can be used while maintainifig\the identifiable nature of data
identiffication which removes the identifiable nature-of data.

The adversary, however, does not know which names are correctly matched when consid
re-identifications. When the adversary attempss to verify the names that were matched,
error flactor can be necessary to capture thiSuncertainty.

bring possible
an additional

and tested. A
ons that have

Whatse
stand3
beens

ver identifiability measures the custodian uses, they should be well-established
rdized approach, adopted widely, is more likely to have assumptions and justificat
crutinized by experts.

8.2.3 | Adversarial testing

The cu|
attack

by simulating
fiability. This

stodian should use-adversarial or penetration testing to validate assumptions made
5 using "friendly” adversaries, as part of a practical assessment of a dataset’s ident|

can be
Itises

A mot
to extq

both informative and good practice, but takes skill and expertise as well as time 3
peciallydimportant, however, in high risk data sharing or release scenarios such as

rnal data resources such as the internet and public documents, and is actively w

nd resources.
ppen data.

vatédjadversary can be characterized as someone who is relatively competent, wiho has access

lling to make

enquiries to uncover information. In basic analyses, they are not typically assumed to have specialist
knowledge or advanced computer skills, or to resort to criminality. The custodian can of course use a
different set of assumptions about the type of knowledge skills and resources that an adversary may
bring to bear if they are well justified and to do so makes sense within the custodian’s own disclosure
scenarios (see References [16] and [19]).

Adversarial testing mimics more precisely what a motivated adversary can do, explicitly takes into
account errors in data and matching, and is based on real data gathering and real external data.
However, it is tied very tightly to one particular exercise and therefore doesn't necessarily represent
all of the things that can happen. In practice, the custodian should combine data analytical techniques
with adversarial testing rather than relying solely on either one.
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8.3 Mitigation

8.3.1 General

De-identification essentially attends to either or both of i) the environment in which the data will be
made available, or ii) the data to be made available. If the custodian’s identifiability analysis (context and
data) suggests that the data recipient needs stronger controls, the custodian shall suggest to the data
recipient to reconfigure the data environment, or change the data. Also, in deciding on what approaches
to apply, note that apparent disclosures (in which there seems to be a disclosure, even if that’s not the
case) can sometimes be just as harmful to a custodian as actual disclosures. Once mitigation measures
have been applied, identifiability should be re-evaluated by comparing with the threshold.

8.3.2 Reconfiguring the environment

Reconfiguring the environment essentially involves controlling who has access, how they accg¢ss the
data and for What purposes. For example:

— allowing [access only within the custodian’s own secure environment (virtual or physical data
enclaves)

— specifying the requisite level of security for the data;

— specifying that all analytical outputs be checked and sanctioned.bythe custodian before tHey are
published;

— specifying persons who may access the data;

— specifying other organizational mitigation measures 'such as required training and contgactual
obligations.

Placing or tightening controls on the environmenttends to have quite significant effects on the risk,
often ruling qut particular forms of attack, for example, and so if the data are sensitive these c¢ntrols
are certainly vorth considering.

8.3.3 Transforming the data

Usually the dustodian starts from a fairly fixed proposal of what the access, sharing or gelease
environment |s, and shall work on'changing the data to be made available to the data recipient wijith the
custodian’s uge case in mind, The custodian should start with the attribute types:

— Direct idgntifiers should be eliminated by suppression, or by replacing them with random vajues or
pseudonyjms that aremnot based on the identifying information (and irreversible in high-ridk data
access, sharing ot release scenarios, such as public data releases).

— Indirect |déntifiers should be eliminated by suppression if the information is not needed, or
transformed-using technigues-described below if raqnirnﬂ toreduce-the risk of disclgsuré to an

o 1
appropriate level (based on the custodian’s scenario).

— Sensitive information should be eliminated by suppression if the information is not needed, or
transformed using techniques described below if required to reduce the risk of injury or harms to
an appropriate level.

In general, the custodian should be able to reduce identifiability to an appropriate level through
generalization, suppression, and sampling as described in ISO/IEC 20889 because these methods are
easier to understand and can have meaningful impact on identifiability if used correctly.

— Generalization reduces the level of detail of the information provided, by increasing the size of
numerical intervals or merging categories of information.

— Suppression excludes certain attributes from the dataset made available to the data recipient,
eliminating that information entirely from consideration.
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— Sampling removes entities from the dataset being made available, which creates uncertainty that a
particular population unit is actually represented in the data.

The main alternatives as described in ISO/IEC 20889 are various forms of data distortion, techniques
that manipulate the data in order to foil disclosure strategies so that an adversary cannot be certain
that an attack was successful. Applying data distortion can affect data utility in an unpredictable and
non-transparent manner and leaves the custodian with the difficult question about whether or not to
share or release information about the distortion. Sophisticated approaches exist (e.g. synthetic data)
but are outside the scope of this document.

8.3.4

Re-evaluation

The cystodian can rerun their identifiability measurements in order to see what impact
the enfironment or changing the data has on identifiability. Many data privacy maodels
custodian through the selection of data transformations, provided the custodian has:alre

consi
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ration the context of the custodian’s data sharing or release.

p-identification governance

reneral

htification governance comprises three pillars: persofis, ‘process and technologyj
ses of a de-identification governance framework are supported and enabled by t
[he custodian shall formalize and periodically review governance related to its dg
ies and its principles, policies, and procedures/for data security, handling, mar
e, and sharing or release. These determine hew users' relationships with the dataj
and after data are made available and the steps needed in the event of a disclosure

Finciples, policies and procedures related to data sharing should be integrat
orated into, the custodian’s wider information and data security practices.

Before data are made available

General

zational structures-should be in place before data are made available to ensure
ble going forward. The necessity and the proportionality of the sharing, and the |
o should be assessed.

Assigning roles and responsibilities

reconfiguring
lso guide the
dy taken into

Persons and
e technology
ta processing
Jagement and
are managed

ed with, and

risks remain
pgal premises

IndiviTual roles and responsibilities within a custodian should be determined.
— Identify a person who Is responsible for authorizing and overseeing the disclosure control process

and ensure that they have the necessary skills and knowledge to do this.

— Ensure that all relevant staff are suitably trained and understand their responsibilities for data
handling, management, sharing and releasing. This can take the form of:

— in-house training on the principles and procedures of the custodian’s data processing activities;

— external training on core factors such as disclosure control issues and techniques, data security,

data protection law etc.;

implementing a staff non-disclosure agreement.
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9.2.3 Establishing principles, policies and procedures

A custodian's internal structures for making data available should include principles, policies and
procedures that cover:

— The whole de-identification process.

— Monitoring future risk implications for each data release.

— Maintaininga comprehensive record-keeping system across all the custodian’s operational activities
related to their data protection policies and procedures to ensure there is a clear audit trail.

— Underta

ing a privacy impact assessment (PIA) for all the custodian’s data products or acr

ss the

organizat
— helpt
— ensu
— prom
— help{
— Identifyiy
should al
should se
— Dealing v
consider

develop 3
disclosur

ion as a whole. A PIA can:

he custodian be aware of and address any particular privacy issues,
'e the transparency of the custodian’s activities,

ote trust in what the custodian does, and

he custodian to comply with relevant privacy legislation.

1g and dealing with cases where disclosure control can®e-problematic. The cusg
Ko consider at what point in the process (in dealing witha difficult case) the cug

vith unintended disclosures. Depending on the)custodian’s particular needs, it
developing separate policies related to different potential unintended disclosu
single policy. Whichever is chosen, the custodian should consider how an unin
e can occur and how it will respond.

9.2.4 Identifying and managing a data disclosuire

A custodian s
such an occur

— Definead
evaluatio
(see Tablg

— Identify t

— Identify t
of the wol
possible ¢
can arise

hould understand what a data. disclosure is and identify ways to reduce the likelih
rence. The custodian should:

h of whether an incident investigation is required, and the possibility of a data disg
1),

he types of data-disclosure relevant to the custodian’s data situation.

hose factors likely to lead to a disclosure, such as the loss of an unencrypted disc tal
'kplace'orthe accidental emailing of data to the wrong person. Thinking throughar

todian
todian

ek external help and advice from bodies such as a reguldtor or de-identification experts.

should
res, or
rfended

ood of

ata disclosure. Making a distinction between contextand data can supporta more njlanced

losure

fen out
inge of

lisclosure scenarios can be very useful in helping the custodian identify how a disg

losure

frem their usual processing activities, as well as what errors, procedural violaqons or

malicious Tntent can also occur.

— Establish
— Establish

measures to limit/avert those factors likely to lead to/facilitate a disclosure.

how the custodian will address violations of these measures.

Table 1 — Incident and breach scenarios for de-identified data

Incident Breach
Context Evaluate likelihood of context breach |Evaluate likelihood of disclosure
Data Evaluate likelihood of data disclosure|Evaluate impact of disclosure
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9.2.5 Communicating with stakeholders

The custodian should engage and communicate with stakeholders to determine what they would like
to know about the custodian’s processing activities and to determine what constitutes an appropriate
level of information to share. It is likely that stakeholders want to know the “what” of the custodian’s
processing activities, such as what data, or in which environments. They are also likely to want to know
the “how” of the custodian’s processing activities, such as how disclosures are avoided or how the
custodian determines an environment to be safe. Such explanations should not expose security-related
information that can assist an adversary in attacking the system and should be done a way that does
not expose trade secrets, or commercially or technically sensitive details.

9 3 Aftor data ara maada avrail
L] AKX i X

9.3.1 | General

While [the custodian’s data can be considered safe at the time of its being made-availablg, it is possible
that tHis is not the case in the medium term.

9.3.2 | Monitoring the data environment

Continuing advancements in IT capabilities, supporting ever-greater access to data angl capacity for
their analysis, and an ever-increasing amount of available data, mean that the custodian sHould consider
the pdtential for change in the data environment in whichthe custodian has made data available.
Possibje actions include:

— Kdeping a register of all the data the custodian has‘made available.
— Kgeping track of direct recipients of shared data.

— Cdmparing proposed share and release activities to past shares and releases to take pccount of the
pdssibility of linkage between releasesteading to a disclosure.

— Maintaining awareness of changesin the data environment and how these can impact their accessed,
shiared or released data. For exaniple:

—|{ keepingabreastof developments in new technologies and security that can affect the custodian’s
data situation by, for'example, reading technology journals/blogs, listening to relevant podcasts
or attending relevant events;

—{ monitoring, changes in the law or guidance on data sharing, releasing and dis§emination by
engaging,with relevant custodians such as industry groups and the relevant dataf protection or
privacgy~authority; and

— Kkeeping track of current and new public data sources of potentially identifying|attributes by,
for example, reviewing the information available on the internet and through mqre traditional
SOUTTES SUTH a5 pubttc Tegisters, totat tommmuimity Tecords, estate agemnts—1ists, professional
registers, the library, etc.

— Performing periodic adversarial testing (see 8.2.3)

9.4 Mitigation in case of incident

To reduce the impact if a disclosure were to occur, custodians shall be able to respond to a data
disclosure and put their plans into action, including:

— containing a breach;
— assessing and dealing with any ongoing risk;

— reporting the breach to the competent authorities and, if required, to the data principals;
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— reviewing and learning lessons;
— as applicable, implementing mitigation measures for any injury or harm to a data principal.

Custodians shall put in place mechanisms that can help deal with an unintended disclosure. This
includes having effective governance policies and procedures in place which essentially identify who
does what, when and how, and generally support a culture of transparency.

— The custodian shall ensure it has a robust audit trail: This demonstrates that the custodian has
followed all correct procedures, and identifies where, if at all, in their processing activities it can be
necessary to make changes to prevent a similar occurrence.

— The custpdian—shall-have acrisis managementpolicy This policy should identify kev roles and

responsibjilities and detail an action plan.

The custodian shall ensure it undertakes a periodic review of their processing activities.
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Annex A
(informative)

Example identifiers

A direct identifier can be any identifying number, characteristic or code that uniquely identifies a data
principal in a given operational context. Common direct identifiers include, but are not limited to:

a) Ngme

b) Ciyil identification number

c) Pdssport number

d) Diiver's license number

e) Address details

f) Erail address

g) PHone number

h) Fax number

i) Bdnkaccount

j)  Vehicle identifiers and serial numbers, including license plate numbers
k) Sqcial security number

1) Hgalth card number

m) Medical record number

n) Dgvice identifier and serial-number

o) Bipmetric identification codes, including fingerprints and voice prints, etc.
p) Fyll face picture.images and any other comparable pairs of images

q) Adcount numniber, certificate number or license number

r) Internétjprotocol (IP) address number

S W—\l-\ HRivarca lyraconrean locatorse (UUR] o)
SOt v e St T eSOt eeTo et O S oISy

Anindirect identifier can be any attribute that does not uniquely identify the data principal alone in the
operational context, but in combination with other information can uniquely identify the data principal.
Common indirect identifiers include, but are not limited to:

a) Gender

b) Date of birth or age

c) Date of event (e.g. admission, surgery, discharge, visit-related date)
d) Geographic range (e.g. zip code, building name, region)

e) Ethnic origin
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Nationality, place of origin

Language

Aboriginal identity

Visible minority status

Job title, work unit, department and other occupational information

Marital status

Education level

Years of
Total revg
Religious

Power co

chooling
e
beliefs

hsumption of a household
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