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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are

described in fhe TSO/TEC Directives, Part 1. In particular, the different approval criteria needed
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Introduction

Information security is a major concern of any information and communication technology (ICT) system
and Internet of Things (IoT) systems are no exception. IoT systems present particular challenges for
information security in that they are highly distributed and involve a large number of diverse entities.
This implies that there are a very large attack surface and a significant challenge for the information
security management system (ISMS) to apply and maintain appropriate security controls across the
whole system.

Privacy or personally identifiable information (PII) protection is a significant concern for some types
of [oT systems. Where an [oT system acquires or uses PI], it is usually the case that there are laws and
regulafions that apply to the acquisition, storage and processing of PII. Even where rdgulations are
not a ¢oncern, the handling of PII by an IoT system remains a reputational and trust eqncern for the
organizations involved, for example, if the PII is stolen or is misused, potentially causing|some form of
harm fo the people identified by the information.

Security and privacy controls in this document are developed for stakéholders in an IoT system
environment, so as to be utilized by each IoT stakeholder, throughout the [oF system life dycle.

© ISO/IEC 2022 - All rights reserved v


https://iecnorm.com/api/?name=eb3c8cf7608914195d11d6a47d090d5e



https://iecnorm.com/api/?name=eb3c8cf7608914195d11d6a47d090d5e
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Cybersecurity — IoT security and privacy — Guidelines

1 Scope

This document provides guidelines on risks, principles and controls for security and privacy of Internet
of Things (IoT) solutions.

2 Normative references

There pre no normative references in this document.

3 Terms and definitions

For the purposes of this document, the terms and definitions given in,ISO/IEC 20924, I§0/IEC 27000,
[SO/IEC 29100, ISO 31000 and the following apply.

[SO and [EC maintain terminology databases for use in standardiZzation at the following afldresses:

— ISP Online browsing platform: available at https://www.iso.org/obp

— IE[C Electropedia: available at https://www.electrépedia.org/

3.1
cloud computing
paradigm for enabling network access to a scalable and elastic pool of shareable physical or virtual
resourjces with self-service provisioning and‘administration on-demand

Note 1 o entry: Examples of resources include servers, operating systems, networks, software, applications and
storagg¢ equipment.

[SOURLE: Recommendation ITU~FY.3500 | ISO/IEC 17788:2014, 3.2.5]

3.2
cloud service
one or|more capabilities offered via cloud computing (3.1) invoked using a defined interfage

[SOURLCE: Recommmendation ITU-T Y.3500 | ISO/IEC 17788:2014, 3.2.8]

3.3
IoT degviee
entity |ofiah IoT system that interacts and communicates with the physical world throulgh sensing or
actuating

3.4
IoT device developer
entity that creates an assembled final IoT device

Note 1 to entry: “final” in this definition means the stage of delivery to the 10T service developer in the assemble
process.

3.5
IoT platform
infrastructure that enables the deployment, management and operation of [oT devices

© ISO/IEC 2022 - All rights reserved 1
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3.6
IoT system

system providing functionalities of Internet of Things

Note 1 to entry: [oT system is inclusive of [oT devices, [oT gateways, sensors, and actuators.

Note 2 to entry: In the context of this document, this also includes applications and backend that support loT

solutions.

3.7
IoT solution

seamlessly integrated bundle of technologies, potentially including sensors, gateways and actuators

Note 1 to entry

in other none |

3.8
ecosystem
infrastructur

T solutions

e and services based on a network of organizations and stakeholders

Note 1 to entry: Organizations can include public bodies.

[SOURCE: ISOfIEC TS 27570:2021, 3.8]

4 Abbrev

ated terms

ASD Appliication and Service Domain

CRM Custpmer Relationship Management

DoS Denipl of Service

IC Integrated Circuit

ICT Infomation and Communications. Téchnology
[oT Intennet of Things

ISAC Infomation Sharing and-Analysis Centre

ITS Intelligent TrafficSystem

OMD Operjations andManagement Domain

OTA Oven The Air

: These can solve a specific problem or need or they can be used to build additional functj

onality

PED Physteal-Entity-Domain
PII Personally Identifiable Information

RAID  Resource Access and Interchange Domain

SCD Sensing and Controlling Domain

UD User Domain

Wi-Fi ~ Wireless Fidelity
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5 1IoT concepts

5.1 General

This clause provides a brief introduction to IoT concepts and reference models which are useful in the
context of security and privacy. Detailed information on these topics is provided in ISO/IEC 30141.

5.2 Characteristics of IoT systems

The applications of IoT systems are diverse, making it impractical to define a generally applicable set
of characteristics for every loT system. As a practical way to describing characteristics of loT systems,
“comnjon characteristics” and "Specific characteristics for application areas’ can be idenfified.

[oT sygtems share following common characteristics.

— Iof systems include IoT devices, which is specific hardware and software equipment|which is used
in[conjunction with or attached to physical things or materials.

— o devices are connected to networks and have the ability to transmit and receive data. Wired as
well as wireless networks can be used.

— o devices usually have sensing capabilities, e.g. for detecting-environment states or/movements.

— Iof devices can have actuating capabilities, e.g. receiving controlling data in order to inftiate physical
acfions.

— Iof systems include [oT applications in order to process data from [oT devices, to gengrate and send
controlling data, and to enable integration with'ether systems.

— o systems include operational componeunts which allows the setup and operation pf IoT devices
arld applications.

— Iof systems support human or digital*'users (for further information refer to ISO/IEC[30141).

Depenfding in which area or for which purpose [oT systems are used there are specific fequirements.
See the following list of examples!

— Fdr consumer IoT systems pricing is very sensitive, which makes low cost for manulfacturing and
oplerating loT deviceS:important. Depending on the data processed, data privacy can also be very
inmportant.

— Infustrial IoTsystems can replace or be used in conjunction with an industrial plapt and control
systems and therefore, be subject to similar requirements such as high availability or|safety. Safety
offprocess.utilizing IoT systems may depend on the security characteristics of an IoT Hevice.

— lo[§ystems used in vehicles are used in the context of reliability or safety relevant flinctionalities.
Wmmﬁmmmwnio consider, a

safety use case can impose high integrity and availability requirements.

For further information and discussion of specific use cases for IoT systems, refer to
ISO/IEC TR 22417:2017.

[oT service providers often use cloud infrastructure to implement their services. Especially when using
public cloud services, this allows low initial cost and great scalability.

An IoT service provider should ensure as a consumer of a cloud service that the cloud service has
adequate security controls in place. These controls, often also in combination with additional controls
at the IoT service provider’s side, should fully address the security and privacy requirements of the IoT
users (e.g. regarding protection of PII), for which the IoT service provider is in a supplier role.

© ISO/IEC 2022 - All rights reserved 3
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For further guidance on supplier relationships in cloud services refer to ISO/IEC 27036-4, for guidance
on security controls for cloud services based on ISO/IEC 27002 refer to ISO/IEC 27017, and further
guidance on PII protection in public cloud is provided in ISO/IEC 27018.

5.3 Stakeholders of IoT systems

5.3.1 General

In order to be able to implement security and privacy for an IoT system, it is important to know the
stakeholders of the system. Depending on their role, they are either setting the level of security and
privacy required for the system based on their risk appetite, or they contribute to effective controls for
achieving thefe Trequirements.

ISO/IEC 3014} defines three types of roles: IoT service provider, loT service developer and{oT upers. It
also defines a|number of subroles and activities, some of them relate to security and privacy.

In 5.3, the cohmon stakeholders relevant for most IoT systems are introduced.

5.3.2 10T service provider

An IoT servicg provider manages and operates the services of an [oT systemjwhich are offered to the IoT
users.

Common servjices provided by IoT service providers include connectivity services, data collectipn and
management pervices as well as management service for loT-related assets such as IoT devices.

The IoT servige needs to match the [oT user’s needs and is dependent on a specific use case or a rglevant
[oT ecosysten.

[oT service prjoviders need to understand the functional and non-functional requirements of [oT users
for services provided, and to satisfy IoT users with'the services, particularly in terms of security and
privacy.

In order to achieve this, loT service providersalso need to fully understand any relevant threat yectors
in order to befable to perform a risk assessment and to select effective risk treatment options.

For specific c]introls which have to beconsidered by an IoT service provider, refer to the controls given
in Clause 7 which have “IoT service'provider” as the indicated audience.

5.3.3 10T service develeper
[oT service dgveloperg-are responsible for the design, implementation and integration of [oT services.

IoT service developers can be further specialized, e.g. by taking on the role as architect for [oT solutions
or platforms, [asdesigner and or implementer for IoT applications, as designer or implementer for IoT
devices.

In each role, IoT service developers should follow best practices for design and development, e.g.
adhering to security and privacy by design principles or using secure software development life cycles.

One of the subroles of 10T service developers is 10T device developer. It does engineer and produce
specific hardware equipment to be used in [oT systems, in particular IoT devices.

IoT devices can either be operated and used directly by an IoT user or by an IoT service provider, and
the technically same device can be used in various different IoT use cases. It is important for an [oT
device developer to consider the security and privacy requirements of potential usage scenarios for the
device in the design phase, in order to be able to offer devices which have the right set of functionality
and features to fulfil their customers’ need.
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[oT service developers need to understand and consider the security and privacy expectations and
requirements of the 10T service providers as well as of 10T users, so that necessary controls are selected
to ensure adequate treatment of risks of the IoT system.

For more information regarding controls which have to be considered by IoT service developers, refer
to the controls given in Clause 7 which have “IoT service developer” as an indicated audience.

5.3.4 IoT user

An [oT user is the end user of an IoT service and can be categorized into human user and digital user.
Human user is an individual who uses the IoT service. Digital user is a non-human user of the IoT
service; it can be an automated service acting on behalf of a human user.

In the fase of human user, he/she can be either represented by an individual, for exampl€] in the case of
consuiner level [oT systems, or by an organization, e.g. in the case of industrial [oTsystenis.

In any|case, the IoT user does directly set or at least does influence the functional and rfon-functional
requirgments for an IoT system or an IoT service.

Itisinfthe core interest of the [oT user that an [oT system or [oT service ¢an be used withofit introducing
unaccg¢ptable risks in the area of security and privacy.

The leyel of security and privacy required to be provided in a [oT-system or service is majnly driven by
expectations or risk considerations done by IoT users. However, 10T users may often be uphaware of the
securify implications of the technologies.

For any use case a profound understanding of the [0l Users and of their needs and refjuirements is
crucial.

In ordgr to be able to treat IoT related risks adequately, there are also controls an Io[ user should
consider and implement. For more information‘regarding these controls, refer to the conjtrols given in
Clausel 7 which has “IoT User” as an indicated'audience.

5.4 10T ecosystem

Depenflencies among IoT seryice-providers, IoT service developers and IoT users in the context of
securify and privacy in an IoT-system can be described as an ecosystem, an analogy to the concept in
ecologly. The dependenciestin security and privacy in loT include:

a) products and seryices supplier relationships;

b) provision of measures by other entities within the ecosystem necessary in implementing security
arld privacycontrols (see Clause 7); and

c) pdtential‘externality of consequences in conceivable risk scenarios not contained within an entity
(s¢eClause 6), e.g. failure in implementing a control by an IoT service provider or gn IoT service
developer giving rise to security and privacy risk of [oT Users.

Furthermore, there are concerns about adverse effects on other organizations beyond the impact
between stakeholders assumed in a single IoT system, such as cyber attacks against external
organizations and countries that exploit vulnerable [oT systems and devices. These adverse effects
need to be addressed in an expanded ecosystem that includes the entities potentially affected, and
responsible organizations should implement controls (Clause 7) addressing them.

5.5 10T service life cycles
An IoT service introduces various life cycles, which can be mapped to the stakeholders of an [oT system.
More specifically, an [oT service is:

a) developed by an IoT service developer and IoT device developer(s);
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b) provided by an IoT service provider, and
c) used by IoT users.

Processes of these stakeholders form a set of interdependent life cycles of device development, service
development, service provision and use of the service. Figure 1 shows these life cycles of [oT service
and the relationships among them.

Requirement

IoT user
definition

Selection Deployment >> Operation >Terminatio>

3 &

Supplynrocess \
T

Technical management processes Q(l/b\
Organizational — Riskmanagement (l/
. project- — Quality assurance N
IoT service . Development Operation A irement
. engbling Technical processes Disposal

provider précesses — Operation /\b‘

— Maintenance

a?

=

Acquisition process >
loT service Concept Development Productlon Utlllzatlon Suppor Retlrement
developer
(non device
developer)

loT device Design Soirelig ai Manufacturmg Sellmg/support Retlrement
developer development

Figure 1 -£10T service life cycles

In the life cy¢le of the 10T device, the IoT device developer designs, develops, manufactures, gells to
and supports|the [oT service developers, the IoT service providers or the [oT users. At retirement of
the device, the 10T device developer terminates supporting the IoT device. Security and grivacy
requirements|are considered-in-design and development of the IoT device, and implemented as features
of the IoT devjce, e.g.

d) user authfenticatipnand access control mechanisms of the device;

e) physical Jecufity feature such as secure case; and

f) device SO nttvl\'rarn and f:rr\r‘nln')r‘n Hr\rl')f!hn' mor‘hc\hlc‘m and r\r\nl"')f}r\p

et orrrer

During supplier relationships, information of these features is provided to and used by the IoT service
developers and the IoT service providers at relevant stages of their life cycles. An IoT device developer
should ensure that adequate and updated device information including security related information is
available to all relevant stakeholders.

The 10T service developer designs, develops, produces, and supports the IoT system that enables the
[oT service. At retirement, the IoT service developer terminates supporting the [oT system. Based on
requirements for an IoT service driven by the needs of the assumed users of the service, security and
privacy requirements are considered in design and development of the IoT system, and implemented as
features of the IoT system, e.g.

g) user authentication and access control mechanisms of the service;

h) protection against malware;
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i) redundancy of components and network;
j) software updating mechanism and operation; and
k) functions and procedures for system operations.

Information of these features is provided to and used by the IoT service providers at relevant stages of
its life cycle and they need to be aligned with the security features of the used loT devices.

The IoT service provider develops the operation and operates the IoT service acquired from the IoT
service developer. At retirement, the IoT service provider terminates provision of the service. The
activities of these phases of the life cycle, i.e. development, operation and retirement, are implementation
ofsyst 1 Q Q Q 1 1 0 QQ 11 udinabutne 1mited O

1) acguisition process;
m) supply process;
n) organizational project enabling processes;
o) tefhnical management processes;
1)| risk management process;
2)| quality assurance process;
p) tefhnical processes;
3)| operation process;
4)| maintenance process; and
5)| disposal process.

Among these processes, the risk management process and the quality assurance procgss are key to
security and privacy in the IoT servic€)In the risk management process, security and priyacy risks are
assesspd and treated by applying the features of the IoT devices and the [oT system and jmplementing
securd operations. Through the:qdality assurance process, the 10T system and softwarg are ensured
to be gxcluding vulnerabilities.and malicious components, and to have necessary safety functions that
ensur¢ availability of the 16T system along with other safety aspects.

Through the supply proeess, information related to security and privacy in the use of the IoT service
and software updates.are provided to the IoT user.

The IdT user chooses an IoT service that meets its service and functional requiremerlts along with
security and-privacy requirements. Information related to security and privacy is pr¢vided by the
[IoT sefvice_provider and the IoT device developer, and are examined by the IoT user|at this stage.
After purehasing the IoT service, the IoT user applies software and firmware updates ahd uses other
information provided by the IoT service provider and the IoT device developer to keep the level of
security and privacy during the operation till the decommissioning of the IoT device.

It should be noted that security and privacy issues can occur due to lack of consistency among life
cycles of the stakeholders. As an example, the IoT service providers should be aware of the possibility
that support period of a specific IoT device terminates during the operation of the IoT service, or the
[oT device developer or other IoT service developer cease to exist in the market, while the IoT users
continue to use the IoT device whether aware or not of the termination.

5.6 Domain based reference model

[oT reference models presented in ISO/IEC 30141 provide views of the [oT systems. One of the reference
models is the domain based reference model which is a framework of functions constituting the IoT
system and its operations. Figure 2 is derived from ISO/IEC 30141:2018, Figure 13. The IoT user, the
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[oT service provider and the IoT service developer are added in this figure to show relevance o
stakeholders to the IoT domains.

f these

(
|
loT I User domain (UD)
user
N o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e — e ——
S S SR
loT ’/ Operations and Appllcatlon and Resource access and
Or ) I management service domain interchange
Is)io‘x,/liccfer I domain (ASD) domain
| UMD
and | U ©OMb] ) § (RAID)
loT |
service |
developer :
I Sensing and controlling domain (SCD)
\
N /

Figure 2 show
— the User ]
the Physi
the Sensi

the Oper
business

the Reso
entities c

Applicati
service p

Physical entity domain (FED)

Figure 2 — Domain based referénce model

s the following IoT domains:

Domain (UD) includes human and digital users;

Cal Entity Domain (PED) includesthe physical entities in an IoT system;
hg and Controlling Domain (SED) includes IoT devices and [oT gateways;

nitions and Management-Domain (OMD) includes the operation support system a
support system;

hn access the‘eapabilities of the IoT systems; and

roviders:

The domain-h

irce Access and Jiterchange Domain (RAID) provides mechanisms by which ey

bn and $eyvice Domain (ASD) includes the applications and services offered by f

aseéd reference model provides the overall structure of the elements of an 10T sysf]

Ind the

ternal

he IoT

em for

considering I0T security and privacy. The sk sources can be 1dentiiied 1n relation to the 1ol domains
(see 6.2). Each of the security and privacy controls can be related to one or more IoT domains (see

Clause 7).

6 Risk sources for IoT systems

6.1 General

This clause provides guidance and information on IoT specific factors and inputs which need to be

considered when identifying risk sources for IoT systems.

Based on identified risk sources, risk management for IoT systems should be done by usi
approaches and methods which have been standardised.

ng the
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Information on these approaches or methods is already covered by other International Standards, in
particular:

[SO 31000, giving generic guidelines on risk management;

ISO/IEC 27005, giving information security specific guifdelines for risk management;

IEC 62443 (all parts), giving guidance in the domain of industrial automation and control systems;

[SO/IEC 29134, giving guidelines on privacy impact assessment.

Where adoption of an information security management system is required, following International
Standards are relevant as well:

ISP/IEC 27701, providing extended requirements to the information security-manage
reguirements for privacy information management.

There fre 10T specific risk sources which need to be considered for the risk assessment 9
which are further detailed in 6.2.

6.2

Risk sources

6.2.1 | General

A risk

risk (see definition of risk source in ISO/IEC 31000)xWhen identifying risk scenarios a
[oT sygtem, application or service, relevant risk sotirces to be contained in the risk scena
identified thoroughly. Please see Annex A: loTaxonitoring camera sample risk scenario
walkthrough to performing a risk assessment."There are varied categories of risk sources

g)
h)

vilnerability of the IoT system, application or service;

lagk of knowledge and skills ©f persons who have roles in the provision or use of t}
application or service;

hyman error of persens who have roles in the provision or use of the IoT system,
sefvice;

exlistence of persons who have malicious intent of attacking the IoT system, applicati
quality of the IoT system, application or service and components of them;

exfistence of external systems and devices that can be abused in generating attac|

ISP/IEC 27001, providing requirements for information security management systenls;

ment systems

f [oT systems,

source is an element which alone or in combination has the intrinsic potential o give rise to

nd risks in an
rios should be
for a detailed
including but
e [oT system,

hpplication or

n or service;

ks on the IoT

tern, application or service;

existence of natural phenomena, e.g. lightning, flood and earthquake; and

lack of the organizational governance within the stakeholders of the [oT systems.

6.2.2 provides sample risk sources for each of the [oT system domains, 6.2.3 lists risk sources originating
from outside the IoT domains, and 6.2.4 discusses privacy related risk sources.

6.2.2 Sample risk sources related to IoT domains

6.2.2.1 Sensing and controlling domain

Following is a list of risk sources which should be considered in the sensing and controlling domain.

— Software and firmware of an 10T device or an IoT gateway has technical vulnerabilities.

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=eb3c8cf7608914195d11d6a47d090d5e

ISO/IEC 27400:2022(E)

— Software and firmware of an [oT device or an IoT gateway has no or insecure updating mechanism.

— AnIoT device or an [oT gateway has no or weak security function, e.g. weak authentication function,
encryption and redundancy.

— An IoT device or an IoT gateway can be configured in an insecure way.

— An IoT device or an IoT gateway does not have a level of quality that ensures continued operation in
a durable period.

— A developer of an [oT device or an IoT gateway does not have the capabilities required to develop a
secure loT device or an IoT gateway.

— A develogler of an IoT device or an IoT gateway does not have the capabilities to implement J]uality
that ensufres continued operation in a durable period.

— An 0T deyice or an [oT gateway is located at a site not protected by physically secute facility.
— An IoT defvice or an IoT gateway is located at a site where no personnel are statiohed.

— An IoT d¢vice or an IoT gateway operates under influence of weather and other environnental
conditionfs.

— An IoT de}vice or an IoT gateway is produced through ICT supply chain.

6.2.2.2 Opdgrations and management domain

Following is p list of risk sources which should be considered in the operations and management
domain.

— An IoT sefvice provider does not have the capabilitiés required to operate the IoT system sedurely.

— Docume:[ed procedure for operation of an IoT-system or service has vulnerabilities.

— Docume
operator.

ed procedure for operation of.an IoT system or service is not followed by a gystem

— An admirlistrator or an operator of,an IoT system or service makes mistake in the operation
— An admirfistrator or an operator of an IoT system or service has malicious intent.

— An IoT service providet lacks awareness on privacy while using CRM (customer relatipnship
managenjent).

Risk sources ih this domain likely affect the integrity and availability of sensor data or actor instrufctions.

Integrity issues-orunauthorized changes of such data might be difficult to detect - as an expample,
changed senler ealibration data might still lead to senseful sensor data, but which might not freflect
reality.

6.2.2.3 Application and service domain
Following is a list of risk sources which should be considered in the application and service domain.
— An IoT service developer does not have capabilities to develop a secure IoT application and service.

— AnIoT service developer does not have the capabilities to implement quality that ensures continued
operation in a durable period.

— Established methodology is not followed in the development of a system, application or service.

— A developer of an IoT system, application or service makes errors in the development.
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— An IoT system, application or service has vulnerabilities.

— A developer of a system, application or service has malicious intent.

6.2.2.4 Resource access and interchange domain

Following is a list of risk sources which should be considered in the resource access and interchange
domain.

— AnloT system, application or service has no or weak security function, e.g. weak authentication and
authorization function or access control.

0 ed operation
in[durable period.

— An IoT service developer does not have capabilities to design and apply securessettipngs for an loT
syktem, application or service.

Risk squrces in this domain likely affect the integrity and availability of sensor*data or actof instructions.

Incidents caused by risk source of this domain might also be difficultto detect - as an expmple, sensor
data ffom the wrong sensor which is of the same type than the cotrect sensor is very lfkely still in a
valid rpnge.

6.2.2.3 User domain
Followjing is a list of risk sources which should be considered in the user domain.

— An [oT user is not aware of the risks in security’and privacy in the use of an IoT devjce and an loT
service.

— An IoT user does not have capabilities tachoose secure IoT device or 10T service.
— An IoT user does not have capabilities to securely setup and operate an IoT device and an IoT service.

— An IoT user does not know the'contact point that provides support for the secure usg of 1oT device
or|loT service.

— A:[ [oT user lacks knowledge of technical vulnerabilities.

— An IoT user doegnot know when the period of support ended for the IoT device and/or the IoT
sefvices.

Incidents caused by risk source of this domain can also be difficult to detect - e.g. since wrong sensor
data njight still be in a valid range and no immediate impact might be visible to the user.

Follow|ing.is a privacy risk source which should be considered in [oT user domain:

— IoT user lacks knowledge and awareness on privacy by design framework.

6.2.3 Risk sources from outside the IoT domains

Following is a list of risk sources that can be identified in the areas external to an IoT system. 6.2.2
provides sample risk sources for each of the [oT system domains, and in 6.2.3 other sample risk sources
originating from outside the IoT system domains are given.

— There exist persons with malicious intent who attack, intrude into or abuse the IoT system,
application or service.

— There exist vulnerable systems and devices on the internet and other networks that can be abused
to generate attacks on the IoT system, application or service.
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There exist natural phenomena, e.g. lightning, flood and earthquake, which can compromise
operations of [oT system, application or service.

Availability of IoT system, application or service depends upon availability of electric power and
other utilities supply.

Availability of IoT system, application or service depends upon availability of network services.

The complexity of the ICT ecosystem may lead to a privacy breach.

6.2.4 Privacy related risk sources

Privacy is a k¢y bied produ T Serv 0SS Vel W TewW bgsiness

and service npodels are being designed in different domains using data recorded by loT sensgrs and
data derived from IoT services, it is also bringing up concerns about protection of user’s privacy.

those
cult to
rs are
by the
should
rsonal

Many IoT sefvices tend to focus on the need to simplify loT user responsibilities,-“placing
responsibilities on 10T device developers and [oT service providers. The user mightfind it diffi
understand the architecture of these IoT products and services, and what datalthe IoT sensd
collecting abgut them, because that details of captured data are either not shared explicitly
device manuffpcturers and service providers or the users may be lacking awareness that they
know the opefational know-how of the [oT device and IoT service to a ceftain extent for their pg
benefit.

r daily
design
achine
d third
cation
of the
h data
vasion

As 10T enabledl services to become popular, the gradual overlap of loT devices and services with ou
routine will aJso result in increased concerns of user privacy if it is not addressed right from the
phase. This i because the capability of IoT devices to talk to each other (M2M Machine to M
communicatiTn) and the technical capability of sharing contextual data between these devices an
parties can aid in profiling of users and gauging user behaviour by data aggregation, re-identif
and analytic thethods, for business benefits that mightthappen without the knowledge or consen
user. As loT dpvices are almost always online, these,can leave a trail of data on the internet. Sud
can be accumplated to create a digital footprint 6f the devices and the device owners. Cookie in
of 10T devices|can also cause privacy breaches.

home,
evices
al and

For example, f digital impression of our daily life can be created by monitoring smart devices at
tracking the location of our smart cars,monitoring our health parameters from smart health ¢

or by trackin
temporal asp
help to infer
interdepende
surveillance s
from online g
from the sma

b our conversations using the smart devices meant for some other use. The spat
bcts of the [oT products and services can assist in aggregation of specific data th
arious traits of £he users. The smart products and services can be interconnect
nt, as in smart cities, where the home security system can feed data and alerts to t
ystem maintairied by the city police or government, the smart refrigerator can ord
focery onbehalf of the owner, or the smart health monitoring system can send healf
"t wearable health monitoring device to the health insurer. The IoT service interfag

at can
bd and
he city
br food
h data
es can
efault

make the contextiial data usage opaque to ordinary people who may leave the IoT devices on
settings withput@any fine-tuning for privacy conservation, ultimately leading to privacy breaches.

These design faults from IoT service developers and IoT service providers, and lack of cognizance or
inability of the IoT users can lead to misuse of personally identifiable information and privacy invasion
leading to mistrust and disrepute of the smart devices and services. Privacy should be considered
as a key enabler to realize the potential of the IoT technology in tandem with other trust-enablers
like security, safety, reliability and resilience. These together form the foundation of a trustworthy
connected world of ‘things’.
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7 Security and privacy controls
7.1 Security controls

7.1.1 General

Security controls are recommended here for IoT systems. These are intended for the IoT service
provider, loT service developer and [oT user.

These controls are intended to be used in conjunction with others, without being limited to IoT specific
controls. For example, these can be utilized in combination with the controls in ISO/IEC 27002.

For the¢ description of the controls a common format is used:

Contrdl XX - Specified Control, where XX stands for a serial number, which is'introdliced for easy
reference to the control.

Purpoge - explains the purpose of the controls.

Audience - names the stakeholders which are involved and should bednfermed about the|control. Refer
to 5.3 for a list of the relevant stakeholders.

IoT domain - lists the domains the control relates to, based on domadin based reference model introduced
in 5.6.

Guidarnce - provides guidance information for the implefmentation of the control.
7.1.2 | Security controls for IoT service developer'and IoT service provider

7.1.2.1 Policy for IoT security

Contrql-01

A poligy for IoT security should be defined, approved by management, published, communicated to
relevapt personnel and relevant @xternal parties and reviewed at planned intervals o1 if significant
chang¢s occur.

NOTE The concept of qpersonnel includes the organization’s members, such as the goverhing body, top
management, employees, teliporary staff, contractors and volunteers.

Purpoke

To provide mahagement direction and support for 10T security within the IoT service deyeloper or the
[oT serfviceprovider in accordance with business requirements, expectations of stakeholders.

AudienceMoT service developer or 10T service provider.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.

Guidance

The IoT service provider or the IoT service developer should define its policy for IoT security
demonstrating management commitment to IoT security.

The policy for IoT security should address requirements identified through understanding:
a) organizational responsibilities in the provision of [oT services;
b) internal and external stakeholders and their expectations; and

c) risk environments.
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The policy for IoT security should contain statements regarding:

1) definition of [oT security;

2) organizational objectives of [oT security;

3) roles and responsibilities for [oT security within the organization (see 5.3).

The policy for loT security should address information security and other aspects which include quality
of the IoT service that are relevant to IoT security and can cause IoT security incidents. The policy for
[oT security should also consider the consequences of incidents that affect safety of the internal and
external stakeholders.

7.1.2.2 Orglanization of IoT security
Control-02
Roles and responsibilities for security of IoT should be defined and allocated.

Purpose

To establish gnd maintain a management framework to initiate and control'the implementatipn and
operation of IpT security within the IoT service provider or the IoT service-developer.

Audience: loT|service developer or loT service provider.
IoT domain: Qperations and Management.
Guidance

Allocation of foles and responsibilities for security of 167 should be done in accordance with the|policy
for 1oT security (see 7.1.2.1).

Subroles of Io[ service provider and [oT service déveloper (see 5.3.2 and 5.3.3) should be allocatgd with
[oT security rples and responsibilities.

The IoT securfty roles and responsibilities;should include but not limited to those for:
a) risk mandgement activities (see Clause 6);
b) designing security measuyes for the IoT systems, devices and services;

c) implementing and opérating the security measures in the development and operation of the IoT
systems, flevices an@.services;

d) managing supplier relationships;

e) awarenegs;€ducation and training programs; and

f) incident management program.

Roles and responsibilities should be documented, disseminated within the organization and reviewed
and updated as necessary.

7.1.2.3 Asset management
Control-03

Information, IoT devices and systems and their functions and operations to be protected should be
identified.

Purpose
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To identify assets of [oT devices and systems for designing appropriate protecting measures.
Audience: 10T service provider.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.

Guidance

IoT service providers need to identify the assets related to the life cycle of the IoT service and document
their importance. The life cycle of the IoT service should include creation, processing, storage,
transmission, deletion, destruction. Documents related to the identified assets should be saved in a

icatedorevistinag inventarv as nooded
dedicated-ox g inventory asneeded.

Inventpry of assets should be accurate, up to date, consistent.

The assets in the life cycle of [oT devices and systems may include the followings:
a) software and firmware implemented on IoT devices and systems;

b) fagtory-set properties for initial use of IoT devices and systems;

c) sensed data and controlling data;

d) communicated data from/to loT devices and systems.

Implethent an [oT device management to manage loT<device configurations and to[ always have
knowledge to which physical assets [oT devices are paiped.

7.1.2.4 Equipment and assets located outsidephysical secured areas
Contrdl-04

Specific security measures should be applied to [oT equipment and assets which are locatgd or operated
outsidg physical secured areas.

Purpoke

To prevent loss, damage, theft-or compromise of 10T devices and interruption to the operation of IoT
services.

Audience: 10T service(pyovider.

IoT domain: Operations and Management.

Guidamce

When [[eR.devices are located outside the premises of the IoT service provider, the following guidance
should be considered to address associated T1SKs.

a) Ensure adequate physical protection of sensors and actuators. Cases of sensors and actuators
placed in public areas should provide adequate resistance against opening to protect sensors and
actuators from theft, destruction or manipulation.

b) Ensure that locations of sensors and actuators are regularly checked, e.g. in the context of asset
management activities.

c) Ifonlylimited physical protection of [oT devices is possible, any users of the devices (e.g. consumers
of sensor values) should be made aware of the limited trust level the devices provide.

d) Ensure sensitive information, such as cryptographic key material, is adequately protected
from unauthorized disclosure or modification, using hardware based secure storage or similar
techniques.
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7.1.2.5 Secure disposal or re-use of equipment

Control-05

All items of equipment containing storage media should be verified to ensure that any sensitive data
and licensed software has been removed or securely overwritten prior to disposal or re-use.

Purpose

To prevent information leakage and malicious use of the IoT device and other equipment of the IoT
system at its disposal or re-use.

Audience: IoT
IoT domain: O
Guidance

Storage medi
deleted or ov
disposal or re

Disposal or 1
modified and

service provider

perations and Management or Sensing and Controlling.

h should be physically destroyed, or information stored in the media sheuld be dest
ferwritten using techniques to make the original information_non-retrievable
Fuse.

e-use of IoT devices incur risks that software code or data are retrieved, an

transaction, attacks on the IoT system, infringement of license terms-and other incidents that aff]

10T users, IoT

7.1.2.6 Lea
Control-06

Knowledge g:
likelihood or

Purpose
To reduce neg
Audience: IoT

IoT domain: O
Sensing and (

Guidance
The source of]

a) Whenan

service developers, loT service providers and otherentities.

rning from security incidents

hined from analysing and resolving [oT security incidents should be used to redy
mpact of future incidents.

ative effects of incidents in‘the provision and use of 10T services.
service developer or IoT service provider.

perations and Management, Application and Service, Resource Access and Interchg
ontrolling.

knowledge can be internal or external.

royed,
before

hlysed,

abused. Consequences of insecure disposal or re-use can‘be identity theft, unauthorized

bct the

ce the

nge or

incident handling by the 10T service developer or loT service provider is closed, the

causes

and consequences of the incident are identified.

b)
service is

examined and identified.

When an IoT security incident is reported by external authority, its relevance to the IoT system and

Based on the knowledge, [oT service developer and loT service provider should modify as necessary:

c)

d) risktreat

e)

risk assessment, e.g. identification of risk sources and evaluation of risk;

ment, e.g. applied controls and their implementation; or

incident management processes.

For example, knowledge of:

— newly announced software vulnerability can affect security measures of the IoT service (c);
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— an attack on the IoT system can require modified or additional implementation of a control (d); or

— anoperational issue can indicate need for changing incident management process across loT service

pr

ovider and IoT users (e).

Other information

ISO/IEC 27035 (all parts) provides guidelines for information security incident management, including
lessons learnt, which are generic and applicable to all organizations. Guidance of this subclause
highlights the aspects of lessons learnt relevant to [oT services.

7.1.2.7 Secure IoT system engineering principles

Contrd

Princij
functipns, defence in depth and hardening of systems and software should be applied to thg
of [oT

Purpo

To ens

1-07

bles for engineering secure 10T systems that address designing and implementati
bystems.

5e

ure that security is designed and implemented in the develgpment of IoT systems.

Audience: 10T service developer.

loT domain: Application and Service, Sensing and Controlling or Resource Access and Intg
Guidaice

The Io[ service developer should have principles for-engineering secure IoT systems.

The pyfinciples should require risk identification of IoT system considering the consequg
affect the IoT users, the 10T service providers'and other external entities on the network.
The rigk identification should take different aspects of the IoT system into consideratior
those gspects are:

a) interfaces between the loT system and external entities through networks;

b) infernal fraud in system operation and maintenance;

c) quality issues of products and services acquired from external entities;

d) phHysical accessto the IoT system and devices;

e) chlangesdnenvironmental conditions; and

f) manufacturing processes for installing critical data, e.g. firmware, cryptograp

bn of security
development

rchange.

nces that can

. Examples of

hic keys and

ce

rtricates.

The principles should address the following areas of security measures to be considered in the IoT
system development:

g)
h)
i)
j)

security functions;

hardening requirements of the system and software;

requirements for defence in depth, i.e. layered design of security functions; and

functions for monitoring and logging.
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The principles should be applied to the development of 10T systems with the following security design

concepts:

k) Secure by default: this concept covers guidelines to choose the most secure options that are

available

during procurement and configuration, for example:

— minimizing attack surfaces;

— using a secure supply chain;

— using standards, best practices and reuse validated codes;

— system hardening and operating with least privilege:

— reduging exposure time.

1) Rigour in
the syste

m, for example:

— deferjce in depth (multilayer);

— deferjce in breadth (variety), protecting uniformly;

— compartmentalization of system (e.g. network segmentation);

— using encapsulation to manage access to functions;

— moni

foring, detection and reporting of anomalies, inclixding the use of honey pots;

— vulndrability assessment and pen testing;

— using a secure engineering approach;

— secute system life cycle;

— patch diligently.

m) Accounta
to assets
vulnerab

— conn

pility: this concept covers @guidelines to ensure care in granting and monitoring
during operation. It also-'includes responsibility for reporting and mitigating
lities, for example:

bcting carefully and deliberately;

— ensuring the segregation of duties;

— estallishing and protecting audit trails;

— practiicing transparency (e.g. vendor disclosure, breach disclosure).

defence: this concept covers guidelines to ensure care and completeness-in‘archif

ecting

aCCess
Known

n) Resiliency? this concept covers guidelines to ensure ability to resist Or Tecover ITom a security
incident, for example:

— designing for redundancy;

— managing availability;

— assumption of breach;

— failing securely (e.g. loss of devices or connectivity);

— managing vulnerability;

— backup and recovery;

— testing for scale.

18
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7.1.2.8 Secure development environment and procedures

Control-08

Secure development environment and procedures should be applied to the development of IoT systems.
Purpose

To avoid introduction of insecurity to IoT systems during development.

Audience: 10T service developer.

IoT domain: Operations and Management, Application and Service or Sensing and Controlling.

GuidaLLce

A dev¢lopment environment includes people, processes, technology and facilities”associated with a
systenp development.

The Iof service developer should assess risks in individual [oT system development effortqand establish
securd development environments considering:

a) pdrsonnel working in the environment;

b) applied development methodologies and software and data‘handling processes;
c) use of outsourced products and services;

d) pHysical and network environment; and

e) coexistence with other development and operational efforts.

The Iofl' service developer should determine development environment and associated procedures to
mitigate the risks. The procedures should-be disseminated to individuals involved in thg development
efforty.

Securd software development procedures should be applied to 10T software development. Nlethodologies
suppofrting the procedures, notlifnited to those for [oT applications, include those addressing:

f) sefure software development life cycle;
g) threat modelling; and
h) sefure codings:

Securq softwadre ‘development procedures can be facilitated by tools for integrated| development

environmentand secure coding supporting the implementation of the methodologies.
7.1.2.(11—5eeuﬁ(-y-6ﬂﬁ¥—9ym-h—9u-ppeﬂ-e(-ﬁfcty

Control-09

Security principles in support of safety should be applied to the development of [oT systems.
Purpose

To support safety in [oT systems.

Audience: 10T service developer or 10T service provider.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.

Guidance
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In an loT system, security events and controls can affect safety of the IoT system, e.g.:

a) incorrect
b)

c)

functions

or corrupted control data can cause malfunctioning of the IoT system;

security attack can cause safety function of the IoT system being inoperable; and

implementation of a security control can affect performance of the IoT system and its safety

The IoT service developer should consider hazards in the IoT system that can affect operation of the IoT
system and its safety functions as possible consequences of security events.

The IoT service developer should also consider impacts of implemented security controls upon

operation of t
Other inform

There is a cas
IEC]JTC 1/SC

7.1.2.10 Sec
Control-10

An IoT syster
varied IoT dey

Purpose

To maintain 4
verified by th

Audience: IoT

IoT domain: O
Sensing and (

Guidance

The IoT servig
the IoT devic
system.

There is poss
This is possib
users, as cons

he [oT system and its safety functions.
ition

e that “safety” is prioritized over “security”. This can be covered by the standards
1.

irity in connecting varied IoT devices

h should be designed and implemented to ensure and maintain security in conn
rices.

ecurity of IoT system in connecting varied\IoT devices including those not nece
b [0T service developer or the [oT serviceprovider.

service developer or IoT service proyvider.

perations and Management, Application and Service, Resource Access and Interchd
ontrolling.

e developer and the 1eT service provider design and implement an [oT system and 1
bs to meet definéd) specifications. The [oT devices are tested as components of 4

ibility that/the IoT devices not yet tested as components of the 10T system are ad
e because'testing all of the new models of supported devices can be impracticable.
umers,can choose the devices available at market.

n1S0/

ecting

ssarily

nge or

equire
he IoT

opted.
Or, IoT

The IoT servi

edeveloper and the IoT service provider should design and implement secure [oT ¢

ystem

which is prepared for the situation. The IoT system can have the following capabilities as necessary:

a)
b)

selectively connect the loT device using a whitelist; or

where applicable, obtain the specifications of the device, e.g. name of provider, model, year of

production, conformance to relevant standard and use of best practices, when negotiating with the
device for connection, and determine if the connection request is accepted or rejected, or confine

the scope

of function, service or information to be made available.

7.1.2.11 Verification of IoT devices and systems design

Control-11

Design and implementation of loT devices and IoT systems should be verified.

20
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Purpose

To ensure security and safety of the [oT device and IoT system.

Audience: 10T service developer or IoT service provider.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or

Sensin

g and Controlling.

Guidance

An IoT system is composed of IoT devices and other equipment. In the case where the [oT service
developer or the IoT service provider acquires and integrates the IoT devices to build the IoT system, it

should
The lo
a) id
b) pl
c) p€
7.1.2.1
Contrd
States

Purpo
To det

Audience: 10T service provider or IoT seryice developer.

IoT do

verify that the IoT devices and integrated IoT system function as intended.
[ service developer and the [oT service provider should:

entify the [oT devices, functions and interfaces that need to be verified;

hn verification testing; and

rform the testing.

|2 Monitoring and logging

1-1

events and network traffic of IoT devices and systéms should be monitored and log
be

bct and trace abnormalities and incidents of l1oT devices and systems.

main: Operations and Managenient.

Guidaice
MonitIring and logging sheuld be designed and implemented addressing the following as

a) fu
syl

b) fu

c) sy

hctions and operations for monitoring and logging the states, events and network
stems and deyices including sensors and actuators;

hctions and processes to analyse the logs;

stents,human and organizational response triggered by detected abnormalities an|

roed.

pects:

traffic of IoT

d incidents.

States

evéents and communications to be monitored and ]nggpd can include those of:

d) security;

user authentication;

location of 10T devices;

changes to the [oT system configurations;
network traffic;

processors and memory usage;

indication of attacks and unauthorized accesses;

malfunction;
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— values which exceed normal ranges of sensing and actuating data;

— values which indicate any unauthorized or unintended manipulation of sensing and actuating

data;

e)

and

reliability;

— outage of [oT device or system; and

— envir

onmental conditions, e.g. temperature and moisture.

If an 10T device is able to self-locate its position, this should be used to monitor unintended transfer of

the device.

Available res
needs for mo

and logging. Iit

and not feasi
designed to b

Logs of an 10T]
devices locatd

Clocks should|

Ensure adequ
detect outags
unintended a

Include IoT El
[oT elements.
or actor data.

7.1.2.13 Pro
Control-13

Logs for IoT
alteration.

Purpose

To ensure the
Audience: IoT
IoT domain: O

Guidance

burces for computing, storage and communication should be considered, and '\
hitoring and logging should be prioritized when designing the functions fey\mon
should be noted that there are 10T devices which have limited resources\and fur
ble for self-monitoring and logging. For these devices, monitoring and-ogging n
e performed on servers or network nodes of the IoT system.

d off-premises of 10T service provider can be vulnerable in maintaining the logs.

be synchronized within an [oT system to allow consistentanalysis.

s, malfunctions or values which exceed normal4anges indicating any unauthori
cess as well as manipulations of sensed of actuating data.

ements in logging and monitoring activities\to early identify any suspicious behayv
This should include indications of unauthg¥ized access as well as manipulations of

tection of logs

devices and systems shoéuld be protected from leakage, destruction and unin

capability-and reliability of logging.
servicé\provider or IoT service developer.

pérations and Management.

arious
toring
ctions
bed be

system can be collected in a logging system to facilitate management and operatiogns. [oT

ate monitoring of IoT sensors, [oT actuators and.other equipment is in place t¢ early

zed or

jour of
Sensor

ended

Protection of the logs for [oT devices and systems should be designed and implemented. Measures to

protect the log

a)
b)
‘)
d)
e)

enforcem

22

access con

s can include:

access control of the log file;

trol of the device or system handling the log;

physical access control of the facility housing the log media;

ent of procedures for handling the logs;

redundant configuration of the log;
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f) detection of destruction or alteration of the log, e.g. use of hashed values;
g) encryption of the log;
h) entries in the log with timestamps; and

i) logs that should only be “read-only” for all except for the system process.

7.1.2.14 Use of suitable networks for the IoT systems

Control-14
A l'n natuzarle and ~opa oot o tachnalogine for TAT nd cuctnace chonld ot th d f
pplieg—hReework—aRa—€oi tHHE o —tee66 816 51 0+—a R a— Sy StemS—Saotha—meer € needs o

commpinication function, capacity and security, and of function and performance of IoT d¢vices.
Purpose
To use|the network that meets security, performance and other needs of the [oF-system.
Audienjce: 10T service provider or loT service developer.

loT domain: Operations and Management, Application and Service or*Resource Access and Interchange.
Guidance

The Io[ service developer and the IoT service provider should-identify security, performance and other
needs for the network. The needs can be those related te:

a) geographical locations of the IoT devices and system;

b) mpbility of the IoT devices;

c) pdrformance and functional restrictions\of IoT devices to be connected;
d) confidentiality and integrity of informiation in transit;

e) avfilability of the communication; and

f) bandwidth of the network,

To me¢t the identified needs, the IoT service developer and the IoT service provider should consider to:

g) chloose adequate‘communication devices and services considering, e.g. service area} requirement
for wireless communication, and bandwidth;

h) apply encryption for transmitted information; and

i) uge gateway communication device to support [oT device with limited functions.

7.1.2.15 Secure settings and configurations in delivery of IoT devices and services
Control-15

IoT devices and services should be delivered with secure settings and configurations.
Purpose

To ensure security of 10T devices and services in delivery.

Audience: 10T service provider or IoT service developer.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.
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The initial settings and configurations of IoT devices and services should be designed to contribute to

the security o

f IoT users.

According to the features of the IoT device or service, relevant settings and configurations can be:

a) versions and patches of software;

b) open ports and network services; and

c) accessrestriction to the functions and data of the service.

If the IoT device or service requires the IoT user to enter a password, its initial value should be
to the device jor unique to the user of the service. The initial value should be securely informed
[oT user.

7.1.2.16 User and device authentication

Control-16

Authenticatiopn function of users and IoT devices for accessing loT systems”and services sho
implemented and applied.

Purpose

To protect inf]
breaches.

Audience: IoT

IoT domain: O
Sensing and (

Guidance

Needs for aut
the IoT servic

a) ahuman
b) anloT de
Technologies
c¢) for huma

passy

prmation, [oT devices, systems and services fromdhauthorized access and other sg

service developer or IoT service provider.

perations and Management, Application.and Service, Resource Access and Intercha
ontrolling.

henticating the 10T users andToT devices should be identified considering the operd
e and associated security risks. The needs can include those for authenticating:

1ser for accessing theoT device, system or service; and

ice for connecting to the IoT system.

hpplicablefor implementing required level of authentication can be:
N users;use of:

vord authentication;

inique
to the

uld be

curity

nge or

tion of

— hardware credential, e.g. IC card; or

biom

etrics;

d) for IoT devices, use of:

— trust

device identifier; or

anchor using hardware protection means.

The authentication function should be secure:

e) Password management should be secure against unauthorized use: initial delivery and changing

procedur

24

es should be secure, strong password should be enforced.
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f) Authentication credential should be adequately protected against unauthorized access regardless
if it is stored in IoT device or system or in transit.

7.1.2.17 Provision of software and firmware updates
Control-17

Mechanism for updating software and firmware of IoT devices and systems should be designed,
implemented and operated.

Purpose

ce: 1oT service developer or [oT service provider.

IoT domain: Operations and Management, Application and Service or Sensing and Controlling.

Guidamce

In the flevelopment of 0T service, mechanism for updating software aridfirmware of [oT devices should
be desjgned and implemented as a basic function.

Softwdre and firmware updates should be provided through reliable source and route su¢h as certified
websile of the IoT device developer or the IoT service provider,

The software/firmware update package should have dts“digital signature, signing ceftificates and
signing certificate chain verified by the device before update process begins.

Integrity and confidentiality of cryptographic keys used for update should be securely jmanaged and
appropriately operated.

When |updates are conducted over the air<y(OTA), the updates should be performed oyer encrypted
commfyinication channels.

When |device cannot verify authenticity of updates itself, it should roll back to the las{ known good
confighration that was stored on the device.

Updatg¢s using OTA should either succeed completely or fail in a recoverable mannef. In addition,
condu¢ting updates should\not reduce the existing security level of IoT devices and systers.

The mechanism for, relling back software and firmware should also be designed and implemented to
addregs update failures.

There [should.be a mechanism to prevent unauthorized downgrade or rollback to an |older version
during noymal operation.

7.1.2.]:8—Strarnrg'vu1n'a'a'bmty'mfumratron—
Control-18

Vulnerabilities of 10T devices, systems and services should be monitored and informed to the IoT users
and relevant parties along with associated risks.

Purpose

To ensure relevant stakeholders are informed of vulnerabilities of IoT devices, systems and services
and aware of derived risks.

Audience: 10T service developer or 10T service provider.

IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.
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Vulnerability information should be collected, analysed and disseminated to relevant IoT stakeholders,
and finally necessary measures such as firmware updates (see 7.1.2.17) shoud be taken.

The IoT service developers and the [oT service providers should have functions to:

that can cause the incidents;

system, ISAC (information sharing and analysis centre) and other stakeholders;

investigate security incidents related to the IoT service and identify vulnerability of the IoT system

collect vulnerability information from the IoT service developers providing components of the

a)
or device
b)
c) analyse t
services;
d) based on
determin
7.1.2.19 Sec
Control-19

Security mea
life cycle, incl

Purpose
To maintain s
Audience: IoT

IoT domain:
or Sensing an

Guidance

During devel
implemented
controls giver

he impact of the obtained vulnerability information on the IoT devices / syster

the results of analysis of the vulnerability and its impact on IoT users and,stakeh|
e if it needs to be informed to them.

irity measures adapted to the life cycle of IoT system and services

ures of the [oT system and service should be adapted te and kept during the stage;
1ding their development, operation, maintenance and destruction.

pcurity of [oT system and service throughout the life cycle.
service provider or IoT service developern

perations and Management or Application and Service, Resource Access and Inter
 Controlling.

ppment, security measures of the IoT system and service should be designsg
in accordance with the secure IoT system engineering principles (7.1.2.7) and rg
in71.2.8 to 7.1.2.14:

To prepare fo
provider sho

r operation, maintenance and destruction, the IoT service developer and the IoT 5
1d identifysrelevant entities including IoT users and other IoT service develope

providers with whichsecurity information should be exchanged.

When the IoT|system and service are installed and operated, secure configurations and settings
be continually enforced. It should be supported by sharing information about:

s and

plders,

of the

‘hange

d and

levant

ervice
rs and

should

a)
b)
‘)
d)
e)
f)
When the IoT

disclosed

software

g)

26

hardening of the IoT system and service;

use of secure passwords or other user credentials;

vulnerabilities;

updates;

security alerts and workarounds; and

termination of technical support for devices and software by the vendors.

system, service or components terminate the life cycle:

confidential information should be securely destroyed; and
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h) the IoT users should be informed of the process to be followed at termination of the IoT system and
service.

7.1.2.20 Guidance for IoT users on the proper use of IoT devices and services
Control-20

The IoT users should be provided with guidance on the proper use of IoT devices with risks and
undesirable effects of [oT system and service that can be derived from improper use of IoT devices.

Purpose

To malgeTtt T [ [ [ ' [TSRS I U T [ TSUTE iMplementation
of secyrity measures.

enjce: 10T service provider or loT service developer.

IoT domain: Operations and Management, Application and Service, Resource Access and Ihterchange or

Sensinlg and Controlling.
GuidaIce

The IQT service developers and the IoT service providers have responsibilities in |security that
commensurate to their respective roles in the development and\ptrovision of the IoT servijice. In the use
of the JoT devices, some of the security measures need to be carried out by the IoT users. To support the
[oT users, the 10T service developers and the 10T serviceproviders should provide infoymation about
the risks and consequences, and guidance for proper usg'of [oT devices.

Risks gnd required actions to mitigate the risks should'be informed to the IoT user before cqmmencement
of serviice delivery.

Risks #nd required actions can include those\related to:
a) supported [oT devices;

b) S:Izported versions and modification levels of software;

c) refuirements for initial sét-1p and user registration;

d) sefure use of the loT system and service;

e) sepurity risks causéd by inappropriate use of the loT system and device, and

f) contact point/ef the IoT service developer and the IoT service provider accessible during operation.

Especially ehanges to the settings and configurations by the [oT users should be guided with supporting
information-that contribute to the secure use of the device or service.

The 10T users should be guided to change the initial password. Change of initial password may be
procedurally mandated where appropriate.

The guidance can include:

g) devices and configurations verified for use in the loT system and service;

h) necessary security updates for software;

i) secure setting (such as for Wi-Fi) and configuration; and

j) criteria for qualified passwords.

Risks and consequences provided to the [oT users can include but not limited to:

k) malware infection of the IoT device;
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D

leakage of the IoT user’s personal information;

m) leakage of business information; and

n) malicious

use of the IoT device for DoS attack.

The security information provided by the IoT service developer or the IoT service provider should be a
part of the user/administrator guide of the product or service.

7.1.2.21 Determination of security roles for stakeholders

Control-21

Roles of [oT s

Purpose

To ensure sec
of IoT system

Audience: IoT

IoT domain: §
Sensing and

Guidance

The roles of Iq
their roles in
implementing
roles in mand

)

ging and operating the [oT service. Subroles of the IoT service developer and the IoT

irvice developer, IoT service provider and other stakeholders in security of 10T sy/sts
service shoul

be determined and agreed among relevant parties.

service developer or [oT service provider.

perations and Management, Application and Service, Resource Access and Intercha
ontrolling.

T service developer and [oT service provider insecurity should be determined alon

oT service provision. The IoT service developer should have security roles in deve
testing and integrating the IoT servigex®he IoT service provider should have s¢

service providler should be allocated with security,roles as necessary.

The security
communicatil

a)

b) agreemer

service s

The security
confirmation

roles should be communicated to relevant parties including the IoT user
n can be in the form of:

ecification provided to(the IoT users; or
t between the parties in the supply chain for the IoT service.

ole of the IoT tsér can be enforced in the initial set-up procedure requiring an ac

of the security'role.

7.1.2.22 Management of vulnerable devices

Control-22

m and

urity of IoT system and service that involve entities participating inthe provision and use
and service.

nge or

g with

oping,
curity

D.

The

fion as

Vulnerable IoT devices should be detected, recorded, and alerts provided to IoT users and administrators
of these devices.

Purpose

To maintain IoT devices to be secure.

Audience: 10T service provider.

IoT domain: Operations and Management.

Guidance

28
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The IoT service provider should develop and establish mechanisms for:

a) detecting and recording vulnerable loT devices; and

b) pr

oviding alerts to the IoT users and administrators of the devices.

During operation, 10T devices should be monitored continually to detect malfunctional behaviours.
Once any suspicious behaviour is detected, it should be recorded, and alert should be noticed to the IoT
users and administrators.

Include IoT devices in vulnerability management processes to ensure identification and adequate
handling of any vulnerability present in devices.

7.1.2.2
Contrd

Specif
servic

Purpo

To ens

3 Management of supplier relationships in IoT security

1-23

cations and supporting obligations of suppliers for information security of loT d
e should be managed by the acquiring organization based on the contracts with suy

b€

Lire continued provision of secure IoT device and service.

Audience: 10T service provider or [oT service developer.

IoT do

main: Operations and Management, Application and)Service, Resource Access and |

Sensinjg and Controlling.
GuidaIce

When
a mec

specifi
impler
a) vy
b) fiy
c) sy
d) pr

m

ob
When

an IoT service developer or an IoT service provider procures IoT devices and

cations and controls implemented by the supplier and security controls th
hented by the acquiring organization. These security specifications and controls sh

Inerability management;
mware updates;

stem changes dué to the specification changes of 10T devices; and

hnagement/based on contracts should be conducted so that necessary information ¢
tained-from the suppliers.

hn/loFdevice developer suspends supply of [oT devices or drastically changes their §

notice

evice and IoT
pliers.

hterchange or

[oT services,

hanism should be established that-allow the acquiring organization to determine security

at should be
ould include;

ovision of related information to the IoT users. When developing this mechanisny, appropriate

an be reliably

pecifications,

shetild be provided with sufficient time so that appropriate decision can he made hy

the acquiring

organi

zations.

7.1.2.24 Secure disclosure of Information regarding security of IoT devices

Control-24

Information on the IoT device relevant to security of 10T services should be documented and disclosed
only to the parties that require them.

Purpose

To ensure security of the IoT services that use the IoT device.

Audience: 10T device developer.

© ISO/IEC 2022 - All rights reserved

29


https://iecnorm.com/api/?name=eb3c8cf7608914195d11d6a47d090d5e

ISO/IEC 27400:2022(E)

IoT domain: Sensing and Controlling.
Guidance

Information on the IoT device relevant to security of IoT services should be disclosed to the relevant IoT
service developers and IoT service providers to support development and provision of security controls
of the IoT services.

For planning and development of the 10T services, following information on the IoT device should be
disclosed:

a) specifications including those of security functions;

b) availability of software or firmware updates; and
c) warranty|period.

For operation and maintenance of the IoT services, following information on the IoT'deVice shquld be
disclosed:

d) newly foynd vulnerabilities;
e) upgrades|of software or firmware; and
f) termination of manufacturing or shipment.

The informatjon should be documented so that it can be accurately delivered. The information ghould
be disclosed hinder a contract such as non-disclosure agreement to prevent its leakage to mallicious
third parties.

7.1.3 Secuyity controls for IoT user

7.1.3.1 Corltacts and support service
Control-25

IoT users shotild only choose 10T devices:and IoT services that provide contact information for spipport
service.

Purpose
To ensure secprity in the use'of [oT device and service.
Audience: IoT|user.

IoT domain: User.

Guidance

The 10T user should be able to access support services for the 10T device and IoT service that provide
information and respond to queries including those related to security (7.1.2.19, 7.1.2.20, 7.1.2.22).

An IoT device or service should not be chosen if there is no information about the manufacturer or
contact point for support service. The provider of such IoT device or service should not be trusted to
have capability of excluding malicious code and maintain adequate security throughout the life cycle of
the device or service..

7.1.3.2 Initial settings of IoT device and service
Control-26

Initial settings of 10T device and service should be applied correctly.
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Purpose

To ensure secure initial settings of [oT devices and service.
Audience: IoT user.

1oT domain: User.

Guidance

Default settings of authentication information such as “factory-set ID” and “default password” for 1oT
devices are thought to be known to the public since the user’s manual is publicly available. The default

authentication information should be reset by the IoT user. The new setting should not be the same as
the original, should not be shared with other IoT device setting, and should not be easily guessable and
not on|the list of popular ID/password list available on the internet.
7.1.3.3 Deactivation of unused devices

Contrql-27

[oT deyices should be deactivated and credentials revoked when they<areno longer in usd.
Purpoge
To redjice the security risks caused by the IoT device that is nelonger used.
Audience: 10T user.

loT domain: User.

Guidamnce

[oT deyices, that are no longer in use but are still connected to network, can be taken ¢ver and used
without noticing via network by unauthaerized third parties. To reduce the potential risk pf abusing IoT
devices, [oT devices that are no longer-in use should be deactivated, e.g. turning off the dejvice.

This cpntrol should be applied toproperly implement “Termination” in the life cycle of IQT users given
in 5.5.

7.1.3.4 Secure disposal.or re-use of [oT device
Contrqgl-28

Data and licensed software stored in IoT device should be removed or securely overwiitten prior to
disposjal or rextrse.

Purpose

To ensure information protection in disposal or re-use of [oT devices.
Audience: 10T user.

IoT domain: User.

Guidance

Information collected and used during IoT service operation can be stored in the [oT devices. To avoid
information leakage to other users and third parties, the information stored in the IoT devices should
be deleted, or the IoT devices should be reset to the factory default state before disposing or reusing the
[oT devices.
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7.2 Privacy controls

7.2.1 General

Privacy controls are recommended here that are in the context of IoT. These are intended for the IoT
service developer, 10T service provider and IoT user. These controls align with ISO/IEC 27701 for base
controls on privacy information management and are distinct for IoT from the perspectives of privacy

by design and

For the descri

privacy by default.

ption of the controls a common format is used:

Control XX - Specified Control, where XX stands for a serial number, which is introduced for easy

reference to t
Purpose - exj

Audience - ng
to 5.3 foralis

[oT domain - llists the domains the control relates to, based on domain based reféerence model intr

in 5.6.

Guidance - prf

7.2.2 Privacy controls for IoT service developer and IoT service provider

7.2.2.1 Pre
Control-29

Privacy enhancing capabilities should be built in the 10T devices and loT services.

Purpose

To prevent pr
Audience: loT

IoT domain: O
Sensing and (

Guidance

Identify sensitive data_components early in the design phase. Embed privacy enhancing capa

into the IoT d

he control.
lains the purpose of the controls.

mes the stakeholders which are involved and should be informed about the'contro
k of the relevant stakeholders.

ovides guidance information.

vention of privacy invasive events

vacy invasive events in the provision and use of IoT devices and IoT services.
service developer or IoT service provider.

perations and Management, Application and Service, Resource Access and Interchd
ontrolling.

bvice-architecture and 1oT service design to prevent privacy invasive events.

. Refer

pduced

nge or

bilities

7.2.2.2 IoT

Control-30

. PR TP
privacy oy defauit

Stakeholders in an IoT system should ensure that without any IoT user interaction or intervention, the
strictest privacy settings apply by default.

Purpose
To protect PII

Audience: IoT

without the need of user interaction or intervention.

service developer or IoT service provider.

IoT Domain: Operations and Management or Application and Service.

Guidance

32
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Proper access control mechanism should be in-built with the device and service. The accountability of
privacy protection should be on the IoT service developers and IoT service providers. A default privacy
setting aims to protect PII without the need of user intervention.

Based on the privacy impact assessment, the collected PII should be determined and processed
appropriately. Based on these findings, control mechanisms should be implemented to protect PII by
default, and users are advised to these in a user policy or statement.

7.2.2.3 Provision of privacy notice

Control-31-1

The Iof user should be provided with a privacy notice which states personal data collecfed by the IoT
device|and IoT service and purpose of its use.

Purpose
To enspre use of personal data.

Audience: 10T service provider.

IoT domain: Operations and Management or Application and Servige.
Guidance

Prior fo purchase, IoT users should be provided with<{details of all assumed data, fincluding PI]I,
collectled by IoT devices and services. This gives l[oT usef's the opportunity to use the product / solution
appropriately based on the data provided. It can be provided as a user contract, privacy pplicy, or other
notifidation mechanism.

Contrqgl-31-2

Consent of the IoT user to the privacy notiee should be obtained before collecting the pefsonal data or
changing the purpose of use.

Purpoke
To ensre consented collectiof ahd use of personal data.
Audience: 10T service provider.

IoT domain: Operations’and Management or Application and Service.

Guidamce

End uger neéds to be provided a checklist that will mention the purpose, method and scopg¢ of collection,

7.2.2.4 Verification of IoT functionality
Control-32

Independent verification of IoT device, data components and IoT service components should be supplied
to provide visibility and assurance to all stakeholders that the IoT device or service is operating as per
stated objectives.

Purpose

To ensure WYSIWYG (What You Sees Is What You Get) of functionalities for [oT devices and services.

Audience: 10T service developer or 10T service provider.
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IoT domain: Operations and Management, Application and Service, Resource Access and Interchange or
Sensing and Controlling.

Guidance

A verification based trust approach to IoT devices and data components is necessary for transparency
in IoT operations. Provision for independent verification of 10T device and service provides visibility
and assurance to all stakeholders that the [oT functions are operating as per stated objectives.

7.2.2.5 Consideration of IoT users

Control-33

End users’ pr
service.

Purpose

To ensure 107
and to build I

Audience: IoT

IoT domain: Q
Sensing and (

Guidance

Privacy being

ivacy requirements and concerns should be addressed in designing the loT devi

users’ privacy requirements and concerns are addressed in the 16T ‘device and §
T users’ trust.

service developer or [oT service provider.

perations and Management, Application and Service, Resoutce Access and Intercha
ontrolling.

a key requirement of end users, a ‘user first/ strategy in designing [oT devices and sé

will help to byild user trust and confidence to ensure mass acceptance.

7.2.2.6 Management of IoT privacy controls

Control-34

The effective
risks be iden|
regulatory re

Purpose
To justify the
Audience: IoT

IoT domain: O

Tass of privacy controls in the-1oT device and service should be reviewed, and new |

ified on a continuous /basis considering the evolving privacy needs of end use
Juirements.

effectivenesstof privacy controls in [oT devices and services.
service provider.

perations and Management.

Guidance

ce and

ervice

nge or

rvices

rivacy
I's and

Implement operational and technical security and privacy controls with appropriate validation and
verification of these controls on a continuous basis to ensure these controls are relevant as per the

need.

7.2.2.7 Unique device identity

Control-35-1

[oT system developers (especially device developers) should use a method that uniquely identifies each
[oT device to improve privacy for identifying loT device suspected to be relevant to a cyber incident.
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