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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

The business objective of a public key infrastructure (PKI) is to establish and manage trust
relationships. The services provided by the PKI should maintain that trust and organizational and
technical security measures for an appropriate security level have to be defined and implemented for
all entities participating in a PKI.

Institutions and intermediaries are building infrastructures to provide new electronic transaction
capabilities for consumers, corporations, and government entities. As the volume of electronic
transactions continues to grow, advanced security technology using digital signatures and trust
services can become part of the transaction process. Transaction systems incorporating advanced
security techinology have requirements to ensure the confidentiality, integrity and availability of
transactions ¢onducted over communications networks.

Industry relies on several time-honoured methods of electronically identifying, autherizing, and
authenticating entities and protecting transactions. These methods include, but aféynot limited to,
personal identification numbers (PINs) and message authentication codes (MAESs) for retdil and
wholesale trapsactions, user IDs and passwords for network and computer access, and key management
for network donnectivity. Over the past 30 years, industry has developed risk-management prdcesses
and policies tp support the use of these technologies.

The ubiquitoys use of online services in public networks and the need® of the industry in genpral to
provide safe,|private, and reliable transaction and computing systéms have given rise to adyanced
security technology incorporating public key cryptography. Public key cryptography reqyires a
business-optimized infrastructure of technology, managementi.and policy (a public key infrastrjucture
or PKI, as defjned in this document) to satisfy requirements.of.electronic identification, authentiration,
message integrity protection and authorization in application systems. The use of standard practices
for electronid identification, authentication and authorization in a PKI ensures more consistent and
predictable s¢curity in these systems and confidencé in electronic communications. Confidenge (e.g.
trust) can be achieved when adherence to standard-practices can be ascertained.

Applications gerving industry can be developed‘with digital signature and PKI capabilities. The|safety
and the soundness of these applications are based, in part, on implementations and practices designed to
ensure the overall integrity of the infrastructure. Users of authority-based systems that electropically
bind the identity of individuals and other entities to cryptographic materials (e.g. cryptographif keys)
benefit from ptandard risk management systems and the base of auditable practices defined [in this
document.

This document provides a framework for managing a PKI through certificate policies, certifjcation
practice statgments, control objectives and supporting procedures. The degree to which any erntity in
a transaction|can rely @n-the implementation of public key infrastructure standards and the [extent
of interoperapility between PKI-based systems will depend partly on factors relative to polity and

In some regioh i i i i i i i fration
of PKI and other related trust services to achleve a recogmzed level of trust for a specific purpose
commonly called “qualified”.

This document is derived from ISO 21188:2018, which content has been generalized in this document
to be applicable to any application domain and to take into account general standards for information
security. See Annex E for a description of major changes to ISO 21188:2018 clauses that have been made
in order to produce this document.
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Information technology — Public key infrastructure —

Practices and policy framework

1 Scope

This document sets out a framework of requirements to manage information security for Public key
infrastructure (PKI) trust service providers through certificate policies, certificate practice statements,

and, where applicable, their internal underpinning by an information security manag
(ISMS]. The framework of requirements includes the assessment and treatment of inform
risks, failored to meet the agreed service requirements of its users as specified through
policy| This document is also intended to help trust service providers to suppont multi

This dpcument addresses the life cycle of public key certificates that are Wised for digit
authentication, or key establishment for data encryption. It does notsaddress authentica
non-repudiation requirements, or key management protocols based.on the use of public ke
For th¢ purposes of this document, the term “certificate” refers to-public key certificates. ]
is not applicable to attribute certificates.

This dpcument uses concepts and requirements of an ISMS as defined in the ISO/IEC 27
standdrds. It uses the code of practice for informationssecurity controls as defined in IS
Specific PKI requirements (e.g. certificate content, identity proofing, certificate revocat
are nof addressed directly by an ISMS such as defined by ISO/IEC 27001 [26],

The uge of an ISMS or equivalent is adapted tg¢he application of PKI service requiremen
the certificate policy as described in this document.

A PKI frust service provider is a special-class of trust service for the use of public key cert

ocument draws a distinction between PKI systems used in closed, open an
ments. This documentis-intended to facilitate the implementation of operati

tual environment, application of this document to open or closed environments is n
ded.

2 N

The fo
consti

prmativereferences

[lowingdocuments are referred to in the text in such a way that some or all of
utes-requirements of this document. For dated references, only the edition cite

Pment system
htion security
he certificate
ble certificate

al signatures,

kion methods,

y certificates.
his document

000 family of
O/IEC 27002.
ion handling)

s specified in

ificates.

l contractual
bnal, baseline

ot specifically

their content
d applies. For

undatg¢d\references, the latest edition of the referenced document (including any amendm

ents) applies.

ISO/IEC 9594-8, Information technology — Open systems interconnection — Part 8: The Directory: Public-

key and attribute certificate frameworks

[SO/IEC 19790, Information technology — Security techniques — Security requirements for
modules

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

cryptographic

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp
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[EC Electropedia: available at https://www.electropedia.org/

point at which the user may connect to the network or facility

3.2

activation data
data values, other than keys, which are required to operate cryptographic modules

Note 1 to entry: These data values should be protected.

EXAMPLE

A PIN a pass phrqcp abiometric or amanually held keyv share

3.3

audit journa
audit log
chronological
examination
path of a tran

3.4

record of system activities which is sufficient to enable the reconstraction, revie

bf the sequence of environments and activities surrounding or leading to each even

saction from its inception to the output of the final results

authentication

provision of a|

Note 1 to entry
verifying that
submitted iden

EXAMPLE

3.5

CA certificat
public key ceq
certificates o1

EXAMPLE

3.6

card bureau
agent of the (]
subscriber’s (

3.7
certificate

ssurance that a claimed identity of an entity is correct

. It applies a) at registration, the act of evaluating an efd entity’s (i.e. subscriber’s) ident
it is correct for issuing of a certificate (3.7); b) during/use, the act of comparing electr
tity and credentials.

User ID and password with stored values to prove identity.

a)

tificate whose subject is a CA (3.1Z) and whose associated private key can be used
other CA related information

CA related information includes revocation information, such as OCSP responses or CRLs.

A (3.17) or RA (344) that personalizes a secure cryptographic device (3.50) contain
rivate key (as asminimum)

public key a
signing the

idéntity of an entity, together with some other information, rendered unforges

w, and
in the

ity and
nically

fo sign

ng the

ble by

cq[stificate information with the private key of the certification authority.

3.8

certificate suspension
certificate hold
suspension of the validity of a certificate (3.7)

39

certificate issuer
organization whose name appears in the issuer field of a certificate (3.7)

3.10

certificate management
process that covers the complete lifecycle from the initialization phase to the issuing phase to the
cancellation phase

©ISO/IEC 2022 - All rights r

eserved


https://www.electropedia.org/
https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

3.11

certificate manufacturer

CM

agent who performs the tasks of applying a digital signature to a certificate signing request on behalf of
the certificate issuer (3.9)

3.12

certificate policy

CP

named set of rules that indicates the applicability of a certificate to a particular community or class of
application with common security requirements

3.13
certificate profile
specification of the required format (including requirements for the usage of(standqrd fields and
extengions) for a particular type of certificate (3.7)

3.14

certificate rekey
proceqs whereby an entity with an existing key pair and certificate (3.7)receives a new c¢rtificate for a
new pyiblic key, following the generation of a new key pair

3.15

certificate renewal
rollover

proceds whereby an entity with an existing key pair and gertificate (3.7) receives a new [certificate for
the same public key as the existing certificate, and witH.a new validity period

3.16
certifjcation
creatign of a public key certificate for a subject(3.53)

3.17
certification authority
CA
issuinjg CA

entity [3.28) that is identified as'the issuer of a public key certificate

3.18
certification path
orderdd list of one ormore certificates, starting with a public-key certificate signed by th¢ trust anchor,
and ending with¢the public key certificate to be validated

EXAMRBLE All intermediate public-key certificates, if any, are CA-certificates in which the| subject of the
preced|ngcertificate is the issuer of the following certificate.

3.19
certification practice statement

CPS

statement of the practices employed by a certification authority (3.17) in issuing, managing, revoking,
renewing, and rekeying certificates and which defines the equipment, policies, and procedures the CA
uses to satisfy the requirements specified in the certificate policies that are supported by it

3.20

certification request

submission of a validated registration request by an RA (3.44), its agent or a subject to a CA (3.17) to
register a subject's public key to be placed in a certificate (3.7)

© ISO/IEC 2022 - All rights reserved 3
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3.21

certificate revocation status

status of a certificate, typically provided by a CA, that indicates whether a certificate within its validity
period should be considered live, suspended, or revoked

3.22

certificate validity

determination at a particular time as to whether that time was within a certificate's validity period,
was acceptable for the intended use, and possessed an acceptable certificate revocation status (3.21)

3.23
certificate validity period
bounded peripd of time that the certificate (3.7) is deemed fit for intended use

Note 1 to entry}: Prior to this time, a certificate is pre-valid; following this time, a certificate is expired.

3.24

compromise
violation of tHe security of a system such that an unauthorized or unintended disclosure, modififation,
or falsificatioh of sensitive information may have occurred

3.25
cross certifigation
certification of each other’s public keys by two CAs (3.17)

Note 1 to entry}: This process may or may not be automated.

3.26
digital signature
cryptographi¢ transformation that, when associated with a data unit, provides the services of]|origin
authenticity, data integrity and signer non-repudiation

3.27
end entity
certificate subject that uses its private key, for' purposes other than signing certificates

3.28
entity
person, partngrship, organization,or business that has a legal and separately identifiable exister]ce

EXAMPLE Alegal entity orfan individual or end entity (3.27), or a certification authority (3.17), or regidtration
authority (3.44)).

3.29

fingerprint
sequence of bytes'ereated by applying a cryptographic hash function over the encoding of a certificate
(3.7) and mayl be*Gsed by the recipient to check the public key’s authenticity and integrity

3.30
hardware token
device which generates, uses, and stores cryptographic keys in a secure manner

3.31

key escrow

management function that allows access by an authorized party to a replicated private encipherment
key

3.32

key recovery

ability to restore an entity’s private key or a symmetric encipherment key from secure storage in the
event that such keys are lost, corrupted or otherwise become unavailable

4 © ISO/IEC 2022 - All rights reserved
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3.33

multiple control

condition under which two (dual) or more parties separately and confidentially have custody of
components of a single key that, individually, convey no knowledge of the resultant cryptographic key

3.34

object identifier

OoID

unique series of integers that unambiguously identifies an information object

3.35

online certificate status mechanism
mechanism that allows relying parties (3.46) to request and obtain certificate statup information
withoyt requiring the use of CRLs

3.36
onling certificate status protocol
OCSP
protodol for determining the current status of a certificate (3.7) in lieu of or @s a supplemept to checking
againslt a periodic CRL and which specifies the data that need to be exchanged between @n application
checking the status of a certificate and the server providing that status

3.37
PKI dilsclosure statement
documnjent that supplements a CP (3.12) or CPS (3.19) by disClosing critical information abojut the policies
and prjactices of a CA (3.17)/PKI (3.42)

Note 1|to entry: A PKI disclosure statement is a vehiclefor disclosing and emphasizing informption normally
coveredl in detail by associated CP or CPS documents. Cotisequently, it is not intended to replace a|CP or CPS.

3.38
PKI trust service provider
one or|more certification authorities providing a trust service with coherent policies and practices.

3.39
policy|authority
PA
party ¢r body with final autherity and responsibility for specifying certificate policies (3.12)

Note 1 o entry: The policy.authority may also ensure that CA (3.17) practices and controls as defjned by the CPS
(3.19) fully support the specified certificate policies

Note 2 ko entry: Alpolicy authority is often referred to as a policy management authority.

3.40
policymapping
recogr ition that when o (A (Q 17) in one domain certifies a2 CA4 in anaother domain a particular

certificate policy (3.12) in the second domain can be considered by the authority of the first domain to
be equivalent (but not necessarily identical in all respects) to a particular certificate policy in the first
domain

Note 1 to entry: Policy mappings may be supported by information in cross-certificates.

3.41

policy qualifier

policy-dependent information that accompanies a certificate policy (3.12) identifier in an X,509 v3
certificate

© ISO/IEC 2022 - All rights reserved 5
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public key infrastructure

PKI

structure of hardware, software, people, processes, and policies that employs digital signature
technology to facilitate a verifiable association between the public component of an asymmetric public

key pair with

a specific subscriber that possesses the corresponding private key

Note 1 to entry: The public key may be provided for digital signature verification, authentication of the subject in
communication dialogues, or for message encryption key exchange or negotiation

3.43
PKI trust ser

vice provider

trust service
trusted provi

3.44
registration
RA

entity whose
approving cer

Note 1 to entry
does not need {

3.45
registration
submission b}
(3.7)

3.46

relying party
RP

recipient of a
that certificaf

3.47
relying party
RPA
statement prd
the CA

Note 1 to entry

3.48
repository
system for st

provider
ler of services which support the use of public key certificates

authority

tificate requests (3.20) submitted to a CA (3.17)
i An RA can assist in the certificate application process, the revocation process or both.

o be a separate body, but can be part of the CA.

request
F an entity to an RA (3.44) (or CA (3.17)) to register the entity’s public key in a cer

<

certificate (3.7) who acts in reliance on that certificate, digital signatures verifiec
e, or both

 agreement

vided by the CA (3:17) of the responsibilities between the relying party, the subje

: The RPA may-be included in the CPS (3.19) or provided as one or more external document

primary functional role and responsibilities include identity validatien of the subject for

[he RA

Lificate

using

ct, and

rage and distribution of certificates and related information

EXAMPLE

Certificate storage, certificate distribution, certificate policy (3.12) storage and re

certificate status.

3.49
root CA

CA at the apex of a CA certificate hierarchy

trieval,

Note 1 to entry: A root CA may be used as a trust anchor (3.58). Generally, the root CA certificate is self-signed, in
which the identity and public key in the certificate are the same as the identity of the certificate issuer (3.9) and
public key used to verify the certificate issuer's signature.

©ISO/IEC 2022 - All rights r

eserved


https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

3.50

secure cryptographic device

device which holds the user's private key, protects this key against compromise and performs signing
or decryption functions on behalf of the user

[SOURCE: ETSI TR 119 001]

EXAMPLE Key generation, cryptogram creation, PIN translation, certificate signing and secure storage of
private keys.

3.51
signature validation

Verificnh'nn and confivn i bt o Aigitral cign ot o ool d
tohaht oot tnata aigrear Sighatdre S vara

Note 1 fo entry: See also certificate validity period (3.23).

3.52
signature verification
check pf the cryptographic value of a signature using data

3.53
subjeqt
entity that controls the asymmetric key pair and may also be a relying party (3.46)

3.54
suborfdinate CA
sub-CA
intermediate CA

CA (3.17) that is lower relative to another CA in the.CA hierarchy

3.55
subscriber
entity subscribing with a certification authority (3.17) on behalf of one or more subjects

Note 1 fo entry: Where appropriate a subsé¢riber may be represented by a natural person who is,
i) anlemployee of the subscriber, or

ii) an|authorized agent of the subscriber

and wHo has express authority to represent the subscriber for specified purposes.

3.56
tampegr-evident
eviderfce thatan/attack has been attempted

3.57
termsland conditions
collection of all documents issued by the CA which define the duties and rights of the PKI members

3.58
trust anchor
entity that is trusted by a relying party and used for validating certificates in certification paths

3.59

trusted role

job function that performs critical functions which, if performed unsatisfactorily, can have an adverse
impact upon the degree of trust provided by the CA (3.17)

3.60
trust service
electronic service which enhances trust and confidence in electronic transactions

© ISO/IEC 2022 - All rights reserved 7
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3.61
validation service request
enquiry by the relying party (3.46) to a validation service to check the validity of a certificate (3.7)

4 Abbreviated terms

ASN.1 Abstract Syntax Notation One

CRL Certificate revocation list

CVSP Certificate validation service provider
FIPS Federal Information Processing Standard
FQDN Fully qualified domain name

FTP File transfer protocol

HSM Hardware security module

HTTP Hypertext transfer protocol

ID Identifier

I[ETF Internet Engineering Task Force

ISMS Information security management system
MAC Message authentication code

MITM Man-in-the-middle attack

oID Object identifier

PIN Personal identification number

PKI Public key infrastructure

RFC Request for comment

RTO Recovery,_time objective

SLA Service)level agreement

TLS Transport layer security

TSA ITme-stamping authority

URL Uniform resource locator

UTC Coordinated universal time (Zulu or Greenwich Mean Time, Time GMT)

5 Public key infrastructure (PKI) general concepts

5.1 General

This clause provides some background information in order to better understand the context in which
these policies and practices are used within a PKI.

8 © ISO/IEC 2022 - All rights reserved
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5.2 Whatis PKI?

5.2.1 General

This subclause describes the components of a PKI and illustrates the roles with responsibilities
undertaken by the various entities within the PKI. The rapid growth of electronic commerce has
brought with it the desire to conduct business-to-business, business-to-consumer, and government-
to-consumer transactions across open networks such as the Internet. The design of the network
transmission protocols creates problems for organisations and their customers conducting business
transactions, who require the electronic identification and authentication of the transacting parties,
proofoforlgm message 1ntegr1ty protectlon and confldentlallty services. Electronic authentication also
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hde.

g parties, as recipients of information, use TSPs to validate certificates used tolauthe
inications. A TSP can be an entity providing one or more trusted seryices, e.g.
ity, a registration service, or a revocation status service. A TSP is a recoghized autl
or more relying parties to create and sign certificates. A TSP can also revoke cerf
d and issued. A TSP operates one or more certification authorities (GAs) whose core
Cate issuing, certificate distribution and revocation status. Within an organizatio
arily a business entity but can be a unit or a function providing CA functions that n
ing parties and subscribing parties.

key technology is used to support confidentiality,/integrity, and authentication
ublic key cryptography, two keys are created (private and public). The private key
public key can be made publicly available in a‘certified form which guarantees it
ject’s public key and identifying data are sighed by the CA’s private key to create ¢

cates are created under certificate policies. Revealing the public key does not co
e key.

sations may use a PKI to servicetheir business needs in the following example ¢
ling upon their relationship with the relying party.

psed environment: all entities (certificate subjects and relying parties) adhej
ganization’s trust serviCe'dand share at least one certificate policy. An entity adhel
'vice may act as a relying party or subscriber for certificates for itself or on b
rtificate subjects. In-this case, subscribers and certificate subjects may be distinct
a business relationship which is outside the scope of this document.

ntractual environment: certificate subjects and relying parties can have separa3

er protectlon

nticate online
W certification
hority trusted
ificates it has
functions are
n, a CA is not
jay be trusted

requirements.
is kept secret

5 authenticity:.
certificate.

mpromise the

nvironments,

e to a single
ing to a trust
bhalf of other
ntities bound

te TSPs. TSPs

are bound by(differing forms of contract covering certificate use. These forms comprise:

1)| multilateral, under agreed rules, with a single certificate policy;

2)L bilateral cross certification that can nse different certificate palicies;

3) accreditation bridge that can recognize different certificate policies through a central

organization or entity. This can be realized by the central organization publishing a trust
list of certificate policies, or of certification authorities, which conform to common policy

requirements.

See Figure 1 and Table 1.

c) Openenvironment: the organization can act as a TSP issuing certificates to the public and permits
validation of certificates in an open network environment. TSPs can operate under voluntary TSP
accreditation schemes or within an indigenous regulatory framework. Typically, there is no formal

co

NOTE

©150/1

ntract between the subscriber's TSP and the relying party.

An example of an open PKI is a trust service provider issuing certificates under REGULATION (EU) No
910/2014 (eIDAS).
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A PKI comprises technical, process and people components that should harmonize into an effective
infrastructure. As with any infrastructure, the business requirements should be initially determined.
These requirements can be met by the deployment of a PKI.

See Annex D for a general description of the roles of certificates and PKI components.

5.2.2 Publi

c key infrastructure process flow

The responsibilities, services and procedures required by a public key infrastructure are as follows:

— key generation;

— registratiom;

— certificatp generation;

— distribut
— usage;

— managen]
— renewal,;

— rekey;

on;

ent of certificate expiry;

— revocatiz[: management;

— revocati
5.3 Use of

5.3.1 Gene

The elements
of a PKI serv
separate part

5.3.2 Illust

This subclaus
a scheme or v
PKI may be o
either certifig

Figure 1.

status checking.
PKI Service components within example business flows

ral

of the PKI process flow deséribed in 5.2.2 may be provided by separate comp
ce, for example certificate-generation and revocation status which are used to s
es as illustrated in Figure.1 below.

ration of certificate:application in a contractual PKI environment

e describes the organization using the PKI for support transactions to its customers
here a contract with rules has been established between the parties. The corresp

ate issuance or certificate validation services, or both services, to its custome

pnents
pport

within
bnding

pen or closed, and when closed the PKI is a third-party service provider. It will provide

'S, see

10
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Certification validation
service provider

Y

Certification subject

Certificate validation service is for example, a service chécking the validity of a certifi
ance with RFC 5280:2008, section 6.

accord

Figure 1 — Four entities in a contractual.environment

Relying part

T~

Fation path in

These |service components can be used for exampleras in the illustrative business procg¢sses given in
Table 1:
Table 1 — Certificate application scenarios in a contractual environment
Sample scenario Sample'requirements PKI operations

— _ Authentication of Organization requests certificate
sender for recipient. generation service compongnt to provide
new certificate for the emp|oyee prior to

sending any messages
Employee/sender digitally signs the email

1 Orgpnization employee sends message
an ¢mail to a recipient.

Recipient checks the certi
including checking the certifig
status

Recipient checks digital sign

icate validity
aterevocation

hiture on email

maescaaga ucing tha nuhlic
3 = S E—er P

ey from the

employee certificate.

©150/1
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Table 1 (continued)

Sample scenario

Sample requirements

PKI operations

Message integrity.

Organizationrequests certificate generation
service component to obtain new certificate
for the employee prior to sending any
messages

Employee/sender digitally signs the email
message

Recipient checks digital signature.

ral £3 Eaolad
\JUlllluCllLlallL)’
protection for message
contents.

Cl sauibat;uu I Culucato A3y t;f;uatc SCLI ration
service component to obtain new.Cerftificate
for the employee prior to sendirlg any
messages

Sender fetches the recipient’s cerfificate
from a shared directofy

Sender checks, \the certificate walidity
including its revéecation status

Sender ercrypts message using recipient’s
public key

Recipientdecrypts message usingrecipient’s
private key.

Customer sfibmits a purchase

order to a npjerchant.

Customer authorizes
purchase order.

Authentication of
customer by merchant.

Customer requests certificate gengration
service component to provide| new
certificate for the employee prior to sending
any messages

Customer digitally signs purchase| order

2 — Transactionanessage with private key.
integrity. . : , s
Ity Recipient validates sender’s certificate
including status, certificate checkihg the
revocation.
Merchant verifies digital signature.
Customer receives invoice ==" Message Check digital signature and vplidate
3 |from mercHant. authentication. certificate including checking the certificate

revocation status.

An existing|customer asing
an e-bankirjg service to send
high value paymentinstruc-

tions to barlk.

Strong mutual
authentication.

Message integrity.

Customer requests certificate gengration
service component to provide| new
certificate for the employee prior to spnding
any messages

Confidenttatity:

Customer validates bank's server certificate
including checkingthe certificate revocation
status

Bank wvalidates customer's certificate
including checking the certificate revocation
status.

Bank verifies digital signature.

12
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Table 1 (continued)

Sample scenario Sample requirements PKI operations

repository

Sender checks the certif

public key

Customer fetches Bank’s certificate from

including its revocation status

Customer encrypts message using Bank’s

Bank decrypts message using Bank’s private

icate validity

key.

54
ACAh

The C4
activit

The binding of the entity’s public key to its identity is accomplished by having the CA

certifi
its intq

The bi
called
trust a
aroot

IETF R

anchof:

En
He
be
pu
Th

Certification authority (CA)

ies to a registration authority.

Cate, thereby attesting to the relationship of the information therein and providing
grity.

hding of the entity's public key to its identity is validated using a CA trusted by the
the trust anchor. A chain of CA certificates is then validated up to the end entity’s c

CA. The trust anchor is distributed by secure' means outside the PKI.

FC 5280 provides an example processfor validation of a certificate chain (or path)

nce, authentication can invelve a chain of certificates. The verification of a chain

is is to ensure that the process begins securely. See ISO/IEC 9594-8.

0

ndt require that\certificates be given confidentiality protection. A valid copy of the
arld the identity used as the certificate issuer is required by the relying party in orde

ce a certificate’has been generated, the integrity of its contents is protected. This d|

certificate.

Td communicate outside the root CA’s domain, the root CA cross-certifies with the d
ddmain. Certification path validation then involves building a chain of certificates frd

as a public/private key pair and uses a digital signature algorithm to ptoduce certi

\'s main purpose is to manage the certificate life cycle, see 7.15. The CA may delegat

nchor is commonly distributed as a CA Certificate, which may be self-signed if the t

tities (including CAs) can use these certificates to authenticate themselves to re

gins with the trusted CA'public key and ends with the certificate being validated. T
blic key is to be obtained’and authenticated by some means other than by the use ¢f certificates.

ficates.

e appropriate

generate the
assurances of

relying party,
prtificate. The
rust anchor is

‘rom the trust

lying parties.
pf certificates
he trusted CA

pocument does
A’s public key
I to validate a

psired remote
m the remote

en

tity to the root CA by way of the cross-certified remote CA.
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In a non-hierarchical architecture, independent CAs can cross-certify each other by issuing
certificates to each other. This results in a general network of trust relationships between CAs and
allows each group (such as a retail credit authorization network, a clearing house, an organization,
or a subgroup thereof) to have its own CA. An entity uses the public key of a selected CA for its
trusted CA public key. The certification path consists of those certificates that chain back from the
certificate being validated to the trusted CA of the relying party.

In a bridge architecture, two or more independent hierarchical architectures are interconnected
by a common bridge CA which cross certifies with each root CA. The separate root CAs are peers to
each other and the bridge CA such that they do not need to cross certify with each other. The bridge
CA allows a relying party in one hierarchical architecture to validate the certificate chain from
another hierarchical architecture.

13


https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 270

99:2022(E)

— A bridge can be realized by a common trusted authority issuing a list of trusted certification
authorities.

A compromise of the private key of a CA compromises all entities certified by that CA, because

the holder of that private key can generate fraudulent certificates and then masquerade as one
or more end entities or through cross-certification with one or more entities. Failure to provide
compensating controls to deal with the possibility of compromise of transactions in a network can

have cata

strophic effects on organisations and their customers.

See also 5.10.1 for further discussion on trust models.

Two or more CAs can join a common scheme for mutual recognition, e.g. implemented by a trust list.

5.5 Busind

5.5.1 Gene

In defining th

5.5.2 Busin

There is a bu
mechanism th
that can be ug

5.5.3 Applicability

The parties in
and associate

5.5.4 Legal

The legal per
certification &
establishes wj
the certificat
or allocated |
limitations to
to act as rely
specifies the
submission o
fulfil or actio
assertions.

Ss perspectives

ral

e business operations of the organization, many issues will be addressed.

ess risks

biness need to manage risks in conducting electronic commeyce. PKI is one such ¢
at can provide appropriate protection to manage those risks. PKI is a control mech
ed for many different applications and can be seen as a-tommon, reusable technolo

volved determine whether the certificate peligy is appropriate to the business appl
d risks.

issues

Epective considers the certificate as an assertion, or a series of assertions made
uthority about the subject to the relying party. The CP (perhaps augmented by th
hat assertions the certification authority is making. It can also specify what wart
on authority offers that these assertions are true, and what liabilities will be as
y the certification authority in the event that an assertion is untrue. It can spec
these liabilities, suchas specifying a group whose members are the only parties per
ng parties. It can-specify the maximum liabilities per certificate or per transacti
types of transaction in which the warranties are in effect. It specifies procedu
claims and for resolution of disputes. It specifies any conditions a relying party
1s a relying party should perform before being authorized to rely on a certificate

The responsipilities and liabilities relating to a PKI, particularly where different business

ontrol
anism

8y

cation

by the
e CPS)
anties
sumed
fy any
mitted
bn and
res for
should
hnd its

esS are

involved, are

commonly a major 1ssue for a contractual PKI environment. The responsibility f

or and

scale of commercial liability will be a significant factor in setting out the business requirements,

especially for

trust services.

For example, the European regulation (EU) No 910/2014 (the eIDAS regulation) defines requirements
for qualified trust service provider for issuing qualified certificates supporting electronic signatures,
electronic seals, and website authentication.

5.5.5 Regulatory issues

The regulatory perspective considers differences in the acceptability of PKI processes and services
in the conduct of business related in alternative jurisdiction, industry standards or industry audit

functions.
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5.5.6 Business usage issues

Business usage, as described in 5.3, is between the entities defined in the environment (i.e. the
certificate subject or, where applicable, the subscriber and the relying party). All parties should fulfil
their obligations set forth in the CP or the agreement that defines these obligations. The certificate
subject or, where applicable, the subscriber can then use the digital signature process to authorize
a message or transaction and subsequently the relying party can then rely upon the authenticated
signature.

Optionally, under a warranty scheme, a reliance limit can be established by the CP or by separate
agreement. Where this is the case, the relying party can choose to seek a guarantee for that transaction,
up to a specific limit.

5.5.7 | Interoperability issues

an open PKI
environment,

In a closed
on, it is up to
use of the PKI

The disparate business practices and related policies are often a further chdllenge in|
environment from business and technological perspectives. However, in a contractual PKI
rules pf operation are established specifically to overcome interoperability issues
environment, where the certificate issuer and the relying party are the same organizat
that orjganization to resolve any interoperability issues. The disparaté policies regarding
need tp be considered in setting out the business requirements fop-trust services.

The interoperability of trust services for organisations requires agovernance framework that addresses
the issjes of:

legal jurisdiction and responsibilities;

commercial risk management considerations;

tefhnical recognition of the certificate and-eperational processing aspects;

— pdlicy and trust scheme obligations.

Non-tdchnical interoperability issues are resolved by adherence and by conformance to the contractual

rules d
the bu

The dd
one or
comm
indust

A CA ¥
purpo

f the environment that describe the business contract responsibilities and liabilitie
ciness application under the certificate policy interpretation.

tailed CPS by itself does not form a suitable basis for interoperability between CA|
by different organizations. Rather, certificate policies best serve as the vehicle on
bn interoperabjlity’ standards, certificate requirements and common assurance ¢
ry or global basis.

vith a single CPS can support multiple certificate policies (e.g. used for differe
bes or. by-different certificate user communities). In addition, different CAs, with

5 according to

s operated by
which to base
riteria for an

ht application
nonidentical

certifi

a)

Cation practice statements, can support the same CP.

nnnnnnnnnnnn

raadlz than o 1.0

ol ra b
TIIOTCOTOaUTy cIirartr co—Jo

a particular CP is widely recognized, it has great potential as the basis of automated certificate
acceptance in many systems.

b) Organisations that operate public or inter-organizational certification authorities should document
their own practices in CPSs. The CPS is one of the organization's means of protecting itself and
positioning its relationships with subscribers and other entities.

c) Technical implementation can differ due to interpretation of standards and protocols by the PKI

integrators. A technical comparison takes place within the PKI environment to ensure technical
interoperability.

For interoperability of PKIs operated by different CAs, there is a need for a trusted path to enable a
relying party to verify the certificates issued by another CA. This trusted path can be provided by
one CA issuing a cross-certificate to another. This can even involve other third party CAs that assist
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in providing a trusted path through a chain of cross-certificates. Care needs to be taken in the policy
implications of such cross-certificates and in particular that the implied trust relationship is matched
by an appropriate business relationship.

CAs can be organized in a hierarchy with a “root” CA that is trusted by all relying parties to issue CA
certificates for subordinate CAs. Special attention needs to be paid to the security controls applied
to such root CAs since the impact of any successful attacks on such root CAs can be very significant.
Furthermore, the needs for some areas of the policies and practices of such a root CA with regards to
functions such as registration are likely to significantly differ.

5.6 Certificate policy (CP)

5.6.1 General

A CP is a comimon set of rules with regard to the level of trust that are met by associated/certifficates
used for a parfticular purpose. The CP also specifies the criteria that are agreed upon and-compligd with
by a certificafion authority before certificates issued by such a certification authority’may be acgepted
by a relying pprty.

The entity thgt develops and maintains the CP can be known as the policy authority.

The CP focusds on what the certificate is to be used for and is defined independently of the details of the
specific certifficate operating environment policy usage of a CA.

The purpose ¢f a CP includes:
— to define pnd limit the use of certificates;

— to specifyf requirements and obligations of certificate subject and, where applicable, subscriljer, the
certificatjon authority and relying parties;

— to defing liabilities for certificate subject @nd, where applicable, subscriber, the certifjcation
authority|and relying parties;

— to specify policy administration process;
— to specifyf governing law.
It is recommepnded that the CP istbased on [ETF RFC 3647. Controls are defined in Clause 7.

In contractujl environments, the CP may be subordinate to, or referenced from, contgactual
requirements|establishedwrith a CA.

The PA that rdgisters.the object identifier also publishes a textual specification of the CP for examination
by certificateusers (See Annex A for additional information).

5.6.2 Policy Authority and certificate policy usage

A policy authority specifies the certificate policy that is adopted by the certification authorities
that have their controls described in certification practice statements. A CP is created, maintained,
distributed, and interpreted by the policy authority. The policy authority can either be represented by
one organization or jointly by a number of major stakeholders.

Certificate policies are created for specific purposes within a PKI and business environment. There can
be many certificate policies within one PKI, each defining the business/policy requirements for groups
of certificates sharing common policy requirements. In each case the specific certificate policy can be
developed by a policy authority. Alternatively, a PKI may adopt a standardised certificate policy (e.g. as
defined in CA/Browser Forum Baseline Requirements or ETSI EN 319 411-1) directly or as the basis of
its own policy.
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As an example, a company wishing to transact with another company can require for business reasons
the use of digitally signed messages. Each party would need to define their business requirements and
adopt a certificate policy that meets those requirements. Both parties need to obtain a certificate from
a certification authority that supports that certificate policy.

Examples of different certificate policy usage would include, but not be limited to:

a)

certificate for customer to authenticate their online service provider);

b)

purchasing order from a merchant);

subscription to the certificate policy for specific functional applications (e.g. server identification

subscription to the certificate policy that matches the business application (e.g. customer signing a

‘)
en
m

5.6.3

PKIs ¢

sulbscription to the certificate policy that matches a generic security application w

vironment within prespecified restrictions (e.g. providing confidentiality prot
bssage types to certificate subject across the Internet).

Certificate policies within a hierarchy of trust

hn be structured into a hierarchy with the top or apex of the hierarchy being a 1

delegafes a portion of its trust to subordinate CAs based upon the organizational needs

intermn

certifi

The p
associ
and tr
factor;
entitie

ediate levels primarily authenticate and sign the digital certificates of subordin

ide the structuring of business requirements by differentiating between organizatio

ample, the root level at the highest legel of the hierarchy may be reflected as
Cate. [t may be used as a trust anchor for the validation of certificates in the hierard

[ivate key associated with this oot certificate may have the complete capabil
hted with the CA. This rootwéan issue subordinate CAs, in order to compartn
ust. The subordinate CAs may cascade into multiple levels, each trying to furthsg
, such as separating out-different certificate policies or limiting capabilities, or it n
s directly. In a hierarchy/ the root is the most trusted point. Each subordinate le

trust between their peers;»but each trusts the superior point from which they have b

respor
Examp

a)

ce
iS4

ce|

sibility.
les of different certificate policy usage include, but are not limited to:

rtificate policy for identifying the root CA with its implied self-signed certificat
uedmder Policy A in Figure 2);

rith a defined
ection on all

oot. The root
The root and
hte levels and
nal needs (e.g.
As illustrated
the different
level is more
ates issued to
ies.

a self-signed
hy.

ity and trust
nentalize risk
r reduce risk
nay issue end-
el shares the
ben delegated

b (certificates

A or another

b)

rtificate policy for identifying a subordinate CA established under the root C

subordinate CA. To sign the public keys of the subordinate or intermediate CAs, the root CA acting
as the ultimate parent in the CA hierarchy in the organization (certificates issued under Policy B in

Figure 2).
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(Root policy)

Root CA
. (Policy A)
(spzltlféﬁ) Certificate issuing
CA
(Policy B) .
Certificate issuing (Policy .C)
CA End entity
(Policy D) (Policy E)
End entity End entity

Figure 2 — Root hierarchy creates a hierarchy of trust

5.6.4 Certificate status

A policy authqrity specifies the conditions applicable to the states of a certificate issued under a's
CP.

A certificate rhay be in one of the following-states at a given time. These states are not exclusive:

a) pre-validf- not yet operational; if\thie certificate expresses a validity period, the given time i
to the cotnmencement of the validity period;

b) live - opefational; if the certificate expresses a validity period, the given time is during the v
period;

c) suspended - not gpérational; if the certificate expresses a validity period, the given time is
the validity period;

d) revoked {nofoperational; if the certificate expresses a validity period, the given time is dur

pecific

5 prior

alidity

during

ng the

validity period;

e) expired - not operational; if the certificate expresses a validity period, the given time is after the

validity period.
Once a certificate is revoked or has expired it cannot return to an operational state.

The policy authority specifies the conditions applicable to the states of a certificate issued u
specific CP.
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5.7 Certification practice statement (CPS)

5.7.1 General

The certification practice statement describes the necessary and sufficient procedures and controls
employed by the CA in issuing, managing, revoking, and renewing or re-keying certificates.

The purpose of the certification practice statement is to clearly define the CA’s procedures and
practices to manage the risks associated with certificate policies. A useful approach in completing the
certification practice statement is to follow IETF RFC 3647 and clearly define the step-by-step practices

from certificate request/issuance, certificate verification and required supporting functions.

As indjicated earlier, the CA is the entity responsible for performing the six service cqn

5.11) (
revocg

f a) registration, b) certificate manufacturer, c) dissemination, d) revocatipn|m
tion status service and f) subject device provision (optional). The CA is responsi

defining the controls to accomplish these component services in meeting the. réquirem

in the

CP. The controls are documented in the certification practice statement {CPS). Thg

functipns of a CA can be securely delegated in any manner it desires.

A CPS
practi
certifi

The PJ
the po|
certifi

5.7.2

can take the form of a declaration by the CA of the details of its’trustworthy sy
es it employs in its operations to securely issue and manage its certificates.
Cation practice statement can also be part of the contract between the CA and the s

KI disclosure statement may supplement a CP or CP$S-by disclosing critical infory
licies and practices of a CA. It does not substitute ér replace the CP or CPS under
Cates are issued.

CPS creation

A certiffication authority in support of its operation prepares a CPS or an equivalent docume

of its g

bility to comply with one or many cettificate policies. A formal CPS may not be co

contractual PKI environment and is often‘determined by either the rules of the communit

author
nevert
roles.

5.7.3

The py
relying
proces

in the
CPSis

busing

carrie

ity. While a simple conformance-statement can suffice with a contractual PKI envir¢
heless, provides guidance for both internal processing and processing completed

Purpose

rpose of a certificate policy is to state “what is to be adhered to” by the CA, the s

] out

hponents (see
inagement, e)
ble for clearly
ents set forth
b services and

stem and the
Portions of a
lbscriber.

mation about
which digital

ntas evidence
mpulsory in a
y or the policy
nment, a CPS,
by delegated

bject and the

b parties, while-a CPS states “how the certificate policy is adhered to” by the CA (ile. the control
ses the CAwill use in creating and maintaining the digital certificate). The CP maybe referenced
digital.certificate (in its “Certificate Policies” attribute). The relationship betweg¢n the CP and
simjlax Tn nature to the relationship of other business policies that state the requijements of the
ss;_while operational units define the practices and procedures of how these policies are to be

5.7.4

Level of specificity

A certificate policy is prescriptive.

A certification practice statement is descriptive and detailed. Such documents are generally defined as
internal operating procedure documents that can describe specific tasks and responsibilities within an
organization. Such documentation can be used in the daily operation of the CA and reviewed by those
performing a process review or audit.

5.7.5 Approach

The CP is based upon known business requirements.
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A CPS is tailored to the organizational structure, operating procedures, facilities, and computing

environment

of a certification authority.

5.7.6 Audience and access

In general, the CP is managed as public information in the contractual environment, and therefore
widely disseminated by the PA to all participants.

A CPS is a statement by a CA as to the control practices it will follow in issuing and maintaining
certificates and clearly defines how its practices fully support the CP identified.

For example, the CP can state that all certificate registration transactions are considered sensitive

and for reaso
storage. The (
during transr
The CPS can 4
the access co}
CPS, would ty
mechanisms.

5.8 Agreer

This subclaus
services and {]

The entity re
certificate iss
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The obligatio
signature rec

A CA may sub
service comp
the provider

revocation m
However, ulti
will be no req

5.9 Time-§

In some case
time-stampin

hs of individual privacy, all such transactions will be protected during transmissi
PS can then further identify that all certificate registration transactions will be‘én¢
hission and list the business divisions that are allowed access to the storedinforn
Iso specify the algorithms and key lengths used for encryption during tr@ansmissi
1trol mechanism used for storage. The CA's operating procedures, rather than thg
pically include more detailed information about the administration-of the access (

nents

e describes the relationships between the parties involved in the provision and use
he associated agreements between these parties used to lay out their relative oblig|

sponsible for the provision of overall PKI service/is the organization identified
Ler in the certificate, commonly referred to as.the certification authority (CA).

I conditions for the issuing of certificates by the CA to one or more subjects is laid ¢
reement between the CA and the entity.subscribing to the CA. The subscriber agre
subscriber to its obligations.

s between the CA and the entity relying on the certificate, for example to v
bived or encrypt data to be sent;are laid out in a relying party agreement.

-contract part of the obligations in a subscriber or relying party agreement to a se
bnent provider. For example, all or part of the subscriber agreement may be taker
pf registration services; or part of the relying party agreement relating to provi
hy be taken on By )a provider of revocation management or revocation status se
mately it is the €A as identified as the certificate issuer who is responsible. Typically
[uirement fora‘contract between the subscriber and the relying party.

tamping

bn and
"ypted
hation.
bn and

CP or
ontrol

of PKI
ations.

as the

utina
ement

erify a

parate

on by
sion of
rvices.
" there

hts for

5 \atime-stamping service may be provided alongside a PKI service. Requireme

g services are outside the scope of this document.

The timing of events from a trusted time source (i.e. a time source known to be synchronized with
coordinated universal time (UTC)) can be an important adjunct to the security services provided by a
PKI. Not only is this necessary to place secured events within context (e.g. for dispute resolution) but
also as a means of assurance of trust services.

There are two aspects of certificate usage where timing can be of particular importance. Firstly, trust
services are based on certificates which have a validity period. If a signature is verified after the expiry
of the signing key certificate, the validity of the signature cannot be ensured. Secondly, if a certificate
is revoked then any use of the certificate after the time that it is revoked should be considered to be
invalid. Thus, if there is significant time between the application of a certificate in securing data and
the checking of the validity of the certificate, for example when applying a digital signature to stored
data, it is important to be sure of the time at which the signature was applied. If it can be confirmed that
a signature was created before the supporting certificate expired or was revoked, then the validity of
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the signature can be ensured long after either of those events. It is for the relying party to determine
whether they accept the risk associated with a certificate that can have expired or been revoked in the
interim period.

A method of providing assurance of the time that a signature was created is to employ a trusted third
party, commonly called a time-stamping authority (TSA) to bind a time to the digital signature on or
near the time that the signature was created. This technique is commonly called time-stamping. An
example time-stamping protocol is defined in the ISO/IEC 18014 series. This time-stamping protocol
uses a hash digest of the data to be time-stamped (e.g. signed data) along with a trusted source of time
digitally signed by the trusted authority.

This time-stamping service may be used, for example, by the signatory immediately after signing or

before[being placed in Iong-term storage. Once time-stamped, the data can be assumed-td be valid even
if the $upporting certificate subsequently expires or is revoked. Where data are to’be’hrchived over
very lang periods, for example beyond the validity period of TSA’s own certificate,further time-stamps
can be|applied to ensure the ongoing protection of the signed data.
Such apn application of time-stamping can also be used to protect a signatory “repudiating” a signature
by suljsequently claiming to have the signing key compromised and so causing the certificate to be
revokdd. If the signed data are time-stamped on or near the time that-the signature was created, it
can bg shown to have been valid at that time even though the certificate can subsequently have been
revokedd.
A variation of the time-stamping mechanism is to link together a time-stamp token with others
previously issued by a time-stamping authority to provide greater assurance in the security of a single
time-sfamp (see ISO/IEC 18014). Another variation is-to)employ several independent tjme-stamping
authotjities and so avoid dependence on a single trusted authority.
5.10 Trust models
5.10.1] Trust model considerations
CAs mpy be organized in a range of.tfust relationships. The conventional approach is to|organize CAs
into a hierarchical relationship as shown in the following Figure 3:
Root
CA3
Intermediate Intermediate
CA 3 Sig CA3 Web
(signing) (website authentication)
End an mmitv 3X
(signing) J & (website)
End Entity 3B End Entity 3Y  }—
(signing) (website)
End Entity 3C End Entity 3Z
(signing) (website)

Figure 3 — Hierarchical CA trust relationships
At the top of the hierarchy is a root CA. If a relying party trusts the root CA, then it can establish a path
of trust down to any end entity (EE) certified through the hierarchy.

The following three main approaches, see Figures 4, 5 and 6, have been adopted to enable relying parties
to establish trust in a certificate where it does not have direct knowledge of the trustworthiness of the
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root CA. The following descriptions are a simplification of the actual trust management schemes, for
example the trust link may occur not at the root CA but lower in a CA hierarchy.

a) Bridge CA

Bridge CA Starting point for

< relying party
validation of end
/ entity certificates

Root Root
CA1 CA3
IK D"\ y ¢ >\
Internfediate Intermediate Intermediate Intermediate
CA|l Sig CA 1 Web CA3 Sig CA 3 Web
(sighing) (website authentication) (signing) (website authéntication)

End Entity 1A End Entity 1X End Entity 3A End [Entity 3X
(signing) (website) (signing) (Website)
End Entity 1B End Entity 1Y End Entity 3B

End Entity 3Y
(signing) (website) (signing) (websitg)
End Ehtity 1C End Entity 1Z End Entity 3C End Entity 3Z
(sighing) (website) (signing) (website)
Root
CA2

Intermediate Ipfermediate:
CA 2 Sig CA 2 Web

(signing) bsite‘atithentication)

End Entity 2A End Entity 2X
(signing) (website)
End Entity 2B End Entity 2Y
(signing) (website)

End Entity 2C End Entith2Z
igning) (website)
N

Figure 4 — CAtrust relationships with bridge CA

In this case ap authority is trusted by all CA hierarchies in a community (e.g. USA federal goverpment)
to only cross|certify with CAs-eonfirmed to be following agreed rules for example through apdit. A
CA hierarchy which meetstthe’identified rules is then cross certified by the bridge CA operated|by the

trusted authdrity. A relying party which trusts a root CA in one hierarchy then can establish § trust
path to end entities in‘another hierarchy:.
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b) Application root CA Certificate Store

Root Store

Root
CA1
Certificate

ISO/IEC 27099:2022(E)

Root Starting point for
CA3 — relying party
Certificate validation of end

/

Root
CA1

N

entity certificates

Root
CA3

N

Intermediate
CA 3 Web

Twebsite ajithentication)

(website)

End Entity 3X
(website)
| End Entity 3Y

Mebsite)

Entity 32

ovider which
relying party
e root store is

Intermediate Intermediate Intermediate
CA1 Sig CA1Web CA3 Sig
(Signing) Twebsite authentication) Signing)
End Entgy 1A End Entity 1X End Entity 3A
(signig) (website) (signing)
Enfl Entity 1B End Entity 1Y End Entity 3B
(signing) (website) (signing) \
End Entity 1C End Entity 1Z End Entity 3@ End
(signing) (website) (signing) (v
Root
CA2
Intermediate\ fermediate
CA2 Sig GA 2 Web
(signing) bsite‘authentication)
End Entity 2A End Entity 2X
(signing) (website)
End Entity 2B End Entity 2Y ]
(signing) (website)
tity 2C End Entity2Z
ing) (webs?e&
N

Figure 5 — CA trust relationships with application root CA certificate sto
In thiq case an application previder is trusted to maintain a store of root certificates for CAs which
are confirmed, for example by audit, to meet the policy defined by the application pj
may bg based on common rules agreed by a community (e.g. CA/Browser Forum). The
applications only accépt certificates in a path from a Root CA that are in the root store. Th
implerhented and managed on the application platform for the relying party.
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c¢) Trusted List

Starting point for

TSP 1 TSP 2 TSP 3 relying party
. . . 3 validation of end
Trust Service  Trust Service Trust Service Trust Service entity certificates

= Signing = Website Auth. = Website Auth. = Signing

Intermediate Intermediate Intermediate Intermediate
Trusted List CA 1 Sig CA 1 Web CA 2 Web CA 3 Sig
Certificate Certificate Certificate Certificate
T T

L \/\

CA 1 Sig CA 1 Web CA 3 Sig CA 3 Web /
(signing) (website authentication) (signing) (websjte authentication), /
End Entity 1A End Entity 1X End Entity 3A End Entity BX
(signing) (website) (signing) (website|
End Entity]1B | End Entity 1Y End Entity 3B End

tity 3Y
(website) (signing) R (website)
End Entity 1C End Entity 1Z End Entity 3C nd Entity 3Z

(signing »
(signing) (website) (signing) / (website) \
o
Intermediate Intermediate
CA 2 Sig CA 2 Web
(signing) (website authentication)

End Entity 2A End Entity 2X
(signing) (website)
End Epfity 2B | End Entity 2Y

(3#Gning) (website)

End Entity\2C End Entity 2Z
/ (signing) (website)

Figure 6 — CAtrust relationships with Trusted List

In this case anj authority maintaifsia list of trust anchors of trust service providers which are confirmed
to meet giver] rules [e.g. as set-by regulation (EU) No 910/2014] [25] for example through audit. This
trust anchor :lnay be an interimediate CA in the CA hierarchy giving greater control over the spedific CA
systems trustled for specific trust services. The relying party applications only accepts certificages in a
path from a tyust anchor that is in the trusted list and is used for the purpose identified in the trusted
list.

5.10.2 Wildc¢ard certificate considerations

Wildcard certificates allow the same certificate to be used for different systems. For example, the three
domain names alice.example.com, bob.example.com and cortez.example.com can be served by the same
certificate with the common name *.example.com. However, any illicit system inserted into the same
domain such as rogue.example.com can reuse the same certificate and private key. Further, without
using fully qualified domain names (FQDN) the certificate validation and system trust is weakened.
An application only wanting to connect to alice.example.com would validate the server name against
the wildcard “*” name such that any illicit connection to bob.example.com, cortez.example.com or any
rogue name would appear valid. Wildcard certificates are not allowed by some organisations.

5.10.3 Relying party considerations

Relying parties are dependent on certificates but typically do not have a direct business relationship
with the certification authority (CA). The relying party validates signatures and certificates according
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to a signature validation policy which can imply trust in the certification authority (CA) itself, or as
a participant in a scheme of mutual recognition (i.e. a commonly accepted “qualified level” or being
certified under a bridge-CA). Another possibility is that the relying party accepts the CA’s relying
party agreement (RPA) explicitly or implicitly, regardless of whether the relying party has read or
acknowledged the RPA.

The certificate validation is only successful if all the steps have been successfully completed. Otherwise,
the certificate chain is invalid, and the relying party should reject the subject certificate. The first
failure negates the need to continue processing all the steps. Most browsers allow users to accept
invalid certificates and bypass certificate validation. For particular types of certificates, additional
checks may need to be performed to validate a certificate. The relying party should perform certificate
validation as recommended in RFC 5280.

Actionjs taken by relying parties should include the following.

re [ the revoked

ce|

ect any signed message received after the revocation date requiring the dse o
rtificate;

re
th

ect any signed message received after the suspension date and prior|to its release dlate requiring
e use of the suspended certificate;

immediately discontinue any keying material established or protected by revoked gertificate and

corresponding asymmetric private key;

upldate an audit journal to reflect the actions taken and the reasons for the actions;

prpvide notification to other entities (e.g. subject, relying parties);

inyestigate the security incident and take appropriate supplementary actions to limif exposure.

5.11 Component services

A com
may b
clearly
of sery
ensuri
party
liabilit
There
compd
infornj

The ce
the pu

blete functional PKI is composed_of‘multiple component services (e.g. those listed
p provided by more than one PKFservice provider. The requirements of a certificate
identify what are the requirements applicable to an individual component service
Fices, with the entity identified as the issuer of a certificate having overall resy
Ing the policy requirererits are met. Contractual arrangement between the c
i.e. the issuer or its subcontractor) and its subcontractor need to ensure that the o
ies of each party areclearly established.

needs to be eonsistency between the certification practice statements for the pr
nent serviegs'to ensure that all aspects of the certificate policy are covered. This 1
ation oy other assets transferred between separate service component providers.

poses of classifying requirements:

below) which
policy need to
e or collection
onsibility for
bmmissioning
bligations and

bviders of the
eeds to cover

rtification services are broken down in this document into the following component services for

a) Registration service:

This service verifies the identifier and any other applicable attributes of a subject. The results of this
service are passed to the certificate manufacture service. The verification process may be an enduring
process since the data collected during the initial registration need to be kept up-to-date. At any time,
the data from the registration process maps unambiguously the subscriber to their provided data.

The registration service clearly defines the admissible identity proofing and verification processes. The
CA or registration service clearly defines the set of information identifying an applicant’s information,
both for natural and legal persons.
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The registration service ensures integrity, authenticity, and confidentiality of subscriber registration
data and status. The registration service should verify the applicants’ information and the physical
existence, directly or indirectly using appropriate measures.

b) Certificate manufacture service:

This service creates, and signs certificates based on the identity and other attributes verified by the
registration service. This can include key generation. For further details see D.3.2.2.

This service signs with its private key the subject’s public key and the subject’s additional information
for the creation of certificates. This service relies on the life cycle controls for maintenance, usage,
archival, destruction, and key compromise (cf. 7.13.1, 7.13.2, 7.13.4, 7.13.5 and 7.13.6).

By signing thle subject certificates with its private key, the CA provides trust in the certificatgs as it
ensures that:

1) the subje¢ts’ identifiers and other attributes have been verified during the registration procgss;

2) only the [subjects are in control (directly or indirectly through an agent) of\their private keys
corresponding to the public keys in the certificates;

3) the subjefts have accepted the CA’s disseminated terms and conditions:
Relying parti¢s can use the CA’s public key to verify the CA’s signature-inthe generated certificates.
c) Disseminption service:

This service disseminates certificates to subjects, and if the subject consents, makes them availpble to
relying partigs. This service also makes available the TSP!s\terms and conditions, and any published
policy and practice information, to subscribers and relyingparties.

d) Revocatign management service:

This service grocesses requests and reports relating to revocation to determine the necessary adtion to
be taken. The|results of this service are distributed through the revocation status service.

e) Revocatiqn status service:
This service grovides certificate revocation status information to relying parties.

This is usually carried out by gnline certificate status protocol (OCSP) or by certificate revocat]on list
(CRL).

f) Subject device provigion service (optional):

This service repares; and provides or makes available secure cryptographic modules, or other gecure
devices, to subjects.

Examples of thfsservice are:
1) aservice which generates the subject's key pair and distributes the private key to the subject;

2) a service which prepares the subject's signature-creation module and enabling codes and
distributes the module to the registered subject.

This subdivision of services is only for the purposes of clarification of policy requirements and places
no restrictions on any subdivision of an implementation of the CA services.

See 7.14 for the applicable control objectives and procedures.
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5.12 PKI hierarchies and independently managed CAs

PKI is defined with a hierarchy link between the different CAs (Root and Sub CA) and based on
underlying technical components.

As described in 5.10.1, the basic structure of a PKI service is a hierarchy with a root CA at the top of
the hierarchy. This may apply to separate CA components within the PKI hierarchy. This decision can
be motivated by multiple factors like financial, technical expertise, or HR constraints. For example, a
Registration service for a CA issuing Authentication and signature certificates in an open environment,
will require helpdesk with adequate human resources that will be able to verify the identity of the end
entity subscribing to such a certificate. It can also be the case where the revocation service has to be
running 24x7, and thus the CA subcontracts this specific service to organisations having dedicated

teams(to support 24x7 operations.

In sudh use-cases, the CA should ensure that the subcontractors are legallyliablg covering all
requirgments and SLAs that the CA requests (and to which it is required to comply accarding to their
own CP).

5.13 Root CA

5.13.1] General

A root|CA is the top-level of a given PKI and at the highest level within a trust service prvider's (TSP)

domaih. It represents the ‘trust anchor’ for the chain of gfrust. A root CA certificate is generally self-
signed (i.e. the root CA signs a certificate that names itself as the certificate subject). When a CA is
signed by a different CA certificate (i.e. a different nafied Subject), the certificate is considered cross-
certified.

Major pperating system and browser vendors en¥bed and distribute the root CA certificatps for many of
their users.

As applications will trust any valid certificate that chains up to a root CA that is in its truft store, extra
precaytions to protect the integrity of the root CA and its private signing key need to be thken.

It is gg¢od practice for root CAs-£0,be ‘offline’ or ‘air gapped’ from other networks, and|only brought
onlinelin a controlled environfnent to issue certificates to other intermediate/issuing CA$, subordinate
CAs, cross-certificates, and CRLs.

The rejquirements for theroot CA should be consistent with the CP.

Root (JA control objectives can be found in 7.16.

5.13.2] CA relationships and PKI hierarchies

In a hipratchical model, a root CA is deployed and various Intermediate CAs may be set yip for various
business UMIts, domalins, oI COMIMUNIties of IMterest, 1 order to Hmit or mitigate Tisk. The root

CA validates the intermediate CAs, which in turn issue certificates to lower tier CAs or directly to
subscribers. A root CA has more stringent security requirements than an Intermediate CA. Although
it is difficult for an attacker to access the root CA (which in some implementations is only online in the
rare event that it issues, renews, rekeys, or revokes intermediate or subordinate CA certificates and
publish revocation status information), one drawback to this model is that the root CA represents a
single point of failure. In the hierarchical model, the root CA maintains the established “community of
trust” by ensuring that each entity in the hierarchy conforms to a minimum set of practices. Adherence
to the established policies may be tested through audits of the Intermediate and Subordinate CAs and,
in several cases, the registration authorities.

In a cross-certified model, the root CAs from one or more PKI issue certificates naming each other as
the subject. This allows for trust to be established across separate PKIs when relying parties may only
have one of the root CAs in their trust store.
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The bridge CA model is similar to the cross-certified model, with the main difference being that,
rather than each root CA cross-certifying each other, an independent bridge CA issues one-way cross
certificates to each root CA. Relying parties need only trust the bridge CA and will then automatically
trust any certificate from any PKI that has a cross-certificate from the bridge CA. This allows for a more
flexible hierarchy as the bridge CA can add new PKIs without requiring any actions from existing PKIs.

As the actions of the bridge CA impact all relying parties, bridge CAs often impose various conformance

requirements

(i.e. annual audits) as well as a common certificate policy.

6 Certificate policy (CP), certification practice statement (CPS) and their
relationship to information security management system (ISMS)

6.1 Genersz

The security
particular us
CP can be est]

of contractuall or open environments, the certificate policy is usually agreed between stakeh

involving the
a contractual
authority. Thd
under the cor

the scope of t

While a CP fo
an ISMS has a
of a PKI trust
support the li
5.2, the secu
relying partie
are adequate
assurance, t

guidance for

An ISMS und
ISO/IEC 2700
shall cover at

6.2 Certifi

Certificates slhould be issued under at least one CP.

1

br communities and / or classes of application. In the case of closed ‘environmen
ablished within its user communities for the required classes of application. In th

representation of interests of the PKI trust service provider and(the user communi
environment, the certificate policy is frequently established under the control of a
policy authority is recommended practice but optional. This policy authority may
tractual arrangements between the PKI service providers and the PKI user co

nis document

uses on the PKI trust service provider’s respansibilities as part of a wider PKI ecos
h internal focus. The scope of an ISMS is the Security management within the organ
Kervice provider. Both are linked through-the CPS. The practices defined in the CPS
hk between the wider PKI concerns inithe CP and as a refinement of ISO/IEC 27001
Fity policies for a particular envigpniment based upon an agreed CP. Subscribe
s within a PKI ecosystem need credible assurance that the practices defined in t
and properly managed and ithplemented. To have a common basis for providi
is document defines ISMS @bjectives, controls, and, where applicable, impleme
KI Trust Services.

brpins some of the RKI requirements but not all requirements. An ISMS (e.g. ba
| or equivalent) shrall'be in place to support the PKI requirements. An equivalent ap
least risk mandgement and generally applicable security controls.

cate policy (CP) guidance

b

(see 7.2). Regulations or procedures for the establishment of certificate policy requirements are ¢

policies for a particular environment should be based upon an agreed CP aimed at

ts, the
e case
olders
Lies. In
policy
erate
unity
utside

ystem,
zation
should
:2013,
's and
he CPS

such
tation

sed on
proach

describe the conditions for npp]irnhi]it‘y of the certificates issued hy the CA, inclu

ing:

fic permitted uses for the certificates if such use is limited to specific applications;

limitations on the use of certificates if there are specified prohibited uses for such certificates.

CP should identify subscriber obligations and liabilities. Subscriber obligations and liabilities may

be defined within or separate from the CP. The subscriber obligations and liabilities should include:

certificate guarantees that information contained is accurate;

will be done in a manner appropriate to the control objectives;

a) CPshoul
1) speci
2)
b)
1)
2)
3) prote
28

cting the access to the private key associated with certificate;

providing information in certificate request that is accurate and that the act of accepting the

guaranteeing that if the subscriber or the certificate subject generates the public key pairs, it
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4) notifying the issuer of private key compromise or change of status within the time frame

5)

specified in the CP;

restricting the use of the certificate to the usage specified.

Subscriber obligations and liabilities may alternatively be defined in a document separate from the CP.

a) CP should identify issuer obligations and liabilities. [ssuer obligations and liabilities may be defined
within or separate from the CP. The issuer obligations and liabilities should include:

1)

notifying the subject or, where applicable, the subscriber of the certificate that the certificate

has been issued;

2)

3)

4)
5)

6)
Issuer

d) CH
ob

iy
2)

3)
4)
5)
e) CH
f) CH

obligations and liabilities may alternatively be defined in a document separate froy

ligations and liabilities in order to:

1)

where possible notifying the subject or, where applicable, the subscriber whose
been revoked, suspended, or unsuspended;

making available to relying parties the certificate status in accordance, with t

ertificate has

he CP (e.g. by

posting certificate status information in a repository available to (participating subscribers

and relying parties);
complying with the CP identified and its associated certificatioh-practice statemse

providing notification of any disclaimers of liability (e.g. for misuse of certificate f
applications);

nt;

or disallowed

providing confidentiality protection to non-publi¢'subscriber and relying party information.

should identify relying party obligationisvand liabilities. CP should include

restrict usage to applications identified;

provide notification regarding*any disallowance of claims of liability for n
certificate on excluded applications;

check digital signature;
validate certificate.content and status;
provide notification of applicable liability caps and warranties.
should identify any applicable reliance or financial limits for certificate usage

should\state the minimum requirements for:

n the CP.

relying party

nisuse of the

Subscriber identification and authentication;

2)
3)
4)

certificate status publication;
subject private key protection;

CA private key protection.

g) CP should state the minimum requirements for the mandatory X.509 v3 fields:

1y
2)
3)
4)

version number;
serial number;
signature algorithm;

issuer;
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5) valid from and valid to dates;

6) subject;

7) public key algorithm and minimum key length;
8) required extensions.

h) In case of relevant changes of the CA structures, processes and assurances, the CP should be
updated, and subscribers should be informed, and where possible relying parties should be
informed, about the updates.

See Annex A for additional information on certificate policies.

6.3 Certification practice statement (CPS) guidance
a) A certifichtion authority is required (see 7.2.2) to document its certification practices.

b) A CPS, off equivalent, is required (see 7.2.2) to support each CP under which the CA isques or
manufactjures certificates.

c) The TSP’$ CP is recommended to address the contents provided inIETF RFC 3647 that include
the following high-level components to the level of detail required by the policy authoritly with
reference to the relevant certificate policies:

1) introfuction;

2) genefal provisions;

3) identjfication and authentication;

4) operdtional requirements;

5) physical, procedural and personnel secutity controls;
6) techifical security controls;

7) certificate and CRL profiles;

8) practfices administration.

d) A CA's ceftification pracfices are required to control procedures (see 7.1), which are appropriate,
based on|the CA's assessment of risks and meet the requirements of the supported cert{ificate
policies.

See IETF RFC|3647 for additional information on certification practice statements.

7 Certification authority objectives and controls

7.1 General

Control objectives in the areas of CA physical and environmental controls, CA key life cycle management,
certificate life cycle management and root CA controls are presented in 7.2 to 7.17, representing
baseline control criteria with which a CA shall comply and against which a CA can be evaluated or
audited, unless the stated objectives are addressed by alternative requirements stated in the certificate
policy. Such an evaluation can take the form of an internal audit or external audit using any appropriate
audit methodology as can be defined by the rules of the contractual environment. In the case of the
PKI subcontracting part, the CA remains ultimately responsible and should ensure that all necessary
control objectives defined by the CA are applied across the different subcontractors that are part of this
ecosystem.
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A number of the control objectives are regarded as optional, that is they are only applicable if
corresponding processes are supported by the CA. These include if the CA defines its own policy:

— Certificate Policy Management (Z7.2.1).

— CA-provided subject key generation services, if supported (7.14.1).

— CA-provided subject key storage and recovery services, if supported (7.14.2).
— Hardware token life cycle management, if supported (7.14.3).

— Subject key management, if supported (7.14.4).

— Cqrtificate renewal, if supported (7.15.2).
— Cdrtificate suspension, if supported (7.15.7).
— Sl.lbordinate CA certificate (7.17).

The control procedures described in 7.2 onwards represent recommengded practices|for business,
operatiional and technical use by a certification authority unless the ne€dfor such controls are negated
due tofrequirements stated in the certificate policy.

A CA's|CPS shall contain only the control procedures that are appropriate based on the C4's assessment
of riskk in order to support the certificate policies under which certificates are issued.

In assgssing the CA's conformance with the CA control gbjéctives and procedures, the reyiewer should
review the CA's CPS, supported certificate policies, other’CA business practices disclosures and other
relevapt CA documentation (e.g. CA operating preocedures, security policies, networl architecture
diagrams and audit logs).

7.2 C(ertification practice statement and certificate policy management

7.2.1 | Certificate policy management

Control objectives: \\c}‘

fthe CA defines its ownpolicy: To ensure the business requirements and policies f¢r using
Higital certificates are specified in a CP and supporting agreements.

Control g@)\‘edures: (only applicable if the CA manages its own CP)
P{ﬂe} authority (PA) management

| , \There shall be a PA which has final authority and responsibility for specifyling and
approving certificate policies.

2 |The PA shall have final authority and responsibility for approving the CA's certification
practice statement (CPS).

3 |The PA or delegated representative shall ensure the business application is using the
appropriate certificate policy.

4 | The PA shall maintain procedures for the changes to its certificate policies and should
make this available to the affected parties.

5 |The PA shall notify, in the first instance, those CAs that support its certificate policies
in order that appropriate actions can be undertaken expeditiously.

Certificate policies management

6 |Certificate policies shall be approved by the policy authority in accordance with a de-
fined review process, including responsibilities for maintaining the certificate policies.
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7.2.2 CPS and CA management

32

7 | The PA shall make available the certificate policies supported by the CA to all appropriate
subscribers and relying parties.

Multiple component services (If the PKI Service is provided by more than one compo-
nent service provider)

8 |The Certificate Policy shall identify the requirements which apply to each component
service or collection of component services.

9 |The logical entity identified as the issuer of the certificates (i.e. whose name is in the
issuer field of an X509 certificate) shall ensure that the practices of all the component
service providers meets the requirements of the Certificate Policy, including any liabil-
ities and obligations regarding the issuance of certificates, in a manner that meets all

h s i £ Fal sl o Dol
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10 |Information or other assets transferred between separate service component provid
er$ shall be protected in a way that ensures that all the requirements of the Certificatg
Policy are met.

Contro] objectives: &

To provjide management direction, support, and reasonable assurancethat the CA’s informa
tion sedurity is in accordance with its CP and CPS

Contro| procedures: \\\(
Certification practice statement (CPS) m&lﬁ\gement by CA

1 The CA shall ensure that its control processes, as stated in a certification practicg
statement (CPS) or equivalent, fully comply with the requirements of the CPs. This
may be undertaken by a PA.

2 The CA shall ensure a certification practice statement (CPS), or other CA policy o1

practices documentation doeument is in place describing, at least, the following
a) CA environmentalgontrols;

b) key life cycleimanagement controls;

c) certificatelife cycle management controls.
This may be indertaken by a PA.

3 The CAshall have a review and approval process for its CPS, including any modi
ficatiens. This may be undertaken by a PA. There shall be defined responsibilities
for maintaining the CPS.

4 The CA shall make available its CPS to all appropriate parties.

5 In case of significant changes to a CA’s structure, process and assurances, the CPS
shall be revised.

6 Revisions to the CA's CPS shall be made available to appropriate parties.
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7 The CPS should contain an explanation of the controls to ensure adherence to:
a) legislative requirements;

b) contractual requirements;

¢) educational and notification requirements;

d) prevention and detection of virus and other malicious software;
e) business continuity requirements;

f) escalation requirements from the consequences of security policy violations
OT SEcurity incidents.

CA management (\(l/l/

B The CA’s controls shall be described in the CPS or equivalent documentation.

D A CPS shall be defined by the CA or PA, approved by managenient of the FA, pub-
lished, and communicated to employees and relevant exterfial’parties.

10 A CP and necessary supporting documents shall be defined’by the PA.

11 Ifa PKItrust service provider delegates some of its services or functions to §eparate

component service providers, the PKI trust serviceprovider shall remain fespon-
sible for writing and maintaining the CPS.

7.2.3 | Subscriber and relying party agreements

Control objectives: c\‘}\ ‘

[0 ensure that there are the appropriate agreements in place with subscribers and|relying
parties.

o . V

Control procedures: \L\

Subscriber agreement-""

| |The certificate issuer;or service component provider(s) sub-contracted to the ceftificate
issuer, shall haveran agreement with its subscribers.

NJ

The subscriberagreement shall record the terms and conditions including the obljgations
of the parties of the agreement.

Relny@)‘arty agreement

B | Theeertificate issuer, or service component provider(s) sub-contracted to the ceftificate
issuer, shall have a relying party agreement.

L\ YThe relying party agreement shall record the terms and conditions for the use of the
certificates by relying parties, including any obligations on the relying parties.

Multiple component services

If the PKI Service is provided by more than one component service providers:

5 |Agreements shall be in place between the commissioning party (i.e. the issuer or its
subcontractor) and its subcontractor which ensure that the obligations and liabilities
of each party are clearly established and are in line with the requirements of the Cer-
tificate Policy.

Subject key compromise

6 |The subscriber agreement shall specify the requirements for notification of the CA in
the case of any event that affects the validity of the certificate.
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7.3

34

Information security

Control objectives:

To ensure that:

security is planned, managed, and supported within the organization;
identified risks are managed effectively;

the security of CA facilities, systems and information assets accessed by third parties is
maintained;

racn Ltz for CA coln Fo oo o
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bedn outsourced to another organization or entity.

Contro] procedures: /\Q'J

; . . TV
Information security policy ~

Arninformation security policy document, that includes physical, pérsonnel, procedura
anfd technical controls, shall be approved by management, published, and communicatec
to pll employees, and where relevant, third-party contractons:

Mgnagement of the CA should be able to demonstrate that the information security
policy is implemented and adhered to.

THhe information security policy shall include the follewing:

a)| a definition of information security, its owverall objectives and scope and the
importance of security as an enabling mechanism for information sharing;

b)| a statement of management intentj supporting the goals and principles of
information security;

c)| an explanation of the security policies, principles, standards, and conformancég
requirements of particular,importance to the organization;

d)[ a definition of geneyalvand specific responsibilities for information security
management, including reporting security incidents;

e)| references to documentation that supports the policy;

f)| optional controls specified in ISO/IEC 27002:2022.

There shallb€ a defined review process for maintaining the information security policy
in¢luding'responsibilities and review dates.

Inf ogr;gﬁi\on security infrastructure

Sehior managementora hicgh-level management information security committee shal
o

have the responsibility of ensuring there is clear direction and management support
to manage risks effectively.

There shall exist arisk management system, e.g. as defined in ISO/IEC 27005 to identify,
analyse, evaluate, and treat trust service risks, taking into account business and techni-
cal issues. The results of the risk assessment shall be communicated to a management
group or committee responsible to information security and risk management.

Responsibilities for the protection of individual assets and for carrying out specific
security processes shall be clearly defined.

A management authorization process for new information processing facilities shall
exist and be followed.

Security of third-party access

© ISO/IEC 2022 - All rights reserved



https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

9 [Procedures shall exist and be followed to control physical and logical access to CA
facilities and systems by third parties (e.g. on-site contractors, trading partners and
joint ventures).

10 |If there is a business need for the CA to allow third party access to CA facilities and
systems, a risk assessment shall be performed to determine security implications and
specific control requirements.

11 |Arrangements involving third party access to CA facilities and systems shall be based
on a formal contract containing all necessary security requirements.

Outsourcing

12 |Ifthe CA outsources the management and control of all or some of its information sys-
tems, networks, or desktop environments, the security requirements of the CAkhall be
addressed in a contract agreed between the parties.

13 |If the CA chooses to delegate a portion of the CA roles and respective fahctions to an-
other party, the CA shall be ultimately responsible for the completion-ofthe out$ourced
functions and the definition and maintenance of a statement of its(CPS.

14 |Processes operated by subcontractors shall be subject to applicable requiremerjts from
this document.

|5 |The CA security operations relating to the process of certificate-management ghall be
separated from all other business-related activity of the-CA.

7.4 Asset classification and management

Control objective: R L7

[0 ensure that CA assets and information reeeive an appropriate level of protectidn in ac-
rordance with the requirements of all supperted certificate policies and risk analy{is.

[0 archive any information necessary for'the renewal, re-keying, and update of certjficates.

[0 ensure media are securely handléd and protected from damage, theft, and unauthorized
hccess.

h
Control procedures: .

| |Owners shallkbe-identified for all CA assets and assigned responsibility for the mainte-
nance of appyopriate controls.

N

Inventories of CA assets shall be maintained.

B | The(CA shall have implemented information classification and associated pr¢tective
controls for information based on business needs and the business impacts asqociated
with such needs.

Procedures shall he defined to ensure that information ]ahn”ing and handling is per-
formed in accordance with the CA’s information classification scheme.

5 |Procedures for the management of removable computer media shall require the following:

a) if no longer required, the previous contents of any reusable media that are to be
removed from the organization are erased or media is destroyed;

b) authorization is required for all media removed from the organization and a
record of all such removals to maintain an audit trail is kept;

c) all media are stored in a safe, secure environment, in accordance with
manufacturers' specifications.
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6 |Equipment containing storage media (e.g. fixed hard disks) shall be checked to deter-
mine whether they contain any sensitive data prior to disposal or reuse. Storage devices
containing sensitive information shall be physically destroyed or securely overwritten
prior to disposal or reuse.

7 |If applicable, the CA shall implement procedures for the archiving of information on
subscribers and their certificates sufficient for the certificate renewal, re-keying, and
update processes.

8 |Include optional controls specified in ISO/IEC 27002:2022, Clause 5.

7.5 Human resources security

Contro| objective: ,ﬂ(,l’

To reaspnably ensure that personnel and employment practices enhance and support thg
trustworthiness of the CA’s operations.

Contro] procedures: ‘\Q/\J

1 The CA shall employ personnel who possess the relevant skills, knowledge, ang
experience appropriate for the job function.

2 Security roles and responsibilities, as specified in the erganization's security policy]
shall be documented. Trusted roles, on which the Security of the CA's operation if
dependent, shall be clearly identified.

3 Trusted roles shall at least include roles thatinvolve the following responsibilities

a) overall responsibility for administering the implementation of the CA'’
security practices;

b) approval of the generation, reygeation, and suspension of certificates;
c) installation, configuratiom,and maintenance of the CA systems;
d) day-to-day operation ©f'CA systems and system back-up and recovery;
e) viewing and maintenance of CA system archives and audit logs;

f) cryptographic" key life cycle management functions (e.g. key componen
custodians);

g) CA systems development;

h) ~access and in charge of the regular analysis of the archives and the analysis of
the eventlogs in order to detect any incident, anomaly, attempt of compromise
etc

4 The CA's policies and procedures shall specify the background checks and clearance
procedures required for trusted roles and non-trusted roles. As a minimum, verifi-
cation checks on permanent staff should be performed at the time of job application
and periodically for those individuals undertaking trusted roles as permitted under
applicable requirements (these may include regulations).

5 Anindividual’s trusted status shall be approved prior to gaining access to systems/
facilities or performing actions requiring trusted status.

6 Contractors who perform trusted roles shall be subject to at least the same back-
ground check and personnel management procedures as employees.

7 Any contract arrangement between contractors and CAs shall allow for the provision
of temporary contract personnel which explicitly allows the organization to take
measures against contract staff who violate the organization’s security policies.
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8 A formal disciplinary process shall exist and be followed for employees who have
violated organizational security policies and procedures.

9 Appropriate and timely actions shall be taken when employment is terminated so
that controls (e.g. access controls) are not impaired.

10 Duress alarms should be provided for personnel who may be the target of coercion.

11 All employees of the organization and, where relevant, third-party contractors shall
receive appropriate training in organizational policies and procedures.

12 Include optional controls specified in ISO/IEC 27002:2022, 5.3 regarding conflicts
of interest.

3 Include optional controls specified in ISO/IEC 27002:2022, 6.4 regarding discipli-

nary procedures.

14 Include optional controls specified in ISO/IEC 27002:2022, 5.4 on. thanagement
responsibilities in establishing roles and responsibilities.

|5 Include optional controls specified in ISO/IEC 27002:2022, 5.2and Clause ¢.

7.6 Physical and environmental security

Control objective: -O\\
[0 provide reasonable assurance that:

— physical access to CA facilities is limited to autherized individuals;
— CA facilities are protected from environmentalhazards;

— loss, damage or compromise of assets.ahd interruption to business activifies are
prevented;

— compromise of information and information processing facilities is prevented.

Control procedures: | (-\,l*
CA facility phy@ security

| Physical access to CA facilities shall be limited to authorized individuals of, in the
case of virtualised environment, CA software shall be isolated from other spftware
and cannot be accessed by unauthorised individuals.

=

Theperimeter of the building or site containing the CA's certificate manufdcturing
facility shall have a minimal number of controlled access points.

B A manned reception area or other means of controlling physical access shoyld be in
place to restrict access to the building or site housing CA operations to authorized
personnel only.

4 Physical barriers shall be in place (e.g. solid walls that extend from real floor to real
ceiling) to prevent unauthorized entry and environmental contamination to the CA's
certificate manufacturing facility.

5 Physical barriers and protection against radiant emission should be in place (e.g.
Faraday cage) to prevent electromagnetic radiation emissions for any device contain-
ing a private key used for root CA operations (e.g. key generation and certification
of CA certificates) and where CP or CPS dictate.

6 Fire doors on security perimeters around CA operational facilities shall be alarmed.

7 Intruder detection systems shall be installed and regularly tested to cover all ex-
ternal doors of the building housing the CA operational facilities.

8 Physical access to CA operational facilities shall be secured e.g. physically locked
and alarmed when unoccupied.
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9 All personnel should be required to wear visible identification. Employees should
be encouraged to challenge anyone lacking recognizable identification.

10 All personnel entering and leaving CA operational facilities shall be logged (i.e. an
audit trail of all access is securely maintained).

11 Visitors to CA facilities shall be supervised and their date and time of entry and
departure recorded.

12 Third party supportservices personnel shall be granted restricted access to secure
CA operational facilities only when required and such access is authorized and
accompanied.

13 Access rights to CA facilities shall be regularly reviewed and updated.

14 Elements of CA’s systems which are identified as critical to the security of its opera

tions shall be within a physically secure boundary which physically restricts acdess
to unauthorized personnel.

Equipment security ,\(b\{) ‘
15 The CA shall maintain an equipment inventory.
16 Equipment should be sited or protected in order to reduce the risksfrom environ
mental threats and hazards, and opportunities for unauthorized access.
17 Equipment shall be protected from power failures and othér)electrical anomalies.
18 Power and telecommunications cabling carrying data or-Ssupporting CA service;

should be protected from interception or damage.

19 Equipment shall be maintained in accordance withrthe manufacturer’s instruction;
or other documented procedures to ensure its €ontinued availability and integrity

20 All items of equipment containing storage media (fixed and removable disks) shal
be checked to ensure that they do not contain sensitive data prior to their disposal
Storage media containing sensitive data‘shall be physically destroyed or securely
overwritten prior to disposal or reuse.

21 Controls shall be implemented to"protect against unintended removal of mediz
containing sensitive data outside a physically secured environment.
General controls A ,.\_17\

22 Sensitive or critical business information shall be locked away when not requirec
and when the CA facility is vacated.

23 Procedures shall-require that personal computers and workstations be logged off
or protected by key locks, passwords, or other controls when not in use.

24 Procedures.shall require that equipment, information, and software belonging tg
the orgafization cannot be taken off-site without authorization.

25 Physical”access to the secure cryptographic device shall be limited to authorized
entities under multiple control.

26 Include optional controls specified in ISO/IEC 27002:2022, Clause 7 for guidance.
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7.7 Operations security

Control objective:

Control objectives:

To provide reasonable assurance that:

a) correctand secure operation of CA information processing facilities is ensured;

b) the risk of CA systems failure is minimized;

c¢) theintegrity of CA systems and information is protected against malware;

1) any damage from security incidents and malfunctions is minimized;

b)  incident reporting and response procedures are established and maintained;

) audit journals provide sufficient detail to reconstruct events and previde ‘djie care’

requirements.

o 5 \‘

Control procedures: O
Operational procedures and responsibilities &\\O

| CA operating procedures shall be documented andumaintained for each functioral area.

P Formal management responsibilities and précedures shall exist to control all ¢thanges
to CA equipment, software, and operating procedures.

B Duties and areas of responsibility shallbée segregated in order to reduce opporfunities
for unauthorized modification or misuse of information or services.

1 Development and testing facilities'shall have a physical or logical separati¢n from
operational facilities.

q N\
System planning and accep\fa\me

b Capacity demands shall be‘monitored, and projections of future capacity requifements
made to ensure that:adequate processing power and storage are available.

b Acceptance criteriafor new information systems, upgrades and new versions shall be
established andsuitable tests of the system carried out prior to acceptance.
Protectiop.@l\lnst viruses and malicious software

y Detection.and prevention controls to protect against viruses and malicious spftware
shallbeimplemented. Appropriate employee awareness programmes should be |n place.
bn@gnt reporting and response

B Aformal security incident reporting procedure shall exist setting out the actions to be
taken on receipt of an incident report. This should include a definition and dgcumen-
Tation of assigned responsibilities and escatation procedures. Any incidents shall be
reported to responsible management as a matter of urgency.

9 The CA shall plan an appropriate reaction if security relevant algorithms or processes
are broken/insecure.

10 |The CA shall ensure timely, appropriate reaction to incidents.

11 |Users of CA systems with trusted roles shall be required to note and report observed
or suspected security weaknesses in, or threats to, systems or services to ensure an
appropriate response to a security incident.

12  |Procedures shall exist and be followed for reporting hardware and software malfunctions.

13 |Procedures shall exist and be followed to ensure that faults are reported, and correc-
tive action is taken.
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14 | Aformal problem management process shall exist which allows the types, volumes and
impacts of incidents and malfunctions to be documented, quantified, and monitored.

15 |The CA needs to ensure that any security breach results in an appropriate counter-
measure to limit the impact in a timely and coordinated manner

Media handling and security

16 |Procedures for the handling and storage of information shall exist and be followed in
order to protect such information from unauthorized disclosure or misuse.

17 |System documentation should be protected from unauthorized access.
18 |Optional controls specified in ISO/IEC 27002:2022, Clause 8 should be considered.

7.8 Access|control

Contro| objectives: Q v
— To |provide reasonable assurance that CA system access is limited to~authorizec
indjividuals;

— To |imit operating system access to authorized individuals with predetermined tas}
priyileges;

— To [imit access to network segments housing CA systems to-authorized individuals
applications, and services;

— To limit CA application use to authorized individuals

Contr¢l procedures: ,&\w
User access management A$
1 Business requirements for access,control shall be defined and documented in an

access control policy which includes at least the following:
a) roles and corresponding-access permissions;

b) identification and authentication process for each user;
c) segregationoofduties;

d) numberefpersons required to perform specific CA operations (i.e. m of n rule
whereym'represents the number of key shareholders required to perform an
operation and n represents the total number of key shares).

2 Thereshall be a formal trusted role user registration and deregistration procedure
fairgranting access to CA information systems and services.

3 THe attocattomand use of priviteges siratt-be restrictedand dorne under muttipte
control.

4 The allocation of passwords shall be controlled through a formal management process.

5 Access rights for users with trusted roles shall be reviewed at regular intervals.

Network access control

6 CA employed personnel shall be provided with access only to the services that
they have been specifically authorized to use. The path from the user terminal to
computer services shall be controlled.

7 Remote access to CA systems, made by CA employees or external systems, if per-
mitted, shall require mutual authentication.

8 Connections made by CA employees to remote computer systems for CA activities
shall be mutually authenticated.
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Access to diagnostic ports shall be securely controlled.

10

Controls (e.g. firewalls) shall be in place to protect the CA’s internal network domain
from any unauthorized access from any other domain.

11

Controls shall be in place to limit the network services (e.g. HTTP, FTP) available to
authorized users in accordance with the CA’s access control policies. The security
attributes of all network services used by the CA organization shall be documented
by the CA.

12

Routing controls shall be in place to ensure that computer connections and infor-
mation flows do not breach the CA’s access control policy.

13

The CA shall ensure that local network components (e.g. firewalls and routers)

are kept in a physically secure environment and their configurations periodically
audited for conformance with the CA’s configuration requirements.

14

Sensitive data shall be encrypted when exchanged over public or untrusted netiworks.

15

The CA shall monitor access to its systems to detect possible unauthorized|access
to sensitive resources and react in a timely manner.

16

The network relating to the process of certificate-management shall be sepprated
from all other networks. The separation of the network should rely on an appropri-
ate physical or logical separation from untrusted networks. For example, physical
separation or appropriate firewall, switch and routing capability shall be utilized.

Operating system access control ,S\\\J

17

Operating systems shall be configured in accardance with the CA’s operating $ystem
configuration standards and be periodically reviewed.

18

Operating system patches and updates.shall be applied in a timely manner when
deemed necessary based on a risk assessment.

19

Access to CA systems shall requiré-a protected log-on process.

20

All CA personnel users shall have a unique identifier (user ID) for their persomal and
sole use so that activities cafbe traced to the responsible individual. Where fhared
or group accounts are required, other monitoring controls shall be implemented to
maintain individual aceountability.

21

Uses of system utility programmes shall be restricted to authorized personmpel and
be tightly controlled.

22

Inactive terrminals serving CA systems shall require re-authentication prior|to use.

23

The CA-servers used for certificate manufacture shall be configured and [tested
to aveid-known vulnerabilities. This covers configuration and setting of utilized
hardware and software components (i.e. operating systems, CA server software
or,firewall components).

CN

S?
pplication access control

24

Access to information and application system functions shall be restricted in ac-

LA
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25

CA personnel shall be successfully identified and authenticated before using critical
applications related to certificate management.

26

Sensitive systems (e.g. root CA) shall require a dedicated (isolated) computing
environment.

27

Include optional controls specified in ISO/IEC 27002:2022, Clause 5 for guidance
on object reuse.
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7.9 System acquisition development and maintenance

Control objective:

To provide reasonable assurance that CA systems development and maintenance activities
are authorized to maintain CA system integrity.

Control procedures:

1 |Business requirements for new systems, or enhancements to existing systems, shall
specify the security requirements.

2 |Soffware testing and change control procedures shall exist and be followed for the.im
plementation of software on operational systems, including scheduled software releasés
mofifications, and emergency software fixes.

3 |Change control procedures shall exist and be followed for the hardware, network com
ponpent and system configuration changes.

4 |Control shall be maintained over access to program source libraries;

5 |Sygtems shall be reviewed and tested when operating system changes occur.

6 |Modifications to software packages should be discouraged.and all changes shall be
strictly controlled.

7 | The purchase, use, and modification of software shall be controlled and checked to protec
agdinst possible covert channels and Trojan code. This‘should include the authentica
tion of the source of the software. These controls agply equally to outsourced softwarg
deyelopment. This should include accreditation texcommon criteria as defined by ISO
IE]Q 15408171 or ISO/IEC 19790 (FIPS 140-2) or‘similar.

7.10 Busingss continuity management

Contro| objectives: _ (\“

— To provide reasonable assuranegg.of continuity of operations in the event of a disaster.

— To provide reasonable assurance that potential disruptions to subscribers and relying
paifties are minimized as a result of the cessation or degradation of the CA’s services.

Control proced@‘

1 The CA shall have a managed process for developing and maintaining its business
bntinuity plans. The CA shall have a business continuity planning strategy based or
ah dppropriate risk assessment.

(@]
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The CA shall have a business continuity plan to maintain or restore the CA’s operations
in a timely manner following interruption to, or failure of, critical CA processes. Refer to
ISO/IEC 27002:2022, Clause 5 for further guidance. The CA’s business continuity plan
should address the following:

a) the conditions for activating the plans;
b) emergency procedures;
c) fall-back procedures;

d) resumption procedures;

e) amaintenance schedule for the plan;

f) awareness and education requirements;
g) the responsibilities of the individuals;
h) recovery time objective (RTO);

i) regular testing of contingency plans;

j) compromise of the root keys.

The CA’s business continuity plans shall include disaster recovery processeg for all
critical components of a CA system, for example, the hardware, software, and [keys, in
the event of a failure of one or more of these€€omponents. In particular, consideration
should be given to recovery from compromise or loss of the CA private keys, for ¢gxample
the following controls may be applied;

a) cryptographic devices used for storage of back-up CA private keys ghall be
securely stored at an off-siteocation in order to be recovered by the CA in the
event of a disaster at the primary CA facility;

b) the requisite secret keyshares or key components needed to use and marage the
disaster recovery cryptographic devices shall also be securely stored af an off-
site location.

Back-up copies of essential business information shall be regularly taken. The¢
security requirements of these copies shall be consistent with the controls fof the
information-backed up.

Depending on availability requirements the CA should consider the preparatipn of an
alternative site where core PKI operations can be restored in the event of a didaster at
the CA's primary site. Relevant, fall-back equipment and back-up media shall pe sited
at'asafe distance to avoid damage from disaster at the main site.

oY

The CA’s business continuity plans shall include procedures for securing its facility to
the fullest extent possible during the period of time following a disaster and prior to

restoring a secure environment either at the original Ssite or a remote site.

The CA’s business continuity plans shall address the recovery procedures used if com-
puting resources, software or data are compromised or suspected to be compromised.

Testing of business continuity management plans shall be carried out regularly to
ensure that they are up to date and effective.

Business continuity plans shall be maintained by regular reviews and updates to ensure
their continuing effectiveness.

10

Depending on the business continuity plan the storage of back-ups of systems, data
and configuration information should be done at an alternative location.

11

The storage of required cryptographic materials (i.e. secure cryptographic devices
and activation materials) should be done at an alternative location depending on the
business continuity plan.
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12 | The availability of equipment and connectivity to enable recovery in line with the
business continuity plan shall be ensured.

7.11 Monitoring, conformance and compliance

Control objectives:

To maintain controls to provide reasonable assurance that:
— controls conform with the relevant legal, regulatory, and contractual requirements;

— conformance to the CA’s security policies and procedures is ensured;

— unguthorized CA system usage is detected.

Contro] procedures: AQVJ

Compliance with legislation . ‘V

1 |Th¢ CA shall document procedures to ensure compliance with applicable legislation, e.g|
resftrictions on the use of material with respect to intellectual property rights, and or
the use of proprietary software products.

2 |Prqcedures shall exist to ensure that personal informatiorniis protected.

3 |The information security policy shall assign a classification on information assets ang
reduire handling as appropriate. This should include‘the following:

a) | the information that shall be kept confidential.by CA or RA;

b) | the information that is not considered confidential;

c) | the policy on release of information te law enforcement officials;

d) [ information that can be revealed-as part of civil discovery;

e) | the conditions upon whichinformation can be disclosed with the subject’s consent

f) | any other circumstancdes under which confidential information can be disclosed.

4 |Regords relevant to mohitoring and conformance (for audit logs, see 7.12) shall be pro
tected from loss, destruction, and falsification.

Reyiew of secur'@%p’olicy and technical conformance

5 |Mapagers shall be responsible for ensuring that security procedures within their areg
of flesponsibility are carried out correctly.

6 |The CA’s operations shall be subject to regular review to ensure it is in accordance with
its CRS.

7 |The CAShall identily implementation best practice or standards that it applies and
demonstrate that this has been complied with.

Monitoring system access and use

8 |Procedures for monitoring the use of CA systems shall be established and the results of
the monitoring activities reviewed regularly. Alerting mechanisms shall be implemented
to detect unauthorized access and unauthorized modification attempts.

7.12 Audit journal security assurance

All entries in audit journals are required to be marked with a precise time. The time used to record
events as required in the audit log is required to be synchronised with UTC at least once a day. While
audit journals will normally be created and maintained by the CA management system, some audit
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journals can out of necessity be manual. The audit requirements are required to be specified in the CA’s
certification practice statement.

CA audit journal entries are required to include all certificate and key management operations, such as
key generation, backup, recovery, and destruction, together with the identity of the person authorizing
the operation and persons handling any key material (such as key fragments or keys stored in portable
devices or media). Changes in the custody of private keys and associated parameters, and of devices or
media holding keys, are required to be recorded in the audit journals. Audit journals should not record
the plain text values of any private keys but can hold hash values as a means of identifying keys and
validating their correctness as well as that of public keys derived from private keys by means of a one-
way function.

A list dfaudit journal contents is provided in Annex C.

Audit Journals are required to be maintained in a form that prevents unauthorized” mpdification or
destruction. Automated audit journals are required to be protected from modification of substitution.
For example, by using a suitable hash or digital signature function. The privatekey pair uded for signing
the auglit journal should not be used for any other purpose. In addition, the audit journal ghould only be
retrievyed by authorized individuals for valid business or security reasons.

Confidentiality and the need for access control to audit journal records are required to lpe noted at all

times and restricted to authorized personnel only (this may include external auditors).
Security quality assurance

Dq
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cumented security quality assurance processes-ahd procedures are required 4
stem of internal security control over certificatenanagement. The audit journal is
viewed regularly (e.g. daily) by a security quality assurance function. In some orga
hction can be fulfilled by the audit departmient. The review is required to include
the audit journal's integrity, and the identification and follow-up of exceptional, un
spicious activity (e.g. digital signature failures, access at unusual times or from un
expected increases in volume or satilration of system resources).

e extent and frequency of review and management escalation requirements is r
termined by a threat/risk evaluation. In high-risk applications and for legal
stems can require end entities and relying parties to maintain an audit journal esp

s part of the
‘equired to be
hizations, this
the validation
huthorized, or
1sual sources,

equired to be
purposes, CA
ecially where

subpcontractors are managing certain part of the PKI on behalf of the TSP.

Control objectiv@sF‘
[0 ensure that:

CA enyironmental, key management and certificate management events are acq
and@ppropriately logged;

urately

the confidentiality and integrity of current and archived audit logs are maintaiped;
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business practices;

audit logs are reviewed periodically by authorized personnel.

Control procedures:
Audit logs

The CA shall generate automatic (electronic) and manual audit logs as required by
the certificate policy.

© ISO/IEC 2022 - All rights reserved 45


https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

2 Alljournal entries shall include date and time of the entry. If relevant, also the follow-
ing elements should be included:

a) serial or sequence number of entry (for automatic journal entries);
b) kind of entry;
c) source of entry (e.g. terminal, port, location, customer, etc.);

d) identity of the entity making the journal entry.

3 Current and archived audit logs shall be protected against unauthorised access,
modification, or deletion.

4 he CA shall implement an audit trail with the purpose to 1dentily evidence of any
alicious activities. Roles and responsibilities for monitoring and reviewing thesg

udit logs regularly shall be defined.

[ L4

Lvents logged 0\0,) :

5 The CA shall log CA key life cycle management related events. This sheuld include:

) CA key generation;

) installation of manual cryptographic keys and its outcomé\(with the identity of
the operator);

') CA key back-up;

@) CA key storage;

¢) CAKkeyrecovery;

1) CAKkey escrow activities (if applicable);

) CA key usage;

) CAKkey archival;
withdrawal of keying material from service;
CA key destruction;
) identity of the entity authorizing a key management operation;

) identity of the entities handling any keying material (such as key component;
or keys.stored in portable devices or media);

) custedy of keys and of devices or media holding keys;

n){,compromise of a private key.

6 The€tAstattlog cryptographic device tife tycle ramagement retatedevents—this
should include where applicable:

a) device receipt and installation;

b) placing into or removing a device from storage;
¢) device activation and usage;

d) device deinstallation ;

e) designation of a device for service and repair;

f) device retirement.
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datd and pass this information to specified third parties, and public
certificates.

7 The CA shall log subject (if applicable) key life cycle management related events. This
should include:
a) key generation;
b) key distribution (if applicable);
c¢) Kkey back-up (if applicable);
d) Kkey escrow (if applicable);
e) key storage;
fJ Key recovery (if appiicabie);
g) key archival (if applicable);
h) key destruction;
i) identity of the entity authorizing a key management operation;
j) key compromise.
B The CA shall log (or require that the RA record) the cextificate application ipforma-
tion. This should include:
a) the method of identification applied, and infermation used to meet “knop-your-
customer” requirements;
b) record of unique identification datay(numbers, or a combination ther¢of (e.g.
applicant's driving license numbger) of identification documents;
c) storage location of copies of applications and identification documents;
d) identity of entity acceptingthe application;
e) method used to validate identification documents;
f) name of receivipg €A or submitting RA;
g) the subject’s'acceptance of the subscriber agreement;
h) the subseriber’s consent to allow the CA to keep records containing personal

htion of
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9 The CA shall log certificate life cycle management related events. This should include:
a) receipt of requests for certificate(s) - including initial certificate requests,
renewal requests and rekey requests;
b) submissions of public keys for certification;
c) change of affiliation of an entity;
d) generation of certificates;
e) distribution of the CA’s public key;
[)— certificate revocation requests,
) certificate revocation;
) certificate suspension requests;
certificate suspension and reactivation;
generation and issuance of certificate revocation lists.
10 he CA shall log the security-sensitive events. This should include:
) security sensitive files or records read or written, incldding the audit log itself;
) actions taken against security sensitive data;
) security profile changes;
) use of identification and authentication® mechanisms, both successful ang
unsuccessful (including multiple failed’authentication attempts);
¢) security-sensitive transactions (eig. account or name/address changes);
f) system crashes, hardware failures and other anomalies;
) actions taken by individuals in trusted roles, computer operators, systen
administrators and system security officers;
h) change of affiliation of an entity;
1) decisions te-bypass encryption/authentication processes or procedures;
1 accesstoithe CA system or any component thereof.
11 Audit logs shall not record the private keys in any form (e.g. plaintext or enciphered)
12 CA comiputer system clocks shall be synchronized for accurate recording as defineg
inthe CP or CPS that specifies the accepted time source.
Tdit log protection
13 Any private key used for signing audit logs shall not be used for any other purpose.
This should apply equally to a symmetric secret key used with a symmetric MAC
mechanism.
Audit log retention
14 In addition to possible regulatory stipulation, an assessment of requirements shall
be performed to determine the appropriate length of time for retention of audit logs.
15 The CA shall retain audit log data for the determined period (see control procedure 14
above).
16 The CA should maintain archived audit logs at a secure off-site location as determined

by risk assessment.

Review of audit logs
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17 Current and archived audit logs shall only be retrieved by authorized individuals for
valid business or security reasons.

18 Audit logs shall be reviewed according to the practices established in the CPS.

19 The review of current and archived audit logs should include a validation of the audit

logs’ integrity, and the identification and follow-up of exceptional, unauthorized, or
suspicious activity.

Examples of conditions requiring analysis and possible action include unusual satu-
ration of system resources, sudden and unexpected increases in volume and access
at unusual times or from unusual places.

7.13 CA Kkey life cycle management controls

7.13.1] CA key generation

Control objective: AN

— To

defined key generation ceremony scripts and the requirements of the CPS.

provide reasonable assurance that CA key pairs are generated in accordance with

— To provide reasonable assurance that:
a) Devices used for private key storage and recovery are tested for integrity before
usage;
b) Access to CA cryptographic hardware iSaestricted to authorized personne]:
c) CA cryptographic hardware is functiening correctly.
- . W\
Control procedures: R
Generation of CA keys, ir;ek@ling root CA keys
I |CA key generation shall be performed in accordance with a detailed CA key gerjeration
ceremony script that specifies the steps to be performed and participant responsjbilities.

The CA key generation script should include the following:

a) definitiomofroles and responsibilities;

b) appreval for conduct of the key generation ceremony;

c) ccxyptographic hardware and activation materials required for the ceremopny;

d)" specific steps performed during the key generation ceremony;

e} —proceduresforsecurestorage-ofcryptographichardwareand-activationaterials
following the key generation ceremony;

f) sign-off from management and witnesses indicating whether key generation
ceremony was performed in accordance with the detailed key generation
ceremony script;

g) notation of any deviations from the key generation ceremony script.

Refer to Annex B for additional discussion of CA key generation ceremonies.
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2 |Generation of CA keys shall occur within a secure cryptographic device and shall be in
accordance with the business requirements and in accordance with the CPS. The re-
quirements of common criteria / ISO/IEC 15408 (suitable protection profile with EAL 4
AVA_VAN.5 or higher) or ISO/IEC 19790 should be taken into account. Such cryptographic
devices shall perform key generation using a random number generator (RNG) or pseudo
random number generator (PRNG). Prime number generation should take into account
requirements of ISO/IEC 18032.

3 |Generation of CA keys shall be undertaken in a physically secured environment (see
7.3) by personnel in trusted roles (see 7.3) under the principles of multiple control and
split knowledge (See Annex B).

4 |Th .
it will be used, or the private key shall be passed securely from the device where it wag
gemerated into the device where it will be used.

5 |CAlkey generation shall generate keys with algorithm and key length which:
a) | is suitable for the intended use;

b) | is suitable for the validity period of the CA certificate;
¢) | takes into account requirements on parent and subordinate EAkey sizes;

d) [ is in accordance with the CP.

6 |Thp public key length to be certified by a CA shall be less-than or equal to that of the
CAs certifying public signing key.

7 |Before going into production, the operation of thejuser software and cryptographid
hardware shall be tested.

8 |CAlcryptographic hardware sent from the manufacturer should be sentin tamper eviden
pa¢kaging. The tamper evident seal should.bé’checked to ensure it is intact.

9 |CA|cryptographic hardware sent from the manufacturer should be acceptance tested,

10 |CA|cryptographic hardware should be'stored and used in a secure site, accessed only
by fauthorized personnel.

11 |CAcryptographic hardware when-not attached to the CA system should be stored securely

12 |CA|cryptographic hardware;installation, removal, servicing, repair should be carried
ouf by at least two authorized personnel.

13 |CAlcryptographic hardware should be verified on a regular basis.

7.13.2 CA kqgy storage, back-up, and recovery

Control obje{ﬂvés:

To diss¢minate only correct certificates that can be validated by relying parties and to pro
vide regsenable assurance that the integrity of the CA key and any associated parameter§
are maintained during initial and subsequent distribution.

Control procedures:

1 The CA’s private (signing and confidentiality) keys shall be stored and used within a
secure cryptographic device meeting requirements based on a risk assessment and
the business requirements of the CA and in accordance with the CA’s CPS and appli-
cable certificate policies. When defining the requirements, an appropriate ISO/IEC
15408 / common criteria protection profile EAL 4 AVA_VAN.5 (or higher), ISO/IEC
19790 / FIPS 140-2 level 3 (or higher), or equivalent standards should be considered
and taken into account.
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If the CA’s private keys are exported from a secure cryptographic device to secure

storage for purposes of offline processing or back-up and recovery, then they

shall be

exported within a secure key management scheme that may include any of the following:

a) cipher text using a key which is appropriately secured;

b) encrypted key fragments using multiple control and split knowledge/

ownership;

c) another secure cryptographic module, such as a key transportation
using multiple control.

device

If the CA’s private keys are backed up, they shall be backed up, stored, and recovered

Dy authorized personmnel in trusted roles, using multiple controls in a pnysiq
cured environment. The number of personnel authorized to carry out thisif]
shall be kept to a minimum, while still ensuring the availability of sufficient
any controls requiring multiple personnel.

ally se-
Linction
btaff for

If the CA’s private keys are backed up, back-up copies of the CA private keys
subject to the same or a greater level of security controls as keys currently i

shall be
1 use.

The recovery of the CA's keys shall be carried out in as secure a manner as the back-

up process.

CA cryptographic device life cycle management O\O\

oY

Upon the receipt of CA cryptographic hardware from the manufacturer, acc
testing, and verification of firmware settings shall be performed. Upon the rg
CA cryptographic hardware that has been sefviced or repaired, acceptance
and verification of firmware settings shallb€é performed.

bptance
ceipt of
testing,

To prevent tampering, CA cryptographichardware shall be stored and used in
site, with access limited to authorized'personnel. This should include the fol

a) inventory control processes*and procedures to manage the origination,
condition, departure, and-destination of each device;

b) access control processes and procedures to limit physical access to aut
personnel;

) secure
owing:
arrival,

horized

c) recording of alksuccessful or failed access attempts to the CA facility and device

storage mechanism (e.g. a safe) in audit logs;

d) incidenty*handling processes and procedures to handle abnormal
security breaches, and investigation and reports;

e) <audit processes and procedures to verify the effectiveness of the contro

events,

S.

The handling of CA cryptographic hardware, including the following tasks, sh
performed in the presence of no less than two trusted employees:

ould be

a) installation of CA cryptographic hardware;

b) removal of CA cryptographic hardware from production;

c) servicing or repair of CA cryptographic hardware (including installation of new

hardware, firmware, or software);

d) disassembly and permanent removal from use.

Devices used for private key storage and recovery and the interfaces to these

devices

shall be tested before usage for integrity (e.g. following manufacturer’s instructions).
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7.13.3 CA public key distribution

Control objective:

The CA shall maintain controls to provide reasonable assurance that the integrity and au-
thenticity of the CA public key and any associated parameters are maintained during initial
and subsequent distribution.

Control procedures:

1 The CA shall provide a mechanism for validating the authenticity and integrity of
the CA's public keys. Where a self-signed certificate is used for any CA, then the €A
shall provide a mechanism to verify the authenticity of the self-signed certificate
(e.g. publication of the certificate’s fingerprint).

For subsequent and subordinate CA public keys, these shall be validated; by using 4
chaining method or similar process, to link back to the trusted root eertificate. Fo
a new root certificate, an out-of-band process can be required.

If applicable, the CA shall issue a link certificate for its new puhblic key before thg
expiration of its current public key.

2 The initial distribution mechanism for the CA’s public key shall be controlled a;
documented in the CA’s CPS. This may include one of the following methods:

a) machine readable media (e.g. smart card, CB/ROM) from an authenticated
source;

b) embedding in an entity’s cryptographic.module;

c) other secure means that ensure authénticity and integrity.

3 The CA shall periodically generate new certificates that contain new public keys
according to the requirements of the CPS

4 The subsequent distribution mechanism for the CA’s public key shall be controlleq
as documented in the CA’s €PS.

5 Any new CA public key shotild be made available to relying parties.

7.13.4 CA Kkdy usage

Contro| objective ;~\V

The CAjshall maintain controls to provide reasonable assurance that CA keys are used only
for theif intended functions in their predetermined locations.

Control procedures:

1 The activation of the CA private signing key shall be performed using at least dual
control, by person(s) in a trusted role. It is recommended to use multi-party control
(i.e. m of n where n > m).

2 Based on a risk assessment, the activation of the CA private key should be performed
using multifactor authentication (e.g. smart card and password, biometric and password).

3 CA signing key(s) used for generating certificates or issuing revocation status infor-
mation, shall not be used for any other purpose.

4 The CA’s private keys shall only be used within physically secure premises (see 7.6).

5 The CA shall cease to use a key pair at the end of the key pair’s defined operational
lifetime or when the compromise of the private key is known or suspected.
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6 Correct processing of CA cryptographic hardware should be verified on a periodic basis.

7 An annual review should be required by the PA on key lengths to determine the ap-
propriate key usage period and the recommendations shall be acted upon.

7.13.5 CA key archival and destruction

Control objectives:

The CA shall maintain controls to provide reasonable assurance that:

— archived CA keys remain confidential and secured in the event that they are put back
into production;

— CA keys are completely destroyed at the end of the key pair life cycle as deternfined by

the CPS.
Control procedures: ~ ‘v
CA key archival \\Q/\J
| Where CA private keys are archived, they shall be subjectto the same or a greater level

of security controls as keys currently in use.

NJ

Archived keys should only be put back into production when an incident resyilts in a
loss of production keys or where historical evidence requires validation.

CA key destruction QV
B Authorization to destroy a CA private key and how the CA’s private key is degtroyed

(e.g. hardware token surrender, hardware token destruction or key overwrite) shall
be limited in accordance with the €A’s CPS.

L All copies and fragments of the'€A’s private key shall be destroyed in a manner such
that the private key cannot he“etrieved.

b Ifa CA cryptographic device is being permanently removed from service, thenfany key
contained within the device that has been used for any cryptographic purpogse shall
be erased from the device.

LA

The CA shall destroy its corresponding private key and all the backups after revocation
or regular end of validity of the CA certificate.

y Destruction-ef CA keys shall be undertaken in a physically secured environmgnt (see
7.6) by personnel in trusted roles (see 7.5) under the principles of multiple coptrol.

B Destruction of a key encrypting key used to protect the CA private key may befconsid-
eredas destruction of the CA private key in a manner such that the private key cannot
be retrieved.

D Algorithms and key length for key encryption of keys held outside HSM shall bq atleast
a3 STrong as the Reys belng encrypred.

10 |CA private key destruction shall be recorded and witnessed.

7.13.6 CA key compromise

Control objective:

The CA shall maintain controls to provide reasonable assurance that continuity of operations
is maintained in the event of the compromise of the CA’s private keys.
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Control procedures:

1 The CA’s business continuity plans shall address the compromise or suspected com-
promise of a CA's private keys as a disaster.

2 In the event of the compromise or suspected compromise of a CA's private signing
key, disaster recovery procedures shall exist. Details of recovery of compromise
such as whether to revoke and re-issue certificates shall be part of the CA’s disaster
recovery plan.

3 The recovery procedures used if the CA's private key is compromised should include,

where annlicahle the follawing actions:
rr 7 o

a) how to secure key usage in the re-established environment;

b) how the CA’s old public key is revoked or relying parties are otherwise made
aware that the public key cannot be trusted;

c) thenotification procedures for affected parties (e.g. impacted CAs, repositories
subscribers and CVSPs), including who is notified and what{actions are taker
with system software and hardware, symmetric and<asymmetric keys
previously generated signatures, and encrypted data;

d) how the CA’s new public key is provided to the endientities and relying parties
together with the mechanism for their authentication;

e) how the subject’s public keys are recertified:;

4 In the event that the CA has to replace its root.CA private key, procedures should bé
in place to ensure relying parties are aware that the public key cannot be trusted fot
the secure and authenticated revocation-of'the following:

a) the old CA root public key;

b) the set of all certificates (including any self-signed) issued by a root CA, or any
CA based on the compromised private key;

c) any subordinate CAspublic keys and corresponding certificates that require
recertification.

5 The CA business centinuity plan should consider key replication techniques.

7.14 Subject key life cycle management controls

7.14.1 CA-provided'subject key generation services (if supported)

Control dbjectives:
To ensure that the CA maintains controls to provide reasonable assurance that:

— subject keys generated by the CA (or RA or other authorized third party) are generated
in accordance with the CP;

— subject keys generated by the CA (or RA or other authorized third party) are securely
distributed to the subject by the CA (or RA or other authorized third party).
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Control procedures:

CA (or RA or other authorized third party) provided subject key generation

1 |Subject key generation performed by the CA (or other authorized third party) shall be
protected from unauthorized disclosure and occur within a cryptographic device meeting
requirements based on a risk assessment and the business requirements of the CA and
in accordance with the applicable CP. The requirements in ISO/IEC 19790 (FIPS 140-2)
or ISO/IEC 15408 (with an appropriate protection profile or security target) or common
criteria or equivalent should be taken into account.

Qn]’\jnr‘f Lrny gnnnrnh'nn panr\rmnr] hy the CA (nr other authorized third p:\rfy) IN all use
a key generation algorithm as specified in the CP.

B |Subject key generation performed by the CA (or other authorized third party)shalll result
in key sizes in accordance with the CP.

t  |Cryptographicalgorithms and key sizes stipulated by the CP shall be'selected actording
to best practices.

b |Subject key generation performed by the CA shall be performied by a secure process in
a process initiated by authorized personnel in accordance with the CA’s CPS.

b |When subject key generation is performed by the CA (or.other authorized third party),
the CA (or other authorized third party) shall securely‘(cenfidentially) deliver the subject
key pair(s) generated by the CA (or RA or other authgrized third party) to the sybject in
accordance with the CP. The key pair shall be disseminated only to the subject.

/' |Subject key generation shall only be carried©ut’by a party authorized by the CA.

B | After the private key has been provided, to,the subscriber, it shall be destroyed without
undue delay (including any copies) unless'it is still needed for key storage, recavery, or
back-up services.

7.14.2] CA-provided subject key storage‘and recovery services (if supported)

= P . N

Control objectives: e

f the CA provides subjeeticonfidentiality key storage, recovery or escrow services| the CA

thall maintain controls te’provide reasonable assurance that:

— subject privateskeys stored by the CA remain confidential and maintain their inftegrity;

— subject private keys stored by the CA are completely destroyed at the end ofthe key
pair lifeseycle;

— subject private keys archived and escrowed by the CA remain confidential.

Control procedures:

CA-provided subject key storage, back-up, archival and recovery

Subject private keys stored by the CA (or trust service provider for key storage)
shall be stored in accordance with the results of a risk assessment and the re-
quirements of the CP, e.g. in encrypted form using an appropriate cryptographic
algorithm and key length.

If the CA generates signing key pair(s) on behalf of a subscriber, the CA (or trust
service provider for key storage) shall ensure that subject's private keys are not
disclosed to any entity other than the owner (i.e. the subject) of the keys.

Ifthe CA (or trust service provider for key storage) generates public/private signing
key pair(s), it shall not maintain a copy of any subject’s private signing key, once
the subject confirms receipt of that key.
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4 If the CA (or trust service provider for key storage) provides subject (confidentiality)
key storage, back-up, and recovery, subject private (confidentiality) key back-up
and recovery, then these services shall only be performed by authorized personnel.

5 If the CA (or trust service provider for key storage) provides subject key storage,
back-up and recovery, controls shall exist to ensure that the integrity and con-
fidentiality of the subject's private key is maintained throughout its life cycle,
e.g. subject private (confidentiality) keys held by the CA shall be secured e.g. in
encrypted form using a cryptographic algorithm and key length based on a risk
assessment and the requirements of the CP.

6 If the CA provides subject (confidentiality) key archival, all archived subscriber
keys shall be destroyed at the end of the archive period

7 In case the CA provides key recovery, the CA shall disseminate the subscribei
or subject backup key following the same or equivalent requirements asfor thg
original dissemination of the key.

8 In the case the CA provides key recovery, the CA should send notification to the
subscriber of all attempts (successful or unsuccessful) to recover-escrowed keys
that are made by entities claiming to be the subscriber.

CA-provided subject key destruction \\Q/V

9 If the CA provides subject (confidentiality) key storage, authorization to destroy 4
subject's private key and the means to destroy the subject’s’private (confidentiality]
key (e.g. key overwrite) shall be limited in accordange-with the CP.

10 If the CA provides subject (confidentiality) key stdrage, all copies and fragments
of the subject's private key shall be destroyed atthe end of the key pair life cycle
CA-provided subject key escrow X \\\ )

11 Subject private (confidentiality) keys escrowed by the CA for purposes of access

by law enforcement shall be secured€ig: in encrypted form using a cryptographig
algorithm and key length based on awisk assessment and the requirements of the CH

12 Subject private keys stored by_the CA (or trust service provider for key storage]
shall be protected from unauthorized access, exportation, and use based on a risk
assessment and requirements of the CP.

Subject key archival (-’\\\)

13 The CP shall specify the private key protection requirements for archived subjec
private keys.

14 The CP shall@pecify the requirements for destruction of archived subject keys a
the end of the archive period.

7.14.3 Hardpware token life cycle management if outsourced to an external service (if suppprted)

Control dbjectives:

If the CA (or RA) distributes subject key pairs and certificates to minimize the risk of key
compromise during hardware token preparation and dissemination that is, to provide rea-
sonable assurance for:

a) securely controlling hardware token procurement, preparation, and personalization;

b) enabling hardware token usage by the CA (or RA or other authorized third party) prior
to hardware token issuance;

c) securely storing and distribute hardware tokens;
d) securely replacing hardware tokens;

e) securely terminating hardware tokens returned to the CA (or RA or other authorized
third party).
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Control procedures:

Hardware token procurement

If the CA or RA engages a card bureau then a formal contract shall exist between
the relevant parties. While card issuing functions may be delegated to third parties,
the CA shall retain responsibility and liability for the hardware tokens.

Hardware tokens shall be logically protected during transport between the card
manufacturer and the card issuer through the use of a secret transport key or pass
phrase.

Hardware tokens SSued to Subject be demonstrated to meet the requiremengs of the
CP. ISO/IEC 19790 (FIPS 140-2) or ISO/IEC 15408 with an appropriateprgtection
profile or security target may be used to demonstrate that requirements alre met.

The card bureau shall verify the physical integrity of hardware tokens uporjreceipt
from the card manufacturer.

U

Hardware tokens shall be securely stored and under inventéry'control while under
the control of the card issuer.

Card preparation and personalization ,-\\Q(/

Oy

Hardware token preparation processes and procedures, including the following,
shall exist and be followed.

The hardware token shall be protected, in particular to prevent unauthorize¢d mod-
ification of the software.

Hardware token personalization procésses and procedures, including the following,
shall exist and be followed:

a) theloading of identifying infoPmation on to the card;
b) generation of subject key:pair(s) in accordance with 7.13 and the CP;

c) If the subject private key(s) are generated outside the hardware token, the
key(s) shall be loaded in encrypted form. The CA shall ensure that agcess or
manipulation ©f subscribers’ private keys is not possible before, durfing and
after the dissemination process;

d) loadingsubject certificate(s) on to the hardware token;
e) loading the CA’s and other relevant certificates on to the hardware toKen;

f¥/~logically protecting the hardware token from unauthorized access.

The card bureau or CA (or RA) shall log hardware token preparation and person-
alization in an audit log.

A hardware token shall not be issued unless it has been prepared and persdnalized

by the card bureau, the CA, or the RA.

10

A hardware token shall be unusable unless in an activated state.

Hardware token distribution

11

Processes and procedures shall exist and be followed for the distribution, tracking
and accounting of the safe distribution of hardware tokens to subjects. All parties
shall be aware of the procedures relevant to them.

12

Hardware token initial activation data (initializing PIN) shall be securely commu-
nicated to the subject or, where applicable, the subscriber using an out-of-band
method. The subject shall be encouraged to change the initial activation data upon
receipt to make the card active.

13

Distribution shall be logged by the card bureau or CA (or RA) in an audit log.

Subject hardware token usage
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14 The subject shall be provided with a mechanism that protects the access to the card
data including the private keys stored on the hardware token during use by the
subscriber (i.e. PIN access control mechanism - cardholder verification method).

15 The subject private keys on the hardware token shall not be exported to an appli-
cation to undertake cryptographic (i.e. signing) functions.

16 The subject shall be required to use a mutual authentication mechanism for cryp-
tographic application and card functions to ensure system integrity.

17 The subject shall be required to use an application that displays the message or the
message’s digest to the subject prior to signing message (or transaction) data. The
subject hardware token application shall produce audit logs of all uses of the hardware
tU}\Cll. T}lib a}au iu\,}udco Cl}} attculpto ill t}lC pl ivatc }\C_y UWIITT VTI1 ifi\,atiuu lJl ULTSS
This evidence can be presented by the subject or, where applicable, the subscribex
should relying parties dispute the authenticity or integrity of a transaction.

18 The hardware token shall be used by the subject or, where applicable, the subscribet
in accordance with the terms of the CP.

Hardware token replacement q', -

19 Processes and procedures shall exist and be followed for replacement of a subject's
lost or damaged hardware token.

20 In the event of card loss or damage, subject certificates shall be renewed with the
same key or rekeyed with a new key in accordance with'the CP (see 7.15).

21 Hardware token replacement shall be logged by the edrd bureau or CA (or RA) ir
an audit log.
Hardware token termination R N

22 All HSMs returned to the CA (or RA) shall be’deactivated or securely destroyed tq

prevent unauthorized use.

23 Hardware token termination shall be logged by the card bureau or CA (or RA) iy
an audit log.

7.14.4 Subjdct key management, if supported

Control objective: C)\\

To securely manage subject.keys throughout the key life cycle. To ensure integrity of the
privatetpublic key pair and-confidentiality of the private key. This only applies if the CA is
managing keys on behalf of the subject.

Contro| pr?v.’@ures:
S{ﬁﬁ;&'& key usage

1 Terms and conditions (or separate subscriber agreements) shall describe the required
processes to be followed by the subscriber (and where applicable the subjects) of
any use of the cryptographic mechanism (e.g. HSM or hardware token and software

application).
2 The CP shall specify the acceptable uses for subject key pairs.
3 The CP shall specify the requirements for subject key usage. To securely manage

subject keys throughout the key life cycle. To ensure integrity of the private-public
key pair and confidentiality of the private key.
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The CA or a component service shall reject a subscriber key if it evidently:

a) was generated with a vulnerable algorithm or an unsecure implementation of
the chosen algorithm;

b) has an insufficient key length:

c) does not comply with other applicable cryptographic requirements.

The CA or acomponent service shall verify that a public key generated and provided by
aregistered subscriber belongs to the subscriber before it can be used within the PKI.

Subject cryptographic hardware life cycle management

DN

Hreauired the CP chall snecifuthe reguirementsforuseandhandlinag of crunt graph-
1 4 | ¢ J -1 ts) J

ic hardware and subject authentication processes (and subsequent actigns) where
the cryptographic hardware is in other physical locations (i.e. an HSMattached to a
mainframe or remote server).

Subject key compromise o )2

The CP shall specify the requirements for notification of the GA'or RA in the gvent of
subject key compromise.

7.15 Certificate life cycle management controls

7.15.1] Subject registration

Control objectives: oV

[he CA shall maintain controls to provide reasonable assurance that:

subjects (or where applicable the subgeribers) are accurately identified in acc¢rdance

with the applicable “know-your-customer” requirements;

subjects’ (or where applicableZthe subscribers') certificate requests are a

authorized, and complete.

ccurate,

Control procedures:

\J

Identifica;i&&md authentication

The CA(shall verify or require that the RA verify the credentials presentled by a
subjecdt.as evidence of identity or authority to perform a specific role in accgrdance
with-the certificate policy.

N

The CA or RA shall verify the accuracy of the information included in the requesting
entity’s certificate request in accordance with the CP.

The CA or RA shall check the certificate request for errors or omissions in accprdance

with the CP.

For end entity certificates, the CA shall ensure that the signing request is securely
submitted and is authenticated as coming from an authorized entity.

Encryption and access controls shall be used to protect the confidentiality and in-
tegrity of registration data in transit and in storage.

At the point of registration (before certificate issuance) the RA or CA shall inform the
subject or, where applicable, the subscriber of the terms and conditions regarding
use of the certificate.

Identification and authentication of a subject shall precede any other processes (e.g.
certificate issuance) in connection with the subject in question as required by CP.

A record of registration and related administrative data presented by a subject as
evidence of identity shall be kept by the RA or CA.
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Certificate request

9 The CA shall require that an entity requesting a certificate shall prepare and submit
the appropriate certificate request data (registration request) to an RA (or the CA)
as specified in the CP.

10 There shall be evidence of the subjects’ agreement to the terms and conditions.

11 The CA (or RA) shall record the success or failure of the registration event in an
audit log.

12 The CA shall store the certificate enrolment data in a database which is protected
against unauthorized access, alteration, and deletion.

13 The CA or RA shall ensure that the 'Identification and registration’ process is secure

In particular every transfer of registration and identification inside or outside thé
CA or RA shall be protected against eavesdropping and manipulation.

7.15.2 Certificate renewal (if supported)

Contro| objective: = (1/\

If certifficate renewal is supported under the CP, the CA shall maintainleontrols to provide
reasongble assurance that corresponding requests are processed in-a'timely manner if andg
only if they are accurate, authorized, and complete.

Contro| procedures: Q\)
Certificate renewal request c\\}\ i
1 The request shall identify the certificate to be renewed.

The CA shall ensure that the renewal r€quest is securely submitted and is authenti
cated as coming from an authorized.erntity.

3 The CA shall issue a new certificatewusing the subject's previously certified public key
’;)nly if its cryptographic security is still sufficient for the new certificate's intendeq

ifetime and the requesting-subscriber is authorized to request the certificate.

[n particular, the CA shalbnhot issue a new certificate if:
Q) indications existthat the subject's private key has been compromised;

|b) the previous,cértificate of the subscriber has been revoked;
C

) the subscriber is still suspended.

4 The CA or'the RA shall process the certificate renewal data to verify the identity of
|the requesting entity and identify the certificate to be renewed.

5 [The CA shall verify the existence and validity of the certificate to be renewed. Nd
rerewal stratt be permitted umtess theexisting certificate status s Hive (e ot e
voked or suspended).

6 The CA or the RA shall verify that the request, including the extension of the validity
period, meets the requirements defined in the CP.

7 The RA shall secure the part of the certificate renewal process, for which it (the RA)
assumes responsibility, in accordance with the CP.

8 The CA shall ensure that renewal actions are recorded in an audit log.

9 The CA shall check the certificate renewal request for errors or omissions. This

function can be delegated explicitly to the RA.
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10 The CA or RA should notify subjects or, where applicable, subscribers prior to the
expiration of their certificate of the need for renewal in accordance with the CP. The
notifications from the CA or RA should inform that requests for renewal, rekeying or
update of a certificate shall be submitted in due time by the subject. The CA should
generate new certificates within the time frame communicated in the notifications
to the subject.

11 The CA should issue a signed notification indicating the certificate renewal has been
successful.

12 The CA shall make the new certificate available to the end entity in accordance with
the CP.

| 3 The CA shall define Terms and Conditions in which cases renewal may be al[lowed

14 The CA shall check duly if the renewal of a certificate is appropriate; Reqllests to
reuse an existing key shall take into account potential weaknesses in the Rey over
the certificate lifetime. Also, it may be necessary to re-check claimed attribyites.

7.15.3| Certificate rekey

Control objective: ,\\\V

[0 rekey only certificates containing correct subject infotmation and provide reagonable

hssurance that certificate rekey requests are accurate, authorized, and complete.

Control procedures: ) ‘\\\

| The CA shall ensure that the rekey request is securely submitted and is authenticated
as coming from an authorized entity.

P The CA shall ensure rekey actions are recorded in an audit log.

8 The CA or the RA shall cheek'the certificate rekey request for errors or omissions.

3 The CA or RA should notify subscribers prior to the expiration of their certificate of
the need to rekey.

b Prior to the rekeying of existing certificates, the CA or RA shall verify the foljowing:
a) the signature on the certificate rekey data submission;

b) the existence and validity supporting the rekey request;

c) hatthe request meets the requirements defined in the CP;

dJ—"the certificate is not revoked, and its subject is not suspended;

e) the new certificate validity period is not extended beyond the expected end of
1i.E, £l . o ] ) +1 1 1 +1 £ HE N I | LR,
ITIT UL LIIT UI yPLUsl cllJlllL CllsUl ICIIIIT UT UIIT I\Cy lCllsLll Ul UIIT adassUlIidlTUu I\Cy palr,

f) therelevant attributes of the certificate still match the current registration data
of the certificate subject.

6 Where a new certificate is required by the subscriber, following revocation, the entity
shall be required to apply for a new certificate in accordance with the CP.

7 Where a new certificate is required by the subscriber following expiration of the en-
tity’s certificate, the certificate can be automatically generated, or the entity shall be
required to request a new certificate in accordance with the CP.

8 The CA shall define Terms and Conditions in which cases rekeying may be allowed.
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7.15.4 Certificate issuance

Control objective:

To provide reasonable assurance that certificates are generated and issued (manufactured)
in accordance with the CP.

Control procedures:

1 |The CA shall generate certificates using certificate request data and manufacture the
certificate as defined by the appropriate certificate profile in accordance with ISO/
[EC 9594-8 formatting rules.

2 |Validity periods shall be set in the CP and shall be formatted in accordance with\[§O
IE€ 9594-8.

3 |Extension fields shall be formatted in accordance with ISO/IEC 9594-8.

4 | THe CA shall log the event in an audit log including at least information-identifying
the

certificate issued.

5 |Ceftificates shall be issued based on approved subject registration, certificate renewa
or|certificate rekey requests in accordance with 7.15.1, 7.1.5:2;7and 7.15.3.

6 |The CA should issue a notification to appropriate parties, e/g. the RA when a certificate
is 1ssued to a subject for whom the RA submitted a certificate request.

7 |The CA shall issue an out-of-band notification to thé subject or subscriber when a cer
tifjcate is issued. When this notification includés- initial activation data, then contro
prpcesses shall ensure safe delivery to the subject.

8 |Whether certificates expire, are revoked, 6r are suspended, copies of certificates shal
be|retained for the appropriate period.ef'time specified in the CP.

9 |Earh certificate shall identify the applicable CP to which the CA conforms in each issuec

Ceftificate.

7.15.5 Certificate distribution

Control objective: _(jv

To maintain controls te/provide reasonable assurance that, upon issuance, complete ang
accurate certificatés-are available to any entity as defined in the CP.

Control p{(o‘gedures:

1 |The CA shall make the certificates issued by the CA available to relevant parties using
an established mechanism (e.g. a repository such as a directory) in accordance with the
CP. Possible mechanisms include:

a) collection - repository or online directory service;

b) delivery - distributed using protected media (e.g. CD-ROM or hardware token).

2 |Only authorized CA personnel shall administer the CA’s repository or alternative dis-
tribution mechanism.

3 | The performance of the CA’s repository or alternative distribution mechanism shall be
monitored and managed.

62 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

4 |Whererequired, certificates shall be made available for retrieval only in those cases for
which the subject’s consent is obtained. If the CP requires that all certificates issued by
the CA are made available, the CA shall not issue a certificate for a subject unless that
subject's consent for such distribution is obtained.

7.15.6 Certificate revocation

Control objective:

To maintain controls to provide reasonable assurance that certificates are revoked in a timely
manner and information about revoked certificates is published as dictated by risk, based

on-authorized and validated certificate revaocation reauests
1

Control procedures: O\Q) -

| The CA shall provide a means to facilitate the secure and authentieated revodation of
one or more certificates of one or more subjects without undue-delay.

T~

The CA shall ensure that the revocation request is securely sibmitted and is puthen-
ticated as coming from an authorized entity.

B The CA shall update the certificate revocation list(CRL), online certificat¢ status
protocol (OCSP) responder, or other certificate status mechanisms in the tim¢ frames
specified within the CP and in accordance with the format defined in ISO/IEC P594-8.

1 The CA shall record all certificate revocatign requests and their outcome in n audit
log. See Annex C for further guidance.

b The CA or RA can provide an authenticated acknowledgement (signature or gimilar)
of the revocation to the entity who-perpetrated the revocation request.

b Even if certificate renewal is supported, a revoked certificate shall never be reipstated.

y The CA should ensure that thé’subject or the subscriber are notified in the eyent of a

certificate revocation.

B The system hosting therevocation information shall be protected against sysfem fail-
ure and attacks. The €A shall analyse the risk of a system failure and attacksfagainst
the system, taking the assumed traffic into account.

D The CA shalliensure that the revocation information is secured against unauthorized
modificatién)

10 |The CAshall maintain controls to revoke certificates and publish appropriate infor-
matign-about the revoked certificates.

11 |ld.case a legitimate revocation request is received, the CA or a correspondipg com-
ponent service shall update the revocation status information within the timfe frame
specified in the CP or CPS.

7.15.7 Certificate suspension (if supported)

Control objective:

If supported, to suspend certificates or subscribers in a timely manner as dictated by risk,
based on legitimate (i.e. authorized and validated) requests.
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Control procedures:

1

The CA shall define and implement a process for processing suspension requests in
accordance with the CPS. Such a process shall be available to ensure the secure and
authenticated suspension of the following:

a) one or more certificates of one or more subjects;
b) the setofall certificates issued by a CA based on a single public/private key pair
used by a CA to generate certificates;

Y 1l P o . . 1.1 oA 11 £l 1.1 L . b 1 - 1
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'he CA shall ensure that the suspension request is securely submitted and is authen
icated as coming from an authorized entity.

'he CA or RA shall notify the subject and, where applicable, the subscriber jn-the even
fa certificate suspension.

ertificate suspension requests shall be processed and validated in adeordance wit}
he requirements of the CP.

'he CA shall update the certificate revocation list (CRL) and other certificate statug
hechanisms upon certificate suspension. Changes in certificate status shall be com
leted in a time frame determined by the CP.

ertificates shall be suspended only for the allowable length of time in accordancsg
vith the CP.

nce a certificate suspension (hold) has been issuéd, the suspension shall be handled
h one of the following three ways:

L N B B e W L o S o S S I Y o B e W Y e W e [ B e TS ) Y

) an entry for the suspended certificaté remains on the CRL with no furthe;
action;

Q)

h) the CRL entry for the suspendedicertificate is replaced by a revocation entry foi
the same certificate;

) the suspended certificate'is unsuspended, and the entry removed from the CRL

| certificate suspension{(hold) entry shall remain on the CRL until the expiration of
he underlying certificate or the expiration of the suspension, whichever is first. Thg
P can specify themaximum number of occasions when the certificate status can bg
uspended and the-maximum periodicity for this status.

'he CA shallupdate the certificate revocation list (CRL) and other certificate status
hechanismsupon the lifting of a certificate suspension in accordance with the CA's CH

10

'he CA-shall verify or requires that the RA verify the identity and authority of thg
ntity requesting that the suspension of a certificate be lifted.

D 1= A N

11

ertificate suspensions and the lifting of certificate suspensions shall be recorded i
an audit log. See Annex C for further guidance.

12

A certificate should be suspended only ifit is likely that private key or other informa-
tion in the certificate has not been compromised.

13

In case a legitimate suspension request is received, the CA or a corresponding com-
ponent service shall update the suspension status information within the time frame
specified in the CP or CPS.

14

The CA shall ensure that the suspension status information is secured against unau-
thorized modification.

15

The system hosting the suspension status information shall be protected against sys-
tem failure and attacks. The CA shall analyse the risk of a system failure and attacks
against the system, taking the assumed traffic into account.
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7.15.8 Revocation status information service

Control objective:

To reliably provide up-to-date, complete, and accurate certificate status information to relevant
entities (subscribers and relying parties or their agents, i.e. CVSPs) in accordance with the CP.

Control procedures:

1

The CA shall make certificate status information available to relevant entities (relying

parties or their agents) using an established mechanism in accordance with

This can be achieved using:

a) request response method - a request from the relying party to the ice1
status provider’s responder; in turn, the certificate status provider's res
responds with the certificate status duly signed (OCSP is ancexample
using this method);

b) delivery method - a CRL signed by the CA and published within the polic
frame.

the CP.

tificate
ponder
rotocol

's time

Applicable control procedures where CRLs are used,.O\‘

N

The CA shall digitally sign each CRL that it issues\so that entities can valic
integrity of the CRL and the date and time of issdance.

ate the

The CA shall issue CRLs at regular intervals;as specified in the CP, even if no
have occurred since the last issuance.

thanges

At a minimum, a CRL entry identifying a'revoked certificate shall remain on
until the end of the certificate's validity period. A retrospective view of a cel
status, ata given point in time, can®erequired. Therefore, CRL entries may ne
held beyond the life of a certificate validity period to prove its validity at the tim

the CRL
tificate
ed to be
e of use.

If certificate suspension is_supported, a certificate suspension (hold) entry,
original action date andcexpiration date shall remain on the CRL until the
expiration of the certificate or until the suspension is lifted.

with its
normal

|®a)

CRLs shall be retained and archived for the appropriate period of time in acc¢rdance

with the requirements of the CP, including the method of retrieval.

The CRL shall.contain entries for all revoked unexpired certificates issued by
A retrospective view of a certificate status, at a given point in time, can be re
Therefore; CRL entries may need to be held beyond the life of a certificate
peried:to prove its validity at the time of use.

the CA.
quired.
validity

P used

@cable control procedures where online certificate status mechanisms (e.g

;. OCSP)
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8 Upon the receipt of a certificate status request (e.g. an OCSP request) from a relying
party or its agent, the CA shall return a definitive response to the relying party or its
agent if:

a) therequest message is well formed;

b) the certificate status provider responder is configured to provide the requested
service;

c) the request contains the information (certificate identity, e.g. serial number,
OID) needed by the certificate status provider responder in accordance with the
CP;

d) the certificate status provider's responder is able to locate the certificate ang
interpret its status.
Vhere these conditions are met, the CA or certificate status provider shall,producs
signed response message indicating the certificate's status in accordance with thg
P. If any of these conditions are not met, then a status may be returnedin-accordancsg
vith the CP such as “unknown”.

\
(
y
9 All response messages shall be digitally signed and include all£equired data in ac
q
]
q

ordance with the CP.

'he online certificate status mechanism shall make availableinformation on revoked
ertificates and, where supported, suspended certificatés.

10

7.15.9 Controlled CA termination

Contro] objective: O
To maintain the CA’s responsibilities for an adeglidte transition period in accordance with
the CP dr terms and conditions in the event of the‘termination of the CA for whatever reason
In particular, to maintain the availability, of timely, complete, and accurate information tg
relevanit entities.

Contro| procedures: . )
Applicable controlAﬁﬁscédures where a CA is terminated
1 [here shall be a-termination plan established at the initiation of the CA which allo

Cates responsibilities for overseeing the termination of the CA. The termination plary
thould include termination of any relationships with other CAs. The termination play
hould beveviewed on a regular basis.

Address the termination of any back-up site used for business resumption.

3 i€ €A’s public key and certificate should be escrowed if appropriate.
The termination plan should include provisions for maintaining revocation status
information

5 Develop a termination plan to minimize disruption, including notification to subscrib-
ers, preserving records, transferring business to a reliable successor.

6 The CA should retain the CA audit records for an appropriate time period, in line with
contextual requirements.

7 The CA shall make certificate status information (including certificate revocation

lists and other certificate status mechanisms) available to relevant entities (e.g.
subscribers and relying parties or their agents, i.e. CVSPs) using mechanism in ac-
cordance with the CP.
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8 The CA shall have a plan for the case of business termination, including at least:

a) the revocation service and further issuance of revocation information as
appropriate;

b) the handling of the private keys of the CA;

c) if applicable, the handling of private keys of subscribers stored in the
environment of the CA, if applicable;

d) ifapplicable, agreements with successor instances prior to the CA’s termination;

e) financial arrangements (e.g. insurance) to pay for the costs to fulfil any
remaining obligations in case of business termination.

D The CA shall inform all stakeholders prior to its business termination.

10 Any restricted information that is no longer needed (e.g. for technieal 'or regulatory
reasons) shall be destroyed without undue delay after the CA business termjfination.

7.16 Root CA controls

This spibclause contains specific controls regarding root CAs. General controls concerning CAs, which
also include root CAs, are shown in 7.6 to 7.13, and are not duplicated in this subclause.

7.16.1] Physical and environmental security

Control objective: ‘\Qv

[0 provide reasonable assurance dependingeen-the complexity of the PKI environmgnt that:

— Root CA private keys are held and usedphysically isolated from normal operatjons,

— Physical barriers are in place (e.gi'Faraday cage) to prevent electromagnetic rddiation
emissions for all root CA operations as specified in the CP or CPS.

Control procedures: C)\\
Root CA physig\z\l\éecurity
| |See 7.6 for physical and environmental security controls.

NJ

If security cameras are used, then the security camera video retention policy should be
set toanappropriate period.

B | A s¢paration of duties policy shall be defined.
@ﬁpment

1\ /See 7.6 for equipment controls.

7.16.2 Operations security

Control objective:

To provide assurance that:
— correct and secure operation of root CA information processing facilities is ensured;

— the risk of root CA systems failure is minimized;
— the integrity of root CA systems and information is protected against malware;
— any damage from security incidents and malfunctions is minimized;

— incident reporting and response procedures are established and maintained.

© ISO/IEC 2022 - All rights reserved 67


https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

Control procedures:

1 |See 7.7 Operations security.

2 |Antivirus and Anti-malware software should be used for protecting against malware
where appropriate.

3 |Behavioural analytics tools shall be used in order to automatically determine activities
that deviate from the normal.

4 |Root CA systems shall require a dedicated (isolated) computing environment.

7.16.3 Accegs control

Contro] objective: (]}) '
— To provide assurance that root CA system access is limited to authorized individuals;

— To |limit operating system access to authorized individuals with predetermined task
priyileges;

— To Jimit access to network segments housing root CA systems toauthorized individuals
applications, and services;

— To limit root CA application use to authorized individuals:

Contro] procedures: s\\}\‘
1 |Seq 7.8 Access control.
Network access control \g\"

2 |Ropt CA system shall reside in a high seeurity zone and is isolated from other networks

7.16.4 Root [CA key generation

Contro| objective: LI

To provlide assurance thatwqoot CA key pairs are generated in accordance with defined roo
CA key peneration ceremony scripts and the requirements of the CP.

Contro| prq_c@)*u}res:
1 |Seq 743X CA key generation.

2 Ge h ool oy o rcaafroot CA ravyc chall ocoia it o cnniien oy togran lm'n dazic
reratioahausSe-o6++Footcrr KEy S—Stam o CeHT— Wit i—a—Seeutr ey prograpit—aevice

meeting the appropriate ISO/IEC 19790 (FIPS 140-2) or ISO/IEC 15408 (with an appro-
priate protection profile or security target) and the business requirements in accordance
with the CPS.

3 |There shall be a documented procedure for conducting root CA key pair generation.

4 |The root CA shall test the procedure for conducting root CA key pair generation before
live operation.

5 |Theroot CAkey shall have a key length that is appropriate for the algorithm and for the
validity period of the CA certificate as disclosed in the CA’s CP or CPS.

6 |The root CA shall have a key size in accordance with the CA’s CP or CPS.

7 |Root CA key generation ceremonies shall be independently witnessed by internal and/
or external auditors.

68 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=c2ce31e2c1c0198867d1de6b2d042c1d

ISO/IEC 27099:2022(E)

7.16.5 Generation of root CA keys script requirements

Control objective:
To ensure that a root CA key generation script is used to generate root CA keys

Control procedures:

1 |Theroot CA shall define and assign participant roles and responsibilities.

2 |The root CA shall obtain management approval for conduct of the root key generation

ceremonyz
J

B |The root CA shall specific cryptographic hardware, software and other matetials in-
cluding identifying information.

t  |Theroot CA shall perform specific steps during the key generation cer€mony in¢luding;
a) hardware preparation;

b) verification of the integrity of the operating system and-other software from its
source (e.g. using hash totals).

b |The root CA shall specify physical security requirements for the ceremony locatjion (e.g.
barriers, access controls and logging controls).

1A

The root CA shall produce procedures for secure(storage of cryptographic hagrdware
and activation materials following the key genération.

/| The root CA shall obtain sign-off on the scripforin a log from participants and witnesses
indicating whether key generation ceremony was performed in accordance with the
detailed key generation ceremony script.

B | The participants shall note any deviations from the key generation ceremonjy script
(e.g. documentation of steps taken to address any technical issues) and provid¢ this to
CA management.

D |The root CA shall ensure that the integrity of the hardware/software used for key gen-
eration and the interfaces to the hardware/software is tested before productioh usage.

7.16.6 Root CA public key distribution

Control obiectb@\‘
[0 ensure contrels are maintained to provide reasonable assurance that the integrity and

huthenticity of the root CA public key and any associated parameters are maintained during
nitial amdysubsequent distribution.

Control procedures:
1 See 7.13.3 CA Public key distribution.

2 Where a self-signed certificate is used for the root CA public key distribution process,
the root CA shall provide a mechanism to verify the authenticity of the self-signed
certificate (e.g. publication of the certificate’s fingerprint).

7.16.7 Root CA key compromise

Control objective:

Controls shall be maintained to provide reasonable assurance that continuity of operations
is maintained in the event of the compromise of the root CA’s private keys.
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Control procedures:

1 |See 7.13.6 CA Key compromise.
2 |Compromise of the root CA key shall be addressed by the disaster recovery plan under 7.10.

3 |Aroot CA key destruction script shall be produced to ensure the root CA is destroyed
securely, see 7.13.5.

7.17 CA certificate life cycle management controls - subordinate CA certificate

Control objectives: -

TO Trov ida raaconahla nconranca that cuhaordinata CAc anaorata cacuraly and in ling with
providereasenable assurance that subordinate CAs securely and-in line it

As-operate
applicable CPs and the CPS.

Contro| procedures: /\QVJ
Sybordinate CA (sub-CA) registration - ‘@

1 Sybordinate CA certificate requests shall be accurate, authenticated’and approved ir
adcordance with the applicable CPs or CPS.

2 Sybordinate CA certificate replacement (renewal and rekey).reguests shall be accurate
aythorized, and complete in accordance with the applicable CPs or CPS.

3 New, renewed, and rekeyed subordinate CA certificatés shall be generated and issuec
inlaccordance with the applicable CPs or CPS.

4 Upon issuance, complete and accurate subordinate CA certificates shall be made
available to relevant entities (subscribers and<elying parties) in accordance with thg
applicable CP(s) or CPS.

5 Sybordinate CA certificates shall be revekéd based on authorized and validated cer-
tificate revocation requests.

6 Timely, complete, and accurate certificate status information (including CRLs and othel
cqrtificate status mechanisms) shall be made available to any entity in accordance with
the applicable CP(s) or CPS.
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Annex A
(informative)

Management by certificate policy

A.1 Purpose of certificate policies

This ajnnex describes certificate policies and identifies how they can be implemented
manage the risks of parties in a PKI with its focus on a contractual environment. This,an
IETF RFC 3647[4] and provides further clarification on the use of certificate policie§ ijran ¢rganisations’

envir

Certifi
of a CH
are ac
use th

A2 ]

A CP i
comm
in tern
certifi

The CH
betwe

ment.

cate policies play a critical role in the administration of trusted transactions. The
is to enable the relying party to determine whether the certificate arid its underly

bir private key to sign transactions and place reliance on the-egrtification service td

Definition of a certificate policy

a unique named set of rules which describes thé\applicability of a certificate with

hs of respective obligations, including liability'and governance, between all invol
Cate policy is published under the responsihbility of a policy authority.

should be used by various users of the certificate to decide whether or not to acce
b1 the subject (of the certificate) andthe public key. The CP is represented by a reg

identiffier (OID) in the X.509 v3 certificate.

The C
certifi
none, §

P object identifier can be ineluded in the following extensions in the X.509 v
Cate policies, policy mappings and policy constraints. The object identifier(s) ¢
ome, or all of these fields. The certificate policy can also be retrieved using a URL

identiffied in the certificate'policies extension.

The pq
subscy
can us
valida

licy authority 0r)its agents can provide signed paper copies of the certificate polid

e electroniedinks to locate the certificate policy. A CVSP can supply a service to rely
e certificates as well as the applicability of the associated certificate policy.

to effectively
nex draws on

main purpose
ng conditions

reptable for a given transaction. Equally, the subscriber has clear ;guidance upon where they can

support it.

in a specified

hinity or class of application. A CP acts as a record of permitted usage and associated provisions

ved parties. A

bt the binding
istered object

B certificates:
an appear in
which can be

y to potential

ibers as a formr of contractual binding or to relying parties. Relying parties on the other hand

ing parties to

A3 ]

OIDs are used to unambiguously identify certificate policies and policy qualifiers so that they can be
processed by automated means in certificate-using applications and systems. These policies and policy
qualifiers are listed in the certificate policies certificate extension by the issuing CA and are defined as:

certificatePolicies EXTENSION: :

SYNTAX

{

CertificatePoliciesSyntax

IDENTIFIED BY

}

In the certificatePolicies certificate extension,
id-ce-

id-ce-certificatePolicies

the object identifier
certificatePolicies identifies a value of ASN.1 type

CertificatePoliciesSyntax, which is defined as:

CertificatePoliciesSyntax::
PolicyInformation::
policyQualifiers

SEQUENCE SIZE (1..MAX)
SEQUENCE { policyIdentifier
OPTIONAL

OF PolicyInformation
CertPolicyld,
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}
CertPolicyId:: = OBJECT IDENTIFIER

PolicyQualifiers:: = SEQUENCE SIZE (l1..MAX) OF PolicyQualifierInfo

When a certificatePolicies certificate extension is present in a certificate, it shall have at least one
value of type Policylnformation. Each instance of type PolicyInformation should contain a value
of type CertPolicyld, an object identifier that identifies a CP. The policyQualifiers component of
PolicyInformation lists the policy qualifiers associated with a given CP. This component is optional
and need not be included.

The certificatf policies listed in a certificatePolicies certificate extension are those that are recopnized
by the issuing CA as being applicable to that certificate. This policy information can be used by #telying
party to detefmine the appropriate use of the key pair certified by the CA. A relying partyrcan refuire a
particular policy to be present in this extension before it accepts the certificate as validfeor a parficular
use. Typically|a CP can be associated with a set of application programs which can beused by thelowner
of the certifief key only when the CP is present.

A relying party or computer application can require that a specific policy be present in order to yise the
certificate. Pdlicy qualifiers can, at the option of the relying party, be processed, or ignored.

When CP quallifiers are associated with a given CP, the optional polieyQualifiers component :Lf type
PolicyInformjation is present and contains at least one CP qualifier, a-value of type PolicyQualifierIinfo
defined as:

PolicyQualiffierInfo:: = SEQUENCE ({ policyQualifier®d "CERT-POLICY-
QUALIFIER. &ifd ({SupportedPolicyQualifiers}), qualifier CERT-
POLICY-QUALIJFIER. &Qualifier (

{SupportedPolicyQualifiers}
{@policyQuallifierId}) OPTIONAL

}

SupportedPollicyQualifiers CERT-POLICY-QUALINIER:: = { ... }
Type PolicyQualifierInfo is composed ofgtwo components, policyQualifierId and qualifjer,
which are specified in terms of the &idvand &Qualifier fields of the information objg¢ct
class CERT-PPLICY-QUALIFIER. This class is defined as:
CERT-POLICY-QRUALIFIER:: = CLASS {

&id OBJECT IDENTIFIER “UNIQUE,

&Qualifiefr OPTIONAL
}

WITH SYNTAK { POLICY-QUALMFIER-ID &id [QUALIFIER-TYPE &Qualifier] 1}

The policyQualifierld:component of PolicyQualifierInfo is defined in terms of the &id field and
shall contain [an object’/identifier value. The optional qualifier component is defined in terms]of the
&Qualifier field and*can contain the value of any ASN.1 type.

A Value Of th\ Policvinformation-tunaidentifiac and conuvavc aulifine tpnfoaationy for oo fP The

C— T OTIC y IIITUT IO CIUT Cy PO CIItiCo oo CoTv ey o oot ic T T oT o croTr 1o OUTIc— o

component policyldentifier contains an identifier of a CP and the component policyQualifiers
contains policy qualifier values for that element.

A.4 Certificate applicability under a named certificate policy

Once parties are able to identify and locate the CP relating to a certificate, the user should be able to
determine what a certificate can be used for and any constraints. Policy authorities have the option of
asking CAs to either:

a) issue one certificate with restricted association to one specific CP; or

b) allow one certificate to be associated with many CPs.
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There are several issues here that require discussion. This is considered against the background of the

following basic assumptions:

manage risks related to services provided to customers.

Certificate policies are customer oriented in that certificates provide a control mechanism to help

Certificate policies and the applicability of a certificate need to be recognized by all parties including

the issuer, the subscriber, the relying party and possibly the relying party's validation service

provider.

Inthe emerging trust services marketplace, it appears that there will be a proliferation

of certificates

by various trust service providers. The variety of naming conventions, in combination with the

ceptificate to use for a particular application.

While customer knowledge on the management of certificates requires enhancing, and it

e as to which

Can be argued

that certificates should be transparent to some users, organisations can consider one-to-one as a

prudent strategy initially. This will minimize confusion and facilitate learning on the p
user ofer a longer period to allow for familiarization and to allow time‘for software a
handlg multiple certificates more effectively.

One cdrtificate with one CP will also minimize the level of consumer education for “ho
certifigate can be used for particular applications. It is also essential that certificate polici
in such a way that they are “customer friendly,” unambiguous‘and clear in terms of respo
liabilities. These are the terms and conditions for the subscriber’s use of the certificate
clearlyf understood by them. Additionally, the relying panty or their trust services prov
definifive information as to which CP applies to the ceftificate presented. Unless this is st
in the [transaction or predetermined, there should be*a reliable mechanism to determin
applicable CP.

Additipnally, for cross-certification it will be essential to have clarity regarding which
extend the use of a certificate. The one EP for one certificate strategy will minimize
organizational, and operational requirements of cross-certification.

Some PKI domains restrict the use of the certificate policy extension. For example, th

hrt of the end
pplications to

v and why” a
bs are written
hsibilities and
hnd should be
der will have
ited explicitly
b which is the

CP applies to
the technical,

b CA Browser

Forum| prohibits the use of the ceftificatePolicies extension in root CA certificates and provides explicit

OIDs in its baseline requirements and for extended validation (EV) Certificates.

See https://cabforum.org¥oer further information.

A5 |

Cross-certification, certificate chains, policy mapping and certifica

A.5.1]| Cross=certification

Cross-

rertification is the reciprocal certification process of certificate policies issued by

te policies

two or more

different policy authorities. Cross-certification enables the reciprocal use of the certificates owned by
different policy authorities.

Cross-certification increases the usage and acceptability range of the subscriber’s certificate under a
given CP. Cross-certification requires a degree of conformity or equivalence in terms of interoperability
of policy between the policy authorities and the controls implemented by the issuing CAs.

A.5.2 Certificate chains

When validating the acceptability of a certificate it can be necessary to not only validate the entire
sequence of certificates from the end entity using the certificate up to the root certificate, but also their
respective certificates policies.

An acceptable policy identifier is the identifier of the CP required by the user of the certification path
or the identifier of a policy that has been declared equivalent to it through policy mapping (see A.5.3).
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It is recommended that the certificate policies extension be implemented as a critical extension. This
field is processed in concert with the policyConstraints extension (see A.5.4) during the certification
path validation, as described in ITU-T X.509 v3.

A.5.3 Certificate policy mapping

This extension allows the policy authority, through its certificate issuers, to indicate that one or more of
its certificate policies is considered equivalent to another CP used in that domain. The assignment of CP
mappings is restricted to the policy authority and certification authority and can be further inhibited
through the policyConstraints extension. This extension will support cross-certification by specifying

the OIDs of equivalent certificate policies.

The syntax of

policyMappin
SYNTAX
IDENTIFIE]

PolicyMappin

issuerDomain
subjectDo

This extensio
non-critical.

CAs should g
applicable an
with the appl

Relying parti
CP object ider]

A.5.4 Polic

The policy c
certification 4
a certification
to be part of g

this extension is:

s EXTENSION: : {
PolicyMappingsSyntax

D BY id-ce-policyMappings }

gsSyntax: : SEQUENCE SIZE (1.

Policy CertPolicyld,

ainPolicy CertPolicyId }

.MAX) OF SEQUENCE ({

h can, at the discretion of the certificate issuer and as stated in'the CP, be either crif

enerate this extension for CA digital signature certificates where policy mapj
1 include a combination of issuerDomainPolicy field(s) and subjectDomainPolicy
cable CertPolicyld field(s).

bs should interpret the combination(s) of issuerDomainPolicy and subjectDomair
tifiers as equivalent.

y constraints

pnstraints extension supports)two optional features. The first is the ability]
uthority to require that explicit CP indications be present in all subsequent certifid
path. Certificates at the start of a certification path can be considered by a certifica
trusted domain (i.e. certification authorities are trusted for all purposes, so no par

CPis neededi
of CP. Howev

n the certificate policies extension). Such certificates need not contain explicit indig
r, when a certification authority in the trusted domain certifies outside the domain

ical or

ping is
field(s)

Policy

for a
ates in
fe user
ticular
ations

it can
1 used,

rot just

to transitive trust (e.g. a domam A trusts domain B, domaln B trusts domain C, but domain A does not
want to be forced to trust domain C).

The syntax of this extension is:

policyConstraints EXTENSION:: = ({
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints } PolicyConstraintsSyntax:: = SEQUENCE ({
requireExplicitPolicy [0] SkipCerts OPTIONAL,

inhibitPolicyMapping [1] SkipCerts OPTIONAL } SkipCerts:: = INTEGER (0..MAX)

This extension should be flagged critical.
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A.6 Certificate classes and naming

The use of certificate classes can be to distinguish between the different level of assurance and for
describing specific third-party obligations for issuing, managing, suspending, and revoking certificates.
Each level or class of certificate provides specific functionality and security features.

A critical issue for the relying party and to a degree the subscriber is ascertaining the level of assurance
a particular certificate provides issued under a CP.

The identified options for policy authorities include the following.

— CP classifications based upon arbitrary values, such as bronze, silver, gold: it should be noted that
th ttciffi i T i1 i ice capability.
Differences between classes can be multidimensional and can contain distinct attributes that are
ndt precisely comparable to other classes. The use of certificate class names is.percejved to have a
“relative value” for their use and functionality.

— CH classifications based on recognized standards for contractual environment: for] the end user
the use of these certificate classes projects an “absolute value” on the‘type of securitly and liability
isgues associated with their usage.

The fo]lowing assumptions also require consideration by policy authetrities:
— Digital certificates can represent familiar brand names in¢thé’electronic marketplace

— Cdqnsumer and business confidence are a measure of the recognition of brand(s) attached to security
prpducts and services, including the level of functionality and applicability of a certif]cate.

— Other naming conventions can be used which.have no implicit value (e.g. 1, 2, 3) arl:[i concentrate
or] establishing usage differences rather than relative merit. However, it seems unlilely that these
would be deemed appropriate to engenderifrust.

— The use of standards serves as a universally understood benchmark. However, care needs to be
exercised on level of prescription to-avoid placing any restriction on usage.

Certificate classifications based on-absolute values such as low, medium, and high cannpt project the
type of image that organisations.require for the development of electronically based trusg services.

To prqmote wider acceptability and possibly reduce the level of end-user confusion for certificate
usage,|the recommendation is for certificate policies to conform with standards that are recognized, or
specifications agreed(ipon by all the parties in the contractual environment.

A.7 C(ertificate policy provisions

A.7.1| General

This subclause briefly describes the terms of a CP.

A.7.2 Interpretation

The CP should outline in its preamble what the CP is for in terms of service provision, the preconditions
for the community and the relating legally binding contractual conditions. This can also include any
regulatory requirements that are applicable to the community and use of the certificates under the CP.

This subclause should describe the intended community for the certificates and where appropriate their
intended usage (e.g. whether the certificate can be used for remote authentication purposes, digital
signing, or data confidentiality). It can also state any requirements for membership of the community
(e.g. certificates may be issued to private account holders only, relying parties should have signed a
relying party agreement with an approved or licensed entity as approved by the policy authority).
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