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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

This document provides requirements and recommendations associated with the electronic discovery
process elements described in ISO/IEC 27050-1. The requirements and recommendations are expected
to be useful for both technical and non-technical personnel involved in some or all of the electronic
discovery activities. Additional materials are provided to help organizations better understand the
objectives associated with each electronic discovery process element and considerations to avoid
failures, which can mitigate risk and expense if electronic discovery becomes an issue.

Electronic discovery often serves as a driver for investigations, as well as evidence acquisition and
handling actiwiti i iti itivi iticali data
sometimes 1fecessitate protections like storage security to guard against data breaches (covered in
ISO/IEC 270#0).

vi © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=bfc4b467d7f516c994e5baaec7c7256f

INTERNATIONAL STANDARD ISO/IEC 27050

-3:2020(E)

Information technology — Electronic discovery —

Part 3:
Code of practice for electronic discovery

1 Scope
This [document provides requirements and recommendations on activities in eleetrnon
inclugling, but not limited to, identification, preservation, collection, processing, review,

prodiiction of electronically stored information (ESI). In addition, this document speci
measjures that span the lifecycle of the ESI from its initial creation through tofinal disposi

This
the e

document is relevant to both non-technical and technical personnelinvolved in sg
ectronic discovery activities. It is important to note that the user is"expected to be

applitable jurisdictional requirements.
2 Normative references
The following documents are referred to in the text in‘such a way that some or all of t

consflitutes requirements of this document. For dated\references, only the edition cited
undated references, the latest edition of the referenced document (including any amendmg

ISO/IEC 27000, Information technology — Segurity techniques — Information security
systemms — Overview and vocabulary

¢ discovery,
analysis and
fies relevant
[ion.

me or all of
wware of any

heir content
applies. For
nts) applies.

nanagement

ISO/IEC 27050-1:2019, Information technology — Electronic discovery — Part 1: Overview and concepts

erms and definitions

For the purposes of this \document, the terms and definitions given in ISO/IEC
[SO/IEC 27050-1 apply.

[SO apd IEC maintainterminological databases for use in standardization at the following

— B0 Online browsing platform: available at https://www.iso.org/obp

IEC Electrepedia: available at http://www.electropedia.org/

27000 and

hddresses:

4

ESI Electronically stored information

ICT Information and communications technology
OCR  Optical character recognition

5 Electronic discovery background

Electronic discovery is an element of traditional discovery and it is a process that typically involves

identifying, preserving, collecting, processing, reviewing, analysing, and producing e
stored information (ESI) that may be potentially relevant to a particular matter. The requi

© ISO/IEC 2020 - All rights reserved
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recommendations provided in this document are in accordance with the electronic discovery con
described in the following clauses and subclauses of ISO/IEC 27050-1:

— ISO/IEC 27050-1:2019, Clause 3: key electronic discovery terminology;

— ISO/IEC 27050-1:2019, 6.2: electronic discovery issues and primary cost drivers;

— ISO/IEC 27050-1:2019, 6.3: general electronic discovery objectives;

— ISO/IEC 27050-1:2019, Clause 7: common ESI types, common sources and representations;

— ISO/IEC 27050-1:2019, Clause 8: description of the electronic discovery process and the pr

cepts

ocess

elementg:

ISO/IEC 27050-1 differentiates between generic actions such as "identifying" from the specificelect
discovery prjocess elements by preceding the names with "ESI" (e.g. ESI identification). Likewisg
document folllows this approach. ISO/IEC 27050-1:2019, Figure 1, shows all of the electronic disc
process elements and the interrelationships between them (see ISO/IEC 27050-1:2019, 8.1, for
description)

Although thp goal of electronic discovery is the same as with hardcopy dogument discovery
find and to produce information that is potentially relevant in a matter~*&-the nature of elect
information jadds differing layers of complexity and opportunity, since EST'\¢carries with it such eler
as metadataland requisite data processing and management functions-that do not exist with pag
addition, thg collection and processing of ESI for discovery presents challenges (e.g. data corru
password prjotection, encryption, indexing issues, inadequate keyword search, poor OCR) that can

ronic
, this
bvery
a full

— to
ronic
nents
er. In
btion,
have

importance gither to the viability or accuracy of the ESI produced to the opposing side or to the ability

to maintain |provenance or chain of custody. Further, the escalating volumes of ESI typically crg
maintained @nd collected present challenges for consistency and accuracy in review.

This documgnt addresses these challenges by:
— promotipng common understanding of various‘concepts and terminology for electronic discov
— articulafing objectives and risks inherent in the steps in the electronic discovery process;

— encouraging practical and cost-effective discovery by those tasked with managing ESI throug
process;

— providingg guidance and best.practices for those responsible for delivering electronic disc
projects| (e.g. legal practitioners, services providers, independent experts, courts, and any
parties ¢ngaged in the process);

— identifying competéncy areas for those involved in electronic discovery;

— promotipg thé&proactive use of technology to reduce costs and risks, while increasing efficig
throughput the discovery process;

ated,

Ery;

h the

bvery
other

ncies

— suggesting ways to avoid inadvertent disclosures of potentially privileged, confidential, or

sensitive ESI.

The overriding goal is to help organizations meet their electronic discovery goals (e.g. legal obligations,

business objectives, regulatory requirements).

While this document has been written with larger electronic discovery projects in mind, and therefore

covers aspects encountered in the majority of matters, it is not necessarily the case that all step

s will

be required or proportionate to every matter. For example, in small matters, it can well be that a single
person manages and completes every aspect of the project, whereas larger matters can warrant the use

of separate individuals or even teams for each element of the electronic discovery project.

2 © ISO/IEC 2020 - All rights re
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Electronic discovery requirements and guidance

6.1 Overview

6.1.1 Structure of materials describing the process elements

-3:2020(E)

Each electronic discovery process element is addressed in a separate clause and each contains the

following:

a) anoverview of the process element;

b) dbjectives for the process element;

c) donsiderations to avoid failures;

d) therequirements and guidance specific for the process element.

The drder of the clauses in this document does not imply their importance araparticular s

need

6.1.2

b to be followed.

Cross-cutting aspects

Crosg-cutting aspects are behaviours or activities that span-dnultiple electronic discoy
elemg¢nts and need to be coordinated across the process elements.

HRlanning. To be effective, most or all of the process elements need to be well plany
dutset, with the specific objectives and conditioris'taken into consideration and with t
b be deployed readily available.

(s

|

ransparency. Implementation of the procéss elements often necessitates refinement

&

Fansparency, as well as allowing forchanges and for explanation later on.

Jocumentation. The process_elements need to be well documented, both for the
efending the scope and activities of the process elements down the line if they are chz
br the purpose of improving the effectiveness and consistency of future implement
rocess elements.

xpertise. Certain kinds of specialized expertise and qualifications are necessary for
lement to do the work and to meet any operative standards. This expertise can be ass
he matter at hand, language, technology, the chosen tools or methods, or the quality
he results,of‘applying those tools and methods.

& &+ D s o Tl i e T o |

P

matter experts being well informed as to the purposes to be served by the relevant proct

pquence that

rery process

ed from the
he resources

hnd iteration

hat have to be readily explained to interested parties. An effective process will be dependent on

purpose of
Illenged, and
htions of the

pach process
ociated with
assurance of

hformed:-An effective electronic discovery process is dependent on the pertinent legall and subject

bss elements,

thetelevant requirements (e.g. operative, matter-specific, process-specific, etc.), and t

he landscape

of the EST, as well as having an understanding of the subject matter, scope and timeframe that apply
to the situation in question.

Adaptive. Almost all electronic discovery projects begin in a state of imperfect knowledge when
requirements and definitions are not yet fully specified and the ESI landscape is not yet fully
mapped. Adaptability is therefore an essential feature of an effective electronic discovery process
in general.

Use of technology. The effectiveness of an electronic discovery project can be dependent on how
it avails itself of the tools and methods appropriate to the general approach taken in the various
process elements; the specific tools and methods can vary from one approach to the other, but most
approaches can benefit from the appropriate application of technology.

© ISO/IEC 2020 - All rights reserved 3
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entification

6.2.1 Overview of ESI identification

In this subclause, the objectives of ESI identification, the issues inherent in that process element, and

consideratio

ns to avoid failures are discussed.

ESI can need to be identified and preserved in an organization for a number of reasons, including
reasonable anticipation of a lawsuit, receipt of a pre-litigation preservation request, a request to inspect,
a demand letter, a cease and desist letter, a cure notice, or even a discussion with an opposing party or
its counsel. In some jurisdictions, courts, legislatures, or government regulators have developed rules

concerning

Zow organizations identily ESI, particularly for purposes of civil and criminal proceed
Ly (or

investigations and audits. As a result, it is advisable for organizations to understand when adu

need) to pre
to identify a

ESI identific
potentially 1

6.2.2 Objg

serve is triggered and any steps that can have been mandated or accepted as bestpra
hd preserve relevant ESI in jurisdictions in which they do business.

htion is the element in the electronic discovery process in which information that c
elevant to a matter is specifically located for potential preservation ofi cellection.

bctives for ESI identification

As defined in ISO/IEC 27050-1, ESI identification is the “element of ah_electronic discovery prj

focused on 1
stored infor
individuals,
potentially 1
ESI identific

underst
identify
know th|
identify
identify

bcating potential sources and the criteria for selecting potentially relevant electro

rustodians, and locations of ESI or ESI sources that‘ean reasonably lead to the discov
elevant information related to the subject mattersin question. In order to undertakg
htion, an organization needs to be able to:

hnd the nature of the subject matter in question;

individuals who may have or know relevant information;

e potential ESI sources likely to cantain such information;

potentially relevant information with a level of accuracy appropriate to the circumsta

potentially relevant information within a timeframe that is consistent with the o

accomp
stake in

6.2.3 Con

The primary

electror]lic discovery objectives; and

ish the above tasks with a level of resource utilization that is proportionate to wha
the matter that-has necessitated the effort.

iderations to avoid failures

issties associated with ESI identification are the following:

mmation.” A primary objective of ESI identification often is to identify key departlr‘:ﬁents,

ings,

Ctices

hn be

pcess
cally

ery of
such

nces;

rerall

[ is at

Destructi

ult in

the inadvertent destruction of the ESI. Such inadvertent destruction can occur if custodians have
not been properly advised to refrain from deleting ESI related to relevant subject matter, or when
there is, by company policy, a routine deletion policy in place for certain data stores (e.g. a 90-day
retention cycle for e-mail).

Incomplete or erroneous identification of ESI. An incomplete or erroneous identification
of custodians and sources can result in delays or cost-overruns and, in the context of legal
proceedings, legal consequences if a late production unreasonably hinders a case. Defensibility of
ESI identification can be questioned and, depending on the jurisdiction, documentation and quality
control procedures can be scrutinized.

The issues identified above can be managed via the implementation of a process that makes well-
coordinated use of appropriate individuals, tools, methods, and expertise in order to meet the defined

© ISO/IEC 2020 - All rights reserved
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ESI identification objectives. More specifically, the issues can be managed by the implementation of an
ESI identification process that adheres to the following principles:

— Organized. Certain kinds of specialized expertise can be called for in ESI identification, whether

subject matter experts or the ICT personnel who manage implicated ESI or those with knowledge
to query systems to assess system relevance. A plan that identifies from the outset the kinds of
expertise required and contains interview templates and other tools to document the information
learned can be very helpful. An organization would be wise to identify a team of key people that
need to be involved in discovery project management, including ESIidentification. These individuals
typically include corporate legal counsel, outside counsel, ICT personnel, records management
personnel, data custodians, human resources personnel, business leaders, and service providers/

s o S0 Qo < -

6.2.4

ESI i
unive
later
and d

1 - 1 1 -
HCLLTUIIC UISCOVET Yy CUIISUILATILS.

eployed readily available. Being proactive and gathering timely information,about cu
xisting systems can enable an organization to meet the expectations of the‘courts an
n effective ESl identification process is typically well informed by individuals with the
xpertise who are aware of the requirements of identifying and collecting potentiall
SI. A well-planned ESI identification makes provision for quality-control assessments
rogress and completeness of the plan as it is being executedi/An effective plan a
melines and cost targets that can realistically be met and ate)appropriate to the matf

ransparent. Implementation of ESI identification often’ necessitates refinement 3
hat may have to be explained to interested parties, An effective process will be

Fansparency, as well as allowing for changes and{for explanation later on. A transp
5 one in which identified steps are clearly communicated and evidence of their
escribed is documented. Since ESI identification can be iterative in that additional ind
ew sources of potentially responsive information can be added as more is known, it
b document such changes as they occur(To that end, in order for the process to be

bols that document processes and captiire information during ESI identification (e
hterview templates) are useful if explanation is required later.

Jocumented. As ESI identification proceeds, organizations need to be prepared t
ocument the process to be able to show that reasonable steps were taken to identif;

otentially responsive.information.

Requirements for ESI identification

Hentificatien carries significant importance. Since it occurs early and essentially

bn. At best, additional collections can ensue, with additional collection, processing and

lanned. To be effective, an ESI identification process needs to be well planned\from the outset,
Fith the specific objectives and conditions taken into consideration and with.the refources to be

stodians and
H regulators.
appropriate
y responsive
that monitor
[so provides
er.

nd iteration

(iEpendent on

ent process
bxecution as
ividuals and
is important
transparent,
g. custodian

adequately
y potentially

esponsive information,~Such documentation is especially important considering that some
tigation can go on for year's and still require a look-back at steps that were initially taken to identify

defines the

rse of potentially relevant hardcopy documents or ESI, missteps can result in significgnt problems

review costs

elays. In the context of legal proceedings, if key individuals or ESI sources have beef overlooked

or ES

tasbeermrdeteted; chaims withpotentiattegat comsequences canr resuttimsome jurisdictions.

The best way to avoid these problems is with a plan that includes the individuals, ESI sources, tools and
procedures that can be deployed if information in the enterprise needs to be identified.

The following are requirements for ESI identification.

a)

b)

© ISO/IEC 2020 - All rights reserved

The ESI identification coordinator shall be informed as to the purposes to be served by the
identification effort and develop an understanding of the subject matter, scope and time frame that
apply to the situation in question.

The individuals responsible for identification of potentially relevant ESI shall, in advance of
executing ESI identification, develop a plan to guide the identification effort.
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The individuals executing the identification process shall be informed with regard to operative
requirements that govern ESI identification including:

| requirements;

2) matter-specific requirements;

3) process-specific requirements; and

4) the landscape of ESI that can be within the scope of the matter.

ESI identification shall be sufficiently transparent during its implementation to enable the

ification shall be supported by appropriate methods and metrics.

tification shall be adapted, as needed, to changes in the requirements)that g
tification effort and by any additional information obtained duringcsthe identifig
such as addition of knowledgeable custodians, relevant ESI sources, 0ryaspects of th
ment that can be pertinent (e.g. auto-delete functions).

tification procedures implemented shall be documented to accrately reflect:
rocedures followed in the course of identification;
ignificant decisions made during the identification proeess; and

evaluations of the effectiveness of the identification process.

Jance for ESI identification

l1g recommendations can be relevant for:ESI identification.

ification plan, including clear assighments and expectations, should be develop
ess is repeatable and defensible:\Even in the simplest cases, a plan can ensure th
ities have been considered and\accounted for in the plan.

1l templates for interview:questions and survey forms that can be used in multiple
e developed and used.

le, and prior to an~actual electronic discovery event, create a list or inventory of sys

re it is store@ (local computers, servers, cloud, back-up, external media, portable de
mputers, {itranets, extranets, etc.). Gain insight into the company’s application por

ge cufrent to identify potentially relevant ESI sources.

nted.

bvern
ation
e ESI

bd so
at all

cases

tems,

bly a data map/to-provide a centralized listing of what types of ESI the organization has

vices,
ffolio,

data flow and capabilities, understand how they map to business units and keep this

n'ield materials and processes should be reviewed and revised (if needed) after identi

fying

potentially relevant ESI sources.

Documentation should be created to confirm processes, tools and methodologies used in the

ation process to demonstrate that the process was reasonable and defensible.

Status and progress reports regarding the identification process should be provided on a

basis.

Quality control and validation plans should be created throughout the identification process to
ensure it is thorough and defensible.

c)
1) lega
d)
individ
e) ESIiden
f) ESI ide
the ider
process,
environ
g) The ider
1) allp
2) alls
3) any
6.2.5 Guic
The followi
a) An ide
the proq
eventua
b) Standar
should H
c) If possih
or possi
and whe
home cd
systems
knowled
d) Litigatid
e)
identific
f)
regular
g)
6
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6.3 ESI preservation

6.3.1 Overview of ESI preservation

ESI preservation is the step in the electronic discovery process in which, after a triggering event, efforts
are made to keep secure from modification or destruction any information that can relate to the scope
of a preservation obligation or objective in a matter. This includes not only potentially relevant ESI in a
party’s possession, but can also include information of a non-party.

In the context of legal proceedings, standards for establishing if and when a preservation obligation is
triggered vary depending on the jurisdiction. There is no single standard that describes how to measure

the aﬁproprlafeness of ESI preservation activities, or a party s exposure or potential abilty for failure
to fullfil their preservation duties.

6.3.2| Objectives for ESI preservation

The ¢bjective of ESI preservation is to make a reasonably complete and acturate assessment of the
electfonic information that can be potentially relevant to the matter after'atriggering event and take
the nlecessary steps to ensure such information is not modified, destroyed, or made ingccessible by
advertent or inadvertent activities of custodians or other parties, of’by routine enterprisg technology
procgsses. More specifically, the objectives of ESI preservation are.the following:

— tp keep from modification or destruction electronic information that can potentially [relate to the
scope of the matter implicated by a triggering event as ithas been defined by counsel;

— tpkeepfrommodification or destructionelectronicinformationsuch that, toan extentcommensurate
Vith a reasonable good-faith effort, it includes.all ESI that is in need of preservation and excludes
SInot in need of preservation;

<

— tp preserve the information in a cost- andctime-effective manner.

6.3.3| Considerations to avoid failures

The ipsues inherent in ESI preservation include the possible failure to meet ESI preservati¢n objectives
which can result in the loss or alteration of ESI that is potentially responsive. More spdcifically, the
issuep are the following.

— Hailure to recognizé.and respond to a triggering event. To ignore or be otherwise neglectful
regarding informdtion that would indicate that a litigation or investigation is possible [or likely and
thus take no steps'to preserve potentially relevant information.

— OQver-presérvation. To define the universe of hardcopy documents or ESI requiring preservation
tpo broadly, resulting in an unnecessary accumulation of ESI that would otherwise be disposed of
r the-suspension of routine deletion procedures that can otherwise remain in effect.

— Undér-preservation. To define the universe of hardcopy documents or ESI requiring preservation
too narrowly, either by under-inclusive subject matter scope, overlooking certain ESI types or
locations, or overlooking third-party ESI sources, resulting in deletion or modification of potentially
relevant ESI by custodians, third parties or routine enterprise technology procedures.

— Untimely or insufficient notification of custodians or third parties. To know of such a triggering
event but fail to adequately communicate and reiterate the ESI preservation imperative through a
formally issued legal hold or other communication to implicated parties.

The possibility of modifying or deleting ESI is much greater than it is for hardcopy documents for the
following reasons.

— ESI can be easily deleted, either intentionally or as part of an automated process, and either with
or without the data custodian’s knowledge. Once deleted it requires additional cost and technical
effort to retrieve it, which (in many cases) can be impossible.

© ISO/IEC 2020 - All rights reserved 7


https://iecnorm.com/api/?name=bfc4b467d7f516c994e5baaec7c7256f

ISO/IEC 27050-3:2020(E)

ESI can be easily altered, again either intentionally or automatically. If it is likely that an
understanding of the precise content of an item of ESI at a particular moment in time is required,
then it is important to take steps to preserve it as soon as possible to ensure that it is not altered.

Metadata associated with each item of ESI can also be easily changed. Intact metadata can provide
significant efficiencies when filtering for relevancy. It is also an essential piece of information when

the provenance or chain of custody of an item of ESI needs to be determined.

Once a decision has been made that a duty to preserve has been triggered, the scope of that duty needs to
be evaluated; decisions as to scope can address time frames, custodians, subject matter and responsive
information by source or system, category, or type. Considerations need to include: the facts on which

the triggerin
to that event
loss of the E
be reviewed

The import
paramount.
records man
where such
easy or diffi
it is necessali

The issues i
that makes ¥
preservatior
preservation]

objectiv
effort w

Informe
subject-
environ

Support
methodj
methodj
the appr

that can
for ensu
interest

Planned. An effective ESI preservation process is well planned from the outset, with the sp

Transparent. ESI preservation imperatives require scope identification and communication e

g eventishased andthe cnh}'nrf matterofthe friggnring event; whetherthe ESLis rel

; the expense and burden incurred in preserving the ESI; and what the consequences
b1 can be. The development of an ESI preservation strategy is not a static event.dt nee
to reflect changes, both internal and external, to the organization.

ince of communication to appropriate parties to retain potentially xresponsive |

agers and ICT administrators, describing potentially relevant ESI and known ESI loc4
information can reside. From a technical point of view, impleménting legal holds c
Cult (and everything in between) depending on the nature of the sources and system
y to address.

entified above can be managed via the implementation“of an ESI preservation str
vell-coordinated use of communication methods, tools.and expertise in order to me
objectives. More specifically, the issues can be managed by the implementation of 4§
process that adheres to the following principles.

bs and conditions taken into consideratioimyand with the resources to be deployed f¢
b1l-coordinated.

d. An effective ESI preservation précess is well informed, both by the pertinent lega

ment.

ed by technology. Aneffective ESI preservation process avails itself of the tool
appropriate to the gereral approach taken to affect the effort; the specific tool
can vary from one-ESI preservation effort to another, but all approaches can benefit]
opriate application of technology.

change-as more information about a potential matter becomes available. The pr

bd parties. An effective ESI preservation process is dependent on transparency, as w

allowing

evant
bf the
ds to

£ST s

[his is most often affected by the issuance of a legal hold by counsel té kniown custodians,

tions
hn be
5 that

tegy
et ESI

n ESI

ecific
r the

l and

matter experts and by the appropriate ICT personnel with knowledge of the technplogy

5 and
5 and
from

fforts
ocess

ring that-potentially relevant information is preserved needs to be readily explained to

ell as
S.

for modifications during the process and explanation at the completion of the proces

Adaptive. An ESI preservation process can be based on the fact that the information available at
the outset of the matter will be imperfect and incomplete. An effective ESI preservation process
therefore expects the unexpected and is able to adapt to changes in direction, whether those changes
come from outside factors (e.g. changes in the scope of a discovery request) or from information
thatbecomes available regarding other ESI sources (e.g. content that was not identified at the outset
of the ESI preservation effort).

Documented. An effective ESI preservation effort is also well documented for the purpose of
defending the activities taken to ensure safekeeping of ESI if they are challenged.
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ESI preservation is central to the electronic discovery process. Ensuring that ESI preservation meets
its objectives of safekeeping without altering potentially responsive ESI with a reasonable level of
completeness and accuracy at a reasonable expenditure of time and resources is essential to the
successful conduct of electronic discovery. There are, of course, issues inherent in the execution of
an ESI preservation strategy, chief of which are under-preservation, over-preservation, and overruns
of time and cost. These issues can be managed, however, if an ESI preservation strategy adheres to
the principles noted in this document: planning, information gathering, technology, expertise,
transparency, adaptability, and documentation.

The fp

f)

g)

legal requirements;

matter-specific requirements;

process-specific requirements; and

the landscape of ESI that needs to be preserved.

[he individuals responsible for ESI preservatien “shall ensure that notice is given

to operative

to pertinent

ihdividuals or all appropriate parts of the organization to preserve potentially relevpant ESI; that

sjuch notice is acknowledged, updated as appropriate, and reminders are issued
and that changes to the status of the implicated individuals or hardcopy documents
dustodian departures, system retirement) are appropriately addressed.

destruction of potentially relevant ESI or ESI sources.

dreserved and to the op€rative requirements that govern the matter and those tools
shall be applied in a manner that enables them to have their intended effect. This
Jreservation by collection or instructions to preserve in place.

[he individuals executing ESI preservation shall have the expertise needed to apply the

HSI preservation shall be sufficiently transparent during its implementation to
individials responsible for ESI preservation to assess its progress and make adj

periodically;
and ESI (e.g.

[he individuals responsible for ESIpreservation shall initiate the necessary directions to suspend

HSI preservation shall be canducted using tools or methods that are appropriate to the ESI to be

or methods
can include

chosen tools

dr methods correctly and to conduct quality assurance on the results of the ESI preserviation effort.

enable the
ustments as

ESI preservation shall be supported by appropriate methods and metrics.

The ESI preservation effort shall be adapted, as needed, to changes in the requirements that govern
the effort and changes in the hardcopy documents and ESI that is the domain of the collection.

The ESI preservation effort, as implemented, shall be documented to accurately reflect

1) all procedures followed in the course of the ESI preservation effort;
2) all significant decisions made during the effort; and

3) any evaluations of the effectiveness of the effort.
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6.3.5 Guidance for ESI preservation

The following recommendations can be relevant for ESI preservation.

a)

b)

d)

6.4 ESI callection

6.4.1 Overview of ESI collection

The list of ESI sources identified for preservation in ESI identification should be reviewed to
determine whether technical measures can be taken to preserve the ESI in place. Test technical
measures (if any) used to preserve ESI.

Relative to hold/preservation notices, explicit acknowledgement from all data custodians or certain
key custodians should be required. Repeat as necessary over time, for example, with “refresh”
memos issued regularly. Implement arrangements to ensure that ESI continues to be preserved
from loss or destruction even when custodians leave the organization.

Preservation notices associated with ESI sources or data custodians should be continually‘reviewed
by the ofganization and its advisors and releases issued at the earliest appropriate time.

Technical preservation controls, such as the removal of access rights to delete ESIyshould be tested
in advarjce of implementation and at regular intervals while deployed. This will\@ssist in verifying
the effe¢tiveness of the controls throughout their use.

is the element of the electronic discovery process in which a data set is created|from

the hardcopy documents or ESI that have been preserved {see 6.3) pursuant to the organization’s
requirements; the collection data set is then made available for further processing (see 6.5) and

eventual revliew (see 6.6).

NOTE While there can be cases in which, for practical‘reasons, the collection effort is combined with the
preservation feffort, or even cases in which the collection'effort is combined with both the identification |effort
and the presg¢rvation effort, the objectives and issues of each task remain distinct and the requiremengs and
recommendations for meeting the objectives and managing the issues associated with each task still apply (see

6.2.4,6.3.4,and 6.4.4).

ESI collectio
a datasett
of tools and

is essentially a copying.exercise, in which copies of the ESI are obtained and included in
t is then passed on to downstream ESI processing and ESI review. There is a wide range
ethods that can be used for ESI collection, from those that can enable the recovery pf ESI

that a user hpps deleted to thosetinvolving a simple user-created export of the ESI. The specific tools and
methods appropriate in any-given instance vary with the nature of the device from which the ESI is
being collected (e.g. a desktop computer vs. a smart phone), with the nature of the ESI being collected
(e.g. e-mail ¥s. a microblog post), with the nature of the matter that is the reason for ESI collection (e.g.

criminal vs.

ivil), andywith the jurisdiction in which the litigation or investigation is conducted.

The objectiyes, (issues, and mitigation principles discussed in 6.4 are, however, applicable o all

approaches {o.ES1 collection.

6.4.2 Objectives for ESI collection

The objective of ESI collection is to create a set of accurate and complete copies of all the ESI that is
to be delivered to downstream ESI processing and ESI review and to do so within the time and cost
constraints set for this element of the project. More specifically, the objectives of ESI collection are as
follows:

10

to assemble a collection data set of copies of all the preserved hardcopy documents and ESI which
are in need of processing and review;

to assemble the collection data set such that it includes all hardcopy documents and ESI within
the scope of ESI processing and ESI review and excludes ESI not in scope of ESI processing and ESI
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review. The criteria that define what is and is not to be included in the collection data set vary from
one matter to another;

to assemble the collection data set in a manner that ensures that the hardcopy documents and ESI
it contains are accurate and complete copies of the original ESI with respect to both content and
metadata. The criteria for what counts as “accurate” and “complete” vary from matter to matter;

to assemble the collection data set in a manner that ensures that the hardcopy documents and ESI
it contains are in a format suitable for the tools and methods to be employed in downstream ESI
processing and ESI review;

to accomplish the above objectives at a level of accuracy commensurate with a reasonable good-
fhith effort;

tp accomplish the above objectives within the cost and time constraints set forthis element of the
dlectronic discovery exercise.

Whilg the objectives of ESI collection are reasonably clear, there are-a fumber of issueg inherent in

any

succgssfully executed. More specifically, the issues are the following:

For

dffort to meet those objectives, and those issues need to be addressed if ESI collection is to be

Under-collection. The failure to include ESI in the collectien data set that in fact meetp the criteria
for inclusion in the set for ESI processing and ESI review.

Qver-collection. The failure to exclude ESI from\the collection data set that does Mot meet the
driteria for inclusion in the set for ESI processing and ESI review.

P

ncomplete files. The failure to capture either all of the content or all of the required metadata
ssociated with target ESI.

jo3)

Hile alteration. The alteration, in the,course of the ESI collection process, of either the content or
he metadata values associated with'a target file.

—

Incorrect format. The failureito collect a file in a format suitable for downstream tools ind methods
r convert to a suitable format (e.g. to address new or obsolete technology or software).

o

Time overrun. Failure to complete ESI collection within timelines set for the task.
(ost overrun. Failure to complete ESI collection within the budget set for the task.

d producingsparty, a failure to manage the issues inherent in ESI collection can have serious

consgquences;~Both in terms of costs (due to over-collection or the need to remediate |[instances of
incomplete_files, file alteration, or incorrect format) and in terms of adverse rulings from a court or
regulator(due to under-collection or to collection (and eventual production) of incomplete of altered ESI.

The
ESI

eoirag 3dantifia abaya ~on o o ogn A xznig +ha el b oty F o o oncg for L 1 t
SOULS TULIILITICU dUuuUVvVGe Ldll UC luculas\.,u vIid CIIC llll}.ll\'lll\,llLaLlUll Ul d PIU\’\'OO TUT ..,arrylng Ou

collection that makes well-coordinated use of appropriate tools, methods and expertise. More

specifically, the issues can be managed by the implementation of an ESI collection process that adheres
to the following principles.

Planned. Ifitis to be successful, an ESI collection effort needs to be well planned (where appropriate,
in consultation with the receiving party). ESI collection involves several steps:

— gathering requirements as to what ESI is within the scope of ESI collection and in what format
itis to be collected;

— understanding the ESI landscape that is the domain of ESI collection (where the ESI resides,
level of accessibility, in what format, etc.);

© ISO/IEC 2020 - All rights reserved 11


https://iecnorm.com/api/?name=bfc4b467d7f516c994e5baaec7c7256f

ISO/IEC 27050-3:2020(E)

12

— deciding on the ESI collection tools and methods that are appropriate in the circumstances and

then applying them;
creating cost and duration estimates for collecting the ESI;

conducting quality control throughout the process and quality assurance on the end result.
Each of these steps needs to be well planned individually and well coordinated collectively, if
this element of electronic discovery is to proceed efficiently and effectively. A comprehensive

plan is the foundation of a successful ESI collection effort.

Supported by technology. There is awide range of tools and methods available for use in conducting

an ESI collection effort, but not all tools and methods are suitable in every circumstance. A ke
successful effort is therefore the selection of tools and methods that are appropriate to thesp|
circumsfances at hand, and that means the selection of tools and methods that are suitable {
objectivps, conditions, and standards in any given instance.

Informed. The challenges posed by the ESI collection are met only if the appfopriate kin
expertige are drawn on in the course of the effort. More specifically, two kinds’of expertig
required to ensure a successful ESI collection effort:

— expertise in the application of the tools and methods that have been chosen for ESI collecf
— expertise in the quality assurance of the results of applying tho§e)tools and methods.

Measurpd. If the issues in 6.4.3 (under-collection, over-collection, incomplete files, file alter
incorredt format, time overrun, cost overrun) are to be managed effectively, a sound quality c(
and assuyrance regimen is necessary. An essential element{of a sound quality control and assu
is measurement: an assessment of the effectiveness of the ESI collection process is on
solid fogting if it is informed by quantitative gauges-of the extent to which the issues have
avoided] The specific metrics, and the methods used to obtain their values (or estimates off
values), vary both with the specific risk gaugedand with the specific circumstances of the n
that is the reason for the ESI collection effort.

y to a
ecific
o the

ds of
e are

ion;

htion,
ntrol
rance
more
been
their
atter

Adaptivie. Almost all electronic discovety projects begin in a state of imperfect know

edge;

requirements and definitions are not yetfully specified and the ESIlandscape is not yet fully mapped.
Changeqin course during ESI collection can be necessary either by changes in the understandjng of
the operjative requirements or by-changes in the hardcopy documents and ESI that is the domalin for

the ESI qollection. Changes in requirements can be of either the scope or the process variety. Ch
in scopg are necessitated when the criteria for what to include in the ESI collection preparg
downstfeam ESI processing and ESI review are broadened or narrowed; changes in proces
necessaly when the néeds of either the organization from which the ESI is being collected

hnges
d for
S are
or of

the largpr electronie-discovery process dictate a change in procedures. Changes in the hardlcopy

documehts and ESKoccur when new ESI sources (custodians, devices, media, etc.) are added {
domain pf ESI celéction. An effective ESI collection process has the capability of responding b
to such ¢hanges in course.

o the
Fiskly

Transpare an-be occasions w dividuals 0 3 gag
electronic discovery effort or outside of the electronic discovery effort) have questions as to

in the

what

was done to arrive at the set of ESI collected for ESI processing and ESI review. A sound ESI collection

effort is prepared to answer such questions.

Documented. In order to support transparency, the ESI collection effort needs to be

well

documented. A well-documented ESI collection effort is one in which a complete record is kept:

— of all procedures followed in the course of ESI collection, including salient artefacts used in the

execution of those procedures;

— of all significant decisions made during ESI collection, including the reasons for those decisions

and any follow-up analysis of the consequences of those decisions;
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— of any evaluations (whether statistical or otherwise) of the effectiveness of the ESI collection

effort, both in the course of ESI collection and at the conclusion of the effort.

An ESI collection effort that retains such a record of its decisions and actions is well positioned to

answer any outstanding questions that are asked about the effort and, thus, support
and provenance or chain of custody.

6.4.4 Requirements for ESI collection

defensibility

ESI collection is a key element in electronic discovery, as its results (the collected ESI), and only its
results, feed the downstream elements of ESI processing, ESI review, and ESI production. Inherent in an

ESI cpttectiomeffort, towever, are certaim issues that, urmless property mamaged; Tam prevy
from|realizing its objectives; chief among these issues are over- or under-collection, incomp
or ingorrectly formatted files, and time and cost overruns.

The fpllowing are requirements for ESI collection.

a)

b)

d)

f)
g)

h)

The individuals responsible for ESI collection shall, in advance of execiiting ESI collec
plan to guide ESI collection (where appropriate, in consultation with the receiving p3

jo5)

The individuals responsible for ESI collection shall be inférmed with regard f{
equirements that govern ESI collection including:

—

) legal requirements;

) matter-specific requirements;

3) process-specific requirements; and
)

the landscape of ESI within the scope of ESI collection.

jwul

SI collection shall be conducted using-tools or methods that are appropriate to t
pbllected and to the operative requirements that govern the matter and those tools
hall be applied in a manner that enables them to have their intended effect.

wv_0o

Q

ollection tools or methods(gorrectly and to conduct quality assurance on the resul
ollection effort.

Q

HSI collection shall be'sufficiently transparent during its implementation to enable th
esponsible for ESLcollection to assess its progress and make adjustments as warrant

—

HSI collection:shall be supported by appropriate methods and metrics.

HSI collection shall be adapted, as needed, to changes in the requirements that go
ollection effort and changes in the hardcopy documents and ESI that is the domain of E

Q

nt the effort
lete, altered,

fion, develop
rty).

0 operative

he ESI to be
or methods

The individuals conducting ESI collection shall have the expertise needed to apply thlf chosen ESI
s

of the ESI

b individuals
bd.

vern the ESI
SI collection.

HSIcollection procedures implemented shall be documented to accurately reflect:
1) all procedures followed in the course of ESI collection;
2) all significant decisions made during ESI collection; and

3) any evaluations of the effectiveness of ESI collection.

6.4.5 Guidance for ESI collection

The following recommendations can be relevant for ESI collection.

a) The party conducting ESI collection should take steps to ensure that the ESI collection process is

minimally disruptive to the regular activities of the individuals and organizations fro
ESI is being collected.

© ISO/IEC 2020 - All rights reserved
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b) The party conducting ESI collection should, in consultation with the individuals and organizations
from whom ESI is to be collected and their legal advisors, address any data protection, privacy, or
security concerns raised by those from whom ESI is to be collected.

c) The party conducting ESI collection should provide the individuals and organizations from whom
the ESI is being collected with a clear plan and schedule for the relevant ESI collection steps and
should, to the extent reasonably possible, adhere to the ESI collection plan and schedule.

d) The party conducting ESI collection should, when departures from the initial ESI collection plan or
schedule prove to be necessary, notify any individuals, from whom ESI is to be collected and who
are affected by the change, both of the departure and of the revised plan and schedule.

e) The party conducting ESI collection should keep all relevant parties apprised of the progress, pf the
ESI colldction effort and of any unanticipated obstacles or challenges.

f) The party conducting ESI collection should staff the ESI collection team with individualS capaple of
meeting|the objectives of the ESI collection effort in the most time- and cost-efficiént manner.

g) The party conducting ESI collection should select tools and methods that meet the objectives pf the
ESI colldction effort in the most time- and cost-efficient manner.

6.5 ESI processing

6.5.1 Overview of ESI processing

Once collect
filtering and
various filte
can be pote
techniques,

prior to conglucting ESI review. The status of processing, preservation of metadata, as well as lo

file inventor

ESI can arri
subsequent
from contain
further prod
individual it

Rarely isitn
opportunitiq
namely asse

Assessn

ed from source locations, ESI can need to be processed in accordance with agres
culling parameters to meet the requirements‘of a matter. In ESI processing, the
ring techniques is designed to provide the most accurate and relevant yield of ES
ntially responsive. Essentially, ESI processing, through the use of filtering and ¢
hllows for the reduction of data volumesc@nd any required re-formatting or file conve

es, are essential.

e at the ESI processing stage i various formats which then need to be restored b
vork can be done (tapes, badkups, etc.); individual files and e-mail can require extra

essing (legacy e-mail fermats; legacy file formats). During these ESI processing sf
bms are catalogued and their associated metadata is captured.

bcessary to review all items that are collected for ESI processing. A number of ESI redu
s are usuallynavailable. ESI processing is further broken into four main sub-proc
Esment, préparation, selection and output.

ent cansallow for a determination that certain ESI do not need to move forward.

bd on
Ise of
that
illing
rsion
Eging

efore
ction

er files (PST, NSF, zip, raryetc.); and certain types of ESI can require conversion to facilitate

ages,

ction
bsses,

Prepara

Liofivinvolves performing activities against the ESI which will later allow for specific

item-

level selection to occur (extraction, indexing, hashing, etc.).

be move

d forward.

discovery process.

6.5.2 Objectives for ESI processing

Selection involves de-duplication, searching, and analytical methods for choosing specific items to

Output allows for transport of reviewable items to the subsequent elements of the electronic

The key objective of ESI processing is to prepare ESI for ESI review. The ESI preparation process
includes the identification of filtering parameters that can aid in the reduction of ESI. Inherent in this
process are controls to ensure proper ESI handling in order to prevent unintentional modification of

content.

14
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Considerations to avoid failures

The primary issues associated with ESI processing include:

Inaccurate or incorrect assessment. It is essential to understand what the goals and expected
outcomes for ESI processing are as they are aligned to the requirements of the matter. Devising an
ESI processing strategy and approach that align to the type of ESI required for ESI review, as well as
a method of ESI review, is a critical first step.

Technology capabilities. Understanding how available technologies can be used, as well as
the effectiveness of those technologies, contributes to the strategic approach to how ESI can be

rocessed. Often itis necessary to understand the specific algorithms used to process

atain order

tp document and defend the filtering results.

Data preparation. Prior to ESI processing, data needs to be prepared. Depending-on {
ih which the data is stored, different techniques can be considered to ensure the propg
During preparation of the ESI, attention needs to be given to file conversiofifieeds in t
dertain files are not compatible with ESI processing utilities.

nsure the proper handling of ESI. These measures can serve to ptevent inadvertent mi
hodification. Quality control measures need to enable the consistent and persistent i
fissues associated with ESI processing that can include:

o 5 O 0O

data integrity;
accessibility/passwords;

corruption; and

file type variations and respective handling needs based on ESI complexity or typ

key output of the quality control pracess can be a set of reports that identify ESI v
b ESI processing, as well as post preeessing yields. In addition to these quantified met
an also support the error handling or exceptions that were encountered during ES
uality control measures alsg can serve to deliver statistics relating to filtering and E
b help with considerations.associated with ESI review resources needed, as well 3
osts and timing.

Q OO o o

SI inventory management. Related to quality control, maintaining an inventory

proceeds through processing transformations assist with supporting process il
istifications for-any process variation. These inventories essentially need to detail asj
b the ESI condition prior to ESI processing, as well as after ESI processing.

e

SI processing approach and strategy. The individuals responsible for ESI proces
ndetstand aspects relating to filtering techniques such as de-duplication or near dg

he container
r extraction.
ne event that

Juality control. As ESI is processed, quality control measures need’to be employed in order to

shandling or
Hentification

v

blumes prior
rics, reports

processing.
SI reduction
s associated

bf the ESI as
tegrity and
bects related

sing need to
-duplication
ues that can

E

U

driotto beginning processing ESI. The team also needs to be aware of varying technig
beavailabie to reduce the ESI prior to applying Keyword Sets. I Nese techniques can inc
filters, keyword variation approaches and possibly concept categorization.

ude file type

The issues identified above can be managed via the implementation of a process that makes well-
coordinated use of appropriate individuals, tools, methods and expertise in order to meet the defined
ESI processing objectives. More specifically, the issues can be managed by the implementation of ESI
processing efforts that adhere to the following principles.

© ISO/IEC 2020 - All rights reserved

Planned. An effective ESI processing is well planned from the outset, with the specific objectives
and conditions taken into consideration and with the resources to be deployed readily available.
Leveraging the work performed in ESI processing to inform processing requirements is essential.
Typically, the processing instructions are initially developed within ESI identification. An effective
ESI processing needs well-informed individuals with the appropriate expertise to understand the
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requirements set forth in ESI identification and are able to apply those requirements using the
prescribed processes and technologies available.

Transparent. Implementation of ESI processing often requires refinement and iteration that have
to be readily explained to interested parties. Similar to earlier elements of the electronic discovery
process such as identification, the filtering processes and the respective yields can need to undergo a
series of iterative attempts (possibly leveraging ESI analysis) to define and refine the most accurate
data sets. An effective process is dependent on transparency, as well as allowing for changes and for
defensible explanation later on.

Documented. ESI processing needs to be well documented, both for the purpose of defending the

scope ofidentified information downthe line ifitis rha”nngnd, andforthe purpose nFimprnUi g the
effectivgness and consistency of future ESI processing routines. The procedural steps, as welhas the
filteringlaspects applied, need to be documented at each step during the ESI processing etforts.

6.5.4 Reqpirements for ESI processing

ESI processipg carries significant importance. It serves to leverage technology, as\well as stratdgy to

narrow the 4cope of potentially responsive content. ESI processing is typically anliterative procesp that

can involve the refinement of filtering parameters throughout the course of the matter. In additjon to
the handling and filtering techniques used in processing ESI, meticulous attention needs to be paid to
recordkeeping and logging of data as it is transformed via these filtering techniques. In the eveng that

ESI needs tq be reprocessed due to the addition of new custodians+or’/data sets, historical refefence

needs to be javailable based on prior applied filtering steps. For this reason, quality control methods

need to be gmployed to ensure both the standardization and defensibility of steps taken throughout

ESI processipg. The ESI processing team can continue to retufn to the plan periodically throughoyit ESI

processing tp avoid inadvertent or overlooked processing instructions devised prior to ESI procegsing.

The followinig are requirements for ESI processing.

a) The indjividuals responsible for ESI processing shall, in advance of executing ESI processing,
developla plan to guide the ESI processing.effort.

b) The individuals responsible for ESI, processing shall be informed with regard to operative
requirements that govern ESI processing including:

1) legall requirements;

2) matter-specific requirements;

3) progess-specific requirements; and

4) the |andscapefef-ESI within the scope of ESI processing.

c) ESI progessing shall be conducted using tools or methods that are appropriate to the ESI [to be
process¢dsand to the operative requirements that govern the matter and those tools or methods
shall be bpplied in a manner that enables them to have their intended effect

d) The individuals conducting ESI processing shall have the expertise needed to apply the chosen ESI
processing tools or methods correctly and to conduct quality assurance on the results of the ESI
processing effort.

e) ESI processing shall be conducted in a manner that ensures that sensitive ESI is protected (e.g.
using encryption, access controls, etc.) while it is in transit, at rest, or in use.

f) ESI processing shall be sufficiently transparent during its implementation to enable the individuals
responsible for ESI processing to assess its progress and make adjustments as warranted.

g) ESIprocessing shall be supported by appropriate methods and metrics.

h) ESI processing shall be adapted, as needed, to changes in the requirements that govern ESI
processing and to changes in the hardcopy documents and ESI that are to be processed.
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i) The procedures implemented for ESI processing shall be documented to accurately reflect:
1) all procedures followed in the course of ESI processing;
2) all significant decisions made during ESI processing; and
3) any evaluations of the effectiveness of the ESI processing effort.

6.5.5 Guidance for ESI processing

The following recommendations can be relevant for ESI processing.

H
¢

a)

=

b)

S0 <

6.6

6.6.1

ESIr
ESI t
being

ESI r
prod
morej

Mang
uniqu

Ther
revie
meth|

appr
6.6.2
The g

paches.

SI processing tools should be tested for the data types in use in a specific electraj]
roject in advance of being deployed on the full data set. This may be testing cond
hanufacturer of the tools, with results published, or testing completed by the user’of t

Vhere tools or data reduction techniques are proposed which are new to-a jurisdicf
redictive coding), consideration should be given to undertaking additional discussi
equesting party to gain agreement on the use of any such tools or methods.

ESI review

Overview of ESI review

hat have been collected and processed is assessed as to whether or not it meets th
included in the actual production.

eview is essentially a screening exercise, ‘in’which hardcopy documents or ESI t}
iction criteria are separated from thosecthat do not. ESI review may be conduct
stages.

ging families of documents, especially when duplicate documents are contained Y

e families of documents, can require special consideration and attention.

W to more recent appréaches making extensive use of advanced information retriey
pds. However, the objectives, issues and mitigation principles discussed in 6.6 are apy

Objectives:for ESI review

bjectives of an ESI review are fairly straightforward: to make a reasonably complete

ident]
and

ficatian*both of the set of responsive hardcopy documents or ESI within the collec
f the-set of special-treatment hardcopy documents or ESI within the responsive set (e

ic discovery
icted by the
he tools.

ion (such as
bns with the

eview is the step in the electronic discovery process in-which each of the hardcopy dpocuments or

b criteria for

1at meet the
bd in one or

within other

e is a wide range of approaches to conducting an ESI review, from the long-practiced linear manual

ral tools and
licable to all

hnd accurate
tion data set
g. those that

tive manner.

are pritileged or subject to data protection/privacy) and to do so in a time- and cost-effec

More

specifically, the objectives of an ESI review are the following.

that are within the scope of the governing criteria.

Within the set of collected hardcopy documents or ESI, designate as responsive all, and only, those

Within the set of hardcopy documents or ESI designated as responsive, designate for special

treatment all, and only, those that require special handling prior to ESI production (withholding on
grounds of privilege, etc.).

effort.

otherwise specified by the project parameters.

© ISO/IEC 2020 - All rights reserved
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Accomplish the above tasks within timelines agreed on with the requesting party or court or
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Accomplish the above tasks with a level of resource utilization that is proportionate to what is at
stake in the matter that has necessitated the ESI review.

6.6.3 Considerations to avoid failures

The issues inherent in ESI review are the following:

Over-designation. To designate as responsive (or as requiring special treatment) hardcopy
documents or ESI that are not actually within the scope of the governing criteria (or that do not
actually meet the criteria for hardcopy documents or ESI requiring special treatment).

Under-designation—lo-failto-designate asresponsive [orasrequiring specialtreatment)-hardcopy
documents or ESI that are actually within the scope of the criteria (or that do actually theg¢t the
criteria for hardcopy documents or ESI requiring special treatment).

Time overrun. To fail to complete ESI review within the timelines agreed on with the requgsting
party orjthe court or otherwise specified by the project parameters.

Cost overrun. To fail to complete ESI review at a level of resource utilization that is proportipnate
to what |s at stake in the matter that has necessitated ESI review.

The issues iflentified above can be managed via the implementation of.a ‘process for conducting ESI
review that makes well-coordinated use of appropriate tools, methods; and expertise in order tojmeet
the objectives of ESI review. More specifically, the issues can be managed by the implementation|of an

18

ESI review glrocess that adheres to the following eight principles,

Planned. A document review is a complex exercise, requiring coordination of several components,
from thg legal and subject-matter experts who inform*the definition of responsiveness, to the
tools usged in the review and the experts who use theém, to the quality control methods employed
to validate the results of the review. Planning is therefore essential in order to ensure that each
compongnt is able to contribute its maximum value to the ESI review effort.

Informéd. Every document review takes-place in its own unique context: the specific issuefs and
strategy}, the pertinent subject matter, the ESI landscape and the linguistic usage of the commupities
that genferated the collection data set all'vary from one review to the next. In order to be effective,
a docunpent review needs to be tailored to the specific circumstances in which it is condycted,
and that means it needs to be well'informed about those circumstances. Information needs|to be
gatheredl from two sources:

— from individuals with)knowledge and expertise to contribute to ESI review (the top-flown
track); and

— from the hardéepy documents or ESIin the review collection data setitself (the bottom-up track).

The twq sour€es each provide unique kinds of information and both need to be utilized if those
conductng the ESI review are going to succeed in identifying the responsive material that rgsides
in the cdllection data set

Supported by technology. Any ESI review, regardless of specific approach, has a greater likelihood
of success if it makes appropriate use of available technologies. Technological support can come
in the form simply of an ESI review platform that facilitates the execution and quality control of a
manual ESI review process or of more advanced information retrieval technologies used to identify
responsive hardcopy documents or ESI. Key to the effective use of technology is that:

— tools are selected that are appropriate to the overall approach taken to ESI review; and
— these tools are used in a manner that enables them to have their intended effect.

Supportedby scientificexpertise. An ESIreview, regardlessofaspecificapproach,isfundamentally
an information retrieval exercise. An effective ESI review therefore draws on the kinds of expertise
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that are brought to bear in information retrieval science (computer science, statistics, linguistics,
etc.), as appropriate.

Transparent. In the case of an ESI review process, transparency means that the process is readily
auditable, whether by a party engaged in the process or by a third party, and that the links between
the cause and effect throughout the process are readily viewed and understood. In a transparent
ESI review process, it can be possible, if given the final assessment assigned to any document in the
review set, to identify the specific reasons that led to that document receiving that assessment.

Measured. The effectiveness of an ESI review can be readily quantified by metrics regularly used
in information retrleval science (e g recall and prec151on) An effective ESI review can therefore, in
eness and, at
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daptive. An ESI review process can be based on the fact that the information’avdilable at the
utset of ESI review will be imperfect and incomplete. An effective ESI review procegss therefore
xpects the unexpected and is able to adapt to changes in direction, whether those changes come
Fom outside factors (e.g. changes in the scope of a discovery request),oryfrom ESI collection itself
b.g. content that was not expected at the outset of ESI review).

=~ S h DO

™

Jocumented. An effective ESI review will also be well documented for the purposes @

- improving the ESI review’s effectiveness and consisteney;

- improving the repeatability of the ESI review process.in future implementations; 4nd

- defending the results of ESI review if they are ¢hallenged.

A well-documented ESI review is one in which aicomplete record is kept of:

- all procedures followed in the courséZof ESI review, including salient artefacts| used in the
execution of those procedures;

—+ all significant decisions made du¥ing ESI review; and

-+ any evaluations (whether statistical or otherwise) of the effectiveness of ESI reviewy, both in the
course of ESI review and at the conclusion of ESI review.

ESI r¢view is central-tae.the electronic discovery process. Ensuring that ESI review meets its objectives
of idgntifying responsive (and special treatment) hardcopy documents or ESI with a reagonable level
of completenessyand accuracy and at a reasonable expenditure of time and resources is| essential to
the sficcessful"conduct of electronic discovery. There are, of course, issues inherent in the|execution of
a dodqument-review, chief of which are under-designation, over-designation and overrung of time and

cost.

Cheselissues can be managed, however, if a document review is treated as the complexinformation

retrigvalexercise that it is and, more specifically, if a document review adheres to the eight principles
noted in this document: planning, information gathering, technology, expertise, transparency,

mea

The
a)

b)

surement, adaptability and documentation.
following are requirements for ESI review.

The individuals responsible for ESI review shall, in advance of executing ESI review, develop a plan
to guide the ESI review effort.

ESI review shall be conducted using reasonably accurate information with regard to the operative
definitions of the categories of information to be identified in ESI review.

ESI review shall be conducted using tools or methods that are appropriate to the overall approach
to ESI review and those tools or methods shall be applied in a manner that enables them to have
their intended effect.
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d) Theindividuals conducting ESI review shall have the expertise needed to apply the chosen ESI review
tools or methods correctly and to conduct quality assurance on the results of the ESI review effort.

e) ESI review shall be sufficiently transparent during its implementation to enable the individuals
responsible for ESI review to assess its progress and make adjustments as warranted.

f) ESIreview shall be supported by appropriate methods and metrics.

g) ESI review shall be adaptable to changes, either in the requirements that govern the ESI review
effort or changes in the hardcopy documents and ESI that are the domain of ESI review.

h) The ESI review procedures implemented shall be documented to accurately reflect:

1) allg
2) alls
3) any

6.6.5 Guic

The followirlg recommendations can be relevant for ESI review.

a) While p
all of th

rocedures followed in the ESI review;
ignificant decisions made during the ESI review; and

evaluations of the effectiveness of the ESI review.

Jance for ESI review

anning ESI review, the individuals responsible for ESI tfeview should consider wh
b ESI in the processed set requires review or whether further culling or advanced s

techniques can be applied to reduce the volume of ESI to be reviewed.

b) While planning ESI review, the individuals responsiblé) fer ESI review should consider v4
differenf approaches to conducting ESI review, including the use of manual review, the U
technolqgy-assisted review and the use of combination methods which use both human reviey

automa

c) While pl
of the v
own str

d) While p
size and
specific
complet

e) During
dialogug
ESI revi
resolved
review.

ed tools to accomplish the ESI review objéctives.

irious technologies for technology~assisted review, bearing in mind that each tool h
bngths and weaknesses.

anning ESI review, the individuals responsible for ESI review should consider the op
composition of the ESIreview team, taking into account the need for consistent re
expertise required, the complexity of the issues and time and budget constraints fq
on of ESI review.

ST review, thelindividuals responsible for ESI review should facilitate open and on
among thetindividuals conducting ESI review and between the individuals responsih
ew and theindividuals conducting ESI review to ensure that problems are identifie
at the'earliest opportunity and the learning is shared with all individuals involved

ether
barch

rious
se of
v and

anning ESI review, the individuals responsible for ESI review should canvas the availability

Qs its

timal
sults,
r the

coing
le for
1 and
n ESI

[his_communication can improve consistency in results and the morale of the individuals

conduct

ngESI review during a lengthy ESI review project.

f) The individuals conducting ESI review should be provided with written documentation outlining
the guidelines for categorizing the ESI as a reference guide. This ESI review plan or protocol
should include a summary of the goals of ESI review, explanations of key concepts in the context
of the project, such as relevant, privileged, confidential or private, a timeline of key events to
assist with recognizing relevant ESI, a list of individuals likely to be associated with privileged
communications, or any instructions that should be referenced regularly to assist with ESI review
decision-making. This ESI review plan or protocol should be amended and redistributed to adapt to
changes in the requirements and previous learning from ongoing dialogue with those conducting
ESI review.
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6.7 ESI analysis

6.7.1 Overview of ESI analysis

The objective of ESI analysis is to take a deeper look at a document, for example, to determine its
provenance. Structured data, such as accounting systems, can also be analysed to generate insights into
specific transactions or patterns of transactions.

As electronic discovery tools and processes have matured, sophisticated analytics methods have been
put to use in aid of more and more of the process elements of discovery. Initially, the focus was on the
analysis of the collected ESI to make it easier to cull documents and provide increased productivity
duri [ to increase

r]g ESTTeview step. More recently, all types of analytics (described In 6.7) are being use
productivity through the whole process.

6.7.2

The g
disco

Objectives for ESI analysis

bjective of ESI analysis is to utilize data analytics in order assist all procéss elements
very (ESI identification, ESI preservation, ESI collection, ESI processing, ESI rev

prodiiction) in meeting their objectives.
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6.7.3
The i

h support of ESI identification. To utilize data analytics in order to assist in the ide
SI sources containing information potentially relevant to the operative requests for p

h support of ESI preservation. To utilize data analyticsiin order to assist in the devel

of electronic
jew and ESI

htification of
roduction.

bpment of an

SI preservation plan that is appropriate to the landseape of potentially in-scope ESI ajnd to ensure

hat the plan, once developed, is properly executed:

h support of ESI collection. To utilize data analytics in order to ensure that the col
as the empirical information it needs both to meet its objectives and to know that i
bjectives.

h support of ESI processing. To utilize data analytics in order to inform the process
he collection data set for ESI review (including any data reduction steps taken as
reparation) and to validate the(results of that process).

h support of ESI review..To utilize analysis or data analytics in order to assist th
bam both in meeting its.objectives effectively and efficiently and in validating that i
bjectives.

h support of ESI production. To utilize data analytics in order to ensure that the ESI to
b the recipient of production is in a format and condition consistent with agreed-on r¢

Considerations to avoid failures

ssuesinherent in ESI analysis is a failure to provide the empirical information each o

elemg

bnts of discovery needs in order to meet its objectives.

|ltecti0n team
has met its

of preparing
part of that

p ESI review
[t has met its

be delivered
quirements.

" the process

— Failure to match tools and methods to data conditions. Without the information provided by
data analysis, the electronic discovery team potentially adopts tools and methods that are not
appropriate to the actual ESI that are the domain of discovery.

Failure to realize full capabilities of tools and methods. Without the information provided by

data analysis, the discovery team potentially fails to utilize any selected tools and methods in the
manner they are intended to be used and thus, failing to realize the full potential of those tools and
methods.

Failure to identify and understand in-scope ESI. Without the information provided by data

analysis, the discovery team potentially fails to identify sources of ESI potentially responsive to the
operative discovery requests, as well as potentially responsive ESI within such sources as have been
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