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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other i
organizations, governmental and non-governmental, in liaison with ISO and IEC, also tak
work. In the field of information technology, ISO and IEC have established a joint technica
ISO/IEC JTC 1.

of technical
nternational
e part in the
] committee,

The procedures used to develop this document and those intended for its further maiy
descijibed in the ISO/IEC Directives, Part 1. In particular the different approval criterii
the djifferent types of document should be noted. This document was drafted in accorda
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atterltion is drawn to the possibility that some of the elements of this dg€ument may b¢
of patent rights. ISO and IEC shall not be held responsible for identifying any or all
rightf. Details of any patent rights identified during the development of the document v
Introduction and/or on the ISO list of patent declarations received (see-www.iso.org/pater

itenance are
h needed for
hce with the

e the subject
such patent
yill be in the
ts).

Any trade name used in this document is information given for.the convenience of users
consflitute an endorsement.

For an explanation on the meaning of SO specific terms andéexpressions related to conformity
as wgll as information about ISO’s adherence to the World Trade Organization (WTO) prix
Technical Barriers to Trade (TBT) see the following.URL: www.iso.org/iso/foreword.html.

The dommittee responsible for this document is [SO/IEC JTC 1, Information technology, S\
SC 27 IT Security techniques.

A list|of all parts in the ISO/IEC 27050 sefies can be found on the ISO website.

hind does not

rassessment,
ciples in the

ibcommittee
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Introduction

This document provides an overview of electronic discovery and describes related terminology,
concepts, and processes that are intended to be leveraged by other parts of ISO/IEC 27050.

Electronic discovery often serves as a driver for investigations as well as evidence acquisition and
handling activities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality of the data
sometimes necessitate protections like storage security to guard against data breaches (covered in
ISO/IEC 27040).

This document is not a reference or normative document for regulatory and legislative security

requirement
specifically,

s. Although it emphasizes the importance of these influences, it cannot state, |[them
since they are dependent on the country, the type of business, etc.

Vi
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Information technology — Security techniques —

Ele

ctronic discovery —

Part 1:
Overview and concepts

1 3

Elect

or data by one or more parties involved in an investigation or litigation, or simiilar prod

docu
descr
revie
[SO/I1

This
elect
andr

2 Normative references

Ther

3 1

For t
folloy

ISOa

]

I

31

chain of custody

demd
until

cope
ronic discovery is the process of discovering pertinent Electronically Stoned.Infori

ment provides an overview of electronic discovery. In addition, it defines relate
ibes the concepts, including, but not limited to, identification, preseryation, collection
w, analysis, and production of ESI. This document also identifies other relevant st:
EC 27037) and how they relate to, and interact with, electronicdiscovery activities.

Hocument is relevant to both non-technical and technical personnel involved in somg
ronic discovery activities, and it is not intended to contradiet or supersede local jurisd
egulations, so exercise care to ensure compliance withcthe prevailing jurisdictional re

b are no normative references in this document.

‘erms and definitions

he purposes of this document, the terms and definitions given in ISO/IEC 27
ving apply.

hd [EC maintain termin@logical databases for use in standardization at the following

EC Electropedia: available at http://www.electropedia.org/

50 Online browsinhg platform: available at http://www.iso.org.obp

nstrable possession, movement, handling, and location of material from one p
anether

mation (ESI)
eeding. This
1l terms and
, processing,
indards (e.g.

or all of the

ictional laws

quirements.

00 and the

hddresses:

pint in time

3.2

custodian
person or entity that has custody, control or possession of Electronically Stored Information (3.9)

3.3

data breach

compromise of security that leads to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to protected data transmitted, stored (3.26) or otherwise
processed

[SOURCE: ISO/IEC 27040:2015, 3.7]
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process by which each party obtains information held by another party or non-party concerning a matter

Note 1 to entry: Discovery is applicable more broadly than to parties in adversarial disputes.

Note 2 to entry: Discovery is also the disclosure of hardcopy documents, Electronically Stored Information (3.9)
and tangible objects by an adverse party.

Note 3 to entry: In some jurisdictions, the term disclosure is used interchangeably with discovery.

3.5

disposition
range of proj
which are dd

[SOURCE: IS

3.6
disposition
instrument {

[SOURCE: IS

3.7
electronic a
long-term re

Note 1 to entr

Note 2 to enty
data protecti

3.8

electronic d
discovery (3
production g

Note 1 to ent
legal domain.

3.9
Electronica
ESI
data or infor
stored (3.26)

Note 1 to en

cesses associated with implementing records retention, destruction or transfer déci
cumented in disposition authorities (3.6) or other instruments

D 15489-1:2016, 3.8]

authority
hat defines the disposition (3.5) actions that are authorized for specified records

D 15489-1:2016, 3.9]

rchive
pository of Electronically Stored Information (3.9)

y: Electronic archives can be online, and therefore.accessible, or off-line and not easily accessi

y: Backup systems (e.g. tape, virtual tape, etcj,are not intended to be electronic archives, but
n systems (i.e. recovery mechanisms for disaster recovery and business continuity).

iscovery
1) that includes the identification, preservation, collection, processing, review, analys
f Electronically Stored Information (3.9)

ry: Although electronic discovery is often considered a legal process, its use is not limited

|ly Stored Information

mation ©fjany kind and from any source, whose temporal existence is evidenced by
in oron any electronic medium

Irye ES] includes traditional e-mail, memos, letters, spreadsheets, databases, office docuy

sions

ble.

rather

is, or

to the

being

hents,

presentation

and other electronic rormats commonly fTound on a computer. £51 also Includes system, appli

and file-associated metadata (3.19) such as timestamps, revision history, file type, etc.

cation

Note 2 to entry: Electronic medium can take the form of, but is not limited to, storage devices and storage

elements.

[SOURCE: ISO/IEC 27040:2015, 3.16]

3.10

ESI analysis
element of an electronic discovery (3.8) process focused on evaluating Electronically Stored Information
(3.9) for content and context to identify facts, relationships, key patterns, and other features that can
lead to improved understanding of an ESI (3.9) corpus

Note 1 to entry: Content and context can include key patterns, topics, people and discussions.

© ISO/IEC 2016 - All rights re
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3.11

ESI collection

element of an electronic discovery (3.8) process focused on gathering Electronically Stored Information
(3.9) and other related material

3.12

ESI identification

element of an electronic discovery (3.8) process focused on locating potential sources and the criteria
for selecting potentially relevant Electronically Stored Information (3.9)

3.13

ESI eservation

elemgnt of an electronic discovery (3.8) process focused on maintaining Electronically Stoted Information
(3.9) In its original or existing state

Note [l to entry: In some matters or jurisdictions, there can be requirements to prevent spoligtion (3.24) of
Electnpnically Stored Information (3.9).

3.14
ESI processing
elemént of an electronic discovery (3.8) process focused on extracting Electronically Stored Information
(3.9) pnd converting it, if necessary, to forms more suitable for ESLreview (3.16) and ESI anjalysis (3.10)

3.15
ESI production
elemént of an electronic discovery (3.8) process focused ou delivering or making available Flectronically
Storef Information (3.9)

Note [l to entry: ESI production can also include getting Electronically Stored Information (3.9) ip appropriate
formdand using appropriate delivery mechanisms.

Note 2 to entry: ESI production can be to any person or organization.

3.16
ESIrpview
elemgnt of an electronic discovery((3:8) process focused on screening Electronically Stored Information
(3.9) pased on specific criteria

Note [l to entry: In some matters or jurisdictions, Electronically Stored Information (3.9) that fis considered
privilpged can be excludediftom production.

3.17
invegtigation
systematic op~formal process of inquiring into or researching, and examining facts pr materials
assodiated with a matter

Note ] tocentry: Materials can take the form of hardcopy documents or Electronically Stored Informgtion (3.9).

3.18

legal hold

process of suspending the normal disposition (3.5) or processing of records and Electronically Stored
Information (3.9) as a result of current or anticipated litigation, audit, government investigation or
other such matters

Note 1 to entry: The issued communication that implements the legal hold can also be called a “hold,”
“preservation order,” “preservation notice,” “suspension order,” “freeze notice,” “hold order,” or “hold notice.”

» o«

3.19
metadata
data that defines and describes other data

[SOURCE: ISO/IEC 11179-1:2015, 3.2.16]
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non-volatile storage
storage (3.25) that retains its contents even after power is removed

[SOURCE: ISO/IEC 27040:2015, 3.30]

3.21
production

file format

organization and representation of data and metadata (3.19) that is presented to a requesting party

3.22
provenance

information
that have tal

3.23
sanitize
process to re

[SOURCE: IS
Note 1 to enty

3.24
spoliation
act of makin

D/IEC 27040:2015, 3.38, modified]

there is a requirement to keep it intact

Note 1 to entl
associated mg
decryption kg

3.25
storage
device, funct

[SOURCE: IS

3.26
store
record data

[SOURCE: IS

3.27
volatile sto}
storage (3.2

y, loss of media, under the control of a third pawty, etc.).

ion, or service supporting dataentry and retrieval

H/IEC 27040:2015, 3.43]

bn volatile storagé (8.27) or non-volatile storage (3.20)

D/IEC 27040:2015, 3.50]

rage
) &hat fails to retain its contents after power is removed

y: Clear, purge, and destruct are actions that can be taken to sanitize.Stérage media.

that documents the origin or source of Electronically Stored Information (3.9), any changes
ken place since it was originated, and who has had custody of it since it was originated

move information from media such that data recovery is not possible at agiven level of pffort

g or allowing a change to or destruction of Electronically Stored Information (3.9) where

y: Spoliation can take the form of ESI (3.9) destrugtion, corruption, or alteration of the ESI (3.9) or
tadata (3.19) as well as rendering ESI (3.9) unavailable (e.g. due to encryption with no access|to the

[SOURCE: ISO/IEC 27040:2015, 3.53]

4 Symbols and abbreviated terms

CD compact disc

DVD digital versatile disc

EDMS electronic document management system

ERMS e

lectronic records management system

© ISO/IEC 2016 - All rights reserved
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ICT information and communications technology
NAS network attached storage

OCR optical character recognition

PII personally identifiable information

RAM random access memory

5 Querall ISO/IEC 27050 structure and overview

5.1 |Purpose and structure

ISO/IEC 27050 (all parts) provides requirements and guidance for the process ef.discovering pertinent
Electfonically Stored Information (ESI) or data by one or more parties involved in an investigation or
litigation, or similar proceeding. Figure 1 provides a notional architecturefISO/IEC 27050 (all parts).

Part 1: Overview and concepts

< = ~ >

Part 2: Guidance for

governance and Part 3: Code of practice for electronic
management of electronic discovery
discovery

< = < >

Part4: ICT readiness for electronic discovery

Figure 1 — ISO/IEC 27050 architecture

5.2 [Overview of ISO/IEC 27050-1: Overview and concepts

This document provides an overview of electronic discovery, introducing relevant terminology,
concepts, and processes. This document is an informative document.

5.3 Overview of ISO/IEC 27050-2: Guidance for governance and management of
electronic discovery

This document addresses how personnel at senior levels within an organization can identify and take
ownership of risks related to electronic discovery, set policy relating to electronic discovery and achieve
compliance with external and internal requirements relating to electronic discovery.

© ISO/IEC 2016 - All rights reserved 5
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5.4 Overview of ISO/IEC 27050-3: Code of practice for electronic discovery

This document considers each of the distinct elements of the electronic discovery process (ESI
identification, ESI preservation, ESI collection, ESI processing, ESI review, ESI analysis, and ESI
production) and, for each process element, identifies (i) the objectives, (ii) considerations to avoid
failures, and (iii) the specific requirements and guidance for adherence to ISO/IEC 27050 (all parts).

5.5 Overview of ISO/IEC 27050-4: ICT readiness for electronic discovery

This document provides guidance on the ways an organization can be better prepared to address
electronic discovery from the perspective of both technology and processes.

6 Overview of electronic discovery

6.1 Backg

Electronic

of some jurisdictions. This trend is expected to continue as more and more eléctronic record
information|(or ESI) are created, modified, manipulated, used, and ultimately-destroyed withouf

takingona

of informatjon is introducing new challenges associated with locating the ESI, handling m4

quantities o
data or med

to appropridtely handle the electronic discovery process in view of the context of a particular n

can result in|

ISO/IEC 270

The overriding goal js\to help organizations plan for and meet their electronic discovery objective

promoti

encoura
process,

identify

promoti
increasi

suggesting ways of aveiding inadvertent disclosures of potentially privileged, confidenti

sensitiv

obligations,

6.2 Basic

'round

iscovery is increasingly important, both within organizations and in the legal syj3

ysical form (e.g. a printed document). The emergence of ESI as'the preferred represent

 data, preservation and retention of ESI, authenticity, data integrity, data confident
a sanitization, etc. While electronic discovery needs ahd responses vary by matter, f

rework, unnecessary costs, possible sanctions,ahd’legal liabilities.
b0 (all parts) addresses these challenges by
g a common approach, understandingyand language for electronic discovery,

ping practical and cost-effective diséovery by those tasked with managing ESI throug
ng competency areas for these involved in electronic discovery,

hg consideration of the_proactive use of technology, in reducing costs and risks,
hg efficiencies throughout the discovery process, and

p ESI.

f any,.commensurate with the needs of each particular matter.

tems
5 and

ever
ation
ssive
ality,
hilure
atter

h the

while

ql, or

s and

concepts

It is useful to consider in advance the following electronic discovery issues. The significance of these
issues and the need to address them vary by matter and need to be calibrated to the needs of the matter.

scope of electronic discovery;

governa

nce and management of electronic discovery;

establishing responsibilities for each aspect of an electronic discovery project;

identification of systems holding potentially relevant ESI;

identification of potentially relevant ESI;

developing appropriate documentation throughout the electronic discovery process;

© ISO/IEC 2016 - All rights re

served
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C

r
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anticipated costs and their proposed allocation;
preservation of ESI, including the legal hold process;

disclosure of information on the ESI storage methods, hardware, and software;

ollection/acquisition of ESI;

processing of ESI;

eview and analysis of ESI;

-1:2016(E)

e engaging in electronic discovery have many influencing factors specific to the-cont
nificant among these. The primary cost drivers include:

ollection: finding and retrieving the potentially relevant ESI;

olume: the raw quantity of ESI to be collected, processed, or reviewed;

umber of sources: the number of custodians, enterprise systems, and external

plications under the control of the entity involved in the collection'of ESI canincrease €|

the amount of time and effort involved;

(
q

The 1

uman competencies: the need for qualified people who can perform the function

fective data retrieval, handling, searching, and final review for relevance, privilege
fbr classification (e.g. relevance, privilege, trade seCret, confidentiality or special treat

mpetencies can include information technology computer technology, statistics, sea
nd law;

ases can involve elaborate document review strategies and processes.

ESI ipvestigation and, ultimately, the acceptance of that ESI as reliable in a legal proce

inves
the nf
disco
in elg
elect

6.3

Objed
the fq

tigation are intimately tied to.the practices and policies an organization has putin pla
very readiness into their comprehensive information governance structures prior

ronic discovery. ISOAIEC 27050-2 and ISO/IEC 27050-4 provide specific guidance for d

Objectives.of electronic discovery

tives of.electronic discovery vary by matter. As adjusted for each matter, the objective
llowing:

ase complexity: simple cases can requived limited scope and review process, but m

ime it takes to find and retrieve\ ‘ESI, the volume of ESI, the number of sources §

bxt. Cost can

systems and
xponentially

b needed for

and review
ment); these
[rch sciences,

ore complex

ubject to an
eding or ESI
Ce to address

anagement of ESI throughaout its life cycle in the organization. Organizations that build electronic

to engaging

ctronic discovery are ‘likely to more efficiently and cost-effectively meet the reqyiirements of

oing so.

5 can include

mp]y with r‘nnfir‘]pnfiqlify, data priv:\r‘y’ and other restrictions on data access - use,

transfer imposed by applicable laws, regulations, rules, and expectations;

identify potentially relevant sources of ESI;

properly preserve and retain potentially relevant ESI;

process relevant ESI into a format that facilitates its efficient searching or review;
minimize the potential of failing to designate as responsive ESI that is responsive;

minimize the potential of designating as responsive ESI that is not responsive;

that qualifies for withholding or special treatment;

© ISO/IEC 2016 - All rights reserved
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not qual

produce
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ify for withholding or special treatment;

responsive ESI in a form that is useable by the requesting party;

consider the proportionality of the response in the context of the matter and the costs;

utilize technology in order to reduce risks and costs throughout the project.

6.4 Electronic discovery foundation

6.4.1 Gen

Electronic d
can be adve
when it is co

For electrofic discovery, this foundation includes adequately addressing cempetency, car

cooperation] completeness, and proportionality issues that can require thé |reconciliation d
requirements of electronic discovery with the requirements of other processés,values or principl
6.4.2 Comnlpetency

Given the ¢
engaging in
potentially 1
or legal und
behalfofap

6.4.3 Can

The parties
professional
to correct a
addition, pu
all parties in

6.4.4 Cooj

Cooperation
can be expe|
compromise
limiting ESI
requests, on

minimize the potential of designating for withholding or special treatment responsive ESI that does

Crdl

scovery often involves parties with conflicting interests and, in a worst-case scenario
'sarial parties. Electronic discovery can be key to resolving a conflict or mattet, bulf
hducted on a foundation that facilitates a measure of trust.

the electronic discovery process have the relevant(technical or legal competencies.
eed to be able to demonstrate that they are properly trained and have sufficient tech
erstanding to handle ESI appropriately and to.eXecute the electronic discovery proce
hrty.

Hour

conducting electronic discovery ‘aré expected to adhere to the applicable standa
jsm and ethical conduct. In some jurisdictions, this means the parties have an oblig
hd supplement the record (e.g: additional disclosures or to amend prior responsg

volved.

beration

on issues relating to the preservation, collection, search, review, and production
cted in courts of some jurisdictions and, in such courts, cooperation typically doe
representation of a client. In addition, in the context of litigation, cooperation in reaso
discovery requests, on the one hand, and in reasonably responding to ESI disc
the'ether hand, can reduce costs and delays. Cooperative exchanges of information

they
only

dour,
f the
PSS,

bmplexities associated with electronic discovery, it-ds important that the individuals

They
inical
Ss on

ds of
ation
s). In

'poseful sluggishness in exéguting the electronic discovery process needs to be avoided by

f ESI
s not
nably
bvery
ht the

psvof discovery can be useful as appropriate.

earliest stag

6.4.5 Completeness

The objective of a producing party is to retrieve and produce a set of (non-privileged) ESI that
represents, under the specific circumstances of the matter, a complete and accurate production.

6.4.6 Proportionality

With the explosive growth of ESI, there are increased concerns over how to best address the costs
and burdens associated with the discovery process. One approach to address this problem is to take
steps to help ensure that the benefits of discovery be commensurate with the corresponding burdens.
The burdens of electronic discovery can be varied including, but not limited to, disruption of business
operations, financial cost, or intrusions on individual privacy.
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6.5 Governance and electronic discovery

6.5.1 General

ISO/IEC 38500 sets out six principles for good governance of ICT that are associated with responsibility,
strategy, acquisition, performance, conformance, and human behaviour. Each principle is expressed
as a preferred behaviour to guide decision making (i.e. each principle refers to what is expected to
happen, but does not prescribe how, when or by whom the principles would be implemented, as these
aspects are dependent on the nature of the organization implementing the principles). Governing
bodies are encouraged to require that these principles are applied, and as a result, they can be assisted
in managing risks and encouraging the exploitation of opportunities arising from the use of ICT.

Accofding to ISO/IEC 38500, good governance of ICT also assists governing bodigés|in assuring
confgrmance with obligations (regulatory, legislation, common law, contractual))corcerning the
acceptable use of ICT.

The general topic of governance, as it relates to electronic discovery, is addréssed in ISO/]JEC 27050-2,
but 6{5 highlights some of the more important elements to help draw attention to the issugs.

6.5.2] Risk and environmental factors

Electronic discovery has the potential of exposing an organization/or its governing bodieq to causes of
failure that can have detrimental effects. Governance can help-avoid negative consequerices that can
take the form of

— Hreaches of privacy, health and safety, record keepinglegislation and regulations,
— non-compliance with standards relating to security, social responsibility, and
— rhatters relating to intellectual property.rights including licensing agreements.

Avoiding negative consequences associatedwith these failures requires awareness and mitiigations that
cover| the electronic discovery process as'well as things such as inadequate ICT systems ajnd improper
or ingppropriate use of ICT.

6.5.3] Compliance and review

Many organizations are faced with compliance issues that originate from statutory, regulatory, legal,
or other requirements~These requirements can be the reason that an organization urldertakes an
electfonic discovery activity, but more likely, they have an impact on how the electroric discovery
procgss is carried‘eut. For example, there can be restrictions on who can see the ESI, hqw the ESI is
trangmitted or{stored, and specific retention or destruction issues. It is important to engure that the
electronic discovery process is executed within the confines of the relevant compliance requirements.

6.5.4{ \“Privacy and data protection

Besides regulatory restrictions and compliance issues as mentioned in 6.5.3, it is important to be aware
of some privacy limitations on the use of custodian data (see also ISO/IEC 29100). In particular, there
might be some restrictions on personally identifiable information (PII) at custodian data sources that
need to be considered as part of ESI management.

When electronic discovery involves PII in some jurisdictions, there can be severe restrictions on what
can be done with it (e.g. it cannot be transported across borders). Even without such restrictions,
additional data protection measures are often necessary to protect confidentiality and guard against
data breaches. ISO/IEC 27050-4, in conjunction with ISO/IEC 27040, provides additional materials that
can help deal with these kinds of issues.
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6.6 ICT readiness for electronic discovery

6.6.1 General

Throughout the electronic discovery process, the parties involved in a matter are gathering, handling,
and manipulating ESI. Often, this ESI has been extracted from a computing or storage environment
that is specifically designed to protect it. Similar protections might be needed for the ESI that has been
removed or copied from these environments.

ISO/IEC 27050-4 addresses many of these issues within the context of electronic discovery.

6.6.2 Long-term retention of ESI

Electronic discovery is commonly employed early in litigation, audit, government investigatipn or
other such matters. While the matter proceeds, the parties need to retain the associated.ESI in| such
a way that it continues to be available and its integrity is maintained. Adequate disastet recovery and
business corntinuity measures along with common data protection mechanisms (e:g.)backups) can be
important elements of a retention program for ESI.

It is importdnt to consider the timeframes involved when making decisiong about long-term retention
of ESI. Therg are significant differences between the approaches for retaining ESI for a few weeks
or months versus retaining ESI for decades (e.g. complex civil litigatien that goes through mdltiple
appeals) in dlectronic archives.

An additionpl consideration is whether data protection and privacy requirements affect how long
personal dath may be retained and if the matter requires normal data retention periods to be suspended.
This can varjy significantly between jurisdictions.

6.6.3 Maintaining ESI confidentiality

ESI often cgntains proprietary, privileged, and .sensitive information that needs to be handled and
stored in a [way that protects the confidentiality of the information. Failure to adequately cqntrol
sensitive ES] can result in serious repercussions if there is a data breach.

Depending qn the sensitivity of the ESISsecurity measures such as data in motion and data af rest
encryption dlong with the corresponding key management are likely to be needed.

6.6.4 Destruction of ESI
When ESI is|no longer needed, it is important to eliminate it in a way that avoids data breaches| This

typically mepns that thetlogical storage or the storage media used to retain the ESI has to be prdperly
sanitized (e.g. cleared-ising overwrite techniques or cryptographic erase).

6.7 Planningand budgeting an electronic discovery project

The varied drivers behind an electronic discovery project make it difficult to plan such a project many
months in advance. As such, they are typically managed on an individual basis, which can increase costs
significantly. Regardless of the urgency of the request, as with any project, time invested in planning at
the outset typically saves significant time and costs later in the project. This is especially so, as many
of the steps in a typical electronic discovery project are disproportionately expensive to repeat at a
later stage. For example, if the production structure and format are not agreed upon in advance of the
review, and families of ESI or hardcopy documents are not marked consistently, then it can cause the
review to have to be partially repeated.

Animportant early step is to establish an electronic discovery project team that, at a minimum, includes
a project sponsor and manager from the business/organization, a project manager from the legal or
investigative team, and a project manager from the ICT perspective. This triangle of communication
between the business/organization, the legal/investigators, and the ICT team is vital to a successful
project.
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Also, an early step is the establishment of an electronic discovery project plan, with as much detail as
possible. As with any project plan, the electronic discovery plan needs to contain the project milestones
(e.g. identification, preservation/collection, processing, review, analysis, production, and possibly
presentation), the individual steps required at each stage, and the individual assignments at each step.

Given the costs involved in a typical electronic discovery project, preparing and monitoring a detailed
budget from the outset are an important consideration. This budget needs to take into account the
diverse disciplines on the electronic discovery team and the fact that they can consist of internal
and external counsel, as well as internal and external ICT or electronic discovery consultants. It is
important to include a budget for each electronic discovery process element of the plan, and in some
cases, each step of each process element, so that it is possible to determine if the proposed approach is
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ng, etc.).

ESI can be located in external applications and ICT infrastructure (e.g. social media, cloud

Depending on the circumstances, these factors can lead to increased costs to locate and handle data that
can be relevant to the matter in hand. This can introduce delays and increase the cost of the discovery

process, and

lead to overlooking potentially relevant ESI.

7.2 Common types of ESI
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matters, ICT personnel can make extra backups that fall outside of normal operations (e.g. rotation,
documentation, etc.) and it can be extremely difficult to identify these potential sources of ESI. This
type of data has all the same challenges as archived data with the additional element of short retention
periods, which requires quick action to suspend the automatic destruction of this ESI in the event that
preservation is necessary.

7.3.3 provides additional information on backups and archives.

7.2.4 Residual data

This type of ESI is hidden and cannot be viewed in applications (such as system files) or has been
erased, fragmented, or damaged. Collecting this type of ESI usually requires an exact, bit-by-bit copy of
the entire physical storage media (e.g. hard drive, CD, DVD, tape), including all active and residual data
and unallocated or slack space on the media.
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Imaging and then extracting the residual data might require a digital evidence specialist (see
ISO/IEC 27037) to operate special tools and can be time consuming and expensive. In some cases,
however, companies can choose to image the hard drives of particularly important key custodians to
ensure that all their data are preserved, including files that the custodian might have unintentionally,
or intentionally, deleted or partially overwritten.

7.2.5 Legacy data

This type of ESI is created by software or hardware that is outmoded or has become obsolete (legacy
systems). A legacy system might be one that the company still uses but that the hardware or software
vendor no longer supports. Alternatively, it might be a system that the company has decommissioned
but r¢tains in case its information is needed in the future.

The 1jelevance of legacy data can be difficult to determine without restoration or réconsfruction, and
it canl be costly to do so. If preserving the legacy data is needed, the company might'need fo retain the
legacy hardware and software if there is no other way to view or use the data.

7.3 |Common sources of ESI

7.3.1] General

Potentially relevant ESI in litigation and investigations can be found in a wide range of soufrces. To help
identjfy these sources, it is important to consider systems and'resources under the direct control and
access of custodians as well as those that are not under the control of custodians.

7.3.2|] Custodian data sources

Custqdian ESI sources are those sources of ESLover which an individual custodian has difrect custody
or coptrol. These include, but are not limited to;, the following sources:

— (omputers: potentially relevant ESbmight be present on custodians’ desktops, laptpps or home
omputers as well as on removable storage media, such as thumb drives, external fhard drives,
VDs or CDs;

Q

— Nlobile devices: potentially-rélevant ESI might be present on custodians’ personal deyices such as
mobile phones, smart pharies, tablets, Global Positioning Systems (GPS), etc.

From| an enterprise perSpective, databases and applications, network storage, backups, aind electronic
archiyes, as listed in/7.343, can also be considered custodian sources.

7.3.3] Non-custodian data sources

Non-gustodian ESI sources are either internal to the organization or external to it.

Interpal’Sources are those to which one or more custodians have access, but over which another
custodian, such as an ICT administrator, has control. Non-custodian data sources internal to the
organization include, but are not limited to, the following sources:

— Databases and applications: ESI related to dynamic databases can be relevant in some cases, and
depending on the issues, a matter might involve an organization’s electronic document management
systems (EDMS), electronic records management systems (ERMS), or collaborative tools;

— Network storage: ESI might be stored in various places on an organization’s internal network (e.g.
shared drives, network disk drives, and servers) as well as specialized storage technology such as
Network Attached Storage (NAS) and Storage Area Networks (SAN);

— Backups: ESI copied or backed up from information systems onto data protection systems such as
tape or other media;
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Electronic archives: ESI contained in electronic or digital archives (data repository) is typically

official business records, documents retained for compliance purposes, legacy documents (historical
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— backup ¢lata that are substantially duplicative of data-that are more accessible elsewhere;
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— other fofms of ESI whose preservation requires extraordinary affirmative measures that afe not
utilized in the ordinary course of business:

It can be bepeficial to attempt to reach™an agreement with litigation opponents or investigator$ that

such ESI doés not need to be preserved:

7.4 ESIrepresentations

7.4.1 Gengral

The ESI ass¢ciated with a particular matter can include word processing files, spreadsheets, ¢mail,

databases, drawings; photographs, data from proprietary applications, website data, voice mail, and

much more. [The‘eollection and production formats for ESI files can be classified as native, near-ngtive,

image (near{paper) and paper.

7.4.2 Native formats

Files in the format they were created and maintained are known as native files. Native format is often
recommended for files that were not created for printing, such as spreadsheets and small databases.
For some file types, the native format can be the only way to adequately produce the ESI.

Production in native format does not require the producing party to incur the cost of converting
the data to a different format; however, the receiving party might need the native application or the
producing party’s proprietary software to open files.

In the event that a party chooses to convert ESI into a different format, steps to ensure that elements
of that ESI, such as metadata, are not unintentionally lost or obscured in the process can be necessary.
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7.4.3 Near-native formats

Some files (e.g. email and databases) cannot be reviewed without some form of conversion. For example,
most email files have to be extracted and converted into individual files, and as a result, the original
format is altered and they are no longer in native format.

Large databases and data compilations are commonly produced in near-native format. Databases can
comprise massive amounts of completely undifferentiated tables of data. Enterprise business systems
can contain hundreds of tables and thousands of fields of data. The systems can require various
database platforms and proprietary software. For these reasons, large databases and data compilations
are generally not produced in native format. These databases often need to be analysed by appropriate
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8 Electronic discovery process

8.1 Overview

Electronic discovery is a form of traditional discovery that typically involves identifying, preserving,
collecting, processing, reviewing, analysing, or producing Electronically Stored Information (ESI) that
is potentially relevant to a particular matter. Potentially relevant ESI is typically

— identified through aniterative process of research and interviews with employeesand ICT personnel,

— preserved by taking steps to notify appropriate individuals to refrain from deleting or destroying it
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