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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directive i i i i

ISO and IEC
use of (a) pd
claimed patd
received notj
are cautiong
database avj

draw attention to the possibility that the implementation of this document tha

involve the

tent(s). ISO and IEC take no position concerning the evidence, validity or @pplicgbility of any
nt rights in respect thereof. As of the date of publication of this document,\yJISO and IEC had not

ice of (a) patent(s) which may be required to implement this document:-However, i
d that this may not represent the latest information, which may be ebtained fro
ailable at www.iso.org/patents and https://patents.iec.ch. ISQ- arid IEC shall

plementers
the patent
not be held

responsible for identifying any or all such patent rights.

Any trade npme used in this document is information given for the-convenience of users gnd does not

constitute ap endorsement.

expressions
World Trade
eword.html.

For an explapation of the voluntary nature of standards, the meaning of ISO specific terms and
related to donformity assessment, as well as informations:about ISO's adherence to the )
Organization (WTO) principles in the Technical Barriers toTrade (TBT) see www.iso.org/iso/fo1
In the IEC, s¢e www.iec.ch/understanding-standards.

This docum
Subcommitt

ent was prepared by Joint Technical(Committee ISO/IEC JTC 1, Information] technology,

be SC 27, Information security, cybersegurity and privacy protection.

This second jedition cancels and replaces the first edition (ISO/IEC 27040:2015), which has beeh technically

revised.

The main chhnges are as follows:

the scope has been expanded to cover requirements;

the clausge structure has-been more closely aligned with ISO/IEC 27002:2022;
requirelEents have been added in Clauses 7, 9, and 10;
adjustments have been made regarding the storage technologies which are covered;

a new cqnttols labelling scheme has been added;

former Annex A, which provided guidance on sanitizing specific types of media, has been removed and
text has been added in Clause 10, recommending IEEE 2883 for this purpose;

former Annex B, which included table to help prioritize the adoption of recommendation, has been
replaced with Annex A that summarizes the requirements and guidance contained in this document;

former Annex C, which provided tutorial oriented material, has been removed and references to
appropriate materials have been added in Clause 10.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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International Standard

ISO/IEC 27040:2024(en)

Information technology — Security techniques — Storage
security

1 Scope

This document provides detailed technical requirements and guidance on how organizations can achieve
an appropriate level of risk mitigation by employing a well-proven and consistent approach to the planning,

design, docymentation, and implementation of data storage security. Storage security applies to the
protection df data both while stored in information and communications technology (ICT) pystems and
while in transit across the communication links associated with storage. Storage secCurity [includes the
security of devices and media, management activities related to the devices and média, applications and
services, andl controlling or monitoring user activities during the lifetime of devices ‘and media, and after

end of use o

Storage secy
and networl
technical m4
for informat
security pro

design, and implementation of the architectural aspects of storage network security.

This docum
requirement

scenarios and storage technology areas. In addition, itgprovides references to other internation

and technicg

2 Norma

end of life.

rity is relevant to anyone involved in owning, operating, or using-data storage deyices, media,
s. This includes senior managers, acquirers of storage products and services, and other non-
nagers or users, in addition to managers and administraters-who have specific redponsibilities
jon or storage security, storage operation, or who are responsible for an organizafion’s overall
bramme and security policy development. It is also relévant to anyone involved in fhe planning,

It includes
ical storage
al standards
age security.

bnt provides an overview of storage security ‘concepts and related definitiong.
s and guidance on the threats, design, and control aspects associated with ty

| reports that address existing practices'and techniques that can be applied to stor

tive references

The followinjg documents are referred te'in the text in such a way that some or all of their contenjt constitutes

requirement
the latest ed

ISO/IEC 270
Overview an

3 Terms

3.1 Genel

s of this document. For dated references, only the edition cited applies. For undatef references,

tion of the referenced.document (including any amendments) applies.

D0, Information techhology — Security techniques — Information security manageme
{ vocabulary

nt systems —

and définitions

ral

For the purp

oses of this document, the terms and definitions given in ISO/IEC 27000 and the following apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

3.2 Terms relating to storage technology

3.2.1
block

unit in which data is stored (3.2.17) and retrieved on storage devices (3.2.14) and storage media (3.2.16)

© ISO/IEC 2024 - All rights reserved
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compression

reduction in

the number of bits used to represent an item of data

Note 1 to entry: For storage (3.2.12), lossless compression (i.e. compression using a technique that preserves the entire

content of the

3.2.3
data at rest

original data, and from which the original data can be reconstructed exactly) is used.

data recorded on stable, non-volatile storage (3.2.11)

3.2.4

data in motion
data being transferred from one location to another

Note 1 to ent
(i.e. never exf

3.2.5

deduplicati
method of r¢
to the uniqu

Note 1 to entr

3.2.6
device
mechanical,

[SOURCE: IS
3.2.7

Fibre Channel

serial input
storage (3.2.

Note 1 to ent
copper and of

3.2.8

Fibre Channel Protocol
Computer Systemrinterface (SCSI) transport protocol used on Fibre Channel (3.2.7) imterconnects

Serial Small

3.2.9
over provis
technique u

exposed throughthe'interface

Note 1 to en

'y: These transfers typically involve interfaces that are accessible and do not include inté
osed outside of an interface, chip, or device).

bn
ducing storage (3.2.12) needs by eliminating redundant data, which is replaced wj
e data copy

y: Deduplication is sometimes considered a form of data reduction:

electrical, or electronic contrivance with a specifieplirpose

D/IEC 14776-372:2011, 3.1.10]

output interconnect capable of suppaiting multiple protocols, including access to
12), access to mainframe storage, afid networking

ry: Fibre Channel supports point\to point, arbitrated loop, and switched topologies wit
tical links running at speeds from 1 gigabit per second to over 128 gigabits per second.

on
sed by storage devices (3.2.14) in which a subset of the available storage mediu

Fnal transfers

ith a pointer

ppen system

h a variety of

n (3.2.16) is

thy+ The storage medium is used internally and independently by the storage devic

e to improve

performance,

3.2.10

endurance, or reliability.

network attached storage
storage device (3.2.14) or system that connects to a network and provides file access services to computer

systems

3.2.11

non-volatile storage
storage (3.2.12) that retains its contents after power is removed

3.2.12
storage
device (3.2.6

), function, or service supporting data entry or retrieval

© ISO/IEC 2024 - All rights reserved
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storage area network
network whose primary purpose is the transfer of data between computer systems and storage devices

(3.2.14) and

among storage devices

Note 1 to entry: A storage area network consists of a communication infrastructure, which provides physical
connections, and a management layer, which organizes the connections, storage devices, and computer systems so
that data transfer is secure and robust.

3.2.14
storage dev

ice

component or aggregation of components made up of one or more devices (3.2.6) containing storage media
(3.2.16), designed and built primarily for the purpose for accessing non-volatile storage (3.2.11)

3.2.15
storage eco
system of inf

Note 1 to ent
other informd

3.2.16

System
erdependent components that work together to enable storage (3.2.12) services and

'y: The components often include storage devices (3.2.14), storage networks, sterage marn
tion and communications technology (ICT) infrastructure.

storage medium

material on

3.2.17
store
record data

3.2.18
target data
information

3.2.19
virtualized
logical stor;
abstraction
boundaries

Note 1 to ent
storagetoas

3.2.20
volatile stoj
storage (3.2.

3.3 Term

which digital data are, or can be, recorded or retrieved

bn volatile storage (3.2.20) or non-volatile storage (3.2.11)

subject to a given process, typically including most or all information on storage (3

storage

hge
bf physical storage devices (3.2:14) or storage media (3.2.16) that masks the charac
f the physical storage (3.2.02)

stem or an applicatien:

age
12) that failsto retain its contents after power is removed

5 relating to sanitization

| capabilities

agement, and

2.12)

teristics and

Iy: Virtualized storage ean employ multiple levels of virtualization prior to presenting the virtualized

3.3.1
clear

sanitize (3.3.12) using logical techniques on user data on all addressable storage locations for protection
against simple non-invasive data recovery techniques using the same host interface available to the user

3.3.2
degauss

render magnetically stored data unreadable by applying a strong magnetic field to the storage medium
(3.2.16) with an organizationally approved field strength

© ISO/IEC 2024 - All rights reserved
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sanitize (3.3.12) using physical techniques that make recovery of target data (3.2.18) infeasible using state
of the art laboratory techniques and results in the subsequent inability to use the storage medium (3.2.16)
for storage (3.2.12)

Note 1 to entry: Disintegrate (3.3.5), incinerate (3.3.6), melt (3.3.7), pulverize (3.3.9), and shred (3.3.13) are destruct
forms of media sanitization (3.3.16).

Note 2 to entry: If the storage medium cannot be removed, then the storage device (3.2.14) can be subjected to the
destruct technique; a storage device can contain multiple storage media.

3.34
destruction
result of def
originally in

3.3.5

disintegrate

destruct (3.3

3.3.6
incinerate
destruct (3.3

3.3.7

melt
destruct (3.3
of heat

3.3.8

cryptograp
method of s4
making reco

3.39
pulverize
destruct (3.3

3.3.10
purge
sanitize (3.3
using state
device (3.2.1

3.3.11
sanitizatiorn
process or 1]

ruc 0. actions taken to ensure a e storage medium A canno

fended and that user data is virtually impossible or prohibitively expensive to reco

h

.3) by separating storage medium (3.2.16) into its component parts

.3) by burning storage medium (3.2.16) completely

.3) by changing storage medium (3.2.16) from a solidyto a liquid state generally by th

hic erase
nitization in which the encryption key.for the encrypted target data (3.2.18) is sanit
very of the decrypted target data infeasible

.3) by grinding storage medium (3.2.16) to a powder or appropriately small particlg

[12) using physical/or logical techniques that make recovery of target data (3.2.1
pf the art labgoratory techniques, but which preserves the storage media (3.2.16)
1) in a potentially reusable state

e reused as
er

e application

zed (3.3.12),

8) infeasible
and storage

ethod to sanitize (3.3.12)

3.3.12
sanitize
render acces

3.3.13
shred

s to target data (3.2.18) on storage (3.2.12) infeasible for a given level of effort

destruct (3.3.3) by cutting or tearing storage medium (3.2.16) into small particles

3.3.14

storage sanitization
logical storage sanitization (3.3.15) or media sanitization (3.3.16)

© ISO/IEC 2024 - All rights reserved
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logical storage sanitization
virtual storage sanitization
sanitization (3.3.11) of virtualized storage (3.2.19)

Note 1 to entry: Clear (3.3.1) and purge (3.3.10) are actions that can be taken to sanitize (3.3.12) virtualized storage.

Note 2 to entry: Logical storage sanitization is a subset of storage sanitization (3.3.14).

3.3.16

media sanitization
sanitization (3.3.11) of storage media (3.2.16)

Note 1 to entry: Clear (3.3.1), purge (3.3.10), and destruct (3.3.3) are actions that can be taken to sanitize (3.3.12)

storage medi

Note 2 to entr

3.4 Term

3.4.1
resilience

ability to anfticipate and adapt to, resist or quickly recover from a potentially disruptive ev

natural or m

[SOURCE: IS

3.5 Term

3.5.1
cryptoperid
defined peri
cryptograph

[SOURCE: IS

3.5.2
data breach
compromise
unauthorize

3.5.3
data integri
property thg

[SOURCE: IS
3.5.4

AP
(5-2167-

y: Media sanitization is a subset of storage sanitization (3.3.14).

5 relating to availability

an-made

D 15392:2019, 3.21]

5 relating to security and cryptography

d
bd of time during which a specific cryptographic key is authorized for use or duri
ic keys in a given system may remainsin effect

D 16609:2022, 3.6]

of security that leads-to the accidental or unlawful destruction (3.3.4), losj
H disclosure of, or access to protected data transmitted, stored (3.2.17), or otherwi

ty
t data hasJiot been altered or destroyed in an unauthorized manner

D 7498=2:1989, 3.3.21]

bnt, whether

g which the

, alteration,
e processed

multi-factor authentication
authentication using two or more of the following factors:

— knowledge factor, something an individual knows;

— possession factor, something an individual has;

— biometric factor, something an individual is or is able to do

[SOURCE: ISO 19092:2008, 4.42]
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3.5.5

malware

malicious software designed specifically to damage or disrupt a system, attacking confidentiality, integrity,
and/or availability

Note 1 to entry: Viruses and Trojan horses are examples of malware.
[SOURCE: ISO/IEC 27033-1:2015, 3.22]

3.5.6

point of encryption

location within the information and communications technology infrastructure where data are encrypted
on its way to storage (3.2.12) and, conversely, where data are decrypted when accessed from storage

Note 1 to entifyr Thie point of encryption is only applicable for data at rest (3.2.3)-

3.5.7
security striength
number assqciated with the amount of work that is required to break a cryptographitalgorithr or system

3.5.8
storage secyirity
application df physical, technical, and administrative controls to protect sterage systems and inffrastructure
as well as thg data stored (3.2.17) within them

Note 1 to entfy: Storage security is focused on protecting data (and its sterage infrastructure) againstjunauthorized
disclosure, mpdification, or destruction while assuring its availability to authorized users.

Note 2 to enfry: These controls can be preventive, detective, corrective, deterrent, recovery, or compensatory in
nature.

3.5.9
strong authlentication
authenticatipn by means of cryptographically derized multi-factor credentials

[SOURCE: ISP 22600-1:2014, 3.23]

3.6 Terms relating to archives and repositories

3.6.1

archive
<organizatiqn> organization ‘op part of an organization responsible for selection, acquisition, [preservation
(3.6.5), and gqwvailability of . one or more archives (3.6.2)

[SOURCE: ISP 5127:20%7, 3.2.3.01, modified — Notes to entry 1 to 4 have been omitted; ternp changed to
singular fromn plural“archives”; domain <organization> has been added.]

3.6.2
archive
<holdings> materials, items, records (3.6.6) or documents created or received by a person, family or
organization, public or private, in the conduct of their affairs and preserved because of the enduring value
contained in them or as evidence of the functions and responsibilities of their creator, especially those
materials maintained using the principles of provenance, original order and collective control

[SOURCE: ISO 5127:2017, 3.6.1.03, modified — "items, records or documents" have been included at the start
of the definition; Note 1 to entry has been omitted; term changed to singular from plural “archives”; domain
<holdings> has been added.]

© ISO/IEC 2024 - All rights reserved
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range of records processes associated with implementing records (3.6.6) retention (3.6.9), records destruction
(3.6.7) or transfer decisions which are documented in disposition authorities or other instruments

[SOURCE: ISO 30300:2020, 3.4.8, modified — “destruction” has been changed to “records destruction”.]

3.6.4
evidence

information that can be used either by itself or in conjunction with other information, to establish proof

about an eve

nt or action

[SOURCE: ISO 30300:2020, 3.2.6, modified — Note 1 to entry has been omitted; “could” has been changed to

“Cal’l".]

3.6.5
preservati
measures t
over time

Note 1 to entr
[SOURCE: IS

3.6.6
record
information
pursuit of le

Note 1 to entry

Note 2 to ent1
the managem

[SOURCE: IS
3.6.7

records destruction

eliminating
[SOURCE: IS
3.6.8

records requirement

requirement
including ho

[SOURCE: IS

n
en to maintain the usability (3.6.10), authenticity, reliability and integrity”of re

y: Measures include principles, policies, rules, strategies, processes and operations.

D 30300:2020, 3.4.11]

created or received and maintained as evidence (3.6.4) and as an asset by an org
bal obligations or in the course of conducting business

y: Records are normally used in plural.

y: In a management system standard (MSS) implementation, the records created to cond
ent system and to document its implementation are called documented information.

D 30300:2020, 3.2.10]

r deleting a record (3.6.6),beyond any possible reconstruction

D 30300:2020, 3.4.7, modified — changed the term “destruction” to “records destru

for evidence (3.6.4) of a business function, activity or transaction and for recor
W, and how"long, records (3.6.6) need to be kept

D 30300:2020, 3.3.2]

rords (3.6.6)

Anization, in

ict and direct

ction”.]

s processes

3.6.9
retention

keeping a record (3.6.6) according to records requirements (3.6.8)

[SOURCE: ISO 30300:2020, 3.4.14]

3.6.10
usability

property of being able to be located, retrieved, presented and understood

Note 1 to entry: Usability may also refer to the extent to which a system, product, or service can be used by specified
users to achieve specified goals with effectiveness, efficiency, and satisfaction in a specified context of use.

[SOURCE: ISO 30300:2020, 3.2.12]
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3.7 Miscellaneous terms

3.7.1
in-band

communication or transmission that occurs within a previously established communication method or

channel

Note 1 to entry: The communications or transmissions often take the form of a separate protocol, such as a management

protocol over

3.7.2
metadata

the same medium as the primary data protocol.

data that defines and describes other data

[SOURCE: IS

3.7.3
multi-tenan
allocation of
isolated fron

[SOURCE: IS

3.7.4
out-of-band
communicat]
channel

3.7.5
secure mulf
type of mult
and provide

Note 1 to ent
dedicated, sin

Note 2 to entr

4 Symbals and abbreviatedterms

ACL
AES
API

BCM

D/IEC 111/79-112025, 5.2.26]

cy
physical or virtual resources such that multiple tenants and their computations
1 and inaccessible to one another

D/IEC 22123-1:2023, 3.4.3]

i-tenancy
-tenancy (3.7.3) that employs security contfrols to explicitly guard against data bre
validation of these controls for proper ggvernance

ry: Secure multi-tenancy exists when_the risk profile of an individual tenant is no gre:
gle-tenant environment.

y: In very secure environments éven the identity of the tenants is kept secret.

access contriollist
Advaneed Encryption Standard
application programming interface

business continuity management

hnd data are

jion or transmission that occurs outside of a previouslyxestablished communication method or

aches (3.5.2)

ter than in a

BMC
CCM
CDMI
CHAP
CLI
CNA
DAS

baseboard management controller

counter with cipher block chaining message authentication code
Cloud Data Management Interface

Challenge Handshake Authentication Protocol

command line interface

converged network adaptor

direct attached storage
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DDoS
DH-CHAP
DNS
DoS
DRAM
ESP
FC
FC-SP
FCIP
FCP
GCM
HBA
HDD
HMAC
HTTPS
IB

ICT

ID
[EEE
IETF
IKE

[P
[PMI
[Psec
IRBC
iSCSI
[SMS
iSNS
KMIP
LAN

LUN

ISO/IEC 27040:2024(en)

distributed denial of service

Diffie Hellman - Challenge Handshake Authentication Protocol
domain name system

denial of service

dynamic random access memory

encapsulating security payload

fibre channel

fibre channel - security protocol

fibre channel over TCP/IP

fibre channel protocol

Galois/Counter Mode

host bus adapter

hard disk drive

hash-based message authentication code
hypertext transfer protocol secure
InfiniBand™

information and communications technology
identifier

Institute of Electrical and‘Electronics Engineers
Internet Engineering-Fask Force

Internet Key ExXchange

Internet Ptotocol

Intelligent Platform Management Interface
Internet Protocol Security

ICT readiness for business continuity

Internet Small Computer Systems Interface
information security management system
Internet Storage Name Service

key management interoperability protocol
local area network

logical unit number
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MTBF
MTTF
MTTR
NAS
NFS
NTP
NVM
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mean time between failure
mean time to failure

mean time to repair
network attached storage
network file system
network time protocol

non-volatile memory

NVMe®
NVMe-oF™
NVMe®/FC
NVMe®/RD)
NVMe®/TCE
OASIS

PCle®

PII

RADIUS
RAID

RDMA

REST

RMCP

SAN

SCSI

SHA

SLP

SMB

NVM Express®

NVM Express® over Fabric
NVMe® over Fibre Channel
NVMe® over RDMA

NVMe® over TCP

Organization for the Advancement of Structured Infogrmation Standards

PCI Express®

personally identifiable information
remote authentication dial in user service
redundant array of independent disks
remote direct memory access
representational state transfer
Remote Management.Control Protocol
storage area network

Small Computer System Interface
Secure.Hash Algorithm

Service Locator Protocol

Server Message Block

SNMP
SSD
SSH
TCP
TLS

UDP

Simple Network Management Protocol
solid state drive

Secure Shell

Transmission Control Protocol
Transport Layer Security

User Datagram Protocol
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VLAN
VM
VPN
WORM
WWN
XEX
XTS

ISO/IEC 27040:2024(en)

virtual local area network
virtual machine

virtual private network
write once read many
worldwide name
Xor-Encrypt-Xor

XEX-based Tweaked-codebook mode with ciphertext Stealing

5 Structllre of this document

5.1 Genel

The basic sti
separate clag
(Clause 9),a

5.2 Contr

The control
organization
requirement

The requirements specified in this document represent’a’baseline set of storage security contr

identifying
include a cor

xx is “O
technolg

yyyy is i
c is eithg

nnisas
number

When multij
make easier

Although thi

ral

ucture of this document starts with an introduction of storage secumity in Clause 6
1ses that address organization controls (Clause 7), people controfs (Clause 8), phys4
nd technological controls (Clause 10) that are relevant to storage’systems and ecos

ols

5 of ISO/IEC 27001 and ISO/IEC 27002 generally “apply to storage ecosyste
s that procure, manage, and operate them. This(document provides additional g
s that expand upon these standards.

hese baseline controls and key guidance;$tubheadings are used in the text. These
trol label with a description. The controllabels take the form of xx-yyyy-cnn wher

" for organizational controls, “SC*for people controls, “PC” for physical controls
gical controls;

issociated with the topic;
r “R” for a requirement or “G” for guidance;

bquence number When multiple controls exist for a single topic; requirements and
bd independently/of each other.

ble subheddings are included in a clause or sub-clause, they are presented in an
to refer'to/them. A summary of the controls is listed in Annex A.

s document is written from the perspective of consumers of storage technologies, it

followed by
ical controls
ystems.

ms and the
uidance and

ols. To aid in
subheadings

h

, or “TC” for

buidance are
order list to

isimportant

to note that

many controls are dependent on vendors implementing certain security features o

" capabilities

as a prerequisite to the use of these controls. The presence or absence of these features and capabilities can
be an important consideration when making product selections.

6 Overvi

ew and concepts

6.1 General

Data storage or information storage, often called storage, refers to system components, storage devices, and
storage media that retain digital data in durable (i.e. non-volatile) form. While both volatile and non-volatile
forms of storage exist, this document is concerned primarily with non-volatile storage. Storage is a core
function and fundamental component of ICT systems.
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To secure storage infrastructure, a clear understanding of the storage technologies and concepts are
necessary. In addition, the types of security controls and insights into how they impact and interact with
the storage technologies are also important. Finally, the threats to this infrastructure and the major risks
arising from these threats are factored into any efforts to mitigate risks to storage infrastructure or
individual storage systems.

6.2 Storage concepts

In its simplest form, storage can be hard disk drives (HDD), solid state drives (SSD), or tape drives attached
to an ICT system to store data. This approach, commonly called direct attached storage (DAS), is still in
use within enterprise data centres as well as small office/home office environments. With the integration
of networking technology, storage systems and ecosystems can be highly sophisticated technologies that
provide solutions for managing, connecting, securing (i.e. making safe), sharing, and optimizing the storage

of data. The
from non-int
these solutid
mitigate the

Contempora

Storage
canber

Block-b4
thatis a
represe

File-bas
while alj
network
stored c

Storage
networK

Object s
of single

e solutions have become more feasible and cost effective as storage technology
elligent internal and external DAS to intelligent networked storage. The use_6f 'ng
ns increases the attack surface of these solutions and requires additional attention
associated risks.

'y storage solutions include some or all of the following elements:

bcorded or accessed;

sed storage, which is the most basic and fundamental form of persistent digital
ranged in a sequence of blocks (each consisting of a sequence of bytes or bits) w
tlocations of individual blocks of data;

bd storage, which is data storage that organizes{data into files and directories on 3
stracting the underlying hardware for local user access or access over a network
attached storage (NAS). NAS can enable multiple computer systems to have equal
pntents regardless of their native operating system;

ing interfaces;

torage, which is a method of storing and subsequently retrieving sets of data a
, uniquely identifiable indivisible items or objects. It applies to any forms of datd

wrappedl up and managed as an(object;

Cloud c
ISO/IEC
of files

offering
more So

bmputing storage,«which can be part of a data storage as a service (DSaaS), a|
22123-1 and described in ISO/IEC 22123-2. Cloud storage can include the most K
r blocks of raw-binary data, relational databases, and advanced big data platforn
automatic-backup, disaster recovery, geographical redundancy, advanced failovg
phisticated\.features;

Data pr¢

tection systems that create one or more copies of production data to enable the 1

has evolved
etworking in
to be paid to

devices and media, consisting of materials which are magnetic, solid state, etc., on which data

data storage
th offsets to

| file system,
typically as
hccess to the

interfaces, which include specific_storage direct attachment interfaces as well as storage

5 collections
that can be

s defined in
asic storage
s as well as
r, and other

ecovery of a

system or its data following a catastrophic event;

Persistent memory, which is non-volatile memory with densities greater than or equal to dynamic

random access memory (DRAM) that resides on the memory bus and has DRAM-like access to data with
nearly the same speed and latency of DRAM and the non-volatility of NAND flash.

Storage has become a prominent and independent layer of ICT infrastructure in enterprise class and
midrange computing environments. The requirements for these environments frequently exceed simple
data storage capabilities. Examples of applications and functions driving the emergence of new storage
technology include:

— sharing of vast storage resources (measured in petabytes, exabytes, and yottabytes) between multiple
systems via networks;

— need for more speed (lower latency);
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increased storage capacities;

expanded storage client access (e.g. mobile devices and internet of things);

support for distributed ICT architectures (e.g. edge computing);

support for virtualized environments;

data protection systems that backup data without the use of a local area network (LAN);
remote, disaster tolerant, online mirroring of mission critical data;

clustering of fault tolerant applications and related systems around a single copy of data;

long-term retention of sensitive or high-value business information;

distribufed database and file systems;
support|for complying with regulatory and legal requirements;
support|for centralized data repositories for rapid recovery (e.g. backups) andiarchiving;

resiliende to cyber-attacks.

lntrolluction to storage security

rity is focused on mitigating risk associated with storage systems and infragtructure, as

outlined in |6.2, through the use of safeguards and countermeasures (i.e. controls). The fontrols are

categorized pccording to ISO/IEC 27002:2022, 4.2.

Storage secyrity can also necessitate the introduction of specialized controls to address techrologies such

as:

system gecurity hardening;

storage panitization;

virtualization security;

self-encrypting storage devices and data encryption software;
key marfagement services;

data authenticity and integrity services;

data in rpotion protections (encryption and data reduction);
directorjy services and other user management systems;

data retgntion and preservation;

data protection and recovery.

Knowing both how and why storage technologies are used can lead to a better understand of the security
issues and implications for storage. As a starting point, the following points should be considered.

The storage systems can function as nodes within storage networks, which canbe based on, butnotlimited
to, technologies such as Transmission Control Protocol/Internet Protocol (TCP/IP), Fibre Channel (FC),
InfiniBand™?b (IB), etc. The potential threats can vary significantly based on the networking technology
and their topologies.

1) Thistrademarkis provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.

© ISO/IEC 2024 - All rights reserved

13


https://iecnorm.com/api/?name=43989ee5a6e782d1c7ec86c970a26e2e

ISO/IEC 27040:2024(en)

When stored, the data are typically represented and accessed as either blocks or as files/objects with

significant differences between these two types of storage methods. Likewise, the associated security
measures can have radical differences, especially with access controls, encryption, and data integrity.

As part of normal storage operations, many storage device types have more internal media capacity

than is exposed through the interface. SSDs typically over provision media, where data can be moved
internally between physical media areas to improve write latencies and evenly distribute write activity.
HDDs often contain spare areas where data can be moved internally between physical media areas when
there is an access problem. User data can remain on over provision or spare areas even after subsequent
writes to the device occur through its interface. Such data cannot be cleared by overwrites through the
interface.

on that i

nfrastructure. Commonly this infrastructure can have privileged users applying c

Storage management is both an element of the storage infrastructure as well as an operation performed

nfiguration

changes
remotel]

Data avd
that sec
availabi

Many or
impact t

Virtuali
storage
of stora

device, perform policy-driven autonomous data movement (i.e. tiered storage), or comple

the stord
to ensur

NOTE In
SCSI, such as

can be used W
to alogical st
logical storag

Data gr
an alters]
such as

dataatr
operatig

Addition
data bet]
data coq

provisioning storage, tuning, monitoring, etc. Some of the management canth
F and can involve third parties such as vendor support personnel.

ilability and integrity are key factors in an organization’s storage architecture, so it
Lrity measures are complementary rather than a trade-off and that, they do not
ity measures by introducing choke-points and single points of failure.

hese resiliency strategies if not implemented carefully.

ration within storage can take many forms and be implemented at different point
nfrastructure. This virtualization can mask the physical details associated with the
pe [e.g. a logical unit (see NOTE below) or filesysteim to a server]|, mask the true

hge infrastructure (i.e. cloud computing storage). Balancing security measures and v|
e they interoperate requires careful planming and selection of the right technologig

computer storage, a logical unitis a deviceladdressed by the SCSI protocol or protocols whid
Fibre Channel or iSCSI. A logical unitxa@imber (LUN) is a number used to identify a logical

rage as created on a SAN. Thoughtnot technically correct, the term LUN is often also used
P itself.

pative to acquiring additional storage, organizations are employing data reduction
fompression and deduplication. However, these data reduction technologies can be
est encryption mechanisms, and they in turn, can introduce data integrity problem¢
ns.

al copieSof data can be created as a by-product of data protection strategies such g
weenssystems and sites (see 10.14.3), backups (see 10.14.2), and snapshots (see 1|
ies and residual data have the same sensitivity considerations as the original data.

e performed

is important
negate high-

canizations implement elaborate data resiliency strategies, which-are integral to their business
continuity management (BCM) plans. Security mechanisms like data'at'test encryption cg

n negatively

s within the
pbresentation
Capacity of a
fely abstract
irtualization
S.

h encapsulate
init. The LUN

ith any device which supports read /wr'ite operations, such as a tape drive, but is most oftem used to refer

Lo refer to the

wth rates in some organizations are driving an increased use of data storage technologies. As

technologies
impacted by
during BCM

s replicating
0.14.4). Such

increasing data protection considerations (see 10.5.4).

Sensitive and high-value data are often transmitted between and within systems (e.g. data in motion),

Many organizations are implementing data at rest encryption (see 10.5.5) to protect sensitive and high-

value data. The specific cryptographic mechanisms and the point of encryption are important factors in
the actual data protection as well as for meeting compliance requirements.

Successful use of encryption is often predicated on proper management of keying material throughout

its lifecycle (see 10.5.2). This includes correct generation of keys, secure storage and transmittal of key
material, replicating keys as part of the normal strategy to ensure availability of the data, and proper
disposal of the keying material when it is no longer needed. The sensitivity and importance of the data
to be protected can also factor into the key management approach.
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Ensuring adequate confidentiality, integrity, and availability of data stored and accessed on current and
emerging storage technologies requires a concerted effort within this layer of ICT. Many of these security
efforts focus on:

6.4 Stora

6.4.1 Background

Storage secy
Storage secu

Risk manag
process preg
acceptance,

Threats for S

protecting storage management (operations and interfaces);

ensuring adequate credential and trust management;

protecting data backup and recovery resources;

data in motion protection;

data at rest protection;

data av

ilability protection;

BCM sug

proper S

secure autonomous data movement;

secure 1

threats {
vulneral
likelihog

impact ¢

unautho

unautho

port;

anitization of storage and disposal of media;

hulti-tenancy.

e security risks

rity risks are created by an organization’s usef'specific storage systems or inff
rity risks arise from:

argeting the data handled by the storage systems and infrastructure;
pilities (both technical and non-technigal);

d of performing a successful expleit of vulnerabilities by threats;

f successful exploitation of vulnerabilities by threats.

bment is a key concept_in information security. The information security risk
ented in ISO/IEC 27005 consists of context establishment, risk assessment, risk tre
isk communicatien;and risk monitoring and review.

torage systems-and infrastructure can include:
rized usageé of storage resources;

rized access;

liability

astructures.

management
atment, risk

ne'to rpgnlnfnrv non-compliance;

Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks on storage or networks;

corruption/modification and destruction of data, including backup or recovery copies;

unauthorized disclosure which can constitute a data breach;

theft or accidental loss of storage media;

malware attack or introduction of malicious code (e.g. ransomware);

improper sanitization or disposal after end-of-use.
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These threats can give rise to a wide assortment of risks. For storage systems and infrastructure however,
the major concerns are the risks associated with data breaches, data corruption or destruction, temporary
or permanent loss of access/availability, and failure to meet statutory, regulatory, or legal requirements.

6.4.2 Data breaches

This document defines a data breach as a compromise of security that leads to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to protected data transmitted, stored, or
otherwise processed. This definition goes significantly beyond more simplistic data breach definitions that
focus on unauthorized access or disclosure of certain types of data.

Depending on the volume and type of data involved and the applicable laws and regulations, a data breach
can expose the organization to significant risk arising from costs involved in investigating the data breach,
making reqy other legal
penalties as

i L3 3 i ££ rad 2o i o2l 1 Lies 3 lot £3
ISILU TIULITICUAUIUIIS LU dITtUlilCU IIIUIviIivududls, uu5auuu CAPCIIDCO, ACSUIGLUI)’ ITIIC O dlIr

well as brand damage accruing from the public disclosure of the data breach.

There are e
information

onomic and security risks to the entity that loses their or others’ secured |inforjnation. Such
can include:

intellectjual property or other sensitive business information;

personally identifiable information (PII);

financial account or record information;

personally identifiable health record information.

Untrusted d
motivations

Table 1 sum
result from {

r unauthorized entities seeking this information can be well funded and H

marizes the likely storage-based security thieats and lists the forms of data breag
hese compromises.

ave diverse

hes that can

Table 1 — Storage-oriented data breaches

xO

pf storage device or storage media

ch

taloss, or

Security threats Potential forms of data bred

Theft or loss Unlawful or unauthorized disclosure, d4

data destruction

acciden-
ration, or

Accidental access, accidental disclosure
tal data destruction, accidental data alts
removal/denial of access

Accidental cqnfiguration changes (e.g. storage management,
storage/network resources, and incorrect patch management)
by authorizedl personnel

Unlawful access, unlawful disclosure, uplawful data

storage/network resoureées;and application tampering) by destruction. unlawful data alteration

Malicious cov:{,figuration changes (storage management,
external or ifternal advérsaries

Privileged us
data snoopin

er abuses by authorized users (e.g. inappropriate
)

a tampering by external or internal adversaries

Unlawful/unauthorized access or disclosure

Malicious da Unlawful data destruction or alteration

Denial of service attacks Loss of access by legitimate users and unavailability

of storage and data

Malicious monitoring of network traffic Unlawful/unauthorized disclosure

6.4.3 Data corruption or destruction

Data corruption is the deterioration or damage of data (i.e. undesirable changes to the original data)
caused by users, hardware, or software error. It can occur during writing, reading, retention, transmission,
or processing. Early detection of data corruption can possibly enable the recovery of data or metadata
under the right conditions. If left undetected or corrected, this data corruption can result in permanent
data loss if the root cause persists. Data destruction on the other hand results in data loss, which can be
permanent if data protection mechanisms like backups have not been employed. Both data corruption and
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data destruction can be the result of unintentional or intentional events, and in the latter case, they can be
further categorized as malicious or non-malicious.

Events such as fire, flood, power outages, and user errors are all examples of general, unintentional sources
of data corruption and destruction. Background radiation, HDD head crashes, and aging or wear of the
storage media are additional sources of problems that are more storage centric. Data corruption due to
storage device or storage media failures can generally be detected by the use of checksums, and can often be
corrected by using error correcting codes, but these silent corrections can lead to other problems if storage
is not managed well (i.e. temporary correctable errors can turn into permanent ones as the storage device
or media deteriorates).

Intentional attacks of a malicious nature can be perpetrated by external parties or insiders with the purpose
of making some or all the affected data unusable or destroyed. In this context, unusable can mean that
unauthorized modifications have been applied, modifications are suspected, or the data can he encrypted
with an unkhown key or mechanism (or the key used originally to encrypt the data can be déstfroyed). Non-
malicious infidents typically result from carelessness, lack of knowledge, or intentional-¢ircymvention of
security measures for such reasons as getting the job done. However, the impact of non‘maliciqus incidents
on the data dan be as devastating as malicious attacks.

Employing
maintaining
mechanismg

\ppropriate mechanisms to detect and remedy data corruptiom is an impor
data integrity. Likewise, detecting data loss and recovering this, data using daf]
can guard against the loss of data.

fant way of
@ protection

6.4.4 Temporary or permanent loss of access/availability

Availability

level of per
significant h
not met) can|

Loss of acce
network ele

s concerned with assuring that authorized users and systems have access to data
formance within a specified time frame. Loss ©of\‘access, even when temporar
Arm to an organization. In addition, degraded access (e.g. minimum performance th
be equally harmful to an organization.

5s or availability can occur due to failurés or issues associated with storage dev
ments, stored data, data flows, services; and applications as well as attacks. In §

it a required
y, can cause
resholds are

ices, storage
feneral, data

availability is achieved through redundancy.

6.4.5 Failfire to meet statutory, regulatory, or legal requirements

Organizations can incur significant liabilities and penalties for non-compliance with statutory
or legal requirements. For multi-national organizations, country-specific legislation has a
influence on|information securitjxrequirements.

, regulatory,
n important

Common cotppliance issues(include:

breach df country-specific privacy requirements;
unlawful transfer‘of data (e.g. moving restricted data out of particular jurisdiction);

breach qf.¢gnfidentiality;

non-conformance with an organization's policies (e.g. sanitization);
inadequate data retention and protection;

insufficient evidence of security (e.g. audit logs and proof of encryption/sanitization).

These non-compliance issues can result in costly sanctions and remediation (e.g. breach notifications).
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7 Organizational controls for storage

7.1 General

Users can refer to the extensive set of organizational controls listed in ISO/IEC 27002:2022, Clause 5. Some
or all of these controls are relevant to storage systems and storage ecosystems.

7.2 Align storage and policy
The presence or absence of policy plays a major role in assuring both security and compliance.

The following policy guidance and requirements apply.

a) OC-PLCY-GOTIncorporatingstorage Into poticies
Storage shoyld be incorporated into policies in order to:

— identify|the most sensitive (PII, intellectual property, trade secrets, etc.) and business/migsion critical
data catpgories as well as protection requirements;

— integratp storage-specific policies with other policies (i.e. avoid creating aseparate policy Jocument for
the storjge ecosystem);

— address|data retention and protection (e.g. WORM, authenticity, and\access controls);
— address|data destruction and storage media sanitization.

b) OC-PLCY-GO2 Ensuring storage conforms with policies

Conformancg with policies should:

— ensure that all elements of the storage ecosystem‘Comply with policy (e.g. ISO/IEC 27001:4022, 5.2 and
ISO/IEC|27002:2022, 5.1);

— give prigrity to the most sensitive/most critical data.

c¢) OC-PLCY-RO1 Include storage in loggingpolicy

Include storage in the logging policy,such that the logging policy shall:

— clearly state that storage systems and devices participate in audit logging;

— identify|the significantStorage-related events to be collected;

— identify[the presepyation requirements for storage-related event logs;

— identifythe retention and archival requirements for storage-related event logs;

— specify thé4ime synchronization and use requirement for storage-related event logs;

— include evidentiary expectations (authenticity, chain of custody, etc.).

7.3 Business continuity management

ISO 22301 specifies the structure and requirements for implementing and maintaining a business
continuity management system that develops business continuity appropriate to the amount and type of
impact that the organization accepts following a disruption. The requirements specified in ISO 22301 are
generic and intended to be applicable to all organizations, or parts thereof, regardless of type, size and
nature of the organization. The extent of application of these requirements depends on the organization’s
operating environment and complexity. The requirements specified in ISO 22301 address the context of the
organization, leadership, planning, support, operations, performance evaluation, and improvement.
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ISO/IEC 27002:2022, 5.30 identifies the importance of ICT readiness for business continuity (IRBC) to
ensure the availability of the organization’s information and other associated assets during disruption.
ISO/IEC 27031 describes the concepts and principles of IRBC. It also provides a framework of methods and
processes to identify and specify all aspects (such as performance criteria, design, and implementation) for
improving an organization's ICT readiness to ensure business continuity. This framework applies to any
organization (private, governmental, and non-governmental, irrespective of size) that is developing its ICT
readiness for business continuity programme, and requires its ICT services/infrastructures to be ready to
support business operations in the event of emerging events and incidents, and related disruptions, that
can affect continuity (including security) of critical business functions. It also enables an organization to
measure performance parameters that correlate to its IRBC in a consistent and recognized manner.

Storage is typically a critical element of an organization's IRBC programme or informal BCM activities. The
controls related to BCM are as follows:

a) OC-IRB(-GO1 Factoring storage ecosystem into BCM planning and implementation

Organizatiofs should ensure that the storage ecosystem is factored into the BCM p
implementation.

anning and

b) OC-IRB(-GO2 Preparing for limited disruption events

Organizations should prepare for limited disruption events (system failures;.adversarial attac
errors).

ks, operator

c¢) OC-IRB(-GO03 Identifying and documenting the unique staffing andfacility requirements

Organizations should identify and document the unique staffing and facility requirements asspciated with

the storage gcosystem.
d) OC-IRB(-G04 Performing ongoing planning and testing.of BCM

re critical to
[ plan.

Organizations should perform ongoing planning and gegular testing of assumptions, which a
successful BLM. Results of BCM testing should be fed back into ongoing maintenance of the BCM

7.4 Complliance

rtion of the

The importd
security age
storage syst

The controls

a) 0C-CPL(

Make certain that usetaccountability obligations are met by ensuring that:

users, eq

nce of complying with legal and regulatory requirements drives a significant p
hda and strategy of many.organizations. The following elements are key complian
ems and infrastructure ‘that are of concern to an information systems (IS) auditor.

related to compliahee are as follows:

[-R01 Ensure.storage meets user accountability obligations

pecially privileged users, shall have unique user IDs (i.e. no shared accounts);

Ce aspects of

users rig

hts’and privileges shall be explicitly granted based on their duties (e.g. roles) in acc

rdance with

the principle of least privilege (i.e. users are granted the minimum system resources and authorizations
that they need to perform their function);

b)

OC-CPLC-GO1 Ensuring storage meets user traceability obligations

Ensure that storage meets user traceability obligations such that:

all attempted (successful and unsuccessful) management events and transactions shall be logged.

— logged event/transaction data should contain sufficient application or system detail to clearly identify

the sour

ce;

— user information should be traceable to a specific individual;
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— when appropriate, log records should be treated as evidence (chain of custody, non-repudiation,
authenticity, etc.).

c¢) OC-CPLC-GO2 Ensuring storage meets user monitoring obligations

Ensure that storage meets user monitoring obligations such that:

— the storage layer should participate in the external audit logging measures;

— the audit logging events should be monitored and alert issues when appropriate.

d) OC-CPLC-GO3 Ensuring storage meets data retention and sanitization obligations

Ensure that storage meets data retention and sanitization obligations such that:

— appropr
— appropr

— correct
hardwai

— correct
e) OC-CPL
Ensure that

— appropr
data and

— appropr
f) OC-CPL(
Legal obligaf
— use of dj
— use of d3
— proper g

mirror i
8 People

Users can re
these contro

jate data retention measures should be implemented;

jate data integrity and authenticity measures should be implemented;

€
anitization of virtual server images, and their copies, should be implemented at thg
[-G04 Ensuring storage meets privacy obligations

btorage meets privacy (see ISO/IEC 27701) obligations suclthat:

jate data access control, based on least privilege, should be implemented to cont
metadata (e.g. search results);

jate data confidentiality measures should be.implemented to prevent unauthorized
[-GO5 Storage taking legal obligations into'consideration
ions can apply to storage such that;

ita deduplication should not conflict with data authenticity requirements;

hain of custody procedures should be followed when evidentiary data (e.g. audit log
mages, and point-in.time copies) is handled.
controlsfor storage

fer to the extensive set of people controls listed in ISO/IEC 27002:2022, Clause 6. §
s aye relevant to storage systems and storage ecosystems.

ISO/IEC 270

data sanitization should be implemented prior to the repurposing or decommissioning of

ir end of life.

rol access to

disclosure.

ita and storage media sanitization mechanisms should not violate preservation requirements;

'S, metadata,

ome or all of

2:2022, 6.3 states that an organization should identify, prepare and implement a

appropriate

training plan for technical teams whose roles require specific skill sets and expertise. For individuals
responsible for aspects of storage security, the skill and expertise can be highly specialized as demonstrated
by this document.

The controls

related to expertise are as follows:

a) SC-XPTS-GO1 Ensuring adequate storage protection expertise

Storage teams and management should understand the technologies and practices associated with
storage-based data protection technologies (see 10.14). In addition, this understanding should include the

applicability

of data protection in the organization.

b) SC-XPTS-GO2 Ensuring adequate storage security expertise
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Storage teams and management should understand the technologies and practices for securing storage
devices, systems and ecosystems, as well as leveraging storage-based security controls.

9 Physical controls for storage

9.1 General

Users can refer to the extensive set of physical controls listed in ISO/IEC 27002:2022, Clause 7. Some or all of

these contro

Is are relevant to storage systems and storage ecosystems.

9.2 Physically secure storage

Storage syst
theft, destruy|
size of stora
vary.

The controls

a) PC-PHYS

related to physically securing storage are as follows:

-GO1 Physically securing storage media

All storage media with recorded data should be stored in a safe, secure\environment accor

information
humidity, elg

b) PC-PHYS

classification and which protects them against environmental threats (such as he
ctronic field or ageing), in accordance with manufacturers’ specifications.

-G02 Physically securing storage devices

Depending o their size and location, storage devices should be physically secured:

small-si
locked ¢

large-sij

ve units in an office environment can be tethéred to furniture or walls as well as be
hbinet or safes when not in use; or

e units can be rack-mounted and reSident in laboratory or data centres where they

the seculrity measures of the facility (e.g. locking covers or cages).

9.3 Prote

Protecting t
importance.
appropriate

Managemen
area networ]
interfaces (e
relatively co

ct physical interfaces tostorage

he management interfaces from unauthorized access and reconnaissance is o
Unauthorized aceess to management interfaces, occurring due to failure tq
controls, can result'in data destruction, corruption, or denial of access.

ks, modends, and even the technologies used for the data path (e.g. Fibre Chan
g. serjal'ports plugged into a console concentrator that provides an interface on a I
mmon;

The controls

Pms and ecosystems are particularly susceptible to physical threats. They can be|subjected to
ction, and unauthorized access unless protected when not in use or not under obsdrvation. The
be media, devices, and systems can vary significantly, so the methods to secure t

em can also

ling to their
ht, moisture,

ing stored in

benefit from

[ paramount
implement

interfaces forstorage systems can take on several physical forms including seriall ports, local

nel). Hybrid
AN) are also

ralatad ta nratacting nhyucioal ot oo g Tt o anc

TCTOtC O TO PTOTC TS PITy STeat StoTa gt TIIIteTIaccs

PC-PHYS-R01 Protect physical interfaces

To protect these physical interfaces, the organization shall:

preferre

restrict physical access to management interfaces;

disable and disconnect serial management ports when not in use;

d, but logical isolation (such as VLANSs) is considered to be a best practice;

disable modem ports when not needed.
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9.4 Isolation of storage systems

Physical and logical isolation of storage devices (e.g. within a SAN) can also play an important role. The

controls related to isolation of storage are as follows:
a) PC-PHYS-GO3 Physically isolating storage systems

Physical isolation should be used to:

— segregate production from other system classes (e.g. quality assurance, development) including:

— where possible, avoiding network connections between classes (e.g. a production server connected

to both the production and development networks),

—  seghegatingnetworksand storage by classwhere appropriate;
— physically separating systems in each class;

— isolate storage devices from other data centre devices, if practical.

b) PC-PHY$-GO4 Logically isolating storage systems

Logical isolafion should be used to:

— segregafe storage traffic from normal server traffic using:
— avalllable network controlsto createindependentlogical domains on common physicalin
— trugt and access controls to manage membership in thelogical domains;

— segregate storage management traffic from all other traffic;

— configuile network gateways for appropriate netwark segregation.

10 Technological controls for storage

10.1 Generxal

Users can refer to the extensive set of physical controls listed in ISO/IEC 27002:2022, Clause 8. S
these controls are relevant to storageé systems and storage ecosystems.

10.2 Design and implementation of storage security

10.2.1 Gengral

With enormlous growth in volumes of critical data, many organizations have adopted stq

rastructure,

ome or all of

rage-centric
tant role in

architectures for-their ICT infrastructure. Consequently, storage security plays an impor
protecting thi i i i i i
storage security is often influenced by design considerations.

The controls related to storage design and implementation are as follows:

a) TC-DSGN-GO1 Adhering to core security design principles

bness of this

Designing and implementing storage security solutions requires adherence to core security design
principles. In addition, the controls and guidance described in Clauses 7, 8, and 9 should be integrated into
the design and implementation of storage security solutions to counter applicable threats. Data sensitivity,

criticality and value can also be an important consideration in designs (see 10.2.2).

b) TC-DSGN-GO2Z Considering relevant threats in design
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Common risk areas associated with storage security architectures are design failures due to poor
design or the lack of appropriate consideration for business continuity management planning, or lack of
correspondence to the current or expected threat level. A design should consider all relevant threats and
vulnerabilities in the storage system as described in 6.4.

Information on assessing security risks and associated threats can also be found in ISO/IEC 27001,
ISO/IEC 27002 and ISO/IEC 27005.

10.2.2 Storage security design principles

10.2.2.1 De

fence in depth

Increasingly, organizations are considering security from a pervasive layered approach that is

comprehens
approach is

technology.’
factors such

Animportan
to help mitig
can be anti-y
the firewalld

The controls
TC-DSGN-GO
Storage syst

ensure g

respons
deploy ¢
deploy 1
include |

leverags
architec
manage

maintai

actively
security

follow through with effective information assutance policies and procedures, assignment]
untability;

Ve across all applications, systems, networks, storage, and devices. Adopting su
considered to be defence in depth especially when it combines policy, design, miang
[he degree to which defence in depth is pursued is different for each organization, d
as data value and sensitivity, compliance requirements, adversarial capabilities an

t defence in depth principle leverages the use of multiple security contfigls or securit]
ate the risk of one component of the defence being compromised or circumvented
Firus software installed on individual workstations when there is’already virus p
and servers within the same environment.

related to defence in depth are as follows:
3 Deploying defence in depth
ems and solutions should:

balanced focus on the three primary elements: people, technology, and operations

bilities, commitment of resources, training of critical personnel, and personal acco
rotection mechanisms at multipledocations to resist multiple classes of attacks;
nultiple layers of defence mec¢hanisms between potential adversaries and targets;
poth detective and protective mechanisms;

robust (e.g. suppdrt many use cases and volumes) and highly attack resistant (e
tures) security-infrastructures (e.g. key management, public key infrastructure,
ment) that are centrally managed and monitored;

) visibleatid up-to-date system security policies;

mamnage the security posture of the storage technology and protection mechanism|
patches, anti-virus updates, and maintain ACLs);

ch a layered
gement, and
epending on
1 activities.

y techniques
An example
rotection on

of roles and

g. Zero trust
and identity

S (e.g. install

perform

monitor

regular security threat assessments to evaluate security readiness;

and react to current threats.

For storage, multiple layered defence mechanisms mean that security controls are deployed and used
throughout the storage infrastructure, including the converged network adaptor (CNA) in host computers,
storage network switches/routers, storage appliance, and storage devices.

NOTE

(HBA) and a TCP/IP Ethernet network interface card.
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10.2.2.2 Security domains

Security domains are based on the concept that system resources of different sensitivity levels (i.e. different
risk tolerance values and threat susceptibility) are segregated. This creates a way to ensure the systems
make available only the data that is necessary for conducting the tasks for that particular domain. As a
design principle, the architecture enforces domain separation to ensure that resources to which an entity
has access cannot be accessed or affected by another domain.

For storage infrastructure, a security domain is typically represented as a SAN, especially when sensitive
data are being stored and processed within the storage systems. In situations where the data sensitivity
is low, use of zoning and VLANs can be considered acceptable, but it is important to note that this generic
capability is not a security mechanism, such as FC-SP-2 Zoning.[61]

Building on the compartmentalization principle described in ISO/IEC 27033-2, the following storage security
design recorhmendations are relevant:

a) TC-DSGN-G04 Factoring data sensitivity into design of security domains
Data sensitiyity should be factored into the design of security domains such that:

— storage |and storage networks of different sensitivity levels should be lddated in differfent security
domaing;

— devices pnd computer systems providing services for external networks (e.g. the Interngt) should be
located in different domains (de-militarized zone) than internal network devices and compyter systems;

— strategi¢ assets should be located in dedicated security domains;
— untrust¢d devices and computer systems should have limited or no access to storage assety.
b) TC-DSGIN-GO5 Factoring purpose into design of security domains

Purpose shopld be factored into the design of security~xdomains such that:

— storagedndstorage networksusedfordifferentpurposes (e.g.development, production,and nhanagement)
and usir]g different technologies (e.g. SMBANFS, iSCSI, and CDMI) should be located in separate security
domaing;

— storage |networks should be in different security domains than regular networks usipg the same
technolggy (e.g. the IP networks)carrying iSCSI traffic should be segregated from normjal corporate
LANSs);

— storage |device and storage network management systems should be located in dedicated security
domaing;

— development systems should be in different domains than production systems.

¢) TC-DSGN-G0O6 Using further isolation within a security domain

Storage devike g s ible purposes
or hold multlple levels ofsensmve data should be further 1solated to minimize p0551ble 1nteract10ns

10.2.2.3 Design resilience
The controls related to design resilience are as follows:
TC-DSGN-GO7 Including resilience in design

Storage security design should incorporate several layers of redundancy to eliminate single points of failure
and to maximize the availability of the storage infrastructure. This includes the use of redundant interfaces,
backup modules, standby devices, and topologically redundant paths. In addition, the designs should also
use a wide set of approaches destined to make the storage more resilient to attacks and network failures.
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10.2.2.4 Secure initialization

The controls related to secure initialization are as follows:

TC-DSGN-GO08 Supporting a secure initialization sequence

As a design principle, the architecture should support a secure initialization sequence during the transition
from a down state to the operating state (e.g. after a power-on or reset). During the initialization phase,
externally accessible processes and network interfaces should be denied access or not be available until the
subjects are authenticated. Software and operating system load processes should start from a known state
with secure values specified by the system administrator when the system was last operational.

10.2.3 Storage system quality attributes

10.2.3.1 Relliability

ISO/IEC 2700 defines reliability as the property of consistent intended behaviour and results

For storage,

reliability is| often considered the probability that a device performs its required function ginder stated
conditions f@r a specific period of time and is quantified as:

— MTBF (

ean time between failures) for a repairable product, which i§ the expected ti

me between

consecufive failures in a system or component and is sometimes thoughtf as the average time available

for a system or component to perform its normal operations between-failures (see Figure 1));

— MTTR (

average[time to repair a failed component;

— MTTF (rean time to failure) for non-repairable a preduct, which is the average time ay
r component to perform its normal operati@ns until it fails.

system

4 Tjme to failure

>

<+—

—|System up

Time to repair >

ean time to repair) for a repairable product, which is the expected or observed
return a malfunctioning system or component to normal operations and is sometimes thoy

System down

System up

<+—

Time between failures

——»

Figure 1 — Quantification of reliability

duration to
ght of as the

ailable for a

System dow

Within the context of storage, system compromises and attacks (such as DDoS) can have negative impacts
on MTBF, MTTR (e.g. MTTR can also involve recovery operations after an attack), and MTTF. In addition, the
inclusion of security features, the application of system or application patches, or other system hardening
measures like those described in 10.3.1 can also have impacts. For example, incorrect application of updates

or use of updates from non-approved or untrusted sources can have adverse impacts.

The controls related to reliability are as follows:

TC-DSGN-G09 Minimizing impacts on storage reliability
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Specific reliability guidance includes:

— thereliability of the storage system and infrastructure should not be adversely impacted by the inclusion
of security features;

— storage vulnerabilities should be proactively managed to minimize their impacts on system reliability;

— controls should be assessed to determine whether they can ensure the reliability and security of data.

10.2.3.2 Availability

In the context of storage, data availability typically refers to how accessible data are when stored in some
form, usually in reference to remote storage of data through a network or external storage media. This term
is often used to refer to several different concepts, primarily how reliably the data are available for access by

authorized y

Availability

with certain
information]
24-hour per

To achieve

automated i
with batter)
infrastructu
protection n

The controls
TC-DSGN-G1
Because of tl
— inadequ

insuffic
where t

— inadequ

10.2.3.3 Re

Resilience is
preserving ¢
operation (s

fres. In addition, data redundancy mechanisms (e.g. mirroring and replication) as

]hfe

sers, in terms of uptime, and how quickly someone can access the data.

s measured as the proportion of time something is available for access byauth
performance assurances (e.g. no more than 5 milliseconds is required o retrie
.For example, a storage array that had approximately 5 minutes of downtime in a y¢
day, 7- days per week operations, has an availability of 0,999 99 (99,999 %).

hput/output path failover, redundant components, global hot'spares and mirrore
/ back-up) are implemented within contemporary storage)systems as well as

echanisms (e.g. backups) are often used to ensure fastdata recoveries in the event
related to availability are as follows:

0 Minimizing impacts on data availability

e importance of availability, impacts on data availability should be minimized due
hte storage security designs and implementations (e.g. minimize single points of fa

nt management of data encryption keys which can cause problems when keys are
y are needed or they are inadvertently destroyed;

hte data recovery mechanisms to guard against major data losses or storage outagg

silience

the ability to ‘provide and maintain an acceptable level of service, typically ass
ata integrify~and availability, in the face of faults (system failures) and challeng
ich as attagks, accidents or large-scale natural disasters). This ability is frequently

consideratio
availability

When consi

delivered and the integrity of that service is still there. However, the resilience of a storage syste

in thexdeployment of storage systems and infrastructure because of its impact o
f ddtar

prized users
e a piece of
ar, assuming

high availability of data, significant amounts of hardware and’ software redundancy (e.g.

l data cache
the storage
well as data
of a failure.

to:
lure);

unavailable

S,

bciated with
bs to normal
a significant
h the overall

is still being
m or storage

infrastructure is often determined by the least resilient component in the system, and cost/performance or
other factors can limit the extent to which resilience is possible or practical.

The controls related to resilience are as follows:

TC-DSGN-G1

1 Minimizing impacts on storage resilience

Impacts on resilience should be minimized due to:

— failure to include security as an integral part of the resilience strategy that accounts for unit failures,

attacks,

and compromises of both the storage and security technologies;

© ISO/IEC 2024 - All rights reserved

26


https://iecnorm.com/api/?name=43989ee5a6e782d1c7ec86c970a26e2e

ISO/IEC 27040:2024(en)

insufficient redundancy storage components;
inadequate use of diverse components that are easily repairable;

inappropriate implementation of security features and functionality (e.g. encryption and centralized
authentication) that reduces the overall resiliency of the storage system and its infrastructure.

10.2.3.4 Integrity

Data integrity is a significant design criterion for most storage systems and infrastructure and it is only
rivalled by data availability in its importance to storage personnel. Data stored on a storage device or
transmitted across a network in response to a storage request can be corrupted due to hardware or software
malfunction. A malfunction in hardware can also trigger software misbehaviour resulting in serious damage

to stored d

ta Bugs in software like device drivers can also result in lmm(ppr"rpd modific

tion of data.

Unreliable n

In addition,
system comj
in the loss of
aid an attacK

User errors
critical file (

The controls
TC-DSGN-G1

To address

ptworks can corrupt data that pass through them.

important information can be modified by malicious programs or maliciéus’ usg
ponents. For example, virus code can be inserted into binary executables) potentig
all data stored on a system. Operating systems that allow access to raw'disks can i
er to bypass security checks in the file system and cause damage to-stored data.

an compromise data integrity at the application level. For example; an inadvertent
p.g. database schema file) can result in data corruption.

related to integrity are as follows:
2 Minimizing impacts on data integrity

Hata integrity issues, organizations should employ common integrity assurance

whichincl
that perfor
journaling
also be used

10.2.4 Retd

Retention is
function, act
Preservatior
reliability ai
interchange
how the san

preventive steps so as to avoid specific typesof integrity violations (e.g. read-only

u'1e datareplication or mirroring, RAID parity, or:check summing. Integrity assurance
f

ille systems) or that are capable of recovering from damage once a problem is detg

ntion, preservation, and disposal of data

focused on keeping records according to records requirements for evidence 9
ivity or transaction and for records processes including how, and how long reco
, on the other hand, is focused on the measures taken to maintain the usability,
nd integrity of records over time. The terms “retention” and “preservation” arg
ibly and incorrettly, resulting in different and conflicting records requirements
e information is’maintained, how long it should be kept, and whether and how it

rs, or faulty
lly resulting
hadvertently

deletion of a

techniques,
mechanisms
storage and
cted, should

f a business
'ds are kept.
uthenticity,
e often used
that govern
is protected

and secured
The controlgrelatedto retention, preservation, and disposal of data are as follows:

a) TC-DSGN-G13“Ensuring data retention and preservation

Organizations that have data retention and preservation obligations should store data in a manner that
blocks records destruction or alteration (i.e. immutable) along with integrity verification (e.g. hashing) and
enforcement of explicit retention periods (e.g.legal holds). To meet immutability (non-editable) requirements,
organizations should use write once read many (WORM)-based storage or object-based storage (see 10.12)
implementations that combine WORM with metadata that can be used to perform explicit integrity checks
as well as enforce data expirations.

b) TC-DSGN-G14 Ensuring proper data disposal

Within common records and information management frameworks (see NOTE 1 below), disposition is
the last stage of a record's lifecycle. Within these frameworks, disposition does not necessarily mean
records destruction, but rather transfer to archives (see 10.15). In the latter case, this can simply delay
when records destruction occurs for most records (few records outside of government should be retained
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indefinitely). When records (data) are no longer required, the destruction of the data becomes a critical
and often necessary component of an effective data governance programme. Organizations should use a
data destruction process that removes information in a way that renders it unreadable for paper records or
irretrievable for digital records (see NOTE 2 below). In the latter case, storage sanitization techniques (see
10.6) are often used.

NOTE1 ISO 15489-1 is one of many frameworks for planning and implementing a records management program.

NOTE 2  Inthe digital world, making data irretrievable is caveated to a specified level of effort to retrieve it.
10.3 Storage systems security

10.3.1 System hardening

All operating systems, hypervisors, and applications should be hardened relative to the usel6f the storage
system. In afldition to the technical vulnerability management guidance in ISO/IEC 27002;2032, 8.8, there
are many existing best practices for various operating systems that can be referenced based on the operating
system that |s being used.

In storage systems, operating systems exist in many types of devices (e.g. stériage arrays, SAN switches,
virtualizatiogn appliances, backup and archiving appliances). Other lower-leve) devices (e.g. HBAs, storage
directors, nptwork adaptors) also require periodic software and firmware updates. Cerfain storage
operating syjstem security features are not turned on by default, and routine maintenance and{updates can
reset hardenling operations previously performed by storage administrators.

The controlg related to system hardening are as follows:

a) TC-HARD-GO1 Performing basic operating system hardening

As part of the security hygiene of storage systems, orgafizations should:
— remove inneeded/unused software, services, atid*protocols;

— Tremove innecessary accounts;

— rename pr disable predefined or default.accounts when possible as well as change all defaulf passwords;
— only opdn up network ports that are’needed;

— install the latest patches from a trusted source;

— update firmware from a-trusted source;

— install apd maintainymalware protections (see ISO/IEC 27002:2022, 8.7);
— apply vendor-recommend security configurations.

b) TC-HARP-GO2 Using software updates and patches from trusted sources

When elements of the storage infrastructure receive an update (e.g. firmware) or patches, there should be
some assurance that the software to be applied is from a trusted source. Otherwise, attackers can write
their own update that instead contains malicious code of their choosing, such as a rootkit, botnet, or other
malware.

10.3.2 Security auditing, accounting, and monitoring

Compliance regulations and contractual clauses often include monitoring and reporting requirements. Event
logging and systems accounting are key capabilities to help address these requirements. Of these two, event
logging is probably more useful from a storage security perspective because it can be used both in real-time
and as part of an incident investigation.
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Within storage systems and infrastructure, there are a wide range of transactions or events that can result
in the generation of event log entries (messages) that can be recorded in some manner of event logging. From
a security or compliance perspective, it is important to capture those event log entries which are necessary
to demonstrate proof of operations (e.g. encryption and retention), enforcement of accountability and
traceability, meeting evidentiary requirements, and adequate monitoring of systems. This subset of general
event logging is commonly called audit logging.

Not all event log entries are created equal, as some are only useful for debugging purposes, providing
system health status, warning of minor configuration problems, etc. From an audit logging perspective, the
management events (i.e. what a user did) are always of interest, the data access events are usually of limited
interest (except in situations where critical files and directories are tightly monitored), and control events
are typically of the least interest (though they can provide useful information during root-cause analysis
after an incident).
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tors.

g security auditing, accounting, and monitoring requirements and guidance are
PIms:

D-R0O1 Perform logging on storage
Fing on storage such that:
bhall be enabled on storage systems and dgvices where possible;

systems and devices shall use external or centralized event logging and can use loc

a commén, accurate time source shall be used across the environment to ensure that event |

[ sources can be correlated;

yslog that support relidble delivery and secure transports (e.g. TLS);

slog is defined in IEFE RFC 5424[47] with additional details contained in IETF RFC 3195
RFC 5426,[491 IETE RFC 5427,[139 IETF RFC 5848,[511 IETF RFC 6012,[52] and IETF RFC 658

or centralized event logging should be used with a trusted remote source;

frusted.external event logging source is an ICT security management product located i
or demain and is assumed to enforce its security functions correctly.

anomalous
ture beyond

hpplicable to

pl logging;

ecords from

pssible, storage systems aiid ‘devices shall natively log events using standard logging protocols

[41] IETF RFC
p [54]

h a dedicated

H be avoided

pvice logs for anything other than system health monitoring and debugging shoul

because device resident logs are more easily subjected to tampering or destruction, there is limited
storage space available for logs, and they preclude the use of centralized automated analysis, alerting,
and archiving;

— storage systems and devices should use multiple, external log servers;

NOTE 3

Some logging protocols use unreliable network protocols such as User Datagram Protocol (UDP)[39

and therefore log messages can be lost due to network or server performance. Sending messages to multiple log
destinations reduces the risk of inadvertent loss.

— storage systems and devices should be configured to log events as they occur (i.e. no buffering) when the
primary drivers for audit logging are compliance, accountability, or security.

b) TC-HARD-GO3 Ensuring completeness of storage audit logging
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The usefulness of event logging is somewhat dependent on the information captured (e.g. timestamps,
sources, types of event, etc.). For storage systems, ensuring completeness of the audit log entries includes:

9

Implementin

d)

once the types of events to be logged have been determined, then all occurrences of these events should
be consistently logged (whether in-band or out-of-band);

the following kinds of events should be logged (a minimum set of security events):

— failed and successful logon attempts;

— failed file and object access attempts for sensitive and high-value data;

— account and group profile additions, changes, and deletions;
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ges to security server usage (e.g. syslog, Network Time Protocol or NTP, Domain N
NS, authentication);

m shutdown and restarts;

ileged operations (i.e. administrator-initiated changes);

pf sensitive utilities (e.g. privilege escalation commands);

ss to critical data files;

ement of virtual servers between physical servers.

entry should include:

hestamp (date and time);

verity level;

source of the log entry (distinguishing name, IP address, etc.);

vent ID as well as a textual deseription (necessary to enable localization/interna
vents, where the event ID remains the same but the textual description can be {
brent languages);

Scription of the event.
D-G04 Implementing appropriate monitoring of storage
g appropriate monitoring such that:

ise of filtering (e.g. on fields like severity) that complies with the logging polid
d by-storage systems and the audit log infrastructure;

changes);

[ame System

tionalization
ranslated to
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sis.protocol should be implemented to correlate auditlog records across event sourc
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ps to identify

significant security events that provide indication of security incidents;

the storage logging should be included in the security information and event management solutions,

when su

ch technology is deployed;

the storage systems and devices should be included in the information security continuous monitoring
(ISCM) solutions, when such technology is deployed.

TC-HAR

D-GO5 Using log retention and protection for storage

Implement appropriate retention and protection such that:

— auditlog data that can have evidentiary value should be handled correctly (i.e. maintain chain of custody,

and veri

fiable integrity and authenticity);
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audit log data with specific retention requirements (e.g. for regulatory compliance) should be preserved

with the organization's data retention solution;

appropriate measures to preserve log integrity and prevent their modification or destruction (either

maliciously or accidentally) should be implemented;

when audit log entries contain sensitive information, the audit log data should be protected with

appropriate confidentiality mechanisms;

NOTE 4

Some log entries can expose things like passwords (e.g. when a user types a password instead of the user

ID), but more subtle problems can exist as well (e.g. search commands that expose specific names and health issues).

— for unique audit logging requirements (e.g. high volume, special preservation, and event signing)
dedicated and specially hardened and configured systems should be used;

— logrelayjsandlogfiltering should be leveraged to minimize the impact of specialized storagéx
(e.g. wrife once read only or WORM).

10.3.3 Storpge vulnerability management

ISO/IEC 27002:2022, 8.8, identifies the importance of managing technical vulnerabilities as well
specific guidlance. This guidance addresses the identification, evaluation, ‘and remediation
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should include storage systems in their¥ulnerability management programmes.

re management

lvorks and infrastructure* elements are complex architectures that can impo
demands on administrators. To address these demands, organizations impler

Se stringent
hent storage
all storage
gations.

ter data protection and security, centralized auditing, and meeting compliance obl

pms can besmahaged using in-band or out-of-band mechanisms (see Figure 2). In [this context,
agement-typically means that the storage system is managed through the path ovier which the
e transferred. Storage management commands are sent through an input/outpuf connection
httached SCSI, Fibre Channel, or internet SCSI, PCI Express®2), etc. Out-of-band manjagement, on
hd Uses an alternate path, different from the one used by the user data traffic, to gpin access to

the manager

connection or sideband interfaces. The management functlonallty and security considerations can vary
significantly between these two types of storage management, even when both are available on a storage

system.

2) Thistrade nameis provided for reasons of publicinterest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.
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Figure 2 — Storage management example
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10.4.2 Authentication and authorization

10.4.2.1 Au

Provisigning deals with the process for defining storage assets to be assigned to a host;

bthods, procedures, and tools that apply to storage systems, suchas:

n deals with keeping the storage (and the services that the storage infrastructure
hing smoothly. It includes monitoring the storage to spot problems as soon as pos
sers are affected;

tration deals with keeping track of resources in thie storage infrastructure and |
. [t includes all the housekeeping that is necessary to keep the storage under contr

ance is concerned with performing repairs andwupgrades, e.g. when equipment is re
hrray firmware is updated, or when a new switch is added to a storage network.
blves corrective and preventive measures to make the storage run better, such
bnfiguration parameters;

Lion (see 10.6) deals with preseérving the confidentiality of data remaining on stoj
s removed from service erre-purposed by rendering the data irretrievable.

hese storage management activities securely requires controls associated with ay
vation (see 10.4.2)%protecting the storage management interfaces (see 10.4.3),
'y and traceability-of systems and users (see 10.3.2), and ensuring the underlying g
nanagement areadequately hardened (see 10.3.1).
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The individuals managing storage systems and infrastructure are generally privileged users. Inappropriate
use of system administration privileges (any feature or facility of an information system that enables the user
to override system or application controls) can be a major contributory factor to the failure or compromise
of systems. To help mitigate these risks, secure log-on procedures as described in ISO/IEC 27002:2022, 8.5
with additional authentication measures as necessary can be used.

The controls related to authentication are as follows:

a) TC-MGMT-R01 Minimum user authentication measures

© ISO/IEC 2024 - All rights reserved

32


https://iecnorm.com/api/?name=43989ee5a6e782d1c7ec86c970a26e2e

ISO/IEC 27040:2024(en)

Storage management typically involves privileged operations that are performed by users who have a
minimum level of authentication that includes:

shall be

disc

all users shall have a unique identifier (user ID) for their personal use only;

used:

over;

strong authentication (e.g. challenge-response protocol); or

to substantiate the claimed identity of a user, one of the following suitable authentication techniques

password of sufficient complexity and secrecy thatisimpractical for an attacker to guess or otherwise

multi-factor authentication, such as biometric data (e.g. finger-print verification or retina scan) and

use

all remg

channels

b) TC-MGM
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te access shall use strong authentication or multi-factor authentication along

P .
T-GO1 Using centralized authentication solutions

l authentication solution, such as Remote Authentication Dial-in User Service (RA
n Authorization (OAuth), Security Assertion Markup Language (SAML), etc. shoul

improve monitoring and control.

c¢) TC-MGM
Multi-factor
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Logins to thg
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In addition ¢
process by ¥
partner. Thi

T-G02 Using multi-factor authentication

huthentication should be used when managing sensitive and high-value data.
T-GO03 Disabling login to the root or admin account

t root or admin account should be disabled.

T-G04 Remotely logging all privilege escalation operations

escalation operations should be remotely logged.

T-GO5 Using entity authenticatien mechanisms

o user authentication, storage systems sometimes employ entity authentication,
vhich an agent in a distributed system gains confidence in the identity of a coj
5 entity authentication can take place in Transport Layer Security (TLS) and IPsec

as well as within storage protocols such as Challenge Handshake Authentication Protocol (CHA

Diffie-Hellm
these entity
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hn Challenge Handshake Authentication Protocol (DH-CHAP) within FCP, etc. W
huthenticatiomrmechanisms should be used.
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with secure
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related to authorization and access control are as follows:

TC-MGMT-GO6 Separating security and non-security roles

The followin

g roles should be implemented and used within storage technologies:

Security Administrator. Thisrole hasread-only/view and modify rights to establish and manage accounts,

to create and associate roles/permissions, for audit logging configurations and contents (audit log event
entries can never be changed), to establish trust relationships with IT infrastructure (e.g. shared secrets
for RADIUS), to manage certificate and key stores, to manage encryption and key management, and to
set access controls;
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Storage Administrator. This role has view and modify rights for all aspects of the storage system except
for security-related elements or data (i.e. those covered by the security administrator);

Security Auditor. This role has view rights that allow entitlement reviews, verification of security
parameters and configurations, and inspections of audit logs. No access is granted to the storage,
configuration, or data;

Storage Auditor. This role has view rights that allow for the verification of storage parameters and
configurations and inspections of health/fault logs. No access is granted to security-related elements or

data.

Each storage management transaction should be associated with a security or storage role. These roles can
be important controls to ensure separation of duties with respect to management capabilities.

10.4.3 Secyre the management interfaces

In addition

to enable management of the storage system. These software interfaces can include ‘simple cq

interfaces (

interfaces (4PI), support for the Simple Network Management Protocol (SNMP), and server-b
that handle in-band management (i.e. over the data path).
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entity afithentication should be used to establishtrust relationships between storage syst

the physical interfaces (see 9.3), storage systems employ a variety of software a

nd firmware
mmand line

I), Web-based interfaces, including graphical user interfaces or REST application pfogramming

related to securing management interfaces are as follows:
T-GO7 Securing the network interfaces to management seftware/firmware
hgement software/firmware interfaces are typically,secured with the following:

5 and TCP wrappers should be used to restrictccess to management networks t
and protocols;

ment systems (e.g. using FC-SP-2 AUTH-A[®1] to authenticate the entities perforn
ment);

h detection system and intrusionyprevention system mechanisms should be leveragg
us behaviours and guard against them;

hstructure such as Donjain Name System (DNS), Service Location Protocol (SLP)
btocol (NTP) should be used with appropriate security controls to avoid indirect at]

jate privileged usercontrols, including authentication (see 10.4.2.1), authorization (
Ire auditing/monitoring (see 10.3.2) should be employed;

g systemSc¢and applications should be current and sufficiently hardened against

T<ROZ Secure the remote management

hsed proxies

b authorized

ems and the
ning in-band

d to identify
or Network
tacks;

see 10.4.2.2),

attacks (see

When storage systems are managed remotely, the following additional security measures shall be used:

Transfer Protocol Secure (HTTPS) for all remote access;

employ strong authentication or multi-factor authentication;

restrict privileges to the minimum necessary (i.e. least privilege).

use secure channels such as virtual private network (VPN), TLS, Secure Shell (SSH), or Hypertext

The organization should devise organizational and technical controls to restrict the management interface
used for remote (non-local) vendor maintenance sessions. Remote vendor maintenance operations conducted
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by individuals communicating through an external network such as the internet impose significant risks to
availability, integrity and confidentiality.

c¢) TC-MGMT-RO03 Restrict vendor remote management

Technical controls shall restrict communication traffic (i.e. systems, ports, and protocols) to the minimum
required for remote vendor maintenance operations. After the accessing party is authenticated, additional
controls at the access point should be devised to authorize the vendor maintenance session. These include
accepting, asking for approval, or denying the requested session. Appropriate logs containing audit records

of vendor actions shall be generated.

d) TC-MGMT-R04 Restrict dial-up access use

The organization shall restrict dial-up access lines to authorized accessing parties. This includes enforcing a

modem call-
session and

e) TC-MGM
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T-RO5 Secure IPMI

be systems include hardware-based platform management systemS making it

blementations, a baseboard management controller (BMC) sits between on-bg
es and out-of-band communication interfaces such ¢as* Ethernet. The Intelligg
Interface (IPMI) addresses a range of interfaces, including BMCs, that provide low
hat can override operating system controls. IPMIimessages can be transmitted to
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e
settings, so&ewhat like those for IP addresses. An additional packet format (RCMP+) has also be
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Strong, finique passwords shall be set and used for the IPMI service on devices running [PM

. This functionality is also called “IPMI-over-LAN”. [PMI also defines LAN-specific ¢

CP+ supports encrypted data transmissiofin addition to various extensions for au
5 used, the following additional security measures are necessary:

hll be disabled as the default eonfiguration setting, and IPMI should only be ¢
ry basis when needed;

ffic (usually UDP port 623)shall be restricted to trusted internal networks such asa
gment with strong network controls;

jon should be'enabled on IPMI (e.g. with RMCP or RMCP+ protocols), if possible;

)” (enabled by default on many IPMI enabled devices) and anonymous logins shall b
attackers from bypassing authentication and sending arbitrary IPMI commands;

Stored p

maintenance

possible to

monitor systems centrally, including the ability to manage servers ini remote physical locations

the storage
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o
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asswords shall be eliminated at the system’s end of life.

10.5 Data confidentiality

10.5.1 General

Within storage infrastructures, data confidentiality is typically maintained using some method of
encryption. These methods are most often associated with protecting data while it is transferred (sometime
referred to as in flight or in motion) within the storage infrastructure or as it is stored (or at rest) within a
device or on storage media (see Reference [74] for a useful summary of encryption and key management for
storage systems and ecosystems).

The process of encryption is a matter of applying an encryption algorithm (or cipher) to plaintext data
yielding encrypted data (or ciphertext). Conversely, a decryption transforms ciphertext back into its original
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plaintext. The definition and specification of many important ciphers relevant to storage can be found in the
ISO/IEC 18033 series, NIST FIPS 197, and IEEE 1619.2-2021.

For some types of ciphers (e.g. n-bit block ciphers) there are multiple ways (called modes of operations) in
which the cipher can be used to encrypt plaintext. The definition and specification of common modes of
operation can be found in ISO/IEC 10116, NIST Special Publication 800-38A, NIST Special Publication 800-
38C,l66] NIST Special Publication 800-38D,[67] NIST Special Publication 800-38E,[28] and IEEE 1619-2018.

Ciphers work in association with a key and possibly other keying material (e.g. initialization vectors). In
a symmetric cipher, the same key is used with both the encryption and decryption algorithms. In an
asymmetric cipher, different but related keys are used for encryption and decryption. The management and
protection of keys (known as key management) is critically important in maintaining data confidentiality.

The purpose of key management is to provide procedures for handling the cryptographic keying material

used with sy
aspects of kg
Part 1[69] an

10.5.2 Enci

The use of ¢
these issues

mmetric or asymmetric cryptographic mechanisms. The definition and specificatio
by management can be found in the ISO/IEC 11770 seriesl and NIST Special Public
1 Part 2.[701 [SO/IEC 27002:2022, 8.24 also provides relevant guidance on kegjmana

'yption and key management issues

ryptographic technology introduces certain issues that cannot be,ignored. Failur
can expose an organization to regulatory penalties as well as causing catastrophic

certain condjitions.

The controls
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underst
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related to encryption and key management are as follows:
D-G01 Complying with import/export regulation forcryptography

ic technologies can have strict regulations governing the import/export of the te
organizations are expected to:

hind and obey government import regulations associated with encryption and key n

h of different
htion 800-57
gement.

e to address
losses under

chnology. To

nlanagement;

hind and obey government export regulations associated with encryption and key management.

D-G02 Complying with key escrow and disclosure requirements

Some organfzations use key escrow: services to manage third party access, including ma

disclosures,
organization
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underst
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to certain parts of theirfSystems. When key escrow services are used, it is presupp
will:

vith corporate or. government key escrow requirements;

hind and follew dny corporate or government requirements for making encryption k
rate officials, law enforcement authorities, etc. to enable access to and recovery

D-GO3 Planning for key failures

ndatory key
osed that an

pys available
pf encrypted

The loss or corruption of encryption keys can render data unusable, so organizations often make provisions
to protect their encryption keys (e.g. a key backup of a key management server). Key backup is normally
implemented in the context of a specific encryption/key management solution and is focused on providing
the solution access to the keys used to encrypt data within the solution.

To ensure there is adequate protection against key loss or compromise, organizations should have:
— arecovery plan in the event of a key loss or compromise;
— akey backup plan in place to ensure continued access to encrypted business/mission critical data.

d) TC-CNFD-GO04 Limiting operational impacts of cryptography
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The use of cryptography, encryption in particular, can have operational impacts that can impact the
effectiveness or efficiency of ICT infrastructure. Organizations should minimize these impacts, including:

— diminished effectiveness of network-based data loss prevention technologies due to the use of end-to-
end encryption on communications;

— expanded network or storage utilization due to the inability to apply data reduction technologies

(dedupli

cation and compression techniques) on ciphertext;

— inability to apply centralized malware scanning on encrypted data.

10.5.3 Encryption of storage

There are multiple considerations to be addressed when evaluating the deployment of a storage-based

encryption s
— encrypt

— encrypt
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— encrypt

— encrypt
conjuncf

— encrypt
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— the qual
impact t
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warrant the
the cost). It
when the da

olution, including, but not limited to:

on carries the risk of making data unavailable if anything goes wrong with data h{
[mations, key management, or the actual encryption;

on can require non-trivial computational resources;

on can necessitate centralized key management especially when encryption
ion with out of region replication for BCM purposes;

ation) because encrypted data are not easily compréssed;

ity of the cryptography (security strength and industry-tested and accepted alg
he actual protection offered.

use of encryption as well as assist with the cost benefit analysis (i.e. is the risk redjs
s important to note that there areother mechanisms to safeguard the confident
fa are considered a critical asset.,

on has the potential of impacting other security aspects (e.g. inspection of data andl anti-virus);

indling, data

is used in

on can diminish or negate the benefit of data reduction technologies (e.g. compression and

prithms) can

are worth encrypting. A risk assessment can help identify sensitive and high-value data that

iction worth
ality of data
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Protecting data in flight typically involves two or more cominunicating entities establishing 3
channel whith is used to transfer data (see 10.5.4). This,connection is usually ephemeral and t}

usually neggtiated whenever it is needed.

Protecting data at rest (see 10.5.5) typically involves a single point in the data path (point of
for encrypting/decrypting the datagThe point of encryption is important because
the location within the data path where the data are encrypted (ciphertext) and where it is usalj
form). A commmon security perspective is td.encrypt as close to the source or use as possible,
to maximizel the protection provided, biit-there can be many options in selecting a point of eng

that is used

Figure 3), influding:

maximu

level with insights/into the users.

FC Switch

Figure 3 — Example points of encryption

Application-level, e.g. a spegific application or database, provides finest granularity of
insight into the-data (type, users, sensitivity).

Network-level-e.g- an HBA, array controller, or switch, where:
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control and

Filesyst¢m-level, e.g. an.operating system or operating system-level application, provides c¢ntrol at file-

file-pased (NAS) provides control at the share/filesystem-level (possibly file-level) w1th moderate

insightsimtothe users;

users.

NOTE 1

by the servers that have access to the individual logical volumes.

(and possibly at the logical volume level) with limited insights in the community of users.

block-based provides control at the logical volume level with limited insights in the community of

The specific user community is unknown, as are their individual access rights. The community is defined

Device-level, e.g. tape drive, storage array, and disk drive, provides control at the storage media level

Without careful design and on-going monitoring of changes to the storage ecosystem, there is a possibility
that multiple points of encryption can end up being implemented. Such a situation can have negative impacts,
especially when the ICT staff are unaware of the data at rest encryption deployments.
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The following can be used to protect data on storage using data at rest encryption (see also 10.5.5):

a) TC-CNFD-RO01 Use cryptography with at least 128 bits of security strength

Cryptography with at least 128 bits of security strength shall be used throughout the encryption solution.

b) TC-CNFD-GO5 Avoiding use of storage encryption as primary protection for sensitive data

Storage-based encryption should not be the primary confidentiality protection for sensitive data.

NOTE 2

The storage encryption is typically active only while the data are resident on the storage system or media

(i.e. it is plaintext once it passes through the point of encryption, which occurs any time the data are accessed).

c¢) TC-CNFD-GO6 Selecting an appropriate point of encryption

Selection an
reduction (s

d) TC-CNFJ
preserv

Encryption
requirement

e) TC-CNF}

Cryptograph
criteria (e.g.

f) TC-CNF]

As with san
to document
an organiza
records or p
avoiding cos
encryption:

ensure {
integrity

perform|
accredit

g) TC-CNFI

Successful u
as well as k
managemen

d implementation of a point of encryption should be compatible with BCM (s
be 10.13), data protection (see 10.14), and data confidentiality (see 10.5) requirenie

D-GO7 Using appropriate encryption and key management compatible with data r
htion requirements

hnd key management solutions should be compatible with data retention and
S.

D-GO8 Using validated cryptographic modules for sensitive gryregulated data

ic modules used to protect sensitive or regulated data should be validated usin
[SO/IEC 19790, ISO/IEC 15408 series and NIST FIPS,140-3[63).

D-GO9 Producing and retaining storage encryptionwrecords

tization, it is important that an organizatien maintain records of its data at res
the storage media that were protected, as, well as when and how they were encr
fion is suspected of losing control of its' storage media, which contain sensitive
Foof of encryption can be instrumental in demonstrating that no data breach occuy
tly data breach notifications and other liabilities. The following should be includeg

hat the encryption mechaniSms create appropriate audit log entries (activation,
F checks, re-keying, etc.);

regular and audited. checks that encryption was properly performed and cons
ption.

D-G10 Following basic key management principles

be of cry(ptography is dependent on adhering to basic principles associated with key
by mdiidgement. Storage systems and devices that integrate data at rest encryp
F canfurther improve security with the following:

pe 7.3), data
nts.

btention and

breservation

b recognized

L encryption
ypted. When

data, these
red, thereby
| for proof of

verification,

ider outside

ing material
fion and key

centralized key management should be used for key lifecycle management;

key management should be automated whenever possible;

more than 1 to 2 years, depending on the key type) should be used sparsely;

security role) for key generation, change, and distribution.
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10.5.4 Encrypting transferred data

10.5.4.1 General

Within storage infrastructures, data confidentiality or integrity (digital signature or authentication code) of
the data being transferred between two points can be of interest, especially for data that leaves the confines
of a physically controlled data centre. In addition, the transfer of data within storage systems can be of
concern.

Protocols such as FC ESP_Header,[¢% [Psec (see 10.5.4.3), TLS (see 10.5.4.2), or even computer-based
encryption techniques can provide additional protection to the data as it is transferred. These methods are
most often associated with protecting data while it is in motion (also known as in flight or in transit).

: otection-is generally a temporary protection of the data which exist only while data are
being moved. For data in motion encryption, the sender applies an encryption algorithm land sends the
ciphertext. [f can also apply an integrity algorithm and send the integrity value. Conversely;a redeiver applies
a decryption algorithm that transforms ciphertext back into its original plaintext and the|receiyer performs
a check of the integrity value. There are various standard specifications including the\Fibre Channel security
standards, [Psec RFCs, and TLS RFCs that details alternatives for securing data inmotion.

For some prptocols there are multiple modes or options of operation in the Standards. AdditTnally, there
are multiple|cipher modes or digital signature (integrity) algorithms. The definition and specifjcation of the
modes of op¢ration can be found in ISO/IEC 10116.

Protection df data in motion works in association with a key establishment or key agreemerjt process or
protocol. THe management and protection of the initial authertication keys is critically important in
maintaining| data confidentiality and integrity of data in metion. The previously cited standards detail
additional infformation of critical security parameters that should be protected when using dqta in motion
protection mpethods.

The controlgrelated to encrypting transferred data argjas follows:
a) TC-CNFD-G11 Providing end-to-end security. protections for data in motion

When protegtion of data in motion is required, it should provide end-to-end protection (i.e.|a method of
securing cothmunication that prevents third parties from accessing data while it is transferrled from one
end system ¢r device to another).

b) TC-CNFD-G12 Compensating for-eomputational impacts of data in motion encryption

Encryption ¢f data in motion ean'impose significant computational burdens on the communicafting entities,
so approprigte compensatignsshould be implemented to minimize the impacts.

10.5.4.2 Trpnsport Layer Security (TLS)

TLS is a sequrity protocol designed to facilitate privacy and data security for communicatipns over the
internet. TL$ protocol version 1.3 is specified in IETF RFC 8446.158]

The controls related to TLS are as follows:
TC-CNFD-R02 TLS minimum requirements
When TLS is used for data in motion protection, the implementation:

— shall use TLS for storage management such that the storage clients and servers comply with an
organizationally approved TLS profile (e.g. ISO/IEC 20648 or Reference [71]);

— should use TLS version 1.3[58] or later for data access.
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10.5.4.3 IP Security (IPsec)

There are several IETF RFCs that are associated with the specification of Internet Protocol Security (IPsec).
IETF RFC 6071[33] provides an excellent overview of IPsec- and IKE-related RFCs.

[Psec can have detrimental impacts on the use of certain technologies like network address translation,
intrusion detection system, intrusion prevention system, or other systems that look deeper into network
traffic frames. Whether to rely on [Psec or other data in motion protection protocols can hinge on the trade-
offs of potentially neutralizing the value of other technologies.

The controls related to IPsec are as follows:

TC-CNFD-RO3 [Psec minimum requirements

When IPsec

q L e - dnn de dnn =l - 1 At 1 1l
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support|[Psec, version 3;

supportleither tunnel mode or transparent mode of IPsec;

supportlat least one Security Policy Database (SPD) (e.g. IETF RFC 4301[44]);

support|IPsec ESP using cryptographic algorithms (e.g. RFC 4303[43]);

support|internet Key Exchange (IKE) version 2 (or later versions) key exchange algorithms

supportjencrypted payload using IKEvZ;

ensure that the IKE protocols perform peer authenticationusing RSA/ECDSA algorithm thatjuse X.509v3

certificates that conform to the pre-shared key method (€.g/ IETF RFC 4945[4¢]),

10.5.5 Encrypting data at rest

With increa

ensure this

bing amounts of sensitive and regulated data being stored, organizations are tak
lata are stored in encrypted formsgAlthough encrypting data as close as possible

and use is t

e ideal situation, encryption of data at rest within the storage infrastructure do

[ing steps to
to its origin
es provide a

basic level of| protection against breaches stémming from the loss of control of storage media, especially tape.
Consequentlly, encryption mechanisms within storage devices (self-encrypting drives as well gs controller-
based technglogies), switches, specialized appliances, HBAs, etc. can provide useful protectiond.

The controlgrelated to encrypting data at rest are as follows:
a) TC-CNFD-G13 Using anappropriate point of encryption

[ion features
mechanism
d risks, and
bd should be

Implementirjg data encryption requires much more than just purchasing a device with encryp
and connectling it tp~an existing storage infrastructure. The positioning of the encryption
(the point of encryption) in the infrastructure should be selected to address the identifie
arrangements miade to provision that location with keying material. The data to be process:¢
identified, amd.jn’some cases its location should be changed.

b) TC-CNFD-G14 Creating appropriate proof of encryption

In addition, adequate proof of encryption, which is likely to take the form of logs, should be created and
integrated into the audit log infrastructure. See 10.5.3 for additional information.

c¢) TC-CNFD-RO4 Protect keys used to encrypt storage

The use of all types of encryption for storage relies on the management of cryptographic keys. Poor key
management can easily compromise data no matter how strong the encryption is. Ultimately, the security
of data protected by cryptography directly depends on the strength of the keys, the effectiveness of
mechanisms and protocols associated with keys, and the protection afforded to the keys. All keys shall be
protected against modification. Secret (for symmetric encryption) and private (for asymmetric or public
key encryption) keys shall be protected against unauthorized disclosure. Key management provides the
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foundation for the secure generation, storage, distribution and destruction of keys. Overall frameworks for
key management are given in the [SO/IEC 11770 series.

d) TC-CNFD-RO05 Use appropriate encryption algorithms and modes of operation for storage

Encryption algorithms and modes of operations appropriate for storage technology shall be used and can
include:

— for HDDs and SSDs, AES with the XTS mode as described in IEEE 1619-2018;[36]

— for tape, AES with the counter with cipher block chaining message authentication code (CCM) or Galois/
Counter Mode (GCM) modes as described in IEEE 1619.1-2018.[37]

e) TC-CNFD-G15 Limiting plaintext exposure of plaintext keys

The amount|of time a key is in plaintext form should be limited and users should be preventedffom viewing

Cryptograp ic keys shall only be used for one purpose. Do not use key- encryptlng Keys (also kinown as key

g) TC-CNFD-R07 Randomly generate keys using the entire keyspace
Keys shall b¢ randomly generated from the entire keyspace.

Best practick recommends a cryptographically secure pseudo-random number generator which ensures,
when given full knowledge of the algorithm and a sequence of Qutputs, neither the numbers pfeceding the
sequence nof the numbers following the sequence can be determined using practical computational means.

h) TC-CNFD-RO8 Key use limited to finite cryptoperiodior maximum amount of data processefl

If appropriafe, use of data encryption keys shall be limited to a finite cryptoperiod (typically no/more than 2
years) or to @ maximum amount of data processed;

NOTE1 Ndtall keys can be replaced (e.g. a static'endorsement key in a trusted platform module).
i) TC-CNFD-G16 Using centralized key'management infrastructure

When possille, storage systems and-infrastructure should use interoperable, centralized key jnanagement
infrastructufe (e.g. generate andarchive encryption keys).

j) TC-CNFD-G17 Using OASIS’KMIP to access and use centralized key management infrastrucfure

The Organigation for the' Advancement of Structured Information Standards (OASIS) Key Management
Interoperablility Protocol (KMIP) specification and profiles define the dominant mechanism for accessing
centralized ey management within storage infrastructures.

NOTE 2  OASISKMIP is specified in References [75] and [76].

Storage systems and infrastructure should use clients that are OASIS KMIP Version 2.0 (or later) compliant
to access and use key management infrastructure.

10.6 Storage sanitization

10.6.1 General

ISO/IEC 27002:2022, 7.10 and 7.14 provides guidance on storage media disposal and re-use to prevent
leakage of information. ISO/IEC 27002:2022, 8.10 also provides related guidance on information deletion.
In general, sensitive data recorded on storage media should be eliminated prior to re-use or disposal of the
storage media.
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To address key elements of the guidance contained in ISO/IEC 27002 on disposal and re-use, it is possible to
employ a storage sanitization programme that is aligned with the data classification scheme adopted by the
organization. Such a programme often includes:

Specification of the minimum acceptable sanitization method (see 10.6.2);
— Verification steps needed to determine the adequacy of the sanitization performed (see 10.6.6);
— Identification of the records or evidence necessary to meet compliance obligations (see 10.6.7).

Storage sanitization refers to the general process of rendering previously recorded data in the storage
irretrievable, such that there is reasonable assurance that the data cannot be easily retrieved or
reconstructed. Storage sanitization that is performed within storage can take the form of logical sanitization
(see 10.6.4) or media-based sanitization (see 10.6.3). Due to the importance of storage sanitization, there
can be additfonal obligations to validate the outcomes of the sanitization operations as well as to produce
records (evi¢lence) of sanitization operations (see 10.6.7).

The controlgrelated to storage sanitization are as follows:
a) TC-SNTZ-GO01 Including storage sanitization as part of data governance

b decision to
he data that
d electronic

Storage sanitization should be an element of the organization’s data governancé process. Th
use storage $anitization should be based on the organization’s data classification, focusing on
are classifief as sensitive. Common examples of sensitive data include~personal data, PII, ar

healthcare fecords as well as certain business data (e.g. trade secfets, intellectual proper
records, and financial records) or mission critical data (e.g. natiorial‘security). Failure to san

or to keep adequate records of sanitization operations can trigger data breach notificatio

organizatior] loses control of storage devices or storage media

NOTE Sepsitive data in this context is data for which disclosure can have an impact on organizat
result in dampge to organizational assets, or result in financialloss or harm to the organization or indiv

b) TC-SNTZ-RO01 Sanitize storage prior to disposal

Logical stordge (see 10.6.4) or media-based storage (see 10.6.3) that has been used to record s
shall be sanitized prior to disposal or transferred to a party outside of the organization (i.e. the
loses contro] of the storage). Sanitization‘shall be used prior to internal transfers of storag

same organization (e.g. from human reseurces to engineering) when the sensitivity of the dz

confidentiality protections (e.g. compliance obligations or organizational policies).

c¢) TC-SNTZ-RO2 Verify storage'sanitization outcomes

Verification jof the storage §apiitization outcome shall be performed, when such sanitization 1}
prior to theg disposal or‘transfer of storage to ensure the organizational risks have beer

addressed.

10.6.2 Selection of sanitization methods

Multiple san
the form of:

Clear: Involves the use of software or hardware to overwrite the target data with non-sens

Purge: Involves the use of physical or logical techniques that make recovery infeasible, usin
art laboratory techniques, while preserving the storage in a potentially reusable state.

Destruct: Involves the use of physical techniques (e.g. disintegrate, incinerate, melt, pulveriz
to destroy the storage. This sanitization method is not applicable to logical storage.

[y, customer
fitize storage
ns when an

onal mission,
duals.

pnsitive data
brganization
e within the
ta warrants

s mandated,
adequately

nd they take

itive data.

g state of the

e, and shred)

Each of the above sanitization methods provide different assurances that the data cannot be easily retrieved

or reconstructed, and they are based on the level of effort an adversary expends to defeat the
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From this perspective, the clear method provides the least assurances and the destruct method offers the
most assurances when the sanitization method is performed correctly.

Not all sanitization methods are applicable for all types of logical storage (see 10.6.4) or media-based storage
(see 10.6.3).

The controls related to selecting storage sanitization methods are as follows:
a) TC-SNTZ-R03 Select minimum acceptable storage sanitization method

The selected storage sanitization method shall be specified as the minimum acceptable. A sanitization
method that provides a stronger assurance level shall be permitted (e.g. when destruct is used, but clear was
the minimum required). A sanitization method that provides a weaker assurance level shall not be used.

b) TC-SNTZ&
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s cost and
lity and best

The selecte
environmen
satisfies oth

1l type of storage sanitization should be assessed in terms of factors such
fal impact, and a decision should be made that best mitigates the risk to confidentig
br constraints imposed on the process.

10.6.3 Media-based sanitization

Data storagg technologies change and evolve at a rapid pace, as do the attacks against stora
specific sanitization techniques associated with the three sanitization meéthods (see 10.6.2) fo
type of storage devices or storage media are updated on a frequent haSis. This document doeg
the details dn how specific types of media can be sanitized, but instead, defers to other resd
provide such information.

ve. Thus, the
" the various
not provide
urces which

The controlg related to media-based sanitization are as follows:

a) TC-SNTZ-R04 Sanitize media in conformance with aceéptable standards

When the 7
sanitization
a manner th
2883, which
well as techi]

equirement to sanitize storage devic¢es or storage media has been establishg
shall be performed based on the seletted sanitization method (clear, purge, or des
it conforms with a standard which'is'identified as acceptable by organizational pol
provides additional informatien about selecting appropriate sanitization method
ology-specific sanitization techniques).

bd, then the
fruct) and in
cy (e.g. IEEE
s for use, as

When the purge method of cryptographic erase is used, see 10.6.5 for additional consiflerations or
requirements.

b) TC-SNTZ-R05 Verify adequacy of media sanitization outcomes

Verification [(see 10.6.6)«0f the adequacy of the sanitization outcomes shall be performed on media-based
storage.

10.6.4 Logical sanitization

Many stora (see 10.16.1).

A well-known example is the logical unit on a storage array that can have a size that far exceeds the capacity
of a single storage device; cloud computing storage (see 10.11) can take this virtualization to even higher
levels of abstraction. The situation can be further complicated when logical storage is replicated (i.e. multiple
copies of the data exist) to support server virtualization (see 10.16.2) and BCM (see 7.3). For these types of
situations, it is almost impossible to identify all the underlying storage media on which sensitive data are
recorded. Further, sanitizing all the physical media is often not appropriate or permissible because multiple
logical storage instances can coexist on shared physical media.

The controls related to logical sanitization are as follows:

a) TC-SNTZ-R06 Sanitize logical storage in conformance with acceptable standards

© ISO/IEC 2024 - All rights reserved

44


https://iecnorm.com/api/?name=43989ee5a6e782d1c7ec86c970a26e2e

ISO/IEC 27040:2024(en)

If the logical storage (e.g. logical unit, filesystem, object store, or cloud computing storage) is writeable, then
sanitization can be performed either using the clear method or, when encryption has been used appropriately,
the purge method of cryptographic erase (see 10.6.5). When the requirement to sanitize logical storage has
been established, then the sanitization shall be performed by any of the following, as appropriate:

with known, non-sensitive data (typically zeros); or

— Purge using cryptographic erase as described in 10.6.5.

b) TC-SNTZ-R07 Verify adequacy of logical storage sanitization outcomes

Clear by overwriting (replacing) all the addressable logical storage space, through provided interfaces,

Verify (see 10.6.6) the adequacy of the sanitization outcomes shall be performed on logical storage.

c¢) TC-SNT%#&

Data protec
conjunction
associated W

10.6.5 Cryptographic erase
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ion technologies (see 10.14), which can include replication and backups, ate/o
with logical storage, so separate sanitization operations should be performed
ith data protection mechanisms.

bntal level, cryptographic erase leverages the encryption of target data by enabling

Ctively sanitizing the data.

related to cryptographic erase are as follows:

-R08 Use cryptographic erase for purge under €orrect conditions
pgraphic erase as a purge method, the following conditions shall be met, at a minin
ntended for cryptographic erase shall bé encrypted prior to recording on the stora

hgth of the cryptographic algorithm; (including mode of operation) used to encry
Il be at least 128 bits;

of entropy shall be at leastithe number of bits used by the encryption key whic
the target data;

ften used in

on storage

sanitization

ption key used to encrypt the target data. This leaves only)the ciphertext remajining on the

um:

ge;
bt the target

h is used to

s of the encryption keys used to encrypt the target data shall be sanitized; if the
on keys are, themselves, encrypted with one or more wrapping keys, it is acceptab
raphic erase by(sanitizing a corresponding wrapping key.

While it ean'be tempting to combine cryptographic erase with another sanitization met

hphie erase is probably not appropriate for the sensitivity level of the data.

target data's
e to perform

d (e.g. clear),

pproach/dees not improve security, but can significantly slow down the sanitization opefation as well
Fially imipede the ability to verify the cryptographic erase. Justifications for such an approach often
fforts to reduce the attack surface by preventing access to the ciphertext, but this simply Highlights that

b)

TC-SNTZ-G04 Seeking assurances on the quality of cryptography used for cryptographic erase

Those who choose to apply cryptographic erase should seek either independent validation of the following
assurance areas or ask the vendor to identify which mechanisms are used to ensure that these concern areas
have been addressed:

Key generation: the level of entropy of the random number sources and quality of whitening procedures

applied to the random data. This applies to the cryptographic keys, and potentially to wrapping keys

affected

mode us

by the cryptographic erase operation.

ed for protection of the target data.
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Key level and wrapping: sanitizing a key used to wrap (that is, encrypt) the media encryption key or
another key can increase the importance of the security strength and level of assurance of the wrapping
techniques used (e.g. commensurate with the level of strength of the cryptographic erase operation).

Generally accepted and (where applicable) standardized mechanisms should be used. For example,
cryptographic requirements are specified in ISO/IEC 19790 and test requirements for cryptographic
modules are specified in ISO/IEC 24759. These test requirements and tests cover some (but not all) of the
concern areas.

¢) TC-SNTZ-GO5 Determining whether destroyed encryption keys are recoverable

When deciding whether to rely upon cryptographic erase, it should also be considered whether the
encryption keys can be recovered either internally or externally (e.g. injected from a key management server
or from a key escrow service). If the encryption key (or any key at or below the level of key sanitized during

cryptographiic erase) exists outside of the storage, there is a possibility that the key can be used
to recover data stored on the encrypted storage.

10.6.6 Verification of storage sanitization

Verification
itis necessai
depending o
the sanitizat
verification
complete thg

To demonst
sanitization
addition, the
However, th
possible exis
either accepf
the outcome
on the piece

bf the sanitization outcomes is an important element of a storage sanitization progi
y to determine the adequacy or effectiveness of the storage sanitization. This verific

in the future

amme when
ation differs
he results of

h the sanitization method. For clear or purge, the device interface is used to check f

sanitization or a decision on the part of the organizatién to accept any residual ri

rate the importance of verification, a hypothetical scenario can be considere
method of destruct, using a shred technique, is pérformed on an optical disc (PII is

resulting pieces from the shred shall be no laxger than 3 millimetres by 3 millim
e shred of the optical disc produced pieces<that are 5 millimetres by 5 millimetr
tence of sensitive PII data on the optical.disc, the organization is confronted with
the outcome (i.e. the organization accepts the risks with the large sized pieces) or
and then to use an alternate sanitization method of destruct (e.g. incinerate, melt,

5. In this scenario, the organization accepts the shred outcome, but documents th

from 3 millignetres by 3 millimetres maximam shred size.

The controls

a) TC-SNT]

related to verification of.storage sanitization are as follows:

[-GO6 Verifying clear sanitization method outcomes

For the clea
medium sho
sampling a

space into a

b) TC-SNT

For the pur

sanitization méthod, a representative sampling for sanitization verification of
1d be performed. I[EEE 2883 identifies two representative sampling options, inclu
ercentage.ofithe user addressable space and an approach that divides the user
redefinednumber of bands, which are then randomly sampled.

-GO7 Verifying purge sanitization method outcomes

ion operation. For destruct, physical inspection is used to check'the sanitization outcomes. This
is important because there can be errors or anomalies_that necessitate additionpl actions to

where the
recorded). In
ptres in size.
ps. Given the
h decision to
fo not accept
br pulverize)
e deviations

the storage
ling random
addressable

erformed. If

cryptographic erase was used to perform the sanitization, it is possible the verification cannot be performed
because the storage medium is not accessible or the remaining random bit pattern on the storage medium
does not provide a basis for comparison.

Storage devices that are protected with access control mechanisms have additional verification
considerations; storage devices should be accessible both before and after the sanitization to enable a
verification process. This can be an issue because certain purge operations can result in the target data on
the storage devices not being accessible.

c¢) TC-SNTZ-R09 Verification of destruct sanitization method outcomes

Physical inspection is the only option when destruct is the sanitization method because the storage is
unusable (by definition). When verification is required for destruct-based sanitization, the outcomes shall
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be inspected and compared to a standard identified as acceptable by organizational policy to determine the
adequacy (e.g. IEEE 2883). If after reviewing the verification findings associated with the destruct outcomes,
a determination is made that the sanitization outcomes are not adequate, destruct-based sanitization shall
be repeated with consideration given to using an alternate form of destruct.

10.6.7 Proof of sanitization

Organizations should maintain a record of sanitization activities to document which storage media were
sanitized, when and how they were sanitized, and the final disposition of the storage media. Often when an
organization is suspected of losing control of its information, it is because of inadequate record keeping of
storage media sanitization.

The controls related to proof of sanitization are as follows:

a) TC-SNTI—GOB Producing and retaining storage sanitization records

Proof of sanjitization takes on at least two forms: 1) an audit log trail and 2) a certificate off sanitization
documenting the sanitization. These sanitization records are the evidence that organizations ghould retain
for compliarfce/legal purposes, to prevent the risk of sanctions or costly data hteach notifijcations. The
importance pf this proof, along with the provenance or chain of custody requirements associdted with the
evidence do¢umenting sanitization, serve as the primary drivers for placing sanitization undef the control
of security personnel.

b) TC-SNTZ-G09 Recording minimum information for certification of sanitization

To generate|a certificate of sanitization, certain information shall be gathered, before performing the
sanitization |if possible (e.g. destruct of an HDD). The minimufir information recorded for a ¢ertificate of
sanitization ghould include:

— manufagturer;
— model;
— serial nymber;

— storage media type (e.g. magnetic, flash;;and hybrid);

— storage media source (i.e. user or system the storage media came from);
— sanitization method used (i.e. clear, purge, or destruct);

— descriptfion of the sanitizatjon technique used (e.g. degauss, overwrite, block erase, and cyptographic
erase);

— descriptiion of theutcome of the sanitization (e.g. success/failure and errors/anomalies);

— for sanitjization-verification for clear or purge:

— toolluséd (including version);

— verification method (e.g. full, and quick sampling).
— for both sanitization and validation:

— name of person;

— position/title of person;

— date and time of completion;

— location;

— contact information (e.g. telephone number and email address);
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— field for the signature of the person performing sanitization.

In addition to the details associated with the certificate of sanitization, the audit trail should capture time-
stamped transactions and progress associated with sanitization. For example, the initiation and conclusion
of the sanitization operation, as well as intermediate overwrite and verification progress, should be
reflected.

10.7 Direct attached storage

A direct attached storage (DAS) device is a storage device (e.g. HDD, SSD, and tape) that is directly connected
to a host computer without an intervening storage network (i.e. no network device like a hub, router, or
switch). DAS devices can take the form of internal storage (i.e. an integral part of the computer system) or
external storage (i.e. auxiliary storage), which can include expanders that increase the number of drives
that can be ¢ommected—DAStamatsoinchude storage devices with removabte redia{e-g—opticpl disc, flash
disks, Securg Digital cards) such that the storage media can be added or removed withoutpewering down
the storage fdevice or the system. Although they are typically dedicated to the system-to WHich they are
attached, a DAS device can be shared between multiple computers, if it provides multiple/interfaces (ports)
that allow cqncurrent and direct access.

These storage devices have limited data access and management interfaces (the‘latter is usually in-band).
The controlgrelated to DAS are as follows:
a) TC-DAS$-GO1 Protecting DAS against unauthorized access

To avoid unauthorized access of sensitive or high value data on DAS, some form of authenticated access
control (drive locking) and storage device encryption should beused to protect the data at rest

b) TC-DAS$-GO2Z Sanitizing DAS prior to repurposing or disposing
Prior to repyrposing or disposing, DAS used with sensjtive or high value data should be sanitizgd as follows:
— use the integrated storage sanitization functionality in the storage devices (see 10.6.2);

— use comLuter-based or application-based sanitization.

c¢) TC-DAS$-GO03 Backing up DAS to ensurerecovery after data loss

To guard agginst accidental or intentional data loss or corruption, backups (see 10.14.2) of the IDAS contents
should be made on a regular basis and properly secured in a different location.

10.8 Storage networking

10.8.1 Background

Networking|playstan important role in storage infrastructures and can include common| networking

technologieq (é:g” LAN and wide area network), storage-specific network protocols that use those
technologieswmg&qmﬂmmgegggiwﬁ;_b_wﬁ former, the

security guidance offered in the ISO/IEC 27033 series is instrumental in protecting storage resources that
utilize these technologies. The storage-specific network protocols and technologies are addressed in this
document.

Storage systems use networking for three primary purposes: 1) storage and retrieval of data, 2) protection of
data, and 3) management of storage systems. None of the uses mandate a particular networking technology
or approach. For example, some storage management can be performed over the same Fibre Channel
interface (i.e. in-band) used by a server to access data and over a TCP/IP connection to the management
interface (out-of band) of the storage system.
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10.8.2 Storage area networks

10.8.2.1 Ge

neral

A storage area network (SAN) is a specialized, high-speed network that provides block-level network access
to storage. SANs are typically composed of servers, switches, and storage devices that are interconnected
using a variety of technologies, topologies, and protocols. SANs can also span multiple sites.

SANs are often used to improve application availability (e.g. multiple data paths), enhance application
performance (e.g. off-load storage functions and use of separate networks), increase storage utilization
and effectiveness (e.g. consolidate storage resources and tiered storage), and improve data protection and
security. In addition, SANs typically play an important role in the BCM activities (see 7.3) of an organization.
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nts storage‘devices (such as disk arrays and tape libraries) to a server operating

erver, the‘storage appears to be locally attached. This simplified presentation off
bmplished using different types of virtualization.

SANs are corlnmonly based on:

system such
storage to a

and proprietary variants for mainframes;

organization as a less expensive alternative to FC;

InfiniBand, commonly used in high performance computing environments;
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— NVMe®?3) over Fabric (NVMe-oF™%),[78] using different fabric transports (see 10.8.25), is used for its
multitasking speed at low latency and high throughput;

— Interconnects that leverage extenders and switches take on characteristics of a SAN as well.

In addition, it is possible to move data between different SAN technologies using network gateways (see
Figure 5). Such interconnective can be important for business continuity management support.
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Figure 5 — Example ©f multi-site and multiple types of SANs

tdepth strategy (see 10¢2.2:1) helps to mitigate the risk associated with failure of
sible single point of failure) compromising the assets under protection.

10.8.2.2 Fibre Channel SAN

Fibre Chann
storage (see
connected tq
Switched fah

el storagerarea network is a multi-gigabit-speed network technology used for
10.9). There are three major Fibre Channel topologies, describing how multip
getherspoint-to-point (two devices are directly connected), arbitrated loop, and sw

one security

block-based
le ports are
tched fabric.

rie topologies along with the Fibre Channel Protocol (FCP), which is the interface

to transmit §

rotocol used

CSiraffic on this network technology, are the more interesting from a security pefrspective.

Security controls relevant to a FC SAN can be grouped into access control, authentication, and encryption
(see Reference [73] for a useful summary of FC security for storage systems and ecosystems).

Access control on a SAN is implemented through application of zoning, logical unit number (LUN) masking,
and port binding mechanisms:

Port Binding: Globally unique identifiers known as worldwide names (WWN) for FC are used for

identification in a SAN. Port binding is a SAN security mechanism that associates a physical port ID

3) Thistrade nameis provided for reasons of publicinterest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.

4) Thistrade name is provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO.
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and the WWN of the connected device. This association can mitigate snooping attempts by a potential
adversary.

Zoning: A SAN fabric can be segmented into separate zones to restrict the visibility of portions of a SAN to
specific servers and storage devices. Soft zoning is based on limiting SAN fabric nameserver responses to
queries based on the assumption that servers do not contact storage devices that are not discovered via
the nameserver. Hard zoning uses physical port numbers on SAN switches to restrict traffic forwarding
and isamore secure zoning method because it does not rely on correct server behaviour and in particular,
is not vulnerable to spoofing of server identity.

LUN masking and mapping: A storage device can be divided into different logical units that are identified
by LUNs. LUN mapping refers to the assignment of a number to a LUN, and it typically takes place in a
storage array, butit can also occur as partof aredirection (initial address to a new address) in the switch,

HBA or

NA, and virtualization layer. LUN masking refers to making a LUN visible to some servers and

not visih

For SANSs, it
communicat]
compromise
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There are t
Cryptograph

le to others.

is important for a switch to verify the identity of other switches in the(SAN w
es. If switch authentication is not implemented, a rogue switch can join 8'SAN an
SAN data. Likewise, the nodes in a SAN (e.g. storage devices and’servers)
bn to restrict access to SAN data.

wo major components of data confidentiality on a SAN: data‘in motion, and

as well as when at rest on a storage device. This protection can require-the use of special purpo

that can enc
protection o

The controls
a) TC-FCSS

FCP node ac
access contr

b) TC-FCSS§
Switch-base
restrict
establis]

determi
not, use

carefully

[ypt the data that are being sent to a storage device. Referto 10.5.4 for additional
f data in motion and 10.5.5 for guidance on protection 0f data at rest.

related to Fibre Channel SANs are as follows:

-GO1 Controlling FCP node access

bl lists (ACLs), binding lists, and FC-SP+2t¢1l fabric policies.
-G02 Using FC switch-based controls

 controls should be implemented to:

1 zoning to be used.im\FC SAN fabrics with a preference for hard zoning;

stronger techniques like FC-SP-2 Zoning where supported by the vendor;

disable @inused.ports;

r use.default zones and zone sets (assume a least privilege posture).

rith which it
1 potentially
can employ

lata at rest.

ic protections can be used for sensitive and high-value datain"'SANs when data ajre in motion

se hardware
guidance on

Cess should be controlled by restricting.server access on the switches using techniques such as

Ewitch interconnectionsusing techniques such as ACLs, binding lists, and FC-SP-2 fapric policies;

he whether basic)zoning is a strong enough security measure for the target enviropment, and if

¢ TC-FCSS

-GU5 ConTiguring FC device To meet security requirements

When configuring switches, extenders, routers, and gateways (e.g. FCIP) to interconnect storage networks,
configurations should meet security requirements.

10.9.1 provides guidance on block-based Fibre Channel storage.

10.8.2.3 IP

SAN

Internet SCSI storage area network (iSCSI), which is described in IETF RFC 7143,[22] is a connection-oriented
command/response protocol that runs over TCP, and is used for network access to disk, tape, and other

devices.
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related to IP SANs are as follows:

GO1 Using iSCSI network access and protocols

iSCSI network access and protocols should be controlled by:

— segregating iSCSI interfaces from general purpose LANs to provide security and better performance;

— using virtual local area networks (VLANs) when the use of physically isolated LANs is not an option.

Fibre Channel over IP (FCIP), defined in IETF RFC 3821,[43] is a pure Fibre Channel encapsulation protocol. It
allows the interconnection of islands of Fibre Channel Storage Area Networks through IP-based networks to
form a unified SAN.

b) TC-IPSS-

GQ02 Ilcing ECIP network access and prnfnr‘nlc

FCIP networ

setting U
applied

— using a private IP network, used exclusively by the FCIP entities, whenever possible.

¢) TC-IPSS

[Psec securif

— performliing cryptographic authentication and data integrity,ati@ minimum;

protecti
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on block-bag
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is ideal to c
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the printed
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iniformly;

GO03 Using IPsec to secure FCIP

y measures (see 10.5.4.3) should be implemented in conjunc¢tion with FCIP by:

hg sensitive data by appropriate confidentiality measures.

ed IP storage. In addition, IETF RFC 714626} provides important security updates
[F RFC 3821.[43]

finiBand

5 a low-latency, high-bandwidth interconnect which requires low processing o
hrry multiple traffic types(clustering, communications, storage, management)

[nfiniBand is a switch{based point-to-point interconnect architecture that oper
Circuit board as a component-to-component interconnect, as well as a chassis-to-g

nd architecture/defines multiple devices for system communication: a channel
tch, router,and a subnet manager (see NOTE 2). Within a subnet, InfiniBand requir
he channel‘adapter for each end node and a subnet manager to set up and maintai
iniBandirequires all channel adapters and switches to contain a subnet managem
hmunication with the subnet manager.

 policies are

23[42] provides additional useful informatien\oh both iSCSI and FCIP. 10.9.2 providles guidance

to IETF RFC
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channel adapter and a target channel adapter.

NOTE 2

apters, a host

The subnet manager configures the local subnet and ensures its continued operation. InfiniBand requires

that there be at least one subnet manager present in the subnet to manage all switch and router setups and for subnet
reconfiguration when a link goes down or a new link comes up.

The controls

related to InfiniBand SANs are as follows:

TC-IBSS-GO1 protecting InfiniBand SANs

InfiniBand SANs should be protected by:

— keeping all IB hosts attached to IB fabric secure because an IB fabric is only as secure as the least secure
IB host attached to it;
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— maintaining physical security because an attacker able to connect rogue host to an IB switch can be used
to compromise the security of the IB fabric.

10.8.2.5 NVMe over Fabrics

NVM Express (NVMe)[Z8] is used by a processor to communicate with non-volatile memory across a PCI
Express (PCle) bus,[89 including NVMe-attached solid state drives (SSDs) in many form factors. NVMe is
designed to take advantage of the low latency and internal parallelism of faster media, such as SSDs and

flash memor

y-based technologies.

NVMe over Fabric (NVMe-oF™)[Z8] is a communication protocol for exposing NVMe targets from a remote
system to a client via encapsulating NVMe Admin and input/output commands[Z?l over a variety of
transports called fabrics. These fabrlcs can be memory based transports e. g remote dlrect memory access

(RDMA), ang

NVMe o
NVMe o

NVMe o

NVN

jer Fibre Channel (NVMe/FC);[62]

jer TCP (NVMe/TCP);[81]
fer RDMA (NVMe/RDMA),[82] including:
le over RDMA over converged Ethernet (RoCE);

NV

— NV
The controls
a) TC-NVSS

NVMe-oF[78]
authenticati

b) TC-NVSS

Security con
For NVMe/F

— adequat
FC zonir

LUN ma

betweer]

NOTE

I

authentication of Fibre Channel devices, secure key exchange, and secure (i.e. encrypted) co

e over InfiniBand;

e over iWARP (over traditional Ethernet).
related to NVMe-oF are as follows:

-GO1 Using NVMe-oF authentication

supports two high-level types of authentications (fabric secure channel
bn). One or both authentication mechanisms should be used.

-G02 Using NVMe/FC security controls

trols for NVMe/FC can include(some of the controls used with FC SAN controls (§
C, the following should be uséd:

b physical security, including segregated networks;
g to partition the FG\fabrics;

cking on the storage to restrict access to specific LUN;

Fibre €hannel devices.

standar

The’NVMe-oFI[78] standard defers NVMe/FC specific security concerns to the FC-SP-2

abrics:

hind in-band

ee 10.8.2.2).

hmunication

(6] technical

which includes protocols to enhance Fibre Channel security in several areas

9
Security con

TC-NVSS-G03 Using NVMe/TCP security controls

trols for NVMe/TCP should be used, including:

authentication only (requires authentication secrets provisioning, one per entity) with DH-HMAC-CHAP;

secure channel concatenated to an authentication transaction (in which the authentication transaction

generates on the fly an ephemeral pre-shared key to be used by the secure channel protocol);

communicate);
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— appropriate communications security with NVMe-oF solutions such that:

— TLS

is used and no version of the Security Socket Layer (SSL) Protocol is used;

— NVMe-oF solutions based on NVMe-oF Revision 1.1 do not use TLS protocol versions less than 1.2;

— NVMe-oF solutions based on the NVMe Base Revision 2.0 specificationlZ8] and the NVMe over TCP
Revision 1.0[81] specification do not use TLS protocol versions less than 1.3.

d) TC-NVSS-G04 Using NVMe/RDMA security controls

Security Controls for NVMe/RDMA should use in-band authentication provided by DH-HMAC-CHAP.

10.8.3 Network Attached Storage protocols

10.8.3.1 Gelneral
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and built spg
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that dynami
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Servers

hched storage (NAS) is a data storage technology that provides file-level access to hg
h network. NAS enables a file system physically residing on one servercer‘device tqg
ient computers, appearing to users as a local file system. NAS systéms are typicg
cifically for NAS purposes, but general-purpose server computers-can also be used

can be implemented as individual storage servers or as a clusteréd collection of stg
Cally distributes client connections by slicing or striping data.and metadata across {
ers (see Figure 6). In addition, NAS systems can use oné\or more SANs to store dg
(shown as FC SAN-1 and FC SAN-2 in Figure 6).
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Common file system implementations include the Network File System (NFS) and Server Message Block
(SMB) Common Internet File System, in addition to other technologies such as the Object-based Storage and
cloud computing storage. These protocols can be configured to help secure NAS.

Refer to 10.10 for additional controls for NAS and file-based storage.

10.8.3.2 Network File System

Network file system (NFS) is a client/server application, communicating with a remote procedure call-
based protocol. Multiple versions of NFS are specified and in use, including NFS version 3 (specified in IETF
RFC 1813I[491), NFS version 4 (specified in IETF RFC 7530[27]), and NFS version 4.1 (specified in IETF RFC
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8881[22]). From a security perspective, NFS version 3 (NFSv3) is considered less secure and extra care is
required when it is used with sensitive or high-value data.

The controls

related to NFS are as follows:

a) TC-NASP-GO1 Using NFS network access and protocols

NFS network access and protocols should be controlled by:

filtering

using NFSv4 (or later versions) whenever possible and limit NFSv3 usage;

client and management access by IP address for additional security.

b)
NFS client d4

TC-NAS]

10.8.3.3 Se

SMB 3 is aq
file services
personal cor]

The controls

TC-NASP-GO

The followinjg networking guidance is applicable to SMB-based NAS and should be used:

— use latet
turn off
maintai
use SMB
maintai
use one-

control

enal

enci

10.9 Block

P-G02 Using encryption to secure NFS

ita access should use encryption (e.g. IPsec or TLS).

rver Message Block (SMB)

rotocol intended to provide an open cross-platform mechanism-for“client systen]

hputers and workstations running a wide variety of operating\systems.
related to SMB are as follows:

3 Using SMB network access and protocols

versions of the SMB protocol;

low-security session negotiation protocals and use Kerberos instead;
1 up-to-date patch levels;

signing;

1 directory services securely;

way trusts, from leaf demains to parent domains, when possible;
bMB network agcess and protocols by:

bling SMB otilyif necessary. This eliminatesitasa possible attack vector available to 3

yptingclient data access when necessary.

-based storage

10.9.1 Fibr

e Channel (FC) storage

enabling NFS only if required to eliminate it as a possible attack vector available to an adversary;

s to request

from server systems over a network. It is based on the standard SMB protocol widely in use by

nadversary;

Fibre Channel storage systems use specialized networking (see 10.8.2.2) to present block-based storage
resources to computers. These resources usually take the form of logical units (logical storage) and tape

devices (incl

The controls

uding virtual tape).

related to FC storage are as follows:

a) TC-BBFC-G01 Using FC LUN masking and mapping
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LUN masking and mapping (worldwide port name filtering) as well as other access control mechanisms

should be us

ed to restrict access to storage.

b) TC-BBFC-GO2 Using FCP for SCSI security measures

FCP for SCSI

security measures should be used, including:

— mutual authentication using FC-SP-2 AUTH-Al®1l with all servers and switches, leveraging centralized
authentication services when possible;

controlled data centre) with ESP_Header.

NOTE 1
which ar

encryption of Fibre Channel connections that leave the protected area (e.g. confines of a physically

Fibre Channel frame integrity or confidentiality can be provided with ESP_Header optional headers,

e-definedinReference{66]
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Data at rest
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-G03 Using data at rest encryption for FC storage
encryption measures (see 10.5.5) should be used to:
he confidentiality of sensitive or high-value data recorded on FC storage devices o

cryption within FC storage ecosystems provides media-level protection and can be a safef
is encrypted by a server, application, etc. as the primary form of protéction.

 rapid elimination of data on FC storage with cryptographicerase (see 10.6.5).
-G04 Using storage sanitization for FC storage
fization measures (see 10.6) in the form of:

igned sanitization (see 10.6.3) should be used for FC storage media and storagg
e and regulated data;

anitization (see 10.6.4) should be used for virtualized FC storage (see 10.16.1), esp|
h] storage devices and media canno@be determined.

10.9.2 IPs

Unlike FC s
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The controls
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iSCSI initiatg
b) TC-BBIP

]orage, IP storage uses I'CP/IP networking (see 10.8.2.3), specifically iSCSI, to p1

orage

e resources to computers.
related to IP storage are as follows:

-GO1 Filtering\SCSI initiator access

-GO2 Using iSCSI security measures

media;

y net for data

b devices for

ecially when

esent block-

r access should be controlled by filtering based on source [P addresses and protocgls.

iSCSI securityreasures stroutd-beused; fctuding:

targets;

10.5.4.3);

avoid indirect attacks.

TC-BBIP

-G03 Using data at rest encryption for IP storage
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Data at rest encryption measures (see 10.5.5) should be used to:

— protect the confidentiality of sensitive or high-value data recorded on IP storage devices or media;

NOTE
that typically

is encrypted by a server, application, etc. as the primary form of protection.

— facilitate rapid elimination of data on IP storage with cryptographic erase (see 10.6.5).

d) TC-BBIP

-G04 Using storage sanitization for IP storage

Storage sanitization measures (see 10.6) in the form of:

sensitiv

and regulated data;

Encryption within FC storage ecosystems provides media-level protection and can be a safety net for data

media-aligned sanitization (see 10.6.3) should be used for IP storage media and storage devices for

logical s
the actu

10.10 File

10.10.1Gen

pnitization (see 10.6.4) should be used for virtualized IP storage (see 10.16.1)ésp
b1 storage devices and media cannot be determined.

based storage

bral

Security conftrols relevant to file-based storage (typically NAS) are grouped into the following d

authoriz
the NAS

encrypt

data.

10.10.2NFS

This type of
NFS (see 10.§
on which da
just like any
systems can
be highly op

The controls
a) TC-FBNI

Access contr

ation controls, such as ACLs, that restrict users' access‘to file and folder resources
device;

on of data at rest;

based NAS

storage is basically a LAN-attached file server that presents files using the netw
B.3.2). It consists of an engine thiat implements the file services and one or more sto
a are stored. A NAS systemi-can also be node-attached, in which case the NAS systg
other server on the SAN.(é.g. provided access to storage and LAN-free backups). NF,
take many differentifforms (e.g. simple NAS servers to highly scalable clusters), and
fimized to handle-large numbers of simultaneous file accesses.

related to NES-based NAS are as follows:
-R01 Apply NFS access controls

ols shall be applied to NFS exported filesystems to:

employ

ecially when

ategories:

provided by

authentication controls, such as Kerberos, for verifying the identity of users attempting t¢ access NAS

brk protocol,
age devices,
m is treated
S-based NAS
they tend to

LSer ]cn'rn] aufhnntir‘atinh ('A'rl'\nnn"rnr pnccib]n (n g ]\IEQ"YA ('A'Yifh Vnrbnvnc "7':);

make su

b)

configure the NFS server to export file systems explicitly for the authorized users;
configure the NFS server to export file systems with minimum required privileges;

avoid granting root or administrator access to files on network filesystems;

re NFSv4 ACLs (access control lists) are assigned correctly;

use Kerberos authentication for NFSv3;
when appropriate, use Kerberos Safe and Private modes to sign and encrypt NFS traffic.

TC-FBNF-R02 Restrict NFS client behaviours
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NFS client behaviours shall be restricted to:

filter client access to NFS shares whenever possible;

exported file systems.

TC-FBNF-GO1 Securing data on NFS servers

servers should be secured by:

writing to an exported file system until it is full;

ng data at rest when necessary:

disallow NFS clients to run programs that provide temporary elevated permissions during execution on

ensuring exported file systems are in their own partitions to prevent system degradation by an attacker

)

Data on NFS
— encrypt
— disallow
— guardin
— continud
10.10.3SMB
Like NFS-ba

in its use of
The controls
a) TC-FBSN
For SMB-bag

b) TC-FBSNI-R0O2 Apply SMB access controls

Access contr

disable

implems
Director
c¢) TC-FBSN

SMB client b

disable yinauthenticated access to SMBishares and NAS devices (i.e. restrict Anonymous acq

ing NFS exports of administrative file systems;
b against malware (e.g. viruses, worms, and rootKkits);

1lly monitoring content placed in NFS shares and relevant access contfiols.

-based NAS

ed NAS (see 10.10.2), SMB-based NAS is a LAN-attached file'server that serves files,
he network protocols, SMB (see 10.8.3.3).

related to SMB-based NAS are as follows:
1-R01 Minimum acceptable SMB protocol

ed NAS, SMB version 3 or later shall be usedtand all previous versions shall be disa

ols shall be applied to SMB exported-filesystems to:

juest and Everyone access:to all SMB shares;

nt authentication and access control via a centralized mechanism (RADIUS,
y Access Protocol):

1-R0O3 Restrict SMB client behaviours

bhaviours\shall be restricted by enabling SMB signing for clients and the NAS devic

d) TC-FB

SM-GQT Securing data on SMB servers
Data on SM :

enabling SMB auditing whenever possible;

but it differs

bled.

ess);

Lightweight

continually reviewing content placed in SMB shares and relevant access controls;
encrypting data at rest when necessary;
guarding against malware (e.g. viruses, worms, and rootkits);

using SMB with strong authentication (Kerberos).
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10.11 Cloud computing storage

10.11.1Securing cloud computing storage

Both proprietary and standards-based, cloud computing storage offerings are in use and commonly provide
copy capabilities (e.g. mirroring some or all of the storage on a system), backups and recovery capabilities,
long-term retention capabilities (e.g. archives), and multi-system synchronization capabilities (e.g. allowing
a user to synchronize data on multiple and potentially different types of devices). However, individuals and
organizations hesitate to entrust their data to cloud computing storage unless they have assurance that the
relevant security threats and challenges have been addressed (see Reference [77] for a useful summary of
cloud computing security threats and challenges).

Some of these cloud computing implementations are object-based and often have a dependency on HTTPS

(HTTP over
but there ca

The controls
a) TC-CCSS

Transport se
10.5.4).

b) TC-CCSS

Data at rest
unauthorize

c) TC-CCS§
User registr
d) TC-CCS§

[t is recomm
providing ap

e) TC-CCSS

The provide
computing s

NOTE In
additional sed

Cloud compt
can also be 1

be significant difference in terms of what is implemented versus what ultimately
related to securing cloud computing storage are as follows:
-GO1 Using transport security for cloud transactions

curity such as IPsec or Transport Layer Security (TLS) should be-us€éd for all tran

-G02 Using data at rest encryption for cloud storage

encryption (and appropriate key management processes) should be used to prevs
l parties (e.g. cloud service provider personnel, oth€r tenants, and adversaries).

-G03 Using strong authentication to gain accessto cloud storage
itions should be secured and strong authentication should be used to protect acces
-G04 Using access controls to protect data on cloud storage

ended to use access controls thatig@tard against unauthorized access from other t
propriate access privileges to users who are permitted to access the data.

-GO5 Using storage sanitization for cloud storage

d storage sanitization capabilities should be used to eliminate sensitive data frg
forage.

some jurisdictiofis; privacy requirements like the right of erasure or the right to be forgottg
urity controls!

Iting implementations often leverage different forms of virtualization, so the guid4
elevant:

pe specified,
bets used.

sactions (see

nt access by

5 to data.

bnants while

m the cloud

ncanrequire

ince in 10.16

10.11.2CDM

I cpr‘nril‘y

Cloud computing storage, based on the specification on Cloud data management interface (CDMI)
contained in ISO/IEC 17826, is an object-based storage technology that uses a RESTful HTTP interface.
Security measures within CDMI can be summarized as transport security, user and entity authentication,
authorization and access controls, data integrity, data and media sanitization, data retention, protections
against malware, data at rest encryption, and security capability queries. With the exception of both the
transport security and the security capability queries (mechanism to determine what is supported), which
are mandatory to implement (use is always optional), the security measures can vary significantly from
implementation to implementation.

The controls related to CDMI security are as follows:

a) TC-CDMI-R01 Use TLS for all CDMI transactions
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Transport Layer Security (TLS) shall be used for all CDMI transactions (see 10.5.4.2).

b) TC-CDM

[-R02 Mutually authenticate all CDMI entities

CDMI entities (certificates for servers and HTTP basic authentication for clients) shall be authenticated.

¢ TC-CDM

[-GO1 Using CDMI capability queries to assess security adequacy

The adequacy of the security capabilities of the cloud service provider’s CDMI implementation should be
determined with CDMI capability queries to identify the offered security functionality.

d) TC-CDM

[-G02 Using CDMI domains

CDMI domains should be used to provide a place for authentication mappings to external authentication

providers.

e) TC-CDMll-G03 Integrating CDMI logging into audit logs

CDMI securi
queues shou

f) TC-CDM

The automat
policy.

[[-GO4 Configuring CDMI retention to align auto-deletions with policy.

Ly logging should be enabled and the security event data contained in the-approp
d be retrieved on a regular and timely basis.

ic deletion capability (CDMI deletion) should be aligned with the organization’s d3

g) TC-CDMI-GO5 Verifying the ability to lift CDMI holds prior to usingthe capability

Prior to usi

h) TC-CDM]J-GO6 Using data at rest encryption for CDMI storage

Data at rest
i)

The provide
provider's st

TC-CDM

10.12 Objg

Object-baseq
Discrete uni
self-containg
with an obje
can be used

Objects (datd
an HTTP-baj

[[-GO7 Using storage sanitization for COMI storage

CDMI holds, the process and mechanism for liftingthe CDMI hold should be unde

encryption measures should be used to pretect sensitive and high-value data.

d storage sanitization should bé&“used to eliminate sensitive data from the c
orage.

ct-based storage

storage is a data storage architecture for handling large amounts of unstru
ts of data (objects))are stored in a structurally flat data environment. Each objec
d repository that'includes the data, metadata (descriptive, customizable informatig
Ct), and a uniguie identifying ID number (instead of a file name and file path). The m
by an application to locate and access the objects.

) in@nobject-storage system are accessed via APIs. The native API for object storag

Fiate logging

ita retention

rstood.

oud service

rtured data.
[ is a simple,
n associated
ptadata or ID

e is typically

ed RESTful API (also known as a RESTful web service).

The controls

related to object-based storage are as follows:

a) TC-OBSS-G01 Using transport security for object-based storage transactions

Transport security such as IPsec or Transport Layer Security (TLS) should be used for all object-based
storage transactions (see 10.5.4).

b) TC-OBSS-GO02 Using data at rest encryption for object-based storage

Data at rest encryption (at the object-level or tenant-level) should be used to prevent access by unauthorized
parties (e.g. service provider personnel and adversaries).

c¢) TC-OBSS-G03 Enabling data immutability for object-based storage
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Data objects should have appropriate data immutability protections enabled to guard against malicious

accidental deletions or encryption (e.g. ransomware).

d) TC-OBSS-G04 Aligning security mechanisms with tenants on object-based storage

Security mechanism (e.g. authentication and key management) should be aligned with tenants on the object-

based storage.
e) TC-0OBSS-GO05 Using storage sanitization for object-based storage

The provided storage sanitization should be used to eliminate sensitive data from the object-ba

10.13 Data reductions

sed storage.

As a routine| course of business, organizations often attempt to reduce the amount of data th|
transmit in an effort to reduce costs. Two of the more common approaches are data compress
deduplication. Data compression seeks to reduce the amount of data by encoding it withra‘knov
to produce g representation of the data that uses fewer bits of storage than the unencoded re
Data deduplication, on the other hand, attempts to replace multiple copies of data witlyreference
copy. These fwo techniques can be used together to maximize data reduction.

NOTE C
and lossless
lossless algorjthms are used. Applying a particular compression algorithm to multiple instances of dat:
identical encqded/compressed data if the same starting conditions (e.g. history buffer) exist.

pression algorithms include lossy approaches (in which a portion.ofithe original inforr

Data compredssion is commonly used in conjunction with tape storage to reduce the number of t

a
for things like backups. In addition, compression can be an integral part of the network gatef

remote replication to reduce the bandwidth requirements fer BCM support. Data compressio
performed i hardware so some care is required to ensure'the encoded data can be decoded lat
a tape is readl by a different tape drive or when the compréssed data are received by a network

Data deduplication can take place at a variety of different points within the storage infrastructu
at the file system level, in-line to the storage network, and the storage device.

In and of themselves, data reduction technologies do not represent security mechanisms. Hd
presence cai necessitate adjustments to.storage security activities.

The controlg related to data reductiéns are as follows:

a) TC-DRD[-GO01 Using compression before encryption

When encryption is used along with compression, the compression should be applied before th
because ciphertext does.not effectively compress; the reverse order should be used on the ot
decryption fpllowed bjxdecompression).

b) TC-DRD[L-GOZ2 Using deduplication before encryption

When encryptiof is used along with deduplication, the deduplication should be applied before th|

Ey store and
jon and data
n algorithm
resentation.
s to a shared

hation is lost)

proaches (which preserve the entire content of the original data);but in the storage indjistry only the

can result in

esrequired
ays used in
is typically
er (e.g. when
bateway).

re, including

wever, their

P encryption
her end (i.e.

e encryption

prior to recording data because deduplication is often not effective on ciphertext; when reading data the

reverse order should be used.

c¢) TC-DRDC-GO03 Using correct order for multiple data reductions and encryption

When both compression and deduplication are used along with encryption, the order of use should be:

reading data); or

reading data).

d) TC-DRDC-G04 Using data reductions compatible with BCM
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Compression or deduplication can impact BCM implementations, so they should be factored into the design,
documentation, and testing of BCM solutions.

10.14 Data protection and recovery

10.14.1General

From a storage perspective, data protection is the process of safeguarding important data from corruption
or loss. Data recovery is the process of restoring data that has been lost, accidentally deleted, corrupted
or made inaccessible. Organizations that employ data protection mechanisms and processes typically
implement them in a way that allows for rapid and complete recovery of data (see Reference [72] for a useful
summary of data protection with storage systems and ecosystems). Owing to the increased dependency

on data avai

lability and integrity, manyv organizations employ a range of data protection mec

hanisms like

backups (seg
often on the

from probleins. All data protection solutions can be viewed as data recovery mechanisnis]

TC-PROT-GO
Data protec

mind, rather
should be in

10.14.2 Stor

10.14.2) and replications (see 10.14.3) for increased data resiliency. Unfortunately
creation of the backups and replicated data sets rather than the ability to use the

1 Designing data protection mechanisms for quick recoveries

ion mechanisms (like backups and replication) should be designed’with quick f
than just preservation of data. Specific recovery time objectives'and recovery poi
rluded in these designs.

age backups

. the focus is
m to recover

ecoveries in
ht objectives

While data l¢ss due to technology failures are less common because of more reliable hardware ajnd software,

a greater nu
organization

full back

increme
(full ori

differen
storage

A major chal
moving larg
process and

ISO/IEC 270
The controls

a) TC-PRO

Inber of threats have emerged from viruses and ransomware. This risk of data los
s to use a technology known as storage backups. These backups typically take the

up, which copies all files in a directory to storage media regardless of previous bac

ntal backup, which only copies those files in a directory that have changed since th
hcremental), to storage media;

Fial backup, which copies all files in a directory that have changed since the last fy
media.

enge with traditional backups (full, incremental, or differential) is that they are as§
e chunks of data, such as terabytes or petabytes. Moving large data sets is a tim
can eventually result in exceeding the recovery time required by the organization.

)2:2022, 8.13wprovides useful on information backups.
related/to'storage backups are as follows:

[-G02 Using data backup measures and operations securely

s has forced
form of a:

kups;

e last backup

1 backup, to

ociated with
b-consuming

Backup seculrity

TCYy STroorcr

associated restore strategy;

access (e.g. encryption or user validation);

b)

establish a chain of trusted individuals (and vendors) who handle the storage media;
implement backup validations to show proof that restore requirements are being met.

TC-PROT-GO03 Using cyber-attack recovery backups
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While many organizations implement backups for disaster recovery and business continuity (non-malicious)
purposes, some organization are also performing special backups to assist with cyber-attack recovery (e.g.
ransomware attacks). In addition to the normal backup security measures, cyber-attack recovery backups

should:

remaine

data);

d latent until triggered much later;

be stored off-site and separate from where production storage backups are stored;

not be accessible to regular IT staff, but rather, a very narrow group of specifically authorized personnel;

be retained for much longer periods of time to allow for investigations and deal with attacks that have

use independent, full backup copies on a regular basis (i.e. have no dependencies on production baseline

hosts or

use immnj

10.14.3 Stor

Replication
movement o
Replication
replication d
replication i

The controls
TC-PROT-GO

Replication §

ensure f{
associat|

ensure 1
datain

10.14.4 Stor

A storage sn
In the event
previously s
pointers to
do not take
deleted bloc

be restolred onto an isolated staging (or air-gapped) environment rather than directlyon

application;

utable storage.

age replication

nvolves making a copy of the production data ready to be used’immediately wit
r changes. Replication is a complex and costly process, aid)it is usable in limitg
has become a leader in disaster recovery solutions since-it can offer zero data loj
oes not protect from deletion, corruption, or ransomware event. Hence, despite i
not a substitute for backup.

related to storage replication are as follows:
4 Using data replication measures and operations securely
ecurity should:

hat the replication approach, espegially for business/mission critical data, is alig
pd reliability, fault-tolerance, or-pérformance requirements;

hotion encryption).

age snapshots

apshot can be of a storage volume, file or database as they appeared at a given p
of a failure,users can restore their data from the most recent snapshot (or any ot
hved) before the failure. Unlike backups that involve making copies of data, snapsh

fo the target

h no further
d scenarios.
ss. However,

Its efficiency,

ned with its

hat the replication approaeh-provides adequate protections against unauthorized access (e.g.

oint in time.
her snapshot
pts maintain

he datasand record changes to this data (deletions, additions, moves, etc.). Snaps

ks/files, so suppliers usually limit the number of snapshots that can be retained.

ts typically

p miuch storage space individually, but their total volume can grow, especially if th¢re are many

The controls

TC-PROT-GO

related to storage snapshots are as follows:

5 Using snapshots in conjunction with backups

Snapshots should be used in conjunction with a backup strategy to provide more frequent protection,
measured in minutes or hours, while backups are used for daily protection. The interval of the snapshots
should be based on the granularity requirements for restoring from a specific point in time. Snapshot
retention periods should allow for one or two backups to have taken place in that period (i.e. before a
snapshot is deleted).

TC-PROT-GO

6 Using snapshot security
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Snapshot security should:

associated recovery strategy;

ensure t

hat snapshots are protected from changes (e.g. read only);

encryption).

10.15 Data archives and repositories

10.15.1General

ensure that the snapshot approach, especially for business/mission critical data, is aligned with its

ensure that the snapshot approach provides adequate protections against unauthorized access (e.g.

While the aijgument can be made that a data archive is simply a special type of a data reposi
often a diffgrence of emphasis between a repository and an archive. Both serve accessCand

functions, blit repositories normally emphasize access, while archives normally emphasize
g technology

From a stor
and controls

10.15.2Dat{

10.15.2.1

[SO 14721 p
preservatior
organization
or corporati
ownership o
themsoast

An archive i
separately fj
economics. H
and they arg
retention re
integrity, im

[SO/TR 1849
of years, thg
Retention pe
so they can ¥

The controls

a) TC-DAR

ge and security perspective, this difference has major implications on thejunderlyin
needed to protect the data.

| archives

General

bints out that the term “archive” has come to be used®o refer to a wide variety of

functions and systems. Further to that, traditiondl archives are understood as
s which preserve records, originally generated by ot for a government organizatior
bn, for access by public or private communities. ' The archive accomplishes this ta
the records, ensuring that they are understandable to the accessing community, a
preserve their information content and ddthenticity.

b a collection of data objects that represent an official working copy of the data, bu
om more active production data, f¢¥ such purposes as long-term preservation an
urther, archives are often used-for storing data sets that have specific compliance

normally used for auditing or analysis rather than for application recovery. In

mutability, authenticityj confidentiality and provenance.

2 defines long-term-preservation as the period of time, ranging between a few yearsg

riods are often-determined by regulatory compliance, legal requirements and buj
ary significantly from one organization to another.

related.to storage archives are as follows:

5-GO01 Addressing key preservation issues in storage archives

ory, there is
breservation
reservation.

storage and
facilities or
, institution,
sk by taking
nd managing

L is managed
1 better cost
obligations,
hddition, the

Juirements can vary (e.g.short, medium and long-term), but the archive should epsure proper

to hundreds

t electronic doeiument-based information is maintained as accessible and authenfic evidence.

iness needs,

Organizations should consider and address the following key issues for storage archives contained in
[SO/TR 18492 when developing a long-term preservation strategy.

— Readable electronic document-based information. The bit stream comprising electronic document-based
information should be accessible on the computer system or device that initially created it, currently
stores it, currently accesses it, or can be used to store it in the future; media obsolescence and data
formatting are also considerations.

Intelligible electronic document-based information. The intelligibility of electronic document-based

information is a function of information concerning what the bit stream actually represents and the
processing software’s capacity to take appropriate action based on this information.
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Identifiable electronic document-based information. Document-based information should be organized,
classified and described in such a way that users and information systems can distinguish between
information objects based upon a unique attribute such as name or ID number. Facilitating search and
retrieval is also a consideration.

Retrievable document-based information. Discrete information objects (or parts of them) can be retrieved
and displayed. Retrievability is typically software-dependent in that it requires keys or pointers that
link the logical structure of information objects (e.g. data fields or text strings) to their physical storage
location.

Understandable document-based information. Conveying information to both computers and users
beyond the document contents, including context of creation and use (i.e. metadata) as well as

relationships among other documents.

is, infor
b) TC-DAR

Archives thg
of custody

Organizations should use the following security services identified by [SO\14721 for both t

metadata.

Identifid
resourct
occur at

Access c
prevent
of access
an infor

Data int
service

Data co
individu
betweer]
usage pd

Non-rep,
involved

with proof of the origin of the data. This protects against any attempt by the sender to
the dataorits contents. Second, the sender of data are provided with proof of delivery of data.

sending
This prd

contents.

Authentjc electronic document-based information. Ensure the information is what it purpor

b

ation which, over time, has not been altered, changed or otherwise corrupted:
5-G02 Employing security services to address evidentiary aspects of archives

t have potential evidentiary relevance should address data authentieity, provenan|
hspects, including retaining, protecting, and maintaining significant amounts

ation/authentication service confirms the identities of requesters for use of inform
ps. In addition, authentication can apply to providers of:data. The authentication sd
the initiation of a session or during a session.

pntrol service prevents the unauthorized use of information system resources. This

b the use of a resource in an unauthorized way. This service should be applied to vaj
to aresource (e.g. access to communicationsto the resource, the reading, writing

mation/data resource, the execution of agpfocessing resource) or to all accesses to §

\pplies to data in permanent data.§tores and to data in communications messages.

hfidentiality service ensures that data are not made available or disclosed to
als or computer processeS. This service can be applied to devices that permi
the user and the inforimation system. In addition, this service can ensure that ol
tterns of communications resources is not possible.

in it. This service can take one or both of two forms. First, the recipient of data

tects-against any subsequent attempt by the recipient to falsely deny receiving th

ts to be, that

ce and chain
bf metadata.
he data and

htion system
rvice should

service also
ious aspects

br deletion of

resource.

pority service ensures that data are;not altered or destroyed in an unauthorized fnanner. This

nauthorized
interaction
servation of

udiation service en'sures that entities engaging in an information exchange cannadt deny being

hire provided
falsely deny

e data or its

These secur

Ly services snould be applied during the storage and transier of the data and met

adata to and

from the archive. Equally important, care should be exercised when the security services/controls are
adjusted/replaced to avoid exposing the archived data to attack or disclosure (i.e. risk).

In many of standards and publications, privacy is often not directly addressed in the context of archives.
However, with the increase in privacy (protection of PII) regulations around the world, this is an important
aspect to address.

Provenance and authenticity are essential elements of most archives, which means that proper metadata
handling is required. Chain of custody measures can be necessary as well to address evidentiary
requirements, which can complicate the nature of the archive solutions used (e.g. cloud computing-based
storage can be unable to provide the needed details).
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Many archives are concerned with “proving” data have not been changed (authenticity), using integrity
verification approaches. An alternative strategy is to employ immutability measures (e.g. WORM storage) to
prevent changes.

10.15.2.2 Short to medium-term archives

Alarge number of organizations mustretain data for periods of time that are shorter than traditional archives
(less than 10 years). Often, the retention drivers are based on legal, regulatory, or statutory requirements
that also include security provisions. Failure to meet the requirements can result in significant liabilities for
the organization.

Successful retention and preservation of data over short to medium-term retention periods can involve the

use of data protectlon busmess cont1nu1ty management and dlgltal preservatlon and curation practices.

Specific megs

from all fact]
these short ¢
and require

The controls
a) TC-DAR

Multiple phy
no depender
independent
their numbe

NOTE TH

ors, and the acceptable amount of loss over the retentlon period. From a storage
nd medium-term data retention scenarios usually span one or more generations g
[he capture and retention of associated metadata.

related to short to medium-term archives are as follows:
5-G03 Making multiple physical or logical replicas of data retained in"archives

sical or logical replicas of the data should be created and preserved; archived datd
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d) TC-DARB-GO6 Using acceuntability and traceability measures for data access of archives
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Accountability and traceability measures should be implemented and periodically checked f

custody for

data retained in archlves

Mechanisms to address data authenticity, provenance, and chain of custody, especially for data of an
evidentiary nature, should be implemented.

f) TC-DARS-GO8 Ensuring appropriate key lifecycle management for data retained in archives

If encryption is used, the keys and keying material should be archived or escrowed. The data should be
rekeyed within recommended cryptoperiods or when the underlying cryptographic algorithm is being
replaced.
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10.15.2.3

ISO/IEC 27040:2024(en)

Long-term archives

Due to the rather short lifetime and limited reliability of traditional storage components, data can become
corrupted as the storage media degrades over time. This issue is relatively well understood by those who
are involved in the long-term retention of data (e.g. managing data archives). It is addressed in the following
standards, which are applicable to storage infrastructure:

ISO/TR 10255;
ISO/TR 18492;
1SO 16175-1;
1SO/TS 16175-2.
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associated with short to medium-term archives (see 10.15.2.2) apply to long-te
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related to long-term archives are as follows:
5-G09 Actively checking data integrity of long-term archival storage

age assumes a write-once, limited read access pattern, thus the integrity of thg
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Security logging should be sufficiently complete and long-lived (measured in decades) that it assists in
detecting slow attacks and maintains an attack history that can be used to make decisions to adjust the data

protections.

f) TC-DARS-G14 Detecting and addressing compromises of long-term archival storage

The archive system should either immediately deal with any compromise or maintain a history of

compromise

s in order to intelligently schedule corrective action.

g) TC-DARS-G15 Ensuring that data reduction technologies do not impact data integrity of long-term

archival

storage
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