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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The pfocedures used to develop this document and those intended for its further majntenance are
descriped in the ISO/IEC Directives, Part 1. In particular the different approval critetjia needed for
the different types of document should be noted. This document was drafted in@ccordhnce with the
editor]al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentjon is drawn to the possibility that some of the elements of this doGument may lpe the subject
of pat¢nt rights. ISO and IEC shall not be held responsible for identifying any or all such|patent rights.
Detail$ of any patent rights identified during the development of the doeument will be in th¢ Introduction
and/of on the ISO list of patent declarations received (see www.iso.org/patents).

Any trpde name used in this document is information given fox the convenience of userg and does not
constifute an endorsement.

For an explanation on the meaning of ISO specific tényms and expressions related §o conformity
assessment, as well as information about ISO’s adherentee to the WTO principles in the Technical Barriers
to Tradle (TBT) see the following URL: Foreword - Supplementary information

The cdmmittee responsible for this document isJSO/IEC JTC 1, Information technology, §C 27, Security
techniques.
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Introduction

Many organizations face the challenge of implementing data protection and security measures to meet
a wide range of requirements, including statutory and regulatory compliance. Too often the security
associated with storage systems and infrastructure has been missed because of misconceptions and
limited familiarity with the storage technology, or in the case of storage managers and administrators,
a limited understanding of the inherent risks or basic security concepts. The net result of this situation
is that digital assets are needlessly placed at risk of compromise due to data breaches, intentional
corruption, being held hostage, or other malicious events.

Data storage has matured in an environment where security has been a secondary concern due to

its historical [reliance on isolated connectivity, specialized technologies, and the physical security of

data centres.

Transmission| Control Protocol/Internet Protocol (TCP/IP), few users took advantage rof eith
inherent secufrity mechanisms or the recommended security measures.
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Information technology — Security techniques —
Storage security

1 Scope

This International Standard provides detailed technical guidance on how organizations can define

an appropriate level of risk mitigation by employing a well-proven and consistent ap

proach to the
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hg, design, documentation, and implementation of data storage security. Storagesse|
protection (security) of information where it is stored and to the security of\th
fransferred across the communication links associated with storage. Storage’sec
curity of devices and media, the security of management activities related to th
the security of applications and services, and security relevant to end-users durir
ces and media and after end of use.

and networks. This includes senior managers, acquirers of\storage product ang
hon-technical managers or users, in addition to managers-and administrators wha
sibilities for information security or storage security, storage operation, or who a
organization’s overall security program and security(policy development. It is al
b involved in the planning, design, and implementation of the architectural aspe
Fk security.

ternational Standard provides an overview.of storage security concepts and relate
des guidance on the threat, design, and control aspects associated with typical stoj
brage technology areas. In addition, it provides references to other International §
Cal reports that address existing practices and techniques that can be applied to stq

prmative references

The f

indispensable for its application. For dated references, only the edition cited applies

curity applies
b information
irity includes
b devices and
g the lifetime

e security is relevant to anyone involved in owning, operating;‘er using data st¢rage devices,

| service, and
have specific
e responsible
50 relevant to
Cts of storage

bd definitions.
age scenarios
tandards and
rage security.

lowing documents, in whole or in part, are normatively referenced in this document and are

For undated

references, the latest edition of the referenced document (including any amendments) applies.

ITU-TY.3500|ISO/IEC17788:2014, Information technology — Cloud computing — Overview

1S0/1

systems — Oveérview and vocabulary

1SO/I

systems =~ Requirements

27000, dnformation technology — Security techniques — Information security

27001:2013, Information technology — Security techniques — Information securit)

ndvocabulary

management

Y management

ISO/IEC 27005, Information technology — Security techniques — Information security risk management

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27005,
and the following apply.

3.1
block

unit in which data is stored (3.50) and retrieved on disk and tape devices (3.14)

©150/1
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3.2

clear

sanitize (3.38) using logical techniques on data in all user-addressable storage locations for protection
against simple non-invasive data recovery techniques using the same interface available to the user

3.3

compression

process of removing redundancies in digital data to reduce the amount that should be stored (3.50)
or transmitted

[SOURCE: ISO/TR 12033:2009, 3.1]

Note 1 to entryr =37; T,
entire content pf the original data, and from which the original data can be reconstructed exactly) is requii

3.4
cryptographjc erase
method of sanfitization (3.37) in which the encryption key for the encrypted target data(3.52) is sapitized
(3.38), making recovery of the decrypted target data (3.52) infeasible

3.5

cryptoperio
defined periofl of time during which a specific cryptographic key is autherized for use, or duringwhich
time the cryptographic keys in a given system can remain in effect

[SOURCE: ISO[16609:2004, 3.9]

3.6
data atrest
data stored (3.50) on stable non-volatile storage (3.30)

3.7

data breach
compromise of security that leads to the accidental or unlawful destruction (3.13), loss, altefration,
unauthorized|disclosure of, or access to prot€eted data transmitted, stored (3.50), or otherwise processed

3.8
data in motign
data being trgnsferred from onedogation to another

Note 1 to entry: These transfers typically involve interfaces that are accessible and do not include ipternal
transfers (i.e., pever exposed te‘outside of an interface, chip, or device).

3.9
data integrity
property thatjdata-Has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO 7498-2:1989, 3.3.21]

3.10

deduplication

method of reducing storage (3.43) needs by eliminating redundant data, which is replaced with a pointer
to the unique data copy

Note 1 to entry: Deduplication is sometimes considered a form of compression (3.3).

3.11
degauss
render data unreadable by applying a strong magnetic field to the media

2 © ISO/IEC 2015 - All rights reserved
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3.12

destruct

sanitize (3.38) using physical techniques that make recovery infeasible using state of the art laboratory
techniques and results in the subsequent inability to use the media for storage (3.43) of data

Note 1 to entry: Disintegrate (3.15), incinerate (3.21), melt (3.25), pulverize (3.34), and shred (3.41) are destruct
forms of sanitization (3.37).

3.13

destruction

result of actions taken to ensure that media cannot be reused as originally intended and thatinformation
is virtually impossible or prohibitively expensive to recover

3.14
deVian
mechalnical, electrical, or electronic contrivance with a specific purpose

[SOURLE: ISO/IEC 14776-372:2011, 3.1.10]

3.15
disintpgrate
destrugt (3.12) by separating media into its component parts

3.16
Electrpnically Stored Information
data of information of any kind and from any source, who§e temporal existence is evidehced by being
stored|(3.50) in, or on, any electronic medium

Note 1 fo entry: Electronically Stored Information (ESI«includes traditional e-mail, memos, letterg, spreadsheets,
databages, office documents, presentations, and otherselectronic formats commonly found on a corpputer. ESI also
includes system, application, and file-associated metadata (3.26) such as timestamps, revision histoty, file type, etc.

Note 2 [to entry: Electronic medium can take the form of, but is not limited to, storage devices (3.45) and storage
elements (3.47).

3.17
Fibre Channel
serial 1/0 interconnect capable.of supporting multiple protocols, including access to open slystem storage
(3.43))access to mainframe.storage (3.43), and networking

Note 1 fo entry: Fibre Chrannel supports point to point, arbitrated loop, and switched topologies with a variety of
copper|and optical links running at speeds from 1 gigabit per second to over 10 gigabits per secor{d.

3.18
Fibre Channel Protocol
serial [Small) Computer System Interface (SCSI) transport protocol used on Fibre Channel (3.17)
interconiiects

3.19
gateway
device (3.14) that converts a protocol to another protocol

3.20

in-band

communication or transmission that occurs within a previously established communication method or
channel

Note 1 to entry: The communications or transmissions often take the form of a separate protocol, such as a
management protocol over the same medium as the primary data protocol.

© ISO/IEC 2015 - All rights reserved 3
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3.21
incinerate
destruct (3.12) by burning media completely to ashes

3.22

malware

malicious software designed specifically to damage or disrupt a system, attacking confidentiality,
integrity, or availability

Note 1 to entry: Viruses and Trojan horses are examples of malware.

[SOURCE: ISO/IEC 27033-1:2009, 3.22]

3.23
Mean Time Between Failures
expected tim¢ between consecutive failures in a system or component

[SOURCE: ISOYIEC/IEEE 24765:2010, 3.1713, modified — The term was capitalized,]

3.24
Mean Time Tjo Repair
expected or opserved duration to return a malfunctioning system or compaonent to normal opergtions

[SOURCE: ISOYIEC/IEEE 24765:2010, 3.1714, modified — The term was\capitalized.]

3.25
melt
destruct (3.17)) by changing media from a solid to a liquid staté‘generally by the application of heat

3.26
metadata
data that defipe and describe other data

[SOURCE: ISOYIEC 11179-1:2004, 3.2.16]

3.27
multi-factor puthentication
authenticatioh using two or more of the following factors:

— knowledge factor, “something-an individual knows”;
— possessign factor, “something an individual has”;
— biometrid factor, sofnmething an individual is or is able to do”.

[SOURCE: 1S0[19092:2008, 4.42]

3.28
multi-tenancy

allocation of physical or virtual resources such that multiple tenants and their computations and data
are isolated from and inaccessible to one another

[SOURCE: Recommendation ITU-T Y.3500 | ISO/IEC 17788:2014, 3.2.27]

3.29

Network Attached Storage

storage device (3.45) or system that connects to a network and provide file access services to
computer systems

3.30
non-volatile storage
storage (3.43) that retains its contents even after power is removed

4 © ISO/IEC 2015 - All rights reserved
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3.31

out-of-band

communication or transmission that occurs outside of a previously established communication
method or channel

3.32

over provisioning

technique used by storage elements (3.47) and storage devices (3.45) in which a subset of the available
media is exposed through the interface

Note 1 to entry: Storage media (3.48) is used internally and independently by the storage element (3.47) to improve
performance, endurance, or reliability.

3.33
point pf encryption
locatign within the Information and Communications Technology (ICT) infrastructure where data are
encrypted on its way to storage (3.43) and, conversely, where data are decrypted when gccessed from
storagg (3.43)

Note 1 ko entry: The point of encryption is only applicable for data at rest (3.6).

3.34
pulverize
destrugt (3.12) by grinding media to a powder or dust

3.35

purge
sanitize (3.38) using physical techniques that make recovery infeasible using state of the art laboratory
technifjues, but which preserves the storage media(3.48) in a potentially reusable state

3.36
reliabjlity
ability|of a system or component to perfornyits required functions under stated conditionsfor a specified
period of time

[SOURKCE: ISO/IEC/IEEE 24765:20%0;3.2467, modified — The second definition from ISO/IE{£ 9126-1:2001
and thg cf. entry were not incladed.]

3.37
sanitization
procegs or method to'sanitize (3.38)

3.38
sanitize
render] access to target data (3.52) on storage media (3.48) infeasible for a given level of effort

Note 1 toentry: Clear (3.2), purge (3.35), and destruct (3.12) are actions that can be taken to sanitize (3.38) storage
media (3.48).

3.39

secure multi-tenancy

type of multi-tenancy (3.28) that employs security controls to explicitly guard against data breaches
(3.7) and provides validation of these controls for proper governance

Note 1 to entry: Secure multi-tenancy exists when the risk profile of an individual tenant is no greater than it
would be in a dedicated, single-tenant environment.

Note 2 to entry: In very secure environments even the identity of the tenants is kept secret.

3.40
security strength
number associated with the amount of work thatis required to break a cryptographicalgorithm or system

© ISO/IEC 2015 - All rights reserved 5
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3.41
shred

destruct (3.12

3.42

) by cutting or tearing media into small particles

single point of failure
element or component of a system, a path in a system, or a system that, if it fails, the whole system or an

array of syste

ms are unable to perform their primary functions

Note 1 to entry: A single point of failure is often considered a design flaw associated with a critical element.

3.43

storage
device (3.14),

3.44

Storage Area
network who
(3.45) and am

Note 1 to entry
management |z
transfer is secy

3.45
storage devi
any storage el

Function, or service supporting data entry and retrieval

Network
be primary purpose is the transfer of data between computer systems,and storage
ong storage devices (3.45)

: A SAN consists of a communication infrastructure, which provideS¢hysical connection
yer, which organizes the connections, storage devices (3.45), and-eomputer systems so th
re and robust.

Fe
pment (3.48) or aggregation of storage elements (3:47), designed and built primarily

purpose of dafta storage (3.43) and delivery

3.46
storage ecos
complex syst

ystem
bm of interdependent components that work together to enable storage (3.43) s¢

and capabilities

Note 1 to entry
storage manag

3.47

: The components often include storage devices (3.45), storage elements (3.47), storage ne
bment, and other Informationand Communications Technology (ICT) infrastructure.

storage element

component th
delivery

Note 1 to entry

3.48
storage med

at is used to buildstorage devices (3.45) and which contributes to data storage (3.4

: Common€xamples of a storage element include a disk or tape drive.

um
d

storage med

levices

,and a
at data

for the

rvices

works,

3) and

material on which Electronically Stored Information (3.16) or digital data are or can be recorded

3.49

storage security
application of physical, technical, and administrative controls to protect storage systems and
infrastructure as well as the data stored (3.50) within them

Note 1toentry: Storage securityisfocused on protectingdata (and itsstorage infrastructure) againstunauthorized
disclosure, modification, or destruction while assuring its availability to authorized users.

Note 2 to entry: These controls may be preventive, detective, corrective, deterrent, recovery, or compensatory in

nature.

© ISO/IEC 2015 - All rights reserved
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3.50
store
record data on volatile storage (3.53) or non-volatile storage (3.30)

3.51
strong authentication
authentication by means of cryptographically derived credentials

[SOURCE: ISO/TS 22600-1:2006, 2.23]

3.52
target data
infornpatiomr subjecttoa givermr process, typicatty inctuding mostor atimformmatiorpn a piece of

storage media (3.48)

3.53
volatile storage
storagp (3.43) that fails to retain its contents after power is removed

3.54
weak key
key that interacts with some aspect of a particular cipher’s definition in such a way that it weakens the
securitly strength (3.40) of the cipher

4 Symbols and abbreviated terms

ACE Access Control Entry

ACL Access Control List

AD Active Directory

AES Advanced Encryption Standard

ATA Advanced TechnologyAttachment

BC Business Continuity

BCM Business €ontinuity Management

CAS Content. Addressable Storage

CBC Cipher Block Chaining

CCM Counter with Cipher block chaining Message authentication code
CDMI Cloud Data Management Interface

CDP Continuous Data Protection

CHAP Challenge Handshake Authentication Protocol
CIFS Common Internet File System

CLI Command Line Interface

CNA Converged Network Adaptor

DAC Discretionary Access Control

© ISO/IEC 2015 - All rights reserved 7
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DAS Direct Attached Storage
DDoS Distributed Denial of Service

DH-CHAP  Diffie Hellman - Challenge Handshake Authentication Protocol

DES Data Encryption Standard

DLM Data Lifecycle Management

DMZ De-Militarized Zone

DNS Jomain Name System

DoS Denial of Service

DR Disaster Recovery

DRP Disaster Recovery Planning

EHR Flectronic Healthcare Record

ESI Hlectronically Stored Information

ESP Kncapsulating Security Payload

FC Fibre Channel

FC-SP Fibre Channel - Security Protocol

FCAP Fibre Channel Certificate Authentication‘Protocol
FCEAP Fibre Channel Extensible Authentication Protocol
FCIP Fibre Channel over TCP/IP

FCoE Fibre Channel over Ethernet

FCP Fibre Channel Protoeol

FCPAP Fibre Channel RPassword Authentication Protocol
FCS Fixed Content Storage

FDE Full Disk Encryption

GCM ralois/Counter Mode

GUI Graphical User Interface

HAMR Heat Assisted Magnetic Recording

HBA Host Bus Adapter

HDD Hard Disk Drive

HTTPS Hypertext Transfer Protocol Secure

ICT Information and Communications Technology

ID [Dentifier

8 © ISO/IEC 2015 - All rights reserved
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IDS Intrusion Detection System

[EEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IKE Internet Key Exchange

ILM Information Lifecycle Management

1/0 Input/Output

[P Internet Protocol

[PS Intrusion Prevention System

[POCM Incident Preparedness and Operational Continuity Management
[Psec Internet Protocol Security

IRBC ICT Readiness for Business Continuity
iSCSI Internet Small Computer Systems Interface
ISL Inter-Switch Link

[SMS Information Security Management System
iSNS Internet Storage Name Service

KEK Key Encryption Key

KMIP Key Management Interoperability Protocol
LAN Local Area Network

LBA Logical Block Address

LDAP Lightweight Birectory Access Protocol
LUN Logical UNit

MAC Mandatory Access Control

MD5 Message-Digest algorithm 5

MEK Media Encryption Key

MTBF Mean Time Between Failure

MTTF Mean Time To Failure

MTTR Mean Time To Repair

NAS Network Attached Storage

NAT Network Address Translation

NFS Network File System

NIC Network Interface Card

© ISO/IEC 2015 - All rights reserved 9
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NIS
NPIV
NTLM
NTP
NVM
OASIS
OID
0SD
PCle
PII
PKI
pNFS
PRNG
RADIUS
RAID
RAM
RBAC
REST
RNG
ROM
RPC
SAN
SAS
SCSI
SED
SHA
SIEM
SLP
SMB
SMI-S

SNIA

10

Network Information Service
N_Port_ID Virtualization

NT LAN Manager

Network Time Protocol

Non-Volatile Memory

Organization for the Advancement of Structured Information Standards

Dbject IDentitier

Dbject-based Storage Device

Peripheral Component Interconnect express
Personally Identifiable Information

Public Key Infrastructure

parallel Network File System
Pseudo-Random Number Generator
Remote Authentication Dial In User Service
Redundant Array of Independent Disks
Random Access Memory

Role-Based Access Control
REpresentational State Transfek

Random Number Generatox

Read-Only Memory

Remote Procedure-Call

btorage Area-Network

berial Attached SCSI

bnrall Computer System Interface

Self-Encrypting Drive

Secure Hash Algorithm

Security Information and Event Management
Service Locator Protocol

Server Message Block

Storage Management Initiative — Specification

Storage Networking Industry Association
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SNMP Simple Network Management Protocol
SOHO Small Office/Home Office

SSC Security Subsystem Class

SSD Solid State Drive

SSH Secure SHell

SSHD Solid State Hard Drive

SSO Single Sign-on

TCG Trusted Computing Group

TCP Transmission Control Protocol
TLS Transport Layer Security

UDP User Datagram Protocol

USB Universal Serial Bus

VLAN Virtual Local Area Network
VM Virtual Machine

VSAN Virtual Storage Area Network
VPN Virtual Private Network

WAN Wide Area Network

WORM Write Once Read Many

WWN World Wide Name

WWPN World Wide Port Name

XEX Xor-Encrypt-Xor

XTS XEXsbased Tweaked-codebook mode with ciphertext Stealing
5 Oyerview and concepts

5.1 General

Computer data storage or information storage, often called storage, refers to computer components,
storage elements, storage devices, and storage media that retain Electronically Stored Information (ESI)
or digital data. While both volatile and non-volatile forms of storage exist, this International Standards
is concerned primarily with non-volatile storage. Storage is a core function and fundamental component
of computers.

To secure storage infrastructure, a clear understanding of the storage technologies and concepts are
necessary. In addition, the types of security controls and insight into how they impact and interact
with the storage technologies are also important. Finally, the threats to this infrastructure and the
major risks arising from these threats are factored into any efforts to secure storage infrastructure or
individual storage systems.
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5.2 Storage concepts

In the past, storage was simply seen as Hard Disk Drives (HDD) and tape drives attached to a computer to
store data. This approach, commonly called Direct Attached Storage (DAS), is stillin use within enterprise
data centres as well as Small Office/Home Office (SOHO) environments. Alternate approaches based on
the use of networking technology for storage have emerged as highly sophisticated technologies became
available to provide solutions for managing, connecting, protecting, securing, sharing, and optimizing
the storage of data. These solutions become more feasible and cost effective as storage technology
evolved from non-intelligent internal and external DAS to intelligent networked storage. The use of
networking in these solutions increases the attack surface of these solutions and requires additional
attention be paid to their security.

Contemporary storage solutions include some or all of the following elements:
— storage afrays with storage network interfaces;

— Network Attached Storage (NAS);

— Content Addressable Storage (CAS);

— Object-balsed Storage Devices (0OSD);

— backup/rgcovery systems, Continuous Data Protection (CDP), etc. (ize;-data protection systems).

Storage has b¢come a prominent and independent layer of Information'and Communications Techpology
(ICT) infrastructure in enterprise class and midrange computingenvironments. The requiremejnts for
these enviroriments frequently exceed simple data storage capabilities. Examples of applicatiophs and
functions driying the emergence of new storage technology.include:

— sharing of vast storage resources (measured in petabytes and exabytes) between multiple systems
via netwqrks;

— backups that don’t require use of a Local Are@Network (LAN);

— remote, dfisaster tolerant, on-line mirroring of mission critical data;

— clustering of fault tolerant applications and related systems around a single copy of data;
— long-ternj retention of sensitiye or high-value business information;

— distribut¢d database and.file systems;

— support fpr regulatory'and legal compliance requirements;

— support fpr centralized data repositories for rapid recovery (e.g., backups) and archiving.

5.3 Introdpction to storage security

Storage security is concerned with the physical, technical and administrative controls as well as the
preventive, detective and corrective controls associated with storage systems and infrastructure as
outlined in 5.2. Storage security can also force the introduction of specialized technologies such as:

— media sanitization;
— virtualization security;

— self-encrypting storage devices (see C.3) like HDD, Solid State Drives (SSD), and Solid State Hard
Drive (SSHD);

— key management services;

— data authenticity and integrity services;
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— data in motion protections (encryption and data reduction);
— directory services and other user management systems.

To better understand the security issues and implications for storage, one should know both how and
why the storage technologies are used. As a starting point, consider the following:

The storage systems can function as nodes within storage networks, which can be based on, but
not limited to technologies like Transmission Control Protocol/Internet Protocol (TCP/IP), Fibre
Channel (FC), Fibre Channel over Ethernet (FCoE), and InfiniBand. The potential threats can vary

significantly based on the networking technology as well as the topologies used.

: files/objects;

s between these two types of storage methods. Likewisg, the security

Cess controls,

dia capability
sioned, where
s. HDDs often
hs when there

temporary access problem. User data may remain on such argas even after the deyice is written

thfough its interface. Such devices may not be cleared by overwrites through the intgrface.

nges, provisioning storage, tuning, monitoringgetc: this infrastructure. Some of thé

Dz
important for security to be complementary rather than a trade-off and that it nof
aviilability measures by introducing choke-points and additional single points of fail

Many organizations implement elaborate data resiliency strategies, which are int

an operation
configuration
management

n be performed remotely as well as involve thitd parties such as vendor support pgrsonnel.

ta availability and integrity are key factérs in an organization’s storage architecture, so it is

negate high-
ire.

poral to their

Disaster Recovery (DR) and Business Continuity (BC) plans. Security mechanisms like data at rest

erlcryption have to be impleniented carefully to ensure that resiliency strategies are

Virtualization within sterage can take many forms and be implemented at different
the storage infrastructure. This virtualization can mask the physical details associ

hot impacted.

points within
ated with the

presentation of storage (e.g., a Logical Unit or filesystem to a server), mask the trjyle capacity of

a flevice, perform-policy-driven autonomous data movement (like tiered storage),
abstract the-storage infrastructure (like cloud computing storage). Balancing the
virtualizatien so they can coexist requires careful planning and selection of the right

D4ta growth rates in some organizations are driving increased use of data storage
Aq a alternative to acquiring additional storage, organizations are employing d

br completely
security and
technologies.
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technologies

can be impacted by data at rest encryption mechanisms, and they in turn, can introduce data
integrity problems during DR and BC operations.

As part of the normal data protection strategy, many copies of data end up getting created (e.g.,
replicated between systems and sites, backups, snapshots, etc.). These copies need to be protected
appropriately while they are in use, and then properly sanitized when their usefulness has ended.

Sensitive and high-value data often need to be protected when transmitted between systems, using
mechanisms like the Internet Protocol Security (IPsec). [Psec can have detrimental impacts to the use
of certain technologies like Network Address Translation (NAT), Intrusion Detection System (IDS),
Intrusion Prevention System (IPS), or other systems that look deeper into network traffic frames.
Whether to rely on IPsec or other in motion protection protocols can hinge on the trade-offs of
potentially neutralizing the value of other technologies or where in the network it is to be deployed.
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— Many organizations are implementing data at rest encryption to protect sensitive and high-value
data. The specific cryptographic mechanisms and the point of encryption are important factors in
the actual data protection as well as meeting compliance requirements.

— Successful use of encryption is often predicated on proper management of keying material
throughout its lifecycle. This includes correct generation of keys, secure storage and transmittal of
key material, replicating keys as part of the normal strategy to ensure availability of the data, and
proper disposal of the keying material when it is no longer needed. The sensitivity and importance
of the data to be protected may also factor into the key management approach.

Ensuring adequate confidentiality, integrity, and availability of data stored and accessed on current
and emerging storage technologies requires a concerted effort within this layer of ICT. Many of these
security efforLs will focus on:

— protecting storage management (operations and interfaces);
— ensuring pdequate credential and trust management;

— protecting data backup and recovery resources;

— datain mEtion protection;

— data at rejst protection;

— data availability protection;

— Disaster Recovery and Business Continuity support;

— proper s]zlitization and disposal;
— secure autonomous data movement;

— secure mplti-tenancy.
5.4 Storagg security risks

5.4.1 Background

Storage securfjity risk is created byvan organization’s use of specific storage systems or infrastrugtures.
Storage securijity risk arises fromy

a) threats tgrgeting the iftformation handled by the storage systems and infrastructure;
b) vulnerablilities (both technical and non-technical); and

c) impact oflsuceessful exploitation of vulnerabilities by threats.

Risk managenrentisakey tonceptiminformmationrsecurity-According to tSOAEC 27005 “themforation
security risk management process can be applied to the organization as a whole, any discrete part of
the organization (e.g. a department, a physical location, a service), any information system, existing or
planned or particular aspects of control (e.g. Business Continuity planning).” The information security
riskmanagement process presented in ISO/IEC 27005 consists of context establishment, risk assessment,
risk treatment, risk acceptance, risk communication, and risk monitoring and review.

Threats for storage systems and infrastructure include, but are not limited to:
— unauthorized usage;

— unauthorized access;

— liability due to regulatory non-compliance;

— Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks on storage;
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— corruption/modification and destruction of data;

— dataleakage/breaches;

— th

eft or accidental loss of media;

— malware attack or introduction;

— improper treatment or sanitization after end-of-use.

These threats can give rise to a wide assortment of risks. However, for storage systems and infrastructure
the risks associated with data breaches, data corruption or destruction, temporary or permanent loss of

access

availability, and failure to meet statutory, regulatory, orlegal requirements are the

ajor concerns.

5.4.2
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breach canbe one of the results of asecurity compromise and it can take many forms.
or disclosure of protected information are two commonly recognized.fonms of data
portant to understand that lesser known forms can include accidental or unlawfuy
- alteration of data.

ding on the volume and type of information involved (e.g.,personally identifiablg
ted health information, etc.) and the applicable laws anddtegulations, a data brea
panization to significant risk arising from costs involved:inrinvestigating the data b
ite notifications to affected individuals, litigation expenses, regulatory fines arg
jes as well as brand damage accruing from the pubti¢.disclosure of the data breach.

e loss of the information could include thing$such as:

crets or confidential information (e.g., passwords, encryption keys, etc.);
fellectual property or other sensitivébusiness information;

rsonally Identifiable Informatién (PII);

ancial account or recordinférmation;

rsonally identifiable health record information.

ted or unauthorized entities seeking this leaked or spilled information can be of a |
s, be well funded'and have diverse motivations.

breaches’that can result from these compromises.

Unauthorized
breaches, but
| destruction,

information,
'h can expose
reach, making
d other legal

hre economic and security risks to the entity thathas lost their or others’ secured ipformation, in

road range of

| summarizes the storage-based security threats that are more likely to occur and liists the forms

Table 1 — Storage-oriented data breaches

Security threats Potential forms of data breach

Theft of storage element or media

data loss, unlawful data destruction

Unlawful access, unlawful disclosure, unlawful

Loss of storage element or media

Unauthorized access, unauthorized disclosure,
accidental data loss, accidental data destruction

Loss of data

destruction or corruption

Unlawful, unauthorized, or accidental data

Accide

ntal configuration changes (e.g., storage manage-

Accidental access, accidental disclosure, acciden-
ment, storage/network resources, incorrect patch manage- |tal data destruction, accidental data
ment, etc.) by authorized personnel

alteration
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Table 1 (continued)

Security threats Potential forms of data breach

Malicious conf

external or int

storage/network resources, application tampering, etc.) by

iguration changes (storage management,
data destruction, unlawful data alteration
ernal adversaries

Unlawful access, unlawful disclosure, unlawful

Privileged user abuses by authorized users (e.g., inappro-
priate data snooping)

Unlawful/unauthorized access or disclosure

Malicious data
ies

tampering by external or internal adversar- |Unlawful data destruction or alteration

Denial of service attacks

Unauthorized data destruction, loss, or alteration

Malicious morlitoring of network traffic

Unlawful/unauthorized disclosure

5.4.3 Data
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propriateiamechanisms to detect and remedy data corruption is an important
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54.4 Tem

orary or permanent 10ss ol access/avallability

Availability is concerned with assuring that there is no or limited denial of authorized access!) to
storage elements, storage network elements, stored information, information flows, services, and
applications. In general, data availability is achieved through redundancy of where the data is stored
and how it can be reached.

Loss of availability can often be attributed to a problem with one or more of the following:

— reliability;

— accessibility;

1) Within this context, “limited denial of authorized access” means that data continues to be available at a required
level of performance within a specified timeframe.
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— timeliness.

5.4.5 Failure to meet statutory, regulatory, or legal requirements

Organizations can incur significant liabilities and penalties for non-compliance with statutory,
regulatory, or legal requirements. Requirements can vary significantly in different jurisdictions, and
for multi-national organizations, country specific legislation has a greater influence on information
security requirements.

Common compliance issues include:

— breach of country specific privacy requirements;

— unlawful transfer of data (i.e., moving restricted data out of particular jurisdiction);
— breach of confidentiality;

— ndn-conformance with an organization’s policies (e.g., sanitization);

— inpdequate data retention and protection;

— inpufficient evidence of security (e.g., audit logs, proof of encryption/sanitization, etc}).

These non-compliance issues can result in costly sanctions andremediation (e.g., breach notifications).

6 Supporting controls

6.1 General

Clause] 6 provides the controls that support storage security technical architectures,|their related
technifal controls, and other controls (technical and non-technical) that are applicablle not just to
storagp. Information on many of these typ€s of controls can be found in ISO/IEC 27002. Th¢ controls that
are especially important with regard te the use of storage are expanded upon in clauses 6. to 6.8 below.
They qddress securing direct attached storage, storage networks, the management of stqrage network
securify, technical controls for different types of storage (block, file, and object-based|storage), and
storagp security services. Data sensitivity, criticality, and value can also be an importanticonsideration

A DAS|device is a’storage element (e.g., HDD, tape, etc.) that is directly connected to a computer without

) or external

mterfaces [ports) that allow concurrent and direct access.

These storage elements have limited data access and management interfaces (the latter is usually in-
band). As such, the options for securing DAS tend to be limited and include:

— DAS tends to be small in physically size and may be located in office environment where they can be
subjected to malicious attacks (e.g., stolen, destruction, unauthorized access, etc.), so DAS should be
physically secured.

— To avoid unauthorized access of sensitive and high value data on DAS, some form of encryption
should be used to protect the data at rest, including:

— Storage elements with integrated encryption and access control capabilities, also known as
Self-Encrypting Drives (SEDs);
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— Computer-based or application-based encryption, including Full Disk Encryption (FDE).

— Media sanitization (see 6.8.1.2 and Annex A for additional information) should be used on all DAS

involved with sensitive or high value data with either of the following:
— Use the integrated sanitization functionality in the storage elements;
— Use computer-based or application-based sanitization.

— Ifpossible,authenticationsuchas Fibre Channel - Security Protocol - 22) (FC-SP-2) AUTH-A Authent
(see C.7.2) should be used to prevent unauthorized access to sensitive and high value data;

— To guard against accidental or intentional data loss or corruption, backups of the DAS co
should bgd made on a regular basis.

6.3 Storagp networking

6.3.1 Background

With the posdible exception of DAS, networking plays an important role in storage infrastructur
these networks can include common networking technologies (e.g., LAN and WAN), storage-s
network profjocols that use those technologies, as well as storage-specific technologies (e.g.
Channel). In the case of the former, the security guidance offered in, ISQ/IEC 27033 is instrume

ication

ntents

es and
pecific

Fibre
ntal in

protecting stprage resources that utilize these technologies. The storage-specific network pr¢tocols

and technologies are addressed in this International Standard.

Storage systgms use networking for three primary purposes: 1) storage and retrieval of d
protection of|data, and 3) management of storage systems. None of the uses mandate a par
networking t¢chnology or approach. For example, some storage management can be performed o
same Fibre Clhannel interface (i.e., in-band) used by:aserver to access data and simultaneously
TCP/IP conneftion to the management interface of the storage system.

6.3.2 Storage Area Networks (SAN)

6.3.2.1 General

A Storage Arda Network (SAN) isw specialized, high-speed network that provides block-level n¢
access to storage. SANs are typically composed of servers, switches, storage elements, and 9
devices that afre interconnectedtsing a variety of technologies, topologies, and protocols. SANs ¢
span multiple|sites.

SANs are often used 0 improve application availability (e.g., multiple data paths), enhance appl
performance [e.g., off*load storage functions, use separate networks, etc.), increase storage util
and effectiverjess (e'g., consolidate storage resources, tiered storage, etc.), and improve data prof

hta, 2)
ticular
Ver the
over a

twork
torage
hn also

cation
zation
ection

and security. In'addition, SANs typically play an important role in an organization’s DR and BC acf
(see Figure 1).

ivities

2) FC-SP-2 is specified in ANSI INCITS 496-2012, Information Technology - Fibre Channel - Security Protocols - 2

(FC-SP-2)
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Figure 1 — Storage Area Network (SAN) example

presents storage devices (such as disk arrays and tape libraries) to a server operati
the server, the storage appears to be locally attached. This simplified presentati
br is accomplished through the use of different typeg ofvirtualization.

bn systems and proprietary variants for mainframes. In addition, the use of Fibre
et (FCoE) makes it possible to move FC traffic-across existing high-speed Ethernet i

zation as a less expensive alternativeto FC, and InfiniBand, commonly used in high
ting environments, can also be uséd. Interconnects like Serial Attached SCSI (SAS) 3
nent Interconnect express (RCle) that leverage extenders and switches are begi
racteristics of a SAN as well.3) In addition, it is possible to move data between
logies through the use of'gateways (see Figure 2).

Ly controls relevantto a SAN are grouped into the following categories:

UN) maskinggand port binding mechanisms:

Port Bitiding: Globally unique identifiers known as World Wide Names (WWN
identification in a SAN. Port binding is a SAN security mechanism that associates 3
[D\and the WWN of the connected device. This association can mitigate snooping

Or:IIg

re commonly based on Fibre Channel (FC) technology that utilizes the Fibre Channel Frotocol (FCP)

verges storage and IP protocols onto asifigle cable transport and interface. Other
rnet Small Computing System Interface (iSCSI), commonly used in small and medium sized

system such
of storage to

Channel over
hfrastructure
technologies

performance
nd Peripheral
hning to take
different SAN

Logical Unit

are used for
physical port
attempts by a

potential adversary and should be used when possible.

Zoning: A SAN fabric can be segmented into separate zones to restrict the visibility of portions of a

SAN to specific servers and storage devices. Soft zoning is based on limiting SAN fabr

icnameserver

responses to queries based on the assumption that servers will not contact storage devices that

are not discovered via the nameserver. Hard zoning uses physical port numbers on

SAN switches

to restrict traffic forwarding and is a more secure zoning method because it does not rely on
correct server behaviour and in particular is not vulnerable to spoofing of server identity.

3)

This International Standard does not provide guidance specific to InfiniBand, SAS, or PCle,

guidance is applicable.
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Figure 2 — Storage Area Network (SAN) example

— LUN masking and mapping: A storage device can be divided into differentlogical units {LUNs)
thatdre identified by logical unit numbers. LUN mapping refers to the assignment of a number to
a LUN, and it typically takes place in.a storage array, but it can also occur as part of a rediection
(initipl address to a new address)in the switch, Host Bus Adapter (HBA) or Converged Ne¢twork
Adaptors (CNA), and virtualization layer. LUN masking refers to making a LUN visible tp some
servqrs and not visible to others.

— Authentication: For SANs/tis important for a switch to verify the identity of other switcheg in the
SAN withfwhom it communicates. If switch authentication is not implemented a rogue switch could
join a SAN and potentially compromise SAN data. Likewise, the nodes in a SAN (e.g., storage devices
and servdrs) need toemploy authentication to guard against data breaches.

and 2) data,atrest. Sensitive and high-value data needs to be cryptographically protected ifi SANs
when it is|iniviotion as well as when itis at rest on a storage device. This can require the use of $pecial
purpose hardware that can encrypt the data that is being sent to a storage device. Refer to 6.8.2.2
for additional guidance on protection of data in motion and 6.8.2.3 for guidance on protection of
data at rest.

— Encryptipn: There are two major components of data confidentiality on a SAN: 1) data in f\otion

A defence in depth strategy (see 7.2.1) helps to mitigate the risk associated with failure of one security
control (possible single point of failure) compromising the assets under protection.
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al and logical isolation of storage elements within a SAN can also play an important role, and can

take the form of:

— Physical isolation including:

segregate production from other system classes (e.g., Quality Assurance, Development);

— where possible, avoid network connections between classes (e.g., a production server
connected to both the production and development networks);

— segregate networks and storage by class where appropriate;

— physically separate systems in each class.

6.3.2.2

Fibre

isolate storage devices from other data centre devices, if practical.
gical isolation including:
segregate storage traffic from normal server traffic using:

— available network controls to create independent logical(domains on common physical
infrastructure;

— trust and access controls to manage membership inithe’logical domains.
segregate storage management traffic from all other(traffic;

ensure that configurations of network gateways.umaintain appropriate network segregation.

Fibre Channel SAN

Channel is a multi-gigabit-speed netwerk technology used for block-based storage. There are

three major Fibre Channel topologies, describing how a number of ports are connected tdgether: point-

to-poil
topolo
SCSI tf
Fabric

— Cd

it (two devices are directly conneéted), arbitrated loop, and switched fabric. Switched fabric
pies along with the Fibre Channel Protocol (FCP), which is the interface protocol us¢d to transmit
affic on this network technology, are the more interesting from a security perspective.

administrators should take steps to:
ntrol FCP node access including:

restrict serverjaccess on the switches using techniques such as Access Contro] Lists (ACLs),
binding lists; and FC-SP-2 fabric policies (see C.7.1);

use NPIY' (N_Port_ID Virtualization) enabled HBAs to assign individual N_Port |[Ds to virtual
SEFVers.

plement switch-based controls including:

restrict switch interconnections using techniques such as ACLs, binding lists, and FC-SP-2 fabric
policies (see C.7.1);

zoning should be used in FC SAN fabrics with a preference for hard zoning;

determine whether basic zoning is a strong enough security measure for the target environment,
and ifitis not, use stronger techniques like FC-SP Zoning (see C.7.5) where supported by the vendor;

disable unused ports;

carefully use default zones and zone sets (assume a least privilege posture).

— Interconnect storage networks securely by configuring switches, extenders, routers, and gateways
necessary to meet requirements.
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Subclause 6.5.1 provides guidance on block-based Fibre Channel storage.

6.3.2.3 IP SAN

Internet SCSI (iSCSI), described in IETF RFC 3720, is a connection-oriented command/response protocol
that runs over TCP, and it is used to access disk, tape and other devices.

Control iSCSI network access and protocols by:
— avoidingconnectingiSCSlinterfacesto general purpose LANs; segregate for security and performance;

— using Virtual Local Area Networks (VLANs) when the use of physically isolated LANs is not an option.

Fibre Channe] over TCP/IP (FCIP), defined in IETF RFC 3821, is a pure Fibre Channel encapsj:lation
protocol. It aljows the interconnection of islands of Fibre Channel Storage Area Networks(throyigh IP-
based networks to form a unified Storage Area Network.

FCIP network|access and protocols controls should be controlled by:

— setting up the peer-to-peer relationship between FCIP entities, recognizing that'the security golicies
will be agplied uniformly;

— using a private IP network exclusively by the FCIP entities whenever possible.
Implement IP§ec security measures in conjunction with FCIP by:

— performihg cryptographic authentication and data integrity at a minimum;

— protecting sensitive data by appropriate confidentiality"measures.

IETF RFC 3723, Securing Block Storage Protocols over IPprovides additional useful information gn both
iSCSI and FCIF. Subclause 6.5.2 provides guidance on block-based IP storage. In addition, IETF RF( 7146,
Securing Block Storage Protocols over IP: RFC 3723;Requirements Update for IPsec v3 provides imgortant
security upddates to I[ETF RFCs 3720, 3723, and.3821.

Fibre Channe| over Ethernet (FCoE) is’a protocol specification® to encapsulate Fibre Channel frames
in Ethernet ppckets. The Ethernéet network that supports FCoE is required to be a lossless Ethernet
network,%) with switching devices that have internal architectures designed to offer a no-drop jpacket
capability anqd network flow(control mechanisms to enable lossless transmission of packets acr¢ss the
Ethernet infrgstructure.

FCoE SANs shpuld be protected by:

— leveraging the Fibre Channel security mechanisms (see C.7);

— protectingagains
cause throughput and timeout issues;

— using ACLs to control network access (e.g., denying specific computers from unnecessary or
unwanted traffic);

— using FCoE VLANs when the use of physically isolated LANSs is not an option.

4) FCoE is specified in ANSI INCITS 462-2010, Information Technology - Fibre Channel - Backbone - 5 (FC-BB-5)

5) These networks are full duplex, IEEE 802.3 networks that support 802.3x PAUSE and Jumbo frames to
encapsulate the 2 kilobyte FC frames.
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6.3.3 Network Attached Storage (NAS)

6.3.3.1 General

Network Attached Storage (NAS) is a data storage technology that provides file-level access to
heterogeneous clients over a network. NAS enables a file system physically residing on one server or
device to be accessed by remote client computers, appearing to users as a local file system. NAS systems
are typically designed and build specifically for NAS purposes, but general purpose server computers
can also be used.

NAS systems can be implemented as individual storage servers or as a clustered collection of storage servers
that dynamically distributes client connections by slicing or striping data and metadata across the clustered
storage servers (see Figure 3); parallel NFS (pNFS) systems are examples of clustered NAS systems.

Servers

NAS -

1P Network
o S
< —
FCoE SAN
N - \@
"f’f:: ‘/1.“/
L ~-&

Legend: /_"jl (@
IP SAN
Storage Networks =
=

Local Area Network (IP)

Figure 3 — Network Attached Storage (NAS) Example

Common f1le system implementations imclude the NEtwork File system (NFs) and server Message Block
(SMB)/ Common Internet File System (CIFS), but other technologies like Object-based Storage Device
(OSD) and cloud computing storage exist as well.

Security controls relevant to NAS are grouped into the following categories:

— authorization controls, such as ACLs, that restrict users’ access to file and folder resources provided
by the NAS device;

— encryption of data, both in motion and at rest; and

— authentication controls, such as Kerberos, for verifying the identity of users attempting to
access NAS data.

Refer to 6.6 for further implementation guidance on NAS and file-based storage.
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6.3.3.2 Network File System (NFS)

NFS is a client/server application, communicating with a Remote Procedure Call (RPC)-based protocol.
Multiple versions of NFS are specified and in use, including NFS version 3 (specified in IETF RFC 1813),
NFS version 4 (specified in IETF RFC 3530), and NFS version 4.1 (specified in IETF RFC 5661). From a
security perspective, NFS version 3 (NFSv3) is considered less secure and extra care should be exercised
when it is used with sensitive or high-value data.

The following networking guidance is applicable to NFS-based NAS and should be used:

enab

control NFS network access and protocols by:

g NEC ol ifonndad Thicoall aliainarag anttaclunctar Ayl hladba o 10
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ruder;

using
filter

encryptc
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NFSv4 (or later versions) whenever possible and limit NFSv3 usage;
ng client and management access by IP address for additional security.

lient data access (e.g., IPsec) when necessary.

6.3.3.3 SMB/CIFS
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to SMB 1.0-i5
request file s
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maintain
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maintain
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control SI
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re Block (SMB) 3.0-the successor to CIFS (Common InternetFile’System), itself the sug
a protocol intended to provide an open cross-platform mechanism for client syst
brvices from server systems over a network. It is based on the standard SMB pi
by personal computers and workstations running,awide variety of operating syste

networking guidance is applicable to SMB/CIES-based NAS and should be used:
yersions of the SMB protocol;

bw-security session negotiation protocols, such as NT LAN Manager (NTLM) v1, L
Lext, and use NTLM v2 or Kerberos instead;

up-to-date patch levels;

igning;

Active Directory (AD)'services securely;

Fay trusts, fromleaf domains to parent domains, when possible;
MB/CIFS network access and protocols by:

ing SMB/CIFS only if needed. This will eliminate it as a possible attack vector av
intruder;

cessor
bms to
otocol
ms.

hnMan

hilable

encry

pting client data access when necessary.

6.4 Storage management

6.4.1 Background

Storage networks and infrastructure elements are complex architectures that can impose stringent
management demands on administrators. To address these demands, organization implement
storage infrastructure management tools and processes to ensure availability and performance of all
storage elements, greater data protection and security, centralized auditing, and meeting compliance

requirements
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(see Figure 4).
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Figure 4 — Storage Management Example

Like the network management description’in ISO/IEC 27033-2, storage management als¢ refers to the
activitiies, methods, procedures, and tools that pertain to the operation, administration,|maintenance,
provisjoning and sanitization of storage systems.

— Operation deals with keepling the storage (and the services that the storage infrastrucfure provides)
uf and running smoothly. It includes monitoring the storage to spot problems as soqn as possible,
ideally before users.dre affected.

— Administration,deals with keeping track of resources in the storage infrastructure pnd how they
arg assigned-Jtincludes all the “housekeeping” that is necessary to keep the storage yinder control.

— Maintenanee is concerned with performing repairs and upgrades - for example, when equipment
hds to(be'replaced, when a storage array needs a microcode update, or when a new syvitch is added
tolalsterage network. Maintenance also involves corrective and preventive measurefs to make the
storage Tumr “better; sucthras adjusting device configuration parameters:

— Provisioning deals with initializing and equipping a system to prepare it to provide services.

— Sanitization deals with preserving the confidentiality of information remaining on media when it is
removed from service or re-purposed by rendering the data unreadable (e.g., by overwriting it with
random data, destroying the encryption keys for encrypted data or physically destroying the device).

Performing these storage management activities securely, requires controls associated with
authentication and authorization (6.4.2), protecting the storage management interfaces (6.4.3),
maintaining accountability and traceability of systems and users (6.4.4), and ensuring the underlying
systems used for storage management are adequately hardened (6.4.5). Guidance for each of these topics
is provided in the subclauses within this clause 6.4.
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6.4.2 Authentication and authorization

6.4.2.1 Authentication

The individuals managing storage systems and infrastructure are generally privileged users. According
to ISO/IEC 27002:2013, 9.2.3 the allocation and use of privileged access rights should be restricted
and controlled. Inappropriate use of system administration privileges (any feature or facility of an
information system that enables the user to override system or application controls) can be a major
contributory factor to the failures or breaches of systems. To help mitigate these threats, secure log-on
procedures as described in ISO/IEC 27002:2013, 9.4.2 with additional authentication measures (see C.1)
may be necessary, including but not limited to:

— all users $hould have a unique identifier (user ID) for their personal use only;

— a suitabl¢ authentication technique should be chosen to substantiate the claimed jdentify of a
user by uking:

— strong passwords (increased minimum number of characters, increased complexity, etd) with
aredpced period of use;

— stronjg authentication (e.g., a challenge response protocol); or

— multi-factor authentication, such as biometric data (e.g. finget-print verification, sighature
verification) and use of hardware tokens (e.g., smart cards).

— for all renote access, use strong authentication or multi-factor authentication along with gecure
channels;

— when pogsible, use a centralized authentication solutieh (e.g., Remote Authentication Dial In User
Service of RADIUS, Single Sign-on or SSO, etc.) for ifdproved monitoring and control;

— use multitfactor authentication when managing'sensitive and high-value data;

— disable login to the root account. Remotely Tog all privilege escalation operations.

In addition to user authentication, storage'systems sometimes employ entity authentication, which is the
process by wlich an agent in a distriputed system gains confidence in the identity of a communjcation
partner. This entity authentication ‘can take place in Transport Layer Security (TLS) and IPsec
connections ajs well as within storage protocols (e.g., Challenge Handshake Authentication Protocpl with
iSCSI, Diffie-Hellman Challenge Handshake Authentication Protocol within FCP, etc.). When passible,
these entity apthentication mechanisms should be used. Additional guidance is provided in the s¢ctions
that address ghese mechanisms.

6.4.2.2 Authorization and access control

Within marke¢t.sectors like financial services and healthcare there are trends to align authorjzation
and access control (See C.Z) to a least-privilege model that leverages specilic roles. The following roles
should be implemented and used within storage technologies:

— Security Administrator - This role has view and modify rights to establish and manage accounts,
to create and associate roles/permissions, for audit logging configurations and contents (audit log
event entries can never be changed), to establish trust relationships with IT infrastructure (e.g.,
shared secrets for RADIUS), to manage certificate and key stores, to manage encryption and key
management, and to set access controls.

— Storage Administrator - This role has view and modify rights for all aspects of the storage system.
No access is granted to security-related elements or data.

— Security Auditor - This role has view rights that allow entitlement reviews, verification of security
parameters and configurations, and inspections of audit logs. No access is granted to the storage,
configuration, or data.
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— Storage Auditor - This operator-like role has view rights that allow for the verification of storage
parameters and configurations and inspections of health/faultlogs. No access is granted to security-
related elements or data.

Each storage management transaction should be associated with a “security” or “storage” role. These
roles can be important controls to ensure separation of duties with respect to management capabilities.

6.4.3

Secure the management interfaces

Protecting the management interfaces from unauthorized access and reconnaissance is of paramount
importance. Unauthorized access to management mterfaces occurring due to failure to implement
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able and disconnect serial management ports when not in use;

regate LAN interfaces used for management from otherLLAN traffic, noting that phy
referred, but logical isolation (such as VLANs) should be used at a minimum.

management of storage system. These software interfaces can include simple C

ces (CLI), Web-based Graphical User Interfaces'(GUI), support for the Simple Networl

ol (SNMP), and server-based proxies thattrandle in-band management (i.e., over the
these software/firmware interfaces, organizations should:

e firewalls and TCP wrappers to restrict access to management networks to autho
d protocols;
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sical isolation

tion to the physical interfaces, storage system§’employ a variety of software andl firmware to
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e entity authentication .t@ establish trust relationships between storage sysems and the

hnagement systems (e.g,, using FC-SP-2 AUTH-A to authenticate the entities perfoi
hnagement as describéd in C.7.1);

Ferage IDS and [PS mechanisms to identify anomalous behaviours and guard again;

e ICT infrastructure (Domain Name System or DNS, Service Locator Protocol or
ne Protocelor NTP) with appropriate security controls to avoid indirect attacks;

e

(s¢e®.4:2.2), and secure auditing/monitoring (see 6.4.4);

{

ploy appropriate privileged user controls, including authentication (see 6.4.2.1),

ming in-band

t them;

SLP, Network

authorization

attacks (see 6.4.5).

ensure that operating systems and applications are current and sufficiently hardened against

When storage systems are managed remotely, the following additional security measures should be used:

Hypertext Transfer Protocol Secure or HTTPS);

employ strong authentication or multi-factor authentication;

restrict privileges to the minimum needed (i.e., least privilege);

use secure channels for all remote access (Virtual Private Network or VPN, TLS, Secure Shell or SSH,

The organization should devise organizational and technical controls to restrict the management
interface used for remote (non-local) vendor maintenance sessions. Remote vendor maintenance
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operations conducted by individuals communicating through an external network such as the Internet
impose significant risks, not only regarding availability, but also integrity and confidentiality.

Technical controls should restrict communication traffic (i.e. systems, ports, and protocols) to the
minimum required for remote vendor maintenance operations. After the accessingpartyis authenticated,
additional controls at the access point should be devised to authorize the vendor maintenance session.
These include accepting, asking for approval, or denying the requested session. Appropriate logs
containing audit records of vendor actions should be generated.

The organization should restrict dial-up access lines to authorized accessing parties. This includes
enforcing a modem call-back protocol and disabling connection establishment until vendor requests a
maintenance session and the request is authorized by the organization.

6.4.4 Security auditing, accounting, and monitoring

Compliance re¢gulations and contractual clauses often include monitoring and reportingrequirements.
Eventloggingpnd systemsaccounting are key capabilities (see C.5) to help address theserequiremgnts. Of
these two, evdntloggingis probably the more useful from a storage security perspeetive because itfcan be
used both real-time and as part of an incident investigation. As such, storage systems and infrastrjucture
need to parti¢ipate in the organization’s event logging program (see also ISQ/IEC 27002:2013, 1|2.4 for
relevant guidfince).

The following logging guidance is applicable to storage systems and shoeuld be used:
— include sforage in the logging policy such that:
— withregardtostorage systemsand devices, the following elements of policy should be addfessed:

— gtorage systems and devices should participate in audit logging;

|
Q

Il significant storage management events'should be collected;

— lpg data is preserved;

— lpg datais archived and retained-according to log data retention policy; and
— the device time is synchrenized with a reliable, external source.

— theldgging policy (see alse 7.7.2) should include evidentiary expectations (authenticity, chain of
custddy, etc.).

— employ external or centralized event logging to a trusted® remote source by:
— implgmentingcéntralized”) auditlogging to collect events from all sources in a single repository;

— estallishing'and using a common, accurate time source across the environment to assufe that
event reCords from different sources can be correlated;

— avoiding use of device resident logs for anything other than system health monitoring and
debugging because they are more easily subjected to tampering or destruction, there is limited
storage space available for logs, and they preclude the use of centralized automated analysis,
alerting, and archiving;

— natively logging events to one, and preferably multiple,8) external log servers;

6) Atrusted external eventlogging source is an IT security management productlocated in a dedicated security
zone or domain and is assumed to enforce its security functions correctly.

7) Centralization in this context should not be interpreted as meaning that all audit logging within an
organization has to use a common infrastructure. It is more important to have storage systems/ecosystems within
a single security domain use a common audit logging infrastructure.

8) Some logging protocols use unreliable network protocols such as User Datagram Protocol (UDP) and
therefore log messages may be lost due to network or server performance. Sending messages to multiple log
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— using standard logging protocols like syslog? that support reliable delivery and secure
transports (e.g., TLS);

— having devices configured to log events as they occur (i.e., no buffering) when the primary
drivers for audit logging are compliance, accountability, or security;

— implementing an analysis protocol to correlate auditlog records across event sources to identify
significant security events that provide indication of security incidents;

— ensuring that the storage logging is factored into Security Information and Event Management
(SIEM) solutions, when such technology is deployed.

—  ensye comnlete avent laaainag
o THPEx v-er1to gy

—|{ oncethetypesofeventsto belogged have been determined, then all occurrences df these events

— the following kinds of events should be logged (a minimum set of security events):

— each log entry-should include:

should be logged (whether in-band or out-of-band);

failed and successful logon attempts;
failed file and object access attempts for sensitive and high¢value data;
account and group profile additions, changes, and deletions;

changes to system security configurations (e.g}’audit logging, network filtering, zoning
changes);

changes to security server usage (e.g., syslog, Network Time Protocol or NTP, Domain Name
System or DNS, authentication);

system shutdown and restarts;

privileged operations (i.e., administrator initiated changes);
use of sensitive utilities:(eJg., privilege escalation commands);
access to critical datafiles;

movement of yirtual servers between physical servers.

a timestamp (date and time);
a.severity level;

the source of the log entry (distinguishing name, IP address, etc.);

an event ID as well as a textual description (necessary to enable localization/
internationalization of events - where the event ID remains the same but the textual
description could be translated to different languages); and

destinations reduces the risk of inadvertent loss.

9) Syslog is defined in IETF RFC 5424 with additional details contained in IETF RFC 3195, IETF RFC 5425, IETF
RFC 5426, IETF RFC 5427, IETF RFC 5848, IETF RFC 6012, and IETF RFC 6587.
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— adescription of the event.

— use care when filtering on fields like “severity” as the enterprise logging policy should serve as
the guide for determining what kind of filtering is appropriate and what level of information

requi

res long term storage.

— implement appropriate retention and protection such that:

— auditlog data that may have evidentiary value should be handled correctly (e.g., maintain chain
of custody, verifiable integrity and authenticity, etc.);

— audit log data with specific retention requirements (e.g., for regulatory compliance) should be

pres
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hique audit logging requirements (e.g., high volume, special preservation, event s
ledicated and specially hardened and configured systems should be used;

age log relays and log filtering to minimize the impact of specialized storage requirg
Write Once Read Only or WORM).

m hardening

systems, hypervisors, and applications should be hardened relative to the use

storage system. In addition to the technical vulnerabilitpmanagement guidance in ISO/IEC 27002

12.6, there ajf

e many existing best practices for various operating systems that should be refe

based on the ¢perating system that is being used. Seme of the best practices that should be used

operating sys
— removal

— removal
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fem include:

fun-needed/un-used software;
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ounts;

. fmaintain malware protection (see also ISO/IEC 27002:2013, 12.2).

When elements of the storage infrastructure receive an update (microcode for example) or patches,
there should be some assurance that the software to be applied is from a trusted source. Otherwise,
attackers can write their own “update” that instead contains malicious code of their choosing, such as a
rootkit, botnet, or other malware.

Vendors should perform the actions described in 6.4.5 for elements under their control.

10) Some log entries may expose things like passwords (e.g., when a user types a password instead of the
userid), but more subtle problems may exist as well (e.g., search commands that expose specific names and health

issues).
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6.5 Block-based storage

6.5.1 Fibre Channel (FC) storage

Fibre Channel storage systems use specialized networking (see 6.3.2.2) to present block-based storage
resources to computers. These resources usually take the form of Logical Units (LUNs) and tape devices
(including virtual tape).

For Fibre Channel systems, the following should be considered:

— LUN masking and mapping (WWN filtering) and other access control mechanisms should be used
to restrict access to storage

— injplement FCP security measures including:

—{ mutual authentication using FC-SP-2 AUTH-A (see C.7) should be used with a]l servers and
switches; leverage centralized authentication services when possible;

—] ifpossible, Fibre Channel connections that leave the protected area|(e.g., confines pf a physically
controlled data centre) should be encrypted using ESP_Header'D(see 6.8.2.2 and C.7.3).

— injplement data at rest encryption measures (see 6.8.2.3) including:

—|{ sensitive and high-value data should be encrypted while'on the storage device ofmedial?);

—|{ encryption should be implemented in storage devices that may come in contact yith sensitive
or regulated data as well as to facilitate rapid sanitization (see A.3).

— inmplement sanitization measures (see 6.8.1 and*Ahnex A) including:

— media-aligned sanitization (see 6.8.1.2)should be used for sensitive and regulatgd data;

— logical sanitization (see 6.8.1.3) sheuld be used to clear virtualized storage (see 7.4.1), especially
when the actual storage devices\and media cannot be determined.

Vendors should implement the functionality for access control, authentication, sarlitization and
encryption described in 6.5.1 within their products.

6.5.2 | IP storage

Unlikel FC storage, IP Storage uses TCP/IP networking (see 6.3.2.3), specifically iSCSI, to present block-
based gtorage resaurces to computers.

For [P storage Systems, the following should be considered:

— contpol iSCSI initiator access by filtering based on source IP addresses and protocols;

COoCL

— bidirectional Challenge Handshake Authentication Protocol (CHAP) authentication, using
random challenges (i.e., not repeated), should be used for both initiators and targets in all iSCSI
implementations;

— IPsec should be used to secure the communication channel when sensitive or high-value data
could be exposed (see 6.8.2.2);

11) Fibre Channel frame integrity or confidentiality can be provided with ESP_Header optional headers, which
are defined in ANSI INCITS 470-2011, Fibre Channel - Framing and Signaling-3 (FC-FS-3).
12) Encryption within FC storage ecosystems provides media-level protection and can be a safety net for data

that typically is encrypted by a server, application, etc. as the primary form of protection.
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security controls to avoid indirect attacks.

— implement data at rest encryption measures (see 6.8.2.3)

Internet Storage Name Service (iSNS), SLP, DNS infrastructure should be used with appropriate

— sensitive and high-value data should be encrypted while on the storage device or medial3);

— encryption should be implemented in storage devices that may come in contact with sensitive
or regulated data as well as to facilitate rapid sanitization (see A.3).

— implement sanitization measures (see 6.8.1 and Annex A)
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— empl
confi
confi
avoid

makd

use K

torage is a LAN-attached file server that presents files' using the network protoc

en the

n and

bl, NFS

t consists of an engine that implements the file sefyices and one or more storage devices,

is stored. A NAS system can also be SAN-attachéd, in which case the NAS system is ]
bther server on the SAN (e.g., provided access‘to storage, LAN-free backups, etc.
Etems can take many different forms (e.g., siniple NAS servers to highly scalable cly
to be highly optimized to handle large numbers of simultaneous file accesses.

1 NAS systems, the following should-be considered:

ess controls to NFS exported filesystems including:

by user-level authentication whenever possible (e.g., NFSv4 with Kerberos V5);
bure the NFS server to export file systems explicitly for the authorized users;
bure the NFS server'to export file systems with minimum required privileges;
granting “robt” or “administrator” access to files on network filesystems;
sure NFSy4 ACLs (Access Control Lists) are assigned correctly;

erbéros authentication for NFSv3;

reated
. NFS-
sters),

consi

— filter
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restrict NFS client behaviours

client access to NFS shares whenever possible;

— do not allow NFS clients to run suid and sgid programs on exported file systems.

secure data on NFS server

— exported file systems should be in their own partitions to prevent system degradation by an
attacker writing to an exported file system until it is full;

13)
that typically is

32

encrypted by a server, application, etc. as the primary form of protection.

Encryption within IP storage ecosystems provides media-level protection and can be a safety net for data
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— encrypt data at rest when necessary;

— do not allow NFS exports of administrative file systems (e.g., /etc);

— guard against malware (e.g., viruses, worms, rootkits, etc.);

— continually monitor content placed in NFS shares and relevant access controls.

Vendors should implement the functionality for access control, authentication, and encryption described
in 6.6.1 within their products.

6.6.2 SMB/CIFS-based NAS

Like N[FS-based NAS (see 6.6.1), SMB/CIFS-based NAS is a LAN-attached file server thatsgrves files, but
it differs in its use of the network protocols, SMB/CIFS (see 6.3.3.3).

For SMB/CIFS-based NAS systems, the following should be considered:
— apply access controls to SMB/CIFS exported filesystems
— disable unauthenticated access to CIFS shares and NAS devices'(i‘e. restrict Anonymous);
—| disable “Guest” and “Everyone” access to all CIFS shares;

—| implementauthentication and access control viaa centralized mechanism (RADIU}, Lightweight
Directory Access Protocol or LDAP).

— reptrict SMB/CIFS client behaviours by enabling SMB'signing for clients and the NAS {levice;
— sepure data on SMB/CIFS servers:
— enable CIFS auditing whenever possible;
—|{ continually review content placeddn CIFS shares and relevant access controls;
— encrypt data at rest when negessary;
— guard against malware-(e:g., viruses, worms, rootKkits, etc.).
— inmplement CIFS with strong authentication (NTLMv2, Kerberos).

Vendors should implement the functionality for access control, authentication, and encryption described
in 6.6.P within theirproducts.

6.6.3 | Parallel)NFS-based NAS

As mentioned in 6.3.3.1, NAS devices can be implemented as individual storage servers orfas a clustered
collectlionvof storage servers. These clusters come in two varieties, symmetric and asyjmmetric, and
the two can be combined. Symmetric clusters allow all of the fileservers to be full fileservers, with
redirection or similar techniques used to select the appropriate server based on the client and what files
the client wants to access. A common technique is to partition the filesystem namespace with different
servers being responsible for different portions of that namespace - in such a structure, filename
resolution can result in the client traversing a namespace path that involves multiple fileservers.
Asymmetric clusters split functionality across servers - parallel NFS uses atleast one primary fileserver
and multiple secondary storage servers that are slaved to the primary server (client has to contact the
primary fileserver in order to understand what data is stored on the secondary storage servers and how
to access it).

For a symmetric cluster, including clustering of the primary fileservers for pNFS, the primary guidance
is consistent application of controls and control mechanisms (e.g., authentication and authorization)
across the clustered servers so that the security assurance properties don’t depend on which fileserver
the client happens to access.
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For asymmetric clusters, the consistent application of controls and control mechanisms is important,
but the different roles of the servers can place responsibilities on the client that are not present in a
symmetric cluster. A specific complication for pNFS is that the secondary storage servers may not use
the same protocol (NFS) as the primary fileserver(s), requiring control implementation in a consistent
fashion across both protocols. Another important example is that the pNFS block/volume layout requires
trusting the client to respect the layout information obtained from the primary server and not access
block storage for which it does not have a layout - this should be somehow captured in a control that
enforces the recommendation to not use the pNFS block/volume layout when clients cannot be relied
upon to do this - see the security considerations (Section 4) in IETF RFC 5663.

In both cases, controls should not depend on path traversal of the filesystem namespace across servers -
direct client access to servers that the client isn't supposed to “start from” is an important consideration
in effective agplication of controls, as some servers can export a partial filesystem namespace (g “root”
that the client is expected to start from) or no filesystem namespace at all. A specific example| of the
latter is that there should be limited or no control dependence on the fact that some séryers fannot
export a filesystem namespace (e.g., as is the case for pNFS storage servers). Another'‘example|is that
a directory ACL that blocks namespace path traversal may be an insufficient controlfor a nampspace
path that crogses into another fileserver - an effective control has to deal with direct elient access|to that
1, as such access would bypass the directory ACL.

ems, the following should be considered:

— controls and control mechanisms should be applied consistently across clusters (both symjmetric
and asynjmetric);

— security gssurance properties should not be dependent on.the client accessing a specific filegerver;

— for asympmetric clusters, controls should be implemented such that they are consistent jacross
different protocols;

— security cpntrols should notbe dependent on path traversal of the filesystem namespace across sprvers.
6.7 Objectibased storage
6.7.1 Cloud computing storage

6.7.1.1 Secpring cloud computing storage

Both proprietpry and standards=based, cloud computing storage offerings are in use and they comimonly
provide copy|capabilities_(e.g., mirror some or all of the storage on a system), backups and refovery
capabilities, Jong-term{retention capabilities (e.g., archives), and multi-system synchronjzation
capabilities (el.g., allows a'user to synchronize data on multiple and potentially different types of dgvices).
However, individuals’and organizations hesitate to entrust their data to cloud computing storagefunless
they have assfirdnges that the relevant security threats and challenges have been addressed.1%)

Some of these cloud computing implementations are object-based and often have a dependency on HTTPS
(HTTP over TLS) to secure the underlying communications. Additional security features may be specified,
but there can be significant difference in terms of what is implemented versus what ultimately gets used.

Secure use of cloud computing storage should involve some or all of the following:

— ensure that transport security such as IPsec or Transport Layer Security (TLS) is used for all
transactions (see 6.8.2.2);

— when sensitive data is stored in a third party cloud environment, data at rest encryption (and
appropriate key management processes) should be used to prevent access by unauthorized parties
(e.g., cloud service provider personnel, other tenants, adversaries, etc.);

14) Recommendation ITU-T X.1601, Security framework for cloud computing provides a useful summary of
cloud computing security threats and challenges.
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secure user registrations and use strong password authentication to protect access to data;

employ access controls that guard against unauthorized access from other tenants while providing
appropriate access privileges to users permitted to access the data;

use the provided sanitization capabilities to clear sensitive data from the cloud computing storage.

NOTE

In some jurisdictions, privacy requirements like the “right of erasure” or the “right to be forgotten”
may necessitate additional security controls.

Cloud computing implementations often leverage different forms of virtualization, so the guidance in 7.6
may also be relevant.

Vendo

s should implement the appropriate cloud computing storage functionality for.d

ccess control,

authentication, encryption, logging, sanitization, etc. described in 6.7.1.1 within their profucts.
6.7.1.2 CDMI security
Cloud computing storage, based on the ISO/IEC 17826:2012 Cloud data management inderface (CDMI)

specifi

eleme
CDMI
contr

cation, is an object-based storage technology that uses a RESTfulHTTP interface.

atrest
the se
impler
to imp

CDMI

en

qu
rig

an be summarized as transport security, user and entity authentication, authorizat

(Its thatare sufficiently described that specific guidance can be pfeyided. Security me

has security
asures within
on and access

s, data integrity, data and media sanitization, data retention, protections against fnalware, data

encryption, and security capability queries. With the exeeption of both the transpor
rurity capability queries (mechanism to determine what is supported), which are
hent (use is always optional), the security measur€s'can vary significantly from in
lementation.

lients should:

sure that Transport Layer Security (TLS) is used for all transactions (see 6.8.2.2);

ery the security capabilities of thé<cloud service provider’s CDMI implementatio
k-based decision on whether the offered security is adequate;

a

henticate CDMI entities (certificates for servers and HTTP basic authentication fo

use CDMIDomains to proyvide a place for authentication mappings to external authenticat

erfable CDMI securitylogging and retrieve the security event data out of the appro
qyeue on a regular and timely basis;

align the automatic deletion capability (CDMI Deletion) with the organization’s data ref

t security and
mandatory to
plementation

h and make a

clients);
ion providers;

briate logging

ention policy;

prjior tousing CDMI Holds, understand the process and mechanism for lifting the CDNII Hold;

u

data at rest encryption measures to protect sensitive and high-value data;

for cryptographic functionality, always verify that the implementation has used a requested CDMI
Capability (supported operation), and not something different;

use the provided sanitization facilities to clear sensitive data from the cloud service provider’s storage.

Vendors should implement the appropriate CDMI functionality for access control, authentication,
encryption, logging, sanitization, etc. described in 6.7.1.2 within their products.

6.7.2 Object-based Storage Device (0SD)

An Object-based Storage Device (OSD) is a computer storage device, similar to disk storage but working
at a higher level (i.e., the physical storage locations are hidden under the object interface and managed
by the storage device itself). Instead of providing a block-oriented interface that reads and writes fixed
sized blocks of data, an OSD organizes data into flexible-sized data containers, called objects. Each object
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has both data (a linear sequence of bytes) and metadata (an extensible set of attributes describing the
object) that is accessed by specifying the Object IDentifier (OID) and an (offset, length) tuple. The OSD
interface includes commands!®) to create and delete objects, write bytes and read bytes to and from
individual objects, and to set and get attributes on objects. The OSD is responsible for managing the
storage of objects and their metadata. The OSD implements a security mechanism that provides per-
object and per-command access control.

To ensure secure access to storage, every command is accompanied by a cryptographically secure
capability that identifies a specific object and the list of operations that can be performed against a
specific object. Capabilities not only provide the per-device security that is lacking in typical block-
based storage, but they also facilitate fine-grained access to individual objects. This enables storage
device sharing among diverse applications with unique security requirements.

0SD uses a cijedential-based access control system composed of three active entities: the object store
(the OSD), a security manager, and a client. As a capability-based access control system, all\requgsts to
the object stofe are accompanied by a capability that encodes a set of rights the holder lias-0n an pbject,
and is cryptographically secured.

To use OSD sgcurely:
— IPsec shopld be used for all transactions involving sensitive data on insecure networks;

— the object store should verify the authenticity of the capability prigrto performing an operation;

— clock synrhronization between the OSD and the security manager should be implemented dising a
secure prjotocol;

— capability expiration times should have limits that mihimize the amount of time a compr¢mised
capability can be used;

— working keys (used to generate capability keys) should be refreshed frequently.

Vendors should implement the appropriate QS functionality for access control, authentifation,
encryption, efc. described in 6.7.2 within their products.

6.7.3 Cont¢nt Addressable Storage (CAS)

Content Addiessable Storage (CAS), sometimes called Fixed Content Storage (FCS), technology is
intended to store data that does net'change in time (i.e., itis fixed in time). CAS typically exposes a digest
generated by p cryptographic-hash function (such as MD5 or SHA-1) from the document it refers fo. The
main advantdges of CAS technology are that the user does not need to know the location of the|actual
data and the jumber of eopies being stored.

CAS supportd retrieval’of documents given their content digests, and provides an assurance that the
retrieved dodqumentis identical to the one originally stored. (If the documents were differeng, their
content addrgsses'would differ.) In addition, since data is stored into a CAS system by what it coptains,
there is nevera SItUAtiON WITETE TIOTE tITATT OTE COPY Of aIT identical doCUment exists i stordge. By
definition, two identical documents have the same content address.

If the hash function used by the CAS system is weak, this method could be subject to collisions in an
adversarial environment (different documents generating the same hash). Therefore, it is important for
the CAS system to use a robust hashing mechanism.

Users and applications should be authenticated and authorized before access is granted to the CAS
system. This prevents unauthorized users from storing data or retrieving data. Additionally the CAS
system should ensure that content will be readable and accessible over its entire life-cycle. Finally, the
CAS system should employ a robust hashing mechanism.

15) The initial OSD standard, ANSI INCITS 400-2004, Information technology - SCSI Object-based Storage Device
Commands (0SD), was approved in 2004; a more recent version of the OSD standard is ANSI INCITS 458-2011,
Information technology — SCSI Object-Based Storage Device Commands - 2 (0SD-2).
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CAS is a particularly useful technology when addressing needs for short and medium-term retention
requirements (see 7.4.2).

Vendors should implement the appropriate CAS functionality for authentication, authorization,
availability, hashing etc. described in 6.7.3 within their products.

6.8 Storage security services
6.8.1 Data sanitization

6.8.1.1 General

An important element of the media handling guidance, as described in ISO/IEC 27002:2013, 8.3, is to
ensurg that the contents are made unrecoverable when media are no longer needed.'Sanitization refers
to the general process of rendering previously written data in the storage mediadrretrievable, such that
there ils reasonable assurance that the data cannot be easily retrieved or reconstructed (Jee C.4).

To effdctively use this standard for all media types, organizations and individuals should categorize their
informjation, assess the nature of the medium on which it is recorded,/assess the risk to donfidentiality,

and deftermine the future plans for the media (for example, reuse). Then decide on the appr
tion. The selected type should be assessed as to cost, environmental impact, etc.,and a
that bgst mitigates the risk to confidentiality and best satisfies otherconstraints imposed on

Dispogal of storage devices or storage elements without sanitization should be cons
information disclosure would have no impact on organizational mission, would not resulf
organizational assets, and would not result in financialdoss or harm to any individuals.

Clear,
each

urge, and destroy (destruct) are actions_that can be taken to sanitize storage.

Sanitization operations can be costly and time consuming, but they are necessary for sec
The leyel of sanitization operations.should be balanced against the risks. Particular at]
be paigl to Personally Identifiable liformation (PII) and Electronic Healthcare Records (E
busingss or mission critical datae-g., trade secrets, intellectual property, etc.).

When panitization is an element of compliance, the specific requirements and associated
should be reviewed to determine whether they mandate particular overwrite techniques,

ppriate type of
decision made
the process.

dered only if
in damage to

A.1 describes

ethod and provides additional options where appropriate. A.2 supplements this ipformation by
providing specific guidance on sanitizing both hard copy and electronic (soft) copy medig.

lirity reasons.
ention should
HR) as well as

kpecifications
documentary

proof ¢f sanitization, €t¢-"These requirements can take the form of specific overwrite techniques, proof

of sanitization, etc.

To make appropriate sanitization capabilities available, vendors should implement the
described im6:8.1.2, 6.8.1.3, 6.8.1.4, 6.8.1.5, and Annex A within their products.

functionality

Media-based sanitization

6.8.1.

When storage media are transferred, become obsolete, are no longer usable, or are not needed by an
information system, the residual magnetic, optical, electrical, or other representation of data should
be sanitized.

Annex A should be used to determine recommended sanitization of specific media. Although the use of
Annex A is strongly recommended here, other methods exist to satisfy the intent of clear, purge (still
relevant in some cases), and destroy, and methods not specified in Annex A may be suitable as long as
they are vetted and found satisfactory by the organization. Not all types of available media are specified
in this International Standard, and for those media not included, organizations should identify and use
processes that will fulfil the intent to clear, purge, or destroy their media.
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Sanitization of media at end-of-use situations is recommended, even when using encryption methods.
Even when cryptographic erase is used to sanitize the data on the device, it is recommended that the
media itself be sanitized as well.

6.8.1.3 Logical sanitization

Many storage devices virtualize the underlying storage media and present it as logical storage. A well-
known example is the Logical Unit (LUN) on a storage array that can have a size that far exceeds the
capacity of a single storage element. The situation can be further complicated when logical storage is
replicated (i.e., multiple copies of the data exist) to support server virtualization (see 7.6.2) and Disaster
Recovery (see 7.3.4). For these types of situations, it is almost impossible to identify all of the underlying

storage mediz

Eurthor it mfxy nothae qppwnpriqfo tocanitiza a1l aftha p]«ycir‘q] media hocaucao
—HHRe - hHetEbe +FopHate+6-5= e+ H-SHeaReaabeedd H

ultiple

logical storag

If logical stor
overwrite or
storage medis
(see A.3)ispr
protection te
used in conju
storage assoc

b instances can coexist on shared physical media.

hge (e.g., Logical Unit, filesystem or object store) is writeable, then sanitization, us
cryptographic erase technique, should be used to clear the portions of\the unds
used by the logical storage; successful application of cryptographic erase for sanit
bdicated on the encryption being active before data is recorded on the logical storag
thnologies (see 7.3.3), which can include replication, backups and €DP storage, ar
hction with logical storage, so separate sanitization operatiqus’should be perform
ated with data protection mechanisms.

6.8.1.4 Propf of sanitization

Organization;
when, how tH
is suspected
sanitization.

Proof of sanit
These sanitiz
purposes or

should maintainarecord of sanitization activitiesto)document what media were sar
ey were sanitized, and the final disposition ofthe media. Often when an organ
bf losing control of its information, it is because of inadequate record keeping of

zation takes on at least two forms: 1) arraudit log trail and 2) a certificate of saniti
ation records are the evidence that*organizations should retain for complianc
they run the risk of sanctions on‘costly data breach notifications. The import3g

this proof along with the provenance or chdin of custody requirements associated with the ey

documenting
security pers

The certificat
manufact

model;

nnel.
e of sanitization should'include the following information at a minimum:

urer;

serial nu

ber;

media type{le,g., magnetic, flash, hybrid, etc.);

ing an
erlying
zation
e. Data
b often
ned on

itized,
zation
media

zation.
b /legal
nce of
idence

sanitization serve as the pvimary drivers for placing sanitization under the control of

sanitizati
sanitizati

tool used

media source (i.e., user or system the media came from);

on description (i.e., clear, purge, destroy);
on method used (e.g., degauss, overwrite, block erase, cryptographic erase, etc.);

(including version);

verification method (e.g., full, quick sampling, etc.);

for both sanitization and validation:

— name of person;

38

position/title of person;
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date and Time (completion);
location;

contact information (e.g., telephone number, email address, etc.);

field for the signature of the person performing sanitization.

In addition to the details associated with the certificate of sanitization, the audit trail should capture
time stamped transactions and progress associated with sanitization. For example, the initiation and
conclusion of the sanitization operation as well as intermediate overwrite and verification progress
should be reflected.

In the
sanitiz

situation where media are in an inoperable state and physical destruction is nece
ation should be achieved by a certificate of sanitization.

sary, proof of

6.8.1.5 Verification of sanitized media

The g(

suppo
SSD), t

by a fy

al of sanitization verification is to assure that the target data was)effectively sa

he highest level of assurance of effective sanitization (outside ofalaboratory) is typi
Il reading of all accessible areas to verify that the expected sanitized value is in a

nitized. When

‘ted by the device interface (such as an Advanced Technology Attachment or ATA ofr SCSI HDD or

Cally achieved
1 addressable

locatidns. A full verification should be performed if time and e%ternal factors permit. This manner of
verificption typically only applies where the device is in an gperational state following spnitization so
that dqta can be read through the native interface.

Ifan o1 ] to electronic

media

a)

ganization chooses representative sampling the’there are three main goals applie
sanitization verification:

Select pseudorandom locations on the media, using a new seed for the Pseudo-Raijdom Number
Ggnerator (PRNG) each time the analysis tool is applied. This reduces the like]ihood that a
sapitization tool that only sanitizes a;siibset of the media will result in verification success in a

sifuation where sensitive data still remains.

b) Select locations across the addressable space. For instance, conceptually break the
edually sized subsections. Select a large enough number of subsections so that the
covered. The number of(practical subsections depends on the device and addre
The suggested minimum.number of subsections for HDD leveraging Logical Block Address (LBA)
addressing is one thiousand. Select at least two non-overlapping pseudorandom I¢cations from
within each subsection. For example, if one thousand conceptual subsections are cliosen, at least
two pseudorandom locations in the first thousandth of the media addressing space yvould be read
arld verifiedyatleast two pseudorandom locations in the second thousandth of the media addressing
splace would)be read and verified, and so on. In addition to the locations already idenftified, include
the firstand last addressable location on the storage device.

media up into
media is well-
5sing scheme.

Eqchieonsecutive sample location (except the ones for the first and last addressable logation) should
cover at least 5% of the subsection and not overlap the other sample in the subsection. Given two
non-overlapping samples, the resulting verification should cover at least 10% of the media once all
subsections have had two samples taken.

Devices that are protected with access control mechanisms have additional verification considerations.
Whether such devices were sanitized by overwrite, block erasing or cryptographic erase (see A.3), such
devices need to be accessible both before and after sanitization to enable a verification process.

Cryptographic erase has different verification considerations than other procedures, because the
contents following cryptographic erase may not be known and therefore cannot be compared to a
given value. When cryptographic erase is leveraged, an attempt should be made to apply simple checks
such as reading a storage location with known contents (for example, file system metadata) to verify
that the expected data is not returned. If it not possible, for whatever reason (e.g., person executing
cryptographic erase does not have read access), then verification can be skipped.

© ISO/IEC 2015 - All rights reserved 39


https://iecnorm.com/api/?name=333faca9d0a3e5c2d19d43c843718770

ISO/IEC 27040:2015(E)

6.8.2 Data confidentiality

6.8.2.1 General

Within storage infrastructures, data confidentiality is typically maintained using some method of
encryption. These methods are most often associated with protecting data while it is transferred
(sometime referred to as in flight or in motion) within the storage infrastructure or as it is stored (or at
rest) within a device or on storage media.

The process of encryption is a matter of applying an encryption algorithm (or cipher) to plaintext data
yielding encrypted data (or ciphertext). Conversely, decryption transforms ciphertext back into its

original plain

ext, The definition and specification of many important ciphers relevant to stor

ge can

be found in: IS

For some typ¢
in which the
modes of opd
Special Publig
IEEE 1619-20

Ciphers work
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and protectig
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used with sy
differentaspe
800-57 (Part

To make apj
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6.8.2.2 End

Within storag
code) of the i
that leaves th

Protocols suc
can provide a

0/IEC 18033:2005, NIST FIPS 197, NIST Special Publication 800-67, and IEEE 1619:/

s of ciphers (e.g., n-bit block ciphers) there are multiple ways (called modesof-ope
cipher can be used to encrypt plaintext. The definition and specification of cg

ation 800-38C, NIST Special Publication 800-38D, NIST Special Publication 800-3§
D7.

in association with a key and possibly other keying material\(e.g., initialization vd

ipher, different but related keys are used for encryptioniand’decryption. The manag

.

f key management is to provide procedures forshandling the cryptographic keying m
mmetric or asymmetric cryptographic mechanisms. The definition and specifica
Cts of key managementcanbefoundin: ISO/IEC11770 (Part1&2)and NIST Special Publ
| & 2).1SO/IEC 27002:2013, 10.1.2 also provides relevant guidance on key manageme

bropriate data confidentiality capabilities available, vendors should impleme
described in 6.8.2.2 and 6.8.2.3 within their products.

rypting transferred data

e infrastructures, data confidentiality or integrity (digital signature or authent
hformation being transferred between two points can be of interest, especially fg
b confines of a physically controlled data centre.

h as ESP_Header (see C.7.3), IPsec,16) TLS,17) or even computer based encryption tech

dditional-ptotection to the information as it is transferred. These methods are mos

associated wi

h protecting data while it is in motion (sometimes referred to as in flight or in tra

ration can be found in: ISO/IEC 10116:2006, NIST Special Publication"800-384,

c cipher, the same key is used with both the encryption and-decryption algorithmg.

n of keys (known as key management) is critically)'important in maintaining
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Data in motiof protectlon is generally a temporary protectlon of the data Wthh may exist onl while
it is being moked: : :
ciphertext. It can also apply an 1ntegr1ty algorithm and send the 1ntegr1ty Value Conversely, a receiver
applies a decryption algorithm that transforms ciphertext back into its original plaintext and the
receiver performs a check of the integrity value. There are various standard specifications including
the Fibre Channel security standards (see C.7.1), IPsec RFC’s, and TLS RFC’s that detail alternatives for
securing data in motion.

For some protocols there are multiple modes or options of operation in the standards. And in addition
there are multiple cipher modes or digital signature (integrity) algorithms. The definition and
specification of the modes of operation can be found in ISO/IEC 10116:2006.

16) IETF RFC 6071 IP Security (IPsec) and Internet Key Exchange (IKE) Document Roadmap provides an excellent
snapshot of IPsec- and IKE-related RFCs.

17) The most recent version of TLS is specified in IETF RFC 5246 The Transport Layer Security (TLS) Protocol
Version 1.2.
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Protection of data in motion works in association with a key establishment or key agree

ment process

or protocol. The management and protection of the initial authentication keys is critically important in
maintaining data confidentiality and integrity of data in motion. The previously cited standards detail

additional information of critical security parameters that have to be protected when us
data protection methods.

When protection of data in motion is needed, it should provide end-to-end protection

ing in motion

Encryption of data in motion can impose significant computational burdens on the communicating

entities, so appropriate compensations should be implemented to minimize the impacts.

As

6.8.2.3 Encrypting data at rest

For IPsec, version 3 and Internet Key Exchange (IKE) version 2 (or later versions) should be used.

Fch TLS, storage clients should comply with the requirements in the Storage Networking Industry
sociation (SNIA) Technical Position: TLS Specification for Storage Systemsv1.0 (orthe latest version).

With increasing amounts of sensitive and regulated data being stored; prganizations|need to take

steps 1
to its ¢
does p
especi
as wel

rovide a basic level of protection against breaches stemming from the loss of co
hlly tape. Consequently, encryption mechanisms within storage devices (Self-Encr
as controller-based technologies), switches, specializedappliances, HBAs, etc. sho

Impler
featur
anism (the point of encryption) in the infrastructure needs to be selected to address
dnd arrangements made to provision that location with keying material. The data td
needs fo be identified, and in some cases its logation needs to be changed. In addition, ade
encryption, which is likely to take the form of logs, needs to be created and integrated int
infrasfructure. See 7.5 for additional infoeriation.

henting data encryption requires much more than'just purchasing a device wi

The uge of all types of encryption fetr’storage relies on the management of cryptograpl
key management can easily compromise data no matter how strong the encryption is. {
securify of information protected by cryptography directly depends on the strength of
effectiveness of mechanisms and protocols associated with keys, and the protection af
keys. All keys need to be protected against modification, and secret (for symmetric en
privatg (for asymmetricor public key encryption) keys need to be protected against
disclogure. Key management provides the foundation for the secure generation, storage, di
destruction of keys.\Overall frameworks for key management are given in ISO/IEC 1177
the Organizationdor the Advancement of Structured Information Standards (OASIS) Key
Interoperability’ Protocol (KMIP) specification and profiles®) are the dominant m

— encryption algorithms and modes of operations designed specifically for storage te
XTS-AES (specified in IEEE 1619-2007) for HDD and Counter with Cipher block chai

o ensure this data is stored in encrypted forms. Although encrypting data as cloge as possible
rigin and use is the ideal situation, encryption of data at rest\ithin the storage ipfrastructure

rol of media,
ypting Drives
11d be used.

h encryption

bs and connecting it to an existing storage infrastructure. The positioning of the encryption

the identified
be processed
quate proof of
b the audit log

nic keys. Poor
Itimately, the
the keys, the
forded to the
Cryption) and
unauthorized
btribution and
D. In addition,
Management
echanism for

chnology like
ning Message

authentication code (CCM) or Galois/Counter Mode (GCM) (as described in IEEE 1619.1-2007) for
tape should be used; if storage specific modes are not available, suitable AES modes like Cipher

Block Chaining (CBC) (specified in ISO/IEC 10116:2006) may be used;

limit the amount of time a key is in plaintext form and prevent humans from viewing plaintext keys

cryptographic keys should only be used for one purpose, specifically, do not use key-encrypting keys

(also known as key wrapping keys) to encrypt data or use data encrypting keys to encrypt other keys;

18)
and OASIS Key Management Interoperability Protocol Profiles.
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OASIS KMIP is specified in a pair of documents: OASIS Key Management Interoperability Protocol Specification
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check for

randomly choose keys from the entire keyspacel?);

and avoid use of known weak keys;

to a maximum amount of data processed;

management infrastructure (e.g., generate and archive encryption keys);

and use k

ey management infrastructure (see C.8).

data encryption keys should be limited to a finite cryptoperiod (typically no more than 2 years) or

when possible, storage systems and infrastructure should use interoperable, centralized key

storage systems and infrastructure should use OASIS approved, KMIP-compliant clients to access

6.8.3 Datafeductions

As aroutine cpurse of business, organizations may attempt to reduce the amount of data they sta
transmit in ap effort to reduce costs. Two of the more common approaches are data compressi
data deduplicption. Data compression seeks to reduce the amount of data by encoding it with a

re and
bn and
known

algorithm?9 fo produce a representation of the data that uses fewer bits of storage than the unepcoded

representatio|
references to

Data compres

required for thingslike backups. Inaddition, compression canbe an integral part of the network gaf

used in remof
Continuity su
ensure the en
or when the c

Data deduplic
including at

trI
In and of the

presence can

When en
encryptid
the other

When en
encryptia
used whe

When bot
be dedup
reverse o

. Data deduplication, on the other hand, attempts to replace multiple copies of daf
h shared copy. These two techniques can be used together to mdximize data reduct

sion is commonly used in conjunction with tape storage“to reduce the number o

e replication to reduce the bandwidth requirements for Disaster Recovery and Bu
pport. Data compression is typically performed it hardware so some care is requ
roded data can be decoded later (for example, when a tape is read by a different tap
pmpressed data is received by a network gateway).

e file system level, in-line to the storage-network, and the storage device.

selves, data reduction technologiesdo not represent security mechanism. Howeve|
be impacted by storage security activities.

Cryption is used along with compression, the compression should be applied befq
n because ciphertext does not effectively compress; the reverse order should be u
end (i.e., decryptionfollowed by expansion).

ryption is used-along with deduplication, the deduplication should be applied bef
n because deduplication is often not effective on ciphertext; the reverse order shd
n the dataisto be decrypted.

h compression and deduplication are used along with encryption, the order of use
lication and compression or compression and deduplication, and then encrypti
detshould be used when the data is to be decrypted.

a with
ion.

[ tapes
eways
siness
red to
e drive

ation can take place at a variety of different points within the storage infrastrificture,

I, their

re the
sed on

re the
uld be

should
n; the

into the design, documentation, and testing of DR and BC solutions.

19)

Compression or deduplication can impact DR and BC implementations, so they should be factored

Best practice recommends a cryptographically secure Pseudo-Random Number Generator (PRNG) with the

property that when given full knowledge of the algorithm and a sequence of outputs, neither the numbers preceding
the sequence nor the numbers following the sequence can be determined using practical computational means.

20)

Compression algorithms include lossy approaches (in which a portion of the original information is lost)

and lossless approaches (which preserve the entire content of the original data), but in the storage industry only the
lossless algorithms are used. Applying a particular compression algorithm to multiple instances of data will result

in identical enc

42

oded/compressed data.
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7 Guidelines for the design and implementation of storage security

7.1 General

Despite the increased power of personal computers and departmental workstations, there continues
to be a dependency on centralized data centres due to the need for data integration, data consistency,
and data quality. With the enormous growth of critical data volumes, many organizations have adopted
storage-centric architectures for their ICT infrastructure. Consequently, storage security plays an
important role in securing this data, and in many instances, it serves as the last line of defence.

Designing and implementing storage security solutions requires adherence to core security design

ac T addition tha conteale and giidanens daceribad 10 Clancn € bavuo 0 bha intag
eSSt e aH o Se-—S1ave—+6

ated into the

princi
design
sensiti
specifi

Comm|
design
corres
vulner

Inform
ISO/IE
securi

7.2

7.2.1

Organ
that is
a layel
manag
organi

capabillities and activities, etc/

An im
techni
An exd

virus protection on:the firewalls and servers within the same environment.

Specif

en

$torage security design principles

TC ST o OOt o, T C— CoTrer oo g oo e oCTIIeCy

and implementation of storage security solutions to counter storage security
vity, criticality, and value can also be an important consideration in designs*(see
cally B.1.2).

pn risk areas associated with storage security architectures are design failure
or the lack of appropriate consideration of Business Continuity planning or the de
pond to the current or expected threat level. A design should cdnsider all relevar
abilities in the storage system as described in 5.4.

ation on assessing security risks and associated threats>¢an also be found in IS
C 27002 and ISO/IEC 27005. Clause 7 identifies general design issues to consider as j
'y architecture.

Defence in depth

zations need to look at security not just from one perspective, but as a pervasive lay¢
comprehensive across all applications, systems, networks, storage, and devices. 4
ed approach is considered to be defence in depth especially when it combines |
ement and technology. The degree to which defence in depth is pursued is diffg
zation, depending on factors like data value and sensitivity, compliance requiremen

bortant defence inwdepth principle leverages the use of multiple security contro
Hues to help mitigate the risk of one component of the defence being compromised or g
imple could be‘anti-virus software installed on individual workstations when th

c guidance includes:

sured balanced focus on the three primary elements: people, technology, and oper

threats. Data
Annex B and

5 due to poor
sign does not
It threats and

O/IEC 27001,
art of storage

bred approach
\dopting such
policy, design,
rent for each
s, adversarial

Is or security
ircumvented.
ere is already

htions;

follow through with effective information assurance policies and procedures, assignment of

roles and responsibilities, commitment of resources, training of critical personnel, and personal

ac

de

countability;

ploy protection mechanisms at multiple locations to resist all classes of attacks;

include both detection and protection mechanisms;

information assurance technologies and that are highly resistant to attack;

maintain visible and up to date system security policies;
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deploy multiple defence mechanisms (layered) between potential adversaries and targets;

deploy robust key management and Public Key Infrastructure (PKI) frameworks that support all
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install security patches and anti-virus updates, maintain ACLs, etc.);

monitor and react to current threats.

actively manage the security posture of the storage technology and protection mechanisms (e.g.,

perform regular security threat assessments to determine the continued security readiness;

Security solutions based on the layered approach are flexible and scalable as well as being adaptable to
the security needs of the organization.

For storage, a layered approach means that security controls are deployed and used throughout the
storage infrastructure, including the HBA/CNA/NIC in computers, storage network switches/routers,

storage applighece storageelementsand storage devices-

7.2.2 Secul

Security dom
different risk
way to have t
that particuld
ensure that re

For storage i
sensitive dat3
sensitivity is

generic capabiility is not a security mechanism such as FC-SP Zoning (see C.7.5).

Building on t

security desig
Factor da

stora
secul

devid
shoul
devid

strat
— untry

Factor p

stor

mandgement, etc.) and using different technologies (e.g., CIFS/NFS, iSCSI, CDM], etc.) shd

ity domains

pins are based on the concept that system resources of different sensitivity leve
tolerance values and threat susceptibility) should be differently located. This cr¢
he systems make available only such data that is necessary for conducting the ta
r domain. As a design principle, the architecture should enforée)domain separa
sources to which an entity has access cannot be accessed or affécted by another en

frastructure, a security domain will typically be represénted as a SAN, especially
is being stored and processed within the storage systems. In situations where th
ow, zoning and VLANSs can be considered acceptable, but it is important to note th

he compartmentalization principle described in ISO/IEC 27033-2, the following S
n rules should be considered:

sensitivity into the use of security domains

a
Le and storage networks of differéht sensitivity levels should be located in di
ity domains;

es and computer systems providing services for external networks (e.g., the In
d be located in different domains (De-Militarized Zone or DMZ) than internal n¢
les and computer systems;

poic assets should be located in dedicated security domains;

sted devices ‘and computer systems should have limited or no access to storage ass

pose in the use of security domains

e-and storage networks used for different purposes (e.g., development, prod

s (i.e.,
pates a
sks for
fion to
tity.

r when
e data
at this

torage

fferent

ernet)
twork

ets.

Iction,
uld be

located in separate security domains;

corporate LANSs);

security domains;

storage networks should be in different security domains than regular networks (e.g.,

storage device and storage network management systems should be located in dedicated

systems in development stage should be located in different domains than production systems.

Storage devices that may be permitted to reside with a single security domain, but used for multiple

purposes or hold multiple levels of sensitive data, should be further isolated (using zoning, VLANSs,
and Virtual Storage Area Networks or VSANs) to minimize possible interactions.
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7.2.3 Design resilience

Storage security design should incorporate several layers of redundancy to eliminate single points of
failure and to maximize the availability of the storage infrastructure. This includes the use of redundant
interfaces, backup modules, standby devices, and topologically redundant paths. In addition, the designs
should also use a wide set of approaches destined to make the storage more resilient to attacks and

network failures.

7.2.4 Secure initialization

As a design principle, the architecture of sto

«

rage systems should support a secure

cess until the subjects are authenticated. Software and operating system load pro
om a known state with secure values specified by the system administratorwh
was lapt operational.

Vendoys should implement the functionality for secureinitialization describedin7.2.4 within
7.3 Datareliability, availability, and resilience

7.3.1 | Reliability

initialization
d. During the
e available or
cesses should
bn the system

heir products.

At a basic level, reliability is the probability that a device will perform its required function under stated

conditjons for a specific period of time. Reliability is qudntified as:

MTBF (Mean Time Between Failures) for repairable product, which is the expected
secutive failures in a system or componentand sometimes thought of as the average
[ a system or component to perform its normal operations between failures (see Fig]

M
re
th

[TR (Mean Time To Repair) for repaitable product, which is the expected or observ
furn a malfunctioning system or-¢component to normal operations and sometimes
e average time to repair a failed.component;

M
Y|
Withir
MTTR
of syst

also h:
or unt

[TF (Mean Time To Failure)for non-repairable product, which is the average time
stem or component to perform its normal operations until it fails.

the context of stdrage, system compromises and attacks can have negative imp3
and MTTF. In addition, the inclusion of security features (like malware protection), t
lem or application patches, or other system hardening measures like those describg
e impacts. For example, incorrect application of updates or use of updates from
Fusted sources can have adverse impacts.

th
in

e reliability of the storage system and infrastructure should not be adversely im
Clusion of security features;

time between
time available
lire 5);

bd duration to
thought of as

hvailable for a

icts on MTBF,
he application
din 6.4.5 can
hon-approved

pacted by the

vulnerabilities should be proactively managed to minimize their impacts on system r

security of data.
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eliability;

controls should be assessed to determine whether they are capable of assuring the reliability and
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strive to minimize impactsto availability (e.g., minimize single points of failure).

Data enc
unavailah

Data prot

kh battery back-up) are impleménted within contemporary storage systems as well

Time Between Failures = { down time - up time }

Figure 5 — Quantification of reliability

of storage, data availability typically refers to how accessible data is when stored i
in reference to remote storage of data through a network of eéxternal storage medi
lised to refer to several different concepts, primarily how reliable the data is with
ng to access it, in terms of “uptime,” and how quickly sofmeone can access the data.

usually measured as a probability that something will be there when it is needg
h of time a system is in a functioning condition)jand it can be calculated as the rati

h storage array that had approximately 5 miniutes of downtime in a year, assumin
puld have an availability of 0,99999 (99,999%).

bh availability of data, significant afnounts of hardware and software redundang
D path failover, redundant components, RAID protection, global hot spares and mi

tructures. In addition, datasredundancy mechanisms (e.g., mirroring and replicat
‘otection mechanisms (e.gybackups and CDP) are often used to ensure fast datarec
[ a failure.

bf the importance-~of availability, storage security designs and implementations

Fyption keys:'should be managed to avoid data availability problems when ke
le or inadyertently destroyed.

ectionmechanisms (like backups, replication, etc.) should be part of availability des

1 some
p. This
regard

d (i.e.,
b of (a)

a system is capable of being used during a given interval to (b) the length of the infterval.

b 24x7

y (e-g.

rored

as the
on) as
veries

should

ys are

jgns to

guard agj

linst'major outages due to system failures.

7.3.3

Backups and replication

Because of the increased dependency on data availability and integrity, many organizations employ
a range of data protection mechanisms like backups?!) and replications for increased data resiliency.
Unfortunately, the focus is often on the creation of the backups and replicated data sets rather than the
ability to use them to recover from problems. All of the data protection solutions should be viewed as
data recovery mechanisms.

The data protection mechanisms themselves also need a measure of security, including but not limited to:

Data protection mechanisms (like backups, replication, etc.) should be designed with quick
recoveries in mind, rather than just preservation of data;

21) ISO/IEC 27002:2013, 12.3 provides relevant guidance on backups.
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Backup security

ensure that the backup approach, especially for business/mission critical data, is aligned with

its associated restore strategy;

ensure that the backup approach provides adequate and appropriate protections against

unauthorized access (e.g., encryption or user validation);

establish a chain of trusted individuals (and vendors) who handle the storage me

dia;

implement backup validations to show “proof” that restore requirements are being met.

plication security

CI

7.3.4
1SO/P4

ensure that the replication approach, especially for business/mission critical d
with its associated reliability, fault-tolerance, or performance requirements;

ensure that the replication approach provides adequate protections<against
access (e.g., data in motion encryption).

P security

ensure that the CDP approach (e.g., continuous, near continuous, fixed interval, e
for business/mission critical data, is aligned with its asseciated restore strategy

in high network bandwidth scenarios (e.g., multimedia files), employ throttling te
prioritize network traffic in order to reduce thenipact of CDP on day-to-day ope

ensure that the CDP approach provides adequate protections against unauthoriz¢

data in motion and data at rest encryptiofi).

Disaster Recovery and Business Continuity

S 22399:2007 summarizes the Business Continuity Management (BCM) approach

reactimg and recovering from incidents. Activities involved in BCM include Incident |}

Operaf
which
incide

1SO/IH

as per
ensure
irresp
servic
incidel

ional Continuity Management (IPOCM), Disaster Recovery Planning (DRP) and r

focus on increasing the resilience of the organization and by preparing it to react
1ts and recover within pré-determined timescales.

C 27031:2011 describes the concepts and principles of ICT Readiness for Busing
(IRBC],
formance criteria, design, and implementation) for improving an organization’s IC’

and providesca framework of methods and processes to identify and specify all

businesscontinuity. Itapplies to any organization (private, governmental, and non-§

bctive of size) developing its ICT Readiness for Business Continuity program, and re

ita, is aligned

unauthorized

c.), especially

chniques that
ration;

d access (e.g.,

[0 preventing,
Preparedness,
sk mitigation
effectively to

ss Continuity
aspects (such
[ readiness to
overnmental,
quiring its ICT

bs/infrastructures to be ready to support business operations in the event of emergi

ng events and

its; and related dlsruptlons that could affect continuity (including security) of critical business

ina con51stent and recogmzed manner.

Storage is typically a critical element of an organization’s IRBC program or informal DR/BC activities,

so itis

important to.

ecosystem,;

ensure that the storage ecosystem is factored into the DR/BC planning and implementation;
prepare for limited disruption events (system failures, adversarial attacks, operator errors);

identify and document the unique staffing and facility requirements associated with the storage

perform on-going planning and regular testing of assumption, which are critical to successful

DR/BC; results of DR/BC testing should be fed back into on-going maintenance of the DR/BC plan.
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7.3.5 Resilience

Resilience is the ability to provide and maintain an acceptable level of service, typically associated with
preserving data integrity and availability, in the face of faults (system failures) and challenges (such
as attacks, accidents or large-scale natural disasters) to normal operation. This ability is frequently a
significant consideration in the deployment of storage systems and infrastructure because of its impact
on the overall availability of data.

When considering resilience, failure of individual components may be acceptable, but constitute an
incident, as long as the service is still being delivered and the integrity of that service is still there. In
practical terms, resilience is a design strategy that aims to reduce vulnerabilities, often by shortening
supply lines, improving redundancy in critical areas, bolstering local capacity, and solving for a deeper
pattern of dependence and disability.

— Security §hould be an integral part of the resilience strategy; plan for unit failures and eempromises
of both tHe storage and security technologies.

— Redundancy should be exploited to the extent possible.
— Diverse cpmponents that are easily repairable should be used whenever pdssible.

— Security features and functionality (e.g., encryption, centralized authentication, etc.) should be
implemented in such a way as to cause no adverse impact to the resilience of the storage sysftem or
infrastrugture.

7.4 Datare¢tention

7.4.1 Longiterm retention

Due to the rdther short lifetime and limited reliability of traditional storage components, dgta can
become corrypted as the media degrades over time. This issue is relatively well understood by those
who are involyed in the long-term retention of data (e.g., managing data archives) and it is addrefsed in
the followingstandards, which are applicable-to'storage infrastructure:

— ISO/TR 10255:2009, Document management applications — Optical disk storage techpology,
management and standards

— ISO/TR 18492:2005, Long-terin. preservation of electronic document-based information

— SO 1617p-1:2010, Information and documentation — Principles and functional requiremepts for
records in electronic office environments — Part 1: Overview and statement of principles

— ISO 1617p-2:2011, Ynformation and documentation — Principles and functional requiremepts for
records i electronic office environments — Part 2: Guidelines and functional requirements for|digital
records nmjanggement systems

— SO 16175-3:2010, Information and documentation — Principles and functional requirements for
records in electronic office environments — Part 3: Guidelines and functional requirements for records
in business systems

Long-term archival storage systems introduce integrity, authentication and privacy threats that do not
generally exist in non-archival storage systems. In addition, the long lifetime of data gives attackers a
much larger window within which they can attempt to compromise a security system; with archival
storage an assailant might have several decades of time to conduct an attack (slow attack).

— Archival storage assumes a write-once, read-maybe access pattern, thus the integrity of the data in
the system should be actively checked at regular intervals rather than waiting to when it is read.

— When migrating archival data to newer storage technologies, introduce available security
capabilities that offer enhanced security measures to better secure the data in its new location.
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Since the data in a long-term archive can out-live the data owners, a secure, archival storage system
should be able to authenticate new users and establish their relationship to resources attached to
existing users.

Secrecy mechanisms (e.g., encryption, secret-sharing, etc.) should function in the complete absence
of the user that wrote the data (e.g., a new user who is given rights to read data should also be given
the ability to decrypt the data).

Security logging should be sufficiently complete and long-lived (measured in decades) that it assists
in detecting slow attacks and maintains an attack history that can be used to make decisions to

adjust the data protections.

7.4.2
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traditi
or staf
result

To ass
utiliza
comm
the ac
mediu
the ca
mediu

M
to

pl
da
da

M
be

En

On a defined schedule, audit for both obvious and latent faults (e.g., integrity chg

promises in order to intelligently schedule corrective action.

e use of data reduction technologies (e.g., compression and deduplication] should
hnner that avoids compromising data integrity (e.g., factored into copiesithat migh
sociation with the data reduction technologies).

Short to medium-term retention

e number of organizations are forced to retain data for perjods of time that are
pnal archives (less than 10 years). Often, the retentiondrivers are based on leg

in significant liabilities for the organization.

ire successful retention of digital information ovér short to mid-term retention per
fion of data protection, Disaster Recovery,~and digital preservation and curaf
ensurate with the value of the information being retained, the risk of loss from a

n-term data retention scenarios usually span one or more generations of technolog
bture and retention of associated.metadata. The following should be considered
In-term retention:

iitiple physical or logical replieas of the data should be created and preserved;22) the

ntform/operating systemjyand their number chosen according to the data’s value and to

mage they cause;j Tepair the corrupted data using the good data from other replic
mage spreads:

htch the access control scheme to the legal and regulatory requirements for th
ing preserved.

sur€ that accountability and traceability measures are adequate and functional; all

a history of

| be used in a
f not have any

shorter than
1, regulatory,

utory requirements that also include security provisipns. Failure to meet the reqqirements can

iods, requires
ion practices
] factors, and

ceptable amount of loss over the retention period. From a storage perspective, these short and

y and require
for short and

replicas need

be organized to be as indépendent as possible (e.g., geographic, administrative/management, and

erance of risk.
cks), and the
hs before that

b information

data accesses

may require audit log entries.
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pecially for data of an evidentiary nature.

Implement mechanism to demonstrate data authenticity, provenance, and chain of custody,

If encryption is used, archive/escrow the keys and keying material; rekey the data within

recommended cryptoperiods or when the underlying cryptographic algorithm needs to be replaced.

22)

It is not at all about how many copies, rather about the quality and characteristics of the digital archive

process.
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7.5 Data confidentiality and integrity

There are multiple considerations that need to be made when evaluating the deployment of a storage-
based encryption solution, including, but not limited to:

encryption has the potential of impacting other security aspects (e.g., inspection of data, anti-

virus, etc

J;

although necessary, encryption carries the risk of making data unavailable should anything go
wrong with data handling, data transformations, key management, or the actual encryption;

encryption can impose significant overhead cost/impacts on systems and storage elements;

centralizg
with out

encryptid
deduplica

the qualit

Not all data ig
warrant the y
worth the cof
information v

As mentioned
ICT infrastrugd
perspective is
provided, but

Applicat

bd key management may be necessary especially when encryption is used in conjy
fregion replication for DR and BC purposes;

n can diminish or negate the benefit of data reduction technologies (e.g., compressi
tion);

y of the cryptography (security strength, vetted, etc.) can impact thatactwal protection g

se of encryption as well as assist with the cost benefit analysis (i.e., is the risk red
t). It is important to note that there are other vehicles tossafeguard the confidenti
'hen the data is considered a critical asset.

in 6.8.2.3, the point of encryption is important because it represents the location wit
ture in which the data has to traverse before itis'decrypted and usable. A common s¢
to encrypt as close to the source as possible,;as this tends to maximize the pro

on-level - under the control of a specific application or database; finest granula

control aJ\d maximum insight into the data (type, users, sensitivity).

Filesyst
control at

Network

— File-h
insig

— Block

Device-l¢
control a

m-level - under the control of.the operating system or operating system-level appli
file-level with insights intothe users.

tlevel - under the controlof the network devices, such as HBA, array controller, or

ased (NAS) - control at the share/filesystem-level (possibly file-level) with mo
(ts into the users

Lbased - control at the logical volume level with limited insights in the “community of us

bvel - under the control of the end-device (e.g., tape drive, disk array, disk drivg

F the"media level (and possibly at the logical volume level) with limited insights
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hin the
curity
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there may be many options in selecting a peint of encryption (see Figure 6), including:

rity of

Cation;
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ers”23)

, etc.);
in the

"commuqity of users.

23)
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The specific user community is unknown, as are their individual access rights. The community is defined by
the servers that have access to the individual logical volumes.
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Robotic

Storage
Array

Server Appliance

Robotic
Tape

@ Application-level @ Network-level
@ Filesystem-level @ Device-level

Figure 6 — Sample points of encryption

When encryption is deemed necessary, consider the following guidance:
— stprage-based encryption should\iot be the primary form of encryption for sensitive|data24);

— se]ection of a point of encryption should be influenced by DR and BC (see 7.3.4), data yeduction (see
6.8.3), and data protection{see 7.3.3) considerations;

— data retention (see(7Z4) needs should be considered when selecting and deploying endryption;

— thp security strength of the encryption solution should be at least 112 bits with 128 bits serving as
thp recomménded minimum?25);

— crlyptographic modules used to protect sensitive or regulated data should be vdlidated using
refognized criteria (e.g., ISO/IEC 19790, ISO/IEC 15408, NIST FIPS 140-2, etc.);

— multiple encryption steps can be used, as when data encrypted for privacy purposes is further
encrypted by a Self-Encrypting Drive for security purposes.

As with sanitization, it is important that an organization maintain records of its data at rest encryption
to document what media were protected as well as when and how they were encrypted. When an
organization is suspected of losing control of its storage media, which contain sensitive information,
these records or proof of encryption can be instrumental in demonstrating that no data breach

24) The storage encryption is active only while the data is resident on the storage system or media (i.e., it is
plaintext once it passes through the point of encryption, which occurs any time the data is accessed).

25) Allowing for 112 bits of security strength means that Triple DES is an acceptable option, but not
recommended.
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occurred, thereby avoiding costly data breach notifications and other liabilities. The following should
be considered for proof of encryption:

— ensure thatthe encryption mechanisms create appropriate auditlog entries (activation, verification,
integrity checks, re-keying, etc.);

— agree in advance on what audit log material demonstrates (to the satisfaction of the compliance
personnel) that encryption was properly performed;

— perform regular and audited checks that encryption was properly performed and consider outside
accreditation.

Successful usg-efecryptographyis dependenton-adhering to-basic principlesassociatedsadth keying

material as w¢ll as implementing key management. As storage systems and devices integrate encrjyption
for data at redt, key management becomes important and should address the following:

— leverage ¢entralized key management;
— fully autInate key management whenever possible;

— sparsely fise keys with a long life (i.e., approaches the maximum recommended cryptoperiodwhich
is typically no more than 1-2 years, depending on the key type);

— enforce sfrict access controls to limit user capabilities and separation of duties constraintsj(e.g., a
security fole) for key generation, change and distribution;

— for sensitive or high-value data, the encryption should bejend-to-end (i.e., data in moti¢n and
data at r¢st).

Data integrityf is a significant design criterion for most storage systems and infrastructure and itfis only
rivalled by ddta availability in its importance to storagé’/personnel. To address data integrity issues, a
wide range of|technologies are typically deployed instorage infrastructure, including but not lim{ted to,
RAID, backups, replications, and CDP. Although important, these data protection technologies dre not
typically condidered part of the storage securitycontrols.

Data retentiop and compliance requirements often include provisions for storing data in a manngr that
blocks record|deletion or alteration (i.e.;immutable) along with integrity verification (e.g., hashing) and
explicit retenfion periods (e.g., legal‘holds) that need to be honoured. Several forms of WORM}based
storage can b used to meet the immutability (non-editable) requirements. In addition, many CAS (see
6.7.3) implemlentations combine\WORM with metadata that can be used to perform explicit infegrity
checks as wel| as enforce data expirations.

— Malware fis a common-threat to the integrity of data, applications, and operating system; Jtorage
systems phould in¢lude sufficient malware protections to guard against attacks on dath (e.g.,
corruptidn, destruction, etc.)

— WORM-based storage should be used to help meet immutability requirements

Vendors should implement the functionality for encryption, key management, and integrity described
in 7.5 within their products.

7.6 Virtualization

7.6.1 Storage virtualization

Storage virtualization disconnects the logical storage abstractions used by servers and applications
from the physical storage systems, devices or media on which the information is stored in a fashion that
enables that logical to physical relationship to change over time and can mask the details of the physical
entities. For example, a logical volume manager in a server or storage array can present portions of
multiple physical disk drives as a single mirrored logical volume and be capable of rebuilding the
mirrored volume to use another disk drive after a failure of one of the original drives. Another example
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is that automatic tiering functionality in a storage array can change the drives on which information
is stored in response to changed access patterns (e.g., move more frequently accessed information to
higher performance drives).

The presence of storage virtualization is an important consideration in control design and application.
Controls can be applied to logical or physical storage entities. Controls on logical storage entities are
unaffected by physical relocation of the information, but controls on physical entities should be applied
to the entire domain of physical entities (e.g., storage systems, devices, media) on which information
subject to the control may be stored in order to avoid relocation of that information causing the control
to by bypassed.

When storage virtualization can store or relocate information across a domain of distributed entities

(e.g., i
netwo

entire
bypas;
to whi

If stor
virtua
virtua

When

Fking is in use, the appropriate storage networking controls (see 6.3) should be
domain, as application of such a control to a subset of the domain can cause’the
ed when information is relocated or new information subject to the controhis’store
Ch the control has not been applied.

\ge virtualization exposes the physical storage entities that are virtualized (e.g., ex
ized by a storage array) controls should be applied to limit or,prevent direct acce

hformation stored on one of multiple storage systems and relocated over tlmirp and storage

plied to that
control to be
d on an entity

fernal storage
Ss to the non-

ized physical elements, as such access is not equivalent to accessing the virtualize

storage is virtualized, both data sanitization controls {(sée 6.8.1) and data at r

contrgls (see 6.8.2) on the physical storage entities should assume that the controlled s

(e.g., s
them.

is rem
storag
sensiti

Additi

en

ad

7.6.2

Server

ystems, devices and media) can contain the most sensitive information that ma
For example, if encryption is used to control the confidentiality of data stored on a

e virtualization, then the encryption algorithnr 'should be appropriate for protecti
ve data that can be stored by the storage array.

bnal virtualization considerations include:
sure appropriate service level objéctives for virtual storage, including:
match the availability objective for the storage infrastructure to the application 1

match the confidentidlity and privacy requirements for the storage infrastructur
of information stored.

dress multi-tenahcy concerns, as appropriate (see 7.7.4).

Storage for virtualized systems

in whi

!

printef,‘ete. The physical server typically runs a hypervisor that is tasked with creating,

h,the virtualization software instead provides the illusion of more than one co

storage.

t encryption
rage entities
be stored on
isk drive that

bved from a storage array (e.g., because the drive has failed) and that storage arrdy implements

n of the most

equirements;

e to the types

virtualization extends the shared access to resources of typical operating systeins to a model

mputer, HDD,
eleasing, and

managing the resources of “guest” operating systems, or Virtual Machines (VM). These guest operating
systems are allocated a share of resources of the physical server, typically in a manner in which the
guest is not aware of any other physical resources save for those allocated to it by the hypervisor.

When storage systems and infrastructure are used to support virtualized servers, additional care is
often necessary to ensure data is available, but not unduly exposed to potential data breaches.

The following storage for virtualization guidance is relevant and should be followed:

— VM access to storage networks should be controlled via use of access controls in the server
virtualization (hypervisor) software;
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— N_Port_ID Virtualization (NPIV) should be leveraged appropriately to limit VM access to storage
targets (see C.6 for additional information on NPIV), including:

— configure FCSAN zonesand present LUNs using the VM-specific World Wide Port Names (WWPNs),
so that the LUNs will only be visible to that virtual server and not to any other virtual server;

— avoid scaling problems due to resource limitations (e.g., state related information in servers,
network fabrics, and storage) by restricting use of NPIV to creating only the N_Port_IDs that
are necessary to provide isolation among larger domains (e.g., the set of VMs for a single
organization or a single tenant of a service provider).

— VM migration/movement between physical servers in an infrastructure should be controlled to
avoid havfimgumittended SeTuT ity COMSEqUETICES,; SUTIT as:

— movihga VM from a lower-risk (more trusted) to a higher-risk (less trusted) domainean ¢xpose
the s¢nsitive information the server contains or allowed to process unless its configurdtion is
hardé¢ned appropriately;

— conv¢rsely when a VM is moved from a higher-risk (less trusted) domainto'a lower-risk (more
trustpd) domain, its hardened configuration can interfere with normal, operation unless it is
matched to that appropriate for the lower-security domain;

— VM cpuld move to compromised virtualized servers thereby putting the data at risk.
7.7 Design and implementation considerations

7.7.1 Encryption and key management issues

The use of cfyptographic technology introduces certain challenges that cannot be ignored.|These
challenges can include strict regulations governing:the import/export of the technology as yell as
causing catasfrophic losses under certain failure cohditions.

The following encryption and key management-guidance is relevant and should be followed:
— comply with import/export controls,ihcluding:

— undefstand and obey government import regulations associated with encryption and key
manggement;

— undefstand and obgy\government export regulations associated with encryption and key
manggement;

— comply with eerporate or government key escrow requirements; and

— undefstand and obey any corporate or government requirements for making encryption
keys pvailable to corporate officials, law enforcement authorities, etc. to enable access|to and

recoveryofencrypted-data:

— plan for problems:

— have arecovery plan in the event of a key compromise;

54 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=333faca9d0a3e5c2d19d43c843718770

ISO/IEC 27040:2015(E)

— have a key backup?2®) plan?7) in place to ensure continued access to encrypted business/mission
critical information?28).

— other problem areas

— securely distribute key material among storage devices that process/access the same data. For
example data is encrypted at one node but decrypted at a second node;

— the effect of encryption on deduplication and compression techniques should be understood
and factored in designs and implementations;

— the inability to apply security techniques like virus scanning, etc. on encrypted data should be

.........................

7.7.2 | Align storage and policy

ISO/IHC 27002:2013, 5.1 states that “A set of policies for information secuxity should be defined,
approyed by management, published and communicated to employees andirelevant extgrnal parties.”
The prjesence or absence of policy plays a major role in assuring both security and complipnce.

— Inforporate storage in policies

— identify mostsensitive (Personally Identifiable Information;intellectual property,trade secrets,
etc.) and business/mission critical data categories as well as protection requirenjents;

—|{ integrate storage-specific policies with other policies (i.e., avoid creating a sgparate policy
document for the storage ecosystem);

— address data retention and protection (e.g:, write-once-read-many or WORM| authenticity,
access controls, etc.);

—{ address data destruction and media‘sanitization.
— Cdnformance with policies

—|{ ensure that all elements of the storage ecosystem comply with policy (e.g., ISO/IEL 27001:2013,
5.2 and ISO/IEC 27002:2013, Clause 5);

—| give most sensitive/most critical data a priority.

7.7.3 | Compliance

Complying withdegal and regulatory requirements has become an important issue world{wide and this
compliance is driving a significant portion of the security agenda and strategy of many organizations. In
additign to-the'relevant compliance guidance in ISO/IEC 27002:2013, Clause 18, the folloying elements

26) Key backup is different from key escrow. Key backup is normally implemented in the context of a specific
encryption/key management solution and is focused on providing the solution users (human or machine) access to
the keys used to encrypt data within the solution. Key escrow can be implemented separate from an encryption/key
management solution and is focused on providing third-party access (e.g. an entity who is not a user of the solution)
to the keys used to encrypt data within the solution.

27) Key backup plans can take a number of forms from a simple physical copy of key material to sophisticated
key management infrastructures which are designed with high availability and Disaster Recovery in mind.

28) The loss of an encryption key with no key recovery capability (backups, escrow, etc.) renders all of the
corresponding ciphertext (i.e., data encrypted under the lost key) unusable. This situation and risk will persist for
as long as the data is stored as ciphertext.
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are key compliance aspects of storage systems and infrastructure that are of concern to an information
systems (IS) auditor.

— Accountability
— ensure that users, especially privileged users, have unique userids (i.e., no shared accounts);
— when possible, grant rights and privileges based on roles;
— log all attempted (successful and unsuccessful) management events and transactions.

— Traceability

— ensure that logged event/transaction data contains sufficient application or system./dgtail to
clearly identify the source;

— ensure that the user information can be traced to a specific individual;

— wher] appropriate, treat log records as evidence2?) (chain of custody; non-repudiation,
authgnticity, etc.).

— Detect, mlonitor, and evaluate
— ensure that the storage layer participates in the external audit{ogging measures;
— monifor the audit logging events and issue the appropriate alerts.
— Informatjon retention and sanitization
— implgment appropriate data retention measures;
— implgment appropriate data integrity and authénticity measures;
— corrgctly sanitize data upon deletion, repurposing or decommissioning of hardware;
— corrgctly sanitize virtual server images, and their copies, at end of life.
— Privacy

— impldment appropriate data access control measures to control access to data and mgtadata
(e.g., pearch results); assume a least privilege posture whenever possible;

— implgment appropriate data confidentiality measures to prevent unauthorized disclosufte.
— Legal
— ensure thatthe use of data deduplication does not conflict with data authenticity requirements;

— ensure.that data and media sanitization mechanisms do not violate preservation orders

— ensure that proper chain of custody procedures are followed when evidentiary data (e.g., audit
logs, metadata, mirror images, point-in time copies, etc.) is handled.

NOTE Annex B can be a useful resource when auditing storage systems and infrastructure.

7.7.4 Secure multi-tenancy

Multi-tenancy, as defined by Recommendation ITU-T Y.3500 | ISO/IEC 17788:2014, focuses on the
“allocation of physical and virtual resources such that multiple tenants and their computations and data
are isolated from and inaccessible to one another.” Secure multi-tenancy builds on this concept by adding

29) ISO/IEC 27037:2012, Information technology — Security techniques — Guidelines for identification,
collection, acquisition, and preservation of digital evidence provides information and guidance that may be relevant
when log records may serve in an evidentiary role.
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security controls to explicitly guard against data breaches as well as to allow for verification of the state
of these controls (e.g., they are active) and validation of the controls (i.e. assurance that they work).

When considering secure multi-tenancy, itisimportant to include the perspective of the tenants (including
their administrators). As such, a secure multi-tenant solution needs the capability to provide secure
isolation while still delivering the management and flexibility benefits of shared resources that assures:

— no tenant can determine the existence or identity of any other tenant;
— no tenant can access the data in motion (network) of any other tenant;

— no tenant can access the data at rest (storage) of any other tenant;

— nd tenant can perform an operation that affects an operation performed by anothet-tenant;
— ndtenant can perform an operation that might deny service to another tenant;

— eachtenantcanhaveaconfiguration thatisindependent of other tenant’s existence and|configuration
(Fpr example in naming or addressing.);

— when a resource (compute, storage or network) is decommissioried from a tenant] the resource
shuld be sanitized of all data and configuration information; and

— acpountability and traceability measures are available at thétenant level.

Within storage systems and infrastructure that are used in‘part or in whole for secure multi-tenancy
solutigns, the following additional security measures should be used:

— encrypted storage that is aligned with the tenants” usage of resources;
— stfong symmetric encryption (i.e.,, minimumeef 128-bits of security strength) to proteft data at rest;
— sepure and rapid de-provisioning (see Anfiex A for media sanitization, including cryptographic erase);
— tristed third-party data storage mahagement (e.g., SNMPv3, SMI-S with TLS39), etc.);

— aj[t]f‘)mated key management,providing tenant-controlled key management (leverages KMIP
compliant servers);

— sepure data replication (e.g., data in motion and at rest encryption);

— prptect data from-administrators (e.g., enforce a least privileges access model, admj|nistrators do
ndt have access.to-the keying materials, etc.);

— highly available storage networking fabrics (multi-path and diverse path);

— ceptratized and secure audit logging (e.g., syslog over TLS);

— validdtion and certification (e.g., Common Criteria) of cryptographic modules and other security

measures (e.g., media sanitization, access control, etc.).

Vendors should implement the functionality for secure multi-tenancy described in 7.7.4 within their products.

7.7.5 Secure autonomous data movement

Many storage systems and infrastructure have the ability to move data between different storage devices
and storage elements (e.g., tiered storage), between data centres (e.g., synchronous and asynchronous
data replication), to data archiving facilities, to data protection systems (e.g., backups on tape robots

30) SMI-Sv1.5,whichisalso knownasISO/IEC 24775 Information technology - Storage management; is available
from the Storage Networking Industry Association (SNIA). More recent versions (e.g., v1.6) are also available from
the SNIA.
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or virtual tape), etc. More complex scenarios exist within Information Lifecycle Management (ILM) and
Data Lifecycle Management (DLM) solutions. However, all of these scenarios assume:

— data movement is policy-driven;

— intervention of operators or computersis notrequired to initiate or intervene throughout the process.

Because autonomous data movement takes many forms, the security needs can vary significantly; they
can include some or all of the following:

— Accountability and traceability

— confi
privi

ouring policies for data movement should be restricted to authenticated and aut

orized

eged users;

— theindividual establishing the configurations should be conversant with the securityattributes

of bo

— confi
refle

— allay

cond

— Integrity,

— aspa

th source and destination;

'ted in the audit log;

icting the data movement;

authenticity, and immutability

verifjed (preferably with a cryptographic hash);

— auton

syste

— autorj
prese

— Confident

— autorj
assod

— autorj
encry

— Sanitizati

rvation controls (e.g., supporting legal holds).

iality

iated with the data;

ption for sensifive and high value data.

on

— aspa
appri(

ppriatély sanitized (see 6.8.1.2 and 6.8.1.3) before it is released for re-use;

verification (see 6.8.1.5) and some form of proof of sanitization (see 6.8.1.4).

— Trustworthiness and physical security

buration changes to implement or terminate autonomous data mevement sholild be

tonomous data movement transactions should be reflected in‘thé audit log of the §ystem

Irt of autonomous data movement transactions, thexintegrity of the moved data shquld be
omous datamovementtransactions should notimpactthe authenticity of the data (e.g., driginal

I metadata like creation date, last accessedfétc. are correctly represented in the movedl data);

omous data movement transactioms: should not negate immutability or other data

omous data movement transactions should not eliminate or weaken encryption c¢ntrols

omous data moyement transactions that span systems should include data in motion

't of autenomous data movement transactions, the source data or storage media shuld be

nclude

— autonomous data movement transactions should not cause data to cross security domains (e.g.,
production to development environments);

— autonomous data movement transactions should not cause data to move to systems with
inadequate certifications and accreditations;

— autonomous data movement transactions should not cause data to move to systems with
inadequate physical security.
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Vendors should implement the functionality for secure autonomous data movement described in 7.7.5
within their products.
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Annex A
(normative)

Media sanitization

A.1 Methods used to sanitize media

Several differpnt methods can be used to sanitize media with the three most common being:

60

Clear - One method to sanitize media is to use software or hardware products to ovenwtrite gtorage
space on|the media with non-sensitive data. This process can overwrite through\the intperface,
or using fthe appropriate ATA/SCSI firmware command to overwrite both logicdlly addrgssable
and logicplly non-addressable physical media. Overwriting through the interface should include
overwriting not only the logical storage location of a file (e.g., file allocation” table) but also can
include a]l addressable locations. The security goal of the overwriting process is to replpace all
previouslly written data with fixed or random data. Overwriting cannet be used for media that are
damaged|or not rewriteable. The media type and size can also influence whether overwriting is a

suitable danitization method.

Purge - [Degaussing, cryptographic erase (see A.3), and_&Xecuting the appropriate ATA/SCSI
firmwareg commands to use block erase operations on both'legically addressable and logically non-
addressable physical media are acceptable methods for purging. Degaussing is not applicfble to

devices that contain non-magnetic media (e.g. SSD or{SSHD).

Degalissing is exposing the magnetic mediasto*a strong magnetic field in order to disrgpt the
recorlded magnetic domains. A degausserss a device that generates a magnetic field ysed to
sanitjze magnetic media. Degaussers al€ rated based on the type (i.e., low energy dr high
energy) of magnetic media they can purge. Degaussers operate using either a strong perrmanent
magijet or an electromagnetic coil, Dégaussing can be an effective method for purging damaged
or inpperative media, for purging media with exceptionally large storage capacities,|or for
quicKly purging diskettes.

Cryptographic Erase leverages the encryption of target data by enabling sanitization|of the
target data’s encryption key. This leaves only the ciphertext remaining on the media, effegtively
sanitjzing the data,

Destruct] - There dre-many different types, techniques, and procedures for media destrucfion. If
destructipn is decided on because of the high security categorization of the information, thep after

the destrjiction;the media should be able to withstand a laboratory attack.

Disin 'Dgrnl'p Sanitization method anignnr‘ to r‘nmp]nfn]y anfrny the media hy brea lng or
decompose (e.g., acid) it into constituent elements, parts, or small particles.

Incinerate. Sanitization method designed to completely destroy the media by burning until it is
reduced to ashes.

Melt. Sanitization method designed to completely destroy the media by liquefying it, typically
through the application of heat.

Pulverize. Sanitization method designed to completely destroy the media by grinding it to a
powder or dust form.

Shred. Paper shredders can be used to destroy flexible media such as diskettes once the media
are physically removed from their outer containers. The shred size of the refuse should be small
enough that there is reasonable assurance in proportion to the data confidentiality that the
data cannot be reconstructed.
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A.2 Sanitization for different types of media

There are two primary types of media in common use:

— Hard Copy. Hard copy media is physical representations of information, most often associated
with paper printouts. However, printer and facsimile ribbons, drums, and platens are all examples
of hard copy media. The supplies associated with producing paper printouts are often the most
uncontrolled. Hard copy materials containing sensitive data that leave an organization without
effective sanitization expose a significant vulnerability to “dumpster divers” and overcurious
employees, risking accidental disclosures. Table A.1 provides guidance for this type of media.

— Electronic (or Soft) Copy. Electronic media are the devices containing bits and bytes such as HDD,

Rdndom Access Memory (RAM], Read-Only Memory (ROM], disks, memory devices; phones, mobile

computing

A, A5,A.6,A.7, A.8,and A.9 provide guidance for common forms of electronieymedig.

devices, networking devices, office equipment, and many other types. ¥4

Table A.1 — Hard Copy Storage Sanitization

hbles A.2, A.3,

Sanitization
Method

Description

Paperjand microforms

Clear/[Purge: |N/A, see Destruct.

Destrllct: Destruct paper using cross cut shredders that produce particles that are 1 x 5 npillimetres
in size (or smaller), or pulverize/disintegrate‘paper materials using disintegratpr devices
equipped with 1,5 millimetre security screen.

Destruct microforms (microfilm, microfiche, or other reduced image photo neghtives) by
burning. When material is burned, theresidue is reduced to white ash.
Table A.2 — Networking Device Sanitization
Sanitization Description
Method

Routers and Switches (home, home office, enterprise)

Clear: Perform a full manufacturer’s reset to reset the router or switch back to its factpry default
settings.

Purge See Desfruct. Most routers and switches only offer capabilities to Clear (and nof Purge) the
data ¢ontents. A router or switch may offer Purge capabilities, but these capabilfties are
specific to the hardware and firmware of the device and should be applied with|caution. Refer
ta.the device manufacturer to identify whether the device has a Purge capability that applies
media-dependent techniques (such as rewriting or block erasing) to ensure tha{ data recov-
ery is infeasible, and that the device does not simply remove the file pointers.

Destryict; Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed fincinerator.

[
For bothClear and (if applicable] Purge, refer to the manufacturer for additional Information on the proper
sanitization procedure.

Network Devices may contain removable storage. The removable media should be removed and sanitized using
media-specific techniques.
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Table A.3 — Mobile Device Sanitization

Sanitization Description
Method

Apple iPhone and iPad

Clear/Purge: |Select the full sanitize option. The sanitization operation may take only minutes if cryp-
tographic erase is supported, or may take as long as several hours if media-dependent
non-cryptographic sanitization techniques that leverage overwriting are applied by the
device (depending on the media size).

Destruct: Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator.

Blackberry

Clear/Purge:| |Select the full sanitize option, making sure to select all subcategories of data types\for ganiti-
zation. The sanitization operation may take as long as several hours depending'ob the rhedia
size.

Destruct: Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a liéensed incinerjtor.

Devices runn

ing the Google Android operating system

Clear:

Select the full sanitize option.

Purge:

Android settings and capabilities may be modified by device.vendors or service providg
and therefore no assumptions should be made about the levelLof assurance provided by
forming a factory data reset. Some versions of Android support encryption, and may syl
cryptographic erase. Refer to the device manufacturet, (and potentially the service proy
as well, if applicable) to identify whether the device has a Purge capability that applies
media-dependent techniques (such as rewriting 6r block erasing) or cryptographic era
ensure that data recovery is infeasible, and thatthe device does not simply remove the
pointers.

rs,
per-
pport
rider

eto
file

Destruct:

Shred, Disintegrate, Pulverize, or Incinexate by burning the device in a licensed inciner

htor.

All other mob
devices not coJ

ile devices This includes cell phones, smakt phones, personal digital assistant, tablets, and ot
ered in the preceding mobile categories:

her

Clear:

Manually delete all information,then perform a full manufacturer’s reset to reset the nj
device to factory state.

obile

Purge:

See Destruct. Many mobile devices only offer capabilities to Clear (and not Purge) the d
contents. A mobile deviee may offer Purge capabilities, but these capabilities are specif
to the hardware and software of the device and should be applied with caution. The dey
manufacturer shiguld be referred to in order to identify whether the device has a Purge
capability that applies media-dependent techniques (such as rewriting or block erasing
cryptographic erase to ensure that data recovery is infeasible, and that the device does
simply rémove the file pointers.

hta
C
Fice

or
not

Destruct:

Shred;Disintegrate, Pulverize, or Incinerate by burning the device in a licensed inciner

htor.

Disassembly o

f battery and display may be required.

Clear or (if applicable) Purge operation manually navigate to multiple areas of the device (]

such

Following the

the device.

For both Clear and (if applicable) Purge, refer to the manufacturer for proper sanitization procedure.

as call history, browser hlstory, files, photos etc) to verify that no personal information has been retained on

Refer to the manufacturer for additional information on the proper sanitization procedure, and for details
about implementation differences between device versions and operating system versions. Proper initial con-
figuration using guides helps ensure that the level of data protection and sanitization assurance is as robust as
possible. If the device contains removable storage media, ensure that the media is sanitized using appropriate
media-dependent procedures.
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Table A.4 — Equipment Sanitization

Sanitization
Method

Description

Office Equipment This includes copy, print, fax, and multifunction machines

Clear:

Perform a full manufacturer’s reset to reset the office equipment to its factory default set-
tings.

Purge:

See Destruct. Most office equipment only offers capabilities to Clear (and not Purge) the data
contents. Office equipment may offer Purge capabilities, but these capabilities are specific

to the hardware and firmware of the device and should be applied with caution.

Refer to

t}lC C‘lCViLU uxauufa\,tul ClI tU ldClltlfy VV}lCt}lCl t}lC dUViLC lldD d Pul BU Ldpdbl}lty t
media-dependent techniques (such as rewriting or block erasing) or cryptograpy
ensure that data recovery is infeasible, and that the device does not simplgrem
pointers. Office equipment may have removable storage media, and if so, mediaf
sanitization techniques may be applied to the associated storage device

1at applies
hic erase to
ve the file
dependent

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device'is a licensed

incinerator.

For bo
numbd
the de

For bo
remov
ations
arisk
associ
cated
our sh
of the
toner
additi
handle

For bo
sanitiz

Lh Clear and (if applicable) Purge, manually navigate to multiple areas of the'device (such a
rs, network configuration information, etc.) to verify that no personal,information has beg
yice.

th Clear and (if applicable) Purge, the ink, toner, and associated(supplies (drum, fuser, etc.)
bd and destroyed or disposed of in accordance with applicable law, environmental, and hed
Some of these supplies may retain impressions of data pririted by the machine and therefq
f data exposure, and should be handled accordingly. Ifthé device is functional, one way to
hted risk is to print a blank page, then an all-black page)then another blank page. For devic
olour components (such as cyan, magenta, and yellow toners and related supplies), one pa
buld also be printed between blank pages. The resulting sheets should be handled at the co
Dffice Equipment (prior to sanitization). Note that these procedures do not apply to supplig
n a one-time use roll, as they are typicallysiot used again and therefore will not be addres
nal pages through the equipment. Office;Equipment supplies may also pose health risks, a
d using appropriate procedures to minimize exposure to the print components and toner.

Lh Clear and (if applicable) Purge, refer to the manufacturer for additional information on
ation procedure.

s stored fax
n retained on

should be

Ith consider-
re could pose
reduce the

es with dedi-
be of each col-
nfidentiality

s such as ink/
bed by sending
1d should be

he proper

Table A.5 — Magnetic Media Sanitization

Sani

Method

fization Description

Floppf1

es

Clear:

Overwrite media by using organizationally approved software and validate the
data. The Clear procedure should consist of at least a single pass of writes with
value, such as all zeroes. Multiple passes or more complex values may optionally

overwritten
h fixed data
be used.

Purge

Degauss in an organizationally approved degausser.

Destruct:

Incinerate floppy disks and diskettes by burning in a licensed incinerator or Shred.

Removable Flexible or Rigid Magnetic Disks This includes Zip, Floptical, Jaz, SyQuest, LS-120, etc.

Clear: Overwrite media by using organizationally approved software and validate the overwritten
data. The Clear procedure should consist of at least a single pass of writes with a fixed data
value, such as all zeroes. Multiple passes or more complex values may optionally be used.

Purge: Degauss in an organizationally approved degausser.

Destruct: Incinerate disks and diskettes by burning in a licensed incinerator or Shred.

Reel and Cassette Format Magnetic Tapes This also includes 8mm, DDS DAT, DLT, QIC, etc.
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Table A.5 (continued)

Sanitization
Method

Description

Clear:

Re-record (overwrite) all data on the tape using an organizationally approved pattern,

using a system with similar characteristics to the one that originally recorded the data. For
example, overwrite previously recorded sensitive VHS format video signals on a comparable
VHS format recorder. All portions of the magnetic tape should be overwritten one time with
known non-sensitive signals. Clearing a magnetic tape by re-recording (overwriting) may be
impractical for most applications since the process occupies the tape transport for excessive
time periods.

Purge:

Degauss the magnetic tape in an organizationally approved degausser.

Destruct:

Incinerate by burning the tapes in a licensed incinerator or Shred.

—

Preparatory steps for Destruct, such as removing the tape from the reel or cassette’prig
to Destruction, are unnecessary. However, segregation of components (tape and reels oy
cassettes) may be necessary to comply with the requirements of a Destruction facility dr for
recycling measures.

ATA HDD/SSH

D

This includes PATA, SATA, eSATA, etc.

Clear:

Overwrite media by using organizationally approved and validated everwriting technologies/
methods/tools. The Clear procedure should consist of at least a Single pass of writes with a

fixed data value, such as all zeroes. Multiple passes or more complex values may optionglly be
used.

Purge:

Four options are available:

a) Use one of the ATA Sanitize Device featur€)set commands, if supported, to perfdrm a
Sanitize operation. One or both of the following'options may be available:

1) The OVERWRITE EXT command. Apply one pass of a fixed pattern acrdss the
media surface. Some examples of fixed pattetrns include all Os or a pseudorandom patteyn.
Optionally: Instead of one pass, use three‘total passes of a pseudorandom pattern, levergging
the invert option so that the second pass is the inverted version of the pattern specified

2) If the device supports encryption and the technical specifications descfibed
in this International Standard<have been satisfied, the CRYPTO SCRAMBLE EXT commapd
may be used.
Optionally: After cryptographic erase is successfully applied to a device, use the overwrjte
command (if supported).to write one pass of zeroes or a pseudorandom pattern across fhe
media. If the overwxite command is not supported, the ATA Security feature set SECURITY
ERASE UNIT command or the Clear procedure could alternatively be applied following ¢ryp-
tographic erase;

b) Usethe SECURITY ERASE UNIT command in Enhanced Erase mode, if supported. The
ATA Sanitize Device feature set commands are preferred over the SECURITY ERASE UNIT
command when supported by the ATA device.

c) Cryptographic erase through the Trusted Computing Group (TCG) Opal Securitly Sub-
system Class (SSC) or Enterprise SSC interface by issuing commands as necessary to cafise all

ME ool 1 A Laal
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have been satisfied). Refer to the TCG and device manufacturers for more information.
Optionally: After cryptographic erase is successfully applied to a device, use the overwrite
command (if supported) to write one pass of zeroes or a pseudorandom pattern across the
media. If the overwrite command is not supported, the SECURITY ERASE UNIT command or
the Clear procedure could alternatively be applied following cryptographic erase.
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Table A.5 (continued)

Sanitization
Method

Description

d)

ing wand.

When using the OVERWRITE EXT command with the invert option and an odd number of
passes (e.g., three passes), the verification process would simply search for the original pat-

tern (which would have been written again during the third pass).

Given the variability in implementation of the SECURITY ERASE UNIT command, use of this

Degauss in an organizationally approved automatic degausser or disassemble the
hard disk drive and Purge the enclosed platters with an organizationally approved degauss-

command 15 not recommended without {ITSt consulting with the manutacturer
that the storage device’s model-specific implementation meets the needs ofjthe

o confirm
brganization.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed

incinerator.

Expresg, etc.

SCSI HDD/SSHD This includes Parallel SCSI, Serial Attached SCSI (SAS), Fibre Channel, USB-Attacheq

| Storage, SCSI

Clear:

Overwrite media by using organizationally approved and validated overwriting
methods/tools. The Clear procedure should consist of at least a single pass of w
fixed data value, such as all zeroes. Multiple passes or mgré.complex values may
used.

technologies/
Fites with a
optionally be

Purge

Four options are available:

a) Apply the SANITIZE command, if supportéd. One or both of the followir
be available:

1) The OVERWRITE servicevaction. Use three total passes of a pse
pattern, leveraging the invert option,so.that the second pass is the inverted vers§
pattern specified.

2) If the device supports encryption, the CRYPTOGRAPHIC ERASH
action may be used.
Optionally: After cryptographic erase is successfully applied to a device, use the
service action (if supported) to write one pass of zeroes or a pseudorandom pat
the media. If the OVERWRITE service action is not supported, the Clear procedy
natively be applied-

b) Cryptdgpaphic erase through the TCG Opal SSC or Enterprise SSC interf]
commands as necessary to cause all MEKs to be changed (partial sanitization is
ported). Refer to the TCG and vendors shipping TCG Opal or Enterprise storage
more information.

Optionally: After cryptographic erase is successfully applied to a device, use the
service action (if supported) to write one pass of zeroes or a pseudorandom pat
the media. If the OVERWRITE service action is not supported, the Clear procedy
natively be applied.

) If neither of the first two options is supported, use the native read and y

g options may

idorandom
ion of the

service

OVERWRITE
kern across
re could alter-

hce by issuing
not sup-
Hevices for

OVERWRITE
kern across
re could alter-

vrite interface

to write least a single pass with a fixed data value, such as all zeroes. Multiple p

pSSes or more

complex values may alternatively be used.
d)

ing wand.

When using the SANITIZE command with OVERWRITE service action with thre
the invert (also known as complement) option, the verification process would si

for the original pattern (which would have been written again during the third pass). While it

is widely accepted that one pass of overwriting should be sufficient for Purging
availability of a dedicated command that incorporates the ability to invert the d

allows an efficient and effective approach that mitigates any residual risk associated with
variations in implementations of magnetic recording features across device manufacturers.

Degauss in an organizationally approved automatic degausser or disassemble the
hard disk drive and Purge the enclosed platters with an organizationally approved degauss-

e passes and
mply search

the data, the
ata pattern

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed

incinerator.
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Table A.5 (continued)

Sanitization
Method

Description

Even when de
reliably verify
the ability to 3
tization techn

When cryptog
techniques (if
that the crypt
should also be

Not all implem|
mechanism. T
utes previousl

This guidance
Note that eme
label. Refer to

Degaussing th

For destruct tg
and the result

icated ATA/SCSI sanitize commands address these areas, their presence may affectithe ab|

ccess the entire addressable area of the storage media should be reset prior,te applying thg
que.

raphic erase is applied, performing verification is necessary prior to additional sanitizatio
hpplicable), such as a Clear or Purge technique applied following cryptegraphic erase, to er
graphic operation completed successfully. A quick sampling verification as described in 6.
performed after any additional techniques are applied followingeryptographic erase.

entations of encryption are necessarily suitable for reliancewpon cryptographic erase as 3
e decision regarding whether to use cryptographic erase’depends upon verification of att
y identified in this guidance and in A.3.

applies to magnetic media only, and it is critical to.verify the media type prior to sanitizati
ging media types, such as HAMR media or hybrid.drives may not be easily identifiable by
the manufacturer for details about the media type in a storage device.

e media in a storage device typically renders'the device unusable.

chniques other than incinerate, the media should be appropriately degaussed before destr
ng pieces should be smaller than a.12'mm grid.

Performing verification is necessary for each technique within Clear and Purge as described in 6.8.1.5, except
degaussing. The assurance provided by degaussing depends on selecting an effective degausser, applying it
appropriately and periodically spot checking the results to ensure it is working as expected.

The storage device may support configuration capabilities that artificially restrict the ability to access portions
of the media, such as

the SCSI mode parameter block descriptor’s NUMBER OF LOGICAL BLOCKS field (accessible with the
MODE SENSE and MODE SELECT commands)

a Host| Protected Area (HPA), Device Configuration Overlay (DCO), or Accessible Max Address{al
defined in the JATA standard)

ility to

the effectiveness of the sanitization procedure if left in place. Any configuration pptions lifniting

sani-

i
sure
8.1.5

purge
Fib-

bn.
he

uction
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Table A.6 — Peripherally Attached Storage Sanitization

Sanitization
Method

Description

External Locally Attached HDD This includes, USB, Firewire, etc. (Treat eSATA as ATA HDD.)

Clear:

Overwrite media by using organizationally approved and validated overwriting technologies/
methods/tools. The Clear procedure should consist of at least a single pass of writes with a
fixed data value, such as all zeroes. Multiple passes or more complex values may optionally be

used.

Purge

See Destruct. The implementation of External Locally Attached HDD varies suff|
models and vendors that the issuance of any specific command to the device ma
bly and consistently assure the desired sanitization result.

When the external drive bay contains an ATA or SCSI HDD, if the commniands canl
natively to the device the device may be sanitized based on the asseciated medi
guidance. However, the drive could be configured in a vendor-specific manner t
sanitization when removed from the enclosure. Additionally; ifisanitization tech
applied, the HDD may not work as expected when reinstalléd in the enclosure.

Refer to the device manufacturer to identify whether-the device has a Purge cap
applies media-dependent techniques (such as rewriting, block erasing, cryptogi

etc.) to ensure that data recovery is infeasible, and\that the device does not simply remove the

file pointers.

ciently across
y not reasona-

be delivered
h-specific

hat precludes
niques are

ability that
aphic erase,

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate\by burning the device in a licensed

incinerator.

Verifidation as described in 6.8.1.5 should be performed.for each technique within Clear and Purg

Some ¢
hidden
device

For de

xternal locally attached HDD, especially thosexfeaturing security or encryption features, may also have
storage areas that might not be addressed:€ven when the drive is removed from the enclo
vendor may leverage proprietary commahds to interact with the security subsystem. Plea
manufpcturer to identify whether any reserveéd areas exist on the media and whether any tools a
removE or sanitize them, if present.

btruct techniques other than incinerate, the media should be appropriately degaussed befo
and thg resulting pieces should be smaller than a 12 mm grid.

re.

sure. The
e refer to the
e available to

re destruction

Table A.7 — Optical Media Sanitization

Sanitization Description
Method
CD, DD, BD
Clear/[Purge:\{N/A, see Destruct.
Destr11ct: Destroy in order of recommendations:
a) Removing the information-bearing lavers of CD media using a commerdial optical

dlsk grinding dev1ce Note that this applles only to CD and not to DVD or BD me

b) Incinerate optical disk media (reduce to ash) using a licensed facility.

square millimetres (.25 mm2) or smaller.

should be smaller than a 2 mm grid.

Use optical disk media shredders or disintegrator devices to reduce to particles that have a
nominal edge dimensions of point five millimetres (.5 mm) and surface area of point two five

For destruct techniques other than incinerate on flash-based storage, the resulting pieces

dia
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Table A.8 — Flash-Based Storage Device Sanitization

Sanitization
Method

Description

ATA SSD This includes PATA, SATA, eSATA, CF, CFast etc.

Clear:

a) Overwrite media by using organizationally approved and validated overwriting
technologies/methods/tools. The Clear procedure should consist of at least a single pass of
writes with a fixed data value, such as all zeroes. Multiple passes or more complex values may
optionally be used.

It is important to note that overwrite on flash-based media may significantly reduce the effec-
tive lifetime of the media and it may not get rid of data in unmapped physical media (i.e., the

old data may well remain).
b) Use the SECURITY ERASE UNIT command, if supported.

Given the variability in implementation of the SECURITY ERASE UNIT command, use of|this
command is not recommended without first consulting with the manufactuferto confifm
that the storage device’s model-specific implementation meets the needs.of the organizgtion.

Purge:

Three options are available:

a) Use one of the ATA Sanitize Device feature set commands§if supported, to perfqrm a
Sanitize operation. One or both of the following options may bg-available:

1) BLOCK ERASE EXT command.
Optionally: After the BLOCK ERASE EXT is successfully applied to a device, write binary|1s
across the user addressable area of the storage mediasand’then perform a second BLOCK
ERASE EXT.

2) If the device supports encryptionjthe CRYPTO SCRAMBLE EXT commgnd
may be used.
Optionally: After cryptographic erase is successfully applied to a device, use the BLOCK
ERASE EXT command (if supported) to block erase the media. If the BLOCK ERASE EXT|{com-
mand is not supported, the ATA Securjty feature set SECURITY ERASE UNIT command ¢r the
Clear procedure could alternativelybe applied.

b) Use the SECURITY ERASE'UNIT command in Enhanced Erase mode, if supported. The
ATA Sanitize Device feature sét:commands are preferred over the SECURITY ERASE UNIT
command.

) Cryptographid epase through the TCG Opal SSC or Enterprise SSC interface by i§su-
ing commands as necessary to cause all MEKs to be changed. Refer to the TCG and vendprs
shipping TCG Opalor Enterprise storage devices for more information. Optionally: Aftey]
cryptographic.erase is successfully applied to a device, use the block erase command (if
supported).toblock erase the media. If the BLOCK ERASE EXT is not supported, the Clegr
procedure:could alternatively be applied.

Whereas'the SECURITY ERASE UNIT command is a Purge mechanism for magnetic media, it
is only a Clear mechanism for flash due to variability in implementation and the possibility
that sensitive data may remain in areas such as spare cells that have been rotated out of use.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerdtor.

Express, etc.

SCSI SSD This includes Parallel SCSI, Serial Attached SCSI (SAS), Fibre Channel, USB Attached Storage, SCSI

Clear:

Overwrite media by using organizationally approved and validated overwriting technologies/
methods/tools. The Clear procedure should consist of at least a single pass of writes with a
fixed data value, such as all zeroes. Multiple passes or more complex values may optionally be
used.

It is important to note that overwrite on flash-based media may significantly reduce the effec-
tive lifetime of the media and it may not get rid of data in unmapped physical media (i.e., the
old data may well remain).
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Table A.8 (continued)

Sanitization
Method

Description

Purge:

Two options are available:

a)

be available:
1) The BLOCK ERASE service action.

2) If the device supports encryption, the CRYPTOGRAPHIC ERASE service
used.
Optionally: After cryptographic erase is successfully applied to a device, use the

Apply the SANITIZE command, if supported. One or both of the following options may

action may be

BLOCK

ERASE service action (if supported) to block erase the media. If the BLOCK ERA
action is not supported, the Clear procedure could alternatively be applied.

b) Cryptographic erase through the TCG Opal SSC or Enterprise SSCinterf]
commands as necessary to cause all MEKs to be changed. Refer to the TCG and v
ping TCG Opal or Enterprise storage devices for more information!

Optionally: After cryptographic erase is successfully applied to@device, use the
ERASE service action (if supported) to block erase the media: If the BLOCK ERA
action is not supported, the Clear procedure is an acceptable dlternative.

SE service

ace by issuing
endors ship-

BLOCK
SE service

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed

incinerator.

NVME

xpress SSDs

Clear:

Overwrite media by using organizationally appreved and validated overwriting
methods/tools. The Clear procedure should-consist of at least a single pass of w
fixed data value, such as all zeroes. Multiple passes or more complex values mayj
used.

technologies/
Fites with a
optionally be

Purge

Two options are available:

a) Apply the NVM Express<Format command, if supported. One or both of
options may be available:

1)

2) If the device supports encryption, the cryptographic erase command.
Optionally: After cryptographic erase is successfully applied to a device, use the
Erase commangd-(if supported) to erase the media. If the User Data Erase comm:
supported, the'Clear procedure could alternatively be applied.

b) Cryptographic erase through the TCG Opal SSC or Enterprise SSC interf
commahds as necessary to cause all MEKs to be changed. Refer to the TCG and ¥
ping TCG Opal or Enterprise storage devices for more information.

Optionally: After cryptographic erase is successfully applied to a device, use the
Erase command (if supported) to erase the media. If the User Data Erase comm:g
supported, the Clear procedure is an acceptable alternative.

The User Data Erase command.

he following

User Data
ind is not

hce by issuing
endors ship-

User Data
ind is not

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed

incinerator.

USB Rgmovable

Media This includes Pen Drives, Thumb Drives, Flash Drives, Memory Sticks, etc.

Clear:

Overwrite media by using organizationally approved and validated overwriting technologies/
methods/tools. The Clear procedure should consist of at least two passes of writes, to include
a pattern in the first pass and its complement in the second pass. Additional passes may be

used.

Purge:

Most USB removable media do not support sanitize commands, or if supported, the interfaces
are not supported in a standardized way across these devices. Refer to the manufacturer
for details about the availability and functionality of any available sanitization features and

commands.

For most cases where Purging is desired, USB removable media should be Destr

ucted.

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed

incinerator.

Memory Cards This includes SD, SDHC, MMC, Compact Flash, Microdrive, MemoryStick, etc.
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Table A.8 (continued)
Sanitization Description
Method

Clear: Overwrite media by using organizationally approved and validated overwriting technologies/
methods/tools. The Clear procedure should consist of at least two passes of writes, to include
a pattern in the first pass and its complement in the second pass. Additional passes may be
used.

Purge: N/A, See Destruct.

Destruct: Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed incinerator.

Embedded Flash on Boards and Devices This includes motherboards and peripheral cards such as network

adapters or anj

) other adapter containing non-volatile flash memory.

Clear: If supported by the device, reset the state to original factory settings.

Purge: N/A, See Destruct.
If the flash can be easily identified and removed from the board, the flash fiidy be Destrficted
independently from the disposal of the board that contained the flash. Otherwise, the whole
board should be Destructed.

70 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=333faca9d0a3e5c2d19d43c843718770

ISO/IEC 27040:2015(E)

Sanitization Method Description

Destruct
ator.

Shred, Disintegrate, Pulverize, or Incinerate by burning the device in a licensed inciner-

Performing verification is necessary for each technique within Clear and Purge as described in 6.8.1.5.

The storage device may support configuration capabilities that artificially restrict the ability to a
of the media, such as

MODE SENSE and MODE SELECT commands)

the SCSI mode parameter block descriptor’'s NUMBER OF LOGICAL BLOCKS field (accessible with the

a Host Protected Area (HPA), Device Configuration Overlay (DCO), or Accessible Max Add
in the ATA standard)

Even when dedicated ATA/SCSI sanitize commands address these areas, their presence-may affeg
reliably verify the effectiveness of the sanitization procedure if left in place. Any configuration of
the ab{lity to access the entire addressable area of the storage media should be resetprior to app
tizatiop technique.

When fryptographic erase is applied, performing verification is necessary ptior'to additional san
technifjues (if applicable), such as a Clear or Purge technique applied following cryptographic era
that the cryptographic operation completed successfully. A quick sampling verification as descril
should also be performed after any additional techniques are applied.following cryptographic er

Not alllimplementations of encryption are necessarily suitable for(reliance upon cryptographic et
ism. The decision regarding whether to use cryptograpliic erase depends upon verificatic
utes previously identified in this guidance and in A.3.

Do nofjrely solely upon Degaussing as a sanitization technique on flash-based storage devices or
devicep that contain non-volatile flash storage media. Begaussing may be used when non-volatile
preserft if the flash components are sanitized using-iedia-dependent techniques.

While Embedded flash has traditionally not been specifically addressed in media sanitization gu
increaping complexity of systems and associated use of flash has complementarily increased the
sensitive data may be present. For example,remote management capabilities integrated into a m
board may necessitate storing [P addresS§es, hostnames, usernames and passwords, certificates,
that mpy be considered sensitive. Asalresult, for Clearing, it may be necessary to interact with m
faces tp fully reset the device statesWhen this concept is applied to the example, this might inclug
UEFI interface as well as the remote management interface.

As wit
tions. )
and ac

For de
thana

h other types of mediajthe choice of sanitization technique is based on environment-specif
While the choice might be made to neither Clear nor Purge embedded flash, it is important
cept the potentidl pisk and continue to re-evaluate the risk as the environment changes.

btruct techniques other than incinerate on flash-based storage, the resulting pieces should
2 mm grid.

ccess portions

ress (all

t the ability to
tions limiting
ying the sani-

itization

se, to ensure
edin 6.8.1.5
se.

ase as a Purge
n of attrib-

n hybrid
flash media is

delines, the
ikelihood that
dern mother-
r other data
iitiple inter-

e the BIOS/

ic considera-
fo recognize

be smaller
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Table A.9 — RAM and ROM-Based Storage Device Sanitization

Sanitization
Method

Description

Dynamic Rando

m Access Memory (DRAM)

Clear/Purge:

(if battery backed). Alternatively, remove the DRAM from the device.

Power off device containing DRAM, remove from the power source, and remove the battery

In either case, the DRAM should remain without power for a period of at least five minutes.

Destruct:

Shred, Disintegrate, or Pulverize.

Electronically A

Iterable PROM (EAPROM)

Clear/ Purge:

Perform a full chip Purge as per manufacturer’s data sheets.

Destruct:

Shred, Disintegrate, or Pulverize.

Electronically

y Erasable PROM (EEPROM)

Clear/Purge:

Overwrite media by using organizationally approved and validated overwiriting techng
gies/methods/tools.

lo-

Destruct:

Shred, Disintegrate, Pulverize, or Incinerate by burning the device it a licensed inciner

htor.

In the future,
Standard. Th
decision mak

A.3 Cryptographic erase device guidelines

Cryptographi
encryption ke

Without the e
needed to ded

the stren

— the level ¢f entropy of the target data’s encryption.

As a result, s
the data. Wit
than with oth

Typically, cry]

also be used 4

organizations will be using media types not specifically addyessed by this Intern
e processes described in this International Standard should guide media sanit
ng regardless of the type of media in use.

C erase leverages the encryption of target data’by enabling sanitization of the target
y. This leaves only the ciphertext remainifig on the media, effectively sanitizing thg

hcryption key used to encrypt the target data, the data is unrecoverable. The level o
rypt this information without theencryption key then is the lesser of:

Reliance upor

bth of the cryptographic algorithm used to encrypt the data (including mode of oper

nitization of the data is reduced to sanitization of the encryption key(s) used to e

h cryptographic €rgase, sanitization may be performed with high assurance much
er sanitization techniques. The encryption itself acts to sanitize the data.

[ptographiClerase can be executed in seconds. This is especially important as g
devices get larger resulting in other sanitization methods taking more time. Cryptographic erd

s a supplement or in addition to other sanitization approaches.

htional
zation

data’s
data.

[ effort

ation);

hcrypt
faster

torage
se can

cryptographic erase to purge the media on devices should not occur if:

sanitized

first; or

encryption, then cryptographic erase should not be relied upon as a Purge mechanism.

the encryption was enabled after sensitive data was stored on the device without having been

if it is unknown whether sensitive data was stored on the device without being sanitized prior to

Where cryptographic erase is intended for use to purge the media (including SEDs, mobile devices, and
other devices), the level of assurance depends on the following:

data, as well as virtualized copies);

Encryption of all data intended for cryptographic erase prior to storage on the device (including the

Locations on the media where the data encryption key is stored (be it the target data’s encryption

key or an associated wrapping key) are directly accessible for sanitization (ensuring the actual

72

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=333faca9d0a3e5c2d19d43c843718770

ISO/IEC 27040:2015(E)

location on media where the key is stored is addressed) using the appropriate media-specific

sanitization technique;

— All copies of the encryption keys used to encrypt the target data are sanitized;

If the target data’s encryption keys are, themselves, encrypted with one or more wrapping keys, it

is acceptable to perform cryptographic erase by sanitizing a corresponding wrapping key;

— And, the ability of a user to clearly identify the commands provided by the device to perform the

cryptographic erase operation.

Other cryptographic erase considerations:

If the encryption key (or any key at or below the level of key sanitized during crypteg
exfists outside of the storage device (typically due to escrow or injection), thereds ap
the key could be used in the future to recover data stored on the encrypted média.

S

th
st
sh|
es

itization using cryptographicerase should notbe trusted on devices thathave escrov
e key(s) unless the organization has a high level of confidence about how and where
pred and managed outside the device. Such back-up or escrowed copies’of data, credg
puld be the subject of a separate device sanitization policy. That{policy should addrg
crowed copies within the scope of the devices on which they,areactually stored.

The cl
organi
wheth
assurd

hoice regarding whether to leverage cryptographic erase on a given device
zational requirements for sanitization, as well as potentially the end user’s ability
er the implementation offers sufficient assurance agdinst future recovery of the dat
nce depends in large part on the factors described\in Table A.10.

Table A.10 — Cryptographic erase considerations

rraphic erase)
pssibility that

fed orinjected
the keys were
ntials, or keys
ss backups or

epends upon
to determine
a. The level of

Area Consideration(s)

Key Ge¢neration The level of entropy.ofthe random number sources and quality of whiten|ng proce-
dures applied to theirandom data. This applies to the cryptographic keys,|and poten-
tially to wrapping keys affected by the cryptographic erase operation.

MedialEncryption The security-strength and validity of implementation of the encryption algorithm/
mode usedor protection of the target data.

Key L¢vel and Wrap- | The key being sanitized might not be the Media Encryption Key, but instefd a key used

ping to wrap (thatis, encrypt) the MEK or another key. In this case, the securitly strength
ahd/level of assurance of the wrapping techniques used should be commepsurate with
the level of strength of the cryptographic erase operation

Users [seeking t0{leverage cryptographic erase should identify the mechanisms the sforage device

implerhents to.address these areas before relying upon cryptographic erase for media sanitization.

M
ty

The p

versions the statement appli

roduct and

)

)

in SP800-90 was used, and how it has been validated.

validation(s).

Key Level and Wrapping: Identify if the MEK (either wrapped with another value or

s to, and the

Key Generation: Identify whether a deterministic random bit generator such as one of those listed

Media Encryption: Identify the algorithm, key strength, mode of operation, and any applicable

not wrapped)

is directly sanitized, or if a key that wraps the MEK (a Key Encryption Key, or KEK) is sanitized. A

description of the wrapping techniques only applies where a KEK (and not the MEK
Wrapping details, when provided, should include the algorithm used, strength, and
mode of operation.
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For any unencrypted areas, describe how sanitization is performed.

Data Areas Addressed: Describe which areas are encrypted and which areas are not encrypted.

Key Life Cycle Management: The key(s) on a device may have multiple wrapping activities

(wrapping, unwrapping, and rewrapping) throughout the device’s lifecycle. Identify how the key(s)
being sanitized are handled during wrapping activities thatare not directly part of the cryptographic
erase operation. For example, a user may have received an SED that was always encrypting, and
simply turned on the authentication interface. Identify how the previous instance of the MEK was

sanitized

when it was wrapped with the user’s authentication credentials.

Key Sanitization Technique: Describe the media-dependent sanitization method for the key being

sanitized. Some examples might include three inverted overwrite passes if the media is magnetic, a

block era

Key Escr
the level
key(s) at
the devic
identify t

cryptogr
instance
cannot be

Interface
statemen
using thg
ensure al

Implementers

of these assulr

these concer
mechanisms
specified in |
ISO/IEC 2475

The decision
Media Encryy
the storage dg
cryptographi
in the future t

Error Condition Handling: Identify how the device handles error cenditions that preve

be for an SSD, or other media-specific techniques for other types of media.

pw or Injection: Identify whether the device supports key escrow or injection.at oy

br below the level of the key escrowed has/have ever been escrowed from«or inject
. If the MEK encryption key is directly sanitized and only a KEK can/he-escrowed,
hat fact.

iphic erase operation from fully completing, such as if a defect is encountered wh
bf the key to be sanitized is stored. For example, if the location where the key was
sanitized, does the cryptographic erase operation repext success or failure to the

Clarity: Identify which interface commands _support the features described
L. If the device supports the use of multiple MEKS, identify whether all MEKs are c}
interface commands available and any additional commands or actions necess
MEKs are changed.

below

of cryptographic erase. Identify whether the device supports discoveryef whether any

bd into
Clearly

nt the
ere an
stored
1ser?

in the
anged
ary to

who choose to apply cryptographic_erase should seek either independent val

SO/IEC 19790:2006 and test-requirements for cryptographic modules are speci
D:2008. These requirements-and tests cover some (but not all) of the concern areas

regarding whether to rely upon cryptographic erase should also consider whet}
tion Key has beemescrowed or injected, and if so, how the key was protected out
vice. If the MediaEncryption Key (or any key at or below the level of key sanitized
C erase) existSwoutside of the storage device, there is a possibility that the key could b
o recover{ata stored on the encrypted media.

dation

ance areas or ask the vendor to identify which mechanisms are used to ensufe that
areas have been addressed. Geherally accepted and (where applicable) standalrdized
hould be used. For example, séourity requirements for cryptographic requirements are

fied in

er the
side of
during
eused
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Annex B
(informative)

Selecting appropriate storage security controls

B.1 Criteria for selecting controls

B.1.1

As pre
of cont
and or]
releva
these

requir

Overview

csented in this International Standard, the storage security guidance may appear to be a collection
rols of equal importance or that need to be implemented in their entirety:. Neither of these is true,
panizations can benefit significantly from the adoption of a subset of these controls|that are most
ht to their specific environments and needs. The actual set of confrols selected dan vary from
buidelines via both addition and removal of controls for reasons that could include regulatory

ements, known threats and vulnerabilities, organizational polici€s; industry or regi

and aplplicable standards.

This ipformative Annex B provides a summary of all the stokage security controls (see

norm

D4
us

Se
fo
av

Organ
storag
a phas

It is ng
priorit
inform
the se
rating

B.1.2

ive clauses31) along with information that can serve as-selection criteria based on:

ita sensitivity classes - provides a data-centri©fecus that leverages two classes,
ed by organization that have performed basic\data classifications;

curity priority codes - provides information to assist in making phasing or sequen
- control implementation, based on the<relative importance of the confidentiality,
hilability aspects of security.

zations should consider these criteria and guidelines as starting points for th

ed approach to using storage'security controls, based on risk assessment (see [SO/

t appropriate to mandate the use of a set of storage security controls listed for eit
y or a data sensitivity:level in this annex without performing security control selec
ation security management system planning and implementation, see ISO/IEC 270(
Curity priority ‘anld data sensitivity criteria in this Annex B should not be used ag
or scoring the security of storage systems or infrastructure.

Data'sensitivity classes

al guidelines

B.2) from the

which can be

Cing decisions
integrity, and

b selection of

e security controls (see also [SO/IEC 27002:2013,8.2). They can also help organization implement

EC 27005).

her a specific
Lion as part of
1. In addition,

the basis for

B.1.2.]

| \\General

Organizations that have performed basic data classifications, based on data sensitivity or criticality, can
leverage these classifications to help identify storage security controls that are most relevant to their
environments. To assist with such an effort, two generic data sensitivity classes or levels are defined:
Low (see B.1.2.2) and High (see B.1.2.3).

As a starting point, organizations need to map their specific data classifications to one of the two data
sensitivity classes defined in this Annex B. The summary of controls listed in the tables in B.2 can then
be consulted to identify the relevant storage security controls; within these tables, a data sensitivity of
“L” corresponds to “Low” and “H” corresponds to “High.”

31) All of the storage security controls in this annex were extracted from Clauses 6 and 7, and they are
summarized herein. When additional information or clarification is needed, consult the appropriate source clauses.
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B.1.2.2 Low data sensitivity

Data of this nature are typically easily accessible and determined for internal use within larger groups
or organizations (e.g., business entities, government agencies, etc.). In addition, the data is considered
less sensitive (e.g., no mandated confidentiality or privacy requirements), have limited value, and are
not considered business/mission critical.

Minimum protective controls are still needed because unauthorized disclosure or circulation could:
— have limited negative effects to business, but not breach contractual or legal agreements or laws;

— have limited negative effects to government;

— affect indjividuals in a limited way in their social and economic circumstances.

B.1.2.3 High data sensitivity

Data of this nature are typically restricted to sole persons or small, namely knowngroups of pepple or
highly secured organizational units (e.g., business groups/projects, government‘departments/groups,
etc.). In addifion, the data is considered sensitive (e.g., have mandated conhfidentiality or grivacy
requirements|) to very sensitive (e.g., have mandated confidentiality or privacy requirements), have
significant to [very high value, or are considered business/mission critical(e.g., trade secrets).

Protective coptrols are absolutely needed because unauthorized disclosure or circulation could:

— have signfificant, and possibly existence-threatening, negativeleffects to business and could preach
contractyal or legal agreements or laws;

— constitute a breach of government security that exposes confidential or possibly secret data

— affectindfividuals substantially in their social and*€conomic circumstances; in an extreme sitfiation,
endanger{individuals in their health, life or personal liberty.

B.1.3 Security priority codes

Organizationg can identify and prioritize- storage security controls that are most relevant t9 their
environmentg. This can be accomplished by first conducting an information security risk assegsment
(see ISO/IEC 27005), which can help identify the data confidentiality, integrity, and availability| needs
and the relatiye importance of thesSe security aspects.

If the organizption’s data confidentiality, integrity, and availability priorities are understood, they can
be leveraged fo help identify relevant storage security controls, using the tables in B.2. In addiftion, it
may also be possible teldddress these controls in a phased approach, starting with those contrdls that
mitigate the Highest priorities risks identified in the risk assessment.

To assist wit

the tables in B2—Each-controlis-shown w a-setof prio aluesfor each of the secu dspects
(confidentiality, integrity, and availability) as well as an indicator for system-wide32) (i.e., the priority
codesareidentical for all three security aspects). For the B.2 tables, a priority indicator of “C” corresponds
to “Confidentiality,” “I” corresponds to “Integrity,” “A” corresponds to “Availability,” and “S” corresponds
to “System-wide,” and the priority values used in the tables are in the range of 0 to 5, with 5 representing
the highest priority and 0 is the lowest priority; “System-wide” designations are identified with an “X.”

I such’ an effort, the storage security controls from Clauses 6 and 7 are summarjzed in

To demonstrate how an organizations might use the priority code data, consider a scenario where a
risk assessment has identified data confidentiality as the primary problem area. By selecting the
confidentiality security aspect as the focus point, the organization is able to review the security controls
and identify those controls with the highest values for the “C” priority code. Those controls with a value
of 5 are most likely to be applicable. As such, the organization could start implementing the controls

32) A “System-wide” designation for a storage security control is simiply a way of showing that there may be a
special interdependency between the three security aspects that may warrant special attention.
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having a priority code of 5 and then proceed in a phased approach where the next set to be addressed
correspond to a priority code of 4, followed by a priority code of 3, etc.

B.2 Summary of storage security controls

B.2.1 Supporting controls for storage security

Tables B.1, B.2, B.3, B.4, B.5, B.6, and B.7 summarize the security controls and guidance contained in
clause 6 as well as showing how they are relevant to different data sensitivity categories/level (see
B.1.2) and priority codes (see B.1.3).

Table B.1 — Direct Attached Storage (6.2)

Prioritiés Data
Controls (5 is highest) Sensitivity
S C I A L H

DAS sHould be physically secured 5 3 5 X X
For semsitive and high value data on DAS, some form of encryption (SED,
FDE, computer-based, or application-based) should be used to protect the 5 3 0 X
data af rest
Medialsanitization should be used on all DAS involved with sensitive'and

. 5 1 0 X
high value data
If possfible, authentication such as FC-SP-2 AUTH-A Authenti¢ation should 5 3 0 X
be usefl to prevent unauthorized access to sensitive and high value data
To gualrd against accidental or intentional data loss or cerruption, back- 0 5 0 X X
ups of the DAS contents should be made on a regularbasis

Table B.2.<- Storage networking (6.3)

Priorities Data
Controls (5 is highest) Sensitivity
s|cliaflL | n

Storage Area Networks (6:3.2)

Wherd possible, avoid ietWork connections between classes (e.g., produc-

tion orf development) > 3 0 X X
Physicplly isolatestorage devices from other data centre device X X
Logicallly segregate storage traffic from normal server traffic X 4 4 4 X
Segregatéstorage management traffic from all other traffic 2 3 1 X X

Ensurethat configurations of NETWork gateways maintaim appropriate
network segregation

w
w
S
>
>

For FC, restrict server access on the switches using techniques such as

ACLs, binding lists, FC-SP-2 fabric policies 4 3 3 X
For FC, use NPIV enabled HBAs to assign individual N_Port_IDs to virtual 5 3 2 X
servers

For FC, restrict switch interconnections using techniques such as ACLs, 4 3 2 X

binding lists, FC-SP-2 fabric policies

Zoning should be used in FC SAN fabrics with a preference for hard zon-
ing
For FC, determine whether basic zoning is a strong enough security meas-

ure for the target environment, and if it is not, use stronger techniques 4 3 3 X
like FC-SP Zoning where supported by the vendor
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Table B.2 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H
For FC, disable unused switch ports 3 4 1 X X
For FC, carefully use default zones and zone sets (assume a least privilege 3 3 1 X X
posture)
For FC, configure switches, extenders, routers, and gateways with the
4 4 2 X X
least amount of access
Avoid connect|ng iSCSI interfaces to general purpose LANs; segregate for
. X 5 5 5 X X
security and performance
For iSCSI, use YLANs when the use of physically isolated LANs is not an
. X 5 5 5 X X
option
Set up the peef-to-peer relationship between FCIP entities 5 3 5 X X
When possiblg, a private [P network should be used exclusively by the
o 5 3 5 X
FCIP entities
For FCIP, use IPsec to perform cryptographic authentication and data 3 4 3 X
integrity at a finimum
For FCIP, use IPsec to protect sensitive data by appropriate confidential- 5 4 3 X
ity measures
For FCoE, leverage the Fibre Channel security mechanisms 5 3 2 X X
For FCoE, protect against Ethernet broadcast storms (e.g., allocation of 0 1 3 X X
adequate inpuf buffering) that can cause throughput and time6itt issues
ACLs should b¢ used to control FCoE network access (e.g.,;denying spe-
. ; 5 4 1 X X
cific computerk from unnecessary or unwanted traffic)
Use FCoE VLANs when the use of physically isolated [fANs is not an option| X 5 5 5 X X
Network Attached Storage (6.3.3)
Extra care should be exercised when NFSv3istused with sensitive or
X 4 3 1 X
high-value datp
Enable NFS only if it is needed 1 X X
Use NFSv4 (or [later versions) whenever possible and limit NFSv3 usage 3 3 1 X X
For NFS, filter client and management access by IP address for additional 2 3 4 X X
security
For NFS, encryjpt clientdata access (e.g., [Psec) when necessary X
Use later versipns of the SMB protocol 3 4 X X
For SMB/CIFS |turiroff low-security session negotiation protocols, such as
e . . . X 5 5 5 X X
NTLM v1, LanMamamnd piaimtext and use N T LV vZor Rerberos imstead
Maintain up-to-date patch levels X 4 4 4 X X
Use SMB signing 5 5 0 X X
Maintain Active Directory (AD) services securely 3 3 5 X X
Use one-way trusts, from leaf domains to parent domains, when possible 5 5 2 X X
Enable SMB/CIFS only if it is needed 3 3 1 X X
For SMB/CIFS, encrypt client data access (e.g., [IPsec) when necessary 4 3 0 X
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Table B.3 — Storage management (6.4)

Priorities Data
Controls (5 is highest) Sensitivity
slclial L | n
Authentication and authorization (6.4.2)
All users should have a unique ID for their personal use 5 5 0 X X
A suitable authentication technique (strong passwords, strong authenti-
cation, or multi-factor authentication) should be chosen to substantiate 5 5 0 X X
the claimed identity of a user
For alljremote access, use strong authentication or multi-factor authenti- 5 5 4 X X
cationjalong with secure channels
When possible, use a centralized authentication solution for improved 4 4 0 X X
monitgring and control
Use miti-factor authentication when managing sensitive and high-value p) 4 0 X
data
Disablg login to the root account. Remotely log all privilege escalation 3 3 0 X X
operations
When possible, use entity authentication in TLS and IPsec connections-as 3 3 0 X
well a§ within storage protocols
Implerpent and use general roles like Security Administrator, Storage
Admill;listrator, Security Auditor, and Storage Auditor within&torage 3 3 0 X X
systenms
Secur¢ the management interfaces (6.4.3)
Restri¢t physical access to management interfaces X 5 5 X X
Disablg and disconnect serial management port$,when not in use 2 2 1 X X
Segredate LAN interfaces used for management from other LAN traffic,
noting|that physical isolation is preferred;but logical isolation (such as 3 2 1 X X
VLANY) should be used at a minimum
Use firewalls and TCP wrappers torestrict access to management net- 4 4 5 X X
works|to authorized systems and_protocols
Use er;rity authentication te.establish trust relationships between storage
systenps and the management systems (e.g., using FC-SP-2 AUTH-A to 3 3 4 X
authernfticate the entitiés performing in-band management)
Levergge IDS and JPS‘mechanisms to identify anomalous behaviours and
o X 4 4 4 X X
guard pgainst it
Use ICT infrastructure (DNS, SLP, NTP) with appropriate security con-
g e X 3 3 3 X X
trols t avoid/indirect attacks
VA l 1‘71] {‘] 1l ] l ]ll{‘]] 1l h l l
Emplo appropr ate pr ege sercontrols inc nga thentication, X 5 5 5 X X
authorlzatlon and secure audltlng/monltorlng
For storage management, ensure that operating systems and applications 5 5 3 X
are current and sufficiently hardened against attacks
For remote storage management, use secure channels for all remote X 5 5 5 X X
access (VPN, TLS, SSH, HTTPS)
For remote storage management, employ strong authentication or mul-
. o X 5 5 5 X X
ti-factor authentication
For remote storage management, restrict privileges to the minimum 4 4 2 X
needed (i.e., least privilege)
Devise organizational and technical controls to restrict the management 3 2 2 X X
interface used for remote (non-local) vendor maintenance sessions
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Table B.3 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I L H
Technical controls should restrict communication traffic (i.e. systems,
ports, and protocols) to the minimum required for remote vendor mainte- 3 3 X X
nance operations
After the accessing party (vendor maintenance personnel) is authen-
ticated, additional controls at the access point should be devised to
’ . A . . . 3 3 X
authorize the vendor maintenance session, including accepting, asking for
approval, or d¢nying the requested session
Appropriate Idgs containing audit records of vendor actions should be X 4 4 2 X
generated.
The organizatjon should restrict dial-up access lines to authorized access-
ing parties, enforcing a modem call-back protocol and disabling connec- 2 3 X X
tion establishipent until vendor requests a maintenance session and the
request is autiorized by the organization
Security audifing, accounting, and monitoring (6.4.4)
Include storagp systems and infrastructure in the logging policy (what is
, . . .ot X 4 4 X X
collected, reteption /preservation, time synchronization, etc.)
In the policies|identify and address the evidentiary expectations for X 5 5 X X
storage logs
Employ exterrjal and centralized event logging to a trusted remaoge source | X 5 5 X X
Establish and fise a common, accurate time source across the storage
. X 5 5 X X
systems and iffrastructure
Natively log eVents to one, and preferably multiple, external log servers X 4 4 X X
Use standard lpgging protocols like syslog that suppert reliable delivery X 3 3 X X
and secure transports
For compliancg, accountability, or security putposes, events should be
. X 4 4 X X
logged as they|occur (no buffering)
Implement an pnalysis protocol to correlate audit log records across
event sources o identify significant Security events that provide indica- X 3 3 X X
tion of security incidents
Ensure that the storage logging-s factored into SIEM solutions, when
. X 3 3 X
such technology is deployed
Log all occurr¢nces of théyminimum set of security events with the neces- X 5 5 X X
sary data
Audit log data that ntay have evidentiary value should be handled cor-
rect]y (e_g,, mdintain chain of cnstody verifiable infpgritv and anthentic- X 8 g X X
ity, etc.)
Audit log data with specific retention requirements (e.g., for regulatory
compliance) should be preserved with the organization’s data retention X 5 5 X X
solution
Implement appropriate measures to preserve log integrity and prevent
. I . X 5 5 X
their modification or destruction
When audit log entries contain sensitive information, the audit log data
. . . . . X 5 5 X
should be protected with appropriate confidentiality mechanisms
For unique audit logging requirements (e.g., high volume, special preser-
vation, event signing, etc.) dedicated and specially hardened and config- X 4 4 X
ured systems should be used
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Priorities Data
Controls (5 is highest) Sensitivity
S C I A L H
Leverage log relays and log filtering to minimize the impact of specialized
. X 3 3 3 X
storage requirements (WORM)
System hardening (6.4.5)
All operating systems, hypervisors, and applications should be hardened
3 X 3 3 3 X X
relative to the use of the storage system
Remoye un-needed/un-used software 2 3 3 X X
Remove unnecessary accounts X 3 3 3 X X
Eliminjate, disable, or change passwords on predefined or default X 4 % 4 X X
accoutjts
Only open up network ports that are needed 1 1 3 X X
Install|latest patches from a trusted source X 4 4 4 X X
Updat¢ firmware from a trusted source X 4 4 4 X X
Installland maintain malware protection X 5 5 5 X X
Table B.4 — Block-basedstorage (6.5)
Priorities Data
Controls (5 is highest) Sensitivity
slclifjalL | n
Fibre Channel storage (6.5.1)
LUN mlasking and mapping (WWN filtering)'and other access control
: . 4 4 1 X X
mechanisms should be used to restrict ageess to storage
Mutual authentication using FC-SP-2:AUTH-A should be used with all
serverp and switches; leverage centralized authentication services when 2 2 5 X X
possibje
If possfible, Fibre Channel connections that leave the protected area 4 3 1 X
should be encrypted using ESP_Header
Sensitjve and high-value-data should be encrypted while on the FC stor- 5 3 1 X
age deyice or media
Encryjption should'be implemented in FC storage devices that may come
in confact with'sensitive or regulated data as well as to facilitate rapid 5 3 1 X
sanitizatjon
For FClstarage media-alisned sanitization should be nsed for sensitive
N e ) 3 I X
and regulated data
Logical sanitization should be used to clear virtualized FC storage, espe- 5 3 1 X
cially when the actual storage devices and media cannot be determined
IP storage (6.5.2)
Control iSCSI initiator access by filtering based on source IP addresses
5 3 5 X X
and protocols
Bidirectional CHAP authentication, using random challenges (i.e., not
repeated), should be used for both initiators and targets in all iSCSI X 5 5 5 X X
implementations
[Psec should be used to secure the communication channel when sensi- 5 3 2 X
tive or high-value data could be exposed

© ISO/IEC 2015 - All rights reserved

81


https://iecnorm.com/api/?name=333faca9d0a3e5c2d19d43c843718770

ISO/IEC 27040:2015(E)

Table B.4 (continued)
Priorities Data
Controls (5 is highest) Sensitivity
C I A L H
iSNS, SLP, DNS infrastructure should be used with appropriate security
P 3 3 3 X X
controls to avoid indirect attacks
Sensitive and high-value data should be encrypted while on the IP storage 5 3 1 X
device or media
Encryption should be implemented in IP storage devices that may come
in contact witlrsemsitive or regutateddataas wettas tofacititate Tapid 5 3 T X
sanitization
For [P storage|media-aligned sanitization should be used for sensitive
5 3 1 X
and regulated|data
Logical sanitigation should be used to clear virtualized IP storage, espe- 5 3 1 X
cially when the¢ actual storage devices and media cannot be determined
Table B.5 — File-based storage (6.6)
Priorities Daga
Controls (5 is highest) Sensitivity
slclifal L || n
NFS-based NAS (6.6.1)
Employ user-l¢vel authentication whenever possible (e.g., NFSy4 with
5 5 5 X X
Kerberos V5)
Configure the NFS server to export file systems explicitly for the author- 3 2 1 X X
ized users
Configure the NFS server to export file systems with minimum required 3 2 1 X X
privileges
Avoid granting “root” or “administrator” aceess to files on network
. 5 5 3 X X
filesystems
Make sure NF§v4 ACLs are assigned correctly 4 4 2 X X
Use Kerberos quthentication for NFSv3 3 X X
Consider using Kerberos Safe and Private modes to sign and encrypt NFS
: 4 4 2 X X
traffic
Filter client acfess to NFS)shares whenever possible 3 3 3 X X
Do not allow NFS clients to run suid and sgid programs on exported file 3 3 5 X X
systems
Exported file systems should be in their own partitions to prevent system
degradation by an attacker writing to an exported file system until it is 4 4 4 X X
full
For NFS, encrypt data at rest when necessary 3 3 1 X
Do not allow NFS exports of administrative file systems (e.g., /etc) X X
For NFS, guard against malware (e.g., viruses, worms, rootKkits, etc.) 5 5 5 X X
Continually monitor content placed in NFS shares and relevant access 4 1 2 X
controls
SMB/CIFS-based NAS (6.6.2)
Disable unauthenticated access to CIFS shares and NAS devices (i.e.
: 5 3 4 X X
restrict Anonymous)
Disable “Guest” and “Everyone” access to all CIFS shares 4 4 2 X X
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Table B.5 (continued)
Priorities Data
Controls (5 is highest) Sensitivity
S C 1 A L H
For SMB/CIFS, implement authentication and access control via a central- X 5 5 5 X
ized mechanism (RADIUS, LDAP)
Enable SMB signing for clients and the NAS device 3 5 3 X
Enable CIFS auditing whenever possible 3 3 1 X
Continually review content placed in CIFS shares and relevant access . 4 5 X
controlls * s P
For SMB/CIFS, encrypt data at rest when necessary T X
For SMB/CIFS, guard against malware (e.g., viruses, worms, rootkits, etc.) | X 5 X
Implerhent CIFS with strong authentication (NTLMv2, Kerberos) 4 4 X X
Parallel NFS-based NAS (6.6.3)
Contrdls and control mechanisms should be applied consistently across 3 5 3 X X
clusters (both symmetric and asymmetric)
Securify assurance properties should not be dependent on the client X 3 3 3 X X
access|ng a specific fileserver
For asymmetric clusters, controls should be implemented such/hatthey
1. . X | 4 4 4 X X
are comsistent across different protocols
Securify controls should not be dependent on path traversalof the 2 2 4 X X
filesysfem namespace across servers
Table B.6 — Object-based storage (6.7)
Priorities Data
Controls (5 is highest) Sensitivity
slclialL | n
Cloud [computing storage (6.7.1)
For clqud storage, ensure thattransport security such as IPsec or TLS is 5 4 2 X X
used for all transactions
When pensitive data is stored in a third party cloud environment, data
at restlencryption.(and appropriate key management processes) should 5 2 2 X
be usef to preventaccess by the unauthorized parties (e.g., cloud service
provider personnel, other tenants, adversaries, etc.)
For clqudstorage, secure user registrations and use strong password 5 4 3 X X
autherjtication to protect access to data
For cloud storage, employ access controls that guard against unauthor-
ized access from other tenants while providing appropriate access privi- 4 4 2 X X
leges to users permitted to access the data
Use the provided sanitization capabilities to clear sensitive data from the 4 2 2 X
cloud computing storage
When using CDMI, ensure that TLS is used for all transactions X 4 4 4 X X
Query the security capabilities of the cloud service provider’s CDMI
implementation and make a risk-based decision on whether the offered X 5 5 5 X X
security is adequate
Authenticate CDMI entities (certificates for servers and HTTP basic
L : X 5 5 5 X X
authentication for clients)
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Table B.6 (continued)

Priorities Data
Controls (5 is highest) Sensitivity
S C I L H
Use CDMI Domains to provide a place for authentication mappings to
- : 4 4 X
external authentication providers
Enable CDMI security logging and retrieve the security event data out of 3 3 X
the appropriate logging queue on a regular and timely fashion
Align the automatic deletion capability (CDMI Deletion) with the organi- X 3 3 X
zation’s data retemtiomrpoticy
Prior to using CDMI Holds, understand the process and mechanism for X 4 4 X
lifting the CDMI Hold
Use data at reqt encryption measures to protect sensitive and high-value 4 1 X
data
For cryptographic functionality, always verify that the implementation
has used a reqrested CDMI Capability (supported operation), and not 4 1 X
something different
Use the CDMI ganitization functionality to clear sensitive data from the X 3 3 X
cloud service provider’s storage
Object-based [Storage Device (6.7.2)
For OSD, IPsec|should be used for all transactions involving sensitive{data 5 5 X
on insecure ngtworks
For OSD, the object store should verify the authenticity of the capability X 5 5 X X
prior to perfojming an operation
Clock synchrohization between the OSD and the security manager should
. : X | 4 4 X X
be implementdd using a secure protocol
For OSD, capability expiration times should have limits that minimize the
3 . o X 3 3 X X
amount of tim¢ a compromised capability can belused
For OSD, workjng keys (used to generate capability keys) should be
X 3 3 X
refreshed frequently
Content Addressable Storage (6.7.3)
Users and applications should be@uthenticated and authorized before
. X 5 5 X X
access is granfled to the CAS syStem.
The CAS systen should ensure that content will be readable and accessi-
; C o 0 5 X X
ble over its enfire life-cycle:
The CAS system shouldsemploy a robust hashing mechanism 0 4 X X
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Table B.7 — Storage security services (6.8)

Controls

Priorities
(5 is highest)

Sensitivity

Data

s|cli1]a

L

H

Data sanitization (6.8.1)

Organizations and individuals should categorize their information, assess
the nature of the medium on which it is recorded, assess the risk to con-
fidentiality, and determine the future plans for the media (for example,
reuse)

The selected type of sanitization should be assessed as to cost, envi-
ronmental impact, etc., and a decision made that best mitigates the risk
to confidentiality and best satisfies other constraints imposed on the
process

Dispodal of storage devices or storage elements without sanitization
should be considered only if information disclosure would have no impact
on orgpnizational mission, would not result in damage to organizational
assets|and would not result in financial loss or harm to any individuals

When panitization is an element of compliance, the specific requirements
and aspociated specifications should be reviewed to determine whether
they mandate particular overwrite techniques, documentary proofef
sanitization, etc.

The leyel of sanitization operations should be carefully balanced against
the risks, paying particular attention to PIl and EHR as well'as business
or mispion critical data (e.g., trade secrets, intellectual.phoperty, etc.).

When ptorage media are transferred, become obsoléete, are no longer usa-
ble, orfare not needed by an information system, the residual magnetic,
optical, electrical, or other representation of data should be sanitized.

Annex|A should be used to determine recommended sanitization of spe-
cific media.

Not allltypes of available media are specified in this International Stand-
ard, and for those media not included, organizations should identify and
use prpcesses that will fulfil the intent to clear, purge, or destroy their

media

Sanitigation of media at-end-of-use situations is recommended, even
when {ising encryptign'methods.

If the Ipgical storage'is writeable, then sanitization, using an overwrite
or cryptographicerase technique, should be used to clear the portions
of the inderlying storage media used by the logical storage; successful
applicgtion.of cryptographic erase for sanitization is predicated on the
encryption’being active before data is recorded on the logical storage.

Data protection technologies, which can include replication, backups and
CDP storage, are often used in conjunction with logical storage, so sepa-
rate sanitization operations should be performed on storage associated
with data protection mechanisms to eliminate sensitive or high value
data.

Organizations should maintain a record of sanitization activities to docu-
ment what media were sanitized, when, how they were sanitized, and the
final disposition of the media.

A certificate of sanitization should be produced and contain the appropri-
ate details

The audit trail associated with sanitization should capture time stamped
transactions and progress.

© ISO/IEC 2015 - All rights reserved

85


https://iecnorm.com/api/?name=333faca9d0a3e5c2d19d43c843718770

ISO/IEC 27040:2015(E)

Table B.7 (continued)
Priorities Data
Controls (5 is highest) Sensitivity
C I L H
A full verification of the sanitization should be performed if time and
: 4 4 X X
external factors permit.
If cryptographic erasure is used for sanitization, appropriate verification
4 4 X X
should be performed.
Data confidentiality (6.8.2)
When data in fnotion encryption is need, it should provide end-to-end 3 3 X
protection
Encryption of Hata in motion can impose significant computational
burdens on th¢ communicating entities, so appropriate compensations 4 4 X
should be implemented to minimize the impacts
For [Psec, versjion 3 and IKE version 2 (or later versions) should be used 5 5 X
For TLS, storage clients should comply with the requirements in the SNIA
Technical Posifion: TLS Specification for Storage Systems v1.0 (or the latest 5 5 X
version)
To provide a basic level of protection against data breaches associated
with loss of coptrol of media, encryption mechanisms within storage 5 2 X
devices, switches, specialized appliances, HBAs, etc. should be used
For at rest encfyption, algorithms and modes of operations designed 5 5 X
specifically for storage technology should be used
Limit the amoyint of time a key is in plaintext form and prevent humans 5 3 X
from viewing plaintext keys
Cryptographid keys should only be used for one purposg; specifically, do
not use key-enicrypting keys to encrypt data or use ddata encrypting keys 5 5 X
to encrypt othpr keys
Randomly chopse keys from the entire keyspace 4 3 X
Check for and avoid use of known weak keys 3 X
Data encryptign keys should be limited to a finite cryptoperiod (typically 4 3 X
no more than 2 years) or to a maxifaum amount of data processed
When possiblg, storage systems and infrastructure should use interop-
erable, centraljzed key management infrastructure (e.g., generate and 3 3 X
archive encryption keys)
Storage systerlls and_ infrdstructure should use OASIS approved, 3 3 X
KMIP-compliaht clients to access and use key management infrastructure
Data reductigns{(6.8.3)
When encryption is used along with compression, the compression 4 4 X X
should be applied before the encryption
When encryption is used along with deduplication, the deduplication 4 4 X X
should be applied before the encryption
When both compression and deduplication are used along with encryp-
tion, the order of use should be deduplication and compression or com- 4 4 X X
pression and deduplication, and then encryption
Compression or deduplication can impact DR and BC implementations, so
they should be factored into the design, documentation, and testing of DR | X 5 5 5 X X
and BC solutions
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B.2.2 Storage security design and implementation guidance

Clause 7 as well as showing how they are relevant to different data sensitivity categories/level (see
B.1.2) and priority codes (see B.1.3).

Table B.8 — Storage security design principles (7.2)

Priorities Data
Controls (5 is highest) Sensitivity
s|cli1|lal L | H

Defenge in depth (7.2.1)

Ensurg a balanced focus on the three primary elements: people, technol-
ogy, aifd operations

Follow through with effective information assurance policies and proce-
dures,jassignment of roles and responsibilities, commitment of resources, | X 4, 4 4 X X
training of critical personnel, and personal accountability

Deploy protection mechanisms at multiple locations to resist all classes of
attackp

Deploy multiple defence mechanisms (layered) between potential adver
saries pnd targets

Includ¢ both detection and protection mechanisms

Deployf robust key management and PKI that support all information
assurance technologies and that are highly resistant to dttack

R [ X
N
N
S

oo T I~ ol B

Maintgin visible and up to date system security policies

Actively manage the security posture of the storage technology and
protecftion mechanisms (e.g., install security patehes and virus updates, X 3 3 3 X X
maintain ACLs, etc.)

Perform regular security threat assessménts to determine the continued
securify readiness

Monitgr and react to current threats X 4 4 4 X X
Security domains (7.2.2)

Storagp and storage networKks of different sensitivity levels should be

locatedl in different secarity domains 4 4 3 X
Devicgs and computer'systems providing services for external networks
should be located\in-different domains than internal network devices and 3 3 2 X X
compulter systems
Strategic a§sets should be located in dedicated security domains 5 3 2 X
Untrugted-devices and computer systems should have limited or no . = = =

N J J J X
access to storage assets
Storage and storage networks used for different purposes (e.g., devel-
opment, production, management, etc.) and using different technologies 3 2 1 X
(e.g., CIFS/NFS, iSCSI, CDM], etc.) should be located in separate security
domains
Storage networks should be in different security domains than regular 2 4 2 X X

networks (e.g., corporate LANSs)

Storage device and storage network management systems should be
located in dedicated security domains

Systems in development stage should be located in different domains
than production systems
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Table B.8 (continued)

Priorities Data
(5 is highest)

S C I A L H

Controls Sensitivity

Storage devices that may be permitted to reside with a single security
domain, but used for multiple purposes or hold multiple levels of sensitive
data, should be further isolated (using zoning, VLANSs, and VSANSs) to
minimize possible interactions

Design resilience (7.2.3)

to eliminate sihgle points of failure and to maximize the availability of X 5 5 5 X X

Storage Securi(F/ desigmshoutdincorporate severat tayers of Tedumdarcy
the storage inffrastructure.

The designs should also use a wide set of approaches destined to make
the storage mare resilient to attacks and network failures

Secure initiallization (7.2.4)

As a design principle, the architecture of storage systems should support

a secure initialization sequence to ensure the transition from a “down” X 4 4 4 X X
state after a pgwer-on or reset is applied.

During the initialization phase externally accessible processes and net-

work interfacgs should not be available or at a minimum deny access until < \X 4 4 4 X X

the subjects aije authenticated.

Software and ¢perating system load processes should start from aknewn
state with secfire values specified by the system administrator when the | X 3 3 3 X X
system was lagt operational.

Table B.9 — Data reliability, availability, and resilience (7.3)

Priorities Daga
Controls (5 is highest) Sensitivity
slclifal L ||n
Reliability (7{3.1)
The reliability|of the storage system and infrastructure should not be 1 4 4 X X

adversely impfcted by the inclusion of security features

Vulnerabilitieg should be proactively managed to minimize their impacts
on system relipbility

Controls should be asséssed to determine whether they are capable of
assuring the r¢liabijlity“and security of data

Availability (}.3.2)

Because of the Importance of availability, storage security designs and
: . . c o 1 1 5 X X
implementations should strive to minimize impacts to availability

Data encryption keys should be managed to avoid data availability prob-
lems when keys are unavailable or inadvertently destroyed

Data protection mechanisms should be part of availability designs to 1 3 4
guard against major outages due to system failures

Backups and replication (7.3.3)

Data protection mechanisms (like backups, replication, etc.) should be
designed with quick recoveries in mind, rather than just preservation of 1 4 5 X X
data

Ensure that the backup approach, especially for business/mission critical 1 4 5
data, is aligned with its associated restore strategy
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