INTERNATIONAL ISO/IEC
STANDARD 27039

First edition
2015-02-15

Corrected version
2016-05-01

Information technology == Security
techniques — Selection, deployment
and operations of intrusion detection
and prevention systems (IDPS)

Technologies de l'informatign“— Techniques de sécurité|— Sélection,
déploiement et opérations-des systemes de détection et prévention
d’intrusion

Reference number

ISO/IEC 27039:2015(E)
e ° ©ISO/IEC 2015



https://iecnorm.com/api/?name=e35ce6ec4d17837f3d318471a51aa9ab

ISO/IEC 27039:2015(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=e35ce6ec4d17837f3d318471a51aa9ab

ISO/IEC 27039:2015(E)

Contents Page
FOT@WOT ... et eeeeeeeeeeeeeeeeeeereeseeeee v
0010 00 Y6 0 ot o (0) o VS0 vi
1 S0P ... 1
2 LS IR Y o 0 U2 00 0 ) 4 1
3 BACKGIOUII ...t 5
4 General .5
5 Y=Y X5 (0 oo
5.1 TNELOAUCTION e
5.2 Information security risk assessment
5.3 HoOSt Or NetWOTK IDPS ...ooooooossseseessesssesseseeesseeeeseeseeseereeseees D oo
LIRS 70 B 0 )77 74 1<) 1T 2O oS A
5.3.2  Host-based IDPS (HIDPS)......ccccovceeee
5.3.3  Network-based IDPS (NIDPS).............
5.4 ConSIiderations ...

5.4.1  System environment
5.4.2  Security protection mechanisms

5.4.3  IDPS security POLICY ... e
54.4 Performance ... S
5.4.5
54,6 COStoeseses e Kagh .
5.4.7 Updates...
5.4.8  Alert strategies ...........
5.4.9 Identity management....
5.5 Tools that complement IDPS ... e
5.5:1  OVEIVIBW o5t
5.5.2  File integrity checkers
5.5.3  FIT@WAll .ot
554  HONEYPOTS S
5.5.5  Networkmanagement t00]S. ...
5.5.6  Securitydnformation Event Management (SIEM) tools
5.5.7  Virus/Content protection tools
5.5.8  Vulnerability assessment tools
5.6  Scalability ...
5.7 TeCRIIEAl SUPPOIT ...
5.8 THAIMIIIE oo
6 DeploymMent. ...
6,1 OVEIVIEW ...ooooiiiiiieiieseneeseeees et
6.2 Staged deployment............ccccoooooooeooooeesviiees,
6.3 INIDPS AEPLOYITIEIIT ...
0.3, 1 OVEIVIBW oot
6.3.2  Location of NIDPS inside an Internet firewall
6.3.3  Location of NIDPS outside an Internet firewall.............cce
6.3.4  Location of NIDPS on a major network backbone ...
6.3.5  Location of NIDPS on critical subnets
6.4 HIDPS deployment. ...
6.5 Safeguarding and protecting IDPS information Security ...,
7 OP@ITATIOIIS ...
7.1 O VETVIBW ..o
7.2 IDPS tuning...............
7.3 IDPS vulnerabilities ...
7.4 Handling IDPS alerts...
T L OVEIVIBW ook

© ISO/IEC 2015 - All rights reserved iii


https://iecnorm.com/api/?name=e35ce6ec4d17837f3d318471a51aa9ab

ISO/IEC 27039:2015(E)

7.5

7.6

7.4.2  Information Security Incident Response Team (ISIRT)
743 OULSOUICINIE .o
Response options
78 T S S 113 1 0] (=
7.5.2  Active response
7.5.3  Passive reaction

Legal CONSIARTATIONS. ....ccc e
T00. 1 OVEIVIBW ..ot
7.6.2  PIIVACY .o

7.6.3  Other legal and policy considerations
7004 FOTEIISICS ..ot

Annex A (infd
issues

Bibliography

rmative) Intrusion Detection and Prevention System (IDF5): Framework and
to be considered

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=e35ce6ec4d17837f3d318471a51aa9ab

ISO/IEC 27039:2015(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Organizations should not only know when, if, and how an intrusion of their network, system, or
application occurs. They also should know what vulnerability was exploited and what safeguards or
appropriate risk treatment options (i.e. risk modification, risk retention, risk avoidance, risk sharing)
should be implemented to prevent similar intrusions in the future. Organizations should also recognize
and deter cyber-based intrusions. This requires an analysis of host and network traffic and/or audit
trails for attack signatures or specific patterns that usually indicate malicious or suspicious intent.
In the mid-1990s, organizations began to use intrusion detection and prevention systems (IDPS) to
fulfil these needs. The general use of IDPS continues to expand with a wider range of IDPS products
being made available to satisfy an increasing level of organizational demands for advanced intrusion
detection cappbility.

In order for a
deployment,

experienced personnel. In the case where this process is achieved, then IDPS products can as

organization
the overall in

This Interna
operation, as
that are consi
service level

h organization to derive the maximum benefits from IDPS, the process of IDPS sel
ind operations should be carefully planned and implemented by propetly train

n obtaining intrusion information and can serve as an important se€curity device
ormation and communications technology (ICT) infrastructure.

well as fundamental knowledge about IDPS. It is also applicable to those organiz
dering outsourcing their intrusion detection capabilities:Information about outso
agreements can be found in the IT service managenient (ITSM) processes ba

pction,
bd and
cist an
within

fional Standard provides guidelines for effective IDPS seleCtion, deployment, and

ations
urcing
ted on

ISO/IEC 2000p Series.

This Internat

a)

onal Standard is intended to be helpful to:
An organjzation in satisfying the following requirements of ISO/IEC 27001:

The ¢
deted

rganization shall implement procedures and other controls capable of enabling ¢
tion of and response to security incidents;

rompt

The ols to

prop

An orgapization in implementing controls that meet the following security objecti
ISO/IEC 47002:

brganization shall execute monitoring and review procedures and other cont
rly identify attempted and successful security breaches and incidents.

b) ves of

To de

tect unauthorized information processing activities;

erator
jed;

ms should be'monitored and information security events should be recorded. Oq
nd faultlogging should be used to ensure information system problems are identif

Syste
logs 4

ganjzation should comply with all relevant legal requirements applicable to its mon
hgging activities;

An or toring

and 1

System monitoring should be used to check the effectiveness of controls adopted and to verify
conformity to an access policy model.

An organization should recognize that deploying IDPS is not a sole and/or exhaustive solution to satisfy
or meet the above-cited requirements. Furthermore, this International Standard is not intended as
criteria for any kind of conformity assessments, e.g., information security management system (ISMS)
certification, IDPS services or products certification.
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Information technology — Security techniques —
Selection, deployment and operations of intrusion
detection and prevention systems (IDPS)

1 Scope

This I
detect
operat

termationat-Standard providesgutdetinestoasststorgantzationsinpreparing tode
on and prevention systems (IDPS). In particular, it addresses the selection,,dey
ions of IDPS. It also provides background information from which these guidélines

2 Terms and definitions

For th
follow

2.1
attacKk

e purposes of this document, the terms and definitions givén in ISO/IEC 27
ing apply.

ploy intrusion
loyment, and
are derived.

000 and the

attempts to destroy, expose, alter, or disable information systems and/or informatiom within it or

othery

2.2
attacKk

Uise breach the security policy

signature

sequence of computing activities or alterations ¢hat are used to execute an attack and y

used b
netwo

Note 1

2.3
attest

y an IDPS to discover that an attack has.occurred and often is determined by the e
rk traffic or host logs

Lo entry: This can also be referred to as an attack pattern.

htion

variant of public-key encryption that lets IDPS software programs and devices auth

identif]
Note 1
2.4

bridgg¢
netwo

y to remote parties

Lo entry: See remote attestation (2.23).

Ik equipment that transparently connects a local area network (LAN) at OSI laye

Uhich are also
kamination of

bnticate their

- 2 to another

LAN t}rat uses the same protocol

2.5

cryptographic hash value
mathematical value that is assigned to a file and used to “test” the file at a later date to verify that the
data contained in the file has not been maliciously changed

2.6

denial-of-service

DoS

unauthorized access to a system resource or the delaying of system operations and functions, with
resultant loss of availability to authorized users

[SOURCE: ISO/IEC 27033-1:2009]
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2.7

distributed denial-of-service attack

DDoS

unauthorized access to a system resource or the delaying of system operations and functions in the way
of compromising multiple systems to flood the bandwidth or resources of the targeted system, with

resultant loss

2.8

of availability to authorized users

demilitarized zone

DMZ

logical and physical network space between the perimeter router and the exterior firewall

Note 1 to entry
Note 2 to entry

29
exploit
defined way t

2.10
firewall
type of barrie

of several co;n

traverses to
is allowed to |

[SOURCE: ISO

211
false positivg¢
IDPS alert wh

2.12
false negativ
no IDPS alert

2.13
honeypot
generic term
time on infor
interest to a I

2.14
host
addressable s

: The DMZ can be between networks and under close observation but does not have to be

p breach the security of information systems through vulnerability

I placed between network environments — consisting of adedicated device or a con
ponents and techniques — through which all traffié from one network envird
nother, and vice versa, and only authorized traffic as defined by the local security
Dass

IEC 27033-1:2009]

en there is no attack

e
when there is an attack

for a decoy systemused to deceive, distract, divert, and encourage the attacker to
mation that appears to be very valuable, but actually is fabricated and would no
poitimate user

ystém or computer in TCP/IP-based networks like the Internet

: They are generally unsecured areas containing bastion hosts that provide public sérviceq.

posite
nment
policy

spend
k be of

2.15
intruder

individual who is conducting, or has conducted, an intrusion or attack against a victim’s host, site,
network, or organization

2.16
intrusion

unauthorized access to a network or a network-connected system, that is, deliberate or accidental
unauthorized access to information systems, to include malicious activity against information systems,
or unauthorized use of resources within information systems

© ISO/IEC 2015 - All rights reserved
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2.17

intrusion detection

formal process of detecting intrusions, generally characterized by gathering knowledge about abnormal
usage patterns, as well as what, how, and which vulnerability has been exploited to include how and
when it occurred

2.18

intrusion detection system

IDS

information systems used to identify that an intrusion has been attempted, is occurring, or has occurred

2.19

intrudion prevention system
IPS
variant on intrusion detection systems that are specifically designed to providejan acftive response
capabillity

2.20
intrudion detection and prevention system
IDPS
intrusjon detection systems (IDPS) and intrusion prevention systerns (IPS) softwarg¢ applications
or appliances that monitor systems for malicious activities, where IDS focus is to only alert on the
discovery of such activity while IPS have the potent to prevent Some intrusions upon detgction

Note 1|to entry: IPS is deployed actively in the network if attaek prevention is desired. If deplgyed in passive
mode, it will not offer such functionality and effectively function'as a regular IDS by providing alefts only.

2.21
penetration
unautlorized act of bypassing the security mech@nisms of information systems

2.22
provigioning
procegs of loading the correct softfware, security policy, and configuration data for information
techndlogy (IT) devices

2.23
remote attestation
procegses of using digital certificates to ensure the identity, as well as the hardware |and software
confighiration, of IDPS7and to securely transmit this information to a trusted operations centre

2.24
response

incident response or intrusion response
action|taken’to protect and restore the normal operational conditions of information sy$tems and the
infornjatien stored in it when an attack or intrusion occurs

2.25

router

network device that is used to establish and control the flow of data between different networks, by
selecting paths or routes based upon routing protocol mechanisms and algorithms

Note 1 to entry: The networks can themselves be based on different protocols.
Note 2 to entry: The routing information is kept in a routing table.
[SOURCE: ISO/IEC 27033-1:2009]

2.26
server
computer system or program that provides services to other computers

© ISO/IEC 2015 - All rights reserved 3
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2.27

Service Level Agreement

SLA

document that defines the technical support or business performance objectives including measures
for performance and consequences for failure the provider of a service can provide its clients

2.28
sensor

component/agent of IDPS which collects event data from information systems or a network under

observation

Note 1 to entry: Also referred to as a monitor.

2.29
subnet

segment of a petwork that shares a common address component

2.30

switch
device which|
distribution n
the OSI referg

Note 1 to entry
technology us¢

[SOURCE: ISO

2.31
test access p
TAP
typically pass
level of the se
can still main

Note 1 to entry
losing the IDPS

2.32
trojan horse
malicious pro

2.33
virus

provides connectivity between network connectivity device§_by means of ij
hechanisms, with the switching technology typically implemented at layer 2 or lay
nce model

r: Switches are distinct from other local area network interéonnection devices (e.g. a hub
d in switches sets up connections on a point-to-point basis.

IEC 27033-1:2009]

DIt

ive devices that do not install any overhead on the network packet but also incre:
curity as they make the data collection interface invisible to the network, where a
Lain layer 2 information about the port

: A TAP also gives the functignality of multiple ports so network issues can be debugged ¥
capability.

cram that masquerades as a benign application

type of malw

that can potellltially cause harm, directly or indirectly, to the user and/or the user’s system

hre which is software designed with malicious intent containing features or capa

ternal
er 3 of

as the

1se the
switch

vithout

bilities

2.34

virtual private network

VPN

restricted-use logical computer network that is constructed from the system resources of a physical
network by using encryption and/or by tunnelling links of the virtual network across the real network

[SOURCE: ISO/IEC 18028-3:2005]

2.35

vulnerability
weakness of an asset or control that can be exploited by one or more threats

[SOURCE: ISO/IEC 27000:2012]
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3 Background

The purpose of intrusion detection and prevention system (IDPS) is passively monitoring, detecting and
logging inappropriate, incorrect, suspicious or anomalous activity that may represent an intrusion and
provide an alertand/or an automated response when these activities are detected. It is the responsibility
of the appointed IT Security personnel to actively review IDPS alerts and associated logs in order to
make decisions on adequate responses. When an organization needs to detect promptly intrusions to
the organization’s information systems and responds appropriately to them, an organization should
consider deploying IDPS. An organization can deploy IDPS by getting IDPS software and/or hardware
products or by outsourcing capabilities of IDPS to an IDPS service provider.

There are many commercially available or open-source IDPS products and services that are based on

differd

an org

guidel

Funda

charad

Behav
traffic
denial

(e.g.a

A host

from

its inf
attack
for oc
behav
intrus

are dif

these

An organization$hould understand that the source of information and the different analy{
may result in(both advantages and disadvantages or limitations, which can impact
inability to-detect specific attacks and influence the degree of difficulty associated with
maintaining’the IDPS.

Ne¢
an

Hd
ha
ba

nt technologies and approaches. In addition, IDPS is not “plug and play” technolog
anization is preparing to deploy IDPS, an organization should, as a minimum,‘be
nes and information provided by this standard.

nental knowledge about IDPS is mainly presented in Annex A. Fhis annex
teristics of different types of IDPS:

alyses the network and application protocol activity to identifystispicious activity

st-based, which monitors the characteristics of a single hgsPand the events occurri
st for suspicious activity as well as three basic approaches for detection analysis,
sed detection, statistical anomaly-based detection,&tateful protocol analysis deted

and host activities to identify threats that generate abnormal behaviour, such 4
of service (DDoS) attacks, brute force attacks, certain forms of malware, and po
Client system providing network servicesto other systems).

-based intrusion detection and prevention system (HIDPS) derives its source o
dne or more hosts, while a network-based intrusion and prevention system (N
prmation from traffic of one0f)more network segments. The misuse-based ap
5 on information systems as\$pecific attack signatures, and then systematically sc
furrences of these attack.signatures. This process involves a specific encodin

ons by discovering significant deviations from normal behaviour on the assumptio
ferent from normalylegitimate activity and can therefore be detected by systemj
ifferences.

y. Thus, when
familiar with

explains the

twork-based, which monitors network traffic for particular network segments or devices and

hg within that
j.e. signature-
tion.

oural analysis applies to network-based and hdst-based IDPS. This approach exanjines network

is distributed
icy violations

f information
DPS) derives

gﬁ;oach models

s the system

b of previous

P

ours and actions deemed-intrusive or malicious. The anomaly-based approach attempts to detect

n that attacks
that identify

is approaches
the ability or
installing and

4 General

IDPS functions and limitation, presented in Annex A, indicate that an organization should combine
host-based (including application monitoring) and network-based approaches to achieve reasonably
complete coverage of potential intrusions. Each type of IDPS has its strengths and limitations; together
they can provide better security event coverage and alert analysis.

Combining the IDPS technologies depends on the availability of a correlation engine on the alert
management system. Manual association of HIDPS and NIDPS alerts may result in IDPS operator
overload without any additional benefit and the result may be worse than choosing the most appropriate
output from one type of IDPS.

The process of selecting, deploying and operating IDPS within an organization is shown in Figure 1
along with the clauses that address the key steps in this process.

© ISO/IEC 2015 - All rights reserved
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- Risk " Determine IDPS
.. Assessment .- Reguirements

IDPS Selection
Considerations
Clause 5

Selection (Clause 5)

Deploying IDPS

DEDHJI?N et tStanse g Clause 6
v v
HIDPS Deployment MNIDPS Deployment
Clause 6.4 Clause 6.3

MNMIDPS Operations
Clause 7

:

.+ Origeing Risk "
o Wessessment

Opergtions (Clause 7)

Figure 1 — Selection, deployment, and operations of IDPS

5 Selectign

5.1 Introdpction

There are mgny IDPSproducts and products families available. They range from extremely dapable
freeware offdrings _that can be deployed on a low-cost host to very expensive commercial systems
requiring thq latést*hardware available. As there are so many different IDPS products to thoose
from, the profess of selecting IDPS that represents the best fit for an organization’s needs is difficult.
Furthermore, there et mpatibiityt ' i produ offeredimthet
place. Additionally, because of mergers and the potentially wide geographical distribution of an
organization, organizations may be forced to use different IDPS and the integration of these diverse
IDPS can be very challenging.

Vendor brochures may not describe how well an IDPS can detect intrusions and how difficult it is to
deploy, operate and maintain in an operational network with significant amounts of traffic. Vendors
may indicate which attacks can be detected, but without access to an organization’s network traffic, it
is very difficult to describe how well the IDPS can perform and avoid false positives and negatives. Also
the proactive and reactive capabilities of an IDPS need to be assessed independently and mapped to
organizational requirements. This should include the need for deep packet inspection and reassembly
versus the need for network performance and cost considerations. Consequently, relying on vendor
provided information about IDPS capabilities is neither sufficient nor recommended.

6 © ISO/IEC 2015 - All rights reserved
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ISO/IEC 15408 (all parts) may be used in the evaluation of an IDPS. In such a case, a document called
“Security Target” may contain more accurate and reliable description than vendor brochures concerning
IDPS performance. An organization should use this document in their selection process.

The following sub-clauses provide the major factors that should be used by an organization in the IDPS
selection process.

5.2 Information security risk assessment

Prior to the selection of an IDPS, an organization should perform an information security risk
assessment, aimed at identifying the attacks and intrusions (threats) to which the organization’s
specific_i i i ing i the nature of
information used by the system and how it needs to be protected, the types of communicption systems
used, and other operational and environmental factors. By considering these potential fhreats in the
context of their specific information security objectives, the organization can identify cgntrols, which
provide cost-effective mitigation of the risks. The identified controls would provide the basis of the
requirgments for the functions provided by their IDPS.

NOTE Information security risk assessment and management is the subjéct of Internatjonal Standard
(ISO/IHC 27001).

Once the IDPS is installed and operational an on-going process of risk managemegnt should be
implernented to periodically review the effectiveness of the controls in light of changes tp the system’s
operatfions and the threat environment.

5.3 Host or Network IDPS

5.3.1 | Overview

IDPS deployment should be based on an organizational risk assessment and asset protection priorities.
When [selecting IDPS, the most effective. method to monitor events should be investigat¢d. Both Host-
based |IDPS (HIDPS) and Network-based (NIDPS) can be deployed in tandem. Where [such an IDPS
monitering method is selected, an organization should implement it in stages starting with a NIDPS, as
they are usually the simplest to install and maintain, then HIDPS should be deployed on ctitical servers.

Each gption has its own advantages and disadvantages. For example, in the case whedre an IDPS is
deployled outside an external firewall, an IDPS can generate a large number of alerts that ¢lo not require
careful analysis becausgalarge amount of the alerting events can indicate scans that arejalready being
effectiyely prevented(by the external firewall.

5.3.2 | Host-based IDPS (HIDPS)

The choiceof a HIDPS demands the identification of target hosts. The expensive nature of full-scale
deployjndent on every host in an organization normally results in the deployment of HIJPS on critical
hosts u}_y. Therefore—the dcplu_yuu:ut of HHBPS—shoutd—be Pt toritized—accot diug to- risk analysis

results and cost-benefit considerations. An organization should deploy an IDPS capable of centralized
management and reporting functions when HIDPS is deployed on all or a significant number of hosts.

5.3.3 Network-based IDPS (NIDPS)

The main factor to consider when deploying a NIDPS is where to position the system sensors. Options
include:

— Inside external firewalls;
— Outside external firewalls;

— On major network backbones;

© ISO/IEC 2015 - All rights reserved 7
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— Between trust boundaries.
5.4 Considerations

5.4.1 System environment

Based on a security risk assessment, an organization should first determine, in order of priority, what
assets should be protected and then tailor the IDPS to that environment. At a minimum, the following
system environment information needs to be collected to accomplish this objective:

— Network diagrams and maps specifying the number and locations of hosts, entry points to networks

L L " 1 L 1
and conneetionstoextertatnetwot KS;

— Descriptipn of the enterprise network management system;

— Operating systems for each host;

— Number gnd types of network devices such as routers, bridges, and switches;
— Number gnd types of servers and dialup connections;

— Descriptdrs of any network servers, including types, configurations)*application softwate and
versions funning on each;

— Connectigns to external networks, including nominal bandwidth-and supported protocols;

— Return paths that are not the same as the incoming connégtion path, i.e. asymmetric data flqw.

5.4.2 Secuyity protection mechanisms

After the tedhnical attributes of the system’s environment have been documented, the sg¢curity
protection mjechanisms presently installed sheuld be identified. At a minimum, the following
information i$ needed:

— Demilitailized Zone (DMZ)

— Numbers| types, and locations offirewalls and filtering routers;

— Identificdtion of authenticatien -servers;
— Data and [link encryption;

— MalwarefAnti-virus packages;

— Access control.products;

— Specializ¢dsecurity hardware such as cryptographic hardware;

— Virtual Private Networks (VPNs);

— Any other installed security mechanisms.

5.4.3 IDPS security policy

After the system and general security environments have been identified, the security policy for the
IDPS should be defined. At a minimum, the policy needs to answer the following key questions:

— What information assets are to be monitored?
— What is the policy for fail-open and fail-closed conditions?

— What type of IDPS is needed?
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Where can the IDPS be placed?
What types of attacks should be detected?
What type of information should be logged?

What type of response or alert can be provided when an attack is detected?

The IDPS security policy represents the goals the organization has for the IDPS investment. This is the
initial step in attempting to gain the maximum value from the IDPS asset.

In order to specify IDPS security policy goals and objectives, an organization should first identify the

organi
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A combination of load balancing and tuning can increase efficiency and performance. For example:

— Knowledge is required of the organization’s network and its vulnerabilities: Every network is
different; an organization should determine what network assets need protection and what attack
signature tuning is likely to be associated with those assets. This is generally accomplished through
arisk assessment process.

Performance of most IDPS can be much better in the case where they are configured to handle a

limited amount of network traffic and services. For example, an organization that does a lot of e
commerce can need to monitor all Hypertext Transfer Protocol (HTTP) traffic and to tune one or
more IDPS to look for only attack signatures associated with web traffic.
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— Proper load balancing configuration can allow the signature based IDPS to work much faster and
more thoroughly because the signature based IDPS needs only to process through an optimized
smaller attack signature database and not through a database of all possible attack signatures.

Load balancing is used to split available bandwidth in IDPS deployment. However, bandwidth splitting is
likely to introduce problems such as: additional cost, management overhead, traffic de-synchronization,
alert duplication, and false negatives. Furthermore, current IDPS technology is reaching gigabits speed
and as a result the benefits versus cost of load balancing may be minimal.

5.4.5 Verification of capabilities

Reliance on vendor provided information about the capabilities of IDPS is generally not sufficient. An
organization [should request additional information and perhaps a demonstration of the stifjability
of a particuldr IDPS to the organization’s environment and security goals. Most IDPS vendors have
experience inl adapting their products as target networks grow and some are committed to sppport
new protocolfstandards, platform types, and changes in the threat environment. At'a)minimyim, an
organization $hould ask to the IDPS vendor the following questions:

— What assphmptions were made regarding the applicability of the IDPS to specific environmer]ts?

— What arq the details of the tests that were performed to verify the\assertions about the IDPS
capabilities?

— What asspimptions were made regarding IDPS operators?

— What IDHS interfaces are provided (e.g. physical interfac€s) communication protocols, regorting
formats fpr interfacing with correlation engines are all types of important interfaces)?

— What are|the alert export mechanisms or formats and\are they properly documented (e.g. forymat or
syslog m¢ssages or MIB for SNMP messages)?

— Can the IDPS interface be configured with shortcut keys, customizable alarm features, and dustom
attack signatures on the fly?

— Inthe casge where the IDPS can be configured on the fly, are the features that provide this capability
documented and supported?

— Can the product adapt to growth and change of the organization’s systems infrastructure?
— Can the IPPS product adapt to an expanding and increasingly diverse network?

— Does the[IDPS providefail-safe and fail-over capabilities and how do these capabilities infegrate
with the $ame capabilities at the network link layer?

— Doesthe [DPSise a dedicated network for the alarms or are they transmitted in the same n¢twork
that it mgnitors?

— Whatisthe vendor’s reputation in terms of quality assurance, response to vulnerabilities discovered
and product’s performance record?

5.4.6 Cost

The acquisition of IDPS is not the only actual cost of ownership. Additional costs include: acquisition
of a system to run the IDPS software, specialized assistance in installing and configuring the IDPS,
personnel training, and maintenance costs. Personnel to manage the system and to analyse the results
are the largest cost. A useful technique for measuring the IDPS cost is the Return On Investment (ROI)
or cost versus benefit analysis. In this case, ROI is computed based on the savings realized by the
organization when managing intrusions. The cost of the IDPS acquisition and operation needs to be
balanced with the cost of the personnel required to help resolve the alerts and the overhead caused
by false alerts and inappropriate responses such as reinstalling an information system because of the
inability to determine what has been compromised.
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Operational IDPS benefits include:

— Identification of defective or misconfigured equipment;
— Verification of configurations on the fly;

— Providing early system usage statistics.

In order to make financial decisions about IDPS, questions about the total cost of IDPS ownership should
be answered. To do this, the expense of deploying IDPS across an organization should be analysed. As a
minimum, the IDPS cost analysis needs to be based on answers to the following questions:

— Whatis the budget for the initial capital expenditure to purchase the IDPS?

— What is the required time period for IDPS operations e.g. 24/7 or less?
— Whatinfrastructure is needed to process, analyse and report the IDPS outputs and what can it cost?

— Dges the organization have the human and other resources required tq‘configure the IDPS to the
organization’s security policy, to operate, maintain, update, monitor‘ the outputs of|the IDPS and
respond to alerts? If not, how can these functions be accomplished?

— Arje funds available for IDPS training?
— What is the scale of deployment and if HIDPSs are used haw'many hosts will be protejcted?

The costs to an individual organization may be lessened by$haring overhead costs through outsourcing
the IDPS monitoring and maintenance functions to azpemotely managed intrusion deteftion services
provider.

The mpst expensive part of an IDPS deployment is the response. Figuring out what the regponse should
be, building the response teams, developing and deploying response policy and training apd rehearsing
are significant costs that should be mentioned.

5.4.7 | Updates

5.4.7.1 Overview

The mpjority of IDPS are attack signature based and the value of the IDPS is only as good as the attack
signatire database against which events are analysed. New vulnerabilities and atta¢ks are being
discovered frequently. Gonsequently, the IDPS attack signature database should be updated frequently.
Therefore, at a minimum an organization should consider the following factors:

— Timelines$§ of updates;

— Effectivéness of internal distribution;

— Implementation;

— System impact.

5.4.7.2 Timeliness of updates for signature-based IDPS

Maintaining current attack signatures is essential to the detection of known attacks. At a minimum,
the following questions should be addressed in order to ensure that attack signatures are updated in a
timely manner:

— How fast does the IDPS vendor issue attack signature updates when an exploit or a specific
vulnerability is discovered?

— Is the notification process reliable?
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Is the authenticity and integrity of the attack signature updates guaranteed?

Are there sufficient skills available in case the attack signatures should be customized within the
organization?

Is there a possibility to write or receive customized attack signatures in order to immediately
respond to a high-risk vulnerability or on-going attack?

5.4.7.3 Effectiveness of internal distribution and implementation

Is the organization capable of quickly distributing and implementing site-specific updates within an
appropriate timeframe to all relevant systems? In many cases, attack signatures up-dates should be
modified to ifclude site-specific IP addresses, ports, etc. More specifically, at a minimum the following
questions should be answered across enterprise network trust boundaries:

e that manual distribution processes are in place, do administrators or users implement

t signature within an acceptable timeframe?

In the cas
the attacl

Can the effectiveness of automatic distribution and installation processes be measured?

Is there almechanism to effectively track changes to the attack signaturéipdates?

5.4.7.4 System impact

In order to m hm the

following que

nimize the impact of attack signature updates on system performance, at a minim
stions should be answered:

ns?
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5.4.9 Idenliity management

5.4.9.1 Overview

Identity management is a critical foundation for realizing IDPS remote attestation and provisioning
without human intervention. Each of these capabilities requires the creation and use of trusted third
parties as the authority, which despite some differences, is similar to the authority often assumed as
partof a public key infrastructure. These capabilities are also important for seamless, secure, controlled
IDPS data and IDPS identity exchange across enterprise network trust boundaries.

5.4.9.2 Remote attestation

IDPS may contain millions of lines of code. Intentional insertion of malicious software in this large code
base is difficult to discover and can allow an attacker to control the IDPS output. Consequently, strict
authenticated access-control over the IDPS hardware and software is extremely important and should
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be based in part on the identity of the entity making the access request. Remote attestation can provide
this access control capability without humans in the loop.

Remote attestation generates, in hardware, a cryptographic certificate or hash value attesting to the
identity of a device or the software running on the device with no user involvement. In the simplest
form, identity is represented by a cryptographic hash, which allows different software programs or
devices to be distinguished from one another or changes in software to be discovered. This certificate
may, at the IDPS user’s request, be provided to any remote party, and in principle has the effect of
proving to that party that the IDPS is using expected and unaltered software. If the software on the
IDPS has been altered, the certificate generated will reflect that the IDPS code base has changed.

In the case of IDPS, the aim of remote attestation is to detect unauthorized changes to IDPS software.

For e

mple, 1f an attacker has replaced or modified one of the IDPS applications, or 4

operating system with a maliciously altered version, the hash value will not be rece
remote service or other software. As a result, the corruption of IDPS software by aywirus
be detgcted by a remote party (e.g. Network Operations Centre), which can then agt-on thi
Because the attestation is “remote”, others with whom the IDPS interact with-should also
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Overview
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ates from the

An organization should detect intrusion promptly and mitigate damage caused by intrusion. Also an
organization should understand that IDPS is not a sole and/or exhaustive solution to realize this aim.
Some network devices and information technology tools may provide such capability that IDPS provides.
An organization should consider deploying such devices and tools to strengthen and complement the
capability of IDPS.

Examples of such devices and tools include:

File integrity checkers

Firewalls or security gateway

Honeypots
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Network management tools
Security Information and Event Management (SIEM) tools
Virus/Content protection tools

Vulnerability assessment tools

5.5.2 File integrity checkers

File integrity

checkers are another class of security tools that complement IDPS. They utilize message

digest or other cryptographlc checksums for cr1t1ca1 files and ob]ects comparmg them to reference
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PS:
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rall

role of a firewall (see, e.g., ISO/IEC 27033-2) is to limit the access between networks.
lls are designed to filter network traffic based on source and destination Irjternet
hddresses and port numbers that an organization wants to be accessible. For example, an
may only-want to accept traffic for an email server (port number 25) or for a web|server

cated filtering. In the case that a firewall is positioned within an enclave, it can d
traffic that an NIDPS is required to examine.

80). However, application level firewall use application protocol information to %rovide
rease

Most firewalls have limited capabilities to monitor network message content and to raise an alert
when some prohibited traffic tries to pass through the firewall. In comparison, a NIDPS is specifically
designed to examine network packets, to detect what constitutes legal and illegal traffic, and can raise
an alert when it detects malicious content in the network packets. In many cases, a NIDPS alarm can be
used to produce a change in the filtering parameters of the firewall if desirable.

In the case that a NIDPS is deployed on the organization’s side of the firewall, a properly configured
firewall should significantly reduce the volume of packets that should be examined by the NIDPS. This
NIDPS configuration can greatly enhance the NIDPS accuracy because the Internet background noise
due to scanning activity can be removed while controlling the incoming traffic.
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5.5.4 Honeypots

Honeypot is a generic term for a decoy system used to deceive, distract, divert and to encourage the
attacker to spend time on information that appears to be very valuable, but actually is fabricated
and would not be of interest to a legitimate user. The primary purpose of the honeypot is to collect
information about the threats to an organization and to lure intruders away from critical systems.

A honeypot is not an operational system and is designed as an information system capable of being
compromised by encouraging attackers to stay on-line long enough for an organization to assess the
attacker’s intent, skill level and method of operation.

The information gained from analysing the intruder’s activities within the honeypot allows an
organizZation to better understand the threats and vamnerabiites im itssystems and thergfore improve
the organization’s IDPS operations. By analysing the actions of an intruder within the honeypot system,
this information can contribute to the development of an organization’s IDPS poliey, attqck signatures
databdse and the overall approach of the organization towards IDPS best practices iff protpcting against
the anplysed types of attacker threats.

In all dituations, an organization should use honeypots only after seeking'guidance from|legal counsel.
Data ffom ‘honeypots’ may be considered as a form of an entrapment.téchnique and therefore ruled
inadmjssible in some jurisdictions.

Some ¢f the advantages and disadvantages of honeypots are:
Advantages:
— Attackers can be diverted to system targets that theycannot damage;

— Hgneypots do not conduct authorized activityzand therefore any activity captured byla honeypot is
considered suspicious;

— Administrators have additional time todecide how to respond to an attacker;

— Attackers’ actions can be easily and-more extensively monitored with results used tq refine threat
mepdels and improve system protéctions;

— May be effective at catchinginsiders who are snooping around a network.
Disadyantages:
— THhe legal implications of using such devices are not well defined;

— An attacker, once diverted into a decoy system, may become angry and attempt to launch a more
hdstile attack against an organization’s systems.

— A highlevel of expertise is needed for administrators and security managers in orddr to use these
systems.

5.5.5 Network management tools

Network management tools utilize various active and passive probing techniques to monitor the
availability and performance of network devices. These tools serve as a function for network
infrastructure configuration and administration by collecting network component and topology
information.

Correlation of network/system management tools with IDPS alerts may help the IDPS operator
appropriately process alerts and evaluate their impact on the systems being monitored.

5.5.6 Security Information Event Management (SIEM) tools

Organizations use a SIEM to consolidate reporting to one management and alert console. A SIEM can
collectinformation from IDPS, firewalls, sniffers etc. and can reduce information overload and make the
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huge volume of information manageable for the analyst. The second main reason is that this collection
of data to one point can correlate multiple small, single packet, multiple source, over long time, under
the radar, attacks that may become false negatives to a single IDPS.

Security Information and Event Management (SIEM) tools may also be used to process data obtained by
an IDPS. Typically, SIEM tools are used to implement the following functionality:

— collect and maintain security relevant event data from various sources in a centralized database.
This can include data from one or more IDPS, log files from network devices and hosts as well as
event data from anti-virus tools;

— further process the collected data, especially providing extended filtering, aggregation and
correlatigmrapabitities;

— event correlation by building context between security and even non-security related evénts to
detect se¢urity breaches that are not pattern related;

— event filtgring by mitigating alert levels based on correlation due to relevance,é.g-1DPS alertts and
security patch levels;

— eventaggregation by collecting and normalizing events based on e.g. sourCe, destination, timgstamp
and event description etc. to mitigate IDPS alert overflows;

— provide asimple and useful interface for reporting relevant alerts ‘and providing help for further in
depth anglysis of these alerts based on the collected data.

The major gopl of SIEM tools is to provide an automated way; to distinguish between relevant|alerts,
posing a posdibly high threat, and non-relevant or even false*positive alerts posing no threat. Proper
configuration| of SIEM tools is an indispensable prerequisite to reach this goal and an organjzation
should consider it as an important task when planning;the introduction of a SIEM tool. As with IDPS
systems, confliguration requires a high degree of expertise and a remarkable amount of work]| Given
proper set-up|and configuration, SIEM tools can previde a high added value, and especially can provide
valuable infojmation to trigger further processés@nd activities like incident management.

5.5.7 Virug/Content protection tools

Virus/Content protection tools may complement IDPS by providing additional data for cross apalysis
with specific fraffic and information on the origin of viruses.

5.5.8 Vulngrability assessment tools

Vulnerability |assessmerits-are an integral part of risk assessment and a valuable component df good
security aud]t/compliance checking and monitoring strategies. This type of assessment [allows
an organization te“find vulnerabilities and in most cases recommend corrective actions to feduce
the opportunfty’ ar’intruder has to exploit them. Therefore, the use of vulnerability assessmgnt can
significantly

Vulnerability assessment is focused on assessing the exposure of a given host to a given vulnerability.
This assessment process is not the same as executing an attack script. As a result, failure of IDPS to
detect the vulnerability assessment activity does not indicate that the IDPS cannot detect the attack.
Conversely, detection of the vulnerability scanning activity by the IDPS does not mean that the same
IDPS can properly detect the attack.

Vulnerability assessment tools are used to test the susceptibility of a network host to compromise.
The use of vulnerability assessment tools in conjunction with IDPS provides an invaluable method
for examining the effectiveness of the IDPS, in both detecting and reacting to attacks. Vulnerability
assessment tools are categorized as either host or network based. Host-based vulnerability tools assess
the security of an information system by querying data sources such as file contents, configuration
details and other status information. A host-based tool is granted access to the target host on which it is
running via a remote connection. Network-based vulnerability tools are used to scan a number of hosts
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for vulnerabilities associated with network services. In order to perform host or network vulnerability
assessments, an appropriate level of management within the organization should approve the testing.
It is important to stress that the use of vulnerability assessment tools complements the use of an IDPS
and cannot be considered as a replacement.

The advantages and disadvantages of using vulnerability assessment tools are:

Advantages:

Vulnerability assessment tools provide an effective method for documenting the security state of an
information system and in the case where appropriate re-establishing a security baseline which to
return to after system changes;

ed on a regular basis, vulnerability assessment tools can reliably identify changés i|n the security
hte of an information system;

U
st

The biggest advantage of vulnerability assessment tools is to assist in identifying vulpherabilities;

Al
w

lows organizations to match attack data with known vulnerabilities'\to determing if the attack

hs successful;

Disadyantages and issues:

Hq
m

st-based vulnerability assessment tools are platform and’application specific an
bre costly than network based tools to build, manage and maintain;

d are usually

Ne¢
th

twork-based vulnerability assessment tools are<platform independent and can b
hn host based tools;

b less specific

Vylnerability assessment is a resource constiming activity and may be impractidal or may be
oplerated only at the cost of reduced systemi/network performance or may be operdted only with
ddte and time restrictions;

In
or
ch

Li
be

Re

many cases, vulnerability assessment is a periodic activity that is conducted we
even randomly versus continugusly and as a result timely detection of security is
allenge at best and sometimes impossible;

ke IDPS, vulnerability assessment tools are subject to false positives or false negatiy
analysed carefully;

peated vulnerability assessments can train many anomaly-based IDPS to ignore re
e need for attack signature updates;

st based vulnerability assessment tool will not detect unauthorized systems on yo

k Vulnerablllty assessment testing should be confmed to the target systems an

bkly, monthly,
sues may be a

es and should

al attacks;

ur network.

d care should

collected by
the vulnerabilities tools is senSItlve 1nformat10n that could be used by an lntruder to exploit the
organization’s systems and therefore should be protected.

5.6 Scalability

An organization should investigate the scalability of specific IDPS before committing to using IDPS.
Many IDPS function adequately at low data rates, but suffer degradation in performance as bandwidth
increases. Performance degradation typically results in a significant increase in errors that produce
false negatives (did not produce an alert when an attack occurred) and positives (produced an alert
when there was no attack) alarms as more and more packets are dropped and fail to be processed.
In other words, many IDPS are not able to scale to large or widely distributed enterprise network
environments.
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Scalability concerns are mostly applicable in NIDPS deployments, but also apply to HIDPS in the case of
host machines that require high performance.

5.7 Technical support

Like other systems, IDPS require maintenance and support. IDPS are not “plug and play” technologies.
Many vendors provide expert assistance to customers in installing and configuring IDPS. Others expect
that an organization’s staff can handle these functions, and provide only telephone or email help desk
functions.

The degree of technical supportis dependent on the nature of an organization’s contractual arrangement
with the IDP is i -hy- i ini i pport
should includg vendor assistance in tuning or adapting IDPS to accommodate special organizational
needs, whether they are monitoring a custom or legacy system within an enterprise, or reperting IDPS
results in a cystom protocol or format.

An organizatjon should define means for contacting technical support (e.g., emajl;telephone, online
chat, web-baged reporting, remote monitoring or response services). Contract-provisions normally
can specify these technical support services and response times. The contract'with the vendor should
provide for sfich services in a fashion accessible enough to support incident handling or other time-
sensitive needls.

5.8 Training

Technology alone is not sufficient to detect system intrusions. Ahorganization should need a qualified
technical staff to evaluate, select, install, operate, and maintain the IDPS. The demand for qualifigd IDPS
personnel is very high and in many situations it is very difficult to recruit, hire, and retain personnel who
have the expdrience and knowledge needed to fulfil these IDPS responsibilities. Due to this sitpation,
many organizations decide to outsource the IDPS operations to a security management service. This
option preserfts its own organizational training issues’and risk. For example, even in the case thdt most
on-going fundtions are outsourced, an organization should train personnel with significant knoyledge
about IDPS ispues and operations or it can lose‘control of the IDPS process to others. In order for the
organization fo make optimal use of the IDPS, the organization’s personnel responsible for ové¢rsight
of the IDPS oytsourcing operations should‘become familiar with IDPS operations and procedures. This
type of training is generally availablefram vendors who provide IDPS products. An organization ghould
include this type of vendor training aspart of the IDPS purchase cost.

In the case thpt the IDPS vender'does not provide training as part of the IDPS package, an organjzation
should budgeft appropriately._to train operational personnel. Such training should be provided on a
continuing bafsis to allow{orstaff turnover and changes to the IDPS and its environment.

6 Deployment

6.1 Overview

Based on the criteria provided earlier in this document, successful deployment of either HIDPS or NIDPS
can only be achieved by:

— A thorough requirements analysis, to include IDPS security needs, based on a risk assessment;
— Careful selection of an IDPS deployment strategy;

— Identification of a solution that is compatible with the organization’s network infrastructure,
policies, and resource level;

— Specialized IDPS maintenance and operations training;

— Documenting the training and rehearsing procedures for handling and responding to IDPS alerts.
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Due to the benefits and limitations of the two major types of IDPS, an organization should consider a
combination of network-based IDPS and host-based IDPS to protect an enterprise-wide network.

6.2 Staged deployment

Organizations should consider a staged deployment of IDPS. This approach can allow personnel to
gain experience and to ascertain how many monitoring and maintenance resources can be required
to support the IDPS operations. The resource requirements for each type of IDPS vary widely, and are

highly

dependent on the organization’s systems and security environments.

In a staged deployment, an organization should start with network-based IDPS. NIDPS are usually
the simplest to install and maintain. The next step is to protect critical servers with host-based IDPS.
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about the port. A TAP also gives the functionality of multiple ports so network issues can be debugged
without losing the IDPS capability.
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6.3.3 Location of NIDPS outside an Internet firewall

Advantages:

— Allows for the documentation of the number and types of attacks originating from external
networks;

— Visibility

of attacks that are not blocked (filtered out) by the firewall;

— Can mitigate the impact of denial of service attacks;

— In the case that it used in conjunction with IDPS located inside the external firewall, this IDPS
configuration can assess the effectiveness of the firewall.
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Disadvantages:

— As the sensor is located outside the security perimeter of the network it is subject to attack itself
and therefore needs to be a hardened stealth device;

— The large amount of data generated at this location makes the analysis of IDPS collected data
extremely difficult.

— Interaction between the IDPS sensor and the management console may require additional holes in
the firewall, resulting in possible external access to the management console.

6.3.4 Location of NIDPS on a major network backbone

Advantages:
— Mpgnitors a large amount of a network’s traffic, thus increasing the possibility-of’spotting attacks;

— In|the case that an IDPS supports a major network backbone, there is, the capability of blocking
dgnial-of-service attacks before they can inflict damage to critical subnets;

— Ddgtects unauthorized activity by authorized users within the organization’s security|perimeter.
Disadyantages:

— Ripk of capturing and storing sensitive or confidential data;
— IDPS should process large amounts of data;

— Atttacks that do not cross the backbone will not be detected;

— Hgst to host attacks on a subnet will not be.identified.

6.3.5 | Location of NIDPS on critical subnets

Advantages:

— Mpenitors for attacks targeted.at critical systems, services and resources;
— Aljows focusing of limjted resources to the network assets considered of greatest valpe.
Disadyantages:

— Problems with.correlating security events between subnets;

— If [the alafms are not transmitted on a dedicated network, IDPS related traffic might increase
ndtworkiloading on critical subnets;

— If jImproperly configured, IDPS may capture and store sensitive information and give|access to this
information in unspecified ways.

6.4 HIDPS deployment

Before the operational deployment of a HIDPS an organization should ensure that operators become
familiar with its features and capabilities in a sheltered, but active, environment. The effectiveness of
any IDPS, but particularly a HIDPS, depends on an operator’s ability to distinguish between true and
false alarms. This requires knowledge of the organization’s network topology, vulnerabilities, and
other details associated with resolving false alarms. Operational experience over time can identify the
normal or baseline types of activity in the environment being monitored by the HIDPS. Since HIDPS are
typically not continuously monitored, an organization should establish a schedule for checking the IDPS
outputs. This mode of HIDPS operation should significantly reduce the risk that an attacker can tamper
with the HIDPS in the course of an attack.
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The full-scale deployment of HIDPS should commence with critical servers. Once the operation of
HIDPS is routine, other servers may be considered for HIDPS deployment. Installing HIDPS on every
host in the organization can be expensive and time-consuming, as each IDPS should be installed and
configured for each specific host. Therefore, organizations should first install HIDPS only on the
critical servers. This approach can decrease the overall deployment costs and allow inexperienced
personnel to focus on alarms generated from the most important assets. When this portion of the
HIDPS operation becomes routine, an organization may want to revisit the initial information security
risk assessment results and consider installing more HIDPS. An organization should employ HIDPS that
have centralized management and reporting functions. These features can significantly reduce the
complexity of managing alerts from the HIDPS that are deployed throughout the organization. In the
case that significant numbers of HIDPS are deployed, an organization may want to consider outsourcing

the HIDPS opnrnh'nnc and maintenance toaninformation cor‘nrify managnmnnf seryice

6.5 Safeguprding and protecting IDPS information security

The IDPS datgbase stores all the data relating to suspicious activity and attacks within‘an-organization’s
information ipfrastructure and is therefore security sensitive. Therefore data protéction is needed and
the following minimum controls or equivalent are recommended:

— Using chgcksums to verify the integrity of the stored data;
— Encryptign of stored IDPS data;

— Proper cdnfiguration of the database, especially through the us€ of access control mechanisins;
— Suitable database maintenance techniques to include backsup procedures;

— Hardeninig the systems running the IDPS database sufficiently to resist penetrations;
— Sniffing (receive only) cables to connect the IDPS:to‘the Ethernet hub or switch;

— Implementation of a separate IDPS management network;

— Regular Julnerability assessment and penetration testing on the IDPS and connected systenjs.

Logs should aflso be stored on a separatedog host and not on the local system. IDPS logs, configujration,
attack signature and information exchanged between IDPS sensors and collectors, should be prdtected
against unauthorized modification or deletion.

IDPS logs maly contain sensitive or privacy related information and should be protected in gtorage
and transmission. Authorized persons responsible for analysing information from IDPS sendors or
collectors shauld safeguard the information.

7 Operations

7.1 Overview
Prior to the IDPS operations phase, an organization should:

— Establish processes, procedures, and mechanisms that ensure the IDPS is covered by the
organizations vulnerability management process;

— Prepare an incident management process in accordance to ISO/IEC 27035;
— Define actions that should be taken when an IDPS produces an alert;

— Identify conditions under which automated and semi-automated responses can be permitted and
how the outcome of this type of response can be monitored to ensure that a safe and appropriate
action is executed;
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Clarify and prepare legal considerations.

IDPS tuning

Following the deployment of IDPS, an organization should decide what, when, and how the IDPS alert
features can be used and to ensure that these features are routinely adjusted.

Most IDPS come with configurable alert features, which allow a wide variety of alert options, including:
email, short message system, paging, and network management protocol traps, and even automated
blocking of attack sources. Although many of these alarm features may be appealing, an organization
should be conservative about using them until it gains a stable well understood IDPS installation and
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DPS vulnerabilities

secured implementation of an IDPS sensor is potentially susceptible to attack in t
I exploit any known vulnerabilities in the IDPS. The attackers are likely to attempt
s sending unencrypted ‘log files, limited access controls and the lack of integrity

s. Itis imperative that the IDPS sensors and console are implemented in a secure {3
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Handling IDPS alerts

Overview

Typicdlly,MDPS produces a great deal of output. In order to separate the trivial alerts f
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more serious nature, an organization should analyse the IDPS output thoroughly. Alerts typically
contain a concise summary of the detected attack and as a minimum should include:

[P

So
So

Time/date of detected attack;

address of the sensor that detected the attack;

Vendor specific attack name;

Standard attack name (if one exists);

urce and destination IP address;

urce and destination port numbers;

Network protocol used in the attack.
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Several IDPS provide further generic details of attack methods used. This information allows operators

to gauge the s
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ription of the attack;

Attack severity level;

Type of loss experienced as a result of the attack;
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A list of the software types and version numbers that are vulnerable to the attack;
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Does the vendor offer forensic investigation services?

Does the vendor offer a Service Level Agreement (SLA)?

set defaults?

What technical measures are in place to enforce these agreements?

What security vetting procedures of service provider staff is undertaken?

Does the vendor offer emergency response services to complement the organization’s capabilities?

Whatreporting options are available, and can they be customized to an organization’s requirements?

Can the detection policies be customized for an organization’s environment, or do you have to use

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=e35ce6ec4d17837f3d318471a51aa9ab

ISO/IEC 27039:2015(E)

A well thought-out outsourcing SLA can be required that includes detailed requirements for:
— Content of periodic reports (daily, weekly, etc.);
— Metrics for response times;

— Mechanism for notifying the organization when an attack occurs (email, pager, short message
system, multimedia system, telephone, etc.);

— Incident tracking and management procedures;

— Confidentiality and non-disclosure agreements.

Advartages:

— Ainanaged security service provider can typically supply a higherlevel of securitythanjan equivalent
exjpenditure could produce within an organization providing their own;

— Gdnerally, a 24 by 7 capability can be implemented quicker, more effectively;and may inyolve less cost;

— Since many managed security service providers can have access to ififprmation from many different
customers, they may be in a better position to resolve suspiciousactivity and to identify an attack;

— An organization can reduce the time needed to put effectivedDPS procedures togethef and the time
negeded to follow-up on all the implementation details;

— While thereisaneed for an awareness of IDPS capabilifiés in an organization, there is np requirement
to[provide ongoing specialized training of employees.in the latest IDPS tools and capdbilities.

Disadyantages:

— THhe outsourcer should be monitored and audited for compliance with the organization’s security
reguirements, restrictions and policies;

— TRe potential exposure of sensitive-organizational information to a third party orgarlization;
— C4dn be more costly than in-house support if not implemented carefully;

— C4dn deprive an organization of control over sensitive data.
7.5 Response options

7.5.1 | Principles

Many [DPS support a wide range of response options, which can be categorized as either active or
passive.

7.5.2 “Activeresponse

An active response involves an automated action taken by the IDPS on the detection of an attack.
Intrusion detection systems designed to provide active response are also known as Intrusion
Prevention Systems (IPS). Active responses are further categorized as follows:

— Collecting of additional information about the suspected attack;
— Changing of the ‘system’ environment to stop the attack;

— IPS actively deny the communication and/or end the communication session without a necessary
human action after an alert to take preventive action.

IPS and IDPS share many similar functions such as packet inspection, protocol validation, attack
signature matching, and stateful analysis. However, each device may be deployed for different purposes.
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IPS represents the merger of protection capabilities with intrusion detection capabilities and makes it

possible to fir

st detect an attack and then protect against it in either a static or dynamic manner.

An IDPS is a passive device that monitors activities and looks for known attack signatures or abnormal
situations. An IDPS is an offline device that is designed to tell what malicious activity is happening on a
network. Due to the passive nature of IDPS, there are few opportunities for the IDPS to cause a network
to malfunction.

On-the-other-hand, IPS allows or denies access to resources based on credentials and some predefined
rule-set or policy. IPS is an inline device that is designed to monitor traffic and decide whether to
drop packets of data, disconnect connections that contain unauthorized data, or allow traffic. In other
words, IPS provides protection for information assets by eliminating malicious network traffic while
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Under anticipated traffic loads, an analysis should be performed on every packet without any

Given the tight integration of the HIPS software to the operating system kernel, future operating
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Passive reaction

Passive responses provide information to operators or to a pre-specified location. They rely on the IDPS
operators to take subsequent action based on the information provided. Passive responses take the

form o

f:

— Alarms and notifications, usually onscreen alerts, popup window and messages to pagers or
mobile phones;

— SNMP traps configured to respond to a central management console.

7.6 Legal Considerations
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Annex A
(informative)

Intrusion Detection and Prevention System (IDPS): Framework
and issues to be considered

A.1 Intro

An organizatjon needs to protect its information systems because there are organizatiohal bysiness
reasons to usf information systems and to connect them to the internet and other networks despite
the fact that there are vulnerabilities in its information systems that can be exploifed; intrud¢d and
attacked accidlentally or deliberately.

Enhanced tedhniques and the greater ease of access to information, as well(as, new vulnerabilities,
are being difcovered each week. Simultaneously, attacks are being developed to exploit| these
vulnerabilities. Intruders are continually enhancing their techniques, aindjinformation to aid them is
becoming mofe and more easily available. Equally important, computeriliteracy is commonplade, and,
due to the avpilability of attack scripts and advanced tools, the skills required to launch attadks are
decreasing. Cpnsequently, attacks can be initiated without an indjvidual knowing exactly what pccurs
or what harm|can result from the attack.

The first lay¢r of defence to protect information systems-uses physical, managerial and te¢hnical
controls that [should encompass identification and authentication, physical and logical access cpntrol,
auditing, and fryptographic mechanisms. An organization can find the list of recommendable congrols in
ISO/IEC 2700L. However, it is economically impossibleto completely protect every information slystem,
service and network at all times. For example,-it/is difficult to implement access control mechgnisms
when the networks being used are global, haveno geographical boundaries, and the difference bgtween
an insider angl an outsider is not obvious. Furthermore, the traditional perimeter defence has hecome
less viable be¢ause organizations are increasingly relying on remote access by employees and extended
business parfners. This IT environment has created complex network configurations that arfe very
dynamic, and include multiple access” points into an organization’s IT systems and services] Thus,
the second layer of defence is needed in order to detect and response promptly and effectively from
intrusions when they occur. This layer of defence is undertaken mostly by Intrusion Detection $ystem
(IDPS). In addition, feedback\from the deployed IDPS can refine knowledge about vulnerabilitieq of the
organization’§ information-systems, which can help for the organization to improve the overall guality
of information security:

kets or
by outsourcirlg capabllltles of IDPS to an IDPS serv1ce prov1der In elther case, an orgamzatlon should
understand ths ' : e : t IDPS,
as itis not a plug-and- play dev1ce

Like every control, an organization needs to justify deployment of IDPS by information security risk
assessment and integrate the deployed IDPS into the organization’s information security management
process. In addition, appropriate cares needs be taken considering that, in the case that an intruder or
attacker eavesdrop information contained in the deployed IDPS, the intruder or attacker can override
it and make the organization confront enormous difficulties. These aspects include how to identify
and justify the need for safeguards like IDPS. Corporate and the relevant system or service security
policy should state that safeguards be selected as appropriate to manage the risks of intrusion. These
safeguards include those that

— reduce the chances of intrusions occurring; and

— detect and response effectively from intrusions that may occur.
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Like every control, an organization needs to justify deployment of IDPS by information security risk
assessment and integrate the deployed IDPS into the organization’s information security management
process. In addition, appropriate cares needs be taken considering that, in the case that an intruder or
attacker eavesdrop information contained in the deployed IDPS, the intruder or attacker can override it
and make the organization confront enormous difficulties.

When an organization considers the deployment of IDPS, it should understand

— types of intrusions and attacks to information systems and/or networks,

neric model of IDPS proposed in this document.
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Host-based intrusions

Host-based intrusions are generally considered to be intrusive activities that introduce compromising
malicious code (e.g., attacks utilizing Trojan horses, worms, or viruses) and on

— the application layer (SMTP, DNS) (e.g., e-mail forgery, spamming, buffer overflow attacks, race

Cco

ndition attacks, man-in-the-middle attacks).

— an authentication system (e.g., attacks utilizing eavesdropping or password guessing),
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— web-based services (e.g., attacks aimed at CGI, ActiveX, or JavaScript),

— system availability (e.g., DoS attacks),

— the operating system, or

— network and application management systems (e.g., SNMP attacks).

A.2.3 Network-based intrusions

Network-based intrusions are generally considered to be intrusive activities on

— physical
spoofing,

— network

TCP) (e.g

informat
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cloning), or

MAC-address
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[P-spoofing, IP-fragmentation attacks, SYN flooding attacks, malforthéd TCP-header
on attacks).

c model of the intrusion detection process
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bnts occurring in information systems or networks-ar signs of intrusions. A generigmodel

of intrusion detection can be defined by a set of functions. Thése/functions include: raw data sofircing,
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r be software packages as part of a larger system. Figure A.1 shows the manner infwhich
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Figure A.1 — Generic model of intrusion detection
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Data sources

The success of the intrusion detection process depends upon the data sources from which information
is taken from the detection of intrusion attempts. The following sources can be defined as:

Audit data from different system resources: Audit data records contain messages and status

information ranging from a high level of abstraction to data at a very detailed level showing a
chronological stream of events. Useful sources for audit data are the log files of operating systems,
which include the log of system events and activities generated by the operating system, e.g. audit
trails/logs. Applications that record information about file systems, network services, access
attempts, etc., are also good sources for raw data;

Al
as
ne
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OCations Of SyStem resources by the Operating System: System monitoring paf
CPU workload, memory utilization, starvation of system resources, I/0 rate, mud]
twork connections, etc., are interesting to help detect intrusions;

twork management logs: Network management logs provide network device healf
vice state transition information;

well as the source and destination ports that are security relévant. Also the diff
the communications protocols (e.g., status flags of [P and TCP, which indicate sou

C

nection attempts and acknowledgements) are useful for'‘the IDPS. It is helpful to d

ddqta at a low level referring to the OSI model, because there are fewer possibilities for
manipulated prior to collection. In case raw data is only, gathered at a higher level of al
example, from a proxy server, then the information that was present at the lower leve
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A3.3

her data sources: Other data sources include firewalls, switches and routers, and o
ecific sensors/monitoring agents.

fation of the raw data sources can be classified into two: hosts and networks. As the g

ocation is predominant in the world-of intrusion detection, IDPS can be also clasg
host-based and network-based. Host-based IDPS can examine audit trails/logs a
osts or applications. Network-based IDPS can examine network management logs, :
rewalls, switches, routers aud IDPS-specific sensors agents.

Event detection

The p

rpose of Event Petection is to detect and provide security related event data

analysjis function.

Eventd detected/may be simple events (comprising of parts of attacks or occurrences d
operatfion) or, Complex events (comprising of combinations of simple events that are h
indicafe a particular attack). However, event or event data may not serve as evidence of af intrusion.

The evientdetection function is achieved by the monitoring component of the IDPS. They c3

hameters such
hber of active

h, status, and

twork traffic: Network traffic provides parameters like the sourge and destination addresses,

erent options
rce routing or
ollect the raw
the data to be
bstraction, for
| may be lost;

[ course IDPS-

ifferentiation
ified into two
hd other data
1s well as data

or use in the

uring normal
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n be installed

on a network device (e.g., router, bridge, firewall), or on a specific computer (e.g., application server,
database server), depending upon the raw data sources from which the event data is to be detected.

As event detection process can produce large amount of event data, the frequency of event detection
can affect the overall effectiveness of IDPS. This situation can also be applied to the following analysis

process.
A.3.4 Analysis
A.3.4.1 Introduction

The purpose of the analysis function is to analyse and process event data that are provided by the event
detection function, in order to find if an intrusion has been attempted, is occurring, or has occurred.
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In addition to the detected event data, the analysis function can utilize information or data from many
sources, including

data that

are results of previous analysis and are held by the data storage function,

information or data generated from the knowledge about how an individual or system is supposed

to behave (i.e. from known tasks supposed to be performed or from actions authorized to be done),

supposed

attackers

to behave (i.e. from known attacks or from known harmful actions), and

information or data generated from the knowledge about how an individual or system is not

other relevant information or data such as suspected attack source sites, individuals, or location of
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ch is also called as knowledge-based. Some anomaly-based approach is also ca
sed.

1se-based approach

rerview

approach focuses on the search for evidence of attacks in‘the detected event data
dge accumulated from known attacks and unauthorized-activities.

e-based approach attempts to model and encode known attacks on information sy
evious behaviours and actions that were deemed malicious or intrusive, as s
ires, including systematically scanning information systems for occurrences of
res. Because patterns of known attacks or slight variations of known attacks are
suse detection is sometimes called signature-based IDPS.

mmon techniques of attack signature-based detection used in commercial pr
attern of events corresponding te\an attack or unauthorized activity as a separate
vever, some of the more sophisticated mechanisms allow using a single attack sig
up of known attacks and unauthorized activities.

isuse-
led as
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stems,
pecific
these
called
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attack
hature

be taken that, while misuse-based approach stands on assumption that the evenpt data

t matched with the attack signatures, does not indicate intrusions or attacks
hta can still contain evidence of intrusions or attacks, which might be unknown
k signatures werg modelled.

The current p

A3.4.2.2 At

revailing methods used by the misuse-based analysis function are:

acksignature analysis

some
at the

securlty—relevant action initiated on an information system can lead to a correspondmg audlt log entry.

Intrusion scenarios may be translated into sequences of audit logs or patterns of data, which can be
found in the data generated by the operating system of a computer, applications, firewalls, switches and
routers, or IDPS-specific sensors or monitors. Other sequences or attack signatures may be found in a
stream of network traffic. Protocol analysis is a form of network specific attack signature analysis and
uses the well-defined structure of communications protocols. Protocol analysis can process elements
like packets, frames and connections.

By the analysis process, semantic descriptions or attack signatures of known attacks are collected or
formulated and stored in a database. When the specific sequence or attack signature that matches a
predefined attack signature of an intrusion is found in the audit logs, etc., an attempt of an intrusion is
indicated.
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Attack signature analysis methods can be used with or without thresholds. In the case that no thresholds
are defined, an alarm is generated when an attack signature is recognized. When a threshold is defined,
an alarm is only generated when the number of attack signatures exceeds the threshold. A threshold
could be a percentage, or a number, of occurrences per time period or some other measure.

The main drawback of the attack signature analysis method is the need for frequent updates to keep up

with the stream of newly discovered vulnerabilities and /or attacks.

A.3.4.2.3 Expert systems

In case of misuse-based approaches, expert systems contain rules that describe intrusions. In the case

of anomaly-based a
users based on records of their activities over a given period of time. The rules should
updatg¢d to accommodate new descriptions of intrusions or new usage patterns.

Audited events are translated into facts carrying their semantics into the expertsystem.
analysjis function draws conclusions using these rules and facts either tocdetect the
suspeqted intrusion or to detect inconsistent behaviour.

A.3.4.2.4 State transition analysis

This tg¢chnique describes an intrusion with a set of goals and trafisitions, and represents
transition diagrams. States in the attack signatures, corresponding to system states,
assertjons associated with them that should be satisfied to transition to that state.

A.3.4.3 Anomaly-based approach

A.3.4.3.1 Overview

Anomgdly-based approach focuses on findihg irregularities of observed behaviour fr
or expected usual behaviour, based on;previous observations of a system during no

or a
event pattern usually related to a séries of events, and stored within a database for th

roaches, a set of rules is generated statistically describing the behaviour of the
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The current prevailing methods used by the anomaly-based analysis function are:

A.3.4.3.2, (Ahomalous behaviour identification

lysis matches
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patterns of improper activity.

This method models the normal or authorized behaviour of users by the set of tasks they have to or are
authorized to perform on the system by using non-statistical technique. These tasks and facets are then
represented as patterns for users’ expected or authorized actions such as access to particular files or
types of files.

The individuals’ actions found in the audit trails are compared with their expected or authorized
patterns. An alarmis issued in the case where the action pattern differs from the expected or authorized
pattern.

A.3.4.3.3 Expert systems
(Refer to A.3.3.1.2)
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A.3.4.3.4 Statistical methods

The most wid

ely used method for anomaly-based approaches to detect intrusions is statistical.

User or system behaviour is measured by a number of variables sampled over time and stored in a
profile. At regular intervals, the current profile is merged with the stored profile and updated as the
behaviours of users evolve.

Examples of these variables include the login and logout time of each session, the duration of resource
utilization, and the amount of processor-memory-disk resources consumed during a session or during
a given time period.
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A.3.4.5 Analysis frequency

A.3.4.5.1 Overview

Raw data (e.g. audit trails/logs) are generally produced continually but they may not always be

processed by
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the event detection function or analysed by the analysis function.

analysis may be

continuous,

1, and/or

under special circumstances.
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A.3.4.5.2 Continuous/near real-time

When the event detection function continuously looks for occurrences of specific data, situations, or
activities and provide event data, the analysis function can also carry out continuously.

Care should be taken that the intrusion may be completed in some cases before it is detected and
reported, as a time lag may exist between the occurrence of an event and the time at which itis detected
and reported. The time lag can be depend upon the parameters such as the source of event data and
the detection method, or the nature of the intrusion, which cause the elapsed time between when an
intrusion is initiated and when the target system is penetrated.

A.3.4.5.3 Periodical/batch processed

In cas¢ that raw data and/or detected event data are transferred onto storage media, it|is possible to
detectland/or analyse them periodically or at appropriate time. For example, detectioh apd/or analysis
may be achieved when the load on an IT system is lower, like at night, or Byyan auxiliary off-line
subsyqtem.

A.3.4.5.4 Initiated only under special circumstances

Some fanalysis may only be initiated under special circumstanceg;-suich as when a widespread attack
has ben identified and is causing severe damage. In this case a Conicentrated effort may pe initiated to
fully apalyse all aspects of the attack and its consequences. These efforts are sometimes dalled forensic
analysjis and may be used for the purpose of legal action. In case legal action is contemplafed applicable
rules qf evidence will need to be followed.

A.3.5| Data storage

The purpose of the data storage function is to.stétre security-related information and make it available
for the analysis at a later time and/or for reporting.

The stpred data may include:
— Dagtected events and other kinds of data necessary;

— Rgsults of the analysis, including detected intrusions, and suspicious events that can be used later
fol coordination of suspicious event analysis;

— Cdllection of profilés'pf known attacks and normal behaviour; and

— Dgtailed raw data collected and preserved as evidence (e.g., for traceability), once a security alarm
is fraised.

There |[should be data retention and data protection policies in place, which address varfous concerns
such ap completion of analysis, data forensics, and evidence preservation, as well as protgction against
eavesdropping of security- related information.

A.3.6 Response

The purpose of the response function is to present the appropriate results of the analysis to responsible
personnel (e.g., system administrator, security officer). As these results are usually presented on a
management console with a graphical user interface, additional means to inform the results to relevant
personnel can be needed such as e-mail, text messages, telephone calls etc. in order to escalate and
organize responses to the raised alerts.

While a passive response function is limited to generate alarms on the console, an active response
function can also provide appropriate countermeasures to the intrusion. Intrusion detection systems
designed to provide active response are also known as Intrusion Prevention Systems (IPS). Some active
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response function can provide such corrective or proactive measures to curtail the intrusion or to

minimize the

consequences by

— re-configuration of an intruded system,

— locking out an intruded account, and/or

— protocol-conformant closing off for a session.

Information provided by the response function can help for an organization’s proper authority to
assess the severity of the intrusion and decide to implement the appropriate countermeasures. An

organization needs to ensure that

are in line wi
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assessment of the severity and implementation of counterme

’
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pn can find the list of recommendable controls, which encompass reporting of inferi
s, and responsibilities and procedures to recover from security breaches|and g
s, in Clause 13 of ISO/IEC 27002. ISO/IEC 27035 also provides useful infermatiorn

pcurity incident management.
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ffective at detecting known threats butlargely ineffective at detecting unknown
iants on known threats. Signature-baSed detection cannot track and understand t
mmunications, so it cannot detectfiost attacks that comprise multiple events.
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hts to identify significant deviations. This method uses profiles that are develo
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used. It is capable of understanding and tracking the state of protocols that have a notion of state, which
allows it to detect many attacks that other methods cannot. Problems with stateful protocol analysis
include that it is often very difficult or impossible to develop completely accurate models of protocols,
it is very resource-intensive, and it cannot detect attacks that do not violate the characteristics of
generally acceptable protocol behaviour.

There are other types of IDPS:

— application-based IDPS (AIDPS), but it is a special class of HIDPS and have characteristics similar
to HIDPS.

In general, IDPS are able to perform the following functions:
— monitoring and analysis of system events and user behaviours,
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— recognizing patterns of system events that correspond to known attacks,

— recognizing patterns of activity that statistically vary from normal activity,

— alerting appropriate staff by appropriate means when attacks are detected,

— measuring enforcement of security policies encoded in the analysis engine,

— allowing non-security experts to perform important security monitoring functions,
— increasing the perceived risks of discovery and punishment of attackers,

— identifying many problems that are not prevented by other security devices,

— coprdinating events with other security devices such as firewalls,

— verifying, itemizing, and characterizing the cyber threats to the Information systems of an
orgganization, and

— providing invaluable information about intrusions that supportcincident handling, damage
aspessment, recovery efforts, and legal actions in certain circumstanges.

IDPS hfave limitations that should be understood. Significant limitations include:

— cajnnot detect novel attacks, nor do they capture most novelwvariations of attacks;
— difficulty to compensate for errors and noise from thelinformation sources,

— difficulty to deal effectively with switched networks,

— difficulty to be scalable to very large or distributed networks,

— difficulty to determine the physical and/orvirtual location of the intruder from an I0PS output,
— difficulty to integrate different IDPS;products with network management systems,

— inpbility to compensate for wedk-or missing security policy and/or security mechpnisms in the
prptection infrastructure, such as firewalls, identification and authentication, link encryption,
access control mechanisms,,and virus detection and eradication,

— inpbility to detect, report, or respond quickly enough to certain types of attacks,
— inpbility to mitigate against most DoS attacks, in spite of ability to identify them,

— inpbility to detect new attacks or some variants of existing attacks (this only applief to signature
based IDPS not anomaly based IDPS),

— inpbility’to perform detailed analysis of attacks without human intervention,

— inability to compensate for significant deficiencies in an organization's security strategy, policy, or
security architecture,

— inability to compensate for security weaknesses in network protocols,

— possibility that outputs of IDPS typically contain significant error rates, especially false positives
and can take a great deal time and resources to resolve,

— possibility to be disabled as part of an attack sequence,

— possibility to be exploited by attackers to generate false positives to distract attention from the
main attack,

— possibility generating a large amount of audit information which may require additional local
storage on the system,
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— possibility that automated blocking based on IDPS alerts can cause security and availability
problems,

— requires in-depth technical and systems knowledge to use effectively.

A.4.2 Host-based IDPS (HIDPS)

A HIDPS reside on a single computer and provides protection for that specific computer. This allows
HIDPS to examine computer operating system log data (e.g. audit trails/logs) and other local data.
HIDPS may also analyse the events occurring within applications by using the operating system or
application log files.

Operating sy§tem audit trails, which HIDPS normally utilize are usually generated at the Ipngrmost
(kernel) level|of the operating systems, and are therefore more detailed and well protected than’§ystem
logs. Those syjstem logs, however, are smaller than the audit trails and are easier to understand.

Some HIDPS dre designed to support a centralized IDPS management and reporting infrastructufe that
can allow a sihgle management console to track many hosts. Others generate messages in formalts that
are compatible with network management systems.

Unlike NIDPS| HIDPS can see the outcome of an attempted attack, as it can ditectly access and monitor
the data fileq and system processes usually targeted by attacks. For (example, HIDPS permjts the
detection of aftacks from the keyboard of a mission-critical server.

HIDPS are degigned to

— associate|specific user identity with the suspicious activities;

— observe gnd track user behavioural changes,

— baseline the security state of a system, and track:¢hanges to that baseline,

— manage dperating system audit and logging mechanisms and the generated data,

— provide gpplication level logging and .monitoring when data is transmitted or stored in|either
encryptefl or unencrypted form, and

— observe data modifications causéd/by attacks;
— monitor §ystems that reside*on high speed-networks and in networks which encryption is uged;
— detect atfacks that cannotbe seen by network-based IDPS.

HIDPS have upique limitations that should be understood. Significant limitations include

— possibilitly that'eertain DoS attacks can disable HIDPS,

— possibilitly that HIDPS consumes host resources, including data storage requirements fqr host
audit logs,

— possibility to require complex installation and maintenance processes due to a great number of
installed instances (at least one per host),

— inability to use in stealth mode, as hosts are typically addressable by higher network layers, and

— inability to recognize attacks directed at other hosts or at a network.

A.4.3 Network-based IDPS (NIDPS)

NIDPS monitors the traffic destined for host systems on a network. NIDPS often consist of a set of
single-purpose sensors or hosts placed at various points in a network. These units monitor network
traffic, performing local analysis of that traffic and reporting attacks to a central management console.
Since the sensors are used specifically as an IDPS component, they can be more easily secured against
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