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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1

International Standards are drafted in accordance with the rules given in the ISO/TEC Directives,
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Introduction

Some documents can contain information that must not be disclosed to some communities. Modified
documents can be released to these communities after an appropriate processing of the original
document. This processing can include the removal of sections, paragraphs or sentences with, where
appropriate, the mention that they have been removed. This process is called the “redaction” of the
document.

The digital redaction of documents is a relatively new area of document management practice, raising
unique issues and potential risks. Where digital documents are redacted, removed information must
not be recoverable. Hence, care needs to be taken so that redacted information is permanently removed
from the digital document (e.g. it must not be simply hidden within nondisplayable pprtions of the
docunjent).

This International Standard specifies methods for digital redaction of digital dogumeénts.

Redaction can also involve the removal of document metadata or the removalof some infprmation (e.g.
an imgdge) imported into the document.

Itcan e possible to identify redacted information in aredacted digitalddecument by context. For example,
the length of the redaction replacement text can indicate the length of the redacted infprmation, and
thus the information itself. This International Standard introduces two levels of redaction:

— BASIC redaction where context is not taken into consideration;
— ENHANCED redaction where context is taken into.consideration.

Redaction techniques can be used for the anonymization of the information in a documenit, for example
by the| removal of some names within sentences, It can also involve the removal of numbers within
senternjces and their replacement by “XXX”.

© ISO/IEC 2014 - All rights reserved \%
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INTERNATIONAL STANDARD ISO/IEC 27038:2014(E)

Information technology — Security techniques —
Specification for digital redaction

1 Scope

This International Standard specifies characteristics of techniques for performing digital redaction on
digital documents. This International Standard also specifies requirements for software redaction tools
and methods of testing that digital redaction has been securely completed.

This International Standard does not include the redaction of information from databases.

2 Terms and definitions

For th¢ purposes of this document, the following terms and definitiongs apply.

21
anonymization
procegs by which personally identifiable information (PII) is‘irreversibly altered in suc:La way that a
PII pritl?cipal can no longer be identified directly or indirectly, either by the PII controller alone or in
collabgration with any other party

[SOURCE: ISO/IEC 29100:2011, definition 2.2]

2.2
document
recorded information which can be treated-as a unit

Note 1|to entry: Documents can contain text, pictures, video and audio content, metadata and other associated
content.

2.3
personally identifiable information
PII
any information that (a) ¢an be used to identify the PII principal to whom such informatjon relates, or
(b) is qr might be directly or indirectly linked to a PII principal

Note 1|to entry: To*determine whether a PII principal is identifiable, account should be taken of all the means
which ¢an reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that
natura) persen,

[SOURCEMSO/IEC 29100:2011, definition 2.9]

2.4
redaction
permanent removal of information within a document

2.5
reviewer
individual(s) who assesses a document for redaction requirements

Note 1 to entry: There could be a series of individuals who assess a particular document.

© ISO/IEC 2014 - All rights reserved 1
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3 Symbols and abbreviated terms

ses of this document, the following abbreviations apply.

Personally Identifiable Information

Portable Document Format

al Character Recognition

Extensible Markup Language

For the purpo
PII

PDF

OCR Optic
XML

4 General
4.1 Introd

Redaction is
document. It
an image, a n

disclosed to ipdividuals who are not authorized to view the removed information.

The process o
that some infd
For example,

order to mainftain the semantics of the non-redacted information.

4.2 Anony]

As an exampl
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individual is e
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5 Require¢

principles of digital redaction

iction

carried out in order to permanently remove particular information from a coy

ame, address and/or signature needs to be removed from a\doCument prior to it

f digital redaction is not simply to remove information bt also to indicate where ned
rmation has been removed, so that the reader knowsthat the document has been red
there can be a need to know that some words or{some paragraphs have been del

mization

ent (anonymization). Where suchiapurpose is applicable, then redaction processe
d such that the identity of the individual about whose information is being reda

xample, that even though'a name has been redacted from a document, the identity
vident from the remaining information. Where anonymization is required, all infor}
used to identify the\individual shall be redacted. This shall include all informatic
| in conjunction.with other information (which can be obtained from other sour
dividual.

ments

5.1 Overview

y of a

hould be used when, for example, one or two individual words; a.sentence or pardgraph,

being

essary
lacted.
bted in

b, one of the purposes of redaction istto remove personally identifiable information (PII)

s shall
rted is

of the
mation
n that
Ces) to

Organizations should have the capability to identify documents that need to be redacted prior to their

release to oth

er parts of the organization or to others (such as the public).

Redaction should be performed or overseen by reviewers that are knowledgeable about the documents
and can determine what information is to be redacted. If reviewers identifying such information do not
carry out redaction themselves, their instructions shall be specific e.g. ‘Memo dated ..., paragraph no...,

line starting..

.and ending...” etc.

Redaction shall be carried out on copies of the digital document. The redaction process shall result
in the creation of a new digital document where complete and irreversible removal of the redacted
information is achieved. This new digital document shall be managed and disposed of in the same
manner as the original document.
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When identifying information that needs to be redacted prior to release, whole sentences or paragraphs
should not be identified if only one or two words in that sentence or paragraph are to be redacted, unless

the rel

ease would enable the identification of the redacted information by context.

Where necessary, information relating to the effect that a digital document has been redacted shall be
linked with the digital document. To identify the fact that a redaction process has been undertaken,
redacted information may be replaced by a sentence stating that some information has been redacted.

When redaction is performed on a digital document, any metadata included within the digital document

shall b

e reviewed for redaction requirements and appropriate redactions undertaken.

Where redaction is performed on a digital document that contains images, video and/or voice

inforn
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Redaction principles
daction of digital documents shall be carried out in accordance with the following |

tention of digital original document

t on a copy of the digital document. Original digital documérits (e.g. the un-redact
all be retained and be accessible only to those authorized.

mplete removal of redacted information

daction shall irreversibly remove the required)information from the redacted Y

m the displayable content.

curity evaluated redaction

daction shall always be carried out'tising methods approved by the organization.
ntrolled environment

bctronic redaction shall-be-carried out in an environment that provides access
hined and authorized to‘earry out redaction.

fermediary stages

| the redacted.doCuments in intermediary stages of the redaction process should bd
P original digital document and the appropriately redacted version should be reta
rticulandigital document is to be redacted in different ways (for example for differg
bn it may be appropriate to temporarily retain intermediate stages until all redact
ve/been completed.

principles:

eoriginal or master version of a digital document shall not be redacted - redaction shall be carried

ed document)

rersion of the

cument. The information shall be completely:réemoved from the digital document, not simply

only to those

deleted. Only
ned. Where a
nt audiences),
ion processes

If

there are many digital documents that can have many redactions for different reaso

ns, and if over

time some of the reasons for redaction expire, it may be necessary to create and retain over time an
intermediary copy that indicates the text or objects that should be redacted and the reasons for the
redaction. The information is actually redacted when the redacted copy is produced. This provides
the reviewers with the capability to re-review the intermediary copy of redacted documents,
and remove redactions whose reason for redaction has expired, without having to re-review the
documents for unexpired reasons for redaction.
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6 Redacti

on processes

6.1 Introduction

The redaction of digital documents is a relatively new area of information and records management
practice, and raises unique issues and potential risks.

Redaction may be carried out using a number of approaches:

— use of paper intermediaries;

— use of digital image intermediaries;

— simplere
— complex |

The following

6.2 Paper

For digital d
intermediarie

— The digit

Inthis cas
cannot bé
ensure th
shall be t

— The infox

Haction using plain text format files;
edaction using original “complex” format files.

specifies the technical aspects of redacting digital documents.

ntermediaries

bcuments which can be printed as a hardcopy, redaction )techniques utilizing
s may be used. There are 2 methods that can be used witlin this technique:

il document is printed onto paper and redaction carried out on the printed copy.

 retrieved. The use of black marker pens may not be sufficient for this requirem
at redacted information cannot be retrieved;aphotocopy of the redacted paper dod
hken and it shall be used as the final redactéd document.

mation is redacted from a digital copy of the original digital document, and th|

printed t

Where the redacted copy is required in digital format, this can be created by scanning the re

paper co
on the dig

6.3 Digital

Digital images
Information i
with areas of
retrieved.

paper.

y into an appropriate forniat, ensuring that the redacted information is not reprq
rital document.

image intermediaries

1 digital infages to be redacted (this can be text and/or parts of an image) shall be re
the same density as the background, such that the redacted information can no loy

paper

e, theequipment / process used for the redactionShall ensure thatthe redacted infornation

ent. To
ument

e copy

Hacted
duced

can be produgced from digital documents using printer drivers or other similar techpiques.

placed
ger be

6.4 Simple-digitalredaction

6.4.1 General

The simplesttype ofdigital documenttoredactisaplaintextfile,inwhich thereisadirectcorrespondence
between bytes and displayable characters. Because of this direct correspondence, redacting information
stored in this format is simply a matter of redacting the displayed information - once the file is saved, the
redacted information will not be able to be recovered.

6.4.2 Character encoding

Care shall be taken with regards to encoding of characters used in the plain text file. Extended encoding
mechanisms such as Unicode require appropriate editor is used; otherwise the direct correspondence

between byte

s and displayable characters is lost.
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6.5 Complex digital redaction

6.5.1 General

Documents may be redacted electronically using their original format. This may be carried out either
using deletion tools within the creating software, or by using specialized redaction software. This
approach shall be treated with extreme caution, due to the possibility that deleted information may still
be recoverable, and the potential for information to remain hidden within non-displayable portions of
the digital document.

When redacting electronically, great care shall be taken over the choice of format for the redacted copy.
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While
are us
inform

6.5.3
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may allow changes to be rolled back (for example by the use of ‘mark-up’ processes).

dacted document may be required to be made available in its original format, fa
ve complex formatting. In such cases, the conversion of the document to afother foy
version back to the original format should be used, such that the owerall proces

sion, or in the intermediary format. This approach requires a thorough underst]
s and conversion processes involved, and the mechanisms bywhich information
format conversion.

facilities for the removal of ‘mark-up’ type information within a redacted document
hould be used prior to the release of the redacted,copy. Software tools which ‘K
ation rather than remove redacted information shall be avoided.

Complex format documents

-encoded or rich text formats. Neither the rich text nor the binary formats have t
correlation of plain text, and can, centain significant information which is not dis
e presence of which can thereforé not be apparent.

documents using complex formats may incorporate change histories, audit trails,
hta. Some of this additionalinformation may provide a means by which deleted in
pvered or simple redaction processes otherwise circumvented. In addition, cryp

the rich text based formats are subject of international standardization, the b
ually proprietary to the software vendor which developed them. The mechanis
ation is stored within these formats are often poorly understood.

Non-=text information

inary formats

r example, to
mat, followed
s removes all

ce of the redacted information. Information redaction may be(carried out either prior to

anding of the
s transferred

are available,
ide’ redacted

ajority of digital documents created usifig modern office software are stored i proprietary,

he simple and
played to the

or embedded
formation can
ographic and

nary formats
ms by which

doCtuments contain embedded non-textual information such as images, voice

and/or video

information, redaction software can berequired that canirreversibly remove the embedded information.
Where only part of an embedded object is to be redacted, then the object shall be extracted, edited with
appropriate software and re-embedded into the redacted document.

Where documents are in an image, voice and/or video format, special redaction software that can access
and update the file can be required to ensure that the redacted information is not recoverable.

6.6 Contextual information

6.6.1 Introduction

On receipt of a redacted document, it can be possible to identify (or guess) the original contents of an
individual redacted item of information. For example, if the redacted information was the month of a

© ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=c1cde9dfe56c2ed199f3231bd4f28173

ISO/IEC 27038:2014(E)

year, then if the redaction suggests that a three-character word had been removed then it is likely that
the redacted information would have been ‘May’.

In some instances, the contextual information is unlikely to indicate the content of the redacted
information. In this case, BASIC redaction shall be used.

Where contextual information is likely to give concordant clues about the nature or meaning of the
redacted information, then ENHANCED redaction shall be used.

6.6.2 Basicredaction

Basic redaction shall result in the permanent removal of the required information. Redactions may be
marked in anly way - for example by the replacement of the redacted information with ‘black¢d-out’
symbols repldcing each redacted character.

6.6.3 Enhanced redaction

Enhanced redaction shall result in the permanent removal of the required information, along with such
contextual information that could be used to identify the redacted information. All redacted information
within a partjcular document shall be marked in the same manner. The length“and other apprgpriate
attributes of fhe redaction markings shall be consistent within a particular,document.

7 Keeping records of redaction work

Organization§ performing redaction should keep records of allyredactions performed, especially|where
the reasons be¢hind such redactions can be challenged. Such recerds should consist of either a copy of the
redacted docyiment or a description of the redactions cartied out.

A capability may be required to indicate the reason(s).for redaction either in the redacted area pr by a
digital stamp|near the area redacted.

8 Characteristics of software redac¢tion tools

Where electrpnic documents are to bexedacted, software tools that operate in compliance wikh this
International [Standard shall be used.'Such tools may be part of the document creation software pr may
be a separate|software tool.

Redaction todls shall operate/in'such a manner that the user marks the appropriate area of the ele¢tronic
document and then selects'the redaction function. There should be a function that enables commgents to
be assigned t¢ specific areas of redacted information.

Redaction togls shall*permanently remove the selected text from the electronic document. Orjce the
text has been| selected and the redaction function selected, there shall be no ‘undo’ function for that
operation. Infprination shall be removed from the electronic document in such a way that the refacted
information cannot be recovered by any software tool, including diagnostic and other investigatory
tools.

Where information to be redacted is held in multiple instances within a file (e.g. as text and in an image
form), all instances of the information to be redacted shall be removed.

Where redaction tools include the facility to redact parts of or whole embedded images, they shall
also enable the permanent removal of parts of or whole embedded images and/or other embedded
information.

Redaction tools shall have no effect on text or embedded information not marked for redaction.

Redaction tools shall have the ability to redact selected or all document metadata, document property
information (including information about who carried out the redaction and when it was carried out)
and other ‘secondary’ information.
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