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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and n@n- ; ; B of information
technglogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Interngtional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,|Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. |Publication as

an Intgrnational Standard requires approval by at least 75 % of the national bodies casting a votg.

Attentipn is drawn to the possibility that some of the elements of this decument may be the supject of patent
rights.{ISO and IEC shall not be held responsible for identifying any_ér-all such patent rights.

ISO/IHC 27037 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatiop technology,
Subcommittee SC 27, IT Security techniques.

© ISO/IEC 2012 — All rights reserved \%
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Introduction

This International Standard provides guidelines for specific activities in handling potential digital evidence;
these processes are: identification, collection, acquisition and preservation of potential digital evidence. These
processes are required in an investigation that is designed to maintain the integrity of the digital evidence — an
acceptable methodology in obtaining digital evidence that will contribute to its admissibility in legal and
disciplinary actions as well as other required instances. This International Standard also provides general
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nagers. This International Standard ensures that responsible individuals manage potentia
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and digital evidence in a systematic and impartial manner whilg.preserving its integr

nal Standard also intends to inform decision-makers wha.need to determine the reliak
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Higital evidence referred to in this International*Standard may be sourced from different ty
. networks, databases, etc. It refers to data. that is already in a digital format. This Intern
not attempt to cover the conversion of analog data into digital format.

gility of digital evidence, it is necessary to carry out an acceptable methodology to ens
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of this

International Standard are required to adapt and amend the procedures described in this International
Standard in accordance with the specific jurisdiction’s legal requirements for evidence.

Although this International Standard does not include forensic readiness, adequate forensic readiness can
largely support the identification, collection, acquisition, and preservation process of digital evidence. Forensic
readiness is the achievement of an appropriate level of capability by an organization in order for it to be able
to identify, collect, acquire, preserve, protect and analyze digital evidence. Whereas the processes and
activities described in this International Standard are essentially reactive measures used to investigate an
incident after it occurred, forensic readiness is a proactive process of attempting to plan for such events.

vi © ISO/IEC 2012 — All rights reserved
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This International Standard complements ISO/IEC 27001 and ISO/IEC 27002, and in particular the control
requirements concerning potential digital evidence acquisition by providing additional implementation
guidance. In addition, this International Standard will have applications in contexts independent of
ISO/IEC 27001 and ISO/IEC 27002. This International Standard should be read in conjunction with other
standards related to digital evidence and the investigation of information security incidents.

© ISO/IEC 2012 — All rights reserved Vi
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INTERNATIONAL STANDARD ISO/IEC 27037:2012(E)

Information technology — Security techniques — Guidelines for
identification, collection, acquisition, and preservation of digital
evidence

1 Skope
This International Standard provides guidelines for specific activities in handling digital eviderce, which are
identification, collection, acquisition and preservation of digital evidence that may-be) of evidential value. This
International Standard provides guidance to individuals with respect to common situationg encountered
throughout the digital evidence handling process and assists organizations in.their disciplinary procedures and
in faciljtating the exchange of potential digital evidence between jurisdictions:

This Infternational Standard gives guidance for the following devices.-and/or functions that are used in various
circumstances:

— Digital storage media used in standard computers like<hard drives, floppy disks, opticalland magneto
optical disks, data devices with similar functions,

— Mpbile phones, Personal Digital Assistants (PDAs);yPersonal Electronic Devices (PEDs), mgmory cards,
— Mpbile navigation systems,

— Digital still and video cameras (includingédCCTV),

— Standard computer with network connections,

— Networks based on TCP/IP(and other digital protocols, and
— Devices with similar funetions as above.

NOTE The abovelist-of devices is an indicative list and not exhaustive.

NOTE 2  Circumstances include the above devices that exist in various forms. For example, an automotive system may

include|mobile_navigation system, data storage and sensory system.

2 Normative reference

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/TR 15801, Document management — Information stored electronically — Recommendations for
trustworthiness and reliability

ISO/IEC 17020, Conformity assessment — Requirements for the operation of various types of bodies
performing inspection

ISO/IEC 17025:2005, General requirements for the competence of testing and calibration laboratories

© ISO/IEC 2012 — All rights reserved 1
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ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions in

ISO/IEC 27000,

ISO/IEC 17025 and ISO/TR 15801, as well as the following apply.

3.1
acquisition
process of cre

fing a-copy of datawithin a defined set

ISO/IEC 17020,

NOTE The

3.2

allocated space

area on digital

3.3
collection
process of gaf

product of an acquisition is a potential digital evidence copy.

media, including primary memory, which is in use for the storage of data,/inctuding metad

hering the physical items that contain potential digital evidence

ata

3.4

digital device

electronic equlpment used to process or store digital data

3.5

digital evidepce

information or|data, stored or transmitted in binary form that' may be relied on as evidence

3.6

digital evidepce copy

copy of the digital evidence that has been produeed to maintain the reliability of the evidence by includirjg both
the digital eviglence and verification means where the method of verifying it can be either embedded in or
independent filom the tools used in doingthe verification

3.7

Digital Evidence First Responder

DEFR

individual who is authorized; ‘trained and qualified to act first at an incident scene in performing|digital
evidence collection and agquisition with the responsibility for handling that evidence

NOTE Authority;~ training and qualification are the expected requirements necessary to produce reliablg digital
evidence, but individual circumstances may result in an individual not adhering to all three requirements. In this case, the
local law, organjzational policy and individual circumstances should be considered. T

3.8

Digital Evidence Specialist

DES

individual who can carry out the tasks of a DEFR and has specialized knowledge, skills and abilities to handle
a wide range of technical issues

NOTE A

DES may have additional niche skills, for example, network acquisition,

operating system software or Mainframe knowledge.

RAM acquisition,

© ISO/IEC 2012 — All rights reserved
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3.9

digita
device
[Adapt

3.10

ISO/IEC 27037:2012(E)

| storage medium
on which digital data may be recorded

ed from ISO/IEC 10027:1990]

evidence preservation facility
secure environment or a location where collected or acquired evidence is stored

NOTE

An evidence preservation facility should not be exposed to magnetic fields, dust, vibration, moisture or any
other environmental elements (such as extreme temperature or humidity) that may damage the potential digital evidence

within t
3.11
hash
string

[ISO/IE

3.12
identi
proceqg

3.13
imagi
proceq
NOTE
EXAMH

3.14

e Tacility.
value

pf bits which is the output of a hash-function
FC 10118-1:2000]

fication
s involving the search for, recognition and documentation of potential digital evidence

ng
s of creating a bitwise copy of digital storage media
The bitwise copy is also called a physical copy.

LE When imaging a hard drive, the DEFR would also copy data that has been deleted.

peripheral

device

3.15
prese
proces

3.16
reliab
proper

[ISO/IE

attached to a digital device in order to expand its functionality

Fvation
s to maintain and safeguard the integrity and/or original condition of the potential digital e

lity
ty of consistent intended behaviour and results

EC 2[7000:2009]

3.17

repeatability
property of a process conducted to get the same test results on the same testing environment (same
computer, hard drive, mode of operation, etc.)

3.18

reproducibility
property of a process to get the same test results on a different testing environment (different computer, hard
drive, operator, etc.)

3.19

spoliation
act of making or allowing change(s) to the potential digital evidence that diminishes its evidential value

© ISO/IEC 2012 — All rights reserved
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3.20
system time

time generated by the system clock and used by the operating system, not the time computed by the
operating system

3.21
tampering

act of deliberately making or allowing change(s) to digital evidence (i.e. intended or purposeful spoliation)

3.22
timestamp

time variant parameter which denotes a point in time with respect to a common time reference

[ISO/IEC 1177

3.23

0-1:1996]

unallocated space

area on digita
which is availz

3.24
validation
confirmation,
application ha

[ISO/IEC 2704

3.25

media, including primary memory, which has not been allocated by the operating syste
ble for the storage of data, including metadata

hrough the provision of objective proof, that the requirements for a specific intended
Ve been fulfilled

4:2009]

verification flunction

function which

NOTE 1 No

NOTE2  Ver
methods may b

3.26
volatile data
data that is es

NOTE Ac
that changes ag

is used to verify that two sets of data are identical

wo non-identical data sets should produce-an identical match from a verification function.

mn, and

use or

fication functions are commonly implemented using hash functions such as MD5, SHA1, etc., blit other

P used.

becially prone to change and can be easily modified

hange can be switching off the power or passing through a magnetic field. Volatile data also includ
the system state'changes. Examples include data stored in RAM and dynamic IP addresses.

es data

4 Abbrevjated terms

AVI Audio Video Interleave

CCTV Closed Circuit Television

CD Compact Disk

DNA Deoxyribonucleic Acid

DEFR Digital Evidence First Responder

DES Digital Evidence Specialist

DVD Digital Video/Versatile Disk

4 © ISO/IEC 2012 — Al rights reserved
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ESN

GPS

GSM

IMEI

ISIRT

Electronic Serial Number

Global Positioning System

Global System for Mobile Communication
International Mobile Equipment Identity
Internet Protocol

Information Security Incident Response Team

ISO/IEC 27037:2012(E)

LAN

MD5

MP3

MPEG

NAS

PDA

PED

PIN

PUK

RAID

RAM

RFID

SAN

SHA

SIM

usB

UPS

Local Area Network
Message-Digest Algorithm 5
MPEG Audio Layer 3

Moving Picture Experts Group
Network Attached Storage
Personal Digital Assistant
Personal Electronic Device
Personal Identification Number
PIN Unlock Key

Redundant Array of Independent.Disks
Random Access Memory
Radio Frequency Identification
Storage Area Network

Secure Hash)Algorithm
Subseriber Identity Module
WUniversal Serial Bus

Uninterruptible Power Supply

USIM

uv

Wi-Fi

Universal Subscriber Identity Module
Ultraviolet

Wireless Fidelity

© ISO/IEC 2012 — All rights reserved
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5 Overview

5.1 Context for collecting digital evidence

Digital evidence can be required for use in a number of distinct scenarios, each of which has a different
balance between the drivers of evidential quality, timeliness of analysis, restoration of service and cost of
digital evidence collection. Organizations will therefore be required to have a prioritization process that
identifies the needs and balances evidential quality, timeliness and service restoration before tasking DEFR
resources. A prioritization process involves carrying out an evaluation of the material available to determine
the possible evidential value and the order in which potential digital evidence should be collected, acquired or

preserved. Prioritization is carried out to minimize the risk of potential digital evidence being spoiled and
maximize eVi ntiamzvaliin Af tha Aatantial Aiaidal AvgdAAanen ~allactad

oy Voo T ot o potT Tt g o TVt T Tio T O CtT T

5.2 Principles of digital evidence

In most jurisdictions and organizations, digital evidence is governed by three fundamental principles:
relevance, reliability and sufficiency. These three principles are important to all investigations, not jus{ those
for digital evidence to be admissible in court. Digital evidence is relevant when it goes towards proying or
disproving an|element of the specific case being investigated. Although the detdiled definition of “reliable”
varies among |jurisdictions, the general meaning of the principle, “to ensure digitakévidence is what it plirports
to be” is widely held. It is not always necessary for the DEFR to collect all dataor to make a complete ¢opy of
the original digital evidence. In many jurisdictions, the concept of sufficiency(means the DEFR needs to|collect
enough potential digital evidence to allow the elements of the matter~to be adequately examined or
investigated. WUnderstanding this concept is important for the DEFR to prioritize the effort properly whegn time
or cost is a copcern.

NOTE The DEFR should ensure that the collection of potentiahdigital evidence is in accordance with tHe local
jurisdictional laws and regulations, as required by the specific circurmstances.

All processes [to be used by the DEFR and DES should. have been validated prior to use. If the validgtion is
carried out ex{ernally, the DEFR or DES should verifythat the validation is appropriate for their specific|use of
the processeg and the environment and circumstances in which the processes are about to be used. The
DEFR or DES|should also:
a) document all actions;

b) determhine and apply a method for establishing the accuracy and reliability of the potential| digital
evidence copy compared to-the original source; and

c) recognize that the act of preservation of the potential digital evidence cannot always be non-intrisive.

5.3 Requirements(for digital evidence handling

5.3.1 Generlal

The principles laid down in clause 5.2 above can be satisfied as follows:

— Relevance: It should be possible to demonstrate that material acquired is relevant to the investigation - i.e.
that it contains information of value in assisting the investigation of the particular incident and that there is
a good reason for it to have been acquired. Through auditing and justification, the DEFR should be able
to describe the procedures followed and explain how the decision to acquire each item was made.

— Reliability: All processes used in handling potential digital evidence should be auditable and repeatable.
The results of applying such processes should be reproducible.

— Sufficiency: The DEFR should have taken into consideration that enough material has been gathered to
allow a proper investigation to be carried out. The DEFR should be able, through audit and justification, to

6 © ISO/IEC 2012 — All rights reserved
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give an indication of how much material, in total, was considered and the procedures used to decide how
much and which material to acquire.

NOTE The materials may be gathered via acquisition and/or collection activities.

There are four key aspects in digital evidence handling: auditability, justifiability and either repeatability or
reproducibility depending on particular circumstances.

5.3.2 Auditability

It should be pOSSIb|e for an independent assessor or other authorlzed mterested parties to evaluate the
activiti menting all actions
taken.|The DEFR and DES should be able to justify the decision-making process in selecting @ given course
of actipn. Processes performed by a DEFR and DES should be available for independent”assessment to
determine if an appropriate scientific method, technique or procedure was followed.

5.3.3 | Repeatability
Repedtability is established when the same test results are produced under the following conditipns:
— Usging the same measurement procedure and method,;

— Uging the same instruments and under the same conditions; and
— Can be repeated at any time after the original test.

A suitpbly skilled and experienced DEFR should berable to undertake all processes described in the
documentation and arrive at the same results, without'guidance or interpretation. The DEFR shjould be aware
that there might be circumstances where it would nab be possible to repeat the test, e.g. when ah original hard
drive has been copied and returned into use, o6rwhen an item involves volatile memory. In |this case, the

DEFR| should assure the acquisition process is reliable. To achieve repeatability, quality control and
documentation of the process should be in place.

5.3.4 | Reproducibility
Reproglucibility is established wheh the same test results are produced under the following condjtions:
— Usging the same measurement method;

— Using different.instruments and under different conditions; and

— Can be reproduced at any time after the original test.

The needs to reproduce results vary according to jurisdictions and circumstances, so the IDEFR, or the
individuatdoing the Teproductionm witt meedto be-informed-about the applicable comditions:

5.3.5 Justifiability

The DEFR should be able to justify all actions and methods used in handling the potential digital evidence.
The justification can be achieved by demonstrating that the decision was the best choice to get all the
potential digital evidence. Another DEFR or DES could also demonstrate this by successfully reproducing or
validating the actions and methods used.

Itis in the best interest of the individual organization to employ a DEFR or DES who possesses core skills and
competency as described in Annex A of this International Standard. This will ensure that the correct processes
and procedures are followed when handling potential digital evidence to ensure the eventual preservation of
digital evidence that may have evidentiary value. This will also ensure that organizations are able to use the

© ISO/IEC 2012 — All rights reserved 7
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potential digital evidence, for example, in their disciplinary procedures or in facilitating the exchange of
potential digital evidence between jurisdictions.

NOTE The competency described in the Annex A is limited to DEFR function which is aligned with the role of DES as
defined in Clause 3.8.

5.4 Digital evidence handling processes

5.4.1 Overview

Although the complete digital evidence handling process includes other activities (i.e. presentation, disposal,
etc.), the scope gists of

of thic lntarnatinnal QianAdard ealatnc ANy 0 tha initial hoanAlina ~ranncco ahich ~nn
Ot o e ot o oot T oo G oot o Oy toO—th et o o g—procCoo—wincH—Som

identification,

Digital eviden
handling or ex
and conseque
devices in an

to be unusablg.

Collection, acquisition, and preservation of potential digital evidence.

Ce can be fragile in nature. It may be altered, tampered with or destroyed through im
amination. Handlers of digital evidence should be competent to identify and.manage th
nces of potential courses of action when dealing with digital evidence. Failure’ to handle
hppropriate manner may render the potential digital evidence contained en\those digital d

The DEFR and DES should follow documented procedures to ensure that.the” integrity and reliak

potential digitd
potential digitg

Minimize

Account f

| evidence are maintained. The procedures should include handling guidelines for sou
| evidence and should include the following fundamental principles:

handling of the original digital device or potential digitalievidence;

or any changes and document actions taken (to.the extent that an expert is able to fq

opinion on reliability);

Comply w
The DEFH

By complying
evidence sho

actions and ralr

collection, acq

5.4.2 Identi
Digital eviden
data within 34
representation

ith the local rules of evidence; and
R and DES should not take actions beyond their competence.

with the fundamental principles“and requirements of handling potential digital eviden
Id be preserved. Specifically)in the case where unavoidable changes were to be mg
ionale need to be documented. Each process of the digital evidence handling, i.e. identifi
uisition and preservation, is discussed in more detail in the clauses to follow.

fication
be is represented in physical and logical form. The physical form includes the represents

tangiblé \device. The logical form of the potential digital evidence refers to the
of data-within a device.

proper
e risks
digital
evices

ility of

ces of

rm an

e, the
de, all
cation,

tion of
virtual

The identificat

on.process involves the search for, recognition and documentation of potential digital evi

dence.

The identification process should identify digital storage media and processing devices that may contain
potential digital evidence relevant to the incident. This process also includes an activity to prioritize the
evidence collection based on their volatility. The volatility of the data should be identified to ensure the correct
order of the collection and acquisition processes to minimize the damage to the potential digital evidence and
to obtain the best evidence. In addition, the process should identify the possibility of hidden potential digital
evidence. The DEFR and DES should be aware that not all types of digital storage media can be easily
identified and located, for example cloud computing, NAS and SAN - all add a virtual component to the
identification process.

The DEFR should systematically carry out a thorough search for items that may contain potential digital

evidence. Different types of digital devices that may contain potential digital evidence can easily be
overlooked (e.g. due to small size), disguised or co-mingled amongst other irrelevant material.
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Clauses 6.1 and 6.6 provide more information on the chain of custody, packaging and labelling aspects of
digital evidence identification. Clause 7 specifies guidelines relevant to specific instances of identification,
collection, acquisition and preservation of digital evidence.

5.4.3 Collection

Once the digital devices that may contain potential digital evidence are identified, the DEFR and DES should
decide whether to collect or acquire during the next process. There are a number of decision factors for this,
which is discussed in more detail in Clause 7. The decision should be based on the circumstances.

Collection is a process in the digital evidence handling process where devices that may contain potential

digital

evidence are removed from their original location to a laboratory or anather controlled e

nvironment for

later a
the sy
depen
collect

This p
transp
digital

system devices). Potential digital evidence may be lost or damaged if\redsonable care is ng

DEFR
docum

NOTE
compef

NOTE

accordance with requirements of applicable jurisdiction.

54.4

The a

selected files) and documenting the sthethods used and activities performed. The DEFR s

suitabl
particy

The m
practig
potent
carryin
resulty
for the

The aq

cquisition and analysis. Devices containing potential digital evidence may be in one of dw:
stem is powered on or when the system is powered off. Different approaches and-{ools
Hing on the state of the device. Local procedures may apply to the approaches and’too
on process.

Focess includes documenting the whole approach, as well as the packaging of these d
brtation. It is important for the DEFR and DES to collect any material.that might relate t
information (e.g. paper with passwords noted down, cradles and,'power connectors

and DES should adopt the best possible collection method based' on the situation, cost
ent the decision for using a particular method.

Removal of digital storage media is not always recommeénded and the DEFR should bg
ent to remove storage media, and recognize when it is appfopriate and permitted to do so.

D

Details on digital devices not collected should\be documented with justification for the

Acquisition
cquisition process involves producing a digital evidence copy (e.g. complete hard

e acquisition method based ‘on the situation, cost and time, and document the decisi
lar method or tool appropriately.

ethods used to acquite potential digital evidence should be clearly documented in detail
ally possible, be reproducible or verifiable by a competent DEFR. A DEFR or DES shol
al digital evidenceyin the least intrusive manner in order to avoid introducing changes whe
g out this proeess, the DEFR should consider the most appropriate method to use.

to unavoidable alteration to the digital data, the activities performed should be documen
changes to the data.

guisition method used should produce a digital evidence copy of the potential digital evid

D states: when
are required,
s used for the

bvices prior to
b the potential
for embedded
t applied. The
and time, and

sure they are

ir exclusion, in

Hisk, partition,
hould adopt a
bn for using a

and, as far as
Id acquire the
re possible. In
f the process
ted to account

ence or digital

device)

s that may contain potential digital evidence. Both the original source and the digital ¢

pvidence copy

should be verified with a proven verification function (proven accurate at that point in time) that is acceptable
to the individual who will use the evidence. The original source and each digital evidence copy should produce
the same verification function output.

In circumstances where the verification process cannot be performed, for example when acquiring a running
system, the original copy contains error sectors, or the acquisition time period is limited. In such instances, the
DEFR should use the best possible method available and be able to justify and defend the selection of the
method. If the imaging cannot be verified, then this needs to be documented and justified. If necessary, the
acquisition method used should be able to obtain the allocated and unallocated space.

NOTE 1 When the verification process cannot be performed on the full source due to errors on the source, then
verification using those parts of the source that can be reliably read, may be used.
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There may be instances in which it is not feasible or permissible to create a digital evidence copy of an
evidence source, such as when the source is too large. In these instances, a DEFR may perform a logical
acquisition, which targets only specific data types, directories or locations. This generally takes place on a file
and partition level. During logical acquisition, active files and non-file-based allocated space on the digital
storage media may be copied; deleted files and unallocated space may not be copied, depending on the
method used. Other instances where this method can be useful are when mission-critical systems are

involved that cannot be shutdown.

NOTE 2

the data. The sealing should be done in accordance with local requirements (legislative and procedural).

5.4.5 Preservation

Potential digital evidence should be preserved to ensure its usefulness in the investigation. It is impo

protect the in
evidence and
preservation f
starting from t

In the best-ca

(e.g. date ang time-stamps). The DEFR should be able to demonstrate that\the evidence has no

modified since
changes were

NOTE Ins
or a legal requ
confidentiality o

6 Key components of identification, collection, acquisition and preservation of|
digital evidence
6.1 Chain pf custody

In any investig
within the cus
movement an
acquisition prq

identified, coll¢cted or acquired-by the investigating team up to the present status and location.

The chain of

and records W
other formats
identification d

};

grity of the evidence. The preservation process involves the safeguarding of potential
digital devices that may contain potential digital evidence from tampering or spoliatio
rocess should be initiated and maintained throughout the digital evidence handling prog
ne identification of the digital devices that contain potential digital evidence?

5e scenario, there should be no spoliation to the data itself or any metadata associated

it was collected or acquired, or provide the rationale and documented actions if unavq
made.

pme cases, the confidentiality of potential digital evidence is a,requirement, either a business requ
rement (e.g. privacy). The potential digital evidence shoulth\be preserved in a manner that ensy
the data.

ody of the DEFR. The chain of custody record is a document identifying the chronology
d handling of the potential digital evidence. It should be instituted from the collec
cess. This will typically be accomplished by tracing the history of the item from the time

bustody recordiis a document or series of related documents that details the chain of ¢
ho was responsible for handling potential digital evidence, either in the form of digital ¢
(such. as-paper notes). The purpose of maintaining a chain of custody record is to ena
f access and movement of potential digital evidence at any given point in time. The ¢

custody recor

i .itself may comprise more than one document, e.g. for potential digital evidence there

Some jurisdictions may require special treatment for data; for example, seal it in the presence of the owner of

rltant to

digital
n. The
esses,

with it
I been
bidable

rement
res the

ation, the DEFR should be-able to account for all the acquired data and devices at the tife it is

of the
ion or
it was

ustody
jata or
ble the
hain of
should

'l ol L HP-Y £ ol - 1 (] - 1 (] - |
be a contemporaneousdocumentrecordingtheacquisitionofdigitatdatatoaparticutar-device; themov

ement

of that device and documentation recording subsequent extracts or copies of potential digital evidence for
analysis or other purposes. The chain of custody record should contain the following information as a

minimum:

and

10

Unique evidence identifier;

Who accessed the evidence and the time and location it took place;

Who checked the evidence in and out from the evidence preservation facility and when it happened;

Why the evidence was checked out (which case and the purpose) and the relevant authority, if applicable;
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— Any unavoidable changes to the potential digital evidence, as well as the name of the individual
responsible therefore and the justification for the introduction of the change.

The chain of custody should be maintained throughout the lifetime of the evidence and preserved for a certain
period of time after the end of the lifetime of the evidence - this period of time can be set according to local
jurisdictions of the collection and application of evidence. It should be established from the moment digital
device(s) and/or potential digital evidence are acquired and should not be compromised.

NOTE

6.2

6.2.1

The D
as the

— Secure and take control of the area containing the devices;

— D

— Ensure that individuals are moved away from the devices and.power supplies;

— D
w

NOTE
DEFR

NOTE
distribu

The D
Consid

Some jurisdictions may have special requirements regarding the chain of custody. The DEFR should adhere
to those requirements.

Precautions at the site of incident

General

EFR should perform activities to secure and protect the location of the potential digital evi
arrive on site. The activities should support the following, subject to local |aw:

btermine who is the individual in charge of the location;

bcument anyone who has access to the location and~anyone who may have a reason
th the incident scene;

the device is ON do not switch it OFF and if the‘device is OFF do not switch it ON;

possible, document (e.g. sketch, photograph or video) the scene, all components and

permitted, search the areas for items such as sticky notes, diaries, papers, notebook

Some jurisdictions may have special requirements for the admission of photographs and vide
bhould adhere to those fequirements.

ted or virtualized storage.

EFR should first know all the risks involved in performing all processes during the
eration'should be given to protect personnel and potential digital evidence at the scene o

lence as soon

o be involved

cables in their

ginal position. If no camera and/or video camera is available, draw a sketch plan of the system and
bel the ports and cables so that systém may be validated and reconstructed at a later datg; and

computers, or

rdware and software manuals’with crucial details about the devices such as passwords and PINs.

b evidence. The

P DEFRs need to be aware that potential digital evidence might not always be in obvious lodations, such as

investigation.
the incident.

6.2.2

Personnel

Conducting risk assessment regarding personnel safety prior to commencing the process is important since
the safety of the personnel involved in the process is vital. Issues to be considered in assessing risks to
personnel include, but are not limited to the following:

— Will the investigated individual(s) be present? If present, do they have a propensity toward violence?

— During what time of the day will the operation be conducted?

— Can the incident scene be isolated from bystanders?

— Are there weapons in the area?

© ISO/IEC 2012 — All rights reserved
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any physical hazards to individual(s) present?

handled in an inappropriate manner, e.g. concealed trap?

Does the

Does the

6.2.3 Poten;
The DEFR sh|
calculating ris
technology ap
damages.

The risk asseg
digital evidend
but are not lim
What typd
What is th
What is th

Is remote

What hap

Could theg
data if sw

6.3 Roles

The role of th
evidence at tf]
necessarily th
potential digit

material to be collected have any likelihood to cause psychological damage or offence?

Can the incident scene be considered unsafe?

surrounding area have an impact on the risk potential?

Could anything in the vicinity, including the device, have been configured to cause physical harm if

bl evidence. In fulfiling their role, the DEFR should have adequate experience, skil

knowledge in

- draitatevid
ould be careful when using a specific tool to collect or acquire potential digital gvidenge. Not
s before acting may lead to the loss of some or all of the potential digital evidence due] to the
plied during collection or acquisition. Risks should be assessed to reduce exposure to clajms for
sment involves the systematic evaluation of risks and the potential impact'they may have|on the
e investigation. Aspects to consider during risk assessment for potential digital evidence include,
ited to the following:
of collection/acquisition methods to be applied?
e equipment that may be needed on-site?
e level of volatility of data and information related-to the potential digital evidence?
access to any digital device possible and doegs it pose a threat to evidential integrity?
pens if data/equipment is damaged?
Could datp have been compromised?
digital device have been“¢onfigured to destroy (e.g. using a logic-bomb), spoil or obfuscate
tched off or accessed in an’uncontrolled way?
and responsibilities
e DEFR invelves the identification, collection, acquisition and preservation of potential| digital
e incidentscene. It includes the development of a collection and acquisition report, ut not

b analysis-report. The role of the DEFR also involves ensuring the integrity and authentjcity of

s and
tan be

hardling potential digital evidence. This is crucial because potential digital evidence

easily spoiled.

The DEFR might also require assistance from technical support personnel in related areas. The role of a DES
involves providing technical support to the DEFR in identifying, collecting, acquiring and preserving potential
digital evidence at the incident scene. The DES provides specialized expertise to the DEFR. The competency
matrix for the DEFR (see Annex A) serves as a guide to identify their relevant competency levels.

NOTE
ISIRT team are

12

discussed in ISO/IEC 27035:2011.

In the context of incident handling where an ISIRT exists, the roles of a DEFR and/or DES as a member of

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=ba41f88b5a085fd0ec0aabb508648f5e

ISO/IEC 27037:2012(E)

6.4 Competency

The DEFR and/or DES should have the relevant technical and legal competencies (e.g. those in Annex A) and
should be able to demonstrate that they are properly trained and have sufficient technical and legal
understanding to handle potential digital evidence appropriately. This includes an understanding of processes
and methods appropriate for the handling of potential sources of digital evidence. Adequate training will
enable DEFRs to handle digital devices that contain potential digital evidence. Having the best set of tools will
not guarantee the quality of the digital evidence if the DEFR is not competent in performing the tasks.

Some jurisdictions have prescribed how DEFRs should establish their qualifications. It is the DEFRSs'
responsibility to ensure that they are properly informed on how to do this in the relevant jurisdictions. When
required, the DEFR and/or DES should be able to demonstrate that they are competent to handle potential

digital
are ab

Some

— They should be properly and adequately trained to handle digital devices 4h‘the context g

aq

— They should demonstrate and maintain their skills and competeney to appropriate aut

el

— 1t
sk

NOTE

6.5

Avoid
due to
eviden
condu
use of

There
should

— If
— If

— If

evidence using the tools and methods selected to perform the tasks. It is also requiredth
e to provide evidence of their ongoing competency.

pof the pre-requisites for the DEFR are as follows:

tivities;

evant area of handling potential digital evidence; and

s the responsibility of individual(s) and the employer to ensuire that they are adequately t
ills and competency maintained.

Competence of a DEFR may vary from one jurisdiction to another.

Use reasonable care

any actions that could lead to spoliationtof potential digital evidence that are stored in
intentional or unintentional actions. FoF instance, exposure to magnetic fields may spoil
ce contained in magnetic storage ‘media. The DEFR should not access digital deV
cting a memory dump from a livedigital device, unless they have the required competend
reliable and validated processes.

are some circumstances when it is impractical to collect or acquire potential digital eviden
consider the following circumstances, but is not limited to only these:

there is no legal‘entitlement or authorization to collect the digital device;
[here is an\abligation to use other methods (e.g. to avoid interrupting a business);

the. DEFR wants to capture the method of operation of a suspect during abuse of a systen

at the DEFRs

f investigative

horities in the

rained and the

digital devices
otential digital
ces, such as
y and with the

ce. The DEFR

h:

— If

— If

it is a mission-critical digital device that cannot tolerate any downtime;

he collection or acquisition should take place covertly, It considered legal by the jurisdiction;

— If the physical size of the digital device is too large, such as a server at a data centre or RAID system;

— If

— If

it is a safety-critical digital device that would endanger life if stopped; and

it is a digital device that also services innocent parties.
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6.6 Documentation

Documentation is critical when handling digital devices that may contain potential digital evidence. The

DEFR should

adhere to the following points during documentation:

Every activity taken should be documented. This is to ensure that no details have been left out

during the identification, collection, acquisition and preservation processes. It may also be helpful in a
cross-border investigation whereby the potential digital evidence gathered from another part of the globe
can be traced accordingly.

the time
time sour
systems

cautious 1

The DEFH
as well th

as some nalicious programs may masquerade as well-known software.

Any movs

Documen
unique m

Examples of @ minimum set of documentation for cross-jurisdictional exchange of potential digital ev

are shown in A

NOTE Ref
information on d

6.7 Briefing

6.7.1 General

It is essential {
tasks, whilst
have a forma
investigation,

enough for m
extraction of g

6.7.2 Digita

| evidence specific

e. These t|me settings should be documented and noted |f any dlfferences are present
equire much user interaction in order to get the time and date settings. The DEFR, sha
ot to modify the system. Only properly trained personnel should retrieve these settings.

R should document anything visible on the digital device screen: active programs and pro
e names of open documents. This documentation should include a description of what is

ment of the digital devices should be documented in accordance-with local requirement.

t all unique identifiers of the digital devices and the associated-parts such as serial numbsg
brkings.

\nnex B.

br to the document management clause and record management clause of ISO/IEC 17025:2005 f
ocumentation.

hat the DEFR and DES are' adequately briefed by the relevant authority prior to performirn
pspecting any confidentiality laws and constraints (i.e. need to know basis). It is impor

briefing session/te~understand the incident, what to expect and not to expect duri
and a reminder against evidence tampering or spoliation. The briefing should be su
embers to betwell-prepared in discharging their roles and responsibilities; thus ensuri
| relevant potential digital evidence.

The DEFR should be senS|t|ve of the tlme and date settlng if the digital deV|ces are powered on. Compare

fesses,

visible

rs and

dence

r more

g their
tant to
ng the
fficient
ng the

A briefing sessi

details pertalnlng to the |nvest|gat|0n Dunng the brlefmg session, the DEFR and DES should be prowded with
the relevant information and detailed instructions related to potential digital evidence to be collected or

acquired. This

Date and

etc.);
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may include:

Type of incident (if known);

time of incident (if known);

Investigation plan (collection and/or acquisition, known network activity, known volatile data requirement,

Consider where and how the potential digital evidence is stored/transported after collection or acquisition;
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Specific tools needed to acquire the potential digital evidence;
Potential digital evidence that relates to specific types of investigation;

Equipment and manuals related to digital devices;

Reminding team members to switch off any Bluetooth or Wi-Fi capability on their phones/computers so

they do not inadvertently interact with the digital devices, except for phones/computers used to detect the
connections.

Significance of documentation throughout the investigation; and

Aj
th

This sj

6.7.3

A briefing session focusing explicitly on personnel specific guidance is needed to inform DEF

pertain
provid

As
oy
in
R
R

e\
m

This s

6.7.4

It is h
circum
may n
the in
Inform
order {

pplicable legal or other factors that may prohibit collecting any devices and potential d
by contain.

pecific briefing session may form part of the general briefing session as described in claus|

Personnel specific

ing to the parties involved in the investigation. During the briefing-session, the investigatir
bd with personnel related instructions. This may include:

hether other authorities (medical personnel, biological forensic investigators, etc.) are ¢
volved in the investigation;

bquiring team members not to accept technical assistance from any unauthorized individu

bquiring team members to follow the procedure strictly in minimizing the risk of spoiling
idence, such as avoiding use of any‘tools or materials that may produce or emit static
bgnetic field as these may damage)or destroy the potential digital evidence.

pecific briefing session may-form part of the general briefing session as described in claus|

Real-time incidents

ighly desirable (that the investigation of an incident should be planned in advance
stances (e.g-.When an incident is developing and being responded to in real-time) wher
bt have been-possible. In these situations, the team should be briefed on initial strategies
estigation/and allowed to develop new strategies and tactics in response to prevaili
ption-about the incident, as it develops, should be shared amongst the team as quickly
0 €nsure that decisions on actions to take can be made efficiently and with due regard {

bsignments, roles and responsibilities of investigation team-members at the incident scens;

gital evidence

e 6.7.1.

Rs on aspects
g team will be

xpected to be

als; and

otential digital
electricity or a

e 6.7.1.

but there are
e full planning
and tactics for
ng conditions.
as possible in
o the need for

hfion

justific

6.7.5

Other briefing information

Apart from digital evidence and personnel, other important information to be briefed to investigating teams
include:

location map (if available);

Investigation mandate;

search and seizure;
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Details of search warrants and other authorities applicable to the investigation, including the limits of the
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Legal asp

Investigat

Logistical

ects and implications;

ion timeframe;

Equipment needed to be brought to the incident scene for the investigation;

information; and

Potential conflict of interest.

The DEFR should avoid situations where accusations of inherent bias can be made. An example of inherent

bias is when

a DEER r\npinc one r\r\mpllh:\r and not another (fhnf later turns out to contain excu

patory

evidence) bas

6.8 Priorit

In prioritizing (
the reason th
should attemp
may be necej
relevance/potd
incident under|

Prioritization b
this. Potential
be easily dest
power supply
even if the pq

potential digital evidence can be easily tampered with or®e spoiled. Where it is not clear if digital d

contain potent
examine them
collection incl
automotive sy
evidence first
knowledge to

Upon identification, the DEFR should:

Prioritize

Take quig

NOTE1  Son
surrounding dig

bd on a perception formed by the briefing.

zing collection and acquisition

ollection or acquisition of potential digital evidence, it is imperative for the, DEFR to unds
b potential digital evidence is being collected or acquired. As a general ‘principle, the
t to maximize the amount of data preserved by collection and acquisition actions. How
bsary to prioritise items by volatility and/or relevance/potential evidential value. ltems

ential evidential value are those that are most likely to contain\data relating directly
investigation.

y volatility is only applicable if the specific circumstances ©f the case being investigated
digital evidence can be broken into two categories: yelatile and non-volatile. Volatile d3
royed or lost forever if due care to protect the data)isvhot applied. For example, remov
from a digital device may result in loss of volatilexdata. Non-volatile data remains on the
wer supply is removed. Since some types ‘of’digital evidence may have a short life

ial digital evidence, or which items are of\more relevance than others, it may be neces

prior to collection using a process to.determine priority. Digital devices to be conside
ide, but are not limited to; IT equipment and digital storage media, CCTV systems,
stems, control systems and improvised electronics. Acquire the most volatile potential
such as RAM, swap space,, running processes, etc. The DEFR should possess a
prioritize according to volatility.

potential digital evidence that would be lost forever if the power supply is removed; and
k actions to-collect and acquire this data with validated methods.

ne volatile data may change due to factors including but not limited to location, time and change
tal devices — ensure such data is preserved prior to moving the device.

rstand
DEFR
pver, it
bf high
to the

equire
ta can
ng the
media
span,
evices
sary to
red for
PEDs,
digital
sound

5 to the

NOTE2 Dig

tatdevices contaimingpotentiatdigitat-evidence may be—asourceof physicatevidencete-g—fingerprints,

DNA, etc.). DEFRs need to take care not to spoil such evidence and coordinate with the relevant evidence collectors

before proceedi

NOTE 3

ng to the next activities.

When encryption or malware is suspected, it is desirable to examine the volatile data.

In these circumstances, time may be a limiting factor during an investigation. In these cases, preference
should be given to potential digital evidence identified as relevant to the specific incident.
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6.9 Preservation of potential digital evidence

6.9.1

Overview

In preserving acquired potential digital evidence and collected digital device(s) during packaging, it is
important to secure these items in a manner that eliminates spoliation or tampering. Spoliation can result from
magnetic degradation, electrical degradation, heat, high or low humidity exposure, as well as shock and
vibration. Tampering can result from an act of intentionally making or allowing changes to the potential digital
evidence. It is therefore crucial to protect the potential digital evidence as best as possible, and use the
original data as little as possible. It is important that the DEFR is familiar with the packaging requirements
specific to the relevant jurisdiction.

6.9.2

All col
from Id
integri

The c
preser

systenmps or intrusion detection systems or another controlled environment for digital evidencs

The m
as end

The cq
the ds
resistd

dd

M
ta

NOTE
drainag

6.9.3

6.9.3.

Baseli

activiti

The DEFR should consider the sensitivity of the digital device to static electricity. If this is

Preserving potential digital evidence

ected digital device(s) and acquired potential digital evidence should be protected as f
ss, tampering or spoliation. The most important activity in the preservation grocess is t
y and authenticity of the potential digital evidence and its chain of custody,

bllected digital device(s) and acquired potential digital evidence should be stored in
vation facility that applies physical security controls such as agcess control systems

ain objectives of the physical security are to protect and prevent’loss, damage and tam
ble auditability.

llected digital device(s) should be wrapped or placed,in<appropriate packaging suitable fo

nt packaging can be used to avoid physical damageto any components of the device(s).

vice should be secured in an anti-static bag:

bin system units and notebook computers need to be secured in an appropriate cont
mpering or spoliation of the potential digital evidence that may reside in it.

The use of a Faraday bag,(or other Radio Frequency shielded packaging, can increase mobil
e. This may require provision of auxiliary power to the device while inside the bag, if resources pern

Packaging digitalkdevices and potential digital evidence

Baselineg‘activities: packaging of potential digital evidence

2S¢

ar as possible
b maintain the

an evidence
, surveillance
preservation.
bering, as well

r the nature of

vice to avoid contamination of the digital device(s)\prior to transporting to other location(s). Shock

B concern, the

ainer to avoid

e phone battery
nit.

ne activities should be conducted unless there is a good reason not to. This can also be feferred as the
minimyim aetions to be taken. During packaging, the DEFR should note and address the follg

wing baseline

Do not touch magnetic tape, but rather pick tapes up by their protective cases or areas that are known not

to contain data (e.g. edges of optical disks). This should only be done if the DEFR wears lint-free gloves.

NOTE The specific areas of storage media that are known not to contain data depend on the media type. It is the
DEFR's responsibility to know current technology and be familiar with storage media handling.

To ensure correct identification, the DEFR should label all potential digital evidence. Some

jurisdictions have specific requirements regarding the format of labelling evidential material. The DEFR
should be familiar with, and conform to, the requirements applicable in the matter at hand. The DEFR
should label all potential digital evidence, collected digital device(s) and any hardware parts associated
with the devices with tamper-evident labelling. The label should not be placed directly on the mechanical
parts of the digital device and should not cover or conceal important identifying information. All potential
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digital evidence in collected device(s) should be acquired and stored in a manner to ensure the integrity
of the evidence.

— When possible, digital devices with openings and movable components should be sealed with tamper-
evident labels that are appropriate for the devices, and the DEFR should sign on the seal.

— Devices that are attached to batteries with data that is volatile should be checked regularly to ensure that
the devices always have enough power supply.

— lIdentify and secure digital device(s) in a container suitable for the nature of the device against the
potential threats.

— Computers and digital devices should be packaged in such a way as to prevent damage from |shock,
vibration, |high altitude, heat, and exposure to radio frequency during transportation.

— Magnetic|storage media should be stored in packaging that is magnetically inert, anti-Static and free of
particles.

— Digital deyices may also contain latent, trace or biological evidence. As such, appropriate activities need
to be performed to preserve the potential digital evidence. Digital evidence imaging should be done after
latent, trece, or biological evidence collection processes are conducted. on.the devices. Howevgr, the
decision tp prioritize the collection of evidence should be evaluated thoreughly to preserve the evidgénce.

6.9.3.2 Additional activities: packaging of potential digital evidence

Additional activities refer to activities that are strongly recommended’to be carried out. During packagipg, the
DEFR should hote and address the following additional activities, where applicable:

—  Wear lint-free gloves and ensure that hands are clean @nd dry.

— Protect thie digital devices from the influence of electromagnetic sources (e.g. police radios, speakgrs, X-
ray machines). The packaging environment should be free of static electricity.

— The packfging environment should be freeof dust, grease and chemical pollutants that promote oxidative
deterioratjon and moisture condensation on the magnetic layer.

— Minimize fthe possibility of printsthrough (the transfer of a signal from one loop of tape onto an agjacent
loop), which may occur when“tapes are stored for long periods without active usage, resulting in poor
signal quality.

— Where ngcessary, thée_packaging areas should be free from UV light. UV may cause degradation ¢f DNA
or damage some_types of media. The DEFR should consider whether UV poses a risk to potential digital
evidence peforesselecting a packaging area.

— Digital deyices should be strongly protected from thermal shock.

6.9.4 Transporting potential digital evidence

The DEFR should preserve collected digital devices and acquired potential digital evidence during
transporting. Potential digital evidence should not be left unattended during the transportation process. The
DEFR should maintain the chain of custody throughout the transporting process to prevent possible tampering
or spoliation, and maintain the integrity and authenticity of the digital devices and potential digital evidence. If
the potential digital evidence is not transported by the DEFR or the DES, it is recommended that encryption is
used.

NOTE The DEFR should ensure that the collection of sensitive or personal information is in accordance with the local
jurisdictional laws and regulations on data protection.
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During packaging and transporting, the DEFR needs to be aware of the possible presence of electrostatic
discharge that may damage the evidentiary value of potential digital evidence. The DEFR should ensure that
computers and digital devices are packaged securely during transportation to prevent damage from shock and
vibration.

The transportation process should allow for a conducive and controlled environment. The level of moisture,
humidity and temperature should be suitable for the digital devices. Avoid keeping potential digital evidence
and digital devices in the transporting vehicle for prolonged periods and avoid them being in the presence of
uVv.

In some jurisdictions when circumstances do not allow, the DEFR is unable to accompany the evidence. In
such cases, utilization of appropriate and authorised shipping mechanisms can be utilized in order to assure

proper
packa
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je integrity should become part of the chain of custody.

stances of identification, collection, acquisition and preservation
Computers, peripheral devices and digital storage media
Identification

Physical incident scene search and documentation

context of this clause, computers are considered as, standalone digital devices that receive
Hata, and produce results. These computer devices are not connected to a network
cted to peripheral devices such as printers, scanners, webcams, MP3 players, GPS 5
s and so on. A digital device that has a network interface, but is not connected at the tin
Lisition, should be considered (for the purpose of this International Standard) as a standal

a computer with a network interface, but no obvious connection is found, activit

y incident scenes will contain various types of digital storage media. Digital storage mg
ata from digital devices and they vary in memory capacity. Examples of digital storage
e not limited to external jportable hard drives, flash drives, CDs, DVDs, Blu-ray disks
tic tapes and memory cards.

any acquisition grycollection can be done, safety aspects of potential digital evideng

fication of the

b, process and
, but may be
ystems, RFID
e of collection
pne computer.
es should be

dia is used to
media include
floppy disks,

e need to be

ered. These aspects are described in clauses 6.2.1 and 6.2.2. The DEFR should take care, however, to

themselves_that an apparently standalone device has not been recently connected
it is suspécted that an apparently standalone device has been recently disconnected,
be given 1o treating it as a networked device to ensure that other parts of the networ
ly. The:DEFR should note and address at least the following:

THREBEER should d I | brand of liqital devi | and identify all

to a network.
consideration
k are handled

computer and

peripheral devices that may need to be acquired or collected during this initial stage. Serial numbers,
licence numbers and other identifying marks (including physical damage) should be documented
wherever possible.

At the identification stage, the status of the computers and peripheral devices should remain as it is. If

the computers or peripheral devices are powered off, do not turn them on. If the computers or peripheral
devices are powered on, the DEFR should not turn them off which otherwise may spoil the potential
digital evidence.

If the computers are powered on, the DEFR should photograph or make a written document of what is

displayed on the screens. Any written document should include a description of what is actually visible

(e

.g. approximate window positions, titles and contents).
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A device that has batteries that may run down needs to be power-charged to ensure information is not
lost. The DEFR needs to identify and collect potential battery chargers and cables during this phase.

The DEFR should also consider using a wireless signal detector to detect and identify wireless signals
from wireless devices that may be hidden. There may be instances where a wireless signal detector is not
used due to cost and time constraints and the DEFR should document this. If any networked devices are
found, the DEFR should continue with the evidence handling process as described in clause 7.2.2.2 of
this document. Where active scanning (i.e. broadcasting and/or probing) for network devices is to be used,
the scanning devices should be switched off until an assessment on the possibilities of the device to
interact with other devices at the scene has been determined. Team members should remember that
certain devices at the scene can detect the presence of active scanning devices and the use of active
scanning may trigger actions that may spoil potential digital evidence, and can, in extreme circumstances,

result in the activation of concealed traps.
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7.1.1.2 No
The DEFR sh
identify the in
additional info
The DEFR ne

The DEFR m
relevant inforr
should be acg
device and usg
may request i

pme jurisdictions, it is permissible to switch on digital devices at a scene to determine its relevanc
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reserving the power state of the digital device, the results of the volatility and relevant prioritization
dered. If the decision is made that the most critical information is the non-volatile information on dig
ttem may have its console screen photographed and the power plug pulled. If the volatile inform
ant, then it is critical to leave the system powered on to allow its acquisition.

n-digital evidence collection

ould consider the collection of non-digital evidenceTo enable this, the team leader
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‘mation and documentation such as passwords:to the digital devices and other relevant

bds to document the name and designation ofthis individual.
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nation about the potential digital evidence or digital devices to be collected. Any responses

urately documented. These individuals may include the system administrator, the owner
ers of the computer and peripheral devices. During this verbal evidence collection, the
hformation such as the system configuration and administrator/root password. This ad

information may be helpful in the analysis stage of the potential digital evidence. These conversations

be documents

d to ensure that the details are accurate and the documented statement cannot be ch

The DEFR ne¢eds to be familiar«with relevant jurisdictional requirements relevant to non-digital evj

collection.

7.1.1.3 Deq

In deciding to
which include

Lision-making process for collection or acquisition

Collect-adigital device or acquire potential digital evidence, several factors should be cons
but are hot limited to the following:

of the
DEFR
litional
should
anged.
dence

idered

volatility of the potential digital evidence which was discussed in clauses 5.4.2 and 6.8,

data in RAM, on external tokens, smart cards, other devices or media,

Figure 1 illustr.
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criticality of the system which was discussed in clauses 5.4.4, 7.2.1.2 and 7.1.3 .4,
legal requirements of a jurisdiction, and

resources such as size of storage required, availability of personnel, time constraints.

ates the overview of decision-making process to do collection or acquisition.

existence of full disk encryption or encrypted volumes where passphrase or keys may reside as volatile
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.1  Overview

FFR can follow a number of guidelines for collection when the digital device is power
nhes are ideal and appropriate for-any cases; some guidelines are only relevant to 5
ingly, the guidelines can be categorized as baseline or additional. Baseline activities sho
rcumstances, whilst additionallactivities should be applied when relevant and applicable,
iqgue device or circumstances. Figure 2 illustrates the baseline and additional activitieg
bd on digital device collection.

Powered-on Powered-on
digital-device? digital device?
Yes No Yes No
A 4 A\ 4 A 4 A 4
Collection of powered-on Collection of powered-off Acquisition of powered-on Acquisition powered-off
digital device - Subclause | | digital device — Subclause digital device - Subclause digital device - Subclpuse
7.1.2.1 (Figure 2) 7.1.2.2 (Figure 3) 7.1.3.1 (Figure 4) 7.1.3.2 (Figure 9)
gure 1 — Guidelines for decision-making of collection or_acquisition of potential digital
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A 4
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Additional activity
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Handle additional |
1
1
1
1
1

Entry from
Figure 4
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the device whether %D
main battery or both
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NOTE All these activities should be in accordance with theocal jurisdictional laws and regulations.

Figure 2 — Guidelines for collection of powered on digital device

It is the DEFR's responsibility to know current technology and be familiar with storage media handling

guidelines.

7.1.2.1.2 Baseline activities: powered’on digital device collection

The following| baseline activities should be followed by the DEFR in all cases involving potential|digital
evidence. Thgse guidelines apply,when the DEFR has decided that a powered on digital device shquld be

collected:

22

Consider @n acquisition-of the digital device’s volatile data and current state prior to powering the system
off. Encryption keys)and other crucial data may reside in active memory, or in inactive memory that has
not yet been cléared. Consider logical acquisition when encryption is suspected. Where this is the case,
bear in m{ndrthat the live host operating system may be untrustworthy, so consider the use of apprppriate
trusted and‘validated tools.

The configuration of the digital device may determine whether the DEFR needs to shut down the device
through normal administrative procedures, or whether the device’s plug should be pulled from the power
socket. The DEFR may need to consult with a DES to determine the best approach given the specific
circumstances. If the decision is made to pull the plug, the DEFR needs to remove the power supply
cable by first removing the end attached to the digital device and not the end that attached to the socket.
Be aware that a device connected to a UPS may have data altered if the power cord is removed from the
wall and not the device.

NOTE 1 If the power is removed from a powered on digital device, any potential digital evidence stored in encrypted
volumes will be inaccessible, unless the decryption key is obtained. Potentially valuable live data could also be lost,
leading to damage claims or loss of human lives, such as corporate data or digital devices controlling medical
equipment. As such, the DEFR should ensure that volatile data is collected prior to removing the power supply.
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NOTE 2 There are hardware devices that allow the powered on device to be disconnected from utility power and be
transferred to portable UPS without interrupting power to the device. There are also mouse-jigglers that can be used

to prevent the screen-saver from activating. Both of these devices provide useful tools when dealing with a powered

on device where encryption may be active. When a powered on device is collected such that the power is maintained,

protection from mechanical shock, etc.

the packaging and transportation of a running system have to address issues associated with the provision of cooling,

Label, disconnect and secure all cables from the digital device and label the ports so that the system can

be reconstructed at a later stage.

Place tape over the power switch if necessary to prevent the switch changing state. Consider whether the

state of the switch has been properly documented prior to taping or moving.

.3 Additional activities: powered on digital device collection
ng are additional activities that are relevant depending on the configuration of the specifi

If jt is a notebook computer, ensure the volatile data is acquired before removing the battg

should remove the main power source battery first, instead of depressing the power

nq
is

tebook computer to shut it down. The DEFR should also take note if & power adapter is p
remove the power adapter after the battery is removed.

N
alfer information or delete information from the system before shutting down or to alert connected

urlexpected event has occurred so that they may erase data of evidential value before they are identi
bg configured to trigger a device intended to cause physical hatm to the DEFR and other individuals p

Place tape over the floppy disk slot, if present.

Mpke sure that the CD or DVD drive trays aresretracted into place; note whether these

empty, contain disks, or are unchecked; and‘tape the drive slot closed to prevent it from opsg

than hgrd-drive (or forensic tools flash drive).depending on the computers BIOS settings.

The DEFR should conduct non-digital evidence collection according to procedural laws to er
evidence is admissible.

7.1.2.2

7.1.2.2.1

Powered off digital devices

Overview

The DEFR can_follow a number of guidelines for collection when the digital device is power
activities contained in these guidelines are relevant in all circumstances. Thus a distinction
betwee¢nthese activities that apply in all cases (baseline activities) and those that may only

cases

t digital device.

ry. The DEFR
button of the
resent and if it

DTE 1 The action of depressing the power button on a digital devicé-may be configured to initiate @ script that may

systems that an
fied. It may also
resent.

irive trays are
ning.

If any bootable media is left in then when the machine is next powered up, it could boot from that media rather

sure that any

ed off. Not all
s to be made
apply in some

additional activities). Figure 3 illustrates the baseline and additional activities applicable

o powered off

digital device collection.
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Does No
the device Remove power source(s)
rely on battery directly from the device
source?

\ 4
Yes Label, disconnect and secure Additional No
—1 all cables and device ports, and media
place tape over the power switch involved?

N I 1
: Additiongl-aetivities i
1 I Yes

Remove power source and |
: battery T
I { :
! Remove hard disk drive (if y I
I scene conditions allow) Handle additional media 1
" according to media 1
| ¢ specific guidelines I
I Label hard disk drive and | | |
: document all details p Y
! :

Baseline activities

Figure 3 — Guidelines for collection of powered off digital device

It is the DEFR's responsibility to know current technology and be familiar with storage media hgndling
guidelines.

7.1.2.2.2 Baseline activities: powered off digital device collection
Following are the recommended baselie activities for collection when the digital device is powered off:

— Remove the power supply cable by first removing the end attached to the digital device and not the end
that attached to the socket-

— Disconnegt and secuseall cables from the digital devices and label the ports so that the system ¢an be
reconstrugted at a/ater stage.

— Place tapg over.the power switch if necessary to prevent the switch changing state. Consider whether the
state of thexswitch has been properly documented prior to taping or moving.

NOTE In most cases, the storage media should not be removed from the digital device until it is going to be acquired
as removing it increases the risk of damaging or confusing it with another storage media. Local procedures regarding the
need to remove storage media from degital devices should be developed and followed.

7.1.2.2.3 Additional activities: powered off digital device collection

Following are additional activities that are relevant to powered off digital device collection, depending on the
configuration of the specific digital device:

— First, ensure that the notebook computer is indeed powered off since some may be in standby mode. Be

aware that some notebook computers can be powered on by opening the lid. Then proceed to remove the
main power source battery from the notebook computer.
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If field conditions require the hard drive to be removed, the DEFR should take care to ground the digital

device to prevent static electricity from damaging the hard drive. Otherwise, the hard drive should not be
removed in the field. Label the hard drive as suspect disk and document all the details such as make,
model name, serial number and size of the hard drive.

P

lace tape over the floppy disk slot, if present.

Make sure that the CD or DVD drive trays are retracted into place; note whether these drive trays are

empty, contain disks, or are unchecked; and tape the drive slot closed to prevent it from opening.

NOTE

If any bootable media is left in then when the machine is next powered up, it could boot from t

than hard-drive (or forensic tools flash drive) depending on the computers BIOS settings.
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additig

nal activities applicable to powered on digital device acquisition.

bd off (such as mission-critical digital devices). In all these scenarios, the DEFR is requir|
te digital evidence copy of the digital devices’ storage media that are suspected of conts

nage cannot be obtained, accurate copies of specific/files suspected to contain potential d
be acquired. Ideally, both a verified master copy~and working copies should be produce
hould not be used again unless it is required*to’verify the contents of the working copy

EFR can follow a number of guidelines-for acquisition when the digital device is found to b

try into the registry and _modifications will most likely take place for whatever actions

5 are powered
but cannot be
ed to make an
ining potential

gital evidence
d. The master
or produce a

e powered on.
bpecific cases.

ingly, the guidelines can be categorized as baseline or additional. Consideration should e given to the

hat there are
require a USB
taken. Using
baseline and

© ISO/IEC 2012 — All rights reserved

25


https://iecnorm.com/api/?name=ba41f88b5a085fd0ec0aabb508648f5e

ISO/IEC 27037:2012(E)

Is live data

Perform live acquisition of non-
volatile data from a running device

Is
non-volatile

A 4

Is volatile No

Seal acquired data

»< data required from required from (if any)
the device? the device? y
——————————— 1
A 4
Perform inspection v 2+
of disk using crypto es
detection utilities Yes Can the fio
system be
seized?
A

Is
encryption in
use?

Perform live acquisition
of volatile data v

N
Goto @
Figure 2

|
|
|
T
|
|
|
|
Yes
1
1
1
|
|
|
|

Baseline 3ctivities

o)

71312 B

Following are
evidence acqy

— First, con
powered
connectio|
from dev
considerg

— Performin
acquisitio
decrypted
the netwqg

Figure 4 — Guidelines for acquisition ef powered on digital device

hseline activities: powered on digital device acquisition

the baseline activities that should(be followed by the DEFR in all cases involving potentia
isition on powered on digital devices:

sider acquiring the potential digital evidence that may otherwise be lost if the digital de
bff. This is also known.as volatile data such as data stored on RAM, running processes, n
hs and date/time seftings. In circumstances when it is necessary to acquire non-volati
ces that are still;running, performing an acquisition on a powered on system sho
d.

g live acquisition is necessary to acquire live data from devices that are still runnin

digital

vice is
etwork
e data
Lld be

j. Live

n of volatile data in RAM may enable recovery of valuable information such as network

rky.The processes are different, and require the use to different set of tools.

status,

appliecation and passwords. Live acquisition can be conducted on the console or remotlely via

— The DEFR should never trust the programs on the systems. For this reason, trusted tools obtained by the
DEFR (static binaries) are recommended whenever possible. The DEFR should be competent to use
validated tools and be competent to account for the effects such tools may have on the system (e.g.
displacement of potential digital evidence, content of memory being paged out when software is loaded
etc.). All the actions performed and the resulting changes made to the potential digital evidence should be
documented and understood. If it is not possible to determine the likely effect of introducing tools to the
system or the resulting changes cannot be determined with certainty, this should also be documented.

— When acquiring volatile data the DEFR should adopt the use of a logical file container where possible and
document its hash value once it contains the volatile data file(s). Where this is not possible, a container
such as a ZIP file should be used and then this file should be hashed and the value documented. The
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resulting file containers should be stored on a digital storage medium that has been prepared for this
purpose, i.e. formatted.

Execute the imaging process on the live non-volatile storage using a validated imaging tool. The resulting

digital evidence copy should be stored on a digital storage medium that has been prepared for this
purpose. Whilst it is preferable to use a new digital storage medium, the use of digital evidence copies
from validated processes ensures the integrity of the data when reconstructed. Therefore, a digital
storage medium that has been sanitized will suffice. If the image has to be stored in a logical file container,
the DEFR should ensure that the image cannot be corrupted or damaged.

NOTE

In situations where the device is locked down, physical access may be conducted via other

direct memory access enabled, e.g. Firewire interface.

means that has

7.1.3.
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.3 Additional activities: powered on digital device acquisition

ng are additional activities that are relevant to powered on digital device acquisition, def

configliration of the specific digital device:
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by be the case by inspecting the raw disk or using some crypto-detection utility. Where tf
ar in mind that the live host operating system may be untrustworthy and consids
propriate trusted and validated tools.

be a reliable time source and document the time of each performed action.

may be appropriate to associate the DEFR with the, acquired potential digital evidence
jnatures, biometrics and photography.

The action of depressing the power button op a digital device may be configured to initiate g
ormation and/or delete information from the system before shutting down or to alert connected
cted event has occurred so that they may erase data of evidential value before they are identified
red to trigger a device intended to cause, physical harm to the DEFR and other individuals present.
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b acquire the volatile data. Figure 5 illustrates activities that are applicable to powered of
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Figure 5 — Guidelines for acquisition of powered off digital device
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7.1.3.2.2 Acquisition of powered off digital device

Following are the activities for acquisition when the digital device is found to be powered off:

Ensure that the device is indeed powered off.

If appropriate, remove the storage from the powered off digital device if it is not yet removed. Label the

storage as suspect storage and document all the details such as make, model name, serial number and
size of the storage.

Execute the imaging process by using a validated imaging tool to create a digital evidence copy of the

suspect disk.
NOTE In nLost cases, the storage media should not be removed from the digital device until it is going to be'acquired
as removing it ifcreases the risk of damage or of confusing it with another storage media. Local procedures\regarding the
need to remove|hard disks should be developed and followed.
7.1.3.3 Migsion-critical digital devices
In some casep, the digital devices cannot be powered off due to the critical nature of the systems.|These
systems such|as servers at data centres that could also be servicing innocent,Clients, surveillance systems,
medical systems and many others that may be critically affected if they are\ interrupted or powergd off.
Special care should be taken when dealing with such systems.
When the digifal device cannot be powered off, conduct live and/or partial'acquisition, as discussed in dlauses
7.1.3.1.2and 7.1.3.4.
7.1.3.4 Paitial acquisition
Partial acquisifion may be performed due to several reasans, such as:
— the systern storage is too large to be acquired:(€’g. database server);
— asystem s too critical to be powered down;
— when only selected data to be acquired-Contains other irrelevant data within the same system; or
— when conktrained by legal autherity such as a search warrant that limits the scope of the acquisition.
When a decis|on has been made-to do partial acquisition, the activities for acquisition should include put are
not limited to the following:
— Identify folder(s),.file(s) or any relevant proprietary system options available to acquire the desired data,
— Conduct Ipgical.acquisition on those identified data.

7.1.3.5 Dig

ital storage media

Various types of digital storage media may be found at an incident scene. Usually these are the least volatile
type of data and can be the lowest priority during collection and acquisition. This does not mean they are not
important because in many cases, external digital storage media contain the evidence that the analysts are
looking for. The DEFR needs to ensure the following:

Check and document the location (e.g. drive bay, cable and connector, USB slot, etc.), make, model and
serial number (if any) of each digital storage media found.

Decide whether to collect the identified digital storage media or conduct on-site acquisition, the decision
should be based on the nature of the incident and available resources. In order to conduct on-site
acquisition of the digital storage media (primarily hard disk), refer to Figure 4.
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wrapped or placed in appropriate packaging.

If the DEFR decides to and is permitted to collect digital storage media, the collected media should be

Label all digital storage media and any associated parts with them. Evidence labels should not be placed

directly on the mechanical parts of the digital media, nor should it cover or conceal important information
such as the serial number, model number and part number. All media collected should be acquired and
stored in a manner to ensure the integrity of the collected media. When possible evidence should be
sealed with tamper-evident seals and the DEFR or personnel in charge should sign on the label.

Di

fferent digital storage media have different data retention capabilities. The DEFR shoul

The collected digital storage media should be stored in an environment suitable for data preservation.

be aware of

th
st

7.1.4

After the acquisition process is completed, the DEFR should seal the acquired data using verific

or digi
the se

availability of the potential digital evidence. In order to protect against.spoliation, the environn

should

u
(o]

—

al

-

acceptable maximum time period specified by the relevant jurisdiction, with regard
brage media’s data retention capabilities.

Preservation

al signatures to determine that the digital evidence copies are equivalent to the origina
curity aspects require controls that apply the principles of preserving“the confidentiality

be addressed with appropriate measures. The DEFR needs te ensure the following:

be an appropriate verification function to provide evidence that the copied files are eq
ginals.

may be appropriate to associate the DEFR with\the acquired potential digital evidence

to the digital

htion functions
s. In addition,
, integrity and
hental aspects

livalent to the

, using digital

signatures, biometrics and photography.
All the|digital devices that were collected need to.be appropriately preserved. Different types of |digital devices
may require different methods of preservation. The potential digital evidence needs to |be preserved

throug

NOTE
also ug
individd
without]

7.2
7.21

7.21.

hout its lifetime, which may vary acrgss’jurisdictions and organizational policy.

As an alternative to sealing the-acquired data with verification functions or digital signatures
e biometric features. Biometrics;uses physical and behavioural characteristics to determine th
al. By attaching a biometrig-feature to acquired evidence, it may ensure that the evidence cann
compromising the biometric'feature.

Networked devices
Identification

Overview

the DEFR can
e identity of an
ot be tampered

In the

context of this clause, network devices are considered as computers or other digital d

vices that are

connected to a network in either wired or wireless mode. These networked devices may include mainframes,
servers, desktop computers, access points, switches, hubs, routers, mobile devices, PDAs, PEDs, Bluetooth
devices, CCTV systems and many more. Note that if digital devices are networked, it is difficult to ascertain
where the potential digital evidence being sought is stored. The data could be located anywhere on the
network.

The identification of a digital device includes components such as manufacturer logos, serial numbers, cradles
and power adapters. The DEFR can consider the following aspects as a means of identification:

Device characteristics: The make and manufacturer of a digital device can sometimes be identified by its
observable characteristics, particularly if unique design elements exist.
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Device interface: The power connector is often specific to a manufacturer and a reliable aid to
identification.

Device label: For powered off mobile devices, information obtained from within the battery cavity can be
revealing, particularly when coupled with an appropriate database. For example, the IMEI is a 15-digit
number that indicates the manufacturer, model type, and country of approval for GSM devices; the ESN
is a unique 32-bit identifier documented on a secure chip in a mobile phone by the manufacturer - the first
8-14 bits identify the manufacturer and the remaining bits identify the assigned serial number.

Reverse lookup: In the case of mobile phones, if the telephone number of the phone is known, a reverse

lookup ca

n be used to identify the network operator.

Due to the g€
mobile device
and ensure th
may contain d

NOTE Ins
problems (e.g. 1

7.21.2 Phy

Before any ac
by either pho

5 that may be relevant to the case. The DEFR needs to secure the suspected incident
bt no individuals remove mobile or any other digital devices from the scene. Digital devic
gital evidence should be protected from unauthorized access.

pbme cases, the communication should not be interrupted. Inform the authorized individuals about g
ot to warn unknown individuals about the shutdown device).

ysical incident scene search and documentation

Huisition or collection can be done, the incident scene should\be’documented in a visual
ographing, videographing or sketching the scene as it appeared upon entry. The ch

documenting nethod needs to be balanced with circumstances, cost time, available resources and pri

The DEFR sh
as scribbled n

puld document all other items at the scene that may‘contain potentially relevant material

neral small size of mobile devices, the DEFR needs to take extra care to identify all t)lpes of

scene
s that

ossible

hanner
bice of
orities.
s such

30

btes, sticky notes, diaries, etc.

ed and
mobile
at the
ected,
N and

The DEFR should document the type, brand, model and*serial numbers of any digital devices us
identify al| digital devices that may need to be acquiréd or collected during this initial stage. All the
devices and their associated items such as memeory cards, SIM cards, chargers and cradles found
scene, their associated serial numbers and anyddentifying features should be documented and col
if required. Also try to find original packaging-of mobile phones; these might contain notes with P
PUK codes.

If the device is networked, the DEFR should identify services rendered by the devices to undgrstand
dependericies and to ascertain.the criticality of the devices within the network before decidjng on
disconnegting the device from ‘the network. This is important if the devices are serving mission{critical
functions |which cannot tolerate any downtime or to avoid destruction of potential digital evidence.
However,|if there appears to be ongoing network-based threats to the devices the DEFR may need to
decide on| disconnecting the device from the network to protect the potential digital evidence.

If the networked device is a CCTV system, the DEFR should note the number of cameras conneg¢ted to
the system, as well as which of these cameras are actively operating. The DEFR should also ngte the
make, mqdelrand basic settings of the system such as display settings, current record settings and the
storage lacation so that if changes have to be made to facilitate the collection and acquisition progess, it

is then possible to return the system to its original state.

As far as possible, the status of the digital devices should remain as it is. Generally, if the digital devices
are powered off, the DEFR should not turn them on and if they are powered on, the DEFR should not turn
them off. This may prevent unnecessary spoliation of potential digital evidence. A device that has
batteries that may run down needs to be power-charged to ensure information is not lost. The DEFR
needs to identify potential charging media and cable during this phase. If a device is to be transported
and examined at some indeterminate future date, it may be appropriate to switch it off in order to
minimize the potential for damage to the data contained in the device.

The DEFR should also consider using a wireless signal detector to detect and identify a wireless signal

from wireless devices that may be hidden. There may be instances where wireless signal detector is not
used due to cost and time constraints and the DEFR should document this.
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