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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedures used to develop this document and those intended for its further maintendnge are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg¢d for
the different types of document should be noted. This document was drafted in accordance with the

editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document(imay be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such pgatent
rights. Detalls of any patent rights identified during the development of the"document will be in the

Introductior] and/or on the ISO list of patent declarations received (see ww#.iso.org/patents).

Any trade name used in this document is information given for the cenvenience of users and dogs not

constitute ap endorsement.

For an explafation on the meaning of ISO specific terms and expreSsions related to conformity assessment,
as well as information about ISO’s adherence to the World Trade Organization (WTO) principles jn the

Technical Bafrriers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

The committee responsible for this document is ISO/HEC JTC 1, Information technology, Subcommnpittee

SC 27, IT Secyirity techniques.
Alist of all pprts in the ISO/IEC 27036 series caibe found on the ISO website.
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Introduction

-4:2016(E)

This document provides guidance on information security to cloud service customers and cloud service

providers. Its application should result in

increased understanding and definition of information security in cloud services,

increased understanding by the customers of the risks associated with cloud service
the specification of information security requirements, and

s to enhance

increased ability of cloud service providers to provide assurance to customers that they have

i
t

lentified risks in their service(s) and assoclated supply chains and have taken measur
hose risks.

This
The ¢
use 0
servi
and (¢
start
on. T

Hocument is intended to be used by all types of organizations that acquire or supply cl
ocument is intended primarily for risk owners in cloud service customers, who final
f the cloud service, and the individual accountable for the cloud seryice provided

Ce provider. The guidance is primarily focused on the initial link of the'first cloud serv
loud service provider, but the principal steps should be applied throughout the g
ng when the first cloud service provider changes its role to being-@cloud service cusf
he manner in which this change of roles is repeated and the nanner in which the sa
repedted for each new cloud service customer-cloud service provider link in the chain are c
document. By following the guidance contained within this . dectiment, it should be possi
seamless linkage of information security priorities visible across the supply chain. Informa
concgrns related to supplier relationships cover a broad¢range of scenarios. Organizatio
to improve trust within their cloud service provision‘should define their trust boundar
the risk associated with their supply chain activities,and then define and implement app
identffication and mitigation techniques to reduée.the risk of vulnerabilities being introdu
their|cloud service provision supply chain.

1SO/1
identjfying appropriate requirements foi’customers and providers. ISO/IEC 27017 and IS
provide guidance on how a cloud service customer and cloud service provider can implen]
and dperate information security fora cloud service. ISO/IEC 27036 (all parts) provides f
regailding specific requirements;to be used in establishing and monitoring informatior
supplier relationships. This dogcument is based upon the premise that a cloud service c
applied general information security according to an information security management sy
(ISO/IEC 27001). As a résult, much of the content is focused on the cloud service provider

on the capabilities type,service category and deployment model of the actual cloud servicg.

Typidally, cloud-§ervices are purchased “as is”; a cloud service customer has no ability 1
requgst changes to the cloud service being purchased. However, in certain cases, the c
the apbilityto-specify the service and the detail of that service, including the informat
arrarjgements required of the supplier. ISO/IEC 27036 is written to cover both of these d
This [do€dment is written to cover the first of these eventualities and refers to ISO/]

PS to manage

bud services.
[y accept the
by the cloud
ce customer
upply chain,
omer and so
me steps are
bntral to this
ble to have a
fion security
ns that wish
ies, evaluate
ropriate risk
ced through

EC 27001 and ISO/IEC 27002 framework and controls provide a useful starting point for

D/IEC 27018
ent, manage
irther detail
| security in
ustomer has
stem (ISMS)
and depends

o specify or
ustomer has
ion security
ventualities.
EC 27036-1,

ISO/IET Z7036-2 and ISO/TEC 27036-3 Tor the cases when security arrangements can be sp

For a cloud service customer, this means that when reading this document, it should be
is only addressing what are cloud service-specific security processes and controls. It is

ecified.

noted that it
assumed all

other general information security processes and controls necessary for the cloud service customer
organization are in place to handle information security in the cloud service to be or being used. The
general information security processes and controls are found in other ISO/IEC standards and in
particular ISO/IEC 27036-1, ISO/IEC 27036-2, ISO/IEC 27036-3, ISO/IEC 27017 and ISO/IEC 27018.
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Information technology — Security techniques —
Information security for supplier relationships —

Part 4:
Guidelines for security of cloud services

1 S
This
a)

cope
Hocument provides cloud service customers and cloud service providers with,gifidanc

aining visibility into the information security risks associated with the‘use of cloud
hanaging those risks effectively, and

8

=

I
i

b) responding to risks specific to the acquisition or provision of €loud services that

hformation security impact on organizations using these servicgs:

This
cloud

Hocument does not include business continuity managenient/resiliency issues invol
service. ISO/IEC 27031 addresses business continuity.

This
and d

Hocument does not provide guidance on how a clpud service provider should implemn
perate information security. Guidance on those€an’be found in ISO/IEC 27002 and IS

The
secut

cope of this document is to define guidelines supporting the implementation of
ity management for the use of cloud services.

2

The following documents are refetrred to in the text in such a way that some or all of {
constlitutes requirements of this;document. For dated references, only the edition cited
undated references, the latest'edition of the referenced document (including any amendmg

ormative references

ISO/IEC 17788 | ITU-T.Rec. Y.3500, Information technology — Cloud computing — O
vocalQulary

[SO/IEC 27017 | ITU-T Rec. X.1631, Information technology — Security techniques — Code 0
information secufity controls based on ISO/IEC 27002 for cloud services

ISO/IEC 27036-1, Information technology — Security techniques — Information securit]
relationships — Part 1: Overview and concepts

e on

services and
can have an
yed with the
ent, manage

D/IEC 27017.

information

heir content
applies. For
nts) applies.

verview and

f practice for

b in supplier

ISO/IEC 27036-2, Information technology — Security techniques — Information security in supplier

relationships — Part 2: Requirements

ISO/IEC 27036-3, Information technology — Security techniques — Information security in supplier
relationships — Part 3: Guidelines for information and communication technology supply chain security

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27036-1, ISO/IEC 27036-

2,ISO/IEC 27036-3 and ISO/IEC 17788 | ITU-T Rec. Y.3500 apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2016 - All rights reserved
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ISO Online browsing platform: available at http://www.iso.org/obp

4 Structure of this document

This document should be used in combination with the other parts within ISO/IEC 27036. Itis necessary
to follow ISO/IEC 27036-1, ISO/IEC 27036-2 and ISO/IEC 27036-3 to implement the guidelines. This
document should be used as additional guidelines for information security specifically addressing
cloud services; security controls for cloud services are found in ISO/IEC 27017 and ISO/IEC 27018.
Mapping of security controls can be found in Annex A. This document is structured to be harmonized
with ISO/IEC/IEEE 15288 and ISO/IEC 12207. Clause 6 mirrors lifecycle processes provided in those

two standands—TFhis—documentisalsoharmonizedwith 1SQAEC 27017 and providesa—mapping of
ISO/IEC 27017 information security controls to the lifecycle processes in Annex B.

NOTE 1 Cljuse 6 is particularly applicable to public cloud deployment models.

NOTE 2  Injeach table presented in Clause 6, a blank column is inserted between the columnsyf “cloud s¢rvice
customer” and “cloud service provider”. This blank column indicates that the guidance given for cloud service

customer and

The docume
documents.
security.

5 Key clg

5.1 Charg

According tq
service cate
Architecturg
in which a ¢

cloud service provider are separate and not related.

nts named in this document are generic and do not need to be elaborated or be sep
Organizations should use existing documents to integrate\cloud service supply

pud concepts and security threats and risks

cteristics of cloud computing

the definition of cloud computing, underpinning the cloud capabilities types and
bories are a number of technologies (siich as server virtualization and Service Ori
) that enable provision of the servicerThese cloud services typically use shared reso
loud service provider can move and process a cloud service customer’s informati

deliver the npost efficient service at minimal-cost.

ISO/IEC 177
cloud servic

a)
b)

applicat

infrastr

c) platfornj.

Within ISO/
service from

B8 defines three cloud capabilities types which are typically shared and consumed by

on,;

iIcture;

EC 27036, the term “acquirer” is used to indicate a stakeholder that procures a prods
another party and an organization; the term “supplier” is used for an individual that g

into agreem

entwith the acquirer for the supply of a product or service, respectively. In this docu

e customers in supplier relationships. The following are the defined capabilities types|:

arate
chain

cloud
bnted
urces
on to

many

ict or
nters
ment,

the terms cloud service customer for the acquirer and cloud service provider for the supplier are used
to differentiate between the roles in supplier relationships and to highlight specific roles regarding
cloud services.

There are differences and similarities in acquisition process between public cloud deployment models
and ICT outsourcing as shown in Figure 1. The following highlights differences between use of cloud
services based on the public cloud deployment model and other information services.

a) The cloud service is generally standardized with limited flexibility for customization;

b) The cloud service provider provides the cloud service customers with pre-determined information
security controls;

c) The cloud service provider does not usually accept an audit being conducted by an individual
customer;

2 © ISO/IEC 2016 - All rights reserved
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d) The cloud service customer’s information security depends on the cloud service provider’s ability
to implement information security in the cloud service for the customer;

e) The cloud service provider offers the service to the cloud service customer with a pre-determined
agreement to be used as is without changes;

For hybrid or private cloud deployment models, these statements may not be applicable and there
may be the possibility of negotiating the service provided, the information security controls to be
implemented and the agreement for the use of the cloud service.

Acquirer party Relationship Supplier party
Acquirer organization ICT outsourcing; hybrid Supplier organization
* Sets information security or private cloud e Offers fulfilment of information
requirements deployment models security requirements based on

¢ Communicates requirements
* Negotiates fulfilment in
agreement Negotiation
* Determines and accepts Negotiates terms and fulfilment
residual risk Determines and accepts supply:
e Signs agreement Both parties risks with the agreement

accept o :
Agreement Signs agreement

communicated acquirer
requirements
Offers price

I

- Public cloud - N
Cloud service customer deployment model Cloud service provider

. Deter.mmes security Non-negotiable offer . Determlnes 1I}f0rmat10n
requirements for security requirements based
. . . Acceptance . )
information applicable to on s€rvice business model
the service Describes information security
* Evaluate and accept controls
residual risk Af;elit‘jd ¢ Offers service level of
. Sis . . .
¢ Accept service Yes/No Agreement 1nfo.rmat10n s.ecurlty
* Delivers service when
accepted

I

Figure 1 — Differences and siniilarities between ICT outsourcing and public cloud
deployment models

5.2 |Cloud service threats and associated risks to the cloud service customer

Cloud service customers.are responsible and accountable for the information security riskg incurred by
the upe of information(system services offered by external suppliers, including cloud servige providers.
Cloud service customeérs are responsible for evaluating the risk of using a cloud service and deciding
whether to use the\service and selecting a specific provider. The risks related to a cloud gervice differ
depending onthe combination of cloud capabilities type, service category and deployment fnodel. While
applitable thyeats are similar to those related to ICT, the cloud environment changes the cpnsequences
to th¢ clodservice customer that may result from an incident. For example, the “lack of visjbility” that a
cloud setwvice customer will have into the provided service means that the customer will hajve increased
difficulty 1n determining that an Incident Is In progress which might delay defensive measures and
remediation. That would, in turn, increase the consequence (and therefore the risk) although the threat
has not changed (e.g. malware attack).

It is essential from the cloud service customer perspective that the risks are dealt with as part of
customer risk assessments. The risk evaluation depends on the assets to be transferred and used in the
cloud service and the significance of those assets to the business.

The risks and threats depend on the factors discussed above and the sector where the cloud service and
deployment model are applied. For example, there may be different risks and threats in the health care
sector compared to the construction sector. Cloud service customers may require different levels of
assurance depending on the risk acceptance criteria of the customer and additionally on the sector the
cloud service and deployment model are applied.

© ISO/IEC 2016 - All rights reserved 3
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Cloud service customers have limited control over the location, access, processing and protection of
information placed in the cloud service. Additionally, cloud service customers may not be made aware of
incidents, breaches, failures or other issues affecting the service in a timely manner. The limited control,
coupled with a lack of information about the cloud service performance and security, presents a major
risk of using the cloud service. When making an acquisition decision, the cloud service customer will
need to evaluate these risks in relation to the information to be placed in the cloud and the dependence
of the business on the information and the cloud service.

As most cloud services are not auditable by the cloud service customer, third-party assurance might be
useful to evaluate and possibly reduce risks, provided that the scope of the assurance given by the third
party is relevant for the actual cloud service.

5.3 Cloud service threats and associated risks for public cloud deployment model

The threats pnd associated risks for a cloud service customer vary among the cloud capabilities
ent model. Typical threats and risks for a public cloud deployment model-are depict

and deploy
Table 1.

Table 1 —

Typical threats and risks associated with cloud capabilities typés in a public clq

deployment model

Lypes
ed in

bud

Typical thre

ats and risks

Infrastructure
capabilities type

Platform capabi@og‘
type .\

Application capabil
type

ities

Lack of contH
the cloud ser
data are stor]

ol on where
vice customer
bd

Where cloud service customer data are stored (integrity, traceability and priy

acy)

Unknown ac
cloud servicd
data

ess to stored
customer

Who has access to or availability of stored cloud service customer data (availab

ility)

Unknown da
sion process

fa transmis-

How cloud service customer 'data are communicated (confidentiality, privacy

integrity)

hnd

Unknown su
ministrator d
user access

beruser, ad-
r privileged

Who has higher privileges (integrity, traceability, confidentiality and privacy)

Lack of prot¢
malware

ction against

Malware, €¢tc(all aspects)

Malware related to
unsecure platforms (all
aspects)

Malware related to ap
cations (all aspects)

pli-

ment in application layer
development

Unknown acgess rights Notapplicable Access and rights through |Access and rights through

to cloud servjce customer administrator rights (con- |user rights (confidentjiali-

data fidentiality, privacy and  |ty, privacy and integr|ty)
integrity)

Lack of log d4ta Not applicable Lack of log data (traceabil- |Lack of log data from pp-
ity and integrity) plication (traceabilityjand

integrity)

Unknown integrity of Not applicable Integrity of platforms (all aspects)

platforms

Uncontrolled application |Not applicable Not applicable Uncontrolled changes

layer changes (integrity)

Lack of security require- |Not applicable Not applicable Lack of security require-

ments in development (all
aspects)
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Table 1 (continued)

Typical threats and risks

Infrastructure
capabilities type

Platform capabilities
type

Application capabilities
type

Inability to retrieve cloud
service customer data dur-
ing service provision

Not applicable

Not applicable

Lack of service or other
issue, stopping retrieval
of cloud service customer
data (availability)

Uncertainty about control
over cloud service custom-
er data during and after

Poor understanding of
ownership of cloud service
customer data such as net-

work trafficinformation

Poor understanding of
ownership of cloud service
customer data such as

Poor understanding of
ownership of cloud service
customer data such as

servi

e nrovision
r

(availability)

userinformation etc
0

(availability)

user inFr\v'maf"on' etc.

(availabilitsp

Inability to determine
whether cloud service
custgqmer data have been
complletely deleted at ser-
vice fermination/end

Lack of assurance that
cloud service customer
data (such as processing,
storage or networking
usage) have been deleted
(confidentiality and avail-
ability)

Lack of assurance that
cloud service customer
data (such as development
versions of applications,
test data and execution
environments) have been
deleted (confidentiatity
and availability)

Lack of assurgnce that
cloud-service fustomer
data(such as applica-

tion usage, type of data
processed and application
user data) have been delet-
ed (confidentiality and
availability)

NOTE

5.4

Table 1 indicates where risks occur in a public cloud deplgyment model.

Cloud service threats and associated risks for hybrid cloud deployment

:Lodel
Typidal risks and threats listed in 5.3 apply depending on the service. Even if general secufrity controls

can he applied to a hybrid cloud service, specific:cloud service information security may be needed

depending on the service.

5.5

Typidal risks and threats listed in 5.3\apply depending on the service. These risks can

Cloud service threats and associated risks for private cloud deployment model

be adjusted

throygh dialogue between the parties. In this dialogue, the cloud service customer can dommunicate

their

requirements for the private-cloud while the cloud service provider can tailor security controls

to mifigate applicable risks which will need to be accepted by the customer. It is important to consider
exit qontrols in ISO/IEC 27002 and relevant processes in ISO/IEC 27036-3 regarding refrieving and
destrjuction of information.
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6 Information security controls in cloud service acquisition lifecycle

6.1 Agreement processes

6.1.1 Acquisition process

Cloud service customers should consider the following in their acquisition process, in addition to
requirements and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Cloud service customer

Cloud service provider

a) Establish 4

formation se
service prov

2) Assure
cloud servicq
vider by assi
nication bety
provider.

3) Define ¢
sibilities bety
cloud service

4) Contain
cloud-specifi

5) Extend
services.

SUpplier relationship strategy to

1) Allow the customer to understand the in-

Curity in place at a particular cloud
der.

tmooth communication between
customer and cloud service pro-
bning points of contact for commu-
yeen cloud service customer and

lear allocation of roles and respon-
veen cloud service customer and
provider.

guiding principles for mitigating

C risks as stated in 5.2, and

existing security policy to cloud

Not applicable

© ISO/IEC 2016 - All rights reserved
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6.1.2 Supply process

Cloud service providers should consider the following in their supply process, in addition to
requirements and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Cloud service customer Cloud service provider

Not applicable a) Define the scope of responsibility which the cloud
service provider should accept. When the cloud
service provider is a cloud service customer of other
cloud services, the cloud service provider should also

specify the responsibility for its use of such services.

PIENE 3 MR TR B
DO DTTIAI T alld PUDITSITICS T©SPOUITSTOTIICY for the cloud

service that it provides.

¢) Provide information and funetionalitly about the

cloud service provider’s protection of t
vice customer’s information,

d) Disclose, if possible;thé most curren
preferably from a thitdparty, which en
reliability of the cloud service provider
of customer information and the certai
information,Security controls of the clo
provider.

he cloud ser-

[ assurance,
sures the

s protection
hty of the

ud service

e) Des¢ribe secure backup/archive capgbility of the

cloud service.

) Describe resilience measures (including business
continuity and disaster recovery plans) for the pro-

vided cloud services.

g) State the process for notifying cloud

kervice cus-

tomers of changes in cloud service provjiders.

h) Provide assurance evidence such as third-party

audit certificates or audit/attestation r
for the cloud service.

i) Establish requirements for handling
and for providing logical and physical s
information for cloud service customer

pports, etc.

nulti-tenancy
eparation of
5.

j) Establish requirements for the secur¢ transfer of

cloud service customer’s assets.

1) Establish requirements for restrig

ting the

movement, transmission and storage of the cloud

service customer’s information.

2) Define methods and acceptance cifiteria for
assessing cloud service providers regailding the

ability to provide logical and physical s
information for cloud service customer

3) Define processes for transition of

pparation of
5.

he cloud

service customer’s assets to a different
provider.

cloud service

4) Define process for disposal or confirmation of
disposal of the cloud service customer’s assets in

the cloud service provider’s computing
upon contract termination.

environment

k) Define processes for gathering and analysis of con-
tractual documents related to information security
of the cloud service, which can include Service Level

Agreements (SLA).

© ISO/IEC 2016 - All rights reserved
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6.2 Organizational project-enabling processes

For organizational project-enabling processes, ISO/IEC 27036-2 and ISO/IEC 27036-3 should be

followed.
6.3 Project processes

6.3.1 Project planning process

Security of cloud services should be considered in this process, but there is no specific guidance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.3.2 Project assessment and control process

Security of ¢loud services should be considered in this process, but there is no specifie guidar

addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.3.3 Decision management process

Security of ¢loud services should be considered in this process, but thereds no specific guiday

addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.3.4 Risk management process

Cloud servige customers and cloud service providers should consider the following in theij
managemenf{ process, in addition to requirements and guidance provided in ISO/IEC 27036-2

ISO/IEC 270B6-3.

ce in

ce in

risk
and

(loud service customer

Cloud service provider

a) Specify the type, classification and importance
of informatiqn that may be handled in the cloud
(e.g. commerfial information, intellectual prop:
erty, legal, refgulatory and privileged informa-
tion, logisticgl information, management.infor-
mation or pefsonally identifiable information).

b) Specify ledal/regulatory risks toithe organ-
ization (e.g. dopyright, information:protection,
financial regplation, privacy breach and corpo-
rate governahce) related toitheinformation to be
handled in tHe cloud seryice:

¢) Evaluate risk and accept residual risk.

a) Deliver the security service levels specifig
the SLA agreed with the cloud service custo

b) Manage the termination process and asso
ated information return and/or disposal in

cloud service.

din
mer.
Ci-
he

6.3.5 Configuration management process

Cloud service customers and providers should consider the following in their configuration management
process, in addition to requirements and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Cloud service customer

Cloud service provider

a) Determine the impact of changes to the service.

a) Any changes in the service should be analysed
by the provider and compared to the agreed

service.

b) Notify cloud service customer of any changes

to service.
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6.3.6 Information management process

Cloud services security should be considered in this process, but there is no specific guidance in addition
to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3. In addition, as part of the information
management process, the guidance is that privacy of data should be considered and determined
if it is applicable from both the cloud service customer and cloud service provider point of view for
authentication and other relevant information processes.

The cloud service provider should especially determine if there are any identity data that are also
considered as privacy information due to the technical authentication solution of the provided cloud

service. This type of information is normally only known by the cloud service provider and not the
Clou CQV“YII‘D customarifnat cammunicatad Tha datarmination if ~uthaonticatian datq qrg also privacy

ottt toO I eI Iro T T oo rrrcort e o rre-ore e rrrrror e r o orercrre rrereorcrotrororcer ot

information can vary depending on different legal aspects defining data as privacy information and the
actudl cloud service model.

6.3.7] Measurement process

Cloud services security should be considered in this process, but there is no specific|guidance in
additjon to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4 |Technical processes

6.4.1] Stakeholder requirements definition process

Cloud services security should be considered in this~process, but there is no specific|guidance in
additjon to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.2| Requirements analysis process

Cloud services security should be considered in this process, but there is no specific|guidance in
additjon to that provided in ISO/IEC 270362 and ISO/IEC 27036-3.

6.4.3| Architectural design process

Cloud services security should be considered in this process, but there is no specific|guidance in
additjon to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.4) Implementation process

The fpllowing should be included as part of the implementation process to ensure that the ¢loud service
custgmer and-cloud service provider are appropriately managing the security risks, irf] addition to
requirements-and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Cloud service customer Cloud service provider
a) Implement the cloud service in a stepwise a) Implement, manage and run security
manner, especially if sensitive or critical controls.

information is to be stored or processed on
a cloud service. The cloud service customer
should deploy the cloud service by a phased
approach in order to reduce risks. The cloud
service customer should deploy a part of the
cloud service which has less risk and expand
the use of the service in a stepwise manner,
while overviewing the situation.
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6.4.5 Integration process

Cloud services security should be considered in this process, but there is no specific guidance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.6 Verification process

Cloud services security should be considered in this process, but there is no specific guidance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.7 Transition process

Cloud serviges security should be considered in this process, but there is no specific guidafijce in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.8 Valigation process

Cloud servides security should be considered in this process, but there is ng specific guidarce in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

6.4.9 Operation process

The following should be included as part of the operation process to ensure that the cloud service
customer ard cloud service provider are appropriately managing the security risks, in additipn to
requirements and guidance provided in ISO/IEC 27036-2 and ISQ/IEC 27036-3.

(loud service customer Cloud service provider
a) Implement a “cloud use policy” and arrange a) Provide information and functionality thdt are
training for gersonnel. defined in supply process to the cloud servide
customer.

b) Monitor clpud service changes and address the
impact of thqgse changes. 1) Establish an operation process to provide
the information and functionality appropriately

c) Collect inf¢rmation on and respond to infor; .
to cloud service customers.

mation secutrjity incidents related to the cloud
service. 2) Provide information and functionality
through the operation process.

3) Monitor to ensure that the process is oper-
ated appropriately and to evaluate the procgss
when necessary.

b) Monitor the activity of the cloud service
customers within the scope of the agreemenit
between the cloud service provider and the floud
service customer and notify the corresponding

cloud service customer when the activity cah
affect the provision of the cloud service

¢) Monitor the activity of the cloud service
provider and ensure accountability of all actions
done to the cloud services or the infrastructure
for cloud service provisioning.

6.4.10 Maintenance process

Cloud services security should be considered in this process, but there is no specific guidance in
addition to that provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.
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1 Disposal process

Cloud service customers and cloud service providers should consider the following in their disposal
process, in addition to requirements and guidance provided in ISO/IEC 27036-2 and ISO/IEC 27036-3.

Cloud service customer

Cloud service provider

a) Co
natio

nfirmation of information disposal at termi-
n of service use in the cloud service.

a) Establish a process to log the information dis-
posal when disposing of cloud service customer’s
assets with the consent of the cloud service cus-
tomer terminating the use of the cloud service.

b) Establish a process to maintain the disposal

log appropriately.

upon a request from a cloud.se¢rvice

c) Establish a procedure to disclose dlisposal logs

fustomer.

7 1

7.1

7.1.1

The ¢
the c
Conti
of the

A clo
has t
the c
indus
mind
cloud

nformation security controls in cloud service providers
Overview

Control sets related to cloud service deployment model

bmbination of capabilities type, service category, deployment model and target cust
ols should be applied by the cloud service provider.to meet the risk appetite and the r
cloud service customer.

1d service provider that wants to attract ¢loud service customers with high demand
b apply more protection and provide a hiigher degree of assurance to the market. Thi
oud service provider should anticipate the cloud service customer’s security needs

try context (sector), geography, legal context, etc. The cloud service provider should
that while it is the customer who needs to comply with legal and regulatory requi
service provider’s ability to address this need defines the success of the provider.

The focus of Clause 7 is the control set related to the public cloud deployment model in

with
such

7.1.2

different cloud capabilities types. Specific and detailed controls can be found in oth
hs [ISO/IEC 27017 oxISO/IEC 27018.

Setting information security controls at a cloud service provider

It is likely that the cloud service customer has already a set of requirements that has t

using
requ

standaxds and referring to them, the cloud service provider can more easily demonst]

ontrols applied to mitigate risks and threats related ¢¢-a cloud service can differ depending on

bmer profile.
pquirements

b on security
5 means that
based on the
also keep in
rements, the

combination
br standards

b be met. By
rate how the

'Tements can be met and then gain acceptance from the cloud service customer.

A 1 1 : LA | 1 14 | : 11 :
ny CTOUTSTT VICT PLOVIUTT SITUUIU COIISIUCT, TIT gCIHITT dl, T1dVIITE

a)

a

n ISMS in place (ISO/IEC 27001),

b) the required control set for the organization,

c)

the required control set for the actual cloud service, and

d) apolicy, statement or other communication method to state the information security of the service
to actual and potential cloud service customers.

Having an ISMS should be the basic platform for information security within the organization of the

cloud

service provider.
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The actual control set should then vary depending on the cloud service in combination with deployment
model and the anticipated acceptance criteria by the cloud service customer. How the controls are
implemented should also be of concern, which should be determined by the cloud service provider and
communicated to the market/intended customers. Note that lack of controls, etc. for the actual cloud
service will result in less implemented information security and that can be an active choice by the
cloud service provider for business reasons.

A cloud service provider can increase trust of cloud service customers (existing and potential) by
articulating their information security practices as follows:

a) demonstrating alignment of the part of the organization providing the cloud service(s) with an
applicableinformationsecurity management-standa ich g 001,

b) demonsfrating alignment with applicable security controls, based on the nature of the service and
the requirements of the market where the service is delivered.

The cloud service provider should communicate alignment with information security managgment
standards aipd security controls to prospective cloud service customer(s). This cancbe’accomplishied by
stating specjfic standards and controls with which the cloud service is aligned- While this aligrniment
will reduce tlhe risks to the cloud service customer, it will not eliminate them.

Figure 2 highlights how a cloud service provider can use information security standards to asdist in
protecting bjoth the provider organization and the cloud capabilities and-service categories offered to
cloud servic¢ customers.

(Drganization level Service level
Apply to all services Apply depending on capabilities type
and cloud service category
ISO/IEC TSO7IEC
27001 . ISO/IEC
| - 7 Capabilities 27036-1 27017
1SO/IEC . . | bype 270362 ——
Cloud service provider;— } N
27002 L . 27036-3
| 2/t ¢ Determines information Applicati 27036-4 ISO/IEC
security requirements,based pplication g | 27018 J
ISO/IEC on service business model > <
ﬂr * Describes inforfmation Platform I;?g;ic 1SO/IEC
security controls 7 | 27002
Ig;)é(l)ic » Offers service level of > < 4
il information security Inf ISO/IEC
1S0/IEC * Delivers service when nirastructure | 27034 ) | ISO/IECH
4ccepted \I J Other
27005 1S0/IEC ‘E
27040
ISO/IEC —
27007
ISO/IEC
27031

Figure 2 — Example use of security standards at a cloud service provider

For further mapping of relevant controls to cloud services and deployment models, see Annex A.
7.2 Public cloud deployment model

7.2.1 Infrastructure capabilities type

A cloud service provider should implement the controls stipulated in ISO/IEC 27002 to ensure security
of the infrastructure which the cloud service provider provides to its cloud service customers.
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The main controls are as follows:

a) ¢

b) c

ontrols for network security (including network access);

ontrols for communication security (including cryptography);

-4:2016(E)

c) controls for storage security (including physical storage and security during the lifecycle);

d) malware protection;

e) monitoring;

f)
g i
h) i
i) e
H
In ad

Y Trtertr SeTere 5

lentity management;
ncident management;

stablishment of treatment of intellectual property rights of cloud setvice custor]
ackup services are provided.

dition, a cloud service provider should implement controls stipulated in ISO/IEC 27

out the responsibilities shared with its cloud service customers.

7.2.2

A clo
provi
a clou
the p

The 1
a) 4

¢
b) n
c d
d) ¢
e) ¢

o

In ad

Platform capabilities type

1d service provider should ensure that security ofithe infrastructure and platform
sion of platform capabilities type functionality is'at the same level with its services.
1d service provider should perform the contrals stipulated in ISO/IEC 27002 to ensur

hain controls are as follows:

ccess controls (user and administrative access for both cloud service customer and ¢
rovider);

hanagement of logging;
ontrols over OS integrity;
ontrols over OS change;

stablishment_oftreatment of intellectual property rights of cloud service custorn
ackup seryjces are provided.

dition, a-cloud service provider should implement controls stipulated in ISO/IEC 27

out the respensibilities shared with its cloud service customers.

hers in case

017 to carry

used for the
Additionally,
e security of

atform services which the cloud service prowider provides to its cloud service custoners.

loud service

hers in case

017 to carry

7.2.3

Application capabilities type

A cloud service provider should ensure that security of the infrastructure and platform used for the
provision of application capabilities type is at the same level with application services themselves. Also,
a cloud service provider should perform the controls stipulated in ISO/IEC 27002 to ensure security of
the application services which the cloud service provider provides to its cloud service customers.

The main controls are as follows:

a) ¢
b) c

c) ¢

ontrols for access and user rights;
ontrols for application changes;

ontrols for application services usage and transfer.

© ISO/IEC 2016 - All rights reserved
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Cloud service providers should implement controls described in ISO/IEC 27017. Additional information
about securing the application development lifecycle can be found in ISO/IEC 27034 (all parts).

7.3 Hybrid cloud deployment model

All the controls listed for the three cloud capabilities types above should be applied depending on the
actual capabilities types and service categories in use.

7.4 Private cloud deployment model

All controls

14

for a supplier listed in ISO/IEC 27017 apply.
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Annex A
(informative)

-4:2016(E)

Information security standards for cloud providers

The purpose of information security management for the cloud service customer is to protect the
customer’s own information consistently, regardless whether a cloud service is used or not.

On th
to pr

e other hand, the purpose of information security management for the cloud servio
pvide better cloud service as well as to protect its own information. Thereforef the ¢

e provider is
loud service

provider needs to expand information security measures in order to protect the information of the

cloud

Table

service customer as part of service management.

A.1 provides cross-references for cloud services and deployment models an

infor

capabilities types, the controls listed are assumed to be hierarchical. Some controls are dir

and s
guidd

It shguld be noted that Table A.1 is guidance only and there may be other suitable controls a

other
1SO/1

mation security and cloud security standards. When looking ‘dt" platform and

nce for reviewing and determining the importance of relevant'controls.

standards as per the right-most column in the table (“Additional reference to othe
EC standards”).

1 applicable
application
ectly related

ome more indirectly related to the cloud capabilities type and deployment model, andl Table A.1 is

hd especially
I supporting
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Table A.1 — Cross-references for cloud services and deployment models and relevant standards

. Additional Additional
Information cloud-specific P
Cloud security subject information Pri reterence
capabilities | Model | (Z.2.1 in gener- ISO/IEC 27002 or controls in rvacy to other
P ype 2l and 72,3 if Control | 160 /1EC 27017 | ISO/IEC 27018 | Supporting
state.d.) compared to ISO/IEC
p standards
ISO/IEC 27002
Infrastructure |Public |a) Controls for 9.2.3, 9.2.3, A1, 27032,
cloud | network security 9.2.5, 13.1.3 A21, 27033,
(including net-
work access) 9.2.6, A4l 29115,
12.6.1, A.5.1, 29003
13.1.1, A.5.2,
13.1.2, A9.1
13.1.3
Infrastructure |Public |b) Controls for 10.1.1, 10.1.1, A9.1 27033
cloud comrqumc_atmn 101.2, 18.1.5
security (includ-
ing cryptography) 13.1.2,
13.2.3,
18.1.5
Infrastructure |Public |c) Controls for 8.1.1, 8.1.1, A1, 27031,
cloud | storage security 8.1.2, 8.2.2, A4, 27040
(including phys-
ical storage and 8.1.3, CLD.8.1.5 A.5.1,
security during
the lifecycle) 832 AS5.2
11.2.7,
17.2
Infrastructuye |Public |d) Malware pro- 12.2.1 None None Norle
cloud [tection
Infrastructufe |Public |e) Monitoring 12.4.3, 12.4.4 None 27033
cloud 12.4.4
Infrastructufe |Public |f) Gapacity man- 12.1.3 12.1.3 None Norje
cloud |agemient
Infrastructure |Public{4g) Identity man- None None Al1, 24740,
cloud ) |agement A21, 29115,
A41, 29003
A5+
A.5.2,
A9.1
Infrastructure |Public |h) Incident man- 16.1.1, 16.1.1, A7.1, 27035
cloud  Jagement 16.1.2, 16.1.7 A9.1
16.1.4,
16.1.5,
16.1.6,
16.1.7
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