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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Coordination is an important aspect in information security incident management. Incidents crossing
organizational boundaries can occur and cannot be easily resolved by a single organization. Emerging
threats are becoming increasingly sophisticated and can have a much larger impact than previously. The
characteristics of emerging threats and attacks make it more urgent than ever to coordinate incidents
across organizations.

Coordination can include relevant parties both within and outside the organization. For example, relevant
parties within the organization include business managers and representatives from IT; external interested
parties include incident response teams of external organizations and law enforcement organizations. See
ISO/IEC 27035 2: 2023 Clause 8 for a complete llst Thls document however only con51ders coordlnatlon
between ' ns to work
together t¢ handle lnformatlon security incidents. The coordination activities occur thro ughout the
information security incident management process as defined in ISO/IEC 27035-1.

This document addresses the coordination of information security incident management betwegen multiple
organizatigns. Incidents sometimes involve technical vulnerabilities. Guidance~en the cdordination,
disclosure,|and handling of technical vulnerabilities is provided by ISO/IEC 29147 and ISOAIEC 30111.
Additional finformation on the coordination of technical vulnerabilities betweén multiple orgahizations is
provided by ISO/IEC TR 5895.

© ISO/IEC 2024 - All rights reserved
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Information technology — Information security incident
management —

Part 4:

Coordination

1 Scop

This docurent provides guidelines for multiple organizations handling information, sécurit
in a coordinated manner. It also addresses the impacts of external cooperation of~the internal incident
management of an individual organization and provides guidelines for an individual organizati

to the coo

ination process. Furthermore, it provides guidelines for the coordination team, if

perform coprdination activities supporting the cross-organization incident respdnse.

The princigles given in this document are generic and are intended to be applicable to multiple or
to work tdgether to handle information security incidents, regardless of their types, sizes

Organizati
of businesg

ns can adjust the guidance given in this document ac¢ording to their type, sizes

individual ¢rganization that participates in partner relationships.

2 Norm

ative references

The followi
requireme
the latest e

ISO/IEC 27
Overview a

ISO/IEC 27
and process

ISO/IEC 27
plan and pr

ISO/IEC 27
for ICT incid

g documents are referred to in the textin'such a way that some or all of their content
ts of this document. For dated references, only the edition cited applies. For undated
lition of the referenced document:(including any amendments) applies.

D00, Information technology —Security techniques — Information security managemen
hd vocabulary

D35-1, Information technology — Information security incident management — Part ]

D35-2, Information-technology — Information security incident management — Part 2: (
epare for incident response

D35-3, Infermation technology — Information security incident management — Part 3
fent response operations

y incidents

on to adapt
it exists, to

banizations
or nature.
and nature

in relation to the information security risk situatiom;This document is also applicable to an

constitutes
references,

F systems —

: Principles

uidelines to

: Guidelines

3 Term

P Ly
dilU UCTIIIIITIUIIS

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27035-1,
ISO/IEC 27035-2, ISO/IEC 27035-3 and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

IECEle

ISO Online browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

© ISO/IEC 2024 - All rights reserved
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incident response team

IRT

team of appropriately skilled and trusted members of an organization that responds to and resolves
incidents in a coordinated way

Note 1 to entry: There can be several IRTs, one for each aspect of the incident.

Note 2 to entry: Computer Emergency Response Team (CERTY) and Computer Security Incident Response Team
(CSIRT) are specific examples of IRTs in organizations and sectorial, regional, and national entities wanting to
coordinate their response to large scale ICT and cybersecurity incidents.

[SOURCE: ISO/IEC 27035-1:2023, 3.1.2]

3.2
coordinate
CIM
process for]

3.3
communit
group of as

Note 1 to ent
of security s

[SOURCE: I

4 Qvery

4.1 Gengral

Coordinatign is an important aspect in information security incident management. As

ISO/IEC 27
process, an|
and the ind

d incident management

IRTs from multiple organizations to work together to handle information se¢urity ind

y
cociated organizations, individuals and groups sharing common interéests

ry: Impacted communities are the groups of people and associated organizations affected by t
Prvices, projects or operations.

50 22300:2021, 3.1.39]

iew

035-1, coordination can occur thiboughout the information security incident ni

d the responsible roles for coordination should be taken by the incident management
ident coordinator. Coordinatien’ can include both internal and external parties (se

of these pafrties in ISO/IEC 27035-2:2023, Clause 8). Among different parties, there are differg

idents

he provision

stated in
anagement
team (IMT)
e a full list
ent degrees

of coordingtion relationships. Some" coordination relationships are loose, only involving information

disclosure,|such as the contacts with internal representatives from the legal department, publ
or external parties like law enforcement and media. Other coordination relationships are dens
incident response, which involves working with multiple internal incident response teams, or {
response teams from external organizations and internet service providers (ISPs). See A]
examples df information security incident management coordination. ISO/IEC 27035-1, ISO/I
and ISO/IEC 27035<3%focus on guidelines for information security incident management wit}
organizatidn, and-internal and external coordination activities are only briefly covered. Thijs
gives further détail on coordination between multiple organizations, and can benefit different or

c relations,
b, targeting
he incident
hnex A for
EC 27035-2
1in a single

document
banizations

to achieve g structured and effective cross-organization incident response. Figure 1 illustrates t

he scope of

this document.

1) CERT is an example of a suitable product available commercially. This information is given for the co
users of this document and does not constitute an endorsement by ISO or IEC of this product.

© ISO/IEC 2024 - All rights reserved
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Individual organization

Internal incident
management !

Multiple organizations

Adaption |

interfaces_:

.

Handle information
security incident
together

Coordination team

—— e

Figure 1 — Illustration of the scope of this document

It is more possible to achieve good coordination between multiple organizations, when organizations

use incidenjt management process (see ISO 22320). Based on the incident management process defined
in ISO/IEC|27035-1, the coordinated incident management process can be illustrated asin|Figure 2. The

guidelines pn the coordinated incident management process and its key activities are generic,
flexibility o that coordination can be applied to incident management partially or entirely as
the loose cqordination case which only involves information disclosure is also applieable).

Coordinated plan and
prepare

Coordinated learn
lesson

Organization
C

Coordinated detect
and report

Coordimated respond

Coordinated assess

and decide

<

V\:Lhich allows
eeded (e.g.

Figure 4 — Illustration of coordinated incident management process for multiple organfizations

4.2 Coo

dent entities

which focus on the 1nc1dent management coordlnatlon The coordlnatlon team has the followmg features.

a) The coordination teams focus on activities including information exchanging, information sharing and
response coordination. It is possible that the coordination team does not implement incident response
activities directly. They facilitate efficient incident management coordination and cooperation among
multiple members. By fully dispatching the resources of each member, they help to realize information
sharing between members and throughout the entire community.

b) The coordination team should have a defined service constituency. The constituency is usually based
on a geographic location or a business domain. Typical examples of coordination teams based on
geographical regions are national incident response teams and regional incident response teams in
international regions or within a country. The main reason for setting up a coordination team based on

3
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industry sectors is that organizations in the same industry face similar cybersecurity risks. Thus, the

appeal

and value of information sharing and response coordination is greater.

The coordination team acts as a central point in the incident management coordination. Multiple

coordination teams can be arranged in a peer mode or a hierarchical mode. The coordination team and
the members can be regarded as forming a community, whereby the coordination team acts as a central
point when coordination is needed between multiple members. If the impact of the incident exceeds the
coordination team'’s constituency or capability, the coordination team should contact another relevant
coordination team or relevant community member for assistance.

4.3 Principles of coordination

4.3.1 Tir

Informatio
certain val
performing
manageme

4.3.2 Ro

Clear roles
working un
know the r
all parties |

3= - =y
ICTIIIICOSS PIIICIPIT

1 security incidents are highly time-sensitive. Any threat information and incident s
dity period. Therefore, all parties should agree on the time requirements, of leach
incident management coordination and observe the agreed time in the coordinaf]
Nt process.

es and responsibilities principle

and responsibilities should be defined for incident managenient coordination activ
der a coordination model with multiple organizations involved, it is important for a
ble that they play and what their respective responsibiljti€s‘are under the model. In t
fnow what is expected of them to enable cohesion and minimise confusion. In addition

lead coordinator role changes (e.g. depending on the content and context of the specific incide

should also|

4.3.3

Communic{
involved ut
the exchan

be established to determine who leads coordination for that incident.

Common understanding principle

iting and coordinating incident response information can be difficult unless the or
lize shared vocabulary. Organization§should use a common language and terminology
be of information and facilitate undérstanding. Also, by adopting a common taxonom)

information and standardizing data exchange format, organizations can have common understat

security inf
and ensure

ormation shared by others.. A common understanding can help organizations to reack
their goals are consistentitvthe incident management coordination.

4.3.4 Confidentiality principle

During the
informatio
informatio
should conj

5 Coord

b

incident management coordination, it is possible for organizations involved tg
communicdtion or exchange. Organizations should be careful to protect secrt
and personal sensitive information when transmitting information to external p4
ult theif legal department to formulate confidentiality rules for information exchang

tatus has a
tem before
ed incident

ities. When
| parties to
nis manner,
, where the
nt), criteria

banizations
y to support
y to classify
1ding of the
| consensus

carry out
bt business
rties. They

a)
-

inated incident management process

5.1 Overview

As illustrated in Figure 2, the coordinated incident management process has the same phases as the incident
management process as defined in ISO/IEC 27035-1, namely:

coordinated plan and prepare (see 5.2);
coordinated detect and report (see 5.3);
coordinated assess and decide (see 5.4);

coordinated respond (see 5.5);

© ISO/IEC 2024 - All rights reserved
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— coordinated learn lessons (see 5.6).

Figure 3 shows an overview of the activities in the coordinated incident management process, covering:
— coordinated activities for multiple organizations to complete together;

— the impacts on the internal activities of an individual organization and the adaption to make;

— ifa coordination team exists, the coordination activities it performs.

Adaption of internal activities of . - . Coordination activities of
A o Coordinated activities of whole community R oo .
individual organization coordination team (if exists)

- - N
Internal plan and prepare Coordinated plan and prepare Plan and prepare coordination
Chec"k'i'ng'intern_l_ I - Developing consensual pollcy Providing neutral advice
, etretmstanees-and Establishingcommunteationrehannets andfacHitating
I_solving the conflicts | - Conducting joint training and exercises accomplishmeit
N N N y
Internal detect and report Coordinated detect and report Detect and repoyt coordination
______ T Information
I Eliminating sensitive : dissemliqngtioriltagd algrts e
! information I o
notification

—————————————— I Information sharing,

- _R_eze_iv_ir;g_a_n(_i -7 and if required, information reporting

I

aggregating external I Receiving and
I
I

information with aggregating informatfon
internal 1nf0rmat10n

- e g N
Internal pssess and decide Coordinated assess and decide Assess and decide
Coordination
One or multiple organizations4nitiating || Assessment and |
coordination request for,a specific incident Generation of alert
I~ Confirmation of an |
: incident not under Confirmation of the-tmpact of the incident, Confirmation of an incident
| own control i participating efganizations and their involving multiple
—————————————— available resources organizations
N N /N y
Internal fespond Coordinatedrespond Respond coordination
: Internal investigation : Combined investigation and iterative develo- Techni.cal supporting,
: feedback | pment of coordinated incident response plan tackling obstacles
—————————————— T between organizatiohs
T Temgntatlon S and supervising of the
I p : Synchronization of response progress and overall response
: coordinated plan_J; if necessary, adjustment to coordinated plan progress
| following : 7
L _internal criterion _; | Resolution of incident and closure of coordination |

Coordinated post incident activity

Postincident activity coordination
- If required, combined further investigation. T y

|
| Assistive-internal I
|
|

I'postincident activi - Investigati d alert follow-
:p ty + If required, alert notification to whole community fvestigationand alertiofiqw-up
_______________ I
Internal learnlesson_ Coordinated learnlesson Learn lesson coordination
I ; :
| Review feedback and , . . Review feedback and

Review and improvement

' related improvement I related improvement

Figure 3 — Overview of coordinated incident management process

5.2 Coordinated plan and prepare
In the coordinated plan and prepare phase, organizations in the community reach an agreement on

coordination policies and public framework, establish communication channels, and conduct training and

© ISO/IEC 2024 - All rights reserved
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collaborative exercises to enhance incident response capability and mutual trust. Every organization should
appoint an incident coordinator responsible for the incident management coordination of the community,
and make sure that the organization’s incident management team (IMT) consents authority to the incident
coordinator and all planning and preparation activities.

The coordinated plan and prepare activities include, but are not limited to:

a)

evq
b) establi
as wel
commu
Data e}
make t

condud

)

reach an agreement on coordination policies (see ISO 22397), including but not limited:
memoranda of understandings (MOUs), or non-disclosure agreements (NDAs);
the purpose, scope and resources of coordination;

information sharing rules, and requirements of removing sensitive information;

nt tracking and coordination processes.

5h communication channels, including temporary channels, such as telephones ema

as regular channels. Periodical meeting of incident coordinators from_erganizat]
nity, either offline or online, is a good way to improve understanding‘and build m
rchange format and transmission mechanisms for information sharinig-should be det
he information exchange process as secure and automated as possible;

t training and exercises on coordination in the community.

The adapti¢n of an individual organization’s internal activity includes:

d) appoin
commy

author

establi

e)

policies;

establi

f)
g)

The coordi

h) provid

fing an incident coordinator responsible for the  incident management coordina
nity, and making sure that the organization’s-ticident management team (IMT]]
ty to the incident coordinator and all planning anndpreparation activities;

ching organizational information sharing,¢disclosure, and incident management c

Py

thing and preserving appropriate relationships and connections with the community

checking internal circumstances and solving conflicts.

nation team performs the follewing activities to achieve coordination:

ng neutral advice and facilitating accomplishment.

5.3 Coorndinated detectiand report

During the
threat intel
ensure the
informatio

coordinated. detect and report phase, the community encourages all members to acf
lligence. [testablishes a threat information exchange mechanism and takes technical 1

exchanging threat information should have the ability to support members' anonymity;

incidents and to prevent information leakage;

attempting to automate as much of the information sharing process as possible;

il, meeting,
ions in the
ltual trust.
ermined to

tion of the
) consents

bordination

ively share
heasures to

security.of information transfer channels. Organizations of the community analyse the collected
to make further assessment and decision-making.

taking effective measures to protect the security of information related to reported vulnerabilities and

ensuring that threat information sharing mechanisms have the ability to support broad participation.

In addition to structured threat information expression and automatic exchange, these mechanisms

should

also allow information in any format, such as email and verbal.

© ISO/IEC 2024 - All rights reserved
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The adaption of an individual organization’s internal activity includes:

e) according to the pre-established shared information approval process, sharing threat intelligence as
quickly as possible; it is most valuable when the threat intelligence is shared quickly;

f) performing data sanitization or scrubbing to remove sensitive pieces of data from the incident
information without disturbing the information on precursors, indicators, and other technical
information;

g) analysing the captured internal incident threats and external threat intelligence shared by the
community to identify suspicious incidents. Automated measures should be applied in threat
information collection, processing, and use;

h) ensuringthat the necessary measures are taken to protect information shared with the team by other
organitations;

i) ensuring all the shared information is managed by the responsible incident coordinator for the

The coordination team performs the following activities to achieve coordination:

commynity, and that the incident coordinator coordinates with other internal incident coorldinators to
enhande overall information security situation awareness.

j)  receiving and aggregate information. Automated measures should be.applied in threat information
collectjon, processing, and use;
k) performing information dissemination and alerts notification.

5.4 Coorndinated assessment and decision

For the coordinated assess and decide phase, organizations in the community should work togethler to assess

the impact pf a specific incident and decide on the initiation of coordination.

The coordinated assessment and decision activitiesdnclude, but are not limited to:

a) initiatg the coordination request for a specific incident. In the community, there are three pofsible cases
of initiating coordination requests:

— Onk organization becomes aware of a possible incident and finds that the incident cannpt be under
itsjown control, so the coordination request is initiated by the organization’s responsible incident
coprdinator for the community;

— The coordination team becomes aware of a possible incident from reporting or information
sharing within the~cemmunity. The coordination team discovers that the incident involyes multiple
organizations and.initiates the coordination request;

— Myltiple organizations initiate the coordination requests almost at the same time and aft¢r assessing
thg¢ similarity and correlation, multiple requests merge into a single one.

b) assess whéther an incident occurred or not, and decide to start the coordination for the incfdent in the
commuTity;

c) assess the impact of the incident and the involved organizations who should participate;

d) assess the available resources that can be provided by the participating organizations;

e) ensure that the incident coordinators of all participating organizations are involved in the assessment

and decision process. The incident coordinators should gather internal related data and obtain necessary
authority from their organizations.

© ISO/IEC 2024 - All rights reserved
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The adaption of an individual organization’s internal activity includes:

f) when aware of an incident not under its own control, the organization should identify the relevant
community and distribute incident information to the responsible incident coordinator of the

commu

nity;

g) the responsible incident coordinator identifies whether a coordination request is needed to initiate
the coordination process, or whether a coordination process for the incident already exists in the

commu

nity, and accordingly notifies the relevant incident response teams to prepare.

The coordination team performs the following activities to achieve coordination:

h) conducts an overall assessment of reporting or information sharing of the community, and analysis and

relevan

i) discovg

ce of the information from multiple sources;

rs any abnormalities and assesses the impact;

j)  generates timely alerts to the whole community, and when necessary, makes a decision‘to stajrt response

coordimation.

5.5 Cooy

For the co¢rdinated respond phase, only the organizations involved by the incident should

All particig
implement
organizatig

The coordinated response activities include, but are not limiteddo:

a) identif
team le
inciden

b) condug
organi
inform

c) develo]
partici
of theil
should
should
can be

— ide
act

— asS{

dinated respond

ating organizations work together to determine the coordinated incident response
their parts accordingly back in their organizations. Thedncident coordinators of p
ns are key roles to coordinate both the internal and external response activities.

y which organization will lead the response agctivities, it is recommended to let the c
ad, if it exists. Also identify the associated roles and responsibilities of all parties inv
t response.

t a combined investigation of the\ incident. The incident coordinators of p
rations coordinate internal IRTs@o conduct an internal investigation, sharing
htion and participating in a combined investigation of the incident;

b the coordinated incident™response plan together. The internal incident respons
bating organizations develop the coordinated incident response plan, under the c
- organizations’ incident-Coordinators. The developing progress is iterative, every o
provide timely feedback on applicability and validity. The coordinated incident reg
determine the activities for every participating organization to perform, and the ai
described by a‘matrix (see Table 1 for an example). The steps to create a matrix are:

ntifying response activities required to respond to the incident and assigning th
ivities to_the top row;

igning the participating organizations to the left column;

participate.
plan, then
hrticipating

ordination
blved in the

hrticipating
necessary

e teams of
pbordination
rganization
ponse plan
'rangement

€ response

— lin

ing each response activity with the participating organizations.

Table 1 — Example of matrix

Activity 1

Activity 2

Activity 3

Activity N

Organization A

X

Organization B

X

X

X

Organization C

X

X

Organization M

© ISO/IEC 2024 - All rights reserved
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implement the coordinated incident response plan to achieve the containment, eradication and recovery

of the incident. The IRTs of participating organizations take response actions within their organization.
Each participating organization should follow its internal criteria and meet the requirements of its
part according to the coordinated incident response plan. The incident coordinators of participating
organizations supervise internal response progress of their organization to together evaluate overall
expectations, and make adjustments to the coordinated incident response plan when necessary;

review and confirm the resolution of the incident. The incident coordinators of participating

organizations lead the internal review of the response activities and together complete the joint incident
report. The incident coordinators should submit the joint incident report to the incident management
teams (IMTs).

f)
coordil
includi

— combined further investigation;

aldg

The adapti¢n of an individual organization’s internal activity includes:

g) partici
condugd
share 1

h) take rg
follow
inciden]

i)
require

The coordi

j) provid
develo]

k) supery|

1) afterr

combir]

5.6 Coorndinated learn lessons

In the coor

jointly evaluate-the incident response process, especially the coordination process. Organizat
the process,

perforin the internal review of the response activities to draft a joint incident report and

hg:

't notification to the whole community.

bate actively in the development of the coordinated incident respense plan. The internal
t an internal investigation, verify the applicability and validity of the plan under devela
ecessary information for the development of the coordinated-incident response plan;

sponse actions required by the coordinated incidenttesponse plan. The internal ]
the internal criteria of their organization and report the internal response prog
t coordinator to coordinate with overall expectations;

ed further investigation, release the alert notification to the whole community and fqg

dinated(learn lesson phase, a single organization or multiple organizations in the

after resolutlon of the 1nc1dent part1c1pat1ng orgamzatlons should follow a closure process of the

s required,

[RTs should
pment, and

RTs should
ress to the

brovide the

d assistance to the coordinated post-incident activity, after the incident has been resplved.
hation team performs the following activities to achieve coordination:

e technical support and tackle\the obstacles between multiple organizations during the
bment and implementation of thie coordinated incident response plan;

ise the overall response progress and coordinate for unexpected problems;

esolution of the incident, play a key role in the required post incident activity, elg. lead the

llow up.

community

identify and document lessons learned from the coordination, and improve the i

security in

fident response and coordination process in a continuous iteration. The activities i

ons review
formation
this phase

are mainly carried out and coordinated by the incident coordinators of the relevant organizations, including:

d controls), and incident management coordination process;

y incident response and coordination process, and making appropriate adjustments;

organizations;

a)

update
b)

securit
)
d)
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deciding whether and to what extent the incident information, related attack vectors and vulnerabilities

can be shared with partner organizations or communities, to assist in preventing the same event from
recurring in their environment.

6

Guidelines for key activities of coordinated incident management

6.1 Developing coordination policies

Coordination policies are the foundation for organizations in the community to perform incident management
coordination. The coordination policies should provide the common vision, principles, procedures, as well
as financial support for organizations to handle information security incidents together. The coordination

policies can

generally include contractual aspects, operational aspects, financial aspects and ethi

cal aspects.

5 in contractual aspects can include:

rules for joining and leaving the community, also multiple grades of membership can be

h-disclosure agreements (NDAs) outlining confidential material, knowledge, or infor

can be shared within a certain range but require restricted access. Phe)community

a) Policie
1y

2) no

dif]

try

b) Policie

1) the

to

be

2) the

an

3) thg

reg

req

4) trd

5) meg

c) Policie

1) wh

fed

ferent levels of NDAs according to the actual needs, e.g. NDAs with sttict policies can h
st, while NDAs with moderate policies can increase participation.

5 in operational aspects can include:

benefits and responsibilities of members. Generally, if¢the responsibilities are clearl
members in the community, they are more likely to‘be more active, and therefore
hefits. While basic responsibilities can result in logsé connections and less benefits;

requirements and responsibilities of the menibers’ personnel. Each organization sh
incident coordinator responsible for the incident management coordination of the co

coordination process, specifying a<set of conditions that require coordinat
juirements in coordination activitiés and operational mechanisms to organize
ponse activities;

ining and exercises programmnies;
dia policies complying with information disclosure policies.
b in financial aspectsican include:

ether a fee is needed for membership, and whether multiple grades of membership
differences;

2) funding policies for member organizations to hold events such as meetings and training

1ng

d) Policie

ividual-to attend events.

s indethical aspects can include:

adopted;

mation that
can choose
elp to build

y described
get better
1d appoint

munity;

on, timing
multi-party

can involve

s, or for an

1) a code of conduct describing expected behaviour for anyone involved. This code of conduct
covers various kinds of activities, both online and offline, organized by the community, including
coordination communication, meetings, trainings, and special events. A code of conduct can help to
create inclusive, open, collaborative and enjoyable environments.

When applying these policies, the community should follow some principles including: considering
compliance with applicable legislation, being fair to all members and ensuring transparency by providing
timely information. The coordination team, if it exists, can be a central point in sustaining the operation of
the community and the implementation of policies. Otherwise, members can hold a secretariat to undertake
the function, for example, a secretariat consisting of the incident coordinators of partial organizations.
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6.2 Establishing communications

It is important for the community to establish and maintain communication between members. Members
are encouraged to begin using communication as early as the initial assessment when trying to understand
what is happening or what has happened. The community should ensure the communication is timely, open
and accurate. Multiple (separate and different) communication mechanisms should be established in case of
the failure of one mechanism. The communication mechanisms can generally be divided into two categories:
ad hoc mechanisms and partially automated mechanisms.

a) Ad hoc mechanisms include email, instant messaging clients and the phone. Traditionally, the
communication has occurred through ad hoc mechanisms. The ad hoc communication mechanisms may
rely more on an employees’ connections with peers of partner organizations. The employees use ad
hoc channels to manually communicate with peers for sharing information and coordinating incident
responfe activities. These ad hoc mechanisms can be the most cost-effective way of sharing information
with partner organizations. However, due to the non-robust nature of ad hoc mechanisms;it is possible
to fail pasily, for example, due to an experienced employee’s resignation. Thus, it isqsecommended for
the organizations to have two or more employees as backup. For the incident caerdinatgrs or other
importpnt roles, it is better to have multiple communication mechanisms. Periodiedl meeting of incident
coordinators, either offline or online, is a good way to improve understanding and build mptual trust.
In addjtion, ad hoc mechanisms tend to require more manual interventioh and are morg¢ resource-
intensiye to process than the partially automated mechanisms, since the information exchanged in ad
hoc colnmunication channels can lack standardization.

b) Partially automated mechanisms are desired to make the inter-organizational communicatipn efficient.
Organifations should attempt to automate as much of the commumication process as possiblg. In reality,
it is noft possible to fully automate the communication process, nor is it desirable due to security and
trust cpnsiderations. Organizations should aim to achieve acbalance of automated process ovyerlaid with
humantcentric processes. According to the community/syneeds, the partially automated communication
solutiohs can support several aspects:

1) Information sharing: The inter-organizational communication is mainly used to share ihformation.
To[automate information sharing, the ceamunity should choose the data exchange|model and
enabling technical transport mechanisms. The members in the community should agree|on the data
ex¢hange models to ensure that the models are compatible with their incident response|systems. It
is fecommended to select existing-standards for data exchange models when the members need to
represent the information. Then, mémbers in the community should agree on the technical transport
medchanisms for enabling the information exchange to occur in an automated fashion. Thie transport
mgchanisms include the transport protocol for exchanging the information, the architectural model
forf communicating with ‘an information resource, and the applicable ports and domain names for
acgessing an informatien resource.

2) Mgdgnaging contact-relationships: An organization should maintain various contact chgnnels with
peers in the community. It is an efficient way to use technical methods to automate the nfanagement
of the contactirelationships.

3) Utilizing integrated communication: It is possible to integrate multimedia communicatipn facilities
angl.pérsonal communication devices as partially automated communication channel§. Examples
inctade—video—conference b_ybtcum for—conventent—commumnicatiomdur iug fcident— anagement
coordination, enabling short or instant messages which can be automatically pushed to the
responsible employee when important alerts are received.

Organizations should protect sensitive information when communicating with external parties. For security
consideration in inter-organisational communication, see ISO/IEC 27010 for details.

6.3 Threat and event Information sharing

6.3.1 Overview

Information sharing is the activity in which security information is exchanged and shared among different
organizations, industries or sectors based on the standardization and normalization of security information,
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and the technology and transmission technique of the information system. The security information in
this document includes threat information and defence measures including risk information and event
information used to describe the intentions, methods, tools, procedures and results of the behaviours that
may threaten the normal operation of the network; information which may expose network vulnerabilities;
behaviours, equipment, programs, signatures, techniques or other measures to detect, prevent or mitigate
known or possible threats or security vulnerabilities.

Information sharing is an important aspect in the incident management coordination. Organizations should
perform information sharing throughout the coordinated incident management process. In the coordinated
plan and prepare phase, organizations should first establish information sharing relationships. In the
coordinated detect and report phase, the coordinated assess and decide phase and the coordinated respond
phase, organizations are encouraged to actively participate in sharing relationships. In the coordinated
learn lessons phase, organizations should evaluate all the information sharing activities and make necessary
improvements. 6.3.2, 6.3.3 and 6.3.4 give guidelines for information sharing, including information types,
establishing and participating in information sharing relationships.

6.3.2 Infprmation types

The securitly information shared throughout the coordinated incident management-process can be divided
to several tlypes. Some of the main types are listed in Table 2.

Table 2 — Example of information types

Information type Descriptien

Technical artefacts or observations.that suggest an attack is im-

minent or is currently underway ot that a compromise has already|

ndicators (also referred [occurred. Indicators can bedised to detect and defend against

to as indicators of com- |potential threats. Examples of indicators include the IP address of &
promise(10C)) suspected command and'control server, a suspicious domain name|

a URL that references«nalicious content, a file hash for a malicious

executable, or the subject line text of a malicious email message.

Description of the’behaviour of an actor. Tactics are high-level
descriptions-6f'behaviour, techniques are detailed descriptions of
behaviour.inthe context of a tactic, and procedures are even low-
er-levelshighly detailed descriptions in the context of a technique.
TTRscan describe an actor’s tendency to use a specific malware
variant, order of operation, attack tool, delivery mechanism (e.g.
phishing or watering hole attack), or exploit.

Tactics, techniques, and
procedures (TTPs)

Brief, usually human-readable technical notifications regarding
current vulnerabilities, exploits, and other security issues. These
alerts are also known as advisories, bulletins, and vulnerability
notes.

Security alerts

Prose documents that describe TTPs, actors, types of systems and
information being targeted, and other threat-related information
Threatintelligence that provides greater situational awareness to an organization.

reports Threat intelligence is threat information that has been aggregated
analyzed, interpreted, or enriched to provide the necessary contexft
for decision-making processes.

Recommendations for setting up and using tools (mechanisms) that
support the automated collections, exchange, processing, analy-
sis, and use of threat information. For example, tool configuration
Tool configurations information can consist of instructions on how to install and use

a rootkit detection and removal utility, or how to create and cus-
tomize intrusion detection signatures, router access control lists
(ACLs), firewall rules, or web filter configuration files.
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6.3.3 Establishing information sharing relationships

To establish information sharing relationships, organizations should accomplish the following activities.

a)

b)

d)

Define the scope and mode of information sharing activities: the organizations can choose one of the
following modes of information sharing:

— Joiningan existing sharing community. There are many sharing communities thathave been organized
on the basis of geographic region, political boundary, industrial sector, business interest, or threat
space. Many of these sharing communities have multinational constituencies and global reach.

Establishing a new sharing community. Ifthe organizations have adequate capabilities and resources,

it is also beneficial for them to establish their own new sharing community, which enables them to

estahlish information chnring rules more focused on their nhjpr‘rivpc and benefits

ad
on
de
tal

For the
membe
reliablé
membe

Define
descrih

thd
ted

the

exi

Establij
new sh
and di
securit]
the sec

lisf
de
idd
de

bpting a mix mode of the above two modes. The organizations can also adopt a mix
e hand, the mix mode can take advantage of the knowledge of existing sharing eom
ining clear interfaces and selecting interested information. On the other hand, the mi

scope of the information sharing activities, the sharing community-can be divided ir
rship levels. For example, for higher membership levels, the qualified member shou

rs can be required to pay higher membership fees.

the objectives of information sharing: the organizations’ should identify the objg
e the desired outcomes of information sharing, takingdito account the following asp

common vision and benefit shared by the organizations;
hnological and resource constraints;

priority if there are multiple items in objectives;
sting external policies that can haveimpacts.

sh information sharing rules: whether joining an existing sharing community, or esf
aring community, information-Sharing rules should be established to facilitate the
stribution of the security nformation. These rules help to control the dissemina
y information, and prevent adverse consequences that can be caused by improper d
urity information. The information sharing rules should include:

ing the types of.se¢urity information that can be shared;
scribing the«canditions and circumstances when sharing is permitted;
ntifying.approved recipients of the security information.

bcpibing any requirements for redacting or sanitizing information to be shared;

ode. On the
unities by
X mode can

e advantage of more suitable information sharing rules as an independentsharing community.

to multiple
Id be more

b, capable, and constrained by stronger confidential rules, and ifysome commercial communities,

ctives that
bCts:

ablishing a
publication
tion of the
sclosure of

specifying if source attribution is permitted;

information.

applying information handling designations that describe recipient obligations for protecting

Sharing rules can be specified in a variety of ways including: Memoranda of Understanding (MOUs),

Non-Di

sclosure Agreements (NDAs), Framework Agreements, or other agreements.

Plan to provide ongoing support for information-sharing activities: to guarantee the information-
sharing activities can be continuously performed, the sharing community can require the members to
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have support plans for information sharing activities. The plan should identify the personnel, funding
infrastructure, and processes for:

col

6.3.4

lecting and analysing the information from both internal and external sources;

acquiring and deploying protective measures;

acquiring and deploying monitoring and threat detection infrastructure.

Participating information sharing relationships

To keep participation in information sharing activities, the members in the information sharing community

will typical

ly perform some or all of the following activities:

a) Engage

commu
—  req
iny

cam require manual processing in such cases;

usi
Ex
Fo

s
oth

The or
the con
can be
and in
practit
b) Publish
notifyi
The se

—

pl3

est
idd

conpfidence and'Service delivery);

sey

mi

brief overview/executive summary and detailed description, which would include indica

in ongoing communication: the information sharing communities can use |a
nications methods to share threat information with their members:

eiving security information via email lists, text alerts, and web portals without inf
estment specific to information sharing. The content received through tiese delive

ng schemed data feeds to apply automated collection, processing, andise of security il
hmples of data schemas include STIX (XML, JSON), Incident @bject Description an
'mat (IODEF, RFC 5070 and possibly RFC 6545), VERIS Framework, Facebook Thres
ON), CRITs Data Model (JSON);

ler information sharing methods, such as conferences and workshops;

banizations participating in information sharing-fieed dedicated staff for communic

required to attend conferences, workshopsyand training events. Less mature or
bxperienced employees can gain knowledge enrichment and practical insights fi
oners through the training events.

and respond to security alerts: the’information sharing community can publish sec
hg members of emerging vulnerabilities (see ISO/IEC 29147), exploits, and other sect
urity alerts commonly include the following fields:

tforms affected (e.gnoperating system, application, hardware);

imated impact-(eg. financial loss, individual’s personal safety, dignity, finances
ntity, non-compliance with legislation, commercial confidentiality and legal privilege,

rerity rating;

variety of

Fastructure
'y channels

hformation.
1 Exchange
t Exchange

ions, since

t
tent received through various communication.channels can require manual processi;lg, or travel

banizations
om skilled

urity alerts
rity issues.

tors;

liberty or
reputation,

Figation options, including permanent fixes and/or temporary workarounds;

references for more information;

alert metadata (e.g. alert creation and modification dates, acknowledgements).

Upon receipt of a security alert, the organizations should first double-check if the alert is credible and
from a trusted, reliable source. Then if the alert applies to systems, applications, or hardware that the
organizations own or operate, organizations should properly respond. The actions include:

— characterizing the overall impacts of the alert by assessing factors such as the severity of the alert,
the number of affected systems within the organization, the effects an attack can have on the
organization’s mission-critical functions, and any operational impacts related to the deployment of
mitigating security controls;
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identifying and extracting indicators from an alert;

using indicators to develop and deploy detection signatures;
making configuration changes;

applying patches;

notifying personnel of threats;

implementing or enhancing security controls.

Consume and use indicators: organizations should carefully consider the characteristics of indicators
that it receives and should take a risk-based approach to determining how indicators can be most

effectiyely used. The consumption and USE of Indicators ITom external teeds commonly Incly
all the following activities:

Organifgations may use externally and intethally-generated indicators to achieve thg
improvements:

validation: validate the integrity of indicator content and provenance through-digital
cryptographic hashes, or other means;

deg¢ryption: transforming encrypted indicator files or data streams back totheir origina

defompression: unpacking compressed indicator files, archive (e.g. zip, tar), or data stre

prioritization: processing indicators based on relative importanee, the perceived valu
souirce, the overall confidence in the data, any operationatrequirements that specif]

de some or

signatures,

| format;
ams;

e of a data
y that data

solirces be processed in a particular order, the amount of effort required to transform the data into

acfionable information, or other factors;

caflegorization: reviewing indicator metadata to determine its security designation ar
requirements. Sensitive information can requiretencrypted storage, more stringent acc
or [imitations on distribution.

adgling or modifying rules or signatures used by firewalls, intrusion detection systen
prévention systems, and/or other’ security controls to block or alert on activity m
indicators;

comnfiguring security information and event management solutions or other log managen
sygtems to help with analysis of security log data;

scgdnning security/logs, systems, or other sources of information, using indicators as seal
idgntify systems$:that have possibly already been compromised;

finding matching records when investigating an incident or potential incident to learn m
thifeat, and-to help speed up incident response and recovery actions;

d handling
ess control,

e following

n, data loss
htching the

ent-related

rch keys, to

ore about a

providing additional information to security operations centre analysts;

educating staff on threat characteristics; and

identifying threat trends that can suggest changes to security controls are needed.

Organize and store cyber threat information: depending on how indicators are being used, organizations
should organize indicators in a knowledgebase. Free-form methods such as wikis can be quite flexible
and suitable for developing working notes and indicator metadata. Structured databases are also
useful for storing, organizing, tracking, querying, and analysing collections of indicators. Information
commonly recorded in a knowledgebase includes the following, when known:

source of an indicator;

rules governing the use or sharing of an indicator;
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date or time an indicator was collected;

length of time that an indicator is still considered valid;

groups or actors associated with an indicator;

aliases of any associated actors;

Ps commonly used by an actor;

motives or intent of an associated actor;

whether or not attacks associated with an indicator have targeted specific organizations or sectors;

ind

Sy
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tems targeted in attacks.

e and publish indicators: many organizations in the information sharing community on
brs, however, some organizations with more advanced security capabilities.¢an produce
vn indicators. A producer of shared security information should handle the-following is

Fiding what information should be shared. Indicators that are prodtced and publis
lude metadata that provides context for each indicator, describes how the indicato
bd and interpreted, and how the indicator relates to other indicators.

ridingwhatdata formatsshould be used. The use of standarddata formats forexchange g
hances interoperability and allows information to be exchanged with greater speed. Ux
mats (e.g. text documents, email) are suitable for high-level threat reports and ad ho
ndicator information and other materials intended/'to be read by security personnel

pwall to block specified communications, thewuse of standard data formats is encourag
h formats reduce the need for human assistance.

"iding how sensitive data should bethandled. The indicators that an organizatiol

can be sensitive, so proper safeguards should be used to prevent unauthorized di

md
nef
re

dification. Indicator data can be protected using a variety of methods, including
work communications, authentication and authorization mechanisms, and storage i

ository. If a repository is used, an organization should have a written SLA for the rep

spécifies expected availability, security posture requirements, and acceptable use polici

6.4 Conducting coordinated exercises

ly consume
and publish
sues:

hed should
 should be

findicators
structured
t exchanges
rather than

chines. For time-critical exchanges of indicaters however, such as automatically configuring a

ed because

1 publishes
sclosure or
encrypted
n hardened
hsitory that
s.

To enhanc¢ the readiness of the community for incident management coordination, it is important to
conduct cogrdinated gxercises. However, there are additional difficulties involved in conducting d

exercises,

a)

mpared to the single organization exercises. These potential difficulties include:

the threats\confronted by the community can require complex exercise scenarios and emerg

can briing wew challenges;

oordinated

ing threats

b)
exercis

9

es;

organizations.

member organizations can be located far from each other, which brings difficulty to face to face

culture differences can bring obstacles to communication and understanding between member

To address the above challenges of the coordinated coordination exercises, the community should consider
the following:

d) besides ordinary exercises, the community can conduct experimental exercises for emerging threats or
complex scenarios that have not been addressed;
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the community can attempt to enable as many online activities for exercises as possible, in all types of

exercises including discussion-based, table-top and live exercises, while also be aware that face-to-face
activities are still important to improve understanding and build trust;

f)

the community can set up the cyber range to support exercises. It is a more effective way for the member

organizations to construct the cyber range together by sharing affordable resources, because it is not

easy fo

r most organizations to have their own cyber range.

Overall, the coordinated exercise can follow three steps:

g) Prepar
1y

Pr

2) [

cogrdinated exercises, the incident coordinators coordinate/relevant IMTs and IRTs to

M4
ev{

Condug
face co
commu
data co

h)

Evalua

Accordjing to the evaluation criteria, the.6bservations made during the exercise are the

evaluaf
the ob
proces
organi
and the

6.5 Building trust

information secutity incident management coordination. Methods that can build trust include

e for the coordinated exercise, including:

Define the goal of the coordinated exercise. An exercise can have more than one goal, including:

testing the existing coordination process;

training the personnel of the member organizations;
strengthening understanding of multiple members;
examining the capabilities and competencies of members;
studying and exercising for emerging threats or complex scenarigs;that have notbeen

epare the documentation for the coordinated exercise. According to the goal and scen

ny essential documents are needed, for example: briefiiig documents for exercisg
ent driven scripts and exercise report templates.

t the coordinated exercise. It is just as importantite/have online coordinated exercise
prdinated exercises. To conduct online coordinated exercises, it is particularly impor
nity to apply enabling techniques to keep pace of every participant’s action, and scat
llecting.

fe the coordinated exercise. The evaluation criteria should be developed before t

ion. The coordinated exercise report should include background information about t
cervations made during the ‘exercise, and recommendations for enhancing the c
5. Each incident coordinator submits the coordinated exercise report to the IMT
ration, and the organizations in the community can work together to improve the c
exercise process.

ential for/the multi-party coordination relationships to handle information securit
owevery building trust is a comprehensive problem that involves many aspects (¢

!

addressed.

arios of the
participate.
scenarios,

b as face-to-
tant for the
fer exercise

e exercise.
asis of the
ne exercise,
ordination
of its own
ordination

y incidents
f issues in
but are not

€

defining confidential data types and the access restriction rules in coordination policies, such as NDAs;

describing clear requirements in information sharing rules for removing sensitive information where

holding training events or technical meetings from time to time, either virtual or face-to-face ones are

helpful, such as a periodical meeting between incident coordinators of organizations in the community;

Trust is es
together. H
limited to:
a)
b)

possibl
9
d) conduc
e) encour
f)

ting regular coordinated exercises;

aging members to actively participate in the community’s communication;
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g) encouraging members to get familiarized with the organizational culture of other members.
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