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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

The ISO/IEC 27035 series provides additional guidance to the controls on incident management in
ISO/IEC 27002. These controls should be implemented based upon the information security risks that
the organization is facing.

Information security policies or controls alone do not guarantee total protection of information,
information systems, services or networks. After controls have been implemented, residual
vulnerabilities are likely to remain that can reduce the effectiveness of information security and

facilitate the occurrence of information security incidents. This can potentially have direct
adve T . . A
instapces of previously unidentified threats cause incidents to occur. Insufficient prepa
organization to deal with such incidents makes any response less effective, and increases {
potertial adverse business consequence. Therefore, it is essential for any organizationrdesi
information security programme to have a structured and planned approach to:

lan and prepare information security incident management, including policy, organ}
echnical support, awareness and skills training, etc.;

(il

etect, report and assess information security incidents and<{yulnerabilities involy
hcident;

= Q.

espond to information security incidents, including the-activation of appropriate
revent, reduce, and recover from impact;

and indirect
ble that new
ration by an
he degree of
ring a strong

zation, plan,

ed with the

controls to

o = =

eal with reported information security vulnerabilities involved with the incident ap

fa—)

parn from information security incidents and vulnerabilities involved with the incide
nd verify preventive controls, and make_ improvements to the overall approach to
security incident management.

3

ropriately;

t, implement
information

The [SO/IEC 27035 series is intended to complement other standards and documenits that give

guidgnce on the investigation of, and-preparation to investigate, information security in
ISO/IEC 27035 series is not a comprehensive guide, but a reference for certain fundament]

cidents. The
al principles

and q defined process that are intended to ensure that tools, techniques and methods can be selected

appr¢priately and shown to befit'for purpose should the need arise.

While the ISO/IEC 27035 series encompasses the management of information security incidents, it also

covers some aspects ofinformation security vulnerabilities. Guidance on vulnerability di
vulngrability handlifgby vendors is also provided in [SO/IEC 29147 and ISO/IEC 30111, re

The ISO/IEC 27035 series also intends to inform decision-makers when determining the
digital evidence'presented to them. It is applicable to organizations needing to protect,
presgnt potential digital evidence. It is relevant to policy-making bodies that create ¢
procddures’'relating to digital evidence, often as part of a larger body of evidence.

sclosure and
spectively.

reliability of
analyse and
nd evaluate

Further information about investigative standards is available in Annex A.
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Information technology — Information security incident
management —

Part 1:
Principles and process

1

This
proce

appr
lesso

The
this

or nature. Organizations can adjust the guidance according to-their type, size and natursg
in re
organizations providing information security incident management services.

2
The

const
unda

1SO/I1
syste

3

3.1

For the purposes:ofithis document, the terms and definitions given in ISO/IEC 27000 and {
applyt

ISOa

Ycope

Hocument is the foundation of the ISO/IEC 27035 series. It presents basic concepts, p
ss with key activities of information security incident management, which’ provide
pach to preparing for, detecting, reporting, assessing, and responding-ta’incidents, 4
s learned.

uidance on the information security incident management process and its key activ
Jlocument are generic and intended to be applicable to all organizations, regardless

§
q

ation to the information security risk situation. This document is also applicablg

rmative references

TQO

llowing documents are referred to in the ‘text in such a way that some or all of t
itutes requirements of this document,;For dated references, only the edition cited
Fed references, the latest edition of the\referenced document (including any amendme

EC 27000, Information technology®— Security techniques — Information security
ms — Overview and vocabulary:

Terms, definitions and abbreviated terms

Terms and definitions

hd IECimaintain terminology databases for use in standardization at the following ad

"inciples and
b structured
ind applying

ties given in
of type, size
b of business

to external

heir content
applies. For
nts) applies.

Imnanagement

he following

dresses:

[50.Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

3.1.1
incident management team
IMT
team consisting of appropriately skilled and trusted members of an organization responsible for
leading all information security incident management activities, in coordination with other parties
both internal and external, throughout the incident lifecycle

Note 1 to entry: The head of this team can be called the incident manager who has been appointed by top
management to adequately respond to all types of incidents.
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3.1.2

incident response team

IRT

team of appropriately skilled and trusted members of an organization that responds to and resolves
incidents in a coordinated way

Note 1 to entry: There can be several IRTs, one for each aspect of the incident.

Note 2 to entry: Computer Emergency Response Team (CERTY) and Computer Security Incident Response Team
(CSIRT) are specific examples of IRTs in organizations and sectorial, regional, and national entities wanting to

coordinate th

eir response to large scale ICT and cybersecurity incidents.

3.1.3

incident co
person resp
response tea

Note 1 to entr

3.1.4
informatio

occurrence 1

3.1.5

lrdinator

pnsible for leading all incident response (3.1.9) activities and coordinatingthe in
m (3.1.2)

y: An organization can decide to use another term for the incident coordinator,

security event
dicating a possible breach of information security or failure ofcontrols

information security incident

related and
compromise

3.1.6

identified information security event(s) (3.1.4) that/can’ harm an organization's ass¢
its operations

information security incident management

collaborativg

3.1.7

 activities to handle information security-intidents (3.1.5) in a consistent and effective

information security investigation

application d
incident (3.1

f examinations, analysis and interpretation to aid understanding of an information se
5)

rident

bts or

way

Curity

[SOURCE: ISP/IEC 27042:2015, 3.10{ modified —“information security” was added to the term and the
phrase “an incident” was replaced by “an information security incident” in the definition.]

3.1.8

incident handling

actions of dg
security incid

3.19

tecting, reporting, assessing, responding to, dealing with, and learning from inform
jents (3.1:5)

ation

incident res
actions take
protect and
stored in it

3.1.10

pofse

restore the normal operational conditions of an information

point of contact

PoC

en to

system and the information

defined organizational function or role serving as the coordinator or focal point of information
concerning incident management activities

Note 1 to entry: The most obvious PoC is the role to whom the information security event is raised.

1) CERT is an example of a suitable product available commercially. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC of this product.
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3.2 Abbreviated terms

BCP business continuity planning

CERT computer emergency response team
CSIRT computer security incident response team
DRP disaster recovery planning

ICT information and communications technology
IMT incident management team

IRT incident response team

[SMS information security management system
PoC point of contact

RPO recovery point objective

RTO recovery time objective

4 (verview

4.1 (Basic concepts

Information security events and incidents mayhappen due to several reasons:

—

echnical/technological, organizationdl or physical vulnerabilities, partly due to incomplete
mplementations of the decided cofitrols, are likely to be exploited, as complete elimination of
eixposure or risk is unlikely;

—

— Humans can make errors;

— tpchnology can fail;

— rjisk assessment isinicomplete and risks have been omitted;
— r1jisk treatment.does not sufficiently cover the risks;

— dhanges jn.the context (internal and/or external) so that new risks exist or treated [risks are no
bnger sufficiently covered.

—

The gcéurrence of an information security event does not necessarily mean that an attack has been

£.1 ot +1 oo 3 3 1 43 £ Fiolie S Jaid 3 lalailie i
Successruror—trat tnere—areany mprcationS—oh—conrtathtiarty, e grityoravatraoiity, 1.€. not all

information security events are classified as information security incidents.

Information security incidents can be deliberate (e.g. caused by malware or breach of discipline),
accidental (e.g. caused by inadvertent human error) or environmental (e.g. caused by fire or flood)
and can be caused by technical (e.g. computer viruses) or non-technical (e.g. loss or theft of hardcopy
documents) means. Incidents can include the unauthorized disclosure, modification, destruction, or
unavailability of information, or the damage or theft of organizational assets that contain information.

Annex B provides descriptions of selected examples of information security incidents and their causes
for informative purposes only. It is important to note that these examples are by no means exhaustive.

A threat exploits vulnerabilities (weaknesses) in information systems, services, or networks, causing
the occurrence of information security events and thus potentially causing incidents to information

© ISO/IEC 2023 - All rights reserved 3
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assets exposed by the vulnerabilities. Figure 1 shows the relationship of objects in an information
security incident.

Causes Exploits

r

NOTE Th
security incid

Coordinatiof is an important aspect in information securityvincident management. Many inci

Cross organi
organization
managemen
process for
for example
coordinatior
each other §
sensitive inf
details.

It is import:
defined timg
not as impor

4.2 Objec

As a key p3
put controls

Information Causes =
security event Vulnerability ]
y J |
Classified as Exposes
( ) Impacts
Information p Information
security incident asset
Compromises Supports

[ Operations ]

e shaded objects are pre-existing, affected by the unshaded objects/that result in an infornpation

ent.

Figure 1 — Relationship of objects in an informatien'security incident

zational boundaries and cannot be easily reselved by a single organization or, a part
where the incident has been detected. Orgdnizations should commit to the overall ing
f objectives. Incident management coordin@tion is required across the incident manage
multiple organizations to work togethétr to handle information security incidents. T|
the role of CERTs and CSIRTs. Information sharing is necessary for incident managg
, where different organizations share threat, attack, and vulnerability information|
o that each organization’s knowledge benefits the other. Organizations should pr
prmation during informatien sharing and communication. See ISO/IEC 27010 for fu

int to indicate thatrésolving an information security incident should be done wit
frame to avoid untacceptable damage or a resulting catastrophe. This resolution de
tant in case of an‘event, vulnerability or a non-conformity.

tives of incident management

rt of¥an organization's overall information security strategy, the organization s
including procedures in place to enable a structured well-planned approach t

dents
of an
ident
ment
his is
ment
with
otect
rther

hin a
lay is

hould
b the

managemen

[ of information security incidents. From an organization’s perspective, the prime obj

ctive

is to avoid or contain the impacts of information security incidents in order to minimize the direct
and indirect damage to its operations caused by the incidents. Since damage to information assets can
have a negative consequence on operations, business and operational perspectives should have a major
influence in determining more specific objectives for information security incident management.

More specific objectives of a structured well-planned approach to incident management should include
the following:

a)

they should be classified as information security incidents;

b)

and efficient manner and within the predetermined time frame;

information security events are detected and efficiently dealt with, in particular deciding whether

identified information security incidents are assessed and responded to in the most appropriate

© ISO/IEC 2023 - All rights reserved
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the adverse impact(s) of information security incidents on the organization and involved parties
and their operations are minimized by appropriate controls as part of incident response;

a link with relevant elements from crisis management and business continuity management
through an escalation process is established. There is a need for a swift transfer of responsibility
and action from incident management to crisis management when the situation requires it, with
this order reversed once the crisis is resolved to allow for a complete resolution of the incident;

information security vulnerabilities involved with or discovered during the incident are assessed
and dealt with appropriately to prevent or reduce incidents. This assessment can be done either
by the incident response team (IRT) or other teams within the organization and involved parties,

depending on dutyv distribution:
T 5 s 7

l¢ssons are learnt quickly from information security incidents, related vulnerabilities and their

anagement. This feedback mechanism is intended to increase the chances df|prevg
information security incidents from occurring, improve the implementation ahd use of
security controls, and improve the overall information security incident management

To he¢lp achieve these objectives, organizations should ensure that information secur
are documented in a consistent manner, using appropriate standards”or procedures
categorization, classification, prioritization and sharing, so that’ metrics can be d
aggregated data over a period of time. This provides valuable infermation to aid the strat
makihg process when investing in information security controls. The information secu
mangdgement system should be able to share information with relevant internal and extern

Another objective associated with this document is toprovide guidance to organizations
meet|the information security management systemISMS) requirements specified in IS
which are supported by guidance from ISO/IEC 27002 ISO/IEC 27001 includes requiremer
information security incident management. Tablé€. provides cross-references on informa
incident management clauses from ISO/IEC 27001 and clauses in this document. ISMS relat
also ¢xplained in Figure 2. This document can also support the requirements of informa

nting future
information
plan.

ty incidents
for incident
erived from
pgic decision
rity incident
al parties.

that aim to
D/IEC 27001
ts related to
tion security
ionships are
ion security

mandgement systems that do not follow ISO/IEC 27001.
Information security. ] Impacts ( Information
incident J L assets
Compromises Supports
[ Operations ]
Handled by Protects Information security of

Information security

incident management Controls Risk

I Reduce [

Meets

requirements of

J

Shares

information

with

See also Figure 1.

Implements

Improves

External interested

parties and IRTs ISMS

NOTE

Figure 2 — Information security incident management in relation to ISMS and applied controls
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4.3 Benefits of a structured approach

Using a structured approach to information security incident management can yield significant
benefits, which can be grouped under the following topics.

a)

To ensure adequate identification of and response to information security events and incidents, it is a
prerequisite that there be a structured process for planning and preparation, detection, reporting and
assessment, and relevant decision-making. This improves overall security by helping to quickly identify
and implement a consistent solution, and thus provides a means of preventing similar information
security inci i i i i i
The credibil
practices wi

Improving overall information security

th respect to information security incident management.

b) Reducinjg adverse business consequences

A structured approach to information security incident management can assist in.reducing the|level

u

of potential
consequencg
reputation
For guidanc
ISO/IEC 270

q

c) Strengthening the focus on information security incident prevention

Using a stry
focus on inc
new threats

adverse business consequences associated with information security incidents.

nd credibility. For further guidance on consequence assessinent, see ISO/IEC 2
e on information and communication technology readiness fof business continuit
B1.

ctured approach to information security incidefit)management helps to create a &
dent prevention within an organization, including the development of methods to id¢
and vulnerabilities. Analysis of incident-related data enables the identification of pat

[hese

s can include immediate financial loss and longer-term loss-arising from damaged

7005.
7, see

etter
entify
terns

and trends,
appropriate

d)

thereby facilitating a more accurate focys ‘on incident prevention and identification of
hctions and controls to prevent furtherdccurrence.

Improvipg prioritization

s for
se of
k that
they

A structurefd approach to information sécurity incident management provides a solid bas
prioritization when conducting informdtion security incident investigations, including the u
effective catgorization and classification scales. If there are no clear procedures, there is a ris}
investigation activities may be conducted in an overly reactive mode, responding to incidents as

occur and ovyerlooking what activities should be handled with a higher priority.

e) Supportng evidence collection and investigation

h and
legal
htion,

If and when
handling arsg
prosecution
see the inves

needed, clear incident investigation procedures help to ensure that data collectios
e evidentially sound and legally admissible. These are important considerations if|
or disciplinary action follows. For more information on digital evidence and investig
tigative standards in Annex A.

f) Contributing to budget and resource justifications

A well-defined and structured approach to information security incident management helps to justify
and simplify the allocation of budgets and resources for involved organizational units. Furthermore,
benefit accrues for the information security incident management plan itself, with the ability to better
plan for the allocation of staff and resources.

One example of a way to control and optimize budget and resources is to add time tracking to information
security incident management tasks to facilitate quantitative assessment of the organization's handling
of information security incidents. It can provide information on how long it takes to resolve information
security incidents of different priorities and on different platforms. If there are bottlenecks in the
information security incident management process, these should also be identifiable.

g) Improving updates to information security risk assessment and treatment results

© ISO/IEC 2023 - All rights reserved
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The use of a structured approach to information security incident management facilitates:

— better collection of data for assisting in the identification and determination of the characteristics

of the various threat types and associated vulnerabilities, and

provision of data about frequencies of occurrence of the identified threat types, to assist with
analysis of control efficacy (i.e. identify controls that failed and resulted in a breach, with uplift of

such controls to reduce reoccurrence).

The data collected about adverse impacts on business operations from information security incidents
is useful in business impact analysis. The data collected to identify the frequency of various threat

cani
assesgsment and treatment, see ISO/IEC 27005.

h)

A str
expel

ictured approach to information security incident management enables{anorganizat

valuable material for an information security awareness programme.’An awareness

that
infor

ncludes lessons learned from real experience helps to reduce, mistakes or confusi
mation security incident handling and improve potential response times and general :

repoiting obligations.

i)

Data
can (

Hroviding input to the information security policy and related documentation reviews

provided by the practice of a structured approach'to information security incident
ffer valuable input to reviews of the effectiveéness and subsequent improvemen

manggement policies (and other related information'security documents). This applies to {]

polic

es and other documents applicable both for,organization-wide and for individual systg

and rletworks.

4.4

Adaptability

The guidance provided by the ISOAEC 27035 series is extensive and, if adopted in full,

signi

icant resources to operate and manage. It is therefore important that an organizat

this guidance should retain asense of perspective and ensure that the resources applied to
secuifity incident management and the complexity of the mechanisms implemented are pr
the fallowing:

Hroviding enhanced information security awareness and training programme. materigl

Inerabilities

types can improve the quality of a threat assessment. Similarly, the data collected on vu
Jx_lprove the quality of future vulnerability assessments. For guidance on information gecurity risk

on to collect

ience and knowledge of how the organization and involved parties handle incidenpts, which is

programme
on in future
hwareness of

management
of incident
opic-specific
ms, services

can require
ion applying
information
portional to

a) sjize, structure and business nature of an organization including key critical assets, prjocesses, and
data that should be protected;

b) scope ofany information security management system for incident handling;

c) poténtial risk due to incidents;

d) the goals of the business.

An organization using this document should therefore adopt its guidance in a manner that is relevant to
the scale and characteristics of its business.

4.5 Capability

4.5.1 General

Information security incidents can jeopardize achievement of business objectives and generate crises.
Following the risk assessment, it is possible to delineate between situations whose likelihood is medium
to high, and consequence low to medium, and those whose likelihood is (very) rare and consequences
very high. The second situation represents crises that are not always possible to completely prevent

© ISO/IEC 2023 - All rights reserved 7
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and, in some cases, disrupts the decision chain. ISO/IEC 27031 provides guidance on information
communication technology (ICT) readiness for business continuity to support business operations in
the event of emerging information security events and incidents, and related disruptions.

The overarching objectives of crisis management are:

to protect human life including critical infrastructure to the extent necessary;
to support continuity of everyday activity;

to protect assets including property and the natural environment, as far as possible.

No two cris
Coordin

Continu
existing|

Proport
Account]

Integrat
a contin

Information
to achieve e
managemen
information

4.5.2 Poli

The organiz

security incident management aligns with risk management. To achieve this, the organization s

identify, as 1
control, with

Incident ma

a
of actions (olt procedures) to be performed at all phases of the process and a communication prg

with approp

4.5.3 Inci

To allow a ¢

sare tire same- These objectives are umderpinmed by the fottowing primciptes:
htion: effective coordination and communication facilitates information sharing;

ty: prevention, preparedness, response and recovery to crises should be grounded i
functions of organisations and familiar ways of working.

onality: crisis management should be calibrated to the magnitude and nature of the ¢
nbility: decision-making and actions are transparent and accountable.

ion: prevention, preparedness, response and recovery should be considered as eleme
lum that may occur concurrently.

security incident management requires a capability, to’ensure coherency of manage
ficient and effective incident handling. This capability should be established by ing
F policy, plan, process and procedure, as well asproperly structured team, skilled p¢
sharing and coordination with other parties both internal and external.

Cies, plan and process
ation’s policies for information seelirity management should consider how inform

art of the risk management process, the list of events/incidents they want to counte
ensuring as minimal impact'as possible on the business operations and objectives.

gement requires a definied process approved by the top management that includes

riate channels.

lent management structure

pherent.résponse to the events and incidents, organizations should institute an ing

managemeng
describes th|e ificident response structure. Organizations should also ensure that the directive

capability that prepares the information security incident management policy

n the

risis.

nts of

ment
ident
cople,

ation
hould
r and

flows
tocol

ident
r and
5 and

resources exist to adequately respond to the incidents.

Incident

a)

management team

An incident management team (IMT) consists of appropriately skilled and trusted members of an
organization with the role of leading all information security incident management activities, in
coordination with other parties, both internal and external, throughout the incident life cycle. IMT
provides all necessary services to cope with incidents, not only preparing for, detecting, reporting,
assessing, and responding to incidents, but also threat and vulnerability detection, advisory,
information sharing, learning lessons, improvement, education and awareness. IMT can introduce any
necessary resources at any time in order to provide these services.
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The organization should determine and allocate roles and responsibilities to handle, coordinate and
respond to the incidents. This includes:

b) Point of contact

The point of contact (PoC) is the role, address or person which personnel can turn to when they discover
anomalies and what is considered as an event in the policy and awareness sessions. Depending on the
nature and size of the organizations, there can be more than one PoC. For example, one for ICT issues
and one for physical, organizational and procedural situations, which is similar to what already exists
for accidents, fire and other damaged equipment.

c 1

ncident coordinator who:

NOTE

coordinates and manages event notifications and alerts that are raised eithef)by|
systems or individuals,

performs the evaluation of the event and declares the incident,

activates the IRT(s) and coordinates its/their activities,

records all information on the incident and its resolution,

completes and sends the incident report, with their propesals for improvement,

coordinates with internal and external organisations following the IMT’s direction
of incident handling.

The organization can decide to use another termfor the incident coordinator.

The incident coordinator allocated should maintain control for the whole duration of

Whet
anot}

If a ¢
team
upon

d) 1

o)

e an incident goes beyond the work shift and requires someone to remain prese
er incident coordinator should take over with all the necessary information and auth

all to the BCP (business continuityyplanning)/DRP (disaster recovery planning) co
is required, the incident coordinator should remain informed, and resume managing
crisis resolution, as to completée_resolution.

hcident response teams (IRTs) that:

perform the “procedures” to respond to the incident,
detect the root ¢ause(s) and hidden vulnerabilities,
resolve the'incident,

repextto the incident coordinator.

hahge management team that decides on the actions to be taken to improve

information

with respect

the incident.
nt/available,
ority.

ordinator or
the incident

the incident

revention and response

f) Awareness and training team that prepares the programme and sessions aimed to identify and
report unwanted events.

g) Vulnerability management team that analyses the vulnerabilities detected during the incident
response and provides its recommendations to the change management team.

h) Crisis management team that ensures the coordination with the BCP/DRP coordinator or team

i)  Security monitoring team that updates the monitoring and detection system rules in application of
a decision following lessons learned, and monitors for reoccurrence of similar incidents.
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4.6 Communication

Organizations should communicate the approved information security incident management policies
to interested parties. This includes both internal staff and external parties with access to the
organization’s information. The organization should communicate the following:

incident

the organization’s information security incident policies and relevant procedures;

obligations/expectations of personnel;

reporting procedures;

who to d

outcoms

The organiz
personnel tg
be on the po
and improvi

Reporting o

OMNtact for more iniormation;
s of incidents and how to minimize reoccurrence.

htion should promote incident management as a “no-fault” reporting process to emp
come forward and report incidents without the fear of retribution. Focus’should in
sitive outcomes that an organization can gain from receiving incident\reporting, lea
hg from incidents to become more secure and resilient.

incidents is “no-fault” in the first instance i.e. no fault or blanie will be associated

a reported incident. Following investigation, sanctions may occur if the\incident is found to b

result of intg
misconduct

Communicat
what and hq
organization
recovery, an

NOTE An

consequences.

Only duly m
world as to ¢

4.7 Docul

4.7.1 Gen

Itis crucial t
through to if

ntional violation of the organization’s policies and procedur€s, or in repeated instan
br negligence.

ion is essential to control the messaging surrounding the incident including where, y
w this messaging is delivered, both to providé)the appropriate response and to s
al or societal needs. Internal communicationyis necessary for an effective respons
] external communication is indispensable e.g! for company image.

information breach (aka uncontrolled *¢ommunication) about an incident can have s

nly tell what is necessary, at the-best moment and in the appropriate form.
mentation

bral

b documentaSimuch information as possible related to the event/incident from its dete
s resolution-The incident report is the synthesis of all this information.

The event ré ouldcontaina 3 3 o—und :
regarding whether to classify the event as an incident. This includes:

ower
stead
rning

with
e the
res of

when,
htisfy
b and

erious

andated and prepared personnél*should be allowed to communicate with the extiernal

ction

a) date and time of the detection;

b) name of
c)

4.7.3

informant which can however be hidden to keep confidentiality;

all circumstances and facts for comprehension of the event.

Incident management log

rision

All information gathered during the incident response should be documented/recorded/logged to

serveasare

10

cord of actions i.e. date/time and corresponding action/decision.

© ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=1320eb6323bcfcf72a189ed21f5d69dc

ISO/IEC 27035-1:2023(E)

4.7.4 Incidentreport

The incident report is the synthesis of all gathered information throughout the incident life cycle. It
serves to analyse and evaluate the incident, and decide if changes are planned for incident management
capability (see also 4.5).

A pre-formatted template document for incident reports should be prepared to ensure no essential
information is missed or overlooked.

4.7.5 Incident register

All infermatien—security-inecidents—showld-berecordedina—centrally-managedineidentregister. This
register provides the IMT with an overview of the incidents that have occurred in the"grganization,
their|status, and any follow up activities. It can also be used by the IMT to provide‘reports to top
mangdgement regarding trends and themes around the threat environment and feed into organizational
planrning and risk assessments.

5 PBrocess

5.1 |Overview

To achieve the objectives outlined in 4.2, information securityineident management procegs consists of
five distinct phases:

— plan and prepare (see 5.2);
— detect and report (see 5.3);

— dssess and decide (see 5.4);

|
-

espond (see 5.5);
— l¢arn lessons (see 5.6).
A high-level view of these phasesis-shown in Figure 3.

Somgq activities can occur in multiple phases or throughout the incident handling process. Sych activities
includle the following:

— documentation of;event and incident evidence and key information, response actionls taken, and
fbllow-up actions done as part of the incident handling process;

— goordinatign and communication between the involved parties;

— notification of significant incidents to management and other interested parties;

1 -, afiom ol o o b od s K—3tai fad
— 1prormatioh—Stiat TITg DT TV CCIT TIItCTCS Tt

vendors and other IRTs.

boerators such as

The time considerations for each step in the event/incident management process should be:
a) Detection: as soon as possible
b) Reporting: complete required forms without unnecessary delay, or via automated methods.

c) Response: assoon as possible to start the response before the damages (impacts and consequences)
exceed the organizationally-determined limits to avoid having a situation that requires taking
BCP/DRP measures. Acceptable limits should be well defined in BCP and known by everyone. Each
type of incident may therefore have a different path for or mode of resolution.
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d) Communication

— Internal: to adopt, as soon as possible, measures and behaviours and prevent prolonging of the
incident

— External: to receive, as soon as possible, the necessary help from relevant external intervening
parties, and notify the interested parties

e) Escalation: within an organizationally-determined interval and/or before impacts exceed
organizationally-determined limits

f) Notification: within an organizationally-determined interval or any legally required interval.

All actions s

12

hould be performed and monitored with no unnecessary delay.
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PLAN AND PREPARE

— Formulate and document information security incident management policies, and obtain
commitment of top management

— Update information security policies, including those related to risk management,at both
organization level and system, service, and network levels

— Develop and document an information security incident management plan

— Establish incident management team (IMT)

— Establish relationships and connections with internal and external organizations

— Determine technical and other support (including organizational and operational support)

— Plan and provide information security incident management awareness and sKkills training
for o1l o

lac
T ToTes

— Test information security incident management plan

v

DETECT AND REPORT

— Collect situational awareness information from local environment and external data
sources and news feeds

— Monitor systems and networks

— Detect and alert on anomalous, suspicious, or malicious activities

— Collect information security event reports from users, vendors, other IRTs or security
organizations and automated sensors

— Report information security events

v
ASSESS AND DECIDE
— Assess information security event,and determiite if it constitutes an information security
incident

— Categorize, correlate and prioritize the indidents.
— Establish the necessary IRTs

v

RESPOND

— Investigate and determineswhether information security incidents are under control

— Contain and eradicate information security incidents

— Invoke BCP/DRP measures for those incidents that exceed organizationally-determined
limits for IRTs.

— Recover from information security incidents

— Resolve and(clgse the information security incidents

v

LEARN LESSONS

— Identify, document and communicate the lessons learnt

—<,Identify and make improvements to information security

— Identify and make improvements to information security risk assessment and managemen
review results

— Identify and make improvements to information security incident management policy and
plan

— Evaluate the performance and effectiveness of the IRTs

Figure 3 — Information security incident management phases

Figure 4 shows the flow of information security events and incidents through information security
incident management phases and related activities.
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Figure 4 — Information security event and incident flow diagram
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5.2 Plan and prepare

Effective information security incident management requires appropriate planning and preparation.
It is essential to keep calm at all stages of incident response, and that this response time is controlled
and mastered. If it is not, prolonged incident duration may increase adverse impact to the organization.
This response time should be computed as a portion of the recovery time objective (RTO, see
ISO/IEC 27031:2011, 3.13 and 6.3) and should take into consideration the inevitable delay necessary for
detection, reporting and assessment.

For an efficient and effective information security incident management plan to be put into operation, an
organization should complete a number of preparatory activities in support of the incident management

requirenrerts-ef ISMSaamely
a) fprmulate and document information security incident management policies

G

I

ommitment of top management, including purpose, objectives and scope of'policie
and criteria for determining and prioritizing incidents, organizational structure af
ples, responsibilities and authorities for incident management, performatice measur
and contact forms;

pdate information security policies, including those related/to “risk managemg(
rganization level and system, service or network level;

evelop and document a detailed information securitysineident management pld
rocedures and methods for incident handling, communications and information sharing, by which
b establish incident management capability. The organization should

define information security event/incident indicators and precursors;

list possible events/incidents that the erganization wants to be able to control
mainly based on the result of the risk assessment. An event/incident is a risk that b

formulate the format and contenf, of the incident report. This enables consiste
regardless of the individual filling'in the form and is important for lessons learn
determining common themes-and trends for reporting up to management;

define/establish incident.categories;

establish handover procedures for handover to law enforcement when administrat]
(e.g. policy violation) become criminal incidents (e.g. fraud);

document the‘evaluation procedure to declare an incident;

and obtain
S, categories
1d setting of
s, reporting

bnt, at both

n, including

. This list is
ecomes real;

nt reporting
bd as well as

ive incidents

determifie'the information and responsibility exchange with the crisis managemenlt team (BCP/

DRP)+ifboth directions;

eStablish an incident management team that gathers all the skills necessary to
incident response plan;

prepare the

b) o
o
c d
¢
t
d)

establish a decision/command structure and an emergency call tree;
provide essential internal and external contact points (e.g. legal);

set up an incident response team(s) (IRT) whose role is to respond to and resolve

the incident.

Several IRTs can exist with specific skills to respond to specific incidents. More information can

be found in ISO/IEC 27035-2:2023, 7.3.

determine the IRT, with its functions and services, and an appropriate training programme

designed, developed, and provided to its personnel. The response teams should know what to do,
which resources to use and in which time frames. It is essential that the personnel is trained to
perform with efficiency and ability to work under pressure.

© ISO/IEC 2023 - All rights reserved
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f)

g)

h)

establish and preserve appropriate relationships and connections with internal and external
organizations that are directly involved in information security event, incident, threat and
vulnerability management, and communicate information security incident management policies
and procedures to them;

establish, implement and operate technical, organizational and operational mechanisms to support
the information security incident management plan. Develop and deploy necessary information
systems to support the incident response, including an information security incident register.
These mechanisms and systems are intended to prevent information security incident occurrences
or reduce the likelihood of occurrences of information security incidents;

ident

test the pse of the information security incident management plan, its processes and procedures.

With this phase completed, organizations should be fully prepared to properly manage information
security incidents. ISO/IEC 27035-2:2023, Clauses 4 to 11, describes each of the activities listed dbove,

including th¢ contents of policy and planning documents.

5.3 Deteqgt and report

The second pphase of information security incident management invélyes the detection of, collgction
of informatipn associated with, and reporting on, occurrences of information security events ard the
discovered ¢r involved information security vulnerabilities, by manual or automatic means. I this

phase, events and vulnerabilities cannot yet be classified as information security incidents.

It is likely that several channels exist for reporting security events to the adequate point of cqntact
(PoC) using the event report. While some ICT and technical events are reported to an ICT department,

other issues| such as privacy breaches, may be raised’to other departments of the organizatior]. The

organizatior] should have procedures in place to distribute the event reports to the incident coordiEator

to enable cogordination and overview of all infermation security incidents. The incident coordi
should coordlinate these different inputs with\other departments of the business. Police, ambulg

ator
nces,

fire brigade$ and other emergency services)are sometimes reached at different telephone nunpbers.
Further, the|communication channels cafn.be different: telephone, fax, beeper, email, automated glarm

in ICT systermps, mobile push notification;(operator’s) dashboard, etc.

The entity that detects the situation is not always the one that suffers from its consequences (e.g. a
security agent detecting an intrusion and a theft in offices, a fire in a house detected by a neighbopr). It
is important|to consider theconcept of targeted or impacted business team/entity, which is the buginess

activity and jmore exactly'the personnel/entity who performs it and its related management.

The reporting of security events in line with the organization’s reporting policies enables later analysis

if required.

For the dete¢t.and report phase, an organization should undertake the following key activities:

a) monitor by monitoring systems or monitoring teams (e.g. watching for camera images) and log
system and network activity as appropriate;

b) detect and report the occurrence of an information security event or the existence of related
vulnerabilities and threats, whether manually by personnel or automatically;

c) collect information on an information security event or related vulnerabilities and threats;

d) collect situational awareness information from internal and external data sources including local
system and network traffic and activity logs, news feeds concerning ongoing political, social, or
economic activities that can impact incident activity, external feeds on incident trends, new attack
vectors, indicators of compromise and new mitigation strategies and technologies;
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e) perform external/internal threat analysis to establish an understanding of the threat environment
and in turn detect changes;
f) determine and include the reliability and quality of the information being analysed of the threat
assessments;
g) perform regular analysis for vulnerabilities and attack vectors, based on the existing and potential
threats;
h) ensure that all detection activities and results are properly logged for later analysis;
i) ensure that digital evidence is gathered and stored securely, and that its secure preservation is
ntinually monitored, in case the evidence is required for Iegal prosecution or internal disciplinary
ction. For more detailed information on the identification, collection, acquisition and’preservation
f digital evidence, see the investigative standards listed in Annex A;
j) ipform, on an as-needed basis throughout the phase, for further review or decisions.

All ipformation collected pertaining to an information security event ‘or related v
and threats should be stored in the information security incident register managed by f{
information reported during each activity should be as complete as passible at the time. T]
assegsments, decisions and actions to be taken.

5.4 |Assess and decide

The third phase of information security incident management involves the assessment of]
assodiated with occurrences of information securityyevents and the decision on whethg

Inerabilities
he IMT. The
his supports

information
r to classify

evenfs as information security incidents. The incident coordinator evaluates the event based on the

evenf report and the criteria defined during the plan and prepare phase and declare if it i

istribute the responsibility for-information security incident management activitie
propriate hierarchy of personnel with assessment, decision making and actions in
security and non-security personnel.

b)
reports, assessingdamage, and notifying relevant personnel. Individual actions depen
nd severity of the incident.

se guidelines for thorough documentation of an information security event and thg
ctions for an information security incident if the information security event becomes|
n infermation security incident.

5 an incident

rities should

5 through an
volving both

rovide formal procédures for each notified person to follow, including reviewing and amending

1 on the type

subsequent
classified as

d) Hvaluate whether the event is an incident or not, correlate the event for reoccurrence

and retrieve

data from prior actions and responses. The type and time frame for resolution dep

ends on this

decision based on factors decided during the plan and prepare phase. The decision criteria
should be clear and tested, considering technological, business and human aspects. Prioritize all

information security incidents according to relevant internal documentation.

and to business management, when needed.

f)
during detection and the information provided by the finder/reporter.
g) Gather information of the targeted or affected teams.

h) Start the timer for the response.

© ISO/IEC 2023 - All rights reserved
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It is crucial that a decision to declare an event as an information security incident is made rapidly as it
allows the rapid designation of the IRT and setting the “count-down” process to make sure the incident
is resolved within the expected time frame. Decision tables should have been prepared during the plan

and prepare

phase.

For the assess and decide phase, an organization should perform the following key activities:

Collect information that can include testing, measuring, and other data gathering about the

detection of an information security event. The type and amount of information collected will
depend on the information security event that has occurred.

Conduct an assessment by the incident coordinator to determine whether the event is a possi

ble or

bd information security incident or a false alarm. A false alarm (i.e. a false positive)

indicati¢n of a reported event that is found not to be real or of any impact. If desired, the JR

i)

j)
confirm
conduct

k)

1) Ensure
tracking

date.

All informat
and threats
information
assessments

5.5 Respq
The fourth

a quality review to ensure that the incident coordinator correctly declared anfincider

Log all dctivities, results and related decisions for later analysis and recordkeeping:

that the change control regime is maintained to cover information’security ing
and incident report updates, and to keep the information security incident register

on collected pertaining to an information security event/in€ident or related vulnerab

reported during each activity should be as complete as-possible at the time. This sup
decisions and actions to be taken.

ynd

bhase of information security incident management involves responding to inform

security incidents in accordance with the decision in-the assess and decide phase, and the proce

described in

the response plan elaborated during the plan and prepare phase. Depending o

decisions, tle responses can be made immediately, in real-time, or in near real-time, and

responses c
coordinate t

Each type of
during activ
varying/diff]

in involve information security~investigation. The incident coordinator is the key r
he activities of the IRT(s) and monitor the response timer.

incident will receive it§ specific response. Depending on what is discovered by the |
htion, the incident response may take various/different paths to recovery and may re
pring resources.

The information security, incident coordinator is kept up to date at a frequency commensurate|

incident sev
the need to
assets (phys

When respo

erity, and may' make decisions to contact other teams with specific skills dependi
respond toithe discovered incident or repair/restore the defective, damaged or dest
ical, material, software, procedural, organizational, etc.).

should be stored in the information security incident register managed by the IMT.

is an
T can
1t.

ident
up to

lities
The
ports

ation
Hures
h the
some
ble to

RT(s)
quire

with
g on
foyed

hding to an event rather than an incident, generally, an event is solved within the nTrmal

business pr

+la 3 A |
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The incident coordinator keeps regular contact with the targeted/affected teams/entities of the
incident and decides, with them, if the incident is resolved or not. It is to further ensure if sufficient
resources are available to start business activities again. The situation can however require a more
complete resolution, with complete restoration and resumption of capabilities and operations.

The incident coordinator prepares the incident report which should include:

analysis
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of the situation;

identification of the problem and, if possible, its cause;

determination of the gravity/seriousness and the urgency to respond;
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inclusion in the change programme.

If the incident resolution exceeds the work shift of the incident coordinator (e.g. more

than 8 hours

to several days), the initial incident coordinator gathers all received information and notes taken by all involved
incident coordinator(s) as to produce the final report. He/she remains the main incident coordinator.

The response procedure to be followed requires:

Once
subse

a)

b)

f)

g)

h)

a clear definition of the incident to be managed and controlled;

a list of necessary and required resources;

floaanag:

datailad chraonaloagy oftha actinnc o ba narforand it
et e a0t S8 Y-8+t E-a €0 R5+to-Be-perrorme e Wt HHRE;

—

he target resolution time frame;

d list of contact points and channels for information with the criteria;
the skills and size of the teams (with the necessary/required training);
the presence of the resources.

an information security incident has been confirmed and{the responses detg
quent activities should be undertaken:

Distribute the responsibility for information security incident management activitie
dppropriate hierarchy of personnel with decision making and actions, involving both
on-security personnel as necessary.

=

he reports, reassessing damage, and notifying the relevant personnel. Individual act
n the type and severity of the incident{“For more information on ICT incident r
50/1EC 27035-3:2020, Clauses 8, 9 and, I

— 0 ot o

Heconsider the original assessmemnt’ as additional information becomes available
hether the information security,incident shall be re-prioritised, or response activitie

<

Use guidelines for thorougl documentation of an information security incident and
actions.

Hvaluate the proposed resolution with targeted/affected teams/entities to ensure
resolution criterid and expectations of all parties involved.

Ihvestigate incidents as required and relative to the information security incident ¢
sicale rating¢The rating should be changed as necessary. Investigation can include diffe
dnalyses.to'provide a more in-depth understanding of incidents.

Heview by the incident coordinator and IRT to determine whether the information secu

rmined, the

5 through an
security and

rovide formal procedures for each involved person to follow, including reviewing and amending

ions depend
bsponse, see

to identify
s adjusted.
subsequent

it meets the

lassification
rent kinds of

rity incident

is 1inder control and if so pprfm*m the rpqnirpd response If the incident is not undd

r control, or

will result in severe adverse impact to the organization, escalate it to the crisis management team.

Escalation can result in action (response) at two different levels:

— onethatfalls within the responsibility and authority of the incident coordinator (see 5.2 and 5.3)

to, for example, call more response teams with different skills to cope with what i
(it is what happens in case of a fire when the emergency point of contact calls
police and other fire-fighter teams);

one that falls beyond the authority of the incident coordinator who then calls

s discovered
ambulances,

for another

management level (e.g. involvement of another department in the organization, call for external
supportwith financial consequences thatrequires the authorization by the finance department).

Assign internal resources and identify external resources in order to respond to an incident.

© ISO/IEC 2023 - All rights reserved

19


https://iecnorm.com/api/?name=1320eb6323bcfcf72a189ed21f5d69dc

ISO/IEC 27035-1:2023(E)

i) Ensure that all parties involved, particularly the IRT, properly log all activities for later analysis.

j)  Ensure that digital evidence is gathered and stored provably securely, and that its secure
preservation is continually monitored, in case the evidence is required for legal prosecution or

internal

disciplinary action.

Gathering digital evidence includes the following actions:

— provide frequent status updates to key stakeholders;

— gather, record, and maintain a chain of custody of evidence related to the incident;

. 3 cor L P PR I
— notifyTegutatorsof theincident {wiereappticable);

— upd

— follg
(leg

NOTE 2
digital ey

k) Ensure
tracking
date.

1)  Follow f
the aut}
informa
informa
organiz:
It can b
and intg
agencies
with thg
organiz:
detail alf

m) Afterre
and sevg

— inve
— inve
—  sum

n) Once th

hte the incident register with incident closure details;

w any retention and preservation of evidence relating to the information security ing
b1 and regulatory requirements can apply).

For more detailed information on the identification, collection, acquisition and preservat]
idence, see the investigative standards listed in Annex A.

that the change control regime is maintained to cover infermation security ing
and incident report updates, and to keep the information-security incident register

ority to communicate to different stakeholdersf.and communicate the existence

fion) with other internal and external individuals or organizations, in accordance
itional and incident management communigation plans and information disclosure po

rnal and external organizations (e.g: other incident response teams, law enforce
, Internet service providers, and<information sharing organizations) that can
management and resolution of the incident. Sharing information can also benefit
itions since the same threats and attacks often affect multiple organizations. For fu
out information sharing, see'ISO/IEC 27010.

rovery from an incident, a’post incident activity should be initiated depending on the n|
rity of the incident.This activity includes:

stigation of the information pertaining to the incident,
stigation ¢f-other relevant sources such as involved personnel,
marized report of the investigation findings.

prificident has been resolved, it should be closed according to the rules defined i

ident

ion of

ident
up to

re-defined communication protocols and/or an engagement plan that identifies whjp has

f the

Lion security incident and share any relevant details (e.g. threat, attack, and vulnerapility

with
icies.

b particularly important to notify asset'owners (determined during the impact anallysis)

ment
hSsist
other
rther

ature

n the

informa

tion security incident management policy and all interested parties should be notitied.

All information collected pertaining to an information security event/incident, or related vulnerabilities
and threats should be stored in the information security incident register managed by the IMT. The
information reported during each activity should be as complete as possible at the time. This supports

assessments

, decisions and actions to be taken, including potential further analysis.

5.6 Learnlessons

The fifth phase of information security incident management occurs when information security
incidents have been resolved. This phase involves learning lessons from how incidents, related

vulnerabiliti
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es and threats have been handled.
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Lessons can come from one or many information security incidents or reported security vulnerabilities.
Improvements are aided by metrics fed into the organization's strategy on where to invest in
information security controls. It is crucial that lessons learned are linked with the information security
management change capability that makes the business decisions and, when deemed necessary, include
the proposed modification in the information security management improvement process.

The incident report should indicate various situations leading to different actions to be forwarded to the
information security management improvement process. The report should also make improvements
to the information security incident management plan and its documentation based on the lessons
learned.

g)

Itis
an oyganization should make régular improvements to a number of information secur
over fime. These improvements should be proposed on the basis of reviews of the data on
secuility incidents, responsés, and reported information security vulnerabilities.

Anne

review how effective the processes, procedures, reporting formats and organization
ere in responding to, assessing and recovering from information security incidents
ith information security vulnerabilities;

iflentify, document and communicate the lessons learned from information securi
related vulnerabilities and threats;

review, identify and make improvements to information security‘eontrol implementd
pdated controls), as well as information security incident management policy;

review, identify and make improvements to the organization's existing information
dssessment and management reviews;

dommunicate and share the results of review within‘a trusted community (if the org
ishes);

determine if the incident information, assocrated attack vectors and vulnerabilities m
ith partner organizations to assist inpféventing the same incidents from occur
vironments. For more details, see ISQ/HEC 27010 on information sharing;

al structure
and dealing

Ly incidents,

tion (new or

becurity risk

anization so

by be shared
Fing in their

derform a comprehensive evaluationof IRT performance and effectiveness on a periodic basis.

gmphasized that information,security incident management activities are iterative, a

D provides considerations of situations discovered during the investigation of an in

[SO/IEC 27035-2:2023, Clause 12 describes in detail each of the activities listed above.

ind therefore
ity elements
information

rident.
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Annex A
(informative)

Relationship to investigative standards

This document describes part of a comprehensive investigative process which includes, but is not
limited to, the application of the following standards:

ISO/IEC

ISO/IEC 270
including ini
investigatio

ISO/IEC

Some docun
documents
document. T

The digital 1
unique issue
not be recoy
from the dig
document).

ISO/IEC 27
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ISO/IEC 270
level of risk
documentat
(security) of
across the ¢
devices and
of applicatio
and after en

Security mgq
introducing
investigatio

after an 1nvest1gat10n is adequately prepared and secured

ISO/IEC

27037

37 describes the means by which those involved in the early stages of an_inyestig
ial response, can ensure that sufficient potential digital evidence is captured to allo
to proceed appropriately.

27038

ents can contain information that should not be disclosed to sgmie’communities. Mo
can be released to these communities after an appropriate, ‘processing of the or
he process of removing information that shall not be disclgsed is called “redaction”.

edaction of documents is a relatively new area of docuntent management practice, rz
s and potential risks. Where digital documents are‘redacted, removed information s

ital document (e.g. it should not be simply hidden within non-displayable portions

D38 specifies methods for digital redaction of digital documents. It also spe
s for software that can be used for redaction.

27040

mitigation by employing a-well-proven and consistent approach to the planning, d
on and implementation‘ef data storage security. Storage security applies to the prote
information where'it is stored and to the security of the information being transf]
ommunication links associated with storage. Storage security includes the secur
media, the security of management activities related to the devices and media, the sec
hs and serviees, and security relevant to end-users during the lifetime of devices and
1 of use.

chapisms like encryption and sanitization can affect one’s ability to investiga

htion,
w the

Hified

ginal

1ising
hould

erable. Hence, care shall be taken so that redaeted information is permanently renpjoved

bf the

cifies

10 provides detailed technidal guidance on how organizations can define an appropriate

bsign,
ction
erred
ty of
urity
nedia

e by
of an

phfuscation mechamsms They should be considered prlor to and durmg the conduct

27041

g and

It is important that methods and processes deployed during an investigation can be shown to be
appropriate. ISO/IEC 27041 provides guidance on how to provide assurance that methods and processes
meet the requirements of the investigation and have been appropriately tested.

ISO/IEC
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This document describes how methods and processes to be used during an investigation can be designed
and implemented in order to allow correct evaluation of potential digital evidence, interpretation of
digital evidence and effective reporting of findings.

ISO/IEC 27043

This document defines the key common principles and processes underlying the investigation of
incidents and provides a framework model for all stages of investigations.

— the ISO/IEC 27050 series

The ISO/IEC 27050 series addresses activities in electronic discovery, including, but not limited to

identffication, preservation, collection, processing, review, analysis, and production of E

Stor

Information (ESI). In addition, it provides guidance on measures, spanning from) in

of ES| through its final disposition, which an organization can undertake to mitigate-risk

shou
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hand
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|
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for d
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evidd
abou
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poter|
fraud
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Figun

d electronic discovery become an issue. It is relevant to both non-technical and technig
yed in some or all of the electronic discovery activities.
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ing activities. In addition, the sensitivity and criticality of the /data sometimes
ctions like storage security to guard against data breaches.
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bers, directors, partners, senior executives, or similar) on the best way to prepare an
gital investigations before they occur. ISO/IEC 30121 applies to the development]
sses (and decisions) relating to the retention, availability, access and cost effectiven
nce disclosure. ISO/IEC 30121 is applicable toall types and sizes of organizations. ISO
the prudent strategic preparation for digital investigation of an organization. Foren
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tial events of an evidential nature. Actions can occur as the result of inevitable secur
, and reputation assertion. In everysituation Information Technology (IT) should be
yed to maximize the effectiveness‘of evidential availability, accessibility and cost effi
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Figurq A.1 — Applicability of standards to investigation process classes and activities
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Annex B
(informative)

Examples of information security incidents and their causes

B.1 Type of incidents

B.1.1 General

Events and incidents covered by the ISO/IEC 27035 series concern informatioh.Yand ICT security.
Such [events and incidents result from imperfect risk management and the continuous gdvancement
of pepple, processes and technology - and their associated vulnerabilities ~inthe contexft of evolving
attacker motivation and capability.

The ¢vents/incidents happen in the following domains and incident management shoyld cover all
poterntial cases.

B.1.2 Confidentiality

Information leaks may have immediate effects on afy organization, and may make [information
irretfievably available to unauthorized attackers and /ot criminals.

One ghould hence “close the doors” (i.e. stop the leak, fill the breach) and prevent future|breaches by
identjfying the place where it happened and itscause.

B.1.3 Integrity

Integrity incidents (unduly modified~information) should be detected and corrected before the
information is published and/or used-

Prevgntion is necessary by identifying the cause.

B.1.4 Availability

Unavhilability of infopmation (unreachable, unusable, wiped or disappeared information]) can create
effects in relation.with the service level agreement (SLA) and the RPO. The information shduld be found
and recovered before the business effect is unacceptable.

EXAMPLE A completed financial report ready to be sent to the fiscal authorities at a defined| date was not
respefted.

B.1.5 Access control
Unauthorized access leads to system compromise, theft of resources, and information breach.

Future occurrences should be prevented by identifying underlying exposures and causes and, where
applicable, review of access control permissions (authorization, authentication, roles, privileges,
network access, etc.)

B.1.6 Vulnerabilities

A technical, people or procedural vulnerability, such as an incorrect allocation of access rights, may
allow for successful exploitation. Examples of vulnerabilities include:

— unpatched server, machine or software (not up to date);
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— insufficient protection of assets (information, equipment, rooms) with regards to the criticality.

B.1.7 Technical failure

Technical failures render the ICT or physical device inoperative or unusable. It creates either a
vulnerability or potential breach of the SLA and the RTO.

B.1.8 Theft or loss of equipment

Theft and loss of equipment, principally those containing information, should be considered as
availability and/or confidentiality incidents.

B.2 Atta

B.2.1 De

Denial of Ser
a common t}

intended capacity, most often with complete denial of access to legitimate users. There are two

types of Do§

Typical examples of deliberate technical DoS/DDoS incidents include the following:

forging
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disrupt

opening
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Some techn
misconfigur
deliberate. §
service, or t
For instance|
or misconfig
technical Do
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S

ial of Service

vice (DoS) and Distributed Denial of Service (DDoS) are a broad category of incident§
iread. Such incidents cause a system, service or network to fail to continue operating

DDoS incidents caused by technical means: resource elimination’and resource starv

pf traffic (such as pinging) to network broadcast addréesses or other services in an eff]
Im a target organization’s network bandwidth;

data in an unexpected format to a system, sexvice or network in an attempt to crash
ts normal operation;

up multiple authorized sessions with a‘particular system, service or network in an att
st its resources (i.e. to slow it down, lock it up or crash it).

are often performed through bots, a computer system running malware that is conti
A botnet is a central bot command and control network managed by humans. Botnet
bm hundreds to millions of affected computers.

ical DoS incidents can’ be caused accidentally, for example, caused by ope
htion or through incempatibility of application software, but most of the time, the
ome technical DoS"incidents are intentionally launched in order to crash a systsg
ke down a network, while others are merely the by-products of other malicious acf
some of the-more common stealth scanning and identification techniques can cause
ured systefns or services to crash when scanned. It should be noted that many delib
S incidents are often executed anonymously (i.e. the source of the attack is “faked”),
y dd not rely on the attacker receiving any information back from the network or sy

a)

with
in its
main
ation.

brt to

it, or
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sizes
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m or
ivity.
older
erate
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r'stem

being attack

C Ll

DoS incidents caused by non-technical means, resulting in loss of information, service and/or facilities,
can be caused, for example, by:

equipment;

conditio

26

accidental damage to hardware (and/or its location) by fire or water damage/flood;

ning failure);

system malfunctions or overload;

uncontrolled system changes;

breaches of physical security arrangements resulting in theft or wilful damage and destruction of

extreme environmental conditions, for example high operating temperatures (e.g. due to air
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