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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and npn-governmental, In liaison with 1ISO and IEC, also take part in the work. In the tield Jof information
techndlogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,|Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. |Publication as
an Intgrnational Standard requires approval by at least 75 % of the national bodies casting a votg.

Attentipn is drawn to the possibility that some of the elements of this dacument may be the supject of patent
rights.|ISO and IEC shall not be held responsible for identifying any 6r-all such patent rights.

ISO/IHC 27035 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatioh technology,
Subcommittee SC 27, IT Security techniques.

This first edition of ISO/IEC 27035 cancels and replaces: SO/IEC TR 18044:2004, which has been technically
revisedl.

© ISO/IEC 2011 — All rights reserved \%
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Introduction

In general, information security policies or controls alone will not guarantee total protection of information,
information systems, services or networks. After controls have been implemented, residual vulnerabilities are
likely to remain that can make information security ineffective and thus information security incidents possible.
This can potentially have both direct and indirect adverse impacts on an organization's business operations.
Further, it is inevitable that new instances of previously unidentified threats will occur. Insufficient preparation

by an organiz 10N 10 deal with such Incidents will make any response Iess etfeclive, and Increase the

of potential aq
security to hay

e detect, rej

® respond tg
and reduc

e report infd
events an

e Jlearn from information security incidents and vulnerabilities, institute preventive controls, and

improvem

This Internatid
Clause 9. The

The term ‘info
management

verse business impact. Therefore, it is essential for any organization serious about infor
e a structured and planned approach to:

ort and assess information security incidents;

information security incidents, including the activation of appropriate controls for the pre
ion of, and recovery from, impacts (for example in the support of crisis management area

rmation security vulnerabilities that have not yet been exploited)to cause information
j possibly information security incidents, and assess and deal‘with them appropriately;
bnts to the overall approach to information security in€ident management.

nal Standard provides guidance on information.security incident management in Clau
e clauses consist of several subclauses, whichuinclude a detailed description of each ph3

rmation security incident management’ js used in this International Standard to encompa
bf not just information security incidents;but also information security vulnerabilities.
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INTERNATIONAL STANDARD

ISO/IEC 27035:2011(E)

Information technology — Security techniques — Information
security incident management

1 S

This International Standard provides a structured and planned approach to:
a) detect, report and assess information security incidents;

b) respond to and manage information security incidents;

c) detect, assess and manage information security vulnerabilities; and

d) cqntinuously improve information security and incident management as a result of managi
sgcurity incidents and vulnerabilities.

This International Standard provides guidance on information security incident management

mediu
descri
inform

security incident management services.

2 N

The fgllowing referenced documents- are indispensable for the application of this documsg
references, only the edition cjted--applies. For undated references, the latest edition of t
documient (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security
systems — Overview and vocabulary

3 T

For thef purposes of this document, the terms and definitions given in ISO/IEC 27000 and the fol

3.1

cope

n-sized organizations. Smaller organizations can use a basic set of documents, processe
ped in this International Standard, depending on. their size and type of business in
Ation security risk situation. It also provides guidance for external organizations providi

pormative references

brms_and definitions

ng information

for large and
s and routines
elation to the
ng information

nt. For dated
he referenced

management

owing apply.

information security forensics
application of investigation and analysis techniques to capture, record and analyse information security
incidents

3.2

information security incident response team

ISIRT

team of appropriately skilled and trusted members of the organization that handles information security
incidents during their lifecycle
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NOTE

The ISIRT as described in this International Standard is an organizational function that covers the process for

information security incidents and is focused mainly on IT related incidents. Other common functions (with similar
abbreviations) within the incident handling may have a slightly different scope and purpose. The following commonly used
abbreviations have a meaning similar to that of ISIRT, though not exactly the same:

incidents. There may be other specific national definitions for CERT.

CERT: A Computer Emergency Response Team mainly focuses on Information and Communications Technology (ICT)

CSIRT: A Computer Security Incident Response Team is a service organization that is responsible for receiving,

reviewing, and responding to computer security incident reports and activity. These services are usually performed for
a defined constituency, which could be a parent entity such as a corporation, governmental organization, or educational

organization;

3.3

a region or country; a research network; or a paid client.

information security event

identified occ\
policy or failur

[ISO/IEC 270G

3.4

information security incident

single or a se
compromising

[ISO/IEC 2704

4 Overvie

4.1 Basic ¢

An information security event is an identified occurrence of a system, service or network state indic

possible breag
be security rg
information sq
threatening inf

The occurren
successful or
information se

A threat acts i
networks, whi
information as
security incidg
that results in

e of controls, or a previously unknown situation that may be security relevant

rrence of a system, service or network state indicating a possible breach of information s

0:2009]

ies of unwanted or unexpected information security events that have’a significant proba
business operations and threatening information security

0:2009]

W

toncepts

h of information security policy or failure of controls, or a previously unknown situation th
levant. An information security incident is a single or a series of unwanted or unex
bcurity events that have a significant probability of compromising business operatior
ormation security.

ce of an information, security event does not necessarily mean that an attempt hasg
that there are any-implications on confidentiality, integrity and/or availability, i.e.
curity events are-classified as information security incidents.

h unwanted-ways to exploit the vulnerabilities (weaknesses) of information systems, serv,
ch is the oecurrence of information security events and potentially causes unwanted incid
sets exposed by the vulnerabilities. Figure 1 shows this relationship of objects in an infor|
nt chain. The shaded objects are pre-existing, affected by the unshaded objects in the

lcurity,

bility of

hting a
at may
pected
s and

been
hot all

ces or
ents to
mation

chain

BN information security incident.
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Causes

Unwanted | Exploits

action

Threat Information security

vulnerability

Occurrence of

Exposes

\

Information ]

Information
security event

e

Classified as

>

‘ Information

security incident \ Implications on

information security

asset

The shaded objects are pre-existing, affected by the unshaded objects in, the chain that results |in an

information security incident.

Figure 1 — The relationship of objects in an information security incident chajn
4.2 Objectives
As a Key part of an organization's overall informatiom.security strategy, the organization shou|d put controls
and procedures in place to enable a structured well-planned approach to the management [of information
securily incidents. From a business perspective; the prime objective is to avoid or contain [the impact of
information security incidents to reduce the direct and indirect costs caused by the incidents.
The primary steps to minimize the direct-negative impact of information security incidents are the following:
e stop and contain,
e eradicate,

¢ analyse and report, and

follow up.

The objectives (of)a structured well-planned approach are more refined and should ensure the following:

a) Information security events are detected and dealt with efficiently, in particular in identifying whether they
nged to be categorized and classified as information security incidents or not.

b) Identified information security incidents are assessed and responded to in the most appropriate and
efficient manner.

c) The adverse effects of information security incidents on the organization and its business operations are
minimized by appropriate controls as part of the incident response, possibly in conjunction with relevant
elements from a crisis management plan or plans.

d) Reported information security vulnerabilities are assessed and dealt with appropriately.

e) Lessons are learnt quickly from information security incidents, vulnerabilities and associated management.

This is to increase the chances of preventing future information security incidents from occurring, improve
the implementation and use of information security controls, and improve the overall information security
incident management scheme.

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

To help achieve this, organizations should ensure that information security incidents are documented in a
consistent manner, using appropriate standards for incident categorization and classification, and sharing, so
that metrics are created from aggregated data over a period of time. This provides valuable information to aid
the strategic decision making process when investing in information security controls.

It is re-iterated that another objective associated with this International Standard is to provide guidance to
organizations that aim to meet the requirements specified in ISO/IEC 27001 (and thus supported by guidance
from ISO/IEC 27002). This includes information security incident management related requirements. A table
that cross-references information security incident management related clauses in ISO/IEC 27001 and
ISO/IEC 27002, and clauses in this International Standard is shown in Annex A.

4.3 Benefitsof a structured approach

An organizatipn using a structured approach to information security incident managementc-will pccrue

significant benefits, which can be grouped under the followings.

a)

c)

d)

Improving overall information security

A structufed process for the detection, reporting and assessment of and decision-making related to
informatign security events and incidents will enable rapid identification and/response. This will ihprove
overall s¢curity by helping to quickly identify and implement a consistent soldtion, and thus prov|ding a
means of|preventing future similar information security incidents. Further;.there will be benefits fadilitated
by metrigs, sharing and aggregation. The credibility of the orgahization will be improved by the
demonstration of its implementation of best practices with respect to information security incident
managenmjent.

Reducing|adverse business impacts

A structuted approach to information security incident mianagement can assist in reducing the level of
potential pdverse business impacts associated with-information security incidents. These impadts can
include immediate financial loss and longer-term loss arising from damaged reputation and credibifity (for
guidance [on business impact analysis, see ISOAEC 27005:2008).

Strengthgning the information security incident'prevention focus

Using a structured approach to information security incident management helps to create a bettef focus
on incidgnt prevention within an~organization, including identification methods of new threats and
vulnerabilities. Analysis of incident-related data would enable the identification of patterns and frends,
thereby facilitating a more accurate focus on incident prevention and thus identification of apprppriate
actions to| prevent incidents©ccurring.

Strengthening prioritization

A structured approach to information security incident management will provide a solid bapis for
prioritization when.conducting information security incident investigations, including the use of effective
categorization.and classification scales. If there are no clear procedures, there is a risk that investigation
activities [cotld be conducted in a reactive mode, by responding to incidents as they occlr and
overlooking what aclivities are needed. This could prevent invesiigalion activities from being directed to
areas where they may be a higher priority where they are really needed and in the ideal priority.

Strengthening evidence

Clear incident investigation procedures can help to ensure that data collection and handling are
evidentially sound and legally admissible. These are important considerations if legal prosecution or
disciplinary action might follow. It should be recognized, however, that there is a chance that the actions
necessary to recover from an information security incident might jeopardize the integrity of any such
collected evidence.
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Contributing to budget and resource justifications

A well-defined and structured approach to information security incident management will help justify and
simplify the allocation of budgets and resources within involved organizational units. Further, benefit will
accrue for the information security incident management scheme itself, with the

use of less skilled staff to identify and filter out the alarms of abnormality or anomaly,

provision of better direction for the activities of skilled personnel, and

engagement of skilled personnel only for those processes where their skills are needed and only at

the stage of the process where their contribution is needed.

Another useful approach to control and optimize budget and resources, is to add time tracking to

in
h4
hq
If

id

In

The use of a structured approach to information security incident management will facilitate

The data collected on the adverse impacts on business-eperations from information securit

bé
V&
v
S6

A
in
dd
dd
ay
sq

Providing enhanced information security awareness and training program material

ormation securily incident management 1o facilitaie quaniitalive assessmenis of the
ndling of information security incidents. It should, for example, be possible to provide
w long it takes to resolve information security incidents of different priorities and en.diffe
there are bottlenecks in the information security incident management process, these {
entifiable.

proving updates to information security risk assessment and management'results

better collection of data for assisting in the identification and determination of the charad
various threat types and associated vulnerabilities, and

provision of data on frequencies of occurrence of the ideptified threat types.

useful in the business impact analysis. The data €ollected to identify the occurrence frg

Inerabilities will greatly aid the quality of future:vulnerability assessments (for guidance
curity risk assessment and management, se€’ ISO/IEC 27005:2008).

structured approach to information.security incident management will provide focused

formation security awareness. programs. This focused information will provide |
monstrating that information security incidents happen to real organizations. It will also
monstrate the benefits associated with the rapid availability of solution information. Furt
vareness helps to reduce.a mistake or panic/confusion by an individual in the event of
curity incident.

P

Data provided<by.an information security incident management scheme could provide va

r

related infarmation security documents). This applies to policies and other documents appl
ornganization-wide and for individual systems, services and networks.

oviding input to information security policy and related documentation reviews

iews of the-effectiveness and subsequent improvement of information security polic

organization's
nformation on
rent platforms.
hould also be

the

teristics of the

y incidents will
quency of the

rious threat types will greatly aid the quality of the threat assessment. Similarly, the data collected on

bn information

nformation for
cal examples
be possible to
hermore, such
an information

uable input to
es (and other
cable both for

daptability

The guidance provided by this International Standard is extensive and if adopted in full, could require
significant resources to operate and manage. It is therefore important that an organization applying this
guidance should retain a sense of perspective and ensure that the resources applied to information security
incident management and the complexity of the mechanisms implemented, are kept in proportion to the

following:

a) size, structure and business nature of an organization,

b) scope of any information security management system within which incidents are handled,
c) potential for loss through unprevented incidents arising, and

d) the goals of the business.
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An organization using this International Standard should therefore adopt its guidance in due proportion to the
scale and characteristics of their business.

4.5 Phases

To achieve the objectives outlined in Clause 4.2, information security incident management consists of the
following five distinct phases:

Plan and prepare,

e Detection and reporting,

e Assessmdg

e Response

e | essons lgarnt.

The first phas
management.

A high-level vi

nt and decision,

S, and

b involves getting all that is required in place to operate successful information security incident
The other four phases involve the operational use of information se€urity incident managgment.

bw of these phases is shown in Figure 2.
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PLAN AND PREPARE

@ information security incident management policy, and commitment of senior management

information security and risk management policies updated at both corporate level and system,
service and network level

information security incident management scheme
ISIRT establishment

°
°
® technical and other support (including operations support)
°
°

information securitvincident manaagement awareness briefinas and trainina
Y T I o

information security incident management scheme testing

DETECTION AND REPORTING

® (information security event detecting and reporting

ASSESSMENT AND DECISION

® [assessment of information security event and decision©n if it is information security incident

RESPONSES
® [responses to information security incident;.including forensic analysis

® [recovery from information security incident

LESSONS LEARNT

further forensic analysis,.if required

identification of lessons learnt

identification ef and making improvements to information security

identification-of and making improvements to information security risk assessment and
management review results

® lidentification of and making improvements to information security incident management
scheme

Figure 2 — Information security incident management phases

4.6 Examples of information security incidents

Information security incidents may be deliberate or accidental (e.g. caused by error or acts of nature), and
may be caused by technical or physical means. Their consequences may include the disclosure, modification,
destruction, or unavailability of information in an unauthorized manner, or the damage or theft of
organizational assets. If unreported information security events are determined to be incidents, it becomes
difficult to investigate the incidents and to take control in order to prevent recurrence.

© ISO/IEC 2011 — All rights reserved 7


https://iecnorm.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

Annex B provides descriptions of selected example information security incidents and their causes for

informative pu

rposes only. It is important to note that these examples are by no means exhaustive.

5 Plan and prepare phase

5.1 Overview of key activities

Effective information security incident management requires appropriate planning and preparation.For an
efficient and effective information security event, incident and vulnerability management scheme to be put into
operational use, an organization should complete a number of preparatory activities after the necessary

planning. The
following:

a) Activity tg
and gaini
security r

incident mpanagement scheme, and identification of the benefits to the organization as a whole an

departme
of a strug
incident, |
needs to
and maint

b) Activity td
system, s
and vulng
informatig

c) Activity to
scheme d
tools for t
and learn

1) Aninf
event,
busing

NOTE
events

2) Thein

i)

organizZation snouia ensure thdat the actlvities Or the plan and prepdre pnase Inciu

formulate and produce an information security event/incident/vulnerability management
ng senior management commitment to that policy. This should be preceded by an infor|
bview of the organization's vulnerabilities, confirmation of the need for anlinformation s

nts (see Clause 5.2). Ensuring continued management commitment (s ,vital for the acce
tured approach to information security incident management. Persennel need to recogr
now what to do and understand the benefits of the approach te-the organization. Manag
be supportive of the management scheme to ensure that the afganization commits to resq
aining an incident response capability.

update information security and risk management pgolicies at a corporate level and g

rability management. Policies need to be reviewed regularly in the context of output fr
n security incident management scheme (see €lause 5.3).

define and document a detailed information security incident management scheme. Over
ocumentation should encompass the farms, procedures, organizational elements and §
ne detection and reporting of, assessment and decision making related to, making respon
ng lessons from, information security incidents. The topics for inclusion include:

brmation security event/incidént classification scale to be used to grade events/incidents.
the decision should be based on the actual or projected adverse impacts on the organiz
bSs operations.

Annex C shows'\an example approach to the categorization and classification of information
and incidents.

formation-sécurity event/incident/vulnerability forms:

ompleted by the person reporting an information security event (i.e. not an information s
hcident management team member), with the information recorded in an information s

le the

policy,
mation
ecurity
H to its
ptance
ize an
ement
urcing

pecific

ervice and network levels. This should include refefence to information security event, incident

bm the

all, the
upport
ses to,

In any
ation's

security

ecurity
ecurity

vantlnaidanth pala ool Aot oo
vVOTIVTTIUIUTTIUV VUTicraviiny Udidavaov,

i) used by the information security incident management personnel to build on the initially reported
information security event information and enable a running record of the incident assessments,
etc. over time until the incident is fully resolved. At each stage, the update is recorded in the
information security event/incident/vulnerability database. The completed information security
event/incident/vulnerability database record is then used in post-incident resolution activities,
and

iii) completed by the person reporting an information security vulnerability (that has not yet been
exploited to cause an information security event, and possibly an information security incident),
with the information recorded in the information security event/incident/vulnerability database.
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It is recommended that these forms are electronic (e.g. in secure web page), linking directly to the
electronic information security event/incident/vulnerability database. In today's world, the operation of
a paper-based scheme would be time consuming. However, a paper-based scheme may be needed
for a case where an electronic scheme can not be used.

NOTE Example forms are shown in Annex D.
The documented procedures and actions related to the use of the forms, i.e. associated with
information security event, incident and vulnerability detection, with links to the normal procedures for

the use of data and system, service and/or network backups and crisis management plans.

Operating procedures for the ISIRT, with documented processes and associated responsibilities, and

d) A
its
ar
vi
th
A
sy
dd

e) A
o]

the allocation of roles to designated persons to conduct various activities (an indiVidual may be
allocated more than one role, depending on the size, structure and businéss’|nature of an
organization), for example including:

i) shut down an affected system, service and/or network, in certain circadmstances ggreed by prior
arrangement with the relevant IT and/or business management,

i) leave an affected system, service and/or network, connected and running,
iii) monitor data flowing from, to and within an affected system,\service and/or networl,

iv) activate normal back-up and crisis management procedures and actions in line with the system,
service and/or network security policy,

v) monitor and maintain the secure preservationvof electronic evidence, in case it Js required for
legal prosecution or internal disciplinary action, and

vi) communicate information security dncident details to internal and externpl people or
organizations.

In some organizations, the schememay be referred to as an information security incifent response
plan (see Clause 5.4).

tivity to establish the ISIRT, with an appropriate training program designed, developed and provided to
personnel. According tocthe' size, structure and the nature of the business, an organization may have
ISIRT of a dedicated team, a virtual team, or a mix of the two options. A dedicated tgam may have
tual members identified in specific units/functions that should cooperate closely with the ISIRT during
E resolution of an information security incident (ICT, legal, public relations, outsourcing cgmpanies, etc.).
virtual team may have a senior manager leading the team supported by groups |of individuals
ecialized insparticular topics, e.g. in the handling of malicious code attacks, who will He called upon
pending,on the type of incident concerned (see Clause 5.5).

tivity 1o establish and preserve appropriate relationships and connections with internal and external
ganizations that are directly involved in information security event, incident ancii vulnerability

acmant

m

na
Tagtimente

f)  Activity to establish, implement and operate technical and other support (including organizational)
mechanisms for supporting the information security incident management scheme (and thus the work of
the ISIRT), and in order to prevent information security incident occurrences or reduce the likelihood of
occurrences of information security incidents (see Clause 5.6). Such mechanisms could include the

fo

1)

2)

3)

llowing:

Internal information security audit mechanisms to assess the security level and track vulnerable
systems,

Vulnerability management (including security updates and security patching of vulnerable systems).

Technology watch to detect new kinds of threats and attacks.
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Intrusion Detection Systems (for more details, see ISO/IEC 18043).

Network security devices,
ISO/IEC 27033).

protections means and monitoring tools (for more details, see

Anti-malicious code software.
Audit log records, and log monitoring software.

Documented responsibilities and operating procedures for the operations support team.

Activity to_design and develop an information security event, incident and vulnerability manaﬁement
awarenegs and training program. All organizational personnel should be made aware throughbriefings
and/or other mechanisms, of the existence of the information security event, incident and vulngrability
managenjent scheme, its benefits and how to report information security events and incidents (and
vulnerabilities). In parallel, appropriate training should be provided to those personnel.responsiple for
managind the information security event, incident and vulnerability management/scheme, dgcision
makers irfvolved in determining whether information security events are incidents/and those indiyiduals
involved in the investigation of incidents. Awareness briefings and training sessions should be repeated
later to agcommodate changes in personnel (see Clause 5.7).
h) s and
ut also
tention
narios
hin the
is the
rusted
in any

Activity tg test the use of the information security incident managemeént'scheme, its processe
procedurgs. Tests should be organized periodically not only to test the.sCheme in a real situation, bj
to verify how the ISIRT behaves under the pressure of a severe complex incident. Particular at
should bg given to the creation of tests that focus on the evolving vulnerability, threat and risk sce
(see Clause 5.8). The scheme should include standards that support information sharing, both wit
organization and outside (if required by the organization). One of the benefits of sharing

aggregatipn of data into useful metrics to aid strategic -business decisions. Membership of a

informatign sharing community also provides early warning of attacks and should be encouraged
informatign security incident management scheme and<associated policy.

With this phag
incidents. The
document req

e completed, organizations should be fully prepared to properly manage information
following clauses describe each of\the activities listed above, including the contents g
hired.

ecurity
f each

5.2 Information security incident-management policy

5.2.1 Introdyction
An organizati

vulnerabilities

s and
system

bn should decument its policy for managing information security events, incident
as a free-standing document, as part of its overall information security management s

policy (see (
Clause 5.1.1

extent of its in
these options

lause 4.2:1b) of ISO/IEC 27001:2005), or as part of its Information Security Polic
pf ISO/EEC 27002:2005). The size, structure and business nature of an organization a
formation security incident management program are deciding factors in determining w
fa‘adopt. Each organization should direct its information security incident management p

y (see
nd the
hich of
blicy at

! 2 } - H H 4 + (! } (.l -
every person havingtegitimateaccesstoitsinformation-systemsandrefated-ocations:

Before the policy is formulated, the organization should conduct an information security review highlighting its
vulnerabilities, confirmation of the need for information security incident management, and identification of the
benefits to the organization as a whole and to its departments.

5.2.2 Involved parties

An organization should ensure that its information security incident management policy is approved by a
senior organization executive officer, with confirmed documented commitment from all of senior management.
It should be made available for every employee and contractor, and should also be addressed in information
security awareness briefings and training (see Clause 5.7).
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5.2.3 Content

An organization should ensure that its information security incident management policy content addresses the
following topics:

a)

b)

f)

The importance of information security incident management to the organization, and senior
management's commitment to it and the related scheme.

A

n overview of information security event detection, reporting and collection of relevant information, and

how this information should be used to determine information security incidents.

This overview should include a summary of possible types of information security events, how to report
them, what to report, where and to whom, and how to handle entirely new types of infermation security
eyents. It should also include a summary of information security vulnerability reporting-and handling.

A
w

A

security incident.

A
P
A
D
A

1)

2)

following information security incidents.

n overview of information security incident assessment, including a summary.of who is responsible,
nat has to be done, notification, and escalation.

summary of the activities that follow the confirmation that an information’security event is fan information

reference to the need for ensuring that all information secufity ‘incident managemen{ activities are

properly logged for later analysis, and that continuous monitofing is conducted to ensyre the secure
preservation of electronic evidence, in case it is required for legal prosecution or interrjal disciplinary
agtion.

bst information security incident resolution activitiesyincluding learning from and improving the process,

n overview of information security vulnerability-reporting and handling.
btails of where the scheme documentation, including procedures, is held.
n overview of the ISIRT, encompdssing the following topics.

The ISIRT organizationahstructure, and the identity of the ISIRT manager and other key personnel,
including who is responsible for:

i) briefing seniormanagement on incidents,

i) dealing\with enquiries, instigating follow up, etc., and

i) the link with the external organizations (when necessary).
The-information security management charter that specifies what the ISIRT is to do anf the authority

under which it does it. At a minimum_ the charter should include a mission statement la definition of
the ISIRT's scope, and details of the ISIRT's board level sponsor and authority.

The ISIRT mission statement that focuses on the team's core activities. In order to be considered an
ISIRT, the team should support the assessing of, responding to, and managing of, information
security incidents, to a successful conclusion. The goals and purposes of the team are especially
important, and require clear, unambiguous definition.

A definition of the scope of the ISIRT activities. Normally, the scope of an organization's ISIRT covers
all of the organization's information systems, services and networks. In other cases, an organization
may, for whatever reason, require the scope to be less than that, in which case it should be clearly
documented what is in, and what is out of, scope.
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Identification of a senior executive officer, board member or senior manager who has the authority to

make decision on ISIRT and also establish the levels of authority for ISIRT. Knowing this helps all
personnel in the organization to understand the background and set-up of the ISIRT, and it is vital
information for building trust in the ISIRT. It should be noted that before this detail is promulgated, it
should be checked from a legal perspective. In some circumstances, disclosure of a team's authority

may e

xpose it to claims of liability.

6) Links to organizations providing specific external support, such as forensics teams (see Clause 5.5.4).

A summa
5.3

5.3.1 Introd
An organizatid
and risk mana
relate this con

a) To descri
reporting
b)
informatig
c) To ensurdg
d) To ensurg

adverse impacts of incidents.

For guidance

5.3.2 Conte

Each organiz
policies, and §
corporate info

Information security incident management integration in other policies

To indicgte senior management commitment to the need for proper preparation and respo

An overview of the technical and other support mechanisms.

An overview of the information security incident management awareness and training program.

ry of the legal and regulatory aspects that have to be addressed (for more details, se€\An

iction
n should include information security incident management content,in its information s

ent to the incident management policy. The integration should”aim for the following:

and handling scheme, is important.

n security incidents, i.e. to the information seclitity incident management scheme.
consistency across the various policies.

planned, systematic and calm responses to information security incidents, thus minimiz

bn information security risk.assessment and management, see ISO/IEC 27005:2008.

nt
btion should update and maintain its corporate information security and risk manag
pecific systemiservice or network information security policies. These policies need to re
mation security incident management policy and associated scheme explicitly.

bnt sections should refer to the senior management commitment.

nex E).

ecurity

gement policies at corporate level as well as on specific system;-service and network levels and

be why information security incident management, particularly an information security ipcident

hse to

ng the

ement
ertoa

ant.sections should outline the policy.

The relevant sections should outline scheme processes, and related infrastructure.

n security events, incidents and vulnerabilities.

The relevant sections should outline requirements for detecting, reporting, assessing and managing

The relevant sections should clearly indicate those personnel responsible for authorizing and/or

undertaking certain critical actions (e.g. taking an information system off-line or even shutting it down).

a) The relev
b) The relev
c)
d)

informatio
e)
12
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The policies should include the requirement that appropriate review mechanisms need to be established.
These mechanisms need to ensure that information from the detection, monitoring and resolution of
information security incidents and from dealing with reported information security vulnerabilities is used as
input to ensure the continuing effectiveness of the corporate information security and risk management
policies, and specific system, service or network information security policies.

5.4 Information security incident management scheme

5.4.1 Introduction
The aim of an information security incident management scheme is to provide detailed documentation
descripimgthe—activites—and—procedures for deatimgwithrinformationsecurity events—amd-incigents, and the
communication of such events, incidents and vulnerabilities. The information security incidenf management
scheme comes into effect whenever an information security event is detected, or an. (information security
vulnerability is reported. Each organization should use the scheme as a guide for:

a) responding to information security events,

b) dgtermining whether information security events become information security incidents,
¢) mpanaging information security incidents to a conclusion,

d) responding to information security vulnerabilities,

e) identifying lessons learnt, and any improvements to the scheme and/or security in geperal that are
required, and

f)  mpking identified improvements.

5.4.2 | Involved parties

An ordanization should ensure that the information security incident management scheme is agidressed to all
persorjnel and associated contractors, ICT service providers, telecommunication providers and outsourcing
compdgnies, thus covering the following responsibilities:

a) detecting and reporting information security events (this is the responsibility of any |permanent or
cqntracted personnel intan-organization and its companies),

b) agsessing and respanding to information security events and incidents, being involved in the post-incident
resolution activities of learning, and improving information security and the information sgcurity incident
mpanagement scheme itself (this is the responsibility of members of the PoC (Point of Contgct), the ISIRT,

mpnagement, public relations personnel and legal representatives), and

c) reporting information security vulnerabilities (this is the responsibility of any permanent|or contracted
personnel in an organization and its companies), and dealing with them.

The scheme should also take into account any third party users, and information security incidents and
associated vulnerabilities reported from third party organizations and government and commercial information
security incident and vulnerability information provision organizations.

5.4.3 Content

Each organization should ensure that the content of the information security incident management scheme
documentation includes the following:

a) An overview of the information security incident management policy.

b) An overview of the whole information security incident management scheme.
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c)

14

The detailed activities, procedures and information, associated with the following:

1)

Plan and prepare

i) A standardized approach to information security event/incident categorization and classification,
to enable the provision of consistent results. In any event, the decision should be based on the
actual or projected adverse impacts on the organization's business operations, and associated
guidance.

N

OTE Annex C shows an example approach to the categorization and classifica

information security events and incidents.

tion of

iy 4
f

i)

v) §

vi)
vii)

F
I
i

viii) ¢
q
q
q

event/incident/vulnerability report updates, and updates to the scheme itself,

\ standard information security event/incident/vulnerability database structure, which is_li
rovide the capability to compare results, improve alert information and enable a more. ag
iew of the threats to, and vulnerabilities of information systems

Suidance for deciding whether escalation is required during each relevant process, and to

hanagement scheme documentation, anyone assessing an information‘security event, i
r vulnerability should know in which circumstances it is necessary,to_escalate matters,
vhom it should be escalated to. In addition, there are unforeseen gircumstances when th
e necessary. For example, a minor information security incident gould evolve to a signifi
crisis situation if not handled properly or a minor informatieh~security incident not folloy
h a week could become a major information security incident. The guidance should
hformation security event and incident types, escalationtypes and who may institute esca

Procedures to be followed to ensure that all information security incident management ag
re properly logged in the appropriate form, and:that log analysis is conducted by desi
ersonnel.

Procedures and mechanisms to ensure_that the change control regime is maintained cq
hformation security event, incident>:and vulnerability tracking and information g

Procedures for information security forensics analysis.

egal and regulatory aspects have been addressed. Guidance should include discussion
dvantages and ,disadvantages of undertaking attacker surveillance activities.
hformation on IDS'is’contained in ISO/IEC 18043:2006.

Suidance and procedures associated with the technical and organizational mechanisms t

ccurrenees and to reduce the likelihood of occurrences of information security incidents,
eal with occurred information security incidents.

kely to
curate

whom,

nd associated procedures. Based on the guidance provided in the information security i:l:cident

cident
and to
s may
cant or
ved up
define
ation.

tivities

gnated

vering
ecurity

Procedures and guidance.oh using Intrusion Detection Systems (IDS), ensuring that ass¢ciated

of the
Further

hat are

bstablishédy ™ implemented and operated in order to prevent information security incident

and to

ix) Material for the information security event, incident and vulnerability management awareness
and training program.

x) Procedures and specifications for the testing of the information security incident management
scheme.

xi) The scheme of organizational structure for information security incident management.

xii) The terms of reference and responsibilities of the ISIRT as a whole, and of individual members.

xiii) |

mportant contact information.
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2) Detection and reporting

Detecting and reporting the occurrence of information security events (by human or automatic

means).
Collecting the information on information security events.
Detecting and reporting on information security vulnerabilities.

Fully recording all information gathered in the information security incident
database.

management

3) [ASSESSMENt and adecision

i) The PoC conducting assessments of information security events (incliding |escalation as
required), using the agreed information security event/incident classification s¢ale (including
determining the impacts of events based on the affected assets/serviees) and degiding whether
events should be classified as information security incidents.

i) The ISIRT assessing information security events should confifm whether an event is an
information security incident or not, and then another assessment should be conducted using
the agreed information security event/incident classification:scale to confirm the| details of the
event (potential incident) type and affected resource (categorization). This should pe followed by
decisions being made on how the confirmed information security incident should|be dealt with,
by whom and in what priority, as well as escalationdevels.

iii) Assessing information security vulnerabilities,/(that have not yet been explojted to cause
information security events and potential information security incidents), with decigions made on
which need to be dealt with, by whom, hew'and in what priority.

iv) Fully recording all assessment results and related decisions in the information sgcurity incident
management database.

4)[ Responses
i) Review by the ISIRT to'determine if the information security incident is under contrpl, and
- if the incident issunder control, instigate the required response, either immediately (in real-time
or in near real-time) or at a later time,
- if the incident is not under control or it is going to have a severe impact on the|organization's
core\services, instigate crisis activities through escalation to crisis handling function.

i) Defining a map of all internal and external functions and organizations that should be involved
during the management of an incident.

il Conducting information security forensics analysis, as required.

iv) Escalation, on an as required basis.

v) Ensuring that all involved activities are properly logged for later analysis.

vi) Ensuring that electronic evidence is gathered and stored provably securely.

vii) Ensuring that the change control regime is maintained, and thus that the information security
event/incident/vulnerability database is kept up-to-date.

viii) Communicating the existence of the information security incident or any relevant details thereof
to other internal and external people or organizations.

ix) Dealing with information security vulnerabilities.
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x) Once the incident has been successfully dealt with, formally closing it and recorded this in the
information security incident management database.

Each organization should ensure that the information security incident management scheme
documentation allows for information security incident responses, both immediately and longer-term.
All information security incidents should undergo an early assessment of the potential adverse
impacts on business operations, both short and longer-term (for example, a major disaster could
occur some time after an initial information security incident). Further, it should allow for some
responses necessary for information security incidents that are completely unforeseen, where ad hoc
controls are required. Even for this situation, organizations should encompass general guidelines in
the scheme documentation on the steps that may be necessary.

5) Lessops learnt
i)  Conducting further information security forensic analysis, as required.
i) Identifying the lessons learnt from information security incidents and vulnerabilities.

iii) Reviewing, identifying and making improvements to information security control implemehtation
new and/or updated controls), as well as information security incidentymanagement policy, as
result of the lessons learnt.

iv) Reviewing, identifying and if possible, making improvements to the organization's gxisting
information security risk assessment and management reviéw results, as a result of the Iessons
lparnt.

Reviewing how effective the processes, procedures, the reporting formats and/pr the
grganizational structure were in responding to assessing and recovering from each information
gecurity incident and dealing with information “security vulnerabilities, and on the basis|of the
Ilessons learnt identifying and making .improvements to the information security incident
management scheme and its documentation.

vi) Wpdating the information security event/incident/vulnerability database.

vii) Communicating and sharing thé-results of review within a trusted community (if the organijization
g0 wishes.

5.4.4 Procedures

Before being [able to commence operation of the information security incident management schemg, it is
important that an organization has documented and checked that the procedures are available] Each
procedure shquld indicate‘those groups or individuals responsible for its use and management, as apprppriate
from the PoC|and/or.the ISIRT. Such procedures should ensure that electronic evidence is gathereéd and
stored secure
prosecution of
PoC and ISIR
not covered elsewhere, e.g. in a business continuity plan or a crisis management plan. The documented
procedures should be entirely in line with the documented information security incident management policy
and other information security incident management scheme documentation.

It is important to understand that not all procedures need be publicly available. For example, it is not
necessary for all organizational personnel to understand the internal operation of an ISIRT in order to interact
with it. The ISIRT should ensure that publicly available guidance, including information resulting from
information security incident analysis, is in readily available form, e.g. on the organization's intranet. It may
also be important to keep some details of the information security incident management scheme closely held
to prevent an insider from tampering with the investigation process. For example, if a bank employee who is
embezzling funds is aware of some details of the scheme, he or she may be able to better hide their activities
from investigators or otherwise hamper the detection, investigation of and recovery from an information
security incident.

16 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

The content of operating procedures depends on a number of criteria, especially related to the nature of
known potential information security events, incidents and vulnerabilities and the types on information system
assets that might be involved and their environment. Thus, an operating procedure could be related to a
particular type of incident or product (for example firewalls, databases, operating systems, applications) or to a
specific product. Each operating procedure should clearly identify the steps to be undertaken and by whom. It
should reflect experience from external (for example government and commercial ISIRTs or similar, and
suppliers) as well as from internal sources.

There should be operating procedures for dealing with types of information security events and incidents that
are already known, as well as vulnerabilities. There should also be operating procedures to be followed when
an identified information security event, incident or vulnerability is not of any known type. In this case the
following should be addressed:

a) the reporting process for the handling of such exceptions,

b) idance on the timing for getting approval from management in order to avoid any dela

d

ay of response,

ar
c)

pre-authorized delegation of decision making without normal approval process.

5.4.5 | Trust

The IS
collabq
is fung
with r¢

An org

IRT plays a crucial role for the overall information security of-an organization. The ISIR
ration of all organizational personnel to detect, resolve and:investigate information secur
amental that the ISIRT is trusted by everybody, both interhally and externally. Adoptior]
gard to reporting information security vulnerabilities, evénts and incidents may be helpful

anization should ensure that its information security incident management scheme addre

where
incide

illustrate the expectation of anonymity, or lack thereof, for persons or parties reporting a poten

securi

the pgrson or party who reported the incident. Furthermore, important information about t

securi

it is important to ensure the anonymity of the person or party that reports potential inforn

T requires the
ty incidents. It
of anonymity
o build trust.

bses situations
hation security

ts or vulnerabilities under specific circumstances. Each organization should have provisiqg
incident or vulnerability. The ISIRT may need to obtain additional information not initi

incident or vulnerability itself may, be derived from who detects it first.

Another approach that may be addpted by the ISIRT is to win users' trust through transparen
procegses. The ISIRT should( work to educate users, explain how the ISIRT works, hq

confid

The 1S
organi
and vy
requirg

Furthe
reporti

ntiality of information collected and how it manages users' event, incident and vulnerabilif

IRT should be capable of efficiently satisfying the functional, financial, legal and politicq
vation and beable to exercise organizational discretion when managing information seq
Inerabilities:, The function of the ISIRT should also be independently audited to confirm th
ments are\being satisfied effectively.

I, a good way of achieving another aspect of independence is to separate the incident ar
hg'chain from operational line management and to make a senior manager directly r|

ns that clearly

lly relayed by
e information

£al information

Cy and mature
w it protects
y reports.

| needs of the
urity incidents
at all business

d vulnerability
esponsible for

manag
undue

5.4.6

Ng INcident and vuinerability TeSponses. rinance of the capability should also be segre
influence.

Confidentiality

ated to avoid

An information security incident management scheme may contain sensitive information, and people involved
in addressing incidents and vulnerabilities may be required to handle sensitive information. An organization
should ensure that the necessary processes are established to anonymize sensitive information and require
personnel with access to sensitive information to sign confidentiality agreements.. If information security
events/incidents/vulnerabilities are logged via a generalized problem management system, sensitive details
may have to be omitted. Additionally, an organization should ensure that the information security incident
management scheme makes provision for controlling the communication of incidents and vulnerabilities to
external parties, including the media, business partners, customers, law enforcement organizations, and the
general public.
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5.5 Establishment of the ISIRT

5.5.1 Introduction

The aim of establishing the ISIRT is to provide the organization with appropriate capability for assessing,
responding to and learning from information security incidents, and providing the necessary co-ordination,
management, feedback and communication. An ISIRT contributes to the reduction in physical and monetary
damage, as well as the reduction of the damage to the organization's reputation that is sometimes associated

with informatio

n security incidents.

5.5.2 Members and structure

The size, stri
business naty
members may
organization.
two. The num
choice.

The ISIRT gg
adopted base
have a perma
senior manag
handling malig
concerned. D4
more than o
organization (
permanent IS
departments.

Team membe

backup members should be available within theXérganization. The necessary details should be

indicated in th
documents, arf

The ISIRT ms
normal busine
deal with an in
and that thesq
the most appr:

5.5.3 Relationship with-other parts of the organization

The ISIRT shq
manager and

cture and composition of an ISIRT should be appropriate for the size, structure, a
re of the organization. Although the ISIRT may constitute an isolated team ordepa
share other duties, which encourage the input of members from a range of areas wit
An organization should evaluate if it requires a dedicated team, a virtual team,Jor a mix
ber of incidents and the activities performed by the ISIRT should guide thé ‘organization

es through different maturity stages and often adjustments to the organizational mog
 on the specific scenario faced by the organization. Whenever-justified, it is recommen

br should be supported by individuals who are specialized in“particular topics, for exan

pending on the size, structure and business nature of-afi organization, a member may al
e role within the ISIRT. The ISIRT may comprise/ individuals from different parts
£.g. business operations, ICT, audit, human resources and marketing). This also apg
RTs; even in case of dedicated personnel,«the ISIRT always requires support from

s should be accessible for contact, so the names and contact details of each member ar

e information security incident management scheme documentation, including any prog
d the reporting forms, but not in"policy statements.

Ss operations. He/she should have delegated authority to make immediate decisions on
cident, and should ensure that all ISIRT members have the required knowledge and skills
continue to be maintained. The ISIRT manager should assign investigation of each inci
ppriate member ‘ef his/her team, with each incident assigned a named manager.

nd the
[tment,
hin the
of the
in this

el are
ded to

nent team led by a senior manager. Virtual ISIRTs teams may_be’led by a senior managgr. The

hple in

ious code attacks, which are called upon depending on,the type of information security ipcident

50 fulfil
of the
lies to

other

d their
clearly
edural

nager should usually hayea separate line of reporting to senior management, separate from

how to
levels,
jent to

ISIRT

uld have the responsibility for ensuring that incidents are resolved, and in this context the

meémbers of his/her team should have a degree of authority to take the necessary actions

deemed appropriaté in response o information security incidents. However, actions that may have adverse
effects on the overall organization, either financially or in terms of reputation, should be agreed with senior
management. For this reason, it is essential that the information security incident management policy and
scheme details the appropriate authority to which the ISIRT manager reports serious information security
incidents.

Procedures and responsibilities for dealing with the media should also be agreed with senior management
and documented. These procedures should specify who in the organization deals with media inquiries, and
how that part of the organization interacts with the ISIRT.
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5.5.4 Relationship with external interested parties

Organizations should establish relationships between the ISIRT and appropriate external interested parties.
External interested parties may include the following:

contracted external support personnel,

external organizations' ISIRTs ,

managed service providers, including tellecommunication service providers, ISPs and suppliers,

W _enforcement organizations,

hergency authorities,

propriate government organizations,

hal personnel,

blic relations officials and/or members of the media,
siness partners,

stomers, and

B general public.

Technical and other support (including @perational support)

sure that quick and effective responsés: to information security incidents can be
yation should acquire, prepare and testiall necessary technical and other support means
owing:

cess to details of the organization's assets with an up-to-date asset register and inforn
ks to business functions,

cess to the documented procedures related to crisis management,
cumented and promulgated communications processes,
e use of anvinformation security event/incident/vulnerability database and the techn

pulate and\update the database quickly, analyze its information and facilitate respon
stances manual records may be required by an organization), with the database kept prov

achieved, an
This includes

hation on their

cal means to
ses (in some
ably secure,

Cilities for information security forensics evidence collection and analysis, and
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f)

adequate crisis management arrangements for the information security event/incident/vulnerability
database (for guidance on business continuity management see ISO/IEC 27031).

An organization should ensure that the technical means used to populate and update the database quickly,
analyze its information and facilitate responses to information security incidents support the following:

9)
h)

quick acquisition of information security event/incident/vulnerability reports,

notification of previously selected external personnel by appropriate means (for example electronic mail,
fax or telephone), thus requiring the maintenance of a reliable, readily accessible contact database
(including paper and other backups), and the facility to transmit information to individuals in a secure
fashion where appropriate,
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i) taking precautions commensurate with assessed risks for ensuring that electronic communication,
whether internet or non-internet, cannot be eavesdropped and stays available while the system, service
and/or network is under attack (this may require pre-planned alternative communications mechanisms
being in place),

j) ensuring the collection of all data about the information system, service and/or network, and all data
processed,

k) using cryptographic integrity control to help in determining whether and what parts of the system, service
and/or network, and what data, were changed, if commensurate with assessed risks,

I) facilitating the archiving and securing of collected information (for example, by applying digital signatures
to logs and other evidence before off-line storage in read-only media such as CD or DVD ROM),

m) enabling the preparation of printouts (e.g. of logs), including those showing the progress of‘an incident,
and the resolution process and chain of custody,

n) recovery |of the information system, service and/or network to normal operatioh;-with the following
procedurgs that are in line with the relevant crisis management:

1) backup testing,

2) malicipus code control,

3) original media with system and application software,

4) bootable media, and

5) clean,|reliable and up-to-date system and application patches.

It is increpsingly common for organizations to create a standard baseline image from the installation
media ang use that image as the clean basis for creating systems. Using such an image instead| of the
original media is often preferable because the-image has already been patched, hardened, tested, €tc.

An attacked information system, service ofsnetwork may not function correctly. Thus as far as possible, no
technical meaps (software and hardware).necessary for responding to an information security incident should
rely in their operations on the organization's ‘mainstream’ systems, services and/or networks, proportiopate to
the assessed|risks. All technical means should be carefully selected, correctly implemented and regularly
tested (includjing testing of the™backups made). If it is possible, the technical means should bge fully
independent.

NOTE Technical means.described in this clause do not include technical means used to detect information $ecurity
incidents and intrusions_directly and to automatically notify appropriate persons. Such technical means are descfibed in
ISO/IEC 18043,

Whilst the ordanization's PoC has a much wider ongoing role in the organization to provide support| for all
aspects of IT and related information handling, it has a key role to play in information security incident
management. When information security events are first reported, the PoC deals with them in the detection
and reporting phase. The PoC should review the information gathered and make the initial assessment as to
whether events should be classified as incidents or not. If the event is not classified as an incident, the PoC
should deal with it accordingly. If an event is classified as an incident, it may be that the PoC deals with it,
albeit it is expected that in most cases the responsibility for dealing with the incident needs to be handed over
to the ISIRT. It is not expected that personnel at the PoC are security experts.

5.7 Awareness and training
Information security incident management is a process that involves not only technical means but also people.

Thus, it should be supported by appropriately information security-aware and trained individuals within the
organization.
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The awareness and participation of all organization personnel is crucial for the success of a structured
information security incident management approach. Whilst users should be required to participate, they are
less likely to participate effectively in its operation if they are unaware of how they and their department may
benefit from participating in a structured approach to information security incident management, Further, the
operational efficiency and quality of a structured approach to information security incident management relies
on a number of factors, including obligation to notify incidents, quality of notification, ease of use, speed and
training. Some of these factors relate to making sure that users are aware of the value of information security
incident management and being motivated to report incidents.

The organization should ensure that the role of information security incident management is actively promoted
as part of the corporate information security awareness and training program. The awareness program and
related material should be available to all personnel, including new employees, third party users and

contragtors, as relevant. There should be a specific training program for the PoC, ISIRT members, information

securify personnel and specific administrators, as necessary. Each group of people involved djrectly with the

manadement of incidents may require different levels of training, depending on thectype, frequency and

criticaljty of their interaction with the information security incident management scheme.

The onganization's awareness briefings should encompass the following:

a) benefits to be derived from the structured approach to information security incident management, both to
the organization and to its personnel,

b) hgw the information security incident management scheme works, including its scope arjd the security
event, incident and vulnerability management workflow,

c) hgw to report on information security events, incidents and-vulnerabilities,

d) ingident information held in, and the outputs fromthe information security event/incident/vulnerability
database,

e) cantrols on confidentiality of sources as relevant,

f)  sgheme service level agreements,

g) natification of outcomes — underwhat circumstances sources are advised,

h) any constraints imposed by-non-disclosure agreements,

i) the authority of the infermation security incident management organization and its reporting|line, and

i)  who receives reports from the information security incident management scheme, and how the reports
are distributed.

In some cases, it may be desirable for the organization to include awareness detail specifically about

information-security incident management in other training programs (for example, personpel orientation

programs “or _general corporate security awareness programs). This awareness approach| may provide

valuable context relevant to particular groups of people, and improves training program effectiveness and
efficiency.

Before the information security incident management scheme becomes operational, the organization should
ensure that all relevant personnel are familiar with the procedures involved in the detection and reporting of
information security events, and selected personnel are very knowledgeable about the subsequent activities.
This should be followed up by regular awareness briefings and training courses. The training should be
supported by specific exercises and testing for PoC and ISIRT members, and information security personnel
and specific administrators.

In addition, the awareness and training programs should be complemented by the establishment and
operations of ‘hot line’ support from information security incident management personnel, in order to minimize
delays in reporting and handling information security events, incidents and vulnerabilities.

© ISO/IEC 2011 — All rights reserved 21


https://iecnorm.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

5.8 Schem

e testing

The organization should schedule regular checking and testing of the information security incident
management processes and procedures to highlight potential flaws and problems that may arise during the
management of information security events and incidents and vulnerabilities. Periodic tests should be
organized to check processes/procedures and to verify how the ISIRT responds to severe complex incidents,
through the simulation of realistic attacks, failures or faults. Particular attention should be paid to the creation
of the simulated scenarios, which should be based on real new information security threats. Tests should
involve not only the ISIRT, but all the internal and external organizations that are involved in the management
of information security incidents. Organizations should ensure that any changes made as a result of post
testing reviews are subject to thorough checking, including further testing, before the changed scheme goes

live.
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Figure 3 — Information security event and incident flow diagram

NOTE False alarm is an indication of an unwanted event, but is found not to be real or of any consequence.
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The first phase of operational use of an information security incident management scheme involves the
detecting of, collecting information associated with, and reporting on, occurrences of information security
events, by human or automatic means. The organization should ensure that this phase involves detection of
information security vulnerabilities that have not yet been exploited to cause information security events, and
possibly information security incidents, and reporting on them.

For the Detection and reporting phase, an organization should ensure that the key activities are the following:
a) Activity to detect and report the occurrence of an information security event or the existence of an

information security vulnerability, whether by one of the organization's personnel/customers or
automatically, aided by the following:

1) aIerts(LTrom security monitoring systems such as IDS/IDP, antivirus program, honeypots (gener{c term
for a decoy system used to deceive, distract, divert and to encourage the attacker to spehd time on
informlation that appears to be very valuable, but actually is fabricated and would not be)of intgrest to
a legifjmate user [ISO/IEC 18043:2006]) / tarpits (systems that are intentionally exposed and designed
to delay attacks), log monitoring systems, security information management systems, corrglation
engings and others,

2) alerts|from network monitoring systems such as firewalls, network flow, analysis, web filtering and
othersg,

3) analygis of log information from devices, services, hosts, and various’systems,
4) escalations of anomalous events detected by ICT,

5) escalgtions of anomalous events detected by help desks,

6) user reports, and

7) exterrfal notifications coming from third parties such as other ISIRTs, information security services,
ISPs, felecommunication service providers, outsourcing companies or national ISIRTSs.

b) Activity to| collect information on an information security event or vulnerability.

c) Activity tq ensure that all involved insthe PoC properly log all activities, results and related decisipns for
later analysis.

d) Activity tp ensure that electronic evidence is gathered and stored securely, and that its pecure
preservatfon is continually monitored, in case it is required for legal prosecution or internal disciplinary
action.

NOTE \ future International Standard (ISO/IEC 27037) will provide more detailed information on the identification,
collection, acquisitionrand preservation of digital evidence.

e) Activity tq eqsure that the change control regime is maintained covering information security event and
vulnerability tracking and event and vulnerability report updates, and thus that the information security
event/incident/vulnerability database is kept up-to-date.

f)  Activity to escalate, on an as required basis throughout the phase, for further review and/or decisions.

g) Activity to register in an Incident Tracking System.

All information collected pertaining to an information security event or vulnerability should be stored in the
information security event/incident/vulnerability database managed by the ISIRT. The information reported

during each activity should be as complete as possible at the time, to ensure that there is a good base
available for the assessments and decisions to be made, and of course the actions taken.
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6.2 Event detection

Information security events could be detected directly by a person or persons noticing something that gives
cause for concern, whether technical, physical or procedural related. Detection could be, for example, from
fire/smoke detectors or intruder (burglar) alarms, with the alerts notifying at pre-designated locations for
human action. Technical information security events could be detected by automatic means, for example,
alerts made by audit trail analysis facilities, firewalls, intrusion detection systems, and anti-malicious code

(includ

ing viruses) tools, in each case stimulated by pre-set parameters.

Possible information security event detection sources include the following:

a) users,

b) line managers and security managers,

c) cystomers,

d) IT| department, including Network Operations Center and Security Operations’ Center (thn

st
e) IT
fy m
g) IS
h) ot

6.3

Whate
or dirg
could |

pport),

help desk (through 1% level support),

Bnaged service providers (including ISPs, telecommunication.service providers, and supp
IRTs,

her units and staff that may detect anomalies duringtheir daily work,

ass media (news paper, television, etc.), and

bbsites (public security information websites, websites by security researchers, defac
bbsites, etc.);

Event reporting

ver the source of the detéction of an information security event, the person notified by au
ctly noticing something*unusual, is responsible for initiating the detection and reporting
pbe any member of an:organization's personnel, whether permanent or contracted personn

pugh 2" level

iers),

ement archive

omatic means,
process. This
el.

The pérson should follew the procedures and use the information security event reporting form specified by

the infi
of the
to, the|
format
each

prmation security incident management scheme, to bring the information security event {
PoC andrmanagement. Accordingly, it is essential that all personnel are well aware of, an
guidelines for reporting the different types of possible information security events. Thi
of thejinformation security event reporting form and details of the personnel who should

b the attention
d have access
5 includes the
be notified on

becasion (all personnel should at least be aware of the format of the information se

curity incident

reporti

1g-formm,to—aid—themr understandingof the—schenme: ) H—shoutd—benoted—that fixedtetept

1one, cordless

phone and mobile telephone without safeguard for tapping are considered not safe. When dealing with highly
confidential or secret information, the additional safeguards should be taken.

The following information can be used as the basis for an incident tracking system form:

e time/date for detection,

e ob

® CO

servations, and

ntact information (optional).
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The completed form (either paper-based or in an e-mail or web form submission) should be used by ISIRT
personnel only when registering information security incidents in the Incident Tracking System. It is more
crucial to obtain knowledge/reports of a suspected/experienced/detected information security event than being
complete with all information.

Information security event (possibly incident) tracking should be supported, whenever possible, by an
automated application. The use of an information system is essential to force personnel to follow established
procedures and checklists. It is also extremely helpful to keep track of “who did what and when”, details that
could be missed by mistake during an information security event (possibly incident).

How an information security event is handled is dependent upon what it is, and the implications and
repercussions that may flow from it. For many people, this will be a decision beyond their competence. Thus,

the person ri‘:orting an information security event should complete the information security event re
uch narrative and other information as is readily available at the time, liaising with his/hg

form with as
manager if ne
responsible IS
an example te

The ISIRT shd
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weekly basis.
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It is emphasiz|
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improve the a
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successfully u

An informatio
satisfactory c
management,

cessary. That form should be securely communicated to the designated PoC, with-a-copy
IRT. The PoC should preferably provide a 24-hour service for 7 days per week: Anhex D
mplate for the information security event reporting form.

uld appoint one team member or delegate per shift to be responsible for all'incoming repq
fax, forms and direct conversation. This responsibility may rotate between team membe
The appointed team member makes the assessment and takes/proper actions to
d involved parties as well as resolve the information security incident.

ed that not only accuracy but also timeliness is important in. the content filled in the infor|
reporting form. It is not good practice to delay the submission of a reporting form in o
ccuracy of its content. If the reporting person is not confident of the data in any field
, it should be submitted with appropriate notation,“and revisions communicated later. It
ized that some reporting mechanisms (e.g. e-mail). are themselves visible targets for atta

s exist, or are considered to exist, withthé electronic reporting mechanisms (e.g. €
ans of communication should be used. This'includes when it is thought possible that the s
k and unauthorized people could read reporting electronic forms. Alternative means
on, by telephone or text messaging.\Such alternative means should be used particularly
ent early in an investigation that an information security event appears likely to be classi
security incident, particularly-one’that may be significant.

cases an information security event has to be reported onwards for action by the PoC
5ions where an information security event is handled locally, possibly with the help @
It is advisable that-lecal management be trained to make the same assessment as the

5e locally resources. This will prevent the ISIRT from doing duplicate work .
n security\event may be quickly determined as a false alarm, or it may be resolve

bnclusion.” In such cases a reporting form should be completed and forwarded {g
tor thé PoC and to the ISIRT for recording purposes, i.e. into the information s

borting
er local
to the
shows

rts via
sona
inform

mation
rder to
on the
should
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-mail),
bystem
could
vhen it
fied as

, there
f local
ISIRT

lar/same countermeasures as well as use the same incident tracking system, in ofder to

d to a
local
ecurity

event/incident

vulnérability database. In such circumstance, the person reporting closure of an infor|

mation

security event may be able 1o complete some of the information required for the information security incident
reporting form — if this is the case then the information security incident reporting form should also be
completed and forwarded. The use of automatic tools can assist with completion of some fields for example
time stamps. It can also assist with the sharing\transfer of necessary information.

7 Assessment and decision phase

7.1 Overview of key activities

The second phase of operational use of an information security incident management scheme involves the
assessment of information associated with occurrences of information security events and decision on if it is
information security incident.
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For the Assessment and decision phase, an organization should ensure that the key activities are the
following:

a)

Activity for the PoC to conduct the assessment to determine whether the event is a possible or concluded
information security incident or a false alarm, and if it is not a false alarm, whether escalation is required.
Assessments should include the use of the agreed information security event/incident classification scale
(including determining the impacts of events based on the affected assets/services) and should decide
whether events should be classified as information security incidents (see Annex C for example
guidelines). Whilst determining the impacts of information security events (and thus possible incidents) in
terms of the effects of breaches of confidentiality, integrity and availability, organizations should ensure
that the following are identified:

1)
2)

impact domain (physical or logical),

assets, infrastructures, information, processes, services and applications thathare affected, or are
going to be affected, and
3)| possible effects on organization core services.

Adtivity for the ISIRT to conduct the assessment to confirm the results 'ofithe PoC's assesgment whether
the event is an information security incident or not, if applicable:~As” necessary, anothgr assessment

sh
of]
ay
sh
pr
de
w
ar

A
de

c)

d) A

A

ol
aq

A

ould be conducted using the agreed information security event/ingident classification sca
the event (possibly incident) type and affected resource (categorization) (see Annex
idelines). This should be followed by decisions on how_the confirmed information se
ould be dealt with, by whom and in what priority. It,should involve the predetermin
ocess to enable a clear focus on assigning each information security incident to suitabl
termining the urgency of the handling and the responses to information security incic

le, with details
C for example
curity incident
ed prioritizing
b persons and
lent, including

nether an immediate response, information secutity forensics analysis and communicafions activities

e required, in the next phase (Responses — see.also Clause 8).

Ltivity to escalate, on an as required basis throughout the phase, for further assess
cisions.

tivity to ensure that all involved,.particularly the ISIRT, properly log all activities for later a
Ltivity to ensure that electronic evidence is gathered and stored securely, and th
eservation is continually ‘monitored, in case it is required for legal prosecution or intern

tion.

tivity to ensure that the change control regime is maintained covering information se

tracking and incident report updates, and thus that the information security event/incide

d4

All infd
in the

tabase is kept up-to-date.

ments and/or
nalysis.
at its secure

al disciplinary
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buld be stored

rmation-collected pertaining to an information security event, incident or vulnerability sh

information security event/incident/vulnerability database managed by the ISIRT. The information
reportgd\daring each activity should be as complete as possible at the time, to ensure that t

ere is a good

base available for the assessments and decisions to be made, and of course the actions taken.

Once an information security event has been detected and reported, the subsequent activities are the
following.

9)
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Activity to distribute the responsibility for information security incident management activities through an
appropriate hierarchy of personnel, with assessment, decision making and actions involving both security
and non-security personnel.

Activity to provide formal procedures for each notified person to follow, including reviewing and amending

the report made, assessing the damage, and notifying the relevant personnel (with the individual actions
depending on the type and severity of the incident).
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Activity to use guidelines for thorough documentation of an information security event.

Activity to use guidelines for thorough documentation of the subsequent actions for an information
security incident if the information security event becomes classified as an information security incident.
k) Activity to update the information security event/incident/vulnerability database.

The organization should ensure that this phase involves the assessment of the information gathered on

reported information security vulnerabilities (that have not yet been exploited to cause information security
events, and possibly information security incidents), with decisions made on which need to be dealt with, by

whom, how and in what priority.

7.2 Assessl.ment and initial decision by the PoC
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as an informg
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event
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person in the PoC should acknowledge receipt of the completed information .security
enter it into the information security event/incident/vulnerability database, andreview it.
ny clarification from the person reporting the information security event, and, collect any
Huired and known to be available, whether from the reporting person or elsewhere. Thg
bnduct an assessment to determine whether the information security event should be clgssified
tion security incident or is in fact a false alarm (including through“use of the organization's
ht classification scale). If the information security event is determineéd to be a false alaiqm, the
curity event reporting form should be completed and communicated to the ISIRT for addjtion to
N security event/incident/vulnerability database and review, and copied to the reporting person
al manager.

d other evidence collected at this stage may need to be used at a future time for discipli
hgs. The person or people undertaking the information collection and assessment tasks

hary or
should
ecording the date(s) and time(s) of actions {itis necessary to fully document the following
seen and done (including tools used)@nd why,

n of the potential evidence,

nce is archived (if applicable),

nce verification was.performed (if applicable), and

Storage/safe custody of material and subsequent access to it.

son at

equire
to the

ion security,event is determined as a likely information security incident, and if the per
appropriate level of competence, further assessment may be conducted. This may
ns, for;'example identifying additional emergency controls being and referral for action

appropriate p¢

information se

manager should be

nificant
d s verity-seale v a ISIRT
informed directly. It may be evident that a crisis situation should be declared, and for

rsoh. It may be evident that an information security event is determined to be a sig

example, the crisis management manager be notified for possible activation of a crisis management plan, and
the ISIRT manager and senior management be informed. However, the most likely situation is that the
information security incident needs to be referred directly to the ISIRT for further assessment and action.

Whatever the next step is determined to be, the PoC should complete as much as possible of the information
security incident reporting form. The information security incident reporting form should contain narrative, and
as far as possible should confirm and describe the following:

a) what the information security incident is,
b) how it was caused and by what or whom,
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c) what it affects or could affect,
d) the impact or potential impact of the information security incident on the business of the organization,

e) an indication as to whether the information security incident is deemed significant or not (using the
organization's pre-determined classification scale), and

f)  how it has been dealt with so far.

When considering the potential or actual adverse effects of an information security incident on the business of
an organization, the following are some examples:

a) unauthorized disclosure of information,

b) unauthorized modification of information,

c) repudiation of information,

d) unavailability of information and/or service,
e) destruction of information and/or service, and
f)  reduced performance of service.

The finst step is to consider which of a number of consequences is relevant. For those considered relevant,
the related category guideline should be used to establish,the potential or actual impacts for|entry into the

information security incident report. Example guidelines “are given in Annex C. Example catepories are the
followipg:

a) financial loss/disruption to business operations;
b) cgmmercial and economic interests,

c) personal information,

d) legal and regulatory obligations,

e) mpanagement and business operations,

f)  logs of goodwill,

g) injury or loss\oflife, and

h) sqcietal disruption.

If an infermation-security-inci :
been taken and any lessons learned (e.g. controls to be adopted to prevent re-occurrence or similar
occurrences). Once completed as far as possible, the reporting form should then be referred to the ISIRT for
entry into the information security event/incident/vulnerability database and review.

If an investigation is likely to be longer than a time period defined in the information security incident
management policy, an interim report should be produced within a time period specified by the policy.

It is emphasized that the PoC assessing an information security incident should be aware, based on the
guidance provided in the information security incident management scheme documentation. It includes the
following for example:

a) when it is necessary to escalate matters and to whom, and
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b)

change control procedures should be followed in all activities conducted by the PoC.

In a similar manner to that mentioned in Clause 6.2 and Clause 6.3 above regarding event detection and
reporting, alternative means of communication of updated reporting forms should be used when problems
exist, or are considered to exist, with electronic reporting mechanisms (e.g. e-mail).

7.3 Assessment and incident confirmation by the ISIRT

The assessment, and confirmation of the decision as to whether an information security event is to be
classified as an information security incident, should be the responsibility of the ISIRT. The receiving person in
the ISIRT should do the following:

Acknowleg
the PoC.

a)

Enter the
PoC and

b)

Seek clari

Review th

who comj

If there is sti
completeness
whether the i
agreed incide
information

event/incident
sent to the Po

An informatior
important acti
another incidg
correlation of i

If the informat
should condud

What the
affect, th
organizat

a)

Collect any further information required and known to be available; whether from the PoC, the

dge receipt of the information security incident reporting form, completed as far as poss|

form into the information security event/incident/vulnerability database if it wasnot done
ipdate the database if necessary.

fication from the PoC, if necessary.

e reporting form content.

leted the information security event reporting form or elsewhere.

| a degree of uncertainty as to the authenticity .of\the information security incident
of the reported information, the ISIRT member:sshould conduct an assessment to det
formation security incident is real or in fact a\false alarm (through use of the organiz
t classification scale). If the information securijty incident is determined to be a false ala
security event report should be eompleted, added to the information g
vulnerability database and communicated to the ISIRT manager. Copies of the report shd
C, and the reporting person and his/hétlocal manager.

security incident should be cofrelated to any other event/incident reported to the ISIR]
ity is to verify if the incident is;connected to any other event/incident or it is simply the e
nt, i.e. in Denial of Service (DoS) and Distributed Denial of Service (DDoS) attack
hcidents is also important’in prioritizing the efforts of the ISIRT.

ion security incident is determined to be real, the ISIRT member and colleagues as re
t further assessment. The aim is to confirm the following as soon as possible:

nformation<ecurity incident is, how it was caused and by what or whom, what it affects o
b impact-or potential impact of the information security incident on the business
on, anindication as to whether the information security incident is deemed significant

ble by

by the

person

or the
ermine
ation's
m, the
ecurity
uld be

I'. This
fect of
5. The

Nuired,

I could
of the
or not
act on

(using theg

ofganization's pre-determined severity scale). If the incident causes severe negative img

the businéss—crisis-activities-should-be-initiated (ceaClausa 8 2 4\
18SS-6HSISaGHHHE S SRothaPeHRHHate (5668 orausSe-o4)-

network, for example:

attack
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er has,

what data has been accessed by the attacker, possibly copied, altered or destroyed,

what software has been copied, altered or destroyed by the attacker,

The following aspects for deliberate human technical attack on an information system, service and/or

how deeply the system, service and/or network has been infiltrated, and what level of control the
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c) the direct and indirect effects (for example, is physical access open because of a fire, is an information
system vulnerable because of some software or communications line malfunction, or because of human
error), and

d) how the information security incident has been dealt with so far and by whom.

When reviewing the potential or actual adverse effects of an information security incident on the business of
an organization, from some information and/or services shown in Clause 7.2, it is necessary to confirm which
of a number of consequences is relevant. Example categories are shown in Clause 7.2 and Annex C.

A prioritizing process should be used to assign an information security incident to the most suitable person or
of persons in the ISIRT to facilitate an adequate response to the information security incident. In

group

particu
set to

Prioriti
inform
For ing
to be

requiri

For th

actual
Annex|

8 R

8.1

The tH

brder the responses to be given to information security incidents.

es should be set in accordance with the determined adverse business impacts ‘assod
htion security incident and the estimated effort needed to respond to the information se
idents with the same priority, the required effort is one metric to determine\the order in w
responded. For example, an incident that is easily resolved may be dealt with befo
Ng a greater effort.

bse considered relevant, the related category guideline should be used to establish th

impacts for entry into the information security incident «eport. Example guidelines
es C and D.

esponses phase

Dverview of key activities

ird phase of operational use of an jnformation security incident management schem

lar, when several information security incidents are being dealt with the same time, priorifies have to be

iated with the
curity incident.
nich they need
'e an incident

e potential or
are given in

B involves the

making of responses to information security incidents in accordance with the actions agreed in the

assess
real-tir]

For thg¢ Responses phase, an ofganization should ensure that the key activities are the following:

A
ad

1)

a)

ment and decision phase. Dependent on the decisions the responses could be made i
ne or in near real-time, and some could well involve information security forensics analysi

tivity to review by.the ISIRT to determine if the information security incident is unde
tivity below:

Activity to-instigate the required response, if it is under control. This could be an immedi
which eould include the activation of recovery procedures, and/or issuing communicatid
involved~personnel, or a later slower time response (for example, in facilitating full re
disaster), whilst ensuring all information is ready for post-incident review activities.

2)

b)

c)

mmediately, in

D.

r control, and

ate response ,
ns to relevant
covery from a

AClVIly 10 Instigate Crisis aclivilies through escalation 10 crisis handling tunction, 11 |

is not under

control or it is going to have a severe impact on the organization's core services (See also
Clause 8.2.4). Crisis handling function then is responsible of the incident, with full support of the ISIRT

(including such as activating a crisis management plan), and involving the related
example the organization's crisis management manager and team (for guidance
continuity management see ISO/IEC 27031 and ISO/PAS 22399:2007).

security incident classification scale rating, and changing that scale rating as necessary.

d)

decisions.
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on business

Activity to assign internal resources and identify external resources in order to respond to an incident.

Activity to conduct information security forensics analysis, as required and relative to the information

Activity to escalate, on an as required basis throughout the phase, for further assessments and/or
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e) Activity to ensure that all involved, particularly the ISIRT, properly log all activities for later analysis.

f)  Activity to ensure that electronic evidence is gathered and stored provably securely, and that its secure
preservation is continually monitored, in case it is required for legal prosecution or internal disciplinary
action.

g) Activity to ensure that the change control regime is maintained covering information security incident
tracking and incident report updates, and thus that the information security event/incident/vulnerability
database is kept up-to-date.

h) Activity to communicate the existence of the information security incident or any relevant details thereof to

other internal and external people or organizations, in particular asset/information/service owners

(determin
managen

All information
in the informa
purposes of fy
at the time, to

of course the actions taken.

Once an info
activities are t
a) Activity to
of person

necessary.

Activity t
amending
actions dd

Activity t
subseque

Activity to
Activity to

Once any info
recorded in th
phase also in
with the actio
details should

ed during the impact analysis) and internal/external organizations that should be involved
ent and resolution of the incident.

collected pertaining to an information security event, incident or vulnerability should be
tion security event/incident/vulnerability database managed by the ISIRT -including

rther analysis. The information reported during each activity should be as‘complete as p
ensure that there is a good base available for the assessments and decisions to be mag

'mation security incident has been determined and the responses agreed, the subs
he following:

distribute the responsibility for incident management activities through an appropriate hig
nel, with decision making and actions involving both\security and non-security person

b provide formal procedures for each involved person to follow, including reviewin
reports made, re-assess the damage, and“hotify the relevant personnel (with the ind
bpending on the type and severity of the incident).

b use guidelines for thorough decumentation of an information security incident,
nt actions, and updating of the information security event/incident/vulnerability database.

use guidelines for thorough:documentation of the subsequent actions.
update the information security event/incident/vulnerability database.

rmation security(incident has been dealt with successfully, it should be formally closed a
e information_Security incident management database. The organization should ensure t
volves the¢making of responses to reported information security vulnerabilities in acco
s agreed in the assessment and decision phase. Once any vulnerability has been de3
be recorded in the information security incident management database.

in the

stored
or the
bssible
e, and

equent

rarchy
nel as

g and
ividual

of the

nd this
at this
rdance
It with

Guidance on 1

esponses to information security incidents is provided in Clause 8.2.

8.2 Responses

8.21

8.21.1

Immediate responses

Overview

In the majority of cases, the next activities for the ISIRT member are to identify the immediate response
actions to deal with the information security incident, record details on the information security incident form
and within the information security event/incident/vulnerability database, and notify the required actions to the
appropriate persons or groups. This may result in emergency controls (for example, cutting off/shutting down
an affected information system, service and/or network, with the prior agreement of the relevant IT and/or
business management), and/or additional permanent controls being identified, and notified for action to the
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appropriate person or group. If not already done so, the significance of the information security incident should
be determined, using the organization's pre-determined classification scale, and if sufficiently significant
appropriate senior management should be notified directly. If it is evident that a crisis situation should be
declared, for example the crisis management manager should be notified for possible activation of a crisis

management plan, with the ISIRT manager and senior management also informed.

The overall objectives in responding to information security incidents are the following:

a) to

b) to

confine the potential adverse impacts (of information security incidents), and

improve information security.

The pn
the mi

mary goal of the information security incident management scheme and associated activ
himization of adverse business impacts, whereas identification of the attacker should.bg

secondlary goal.

8.2.1.2

As an

Example actions

example of relevant immediate response actions in the case of deliberate attack on

systen, service and/or network, it could be left connected to the internet/or '6ther network.

busing
attackg

It is vi
modul
andre

W
b
sq
us

a)

b)

A furth
conclu
him/he
has c3

With r
source
or isol
manad
inform

ss critical applications to function correctly, and collect as muchlinformation as poss
br, provided that the attacker does not know that he/she is under.surveillance.

ally important to follow planned processes and record action”” Beware of Trojans, rootk
bs that may cause serious damage to the system. EvidenCe can be protected with crypt
cords of access.

hile undertaking such a decision, it needs to be ¢onsidered that the attacker may realize
ing observed and may undertake actions that cause further damage to the affected inforn

ties should be
considered a

An information
This will allow
ble about the

its and kernel
bgraphy, locks

that he/she is
nation system,

rvice and/or network, and related data, and’jthe attacker could destroy the information that may be

eful to track him/her.

is essential that it is technically possible to quickly and reliably cut-off and/or shut dow
ormation system, service and/or nhetwork, once a decision had been taken. This serves
Cident.

er consideration is that the prevention of re-occurrence is usually of high priority, and it
ded that the attacker has exposed a vulnerability that should be rectified, and the gaing
r do not justify the effort in doing so. This is especially relevant when the attacker is non
used little or no damage.

pgard to information security incidents that are caused by something other than deliber
should beidentified. It may be necessary to shut the information system, service and/or
pte the'relevant part and shut it down (with the prior agreement of the relevant IT an
ement); while controls are implemented. This may take longer if the vulnerability is fund

h the attacked
to contain the

might well be
from tracking
malicious and

hte attack, the
nhetwork down,
d/or business
amental to the

htion system, service and/or network design, or if it is a critical vulnerability.

Another response activity may be to activate surveillance techniques (for example, honeypots — see
ISO/IEC 18043). This should be on the basis of procedures documented for the information security incident
management scheme.

Information that may be corrupted by the information security incident should be checked by the ISIRT
member against backup records for modifications, deletions, or insertions of information. It may be necessary
to check the integrity of the logs, as a deliberate attacker may have manipulated these logs to cover his/her
tracks.
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8.2.1.3 Incident information update

Whatever the next step is determined to be, the ISIRT member should update the information security incident
report as much as possible, add it to the information security event/incident/vulnerability database, and notify
the ISIRT manager and others as necessary. The update may cover further information on the following:

a) what the information security incident is,

b) how it was caused and by what or whom,

c) what it affects or could affect,

d) the |mpa(.al Ul pUtGI It;di ;Illpdbt Uf ti 1< ;IIfUIIIIdt;UII bcbwity ;Ilb;dcllt Ul tilU bubillcbb Uf ti 1< Ulydll;LatiU l,

e) changes [o the indication as to whether the information security incident is deemed significant|or not
(using thg organization's pre-determined severity scale), and

f)  how it hag been dealt with so far.

If an informatipn security incident has been resolved, the report should include details of the controls thgt have

been taken and any other lessons learned (e.g. further controls to be adopted<io,prevent re-occurrence or

similar occurrences). The updated report should be added te-\'the information security
event/incident{vulnerability database, and notified to the ISIRT manager and-others as required.

It is emphasized that the ISIRT is responsible for ensuring the secure, retention of all information pertaihing to

an information security incident for further analysis, and potential legal evidential use. For example, fof an IT

oriented information security incident, the following actions shouldbetaken.

After the initial discovery of the incident, all volatile data should be collected before the affected IT system,

service and/or network is shut down, for a complete information security forensics investigation. Information to

be collected includes contents of memory, cache and tregisters, and detail of any activities running, and the
following.

a) A full information security forensics duplication of the affected system or a low level backup of logs and
important[files should be undertaken depending on the nature of the information security incident.

b) Logs fron neighbouring systems, services and networks, for example including from routers and firewalls,
should be collected and reviewed.

c) Allinformation collected should be stored securely on read only media.

d) Two or mpore persons,should be present when information security forensics duplication is performed, to
assert and certifythat all activities have been carried out in accordance with relevant legislation and
regulatior].

e) Specifications-and descriptions of the tools and commands used to perform the information sgecurity

forensics

An ISIRT member is also responsible for facilitating the return of the affected facility (whether IT or otherwise)
to a secure operational state that is not susceptible to a compromise by the same attack, if possible at this

stage.

34
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8.2.1.4 Further activities

If an ISIRT member determines that an information security incident is real, then other important activities
should be the following:

a) activity to institute information security forensics analysis, and

b) activity to inform those responsible for internal and external communications of the facts and proposals
for what should be communicated, in what form and to whom.

Once an information security incident report has been completed as far as possible, it should be entered into
the information security event/incident/vulnerability database and communicated to the ISIRT manager.

If an irjvestigation is likely to be longer than a time period pre-agreed within the organization, ‘ar| interim report
should be produced.

The I$SIRT member assessing an information security incident should be aware,‘based on|the guidance
provided in the information security incident management scheme documentation including the fpllowing:

a) when it is necessary to escalate matters and to whom, and
b) change control procedures should be followed in all activities conducted by the ISIRT.

When |problems exist or are considered to exist, with electronic communications facilities (e.g. ¢-mail or web),
includihg when it is thought possible that the system is under,attack, the report to the relevant people should
be dore by telephone or text messaging.

If it is poncluded that an information security incident is\significant or a crisis situation has begn determined,
then the ISIRT manager, in liaison with the organization’s information security manager and the felevant board
member/senior manager, should liaise with all related parties, both internal and external to the ofganization.

To engure that the liaisons are organized quickly and are effective, it is necessary to establish a secure
methofl of communication in advance that\does not wholly rely on the system, service and/or network that
may be affected by the information seeurity incident. These arrangements may include the [nomination of
backup advisors or representatives in the case of absence.

8.2.2 | Assessment of control.over information security incidents

After the ISIRT member has instigated the immediate responses and relevant information sequrity forensics
analysis and communications activities, it needs to be quickly ascertained whether the information security
incident is under control. If necessary, the ISIRT member may consult with colleagues, the ISIRT manager
and/or|other persons or groups.

If the information security incident is confirmed as being under control, the ISIRT member should institute any
requirgd /ater responses, and information security forensic analysis and communicationg, to end the
information”security incident and restore the affected information system to normal operations.

If the information security incident is confirmed as not being under control, then the ISIRT member should
institute crisis activities.

If the information security incident is related to loss of availability, the metric to assess whether an information
security incident is under control could be the time elapsed before recovering to a normal situation further to
the occurrence of an information security incident. The organization should determine for each asset, based
upon the results of the information security risk assessment, its acceptable interruption window that supports
the recovery time objective before resumption of the service or the access of the information. As soon as the
response exceeds the acceptable interruption window of the targeted asset, the information security incident
may not be under control anymore and the decision to escalate the information security incident should be
taken.
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Information security incidents related to loss of confidentiality, integrity etc. needs other types of judgements to
determine if the situation is under control and possible related metrics according to organization crisis
management plans.

8.2.3 Later responses

Having determined that an information security incident is under control, and not subject to crisis activities, the
ISIRT member should identify if and what further responses are required to deal with the information security
incident. This could include restoring the affected information system(s), service(s) and/or network(s) back to
normal operation. He/she should then record details on the information security incident reporting form and in
the information security event/incident/vulnerability database, and notify those responsible for completing the

related action
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f it is determined that the cause of an information security incident is an IT hardware or sq
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information security incident, it should be patched with the relevant information security U
iration related problems highlighted by the information security incident should be degd
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curity incident may include changing system passwords and disabling unused services.
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F an information security incident, it may be appropriateto have additional monitoring con
[ in detecting unusual and suspicious events that would be symptomatic of further infor,
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T systems that were compromised.
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8.2.4 Responses to crisis situations

As discussed in Clause 8.2.2, it may be that the ISIRT determines an information security incident is not under
control and needs to be escalated to crisis situation, using a pre-designated plan.

The best options for dealing with all possible types of information security incidents that might affect
availability and to some extent integrity of an information system, should have been identified in the
organization's crisis management plan. These options should be directly related to the organization's business
priorities and related timescales for recovery, and thus the maximum acceptable outage time periods for IT,
voice, people and accommodation. The strategy should have identified the following:

a) the required preventive, resilience and crisis management measures,
b) the required organizational structure and responsibilities for responding to crisis, and
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c) the required structure and outline content for the crisis management plan or plans.

The crisis management plan(s) and the controls put in place to support the activation of those plan(s), once
tested satisfactorily, form the basis for dealing with most escalated incidents once so designated.

Depending on the type of incident and if it is not under control, the escalation may lead to serious activities to
deal with the incident and activate the crisis management plan if such is in place. Such activities may include,

but are not limited to, the activation of:

fire suppression facilities and evacuation procedures,

flood prevention facilities and evacuation procedures,

bq
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mb handling and related evacuation procedures,
ecialist information system fraud investigators, and

ecialist technical attack investigators.

Information security forensics analysis

identified by prior assessment as required for evidential ppurposes, de facto in the
ant information security incident, information security forensic analysis should be con
It should involve the use of IT based investigative techniques and tools, supported b
ures, to review the designated information security in€ident(s) in more detail than has
b in the information security incident management;process. It should be conducted i
r, and, as relevant, identify what may be used as.evidence, whether for internal discipling
| actions.

cilities needed for information security forénsic analysis is likely to be categorized into
Dbols, evidence recovery facilities), procedural, personnel and secure office facilities. Ea
y forensic analysis activity should:be fully documented, including relevant photogra
s reports, and data recovery logs. The proficiency of the person or people performing t
y forensic analysis should be<documented along with records of proficiency testir
htion that demonstrates the ebjectivity and logical nature of analysis should also be dg
5 of the information securityincidents themselves, the information security forensic ana
d associated media, should be stored in a physically secure environment and controlled
vent unauthorized people from accessing, altering or rendering it unavailable. Inforn

c analysis IT based“tools should comply with standards such that their accuracy can
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ch information
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ged, and should be kept up-to-date in line with technology changes. The ISIRT physical environment
provide demonstrable conditions that ensure the evidence is handled in such a way th

bt it cannot be
to respond at

rity incidents,
based means

and supporting procedures available for uncovering information hidden in an information system, service or
network, including information that on an initial inspection appears to have been deleted, encrypted, or
damaged. These means should address all known aspects associated with known types of information
security incidents and be documented in the ISIRT procedures.

In today's environment, information security forensic analysis is frequently needed to encompass complex
networked environments, where investigation needs to encompass an entire operating environment, including
a multitude of servers (e.g. file, print, communications and e-mail), as well as remote access facilities. There
are many tools available, including text search tools, drive imaging software and information security forensic
suites. The main focus of information security forensic analysis procedures is to ensure that evidence is kept
intact and checked to ensure that it stands up to any legal challenge.
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It is emphasized that information security forensic analysis should be performed on an exact copy of the
original data, to prevent the analysis work prejudicing the original media integrity. The overall information
security forensic analysis process should encompass, as relevant, the following activities:

a) Activity to ensure that the target system, service and/or network is protected during the information
security forensic analysis from being rendered unavailable, altered or otherwise compromised, including
by malicious code (including viruses) introduction, and that there are no or minimal effects on normal
operations.

b) Activity to prioritize the acquisition and collection of evidence i.e. proceeding from the most volatile to the
least volatile (this depends in large measure on the nature of the information security incident).

c) Activity td identify all relevant files on the subject system, service and/or network, including normal files,
password| or otherwise protected files, and encrypted files.

d) Activity tojrecover as much as possible discovered deleted files, and other data.
e) Activity tojuncover IP addresses, host names, network routes and web site information

f)  Activity t¢ extract the contents of hidden, temporary and swap files used\by both applicatign and
operating|system software.

g) Activity tojaccess the contents of protected or encrypted files (unless prevented by law).

h) Activity tq analyze all possibly relevant data found in special (and typically inaccessible) disc gtorage
areas.

i) Activity tolanalyze file access, modification and creation times.

i) Activity tolanalyze system/service/network and application logs.

k) Activity toldetermine the activity of users and/or@applications on a system/service/network.
I)  Activity tolanalyze e-mails for source information and content.

m) Activity to| perform file integrity checks:to detect Trojan horse files and files not originally on the system.

n) Activity tq analyze, if applicable, ‘physical evidence, for example fingerprints, property damage, video
surveillange, alarm system l6gs, pass card access logs, and interview witnesses.

0) Activity td ensure that.extracted potential evidence is handled and stored in such a way that it carnot be
damaged|or rendered-dnusable, and that sensitive material cannot be seen by those not authorizgd. It is
emphasized that evidence gathering should always be in accordance with the rules of the court or Hearing
in which the eyidence may be presented.

p) Activity to.conclude on the reasons for the information security incident, the actions required and ih what
timeframe, with evidence including lists of relevant files included in an attachment to the main report.

q) Activity to provide expert support to any disciplinary or legal action as required.

The method(s) to be followed should be documented in the ISIRT procedures.

The ISIRT should accommodate sufficient combinations of skills to provide wide coverage of technical
knowledge (including of the tools and techniques likely to be used by deliberate attackers),

analysis/investigative experience (including regarding the preservation of usable evidence), knowledge of
relevant legislation and regulation implications, and ongoing knowledge of incident trends.
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llowing should be recognized:

information security forensic analysis work to specialists,

b)

where serious loss has occurred and/or criminal proceedings are likely, and

c)

being inadmissible if court action is required.
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some organizations may not have all these resources available and that it may need to out-source

collecting information security forensic material may only be a resort (i.e. the effort and expense justified)

not using specialist resources to capture information security forensic material may render the findings as

rtain people to be informed both internally (outside of normal ISIRT/managen
inication) and externally, including the press. This may need to occur at_a~number
le when an information security incident is confirmed as real, when it is confirmed as

nclusions reached.

communication is needed, due care should be taken to ensure 'who needs to know wl
olders that are affected should be determined and preferably divided into groups such as

rect internal stakeholders (crises management, management staff etc.),
rect external stakeholders (owners, customers, partnérs, suppliers etc.), and
her external contacts such as press and/or other'media.

group may need special information that“should come through the appropriate ch
vation. One of the most important task.for communication after an information security
that direct external and direct interhal stakeholders will have the information prior to
h other external contacts such as press.

this activity when the need. arises, it is sensible practice to prepare certain information in
s quickly adjusted to the circumstances of a particular information security incident and
nt group and in particular-the press and/or other media. If any information pertaining
y incidents is to be\released to the press it should be done in accordance with
htion disseminatiof policy. Information to be released should be reviewed by the relevant
clude senior management, public relations co-ordinators and information security personr

The communications of information security incident may wary depending on the incident a
ation withithe organization relations and type of business. The type of business may also set speci
nicatien.should be done, for example if the organization is listed on a public stock market.

8.2.7
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| Escalation

In extreme circumstances, matters may have to be escalated to accommodate incidents that are out of control
and a potential danger for unacceptable business impact. These incidents need to be escalated to activate the
business continuity plan if in place by reporting to either senior management, another group within the
organization or persons or groups outside of the organization. This may be for a decision to be made on
recommended actions to deal with an information security incident or for further assessment to determine
what actions are required. This could be following the assessment activities described above in Clauses 7.2
and 7.3, or during those activities if some major issue becomes evident early. Guidance should be available in
the information security incident management scheme documentation for those who are likely at some point to
need to escalate matters, i.e. PoC and ISIRT members.
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8.2.8 Activity logging and change control

It is emphasized that all involved in the reporting and management of an information security incident should
properly log all activities for later analysis. This should be included with the information security incident
reporting form and in the information security event/incident/vulnerability database, continually kept up-to-date
throughout the cycle of an information security incident from first reporting to completion of post-incident
review.

This information should be retained provably secure and with an adequate back-up regime. Further, all
changes made in the context of tracking an information security incident and updating the information security
incident reporting form and the information security event/incident/vulnerability database should be under a
formally accepted change control scheme.

9 Lessons learnt phase

9.1 Overview of key activities

The fourth phpse of operational use of an information security incident management 'scheme followg when
information security incidents have been resolved/closed, and involves learning the lessons fromm how
incidents (and|vulnerabilities) have been handled and dealt with. For the lessons\éarnt phase, an organjization
should ensure|that the key activities are the following:

a) Activity to]conduct further information security forensics analysis, as‘required.
b) Activity toidentify the lessons learnt from information security_ineidents and vulnerabilities.

c) Activity tq review, identify and make improvements to inférmation security control implementation (new
and/or updated controls), as well as information secuprity incident management policy, as result|of the
lessons Igarnt, whether from one information security incident or many (or indeed from reported security
vulnerabiljities). This is aided by the metrics fediinto the organization's strategy on where to inyest in
informatign security controls.

d) Activity td review, identify and make improvements to the organization's existing information securjity risk
assessment and management review.rfesults, as a result of the lessons learnt.

e) Activity tb review of how effective the processes, procedures, the reporting formats and/pr the
organizational structure werelinsresponding to, assessing and recovering from each information security
incident gnd dealing with~information security vulnerabilities, and on the basis of the lessons| learnt
identifying and making dmprovements to the information security incident management scheme and its
documentation.

f)  Activity tojupdate-the information security event/incident/vulnerability database.

g) Activity tg communicate and share the results of review within a trusted community (if the organization so
wishes).

It is emphasized that the information security incident management activities are iterative, and thus an
organization should make regular improvements to a number of information security elements over time.
These improvements should be proposed on the basis of reviews of the data on information security incidents
and the responses to them and of reported information security vulnerabilities, as well as trends over time.

9.2 Further information security forensic analysis
It may be that once an incident has been resolved there is still a need for information security forensics

analysis to identify evidence. This should be conducted by the ISIRT using the same toolset and procedures
as suggested in Clause 8.2.5.
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9.3 Identifying the lessons learnt

Once an information security incident has been closed, it is important that the organization should quickly
identify and learn from the lessons from the handing of an information security incident and ensure that the
conclusions are acted upon. Further, there may be lessons to be learnt from the assessment and resolution of
reported information security vulnerabilities. The lessons could be in terms of the following:

a) New or changed requirements for information security controls. These could be technical or non-technical
(including physical) controls. Dependent on the lessons learned, these could include the need for rapid
material updates for, and delivery of, security awareness briefings (for users as well as other personnel),
and rapid revision and issue of security guidelines and/or standards.

b) New or changed threat and vulnerability information and thus changes to the organizgtion's existing
information security risk assessment and management review results.

c) Changes to the information security incident management scheme and its processes, pfocedures, the
reporting formats and/or the organizational structure, and the>~ informafion security
eyent/incident/vulnerability database.

An organization should look beyond a single information security incident’ or vulnerability
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patterns which themselves may help identify the need for contrgls” or approach chan
e practice following an IT oriented information security incident( t6'conduct information s
larly vulnerability assessment. Thus, an organization should analyze the data in the inforn
ncident/vulnerability database on a regular basis in order todo the following:

entify trends/patterns,

entify areas of concern, and

alyze where preventive action could be takento reduce the likelihood of future incidents.
nt information acquired throughout the,course of an information security incident should
b trend/pattern analysis (similarly to-the way reported information security vulnerabilities 2
utes significantly to the early identification of information security incidents and provide

urther information security inecidents may arise, based on previous experience and
dge.

Use should also be made_of.information security incident and related vulnerability information

goverr]
Vulner
inform
affects

vulner:

ment, commercialtSIRTs and suppliers.

ability assessment/security testing of an information system, service and/or networ
htion securify-incident, should not be confined to only the information system, service a

and check for
ges. It is also
bcurity testing,
nation security

be channelled
re handled). It
5 a warning of

documented

received from

following an
hd/or network,

d by thelinformation security incident. It should be expanded to include any related information systems,
servicgs apdior networks. A complete vulnerability assessment is used to highlight the ex

hbilities exploited during the information security incident on other information systems, s

stence of the
ervices and/or

networks.and to ensure that no new vulnerabilities are introduced.

It is important to stress that vulnerability assessments should be conducted on a regular basis, and that the re-
assessment of vulnerabilities after an information security incident has occurred should be part of this
continuous assessment process, and not as a replacement.

Summary analyses of information security incidents and vulnerabilities should be produced for tabling at each
meeting of the organization's management information security forum and/or other forum defined in the overall
organizational information security policy.
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9.4 Identifying and making improvements to information security control implementation
During review after one or more information security incidents or vulnerabilities, have been resolved, new or
changed controls may be identified as being required. The recommendations and related control requirements
may be such that it is not financially or operationally feasible to implement them immediately, in which case
they should feature in the longer-term aims of the organization. For example, migration to a more secure
robust firewall may not be financially feasible in the short term, but needed to be factored into an
organization's long-term information security goals.

In accordance with the agreed recommendations, the organization should implement the updated and/or new
controls. These could be technical (including physical) controls, and may include the need for rapid material
updates for, and delivery of, security awareness briefings (for users as well as other personnel), and rapid
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the severity and impact of an information security incident (or the severity and potential
borted information security vulnerability), an.assessment of information security risk asses
ent review results may be necessary to-take into account new threats and vulnerabilitieg
e completion of an updated information security risk assessment and management re
s5ary to introduce changed or new controls (see Clause 9.4).

ying and making improvements to the information security incident manage

esolution, the ISIRT manager or a nominee should review all that has happened to asse
he effectiveness  of the entire response to an information security incident. Such an a
hine which parts;of the information security incident management scheme worked succe
hny improvements are required.

An important aspectwofipost response analysis is to feed information and knowledge back into the infor

security incidg
of all the rele

nt_management scheme. If of sufficient severity, an organization should ensure that a n
vant/parties is scheduled shortly after an incident resolution while information is still fi
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people's minds. Factors o consider in such a meeting include the following:

a) Did the procedures outlined in the information security incident management scheme work as intended?

b) Are there any procedures or methods that would have aided in the detection of the incident?

c) Were any procedures or tools identified that would have been of assistance in the response process?

d) Were there any procedures that would have aided in recovering information systems following an incident
identified?

e) Was the communication of the incident to all relevant parties effective throughout the detection, reporting
and response process?
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The results of the meeting should be documented. The organization should ensure that the areas identified for
improvement to the information security incident management scheme are reviewed and justified changes
incorporated into an update of the scheme documentation. The changes to the information security incident
management processes, procedures and the reporting forms should be subject to thorough checking and
testing before going live.

9.7 Other improvements

Other improvements may have been identified during the lessons learnt phase, for example changes in
information security policies, standards and procedures, and changes to IT hardware and software
configurations. The organization should ensure that these are actioned.
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Annex A
(informative)

Cross reference table of ISO/IEC 27001 vs ISO/IEC 27035

ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

4.2.2 Implement and operate the ISMS

4 (Overview) for the overview of the implementation of

The organizj\!ion shall do the following.

h) Implement procedures and other controls

information security incident management.

5 (Plan and prepare) — the content could help, to

Records sha
process as o
of significant
ISMS.

| be keptofithe performance of the
Litlined.in4.2 and of all occurrences
security incidents related to the

: : implement information security incident managenpent.
capable ¢f enabling prompt detection of
security g¢vents and response to security 6 (Detection and reporting), 7 (Assessment and
incidents decision), 8 (Responses) and 9 (Lessons learnt) + the
content could help to operate information security
incident management.
423 Monit:E and review the ISMS 9 (Lessons learnt) — the'ontent could help to monitor
The organization shall do the following. and review information-security incident management.
a) Execute monitoring and reviewing procedures
and othef controls to:
2) promptly identify attempted and successful
security breaches and incidents;
4) help detect security events and thereby
prevent security incidents by the use of
indicators.
b) Undertake regular reviews of the effectiveness
of the ISMS (including meeting ISMS policy
and objegtives, and review of security gantrols)
taking intp account results of security.audits,
incidents, effectiveness measurements,
suggestigns and feedback fromyall interested
parties.
4.3.3 Control of records 5.1 (Overview of key activities), 6 (Detection and
reporting) and Annex D (Example Information Segurity

Event, Incident and Vulnerability Reports and Foqms)

— the content could help to define the scope of th
records..

D
e

13 Information security incident management

4 (Overview) for the overview of the implementati
information security incident management.

5 (Plan and prepare) — the content could help to

implement information security incident management.

on of
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ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

A.13.

1 Reporting information security events and

vulnerabilities

Objective: To ensure information security events and

vulne

rabilities associated with information systems are

communicated in a manner allowing timely corrective
action to be taken.

Formal event reporting and escalation procedures
should be in place. All employees, contractors and third

5 (Plan and Prepare) (in particular,

see 54

Information security incident management
scheme, 5.5 Establishment of the ISIRT, 5.6
Technical and other support, 5.7 Awareness and
training and 5.8 Scheme testing.), 6 (Detection
and Reporting), Annexes C (Example

Approaches to the Categorization a

nd

Classification of Information Security Events and
Incidents) and Annex D (Example Information

party users should be made aware of the procedures for Qpr‘llrify Event Incident and Vulner b|||ty
reporting the different types of events and vulnerabilities | Reports and Forms) — the contenit.dould help to
that may have an impact on the security of report information security events apd
orgarjizational assets. They should be required to report | vulnerabilities
any information security events and vulnerabilities as
quickly as possible to the designated PoC.
A.13.1.1 Reporting information security events Annex D.2.1 (Exafmple items of the record for
Contrpl: Information security events should be reported information security event) and Annlex D.4.1
through appropriate management channels as quickly as | (Example fromafor information secufity event
possiple. report) for.the example of report form.
A.13.1.2 Reporting security vulnerabilities Anne.D.2.3 (Example items of the [record for
Contrpl: All employees, contractors and third party users | information security vulnerability) and Annex
of infprmation systems and services should be required-{"\D.4.3 (Example form for information) security
to nofe and report any observed or suspected security<| vulnerability report) for the examplef of report
vulnefabilities in systems or services. form.
A.13.2 Management of information security incidents | 7 (Assessment and Decision), 8
and improvements (Responses),and 9 (Lessons Learnt) and Annex
Objegtive: To ensure a consistent and effective approach B (Exam_ple of Information Security fincidents
is applied to the management of information security and Their Causes), Annex C (Exarr ple
incidents Approaches to the Categorization and

' Classification of Information Securify Events and
Resppnsibilities and procedures should be in place to Incidents) and Annex E (Legal and Regulatory
handle information security events and vulnerabilities Aspects).

effectively once they have been reported. A process of

continual improvement should be applied to the
respgnse to, monitoring; evaluating, and overall
management of information security incidents.

Wherg evidengeis required, it should be collected to
ensufe compliance with legal requirements.

A.13.2.7 Responsibilities and procedures

7 (Assessment and decision), 8 (Rasponses),

ContlUi. ?V‘Ial IaYCITIC] It IeSpPUI IDIinItIUD dl |u' Mi Uqu‘UI [S25)
should be established to ensure a quick, effective, and

orderly response to information security incidents.

Annex-bB-2-2-(Exampte-items-oftherecord for
information security incident) and Annex D.4.2
(Example form for information security incident
report) — the content could help to define the
responsibilities and procedures..
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ISO/IEC 27001:2005 Clause

ISO/IEC 27035 Clause

A.13.2.2 Learning from information security incidents

Control: There should be mechanisms in place to enable the
types, volumes, and costs of information security incidents to be
quantified and monitored.

9 (Lessons learnt) and Annex B
(Example of Information Security
Incidents and Their Causes) and
Annex C (Example Approaches to the
Categorization and Classification of
Information Security Events and
Incidents) — the content could help to
learn from information security
incidents.

A.13.2.3 Collection of evidence

Control: Wh¢re a follow-up action against a person or organization
after an infofmation security incident involves legal action (either
civil or crimirjal), evidence should be collected, retained, and
presented to|conform to the rules for evidence laid down in the
relevant jurisdiction(s).

7 (Assessment and decision);8
(Responses) (in particular; see 812.5
Information security forensiCs
analysis) and Annex&E (Legal and
Regulatory Aspects) > the contert
could help to define the procedurgs to
collect evidence.
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Annex B
(informative)

Examples of information security incidents and their causes

Attacks

1
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_Denial of Service

of Service (DoS) and Distributed Denial of Service (DDoS) are a broad category-of-in
bn thread. Such incidents cause a system, service or network to fail to continue operating
ty, most often with complete denial of access to legitimate users. There{are two

DoS incidents caused by technical means: resource elimination and resource starvation.

typical examples of deliberate technical DoS/DDoS incidents include:
ging network broadcast addresses in order to fill up network bandwidth with response tra

nding data in an unexpected format to a system, service or hetwork in an attempt to crag
normal operation,

ening up multiple authorized sessions with a particular system, service or network in
haust its resources (i.e., to slow it down, lock it up.of.crash it).

technical DoS incidents may be caused accidentally, for example caused by operator m
ugh incompatibility of application_software, but most of the time they are deliberate. S
cidents are intentionally launched-in order to crash a system or service, or take down a
are merely the by-products ofiother malicious activity. For instance, some of the more ¢
ng and identification technigues can cause older or misconfigured systems or services
bd. It should be noted that-many deliberate technical DoS incidents are often executed an
urce of the attack is_faked’), since they typically do not rely on the attacker receiving a

cidents caused by non-technical means, resulting in loss of information, service and/or f
sed, for example, by:

paches . of physical security arrangements resulting in theft or wilful damage and
uipment,

cidents with a
in its intended
main types of

m

C,

h it, or disrupt

an attempt to

code) that run

sconfiguration
ome technical
hetwork, while
bmmon stealth
to crash when
bnymously (i.e.
ny information

acilities, could

destruction of

accidental damage to hardware (and/or its location) by fire or water damage/flood,

extreme environmental conditions, for example high operating temperatures (e.g. due to air conditioning

fai

lure),

system malfunctions or overload,

un

controlled system changes,

malfunctions of software or hardware.
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B.1.2 Unauthorized access

In general this category of incidents consists of actual unauthorized attempts to access or misuse a system,
service or network. Some examples of technically stimulated unauthorized access incidents include:

e buffer ove

e exploitatio

[ ]
legitimatel

Unauthorized
modification o
example, by:

e breaches

e poorly ang
software g

B.1.3 Malici

Malicious cod
modify its or
information an
into five categ
were created
attacks. This i
recognized by

B.1.4 Inapp

This kind of in|
incidents are
managed by a

downloadi
using corp
using corp

using pee

B.2 Inform

attempts to retrieve password files,

rflow attacks to attempt to gain privileged (e.g., system administrator) access to a target,

n of protocol vulnerabilities to hijack or misdirect legitimate network connections,

attempts to elevate privileges to resources or information beyond what a user or administrator already

y pOSSesses.

access incidents caused by non-technical means, resulting in direct or indirect disclog
[ information, breaches of accountability or misuse of information systems, could be caus

bf physical security arrangements resulting in unauthorized access to information,

/or mis-configured operating systems due to uncontrolled systenmichanges, or malfunct
r hardware.

jous code

a)

-

identifies a program or part of a program inserted/into another program with the in
ginal behaviour, usually to perform malicious:activities as information and identify
d resource destruction, Denial of Service, Spam; etc. Malicious code attacks could be
pries: viruses, worms, Trojan horses, mobileceode and blended. Whilst a few years ago
fo target any vulnerable infected systemtoday malicious codes are used to perform tg
5 sometimes performed modifying an existing malicious code, creating a variant that ofter
malicious code detection technologies.

ropriate usage
cident occurs when a usér yiolates an organization's information system security policies
hot attacks in the strict’ sense of the word, but are often reported as incidents and shd
n ISIRT. Inappropriate.usage could be:
ng and installing*hacking tools,

orate e-mail for spam or promotion of personal business,

orate resources to set up an unauthorized web site,

ure or
ed, for

ons of

tent to
theft,
divided
iruses
rgeted
is not

. Such
uld be

-10 peer activities 10 acquire or distribute pirated Tiles (music, video, software).

ation gathering

In general terms, the information gathering category of incidents includes those activities associated with
identifying potential targets and understanding the services running on those targets. This type of incident
involves reconnaissance, with the goal being to identify the:

routinely communicates, and

48

potential vulnerabilities in the target or its immediate network environment that could be exploited.

existence of a target, and understand the network topology surrounding it, and with whom the target
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Typical examples of information gathering attacks by technical means include:

e dumping Domain Name System (DNS) records for the target's Internet domain (DNS zone transfer),

® pinging network addresses to find systems that are ‘alive’,

e probing the system to identify (e.g., fingerprint) the host operating system,

e scanning the available network ports on a system to identify the related services (e.g. e-mail, FTP, web,
etc.) and the software version of those services,

® SC
SC

In some cases, technical information gathering extends into unauthorized access if, for)jexam
searching for vulnerabilities the attacker also attempts to gain unauthorized access;-This con|

with a
the vu

Inform

e direct or indirect disclosure or modification information,
e theft of intellectual property stored electronically,

e bre¢aches of accountability, e.g. in account logging,

* mi

could |

®  brg
da

P

software or hardware, resultingin internal or external personnel gaining access to informz

th

anning for one or _more known vulnerable services across a network address ran

ge (horizontal

Anning).

itomated hacking tools that not only search for vulnerabilities but also autofmatically atte
nerable systems, services and/or networks that are found.

ption gathering incidents caused by non-technical means, resulting in;

suse of information systems (e.g. contrary to law*or organization policy),
pe caused, for example, by:

paches of physical security arrangeménts resulting in unauthorized access to informatio
a storage equipment that contains important data, for example encryption keys,

rly and/or misconfigured operating systems due to uncontrolled system changes, or n

y have no authority.

ple, as part of
monly occurs
empt to exploit

n, and theft of

nalfunctions of
tion for which
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Annex C
(informative)

Example approaches to the categorization and classification of

information security events and incidents

C.1 Introduction

This annex p
incidents. The
in a consistenf
e promoting
* making it ¢

* improving

e facilitating

identifying

Ffovides example approaches to the categorization and classification of information sgecurity
se approaches enable personnel and organizations to document information security ing¢idents
manner, so that the following benefits are achieved:

the exchange and sharing of the information on information security incidents,

pasier for automating information security incident reporting and responses;

the efficiency and effectiveness of information security incident handling and managemernt

the collection and analysis of data on information security incidents, and

the severity levels of information security incidents using a consistent criteria.

These examp
events, but th

C.2 Categogrization of information security incidents

e approaches to categorization and classification can also be applied to information security
y do not cover information security vulnerabilities;

Information security incidents may be caused by deliberate or accidental actions of human being, and may be
caused by technical or physical means. The follewing approach categorizes information security incidents by
considering threats as categorization factors. (For threats, ISO/IEC 27005:2008, Annex C Example of [typical

threats is refefred to.) A list of categories.ofinformation security incidents is shown in Table C.1.

Table C.1 — Categories of information security incidents according to threats
Category Description Examples
Natural The loss ofiinformation Earthquake, volcano, flood, violent wind, lightning, tsupami,
disaster securityis-caused by natural | collapse, etc.
incident disasters beyond human
control.
Social unrest{.“The loss of information Bedin, terrorist assault, war, etc.
incident security is caused by the
instability of society.
Physical The loss of information Fire, water, electrostatic, abominable environment (such as
damage security is caused by pollution, dust, corrosion, freezing), destruction of
incident deliberately or accidentally equipment, destruction of media, theft of equipment, theft
physical actions. of media, loss of equipment, loss of media, tampering with
equipment, tampering with media, etc.
Infrastructure | The loss of information Power-supply failure, networking failure, air-conditioning
failure security is caused by the failure, water-supply failure, etc.
incident failures of the basic systems
and services that support the
running of information
systems.
50 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=295e3b26cf64124adb0b1d9e74dd7fed

ISO/IEC 27035:2011(E)

Table C.1 (continued)

malicious programs that are
created and disseminated
deliberately. A malicious
program is inserted into
information systems to
damage the confidentiality,
integrity or availability of
data, applications or
operating systems, and/or
affect the normal operation of
information systems.

Category Description Examples

Radiation The loss of information Electromagnetic radiation, electromagnetic pulse,
disturbance security is caused by the electronic jamming, voltage fluctuation, thermal radiation,
incident disturbance due to radiation. | etc.
Technical The loss of information Hardware failure, software malfunction, overloading
failure security is caused by the (saturating the capacity of information systems), breach of
incident faults in information systems | maintainability, etc.

or related non-technical

facilities, as well as

problems, resulting in

information systems

unavailability or destruction.
Malware The loss of information Computer virus, network worm, Trojan horse, botnet,
incident security is caused by blended attacks, malicious code ‘embedded web page,

malicious code hosting site, ett,

A computer virus is a set0f computer instructi
which is inserted intocomputer programs. Unli
programs, it has selfsreplicating capability, and
carries a payload that may disrupt computer o
destroy data.

In contrast'to a computer virus, a network wor!
malicieus program which spreads and replicat
through networks automatically, by exploiting t
vilnerabilities of information systems on netwd

A Trojan horse is a kind of malicious program

benign functions in the information systems, a
of enabling the author to control the informatio
including stealing or intercepting information fr
systems.

A botnet is a group of compromised (‘zombie’)
on networks that are centrally controlled by the
the botnet who is known as botnet controller o
Botnets are deliberately formed through infecti
computers on networks with bot programs. Bo
used for opportunistic network attacks, informa
and the dissemination of Trojan horses, netwo,
and other malicious programs.

ns or code
ke normal
normally
berations or

is a kind of
s itself
he
rks.

lisguised as
hd capable
N systems,
bm the

computers
author of
herder.

ng a mass of
nets can be
tion theft,

rk worms

Rl ala el 44 1 la o ol la 'y
DITTIUTU alldURS TTidy Tiave LUTTIUInIcu viialraulc

computer viruses, network worms, Trojan hors

botnets and so on. Blended attacks may also result from

the combined operations of a series of differen

istics of
es or

t malicious

programs. For example, a computer virus or network worm
intrudes into a computer system, and then installs a Trojan
horse in the system.

A malicious code embedded web page defaces website by
including malicious code that installs malware on a
computer system accessing it.

A malicious code hosting site decoys a website to host
malicious code which is downloaded by targeted users.
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Table C.1 (continued)

Category Description Examples
Technical The loss of information Network scanning, exploitation of vulnerability, exploitation
attack security is caused by of backdoor, login attempts, interference, DoS, etc.
incident attacking information

systems through networks or
other technical means, either
by exploiting information
systems' vulnerabilities in
configurations, protocols or
programs, or by force, which

Network scanning makes use of network scanning
software to acquire information about network
configurations, ports, services and existing vulnerabilities.

Exploitation of vulnerability exploits and makes use of
information system defects such as configurations,

results in an abnormal status
of information systems, or
potential harm to the current
system operations.

protocols or programs.

Exploitation of backdoor makes use of the backdoors ¢r
harmful programs left in software and hardware ‘systern
design processes.

=)

Login attempts try to guess, crack or‘brute force
passwords.

Interference obstructs computer networks, wired or
wireless radio and televisiomtransmission networks, of
satellite radio and television signals, through technical
means.

DoS is caused by greedily using information system and
network resourees such as CPU, memory, disk space (or
network bandwidth, and so affect the normal operation of
information’ systems, for example, SYS-a, PING-flooding,
Email bembing.

rule incident

Breach of

The loss of information
security is caused by
breaching rules deliberately
or accidentally.

Unauthorized use of resources, breach of copyright, efc.

Unauthorized use of resources accesses resources fof
unauthorised purposes, including profit-making venturges,

for example, the use of e-mail to participate in illegal chain
letters for profit or pyramid schemes.

Breach of copyright is caused by selling or installing copies
of unlicensed commercial software or other copyright
protected materials, for example, warez.

Compromise
of functiong

The lpss.of information
security is caused by

Abuse of rights, forging of rights, denial of actions, mig
operations, breach of personnel availability, etc.

incident deliberately or accidentally

¢ompromising the functions Abuse of rights uses rights beyond the terms of referepce.

Uf ;I IfUI Illdt;UI I DyDtUI LILb=) ;I I

terms of security. Forging of rights makes false rights in order to deceive.
Denial of actions is when someone's denies what he/she
has done.
Mis-operations carry out operations incorrectly or
unintentionally.
Breach of personnel availability is caused by the lack or
absence of human resources.
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Table C.1 (continued)

Category

Description

Examples

Compromise
of
information
incident

The loss of information
security is caused by
deliberately or accidentally
compromising the security of
information such as
confidentiality, integrity,
availability and etc.

Interception, spying, eavesdropping, disclosure,
masquerade, social engineering, network phishing, theft of
data, loss of data, tampering with data, data error, data

flow analysis, position detection, etc.

Interception captures data before it is able to reach the

intended recipients.

Spying is to secretly collect and report information about

“ee

+l " £ ol . e
U1 AdCUVILICS U altfouich uryariZativrt.

Eavesdropping is to listen in on an external pa
conversation without their knowledge.

Disclosure is to make sensitive information kng
Masquerade is when one entity’pretends to be
Social engineering is to'gather information frorn
being in a non-technical'way, for example, lies
bribes, or threats.

Network phishing is to make use of fraudulent
network technology to entice users to divulge i
informationy’such as obtaining users' bank acc
and passwords by deceptive e-mails.

Theft of data is to steal data.

Tampering with data is to touch or make chang
without authorization.

Data error is to make mistakes when inputting
processing data.

rty's

wn publicly.
another.
h a human

tricks,

computer
mportant
punt details

jes to data

Position detection is to detect the position of s¢nsitive

information or systems.

Harmful
contgnts
incident

The loss of information
security is caused by
prepagating undesirable
content through information
networks, which endangers
national security, social
stability and/or public safety
and benefits.

lllegal content, panic content, malicious conter
content, etc.

lllegal content is published content that violate
international constitutions, laws and regulation
example, child pornography, violence glorificat
counterfeit, fraud.

t, abusive

national or
5, for
on,

Panic content is the maliciously sensationalize

d discussion

or comment on sensitive issues on the Internet, resulting in

events such as social turbulence or panic.

Malicious content is the spreading of content that
maliciously attacks society or persons, for example, hoax,

harassment.

Abusive content are the broadcasting of content that have
not been granted by recipients, for example, spam.

Other
Incidents

Not categorized in any of the
above incident category.
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C.3 Classification of information security incidents

Two example approaches to classify information security incidents are introduced in the following.

It is emphasized that these are examples. There are others, such as the FIRST / Mitre Common Vulnerability
Scoring System (CVSS) and the UK government Structured Warning Information Format (SWIF).

C.3.1

C.3.1.1 Clas

Example approach 1

sification factors

C.3.1.1.1 Inty

This approach

e informatio

e business |

e social imp

C.3.1.1.2 Information System Importance

The importan
considering th
Importance cq
interest, and t
system impor}
system and or]

C.3.1.1.3 Business Loss

The loss of on
severity of the
of information
operation and
opportunity. T|
serious busing
a) Especially
ability, an
would me
An organi

Serious b

oduction
classifies information security incidents by considering the following three factors:

N system importance,
DSS,

Act.

ce of the information systems affected by information (security incidents is determir
e importance of the organization business operations supported by the information sy
uld be expressed in relation to national security, sogial order, economic development and
ne dependency of the business on the information, systems. This approach classifies infor|
ance into three broad levels: especially important information system, important infor|
dinary information system.

ganization business caused by information security incidents is determined by consider
impact of business interruption due to the damage of the hardware/software, functions an
systems. The severity of the"impact can depend on the cost of recovering business to
other negative effects (©f,the information security incidents, including loss of profit
his approach classifies-business loss into four broad levels: especially serious busines
ss loss, considerable business loss, and minor business loss, as described below.

serious business loss would mean large business paralysis to the extent of losing by
d/or very serious damage to the confidentiality, integrity and availability of key business

zation_could not bear this level of business loss.

ed by
stems.
public
mation
mation

ng the
d data
nhormal
and/or
s loss,

siness
Hata. It

an enormaus cost to recover business to normal operation and eliminate the negative gffects.

siness

usiness loss would mean interruption to business operations for a long time or local by

paralysis

+ 4l 4 ry £ H l afl H | H |- Y all H pu |
U UTC  TATCTTT U STTTUUSTY —TITITUTTTION Ty DUSITTTSS " auniity,— dimuruT—STTTIOUS —UditiaytT

o the

c)
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confidentiality, integrity and availability of key business data. It would mean high cost to recover business
to normal operation and eliminate the negative effects. An organization could bear this level of business
loss.

Considerable business loss would mean interruption to business operations to the extent of considerably
influencing business ability, and/or considerable damage to the confidentiality, integrity and availability of
important business data. It would mean considerable cost to recover business to normal operation and
eliminate the negative effects. An organization could completely bear this level of business loss.

Minor business loss would mean interruption to business operations for a short time to the extent of some
influence on business ability, and/or minor impact to the confidentiality, integrity and availability of
important business data. It would mean minor cost to recover business to normal operation and eliminate
the negative effects.
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C.3.1.1.4 Social Impact

The impact on society caused by information security incidents is determined by considering the scale and
degree of the impact on national security, social order, economic development and public interest. This
approach classifies social impact into four levels: especially important social impact, important social impact,
considerable social impact and minor social impact, as described below.

I.  Especially important social impact would mean adverse effects spanning most areas of one or more
provinces/states, greatly threatening national security, causing social turbulence, bringing extremely adverse
consequences on economic development, and/or seriously damaging public interest.

Il.  Important social impact would mean adverse effects spanning most areas of one or more cities,
threatening national security, causing social panic, bringing significant adverse consequengeg on economic
develgpment, and/or damaging public interest.

lll. Considerable social impact would mean adverse effects spanning partial areas of one or mpre cities, with
limited| threatening of national security, with some disturbance to social ordef)+bringing some adverse
consequences on economic development, and/or influencing public interest.
IV. Mijnor social impact would mean adverse effects on a partial area ‘of one city, and liftle chance of

threatgning national security, social order, economic development and public interest, but with famage to the
interedts of individuals, corporations and other organizations.

C.3.1.2 Classes

C.3.1.2.1 Introduction

Based| upon the classification factors, information sécurity incidents should be classified by severity using a
scale. [Such a scale can be simple as ‘major’ and ‘minor’ or more detailed as:

e Emergency: severe impact;
e Crjtical: medium impact;
e Warning: low impact;

¢ Information: no impact, but.analysis could be used to improve information security policies, [procedures or
coptrols.

According to the abgve-classification factors, this approach classifies information security incifients into four
classep:

® Vgry serious’(Class IV)

e Sgqrious (Class Ill)

e Less serious (Class Il)
e Small (Class ).
It is emphasized that the severity classes are an example. In some approaches, the most serious class is

represented as the highest scale level. In other approaches, the most serious is represented as the lowest
scale level.
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C.3.1.2.2 Very serious (Class IV)

Very serious incidents are those that

a) act on especially important information systems, and
b) result in especially serious business loss, or

c) lead to especially important social impact.

C.3.1.2.3 Serious (Class Ill)

Serious incidepts are those that
a) act on especially important information systems or important information systems, and
b) result in serious business loss, or

c) lead to important social impact.

C.3.1.2.4 Legs Serious (Class Il)

Less serious incidents are those that

a) act on important information systems or ordinary information systéms, and
b) resultin considerable business loss, or

c) lead to cansiderable social impact.

C.3.1.2.5 Small (Class |)

Small incidentp are those that

a) act on ordinary important informationsystems and

b) resultin minor business loss or'no business loss, and
c) lead to minor social impact or no social impact

d) no actionrequired and-no consequences.

C.3.1.3 Incident(category and severity class

i bul;l. illbiuclll. valtcuil [=1R)"] QCVCI;l Llidoo AlT UILTTI I;III\UU. UTIT ;IIIUIIIIGL;UII OUL:UI;L ;II |
Information s ty dent-category—and ty—et ftertinked—O f t ty—cident
category may have different severity class depending not only on the business but also on the nature of the
information security incident such as

e intentional,

e targeted,
e timing,
e volume.

Some examples of information security incident categories that may have different severity classes depending
on their nature are provided in Table C.2.
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Technical Attacks

(User compromise)

Severity
class B B
Incident Small Less Serious Serious Very Serious
Category
Failed Attempts Single ordinary Multiple Mass

(User compromise)
Single important

(Application, root
compromise)

(Application, root
compromise)

Bisturbanee Yaavailability
(Throughput (Stop|in services)
impact)

Arnpeyanece
(Scratch the
surface)

Tecl‘]nical Attacks

Multiple infections Mass infections

Server infections

Single known
(Detected and

Single unknown

Malware blocked by
antivirus
protection)
C.3.2 | Example approach 2

C.3.2.1 Introduction
This approach presents outline example guidelines for_assessing the adverse consequences |of information
securily incidents, with each guideline using a scale of\1 (low) to 10 (high) scale to classify the information
securify incidents. (In practice, other scales could be ‘used, say 1 to 5, and each organization ghould adopt a
scale best suited to its environment.)

Beforg reading the guidelines below, the following explanatory points should be noted:

¢ Inj|some of the example guidelines:set out below, some of the entries are annotated as “No|entry”. This is
because the guidelines are formulated such that the adverse consequences at each of fhe ascending
levels, expressed on the 1 to 10 scale, are broadly similar across all of the six types shown in C.3.2.2
thiough C.3.2.7. However,\at some of the levels (on the 1 to 10 scale) for some of the types, it is
copsidered that there is\not sufficient differentiation over the immediate lower consequence entries to
make an entry — apdthis is annotated “No entry”. Similarly, at the higher end of sofe types it is
copsidered that thére-is no greater consequence than the highest entry shown — and thus the higher end
enfries are annotated “No entry”. (Thus, it would be logically incorrect to take out the “No entry” lines and
compact the sgale.)

Thus, psing-the following as an example set of guidelines, when considering the adverse consequences of an
informatien security incident on the business of an organization, from

¢ unauthorized disclosure of information,

¢ unauthorized modification of information,

e repudiation of information,

® unavailability of information and/or service,

¢ destruction of information and/or service,

The first step is to consider which of the following types is relevant. For those considered relevant, the type

guideline should be used to establish the actual adverse impact on business operations (or value) for entry
into the information security incident reporting form.
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C.3.2.2 Financial loss/disruption to business operations

The consequences of unauthorized disclosure and modification, repudiation, as well as unavailability and
destruction, of such information, could well be financial loss, for example from reduction in share prices, fraud
or breach of contract because of no or late action. Equally the consequences particularly of unavailability or
destruction of any information could be disruptions to business operations. To rectify and/or recover from such
incidents will require the expenditure of time and effort. This will in some cases be significant and should be
considered. In order to use a common denominator, the time to recover should be calculated for a unit of
personnel time and converted to a financial cost. This cost should be calculated by reference to the normal
cost for a person month at the appropriate grade/level within the organization. The following guideline should
be used.

1 Result in financial losses/costs of x4 or less

2 Resultin fipancial losses/costs of between x;+1 and x,
3 Resultin fipancial losses/costs of between x,+1 and x;
4 Result in financial losses/costs of between x3+1 and x4
5 Resultin financial losses/costs of between x;+1 and xs
6 Resultin financial losses/costs of between xs+1 and xg
7 Resultin fihancial losses/costs of between xg+1 and x;
8 Resultin fihancial losses/costs of between x7+1 and xg
9 Resultin financial losses/costs of more than xg

10 The organigation will go out of business

where, x; (i =1, 2, ..., 8) represent the financial lesses/costs in eight grades/levels which are determiped by
the organization in its context.

C.3.2.3 Commercial and economic interests
Commercial gnd economic information needs to be protected, and is valued by considering its value to
competitors off the effect its compromise could have on commercial interests. The following guideline should
be used.

1 Be of intergst to a competitor but of no commercial value

2 Be of intergst ta a,competitor to a value that is y, or less (turnover)

3 Be of valueto=a competitor-to—a—vatue-thatisbetween y1+4| and-y> (tuIIIUVCI), or-cause—financiatHoss, or
loss of earning potential, or facilitate improper gain or advantage for individuals or organizations, or
constitute a breach of proper undertakings to maintain the confidence of information provided by third
parties

4 Be of value to a competitor to a value that is between y,+1 and y; (turnover)

5 Be of value to a competitor to a value that is between y;+1 and y, (turnover)

6 Be of value to a competitor to a value that is more than y,+1 (turnover)
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entry1

entry

Could substantially undermine commercial interests, or substantially undermine the financial viability of the
organization

10 No entry

where, y; (i =1, 2, ..., 4) represent the values to a competitor in terms of turnovers in four grades/levels which
are determined by the organization in its context.

C.3.24

Where
requirg
embar
require
inform
persor
require
should

1

8

9

Min
reg

Dis|
req

Il Personal information

information about individuals is held and processed, it is morally and ethically correct, an
d by law, that the information is protected against unauthorized disclosure whieh could r

d that information about persons is always correct, as unauthorized mgdification resulti
htion could have similar effects as for unauthorized disclosure. It is alse important that infg

d time, with similar effects as for unauthorized disclosure or_modification. The follo
be used.

or distress (concern) to an individual (anger, frustration;\disappointment) but no brea
Llatory requirement occurs

fress (concern) to an individual (anger, frustration, disappointment) but no breach of leg3
Lirement occurs

A breach in a legal, regulatory or ethical requirément or publicized intention on the protection

lea

ling to minor embarrassment to an individual

A breach in a legal, regulatory or ethical*requirement or publicized intention on the protection

lea

ing to significant embarrassment:to an individual or minor embarrassment to a group of i

A brreach in a legal, regulatory-ot-ethical requirement or publicized intention on the protection

lea

ling to serious embarrassment to an individual

A brreach in a legal, regulatory or ethical requirement or publicized intention on the protection

lea

No

No

ing to serious embarrassment to a group of individuals

d occasionally
psult in at best

fassment and at worst adverse legal action, for example under data protection legislation. Equally, it is

ng in incorrect
rmation about

s is not made unavailable or destroyed, as this could result in incorrect decisions or mo action by a

ving guideline

ch of legal or

| or regulatory

of information,

of information,

ndividuals

of information,

of information,

No

10 No entry

C.3.2.5 Legal and regulatory obligations

Data held and processed by an organization may be subject to, or held and processed in order to allow an
organization to comply with legal and regulatory obligations. Failure to comply with such obligations, either
intentionally or unintentionally, may result in legal or administrative actions taken against individuals within the

1

The term ‘no entry’ means that there is no corresponding entry for this impact level.
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organization concerned. These actions may result in fines and/or prison sentences. The following guideline
should be used.

1

2

8

9

10

C.3.2.6 Man

Information m
For example,
extent that it
information cqg
the operation
consequences

1

2

10

60

No entry
No entry

Enforceme

nt notice, civil suit or criminal offence resulting in financial damages/penalty of z; or less

Enforcement notice, civil suit or criminal offence resulting in financial damages/penalty of between z;+1

and z,

Enforceme
and zz or a

Enforceme
and zy4, or 4

Enforceme
prison term

No entry
No entry

No entry

Inefficient g
No entry
Underming]

No entry

ht notice, civil suit or criminal offence resulting in financial damages/penalty of betwge
prison term of up to two years

ht notice, civil suit or criminal offence resulting in financial damages/penalty«of betwee
prison term in excess of two years and up to ten years

ht notice, civil suit or criminal offence resulting in unlimited financial'damages/penalty
in excess of ten years

agement and business operations

By be such that its compromise would prejudice the effective performance of an organi
information relating to a change in a.policy may provoke public reaction if disclosed,
would not be possible to implement<the policy. Modification, repudiation or unavailal
ncerned with financial aspects, or.computer software, could also have serious ramificati

of an organization. Further, “repudiation of commitments could have adverse b\
. The following guideline shouldbe used.

peration of one part of an"organization

the proper management of the organization and its operation

Impede thdg

n z,+1

n z;+1

o
=
V]

zation.
to the
ility of
bns for
siness

effective development or operation of the organization's policies

Disadvantage the organization in commercial or policy negotiations with others

Seriously impede the development or operation of major organizational policies, or shut down or otherwise
substantially disrupt significant operations

No entry
No entry

No entry
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C.3.2.7 Loss of goodwill

The unauthorized disclosure or modification, repudiation, or indeed unavailability, of information, could lead to
a loss of goodwill towards an organization, with resultant damage to its reputation, loss of credibility and other
adverse consequences. The following guideline should be used.

1

2

10 Nolentry

No entry
Cause local embarrassment within the organization

Adversely affect relations with shareholders, customers, suppliers, employees, third party users, regulatory
bodies, the government, other organizations or the public, resulting in local/regional adverse publicity

Nolentry

Adyersely affect relations with shareholders, customers, suppliers, employees, third party users, regulatory
bodies, the government, other organizations or the public, resulting in some natiénal adverse| publicity

Nolentry

Materially affect relations with shareholders, customers, suppliers, emiployees, third party usgrs, regulatory
bodies, the government, other organizations or the public, resultinglin'\widespread adverse publicity

Nolentry

Nolentry
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Annex D
(informative)

Example information security event, yncident and vulnerability

D.1 Introd
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Object Descrif

D.2 Examp
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occurred, as W

Basic information

Date of e
Event nur
Related e
Reporting per
Name

Contact in

Event description

What occ

How occu

Why Occlirred

Initial viev

htains example items to be recorded for information security events, incidents and vulnere
forms for reporting on information security events, incidents and vulnerabilities,| with

tion and Exchange Format (IODEF) standard.

le items in records

ble items of the record for information security event

pasic information of the information security event, such as‘when, what, how and why the
ell as the contact information of the reporting person¢

ent
hber
vent and/or incident numbers (if applicable)

bon details

formation such as address/ organization, department, telephone and e-mail

irred

rred

s o components/assets affected

Adverse |

bilities
related

phasized that these are examples. There are others, such as form the Schefma from Incident

event

usiness impacts

Any vulnerability identified

Event details
Date and
Date and

Date and
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time the event occurred
time the event was discovered

time the event was reported
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