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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

Basic prediction

The project team declares an application secure when the supporting evidence demonstrates the
attainment of the Targeted Level of Trust (ISO/IEC 27034-1:2011, 0.4.4). A security prediction occurs
when the project team uses the supporting evidence from a previous version of the application and
provides a rationale as to why the supporting evidence is still valid for the subsequent application.
The security prediction framework is the process whereby organizations, who use ISO/IEC 27034 (all
parts), perform risk analysis and document decisions made, relative to Application Security Controls

n. All

(ASCs) perf
such predict]

Today, indiv
versions of
prediction f
practice. To
for making s

This documg
application.

0.2 Pury

The purpos
Security Rat
versions of t

med on aprevious version of an apnlication but not performed on the current versi
Ir I Ir

ions are fundamentally subjective, and at best can only express a degree of confidenie

iduals and organizations already transfer their confidence in security claims”bet
applications without any strong rationale supporting this transfer. Making a seq
br a subsequent application, without any rationale or justification, is-inherently
rectify this situation, this document establishes a framework by codifying requirer
ecurity predictions between versions of an application.

ent focuses on predictions, or claim transfers, related to subseguent versions of the
ose
b of this document is to help organizations to develop and use Prediction Applic

ionales (PASR) in disseminating information relaive to security properties of mu
he same application by:

g additional guidance to Organization Normative Framework (ONF) Committees s
set up appropriate guidelines for when(predictions are and are not appropriate for
tions;

I to application projects thdt/are using an Application Normative Framework (ANF);

|

g the Actual Level of Trust for the original and subsequent applications;
g the Expected-lievel of Trust for the original, if used, and subsequent applications;

g the rationale ‘as to why the risk analysis, predictions for individual Application Sed
[ASC), andthe Actual Level of Trust together produce the Expected Level of Trust; an

b a PASR when the auditor chooses to rerun the corresponding ASC verification activi

h

ween
urity
h bad
nents

same

ation

Itiple

that
their

g the results of a risk analysis that contains the rationale as to why the changes in the
subsequlent application are not substantial;

urity
i

ty.

ntdoes not provide guidelines on:

a) providiy
they car
organizj

b) providiy

) applying

d) indicati

e) indicati

f) providiy
Control

g) verifyin

This docum

a)

b)

c)

d)

vi

what is and is not an appropriate risk;
what is and is not substantial change;
when an application owner should or should not accept a specific risk; or

when an acquirer should or should not accept an Expected Level of Trust.
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Targeted audience

General

-7:2018(E)

The following audiences find values and benefits when carrying their designated organizational roles:

a) managers;

b) ONF Committees;

c) projectteams;

d)

e)

f)

g 4
0.3.2
The 1
0.3.3
As d
implg

Orgal
a)
b) ¢
c) 1

g
d) d
e) 4
f) 71
0.3.4

As dd
colled
main

activity;

ditors;
plication owners; and
cquirers.
Managers
hanager roles are the same as in ISO/IEC 27034-1:2011, 0.3.2.
ONF Committee

bscribed in ISO/IEC 27034-1:2011, 3.17, the ONF Committee is responsible for m
mentation and maintenance of the application-secufity-related components and pro
hization Normative Framework. The ONF Commibtee:

rovides guidelines to project teams as to whabis and is not a substantial change;

valuates, and documents, in the ASC,.the risk of choosing the PASR over perform

eviews each ASC and determines if predictions are allowed and, if allowed,
ircumstances predictions are‘appropriate;

ocuments the prediction‘determination in each ASC in the ONF;

dvises the application owner, when establishing the ANF, the estimated risk of using tl

esponds to requests from project teams to modify the prediction guidelines for speci
Provisioning and operation team

scribedtin ISO/IEC 27034-1:2011, 0.3.3, members of provisioning and operation te
tively,as the project team) are individuals involved in an application’s design, deve
Fefidnce throughout its whole life cycle. The project manager is responsible for manag

anaging the

resses in the

ing the ASC

under what

he PASR; and
ic ASC.

hms (known
lopment and
ing the ANF.

The project team:

a) performs arisk analysis on the proposed changes to the application to determine if the changes are

S

b) ¢

ubstantial;

reates the PASR (as defined in 3.2) for each ASC for which there is a prediction; and

c) generates the Expected Level of Trust report.
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0.3.5 Domain experts

An individual who is an expert in a particular domain, area, or topic that provides specific knowledge
or expertise to the project team. These experts:

a) assist the project team in making an accurate risk assessment; and

b) assist the project team in making the determination if the changes to the application represent a
substantial change.

0.3.6 Auditors

As describe
process who

0.3.7 Application owners

Based on th
representati
Application

a)

b) approval of a set of ASCs for which the project team generates PASRS;-and

c)
0.3.8 Acqu
This include
a) perform
b) evaluatg
the acqu
c) evaluatg
risks thd
d) evaluatg

viii

[ve who is responsible and accountable for the security and the protectionof an applic

T ISOAEC 2703412611036, auditorsare personmet performming Totes i the
participate in application verification.

audit

e definition in ISO/IEC 27034-1:2011, 3.6, the application owner is gheé organization’s

pwners make the final decisions on:

accepta

acceptance of the Expected Level of Trust.

agreemeg

ce of the project team risk analysis that the changes to the application are not substa

irers
5 all individuals involved in acquiring a productoor service. Acquirers:
actions as per ISO/IEC 27034-1:2011, 0.3.%;

if the Actual Level of Trust for the original application is appropriate to mitigate the
irer anticipates for the expected contexts the acquirer will use the application in;

if the Expected Level of Trustfor the subsequent application is appropriate to mitiga
acquirer anticipates for the expected contexts the acquirer will use the application i

if the rationale that changes to the subsequent application are not substantial and, if
nt with the rationaleydetermine if additional verification is necessary.

ation.

ntial;

risks

e the
1; and

hot in
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Information technology — Application security —

Part 7:
Assurance prediction framework

1 Sco

e

ha)
pe
This\](‘iocument describes the minimum requirements when the required activities. sSpe
Application Security Control (ASC) are replaced with a Prediction ApplicationSecuri
(PAS
the c
perf

ntext of an Expected Level of Trust, there is always an original applicatien‘Wwhere the
med the activities of the indicated ASC to achieve an Actual Level of Trust.

The v
to pr
appli

se of Prediction Application Security Rationales (PASRs), defined by this document,
oject teams which have a defined Application Normative Ffamework (ANF) and
Cation with an Actual Level of Trust.

Predjctions relative to aggregation of multiple components or the history of the developer

other] applications is outside the scope of this document.
2 Normative references
The following documents are referred to in the text in such a way that some or all of t

constlitutes requirements of this document:.For dated references, only the edition cited
undafed references, the latest edition of the\referenced document (including any amendme

ISO/IEC 27000, Information technology — Security techniques — Information security
systems — Overview and vocabulary

ISO/IEC 27034-1, Information~technology — Security techniques — Application securit]
Overyiew and concepts

erms and definitions

For the purposes_of this document, the terms and definitions given in ISO/IEC 27000, ISO
and the following apply.

[SO apdIEQ maintain terminological databases for use in standardization at the following

cified by an
ty Rationale

R). The ASC mapped to a PASR define the Expected Level of Trust for a subsequent application. In

project team

is applicable
an original

n relation to

heir content
applies. For
nts) applies.
management

) — Part 1:

IEC 27034-1

hddresses:

IEC Electropedia: available at http://www.electropedia.org/

31
prediction

statement or estimate that a specific thing will happen in the future or will be a consequence of

something

Note 1 to entry: The origin of the word is early 17th century: from Latin praedict-“made known beforehand,

declared”, from the verb praedicere from prae-“beforehand” + dicere “say”.

Note 2 to entry: The use in this document reflects the expectation that, if the security and verification

measurement activities are executed, they will match the results from the original application.

© ISO/IEC 2018 - All rights reserved
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3.2
prediction framework

process that performs a risk analysis, establishes an Expected Level of Trust (3.8), assigns Application
Security Control verification to a PASR (3.7), and then creates an Expected Level of Trust Report (3.9)

3.3
original application
application that establishes the baseline Actual Level of Trust

Note 1 to entry: The original application is not necessarily version 1.0 and, hence, can have an associated

Expected Level of Trust.

34
subsequent{application
application rjelated to the original application (3.3) through versioning

EXAMPLE Version 1 to version 1.1.

3.5
predictive jecurity

transfer of cpnfidence in the security claims (3.6) of the original application (3.3) to the security ¢
of the subsequent application (3.4)

3.6
security clajim
specific claitp that security properties are present in an application

Note 1 to entr)y: Under the ISO/IEC 27034 frameworks (all parts), itis'the claim that the activities specified
Application S¢curity Control mitigate specific security risks to an.acceptable level.

Note 2 to entry: In the context of a PASR, it is the claim that verification of the Application Security C
activities, whiich were predicted by the PASR, would produce the same results as if the Application Se
Control activities were performed.

3.7
Prediction Application Security Rationale
PASR
rationale for a prediction (3.1), supported by risk analysis documents, approved by the applig
owner, expldining that performing the verification activities of a specific Application Security Cd
is not necesdary

: Use of PASR requires approval of both application owner and the inclusion of the PASR guid|
ion Security.Conitrol by the Organization Normative Framework Committee.

Expected L¢vel of Trust
level of trust, defined in the Organization Normative Framework, where the activities of some

laims

by an

bntrol
curity

ation
ntrol

elines

f the

App]ication feciirity Controls are satisfied fhrm]gh the creation of a PASR (ﬂ)

Note 1 to entry: This document describes the minimum requirements applicable to the Application Security
Controls used in an Expected Level of Trust for a subsequent application (3.4). In the context of an Expected

Level of Trust, there is always an original application (3.3) where the project team performed the activities
indicated Application Security Controls.

3.9

Expected Level of Trust Report

document presenting and supporting the risk analysis in support of predictions (3.1) made
subsequent application

2 © ISO/IEC 2018 - All rights re
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predicted Application Security Control
predicted ASC

Appli
3.11

cation Security Control in which security activities are replaced by a PASR (3.7)

prediction consumer
anyone that relies on an Expected Level of Trust (3.8)

Note 1 to entry: Mainly application consumers, application acquirers, and application owners.

3.12

pred
entity

Note

3.13

verif]
activ
implg

3.14
subs
chan

jction initiator
F that selects an Expected Level of Trust (3.8) for an application

| to entry: Typically, the project team with approval by the application owner.

jcation measurement
ty provided by an Application Security Control to verify if its security activity w
mented and works as expected by producing required evidenceg/outcomes

fantial change

permiits predicted Application Security Controls (3.10), ¥esulting in the project team pe

necedq

3.15

regre
testiy
funct

4 £

AS
ASC
ASCs
ANF
ONF

sary Application Security Control activities in thé Actual Level of Trust

pssion testing
lg required to determine that a change”to a system component has not advers
ionality, reliability or performance and has not introduced additional defects

\bbreviated terms

Application Security

Application Security Control
Application Security Controls
Application Normative Framework

Organization Normative Framework

5 F

5.1

rediction concepts

Goal of prediction

as correctly

pe that causes sufficient impact to the risk assessment\so that the application owner no longer

forming the

ely affected

Predictive security occurs on a daily basis. The goal of this document is to make Application Security
(AS) predictions explicit rather than implicit and to document consistently the prediction. When
predictions are consistent, and correctly documented using the Expected Level of Trust Report,
prediction consumers have a much better basis to make risk decisions based on the Expected Level of
Trust Report. All predictions are inherently subject to uncertainty, and the accuracy of any prediction
is unlikely to be any more accurate than the least accurate source.

AS predictions focus on the AS risks that exist in both original and subsequent application versions.
The AS prediction is as follows: the prediction initiator believes that the subsequent application has an
equivalent Level of Trust to the original application even though some of the ASC activities indicated

© ISO/IEC 2018 - All rights reserved
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by the Level of Trust are not completed by the project team; rather the ASC activities are replaced by
a PASR. Without predictions, the only way to believe that equivalent Levels of Trust are present in the
two applications is to perform all of the activities for all of the ASCs identified by the Level of Trust.

The prediction framework is one technique for gaining assurance in an application, and needs to be
considered holistically with other approaches to achieving assurance, such as Regression Testing as
defined in ISO/IEC/IEEE 29119-1[1] and ISO/IEC 90003I[2]. This document provides assurance efficiency
to the application security confidence. The efficiency comes at a cost, as there is a replacement of the
activities of some of the enumerated ASCs in the Expected Level of Trust with PASRs. The application
owner should be aware of this cost and should make an appropriate risk decision to accept the PASR
using ONF Committee advice.

Under the application security concern perspective, the default without any guidance from, thg ONF
Committee @nd approval by the application owner is that predictions are not permissible; Without
predictions,|the only way to have equivalent “Levels of Trust” confidence between the.opiginal and
subsequent @pplications is for the Actual Level of Trust to be the same for both applications.

NOTE Annex B provides a comparison between an ASC and a PASR.

5.2 Predifction framework

The definitign of a secure application, defined in ISO/IEC 27034-1, is when the Actual Level of Trust is
equal to the Targeted Level of Trust. The prediction framework cannotand should not change the Actual
Level of Trugt definition. The prediction framework adds the Expectéd Level of Trust as a mechanism to
indicate the project teams belief regarding the security propertiés of the subsequent application.

The predictipn framework includes the following concepts:

a) An original application where the Actual Level of Ttust was equal to the Targeted Level of [Trust
resulting in, per the ISO/IEC 27034-1 definition, a8ecure application.

b) A subsequent application where the Targetéd Level of Trust contains a subset of the orjginal
applicatjons Actual Level of Trust.

c) A risk aphalysis, documented in the PASR, as to why the subsequent application does not hlave a
substantial change and performangce;of an ASC would generate the same result as during exedution
of the sdcurity and verification measurement activities in the original application.

d) For the gubsequent application, a claim that the application has an Actual Level of Trust and a pelief
that the|subsequent applications Expected Level of Trust is equivalent to the original applicqtions
Actual Level of Trust.

5.3 Expegted Levelof Trust

5.3.1 Cong¢ept

This document adds the definition of the Expected Level of Trust, which indicates that the project team
does not perform the activities of specific ASCs, rather predicts that if the project team performed the
ASC activities the results would match the results from the original application.

Figure 1 illustrates the basics of the Expected Level of Trust.

4 © ISO/IEC 2018 - All rights reserved
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ersion 1.0, the Targeted Level of Trust was Bl%gnd the application successfully imp
s so the Actual Level of Trust was Blue. As was the first instantiation of the appli
no predictions and no Expected Level of"l@ t.

brsion 1.1, the project team successfu&ﬁplemented the 3 ASCs so the Actual Level off
xpected Level of Trust is Blue as thé’project team predicts that performing the 3 ASC
bcessary for version 1.1. The pro"e¥ team can then state that the team knows that th
ure at the Red Level of Trust believes that the application is secure at the Blue 1
e remaining ASCs have an‘aémiated PASR.

N
(pected Level of Trust,cga’tains an Actual Level of Trust, which is a subset of the Expe
, and the remainin Cs not contained in the Actual Level of Trust have an associate
E, this complemet@ e definition of ‘secure application’.

Expect@&‘}el of trust in the ONF

e 2 documents an ONF that contains three levels of trust and is the source of
icure 1.

mented the
ation, there
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b activities is
b application
evel of Trust

cted Level of
d PASR. As a
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Organization Normative Framework
(ONF)

Organization ASC Library
Levels of Trust
Red

Green Blue

The Green
combination

There is no 9
Actual Level
as using the

same Level of Trust. The difference is that.ibthe two versions have the same Actual Level of Tru

acquirer knd
version uses
two versions

5.3.3 Exp
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approves th
shows the A

ASCT ASC T
ASC 2

ASC3

Figure 2 — ONF

®)
&
QO
Q\&Cs, while the Blue Level of Trust i

%
pecial Expected Level of Trust. As Fi ’F\g\l demonstrates, for version 1.0 the Targete
of Trust were Blue and for version, e Expected Level of Trust is Blue. This is intenf

same Levels of Trust allow acquirérs to compare versions of the same application wit

ind Red Levels of Trust contain separat
of Red and Green.

ent due to both completing the same ASC. If the subse
, the acquirer knows that the prediction initiator believg
idence of that equivalence is a rationale statement.

ws that the versions are e
an Expected Level of
are equivalent, but the

.

bcted level of t&l.)@m the ANF

risk asse nt indicates that predictions are appropriate and the application o
e use of ictions, the project team establishes the ANF for the application. Fig|
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Application Normative Application Normative Framework
Framework (ANF) (ANF)
Application version 1.0 Application version 1.1
Targeted Actual Targeted Expected Actual
Blue Blue Blue Red Red
ASC1 ASC1 ASC1
ASC 2 ASC 2 ASC2
ASC 3 ASC 3 ASC 3
ASE4 ASE4 ASE4 ASE4 ASE4
ASC5 ASCS5 ASCS5 ASCS5 ASCS N
ASC 6 ASC 6 ASC6 ASC 6 ASC 6 l/Q

A
Figure 3 — ANF

For version 1.0, the Targeted and Actual in the ANF are both Blue-Kor version 1.1, the Targgted Level of
Trustis Red, the Actual is Red, and the Expected is Blue.

All ABCs identified in an Expected Level of Trust, including(those with a PASR, may be vetified during
an Application Security verification with an Application-Sécurity audit.

5.3.4] ASC datain the ANF

The Application Normative Framework is the@epository for all data associated with an application
Expefted Level of Trust.

The default, without any guidance from:the application owner, is that all ASC activities $hould occur
and gredications are not permissible:

For ap ASC that the project team,performs the activities associated with the ASC, in the ANF there is
data that references the ASC and'allows for the verification and auditing of the project tean}’s execution.
With|a prediction, there are no activities but there is still data that references the AS{ in the ANF.
Figuije 4 illustrates the beth types of data.

Ap iégﬁon Normative Framework Application Normative Framework
(ANF) (ANF)
O Application version 1.0 Application version 1.1
N\
Y Targeted Attached Expected Attached
Data Data
frm— I S
———— ~
ASC1 » Result ASC1 #| PASR
ASC 2 * Result ASC 2 *|  PASR
ASC3 #| Result ASC3 | PASR
ASC 4 » Result ASC 4 »| Result
ASCS5 Result ASC S5 Result
ASC 6 »| Result ASC6 #| Result

Figure 4 — ASC data

For version 1.0, each ASC has the activity data associated with the ASC stored in the ANF. For version 1.1,
the project team only performs the activities for ASCs 4, 5, and 6, hence only those ASCs have associated
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results. For ASCs 1, 2, and 3, the project team creates a PASR. Each PASR includes the rationale as to
why the activities of the ASCs are not necessary to maintain the Expected Level of Trust. The PASR also
contains a reference to the Version 1.0 ANF and the results from the project team’s performance of the
ASCs activities.

The reference from the PASR to a prior result is mandatory. If there is no reference, there is no way for
the audit team to verify the expected ASCs results when performing the audits or verifications. This
reference requirement is also the underlying reason why the project team cannot use a prediction on an
ASC that was never instantiated in a prior version.

NOTE Instead of a reference to the original application ANF, the ONF committee can require the project
team to copy into the qnhqpqnpnf applimfinn ANF the ASCs result data. In that case, there is no requirement to

reference theloriginal ANF.

5.3.5 Expected level of trust over sequence of application versions

5.3.5.1 Multiple versions

The previous examples only looked at two versions of the application, but most applications have many
more than two versions. The following use case follows the application yersions and discussgs the
various Levdls of Trust that the project team uses.

The project feam uses the ONF from Figure 2.

The assumption for this use case is that the project team always sticcessfully completes all actiyities
assigned for[the Target Level of Trust and, therefore, all applications are secure, as Actual equals Target.

To distinguish the various versions of the application, the ‘application requires a unique identifier.
Many schemjes are available to identify and disseminatécthe identity. Software identifiers includg 1ISO/
IEC 19770-5|3] and ISO/IEC 19770-2[4], while hardwar€7identifiers include ISO/IEC 20009-1[5].

5.3.5.2 Version history

Subclause 5[3.5, describes the use case, disCusses the choices made by the project team and approval
from the application owner, and uses Table 1 to illustrate all of the application versions.

Tablé 1 — Version and level history

Levels of Trust

Version

Actual Expected
Version 1x0 NA
Versioq 1.1

Version 1.2

Version 1.3

Version 2.0

5.3.5.3 Original application - Version 1.0

The original application sets Targeted as Blue, completes the ASCs, and has an Actual of Blue. There is
no Expected Level of Trust.

The ANF contains the results of the ASCs activities for all of the ASCs identified by the Blue Level of Trust.

The project team claims that Version 1.0 is a secure application according to the Blue Level of Trust.
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5.3.5.4 Version 1.1

For version 1.1 the project team, after performing an AS risk analysis, determines that there is a
substantial change in the area covered by the Red Level of Trust ASCs. The project team also determines
that for the other ASCs inside of Blue, there are not substantial changes. The project team wishes to
claim that the Level of Trust of version 1.1 is equivalent to that of version 1.0, so the project team sets
the Expected Level of Trust to Blue.

The ANF contains the results for the Red Level of Trust ASCs and PASRs for the remaining ASCs in Blue.
The PASRs contain references to the version 1.0 ANF so that the results of the predicted ASCs are linked
and available.

The g

roject team claims that version 1.1 is secure according to the Red Level of Trust andt]

is equivalent of version 1.0 and the Blue Level of Trust.

5.3.5

Versi
a sub
claim
team

The A
Blue.
the r¢

The p
itise

5.3.5

Versi
fix is
team
proje

The A
Blue.
linke
link ¢
time

The p
itise

5 Version 1.2

bn 1.2 is in response to a bug in version 1.1. The AS risk analysis indjcatés that the b
stantial change for the ASCs that comprise the Green Level of Trust. , The project tea3
that the Level of Trust for version 1.2 is equivalent to version, 1.1yand version 1.0 s
sets the Expected Level of Trust to Blue.

INF contains the results for the Green Level of Trust ASCs andthe PASRs for the remai
The PASRs contain references to the version 1.1 ANF, anid indirectly to the version 1.0
bsults of the predicted ASCs are linked and available:

roject team claims that version 1.2 is secure according to the Green Level of Trust and
quivalent of version 1.0 and the Blue Level of Trust.

6 Version1.3

bn 1.3 is a quick response to an error in version 1.2. The AS risk analysis indicates
again only a substantial change faor the ASCs that comprise the Green Level of Trust
wishes to claim that the Level.afTrust for version 1.3 is equivalent to the previous ve
ct team sets the Expected Letvel of Trust to Blue.

INF contains the results.for the Green Level of Trust ASCs and the PASRs for the remai
The PASRs contain references to the version 1.1 ANF so that the results of the predic
 and available. [t-issimportant to note that the PASR reference is to 1.1 and not 1.2. T|
an be explicit or,implicit by following the version 1.1 links. Either way the point is
Fhe ASCs actitiities were completed was in version 1.1

roject team claims that version 1.3 is secure according to the Green Level of Trust and
quivalent to version 1.0 and the Blue Level of Trust.

ney believe it

g fix is only
m wishes to
b the project

ning ASCs in
ANF, so that

they believe

that the bug
The project
rsions so the

ning ASCs in
ted ASCs are
he reference
that the last

they believe

5.3.5

7" Version 2.0

Version 2.0 is a rewrite of the architectural infrastructure of the application. The AS risk assessment
indicates that there are numerous substantial changes and no predictions are possible. Much like for
Version 1.0, the project team sets the Targeted Level of Trust to Blue and does not use any predictions
so there is no Expected Level of Trust.

The ANF contains the results of the ASCs activities for all of the ASCs identified by the Blue Level of Trust.

The project team claims that Version 2.0 is a secure application according to the Blue Level of Trust.
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5.4 Principles

5.4.1

ISO/IEC 27034-1 principles

ISO/IEC 27034-1 defines two important principles, namely Appropriate investment for application
security (ISO/IEC 27034-1:2011, 0.4.3) and Application security should be demonstrated (ISO/

[EC 27034-1:

2011, 0.4.4). Predictions cannot violate those principles.

5.4.2 Appropriate investment for application security principle

PASRs do not violate the investment principle because the application owner, after performing an AS

risk assessnijent, determines that executing the ASC activities again is not necessary. Performing those

activities after having determined that there is no need for the activity likely wastes resources;a
violation of fhe “appropriate investment” principle.

Having the groject team provide the result of the AS risk assessment, and an accompanying pred

rationale, al
a)
b) the assig
c)
d) the appy

the ASr

the list

543 App

PASR do not
project team
5 of the ASM

lication security should be demonstrated principle

ws the application owner or acquirer to evaluate:
sk assessment;
rnment of the Expected Level of Trust;
f ASCs that have a PASR; and

opriateness of the Expected Level of Trust for the intefided use of the application.

violate the demonstration principle, as there is evidence of the action taken. Whe

P (ISO/IEC 27034-1:2011, 7.3.6). The_audit process reviews the verification measurg

irect

ction

n the

performs an ASC, the result is a verificatioh measurement that the auditor reviews in step

ment

and determihes that the expected result is preseiit.

When dealinlg with a prediction, the auditonperforms the same type of operation; namely, the audjitor:

a) reviews|the PASR and determines that the use of the PASR meets the guidelines established hy the
ONF committee;
b) audits tlhe PASR to verify that:
1) the PASR references the ASC from the original application;
2) the |expected<gutcomes of the original application ASCs, as produced during the or{ginal
application.implementation actually exist; and
3) the PASR-includes a prediction rationale statement, as explained in 9.3.2.

5.5 Prediction authorization

5.5.1 Prediction accountability

Predictions require two authorizations, the first from the ONF committee, and the second from the
application owner.

a) The ONF committee should establish the ground rules for each ASC in the organization ASC library
clarifying under what circumstances prediction is permissible. The ONF committee reviews, on an
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ongoing basis along with all other ASCs activities and outputs, the AS prediction guidelines. During
the review, the ONF committee ensures that the guidelines still reflect appropriate risk guidance.

Without ONF guidance on prediction ground rules, the default is that predictions relative to the
ASC are not allowable.

b) The application owner, using the AS prediction guidelines established by the ONF committee and
after appropriate AS risk assessment, determines that an Expected Level of Trust is appropriate.

For each ASC that the project team generates a PASR for instead of performing the ASC activities,
the project team reviews the AS risk assessment to verify that the PASR is appropriate for the

i

ndicated risk.

5.5.2

Neither ONF committee nor application owner can force the other to accept the use of pred

The

appli
accor
activ

The gpplication owner cannot force the ONF committee to acceptpredictions outside of the

guidd
chan
theu

5.6

The project team, when delivering the original application to acquirers, may make sect

claim
claim
has a

The (¢

original application does undergo additional mechanisms, the project team can attempt

trang
Trust

Mech
a)
b) I

]

Forced authorization

DNF committee cannot force the application owner to skip executiomef’the ASC ac
cation owner sets a Target Level of Trust that includes the ASG; perform the ag
hplish an Actual Level of Trust. There is no prediction as the project team performed
ties.

lines. Certainly, the application owner can request updated’guidelines, but if the guid
pe, and the project team does not perform the ASC activities, the ONF committee dg
se of the desired Expected Level of Trust.

Claims relative to the actual level of trust

s relative to the original application. One goal of predictions is to help the project ted

different Actual Level of Trust.

riginal application may have additional security claims based on additional mecha

fer of the additional mechanism to the subsequent application based on the Expec
. The efficacy of thisitransfer is outside the scope of this document; and it is mechanig

50/1EC 15408\(all parts)(3];
50/IEC\35026 (all parts)[4l.

6 H

anisms that can-generate the additional security claims include, but are not limited td:

ictions.

tivities. The
tivities, and
the required

b established
elines do not
es not allow

irity related
m relate the

s of the original application to the sgbsequent application even though the subsequenft application

nisms. If the
to show the
ted Level of
m-specific.

redictions

6.1

Prediction initiator

The initiator of the prediction is typically the project team under direction of the application owner.
The team, when presenting the risk assessment to the application owner (ISO/IEC 27034-1:2011, 7.3.3),
indicates that the subsequent application does not need to perform certain ASCs. After review of the
guidelines established for predicating the ASC, established by the ONF committee, the application
owner approves the Actual Level of Trust, which does not contain the predicted ASCs, and the use of the
Expected Level of Trust that does contain the predicted ASCs.

© ISO/IEC 2018 - All rights reserved
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6.2 Prediction circumstances

6.2.1 Typical circumstance

The circumstance aspect is a reason why there is a subsequent application. The circumstance aspect is
a major factor in the risk assessment. Circumstances for subsequent applications are varied but include
and are not limited to:

a) New functionality. Adding new functionality, depending on application architecture, can lead to
large sections of the application that do not need verification. If there is no repeat of verification,
then predictions may be an alternative.

b) Bug fixef:

1) Fixihg bugs normally focuses on changes with many functions of the application‘net nepding
re-verification. If there is no repeat of verification, then predictions may be an alternptive.
Exppnding the targeted contexts

2) The| functionality of the application remains the same but now the-types of threat$ and
supported environments expand. This type of change to the application can represent a finor
change or a massive rewrite of substantial portions of the applicatiof:

6.2.2 Reldtionship to level of trust

The assumption, made by both the prediction initiator and the prediction consumer, is that the Level of
Trust is congistent between versions of the application. While hormally true, there are circumstances
where there[is a desire to change the Level of Trust betweehewersions. The following examples prpvide
suggestions ps to how the project team responds to changing Levels of Trust.

a) Version [1.0 Level of Trust is insufficient to mitigatethe identified threats.

The project team’s first response is going to be'to select a new Level of Trust that has additionall ASCs
that mitjgate the identified threats. For eachhew ASC, there is no possibility of prediction, asthere
are no previous results to reference in the PASR. Hence, the project team executes on all new A[SCs.

It is likdly that the new Level of Trust contains ASCs that are in the previous Level of Trus{. The
project eams, following the AS fisk' assessment, can determine that predictions are appropriate for
ASCs exgcuted in the original‘application. The resulting ASCs would have a PASR referencing the
activities in the original applications ANF.

This sityation is analpgeus to finding a vulnerability in the original application; the responsg is to
change the ASCs to/mitigate the vulnerability. The application has never executed the new ASCs.
Hence, gredictionstare not possible and for the subsequent application the project team executes
the new[ASCs activities.

6.3 Prediction consumer

While the prediction initiator can make any claim they wish regarding the transfer of security claims,
the prediction consumer is the final arbitrator of the prediction. If the prediction consumer accepts the
Expected Level of Trust Report, then the prediction consumer is accepting the risk assessment regarding
the changes and agreeing with the project team that the changes in the subsequent application are not
substantial.

The prediction initiator cannot force the prediction consumer to accept the Expected Level of Trust
Report. The prediction consumer, through their own risk decision using the supplied rationales, may
only accept the Actual Level of Trust. This certainly implies that any predictive claims made relative
to the original application do not transfer to the subsequent application according to the prediction
consumer.
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To accept an Expected Level of Trust Report, some prediction consumers can require additional
evidence, different rationale bases, or a myriad of other types of review. These additional prediction
consumer requirements are very likely unanticipated when the application owner approves the use
of predictions. It is therefore common that prediction consumers miss what is, for them, a critical
data point that affects their risk decision of the Expected Level of Trust Report. While there can be
a desire by the project team to provide the missing data, it can be impossible to generate the extra
data long after the application has completed its development. Prediction consumers who have special
data requirements should therefore make those requirements visible to their application providers
in a manner that prediction initiators are better prepared to generate the data necessary for these
prediction consumers to have a sufficient level of confidence in the Expected Level of Trust.

7 Substantial changes

7.1 |Definition discussion

As st

ther
in th¢
defin

hted in 3.14, the definition in use for substantial is, “change that results in sufficie
sk assessment so that the application owner no longer accepts the-fisk of a predict
e project team performing the ASC activities”. The focus on the risk'assessment is c
jtions are industry, vendor, application, culturally, and geographically different. What i

for ome is not substantial for another. The definition puts the onus\on the application ows1

the ri

If ead
woul
More
small

sk and determine the result based on the current circumstances for the subsequent a

h version of an application was independent from allprevious versions of the appli
l be no need for predictions. That is not the case; %iersion 1.1 is intimately bound ta
importantly, those using the various versions-of.the application expect a consistg
range, set of properties for the application. The application owner may set a differ

nt impact to
on resulting
Fitical. Other
s substantial
her to assess
pplication.

cation, there
version 1.0.
nt, within a
ent Targeted

of Trust for the different versions. In the abserce of any specific comment from the project team,
kpectation from the acquirer is that versiom 1.1 is equivalent to version 1.0.

Level
thee

7.2 |Guidance for substantial changes risk analysis

7.2.1] General

As tHe determination of a substantial change is the result of a risk assessment, there

explanation of what is and.is-not substantial change. The application owner should dete
time what changes are substantial and which are not. This guidance attempts to illustrate
appro¢priate or not to determine substantial when performing the risk assessment.

is no simple
rmine at the
what can be

One 3
are c
aree

spect of substantial change determination is the type of activity the ASC requires. Some activities
ritical no_matter what change occurs; others can be situation-dependent. The followi

:Lr;g examples
kamples'only and each application owner needs to make their own appropriate determinations.

7.2.2 \\Code change and static analysis

In this example, the ASC in question requires static analysis of all modified code. The ONF committee
attaches to the static analysis ASC that predictions are not permissible. Any code change requires static
analysis.

If the application owner decides to allow a prediction and not perform static analysis, the Application
Security Rationale needs to provide compelling reasons to skip this ASC activity. It is likely that, even
with compelling rationale, prediction consumers of the application rejects the rationale. This highlights
the fact that, while the application owner and project team believe they have a valid reason to skip
ASCs activities, the prediction consumer makes the final risk decision if the Expected Level of Trust is
acceptable.
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7.2.3 Architectural review

In this example, the ASC activity is a security architecture review. The ONF committee indicates that
predictions are appropriate when the project team justifies that changes do not affect the architecture.
The guidelines include examples such that changing data buffer sizes does not normally change the
security architecture.

After appropriate review, the application owner determines that no changes to the security architecture
are occurring and the Target Level of Trust does not contain the security architecture review ASC. The
project team generates the Application Security Rationale and, during the audit, the audit team verifies
the existence of the Application Security Rationale. Assuming that all ASCs are complete, the Actual

Level of Trus - urity
architecturg review ASC. This security architecture review ASC is a predicted ASC.

7.2.4 Depfecation of tests over time

When assesging the risk of a substantial change, the risk assessment would include ah analysis ¢f the

test suites i
evidence cha
from previo
can now fail

The project
the testing
application.
limits on the

8 Confid

8.1 Confi

Confidence

document, tl
change is no
have confidd
application 3

Confidence i

h use to generate the ASC activity evidence. The techniques in use/te’generate the
nge over time. The techniques adjust to improvements in methods'and knowledge g
Is testing. The result is that, due to changes in techniques, an ASC'that previously p

team, in their substantial risk analysis, needs to includ® the possibility of chang

[0 assist the project teams, and the application ownet, the ONF committee can set max
use of consecutive PASR for a specific ASC.

cnce

lence building blocks

e “something” is the confiderice’in the risk analysis performed by the project team {
[ substantial. The “someone”;is the prediction consumer. The prediction consumer ne¢
nce in the project team,@nd their risk analysis, to believe that the properties of the or
re still present in the subsequent application.

h the transfer of properties from the original to subsequent application has no relatio

b ASC
hined
hssed

es to

echniques, especially when the project team uses a PASR for several generations ¢f the

mum

by itself is meaningless. The real*term is confidence in something by someone. In this

hat a
rds to
ginal

nship

to the functi s and

this docume

onality of either application. Trust in the functionality comes from other mechanism
ht makes nosstatement relative to this trust.

8.2 Establishing-confidence

Confidence |n.the Expected Level of Trust increases through two main mechanisms: evidenc¢ and
history. For predictions, the evidence is the Application Security Rationale and the history 1s sequence
of versions along with the claims and experience associated with the sequence.

Confidence is an attribute of the prediction consumer, their experience with the application sequence
raises or lowers their confidence in a specific Expected Level of Trust for a specific application.
An application sequence that requires constant updating due to build issues lowers the prediction
consumers’ confidence that a specific Expected Level of Trust is present.

The evidence available is that arising directly from the prediction framework activities, as well as
indirectly from other activities such as Regression Testing, which application teams often perform to
verify or validate that the capabilities of the software have not been compromised by any change(s).
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9.1 Linkage to ASC

-7:2018(E)

A Prediction Application Security Rationale (PASR) is directly bound to an ASC belonging to the ANF.
The binding can be direct, in that, the repository for the ASCs also contains the PASR, or the binding can
be through links that indicate the storage location of the PASR.

9.2 Components

Without rngnrd tohow the project team bhindsthe PASR to the ASC the Fn]lm/ving informati

on is present

in the

PASR:

a) Identifiers:

L)
2
J
4

b) A

L)

Identifier of ASC associated with this prediction;
Identifier of original application;

Identifier of subsequent application;

Identifiers in this context can be text strings, GUID, or other structured identifiers.

ctors:

Prediction initiator - Typically this is the projéet team, but other entities also @
prediction.

It is possible that other entities can requesta prediction but only the project team
substituting ASC activities with a PASR;

Application owner - Role of the person accountable for the Application Security
project.

Approves the proposed prediction for a specific ASC.

Prediction consumer.<=’Roles of the prediction consumer would include bu
application, other business units inside the same organization including the app
component, or users of products that included the application as a component.

The prediction’consumer reviews the prediction rationale when making a risk
determineiifan application update is appropriate to use.

¢) Hredictiom¢ircumstances

L)

The'underlying reasons for creating the subsequent application.

an initiate a

is capable of

(AS) of this

yers of the

lication as a

decision to

2
3)

Under what circumstances predictions are likely to be false.

d) Rationale

1)

2)

Risk analysis for the identified ASCs as to why the activities specified in the
necessary for the subsequent application

Prediction confidence
i) How confident the prediction initiator is that the prediction is correct;

ii) The project team can improve confidence in the prediction by obtainin

ASC are not

g additional

evidence relative to the prediction. Such evidence can come from partial verifications
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based on techniques such as regression testing and retesting. See ISO/IEC/IEEE 29119-1[1]

for details on testing techniques.

3) Statement that change in the subsequent application is not substantial and there is no need to

execute the ASCs activities.
ASC outcome from original application
1) Verification measurement values or the PASR associated with the ASC.

2) Ifthe ASCis not present in the original application then a prediction is not permissible.

f)  Support
rational

activitie

ng criteria forthe prediction—TheApplicationr Security Ratiomate;, wiichictud
e from the application owner as to why the risk analysis supports the exclusion of th
s for the application.

9.3 Format

9.3.1 Identifiers, actors, ASCs outcomes

The format o describe the identifiers, actors, and previous ASCs outcomesare ONF specific. The

committee determines what is sufficient in their organization and establish the necessary formats

9.3.2 Ratipnale

The rationale is a statement, in free-flowing text, which describes the analysis, circumstances
confidence. It is likely that the analysis repeats for multiple*ASCs in the ANF. This is not surprisi
the circumstances do not change for an individual ASC inside of the ANF. The goal of the individud
rationale stgtements is to combine into an Expected Level of Trust Report. There is no requireme
the individupl ASC rationale statement to repeat fixed'information. Rather, the rationale can poin

central locatfion where the text is available.

9.3.3 Du

An individu
identifiers, g
of Trust Ref
Expected Le

9.3.4 Assurance cases

As the Expe

helps quanti
IEC 15026-2

ication of information

hl PASR provides information to help fill out the Expected Level of Trust Report
ctors, and prediction circumstances are the same for every PASR in the Expected

vel of Trust Reportand not duplicate the information in the PASR.

cted Leyel“of Trust Report contains claims made by the application team, a forma

fy claimisis desirable. Annex A details one example of the use of assurance cases from
7],

s the
b ASC

ONF

, and
hg, as
1 ASC
nt for
ttoa

. The
Level

ort. The expectation is that an individual PASR points to the shared information in the

C that
1SO/

9.4 Approval by ONF Committee

The ONF Committee establishes the guidance for predictions and the use of the PASR for each ASC. The
committee has three choices:

a) No predictions

1) The committee determines that the activities for the ASC are critical for all applications. No
ANF can specify that the completion of this ASC uses a prediction.
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2) Examples of this type of blanket refusal can include static analysis for all changed code or

code backup.
b) Predictions with conditions
1) The conditions that the committee approves are going to be specific to the ONF. The conditions
can specify both positive, as in you can predict given X, and negative, as in you cannot predict if Y.
The determination of the existence of the conditions is a function of the ANF.
2) Examples of these conditions can include:

o

9.5
This

in pr
realiz

10 K

10.1

Audit
Levell

N c . . . . ..
1) dlLlCl 5 applltatloll VETSIOITS VVlth d pl EdICtIUH, tiIE team ShUuld pEI fUI TIT tlIE ﬂ._i

ii) incident response teams can always predict this ASC; and
iii) if this function changes, you cannot predict.
o restrictions

he ONF committee determines that there is no need to restrict predictions for the
NF can always specify a prediction for the ASC.

Use of RACI charts in description of activities, rolées, and responsibilities

document uses RACI charts for assigning roles and tesponsibilities for carrying d
ocesses. Such charts identify actors responsiblg;naccountable, consulted, or infor
ation of an activity. Table 2 enumerates the abbfeviations in use to describe the actor

Table 2 — Abbreviations for responsibilities used in RACI charts

Code Respong'\ls)ﬁﬁy
R Respounsible for the realization of an activity
A Accountable for the realization of an activity
C Consulted during the realization of an activity
[ Informed of the realization of an activity

'ASR audit

Auditing linkage

ing is the-subject of [ISO/IEC 27034-1:2011, 7.3.6. The goal at this step is to ensure that
of Trust matches the Actual Level of Trust. The auditor reviews the verification m

provilded by the ASCs and verifies the attainment of the expected results.

IASC and the

ut activities
med for the
‘s role.

the Targeted
basurements

10.2

Auditing actual level of trust

There is no change to the auditors’ actions for ASCs that represent the Actual Level of Trust. The auditor
reviews the verification measurement data and if it meets the specified requirements, the project team
has met the Actual Level of Trust.

10.3

Auditing expected level of trust

The auditor verifies that for the predicted ASCs, the project team provides the PASR. If the PASR is
present, the auditor can indicate that the project team has met the Expected Level of Trust.
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From an auditor standpoint, the actions of the auditor are the same when auditing for verification
measurement data or PASR. The auditor validates that the data is present and that it conforms to the
ONF guidelines.

10.4 PASR quality

The auditor does not examine the quality of the PASR, which occurs in validation. The auditor does
confirm that the form and function of the PASR are present and meet the guidelines as specified by the
ONF Committee.

11 PASR Verification

11.1 Validation

The audit team should validate PASRs in the Expected Level of Trust by examining the<quality of each

of its compo

The audit ted

11.2 Verifi

Verification
IEC 27034-1
any number
when dealin

run the actiy

The use of af

mechanism
different me

hents (as enumerated in 9.2), and their conformance to ONF Committegdirectives (se¢
hm should consult the ONF Committee for the required expertise in gechnical matters

cation

is a base principle of ISO/IEC 27034-1. The audit team{-when performing step 5
2011, 7.3.6) may rerun some of the actions required by‘the ASC. The audit team may

g with predictions and PASR in particular. The aydit team can pick a sample set and
ities specified by the ASC.

vhen establishing the statistical sample.0f’ASCs to audit. When the audit team does
chanism to sample differently between the Actual Level of Trust and the Expected Le

Trust, the audit team should document the differences between the two selection mechanisms.

11.3 Exped
The predicti

application i
of the applic

audit team f
generate the

11.4 Missi

11.4.1 Inah

ted results

on is that there is no neéed-to perform the ASC activities as the change in the subse
s not substantial and,.hence, the activities do not add to the expected security prop
ption. If the audit team picks an ASC for demonstration that the activities are correg
uns the activities just as the ASC requires and the expected result is that the tear
correct verification measurements just as if the project team did perform the ASC.

ng state

ility to generate verification measurements

2 9.4).

(ISO/
belect

pf ASCs to rerun, from all to a sample set (e.g. statistical;risk based, etc.). There is no change

then

Expected Level of Trust does not place any requirement on the audit team to use a difflerent

use a
vel of

quent
erties
t, the
n can

It is possible that the ability to rerun ASC activities is not present. While rare, it is possible that the
circumstances and infrastructure necessary to perform the ASC activities are no longer available. If this
condition occurs, the audit team either accepts the PASR or finds another way to generate verification
measurements.

11.4.2 Example

For example, the ASC in question requires a simulation of a specific set of operations and the verification
measurement is the output from the simulation. The simulation ran a year or so prior to the availability
of hardware and takes over 3 weeks to run. The project team did not run the simulation. There is a
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PASR for why the simulation did not execute. The audit team has the prediction but is unable to run the
simulation because:

a)

b)

the simulation environment no longer supports the subsequent application. Operations or test
cases are not current with the simulation environment.

the time necessary to run simulation environment is not available.
1) The current simulator is fully engaged with another project.

2) The audit and project team cannot wait three weeks for the verification measurements.

The guditteanT has—a choice i this Tircumstarnce;accept the PASRortook for otherways to gain
the verification measurements. Accepting the PASR can be viable, but consider againtthe nature of
the elxample; the tests run on a simulation. On projects that do simulations, northally [a connected
activlty runs the same tests on the resulting hardware. The audit team can skip the sirhulation and
run the related tests on the real hardware. While not exactly performing thetests in sirhulation, the

demgdnstration that the subsequent application would pass the audit verification is possiblé.

12 RASR implementation

12.1| Prediction framework

The dqteps, identified in 12.2, represent the prediction framework. The framework, at its ¢ssence, is to
create an Expected Level of Trust that matches a previous Actual Level of Trust of the application and

then freate PASRs for one or more ASC not performed:
12.2|Steps to implement a PASR

12.2.1 General

b)

f)
g)

h)

(JNF Committee establishes guidelines.

1) The ONF Committee, for each ASC in the organization ASClibrary, determines the circumstances
when predictions arenappropriate and inappropriate. The ONF Committee $tores these
guidelines as part of'the ASC in the ASC library.

) Table 3 defines-the RACI responsibilities for PASR implementation.

—f

roject team performs the risk analysis of the subsequent application (in accordange with ISO/
EC 27034-HASMP -step 2), and updates the application’s Targeted Level of Trust” as needed.

et

roject.team selects ASCs for ANF. The selection of the ASCs follows the process defined in ISO/
EC,27034-1.

]

B 3 s £, £ 4+l 3l 1 retadai H Lat ol ola
FTUJCTTTICAIIT PpCTTUT IS TUTTICTT TISK AaIIdly STS TU UTTTCT ITIITITICT SUUSTATItIaT CITdITrgt s,

Project team refines the Target Level of Trust based on substantial changes and creates the
Expected Level of Trust.

Application owner approves the prediction and the use of PASR and the Expected Level of Trust.

Project team develops the subsequent application associated with ANF and performs activities
related to each ASC in the ANF including the performance of verification measurements or
generation of ASR.

Application audit team verifies existence of verification measurement or PASR for each ASC in
the ANF.
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i) If all ASCs verification measurements were successfully performed and all PASR were approved,
then the subsequent applications Expected Level of Trust is achieved.

j)  Project team generates the Expected Level of Trust Report.

12.2.2 Actor responsibilities

Table 3 presents a RACI chart for process “Implement a PASR".

Table 3 — Responsibilities during PASR implementation

Realikation activities GN.F Application Project Verification Audijt
committee owner team team y\ébn

a) Establish|guidelines A/R I I I
b) Risk analysis A R [ I
c) Select ANF I A R C I
d) Substantjal change A R C I
e) Create Exipected Level of Trust I A R C I
f) Approve Expected Level of Trust I A R C I
g) Develop dpplication A R [ I
h) Verify AS(Cs A C R I
i) Verify Actjual Level of Trust and A C C R
Expected Leyel of Trust
j) Generate[Expected Level of I A R C C
Trust Report

12.3 ONF fpedback

The project|team can encounter challenges with the ASC definition, especially with the guid¢lines
as to when 1t is permissible to use a prediction. As with all ASCs definition issues, the project|team
correspondg with the ONF Committee attémpting to clarify or change the ASC (ISO/IEC 27034-1:2011,
8.1.3.2 f). THis process is the same for PASR. As the PASR guidelines are part of the ASC, feedback to the
ONF Commiftee uses the same mechanism.

It is likely that project teams wish for a quick response from the ONF Committee, especially whegn the
project tean} is responding t0@n application vulnerability. In these cases, the ANF to ONF feediback
mechanism $hould have prayvisions for extremely quick issue resolution.

13 Expected levelof trust report

13.1 Purpcrse

The main purpose of Expected Level of Trust Report is to allow acquirers of the subsequent application
the ability to make risk decisions based on the risk analysis from the project team. The content of the
report provides sufficient data that the project team'’s risk analysis is reasonably accurate. Perfection is
not possible due to the inherent variability due to predictions.

13.2 Components
The Expected Level of Trust Report should contain the following:
a) Identifiers

1) Original application identifier;

2) Subsequent application identifier;
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3) Application identifiers need to be unique such that there is no ambiguity as to which version
of the application the Expected Level of Trust Report is referencing. Application versioning is a
form of asset management and ISO/IEC 19770-5(3] provides guidance on IT asset management.

b) Actors

1) Prediction initiator - Typically this is the project team, but other entities also can initiate a

prediction;

2) Application owner - Identifies the entity approving the prediction.

c) Prediction circumstances. The underlying reasons for creating the subsequent application.

d) 1
1
2

Juny

13.3

The 1
on th|
Trust

13.4

The d

evels of Trust

) Actual Level of Trust for original application;

) Expected Level of Trust for original application (if used);

) Actual Level of Trust for subsequent application;

) Expected Level of Trust for subsequent application.

redicted ASCs

) List of ASCs that are predicted: While possible to re¢reate the list by comparing t

prediction consumers;
) For each predicted ASC, the Prediction Application Security Rationale.

ationale. The circumstances and the set ofpredicted ASCs as to why these items meet
evel of Trust.

Format

eport is free form text. The\prediction consumer is going to read and make risk ded
e information. There is neirequirement for machine-readable formatting of the Expe
Report.

History, assumptions and social history

he Expected

Level of Trust with the Actual Level of Trust, this list makes it explicit and hopefullly easier for

he Expected

isions based
rted Level of

Whe

decisjon. It is.difficult to determine what additional information is necessary. The followi
examlplesionly and individual prediction consumers have their specific requirements.

a)

1)

omponentsinithe report tell much of the story between the original and subsequent

hpplications.

a prediction consumer makes a risk decision, additional information can be crll'r(lical to that

g items are

ickors
TSToTy

It is likely that the original and subsequent applications are not version 1 and version 1.1, there

is a much larger history of versions. The trust and experience of each version factor into the

prediction consumers’ risk decision.

2) The Expected Level of Trust Report therefore may contain information relative

previous versions of the application.

b) Assumptions

to all of the

1) The prediction initiator makes assumptions regarding the subsequent application in relation
to contexts, use frameworks, supply chains, and many other factors. Use of the application

outside of these assumptions may affect the prediction consumers’ risk decision.
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2) The Expected Level of Trust Report therefore may contain information relative to the
assumptions the prediction initiator makes relative to the application.

Social history

1) There can be a large body of comments relative to the application from sources not related
to the application developer. These comments can be both positive and negative and can be
unbiased or not. Prediction consumers can use these statements in making their risk decision.

2) Attaching links or excerpts from reviews relative to versions of the application can assist
the prediction consumer. It is the responsibility of the prediction consumer to determine the
validity, and degree of bias, when using social history information relative to the subsequent
applications in their risk decision.
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