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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The
desc

:Tibed in the ISO/IEC Directives, Part 1.

rocedures used to develop this document and those intended for its further m@iy
In particular the different approval criteri

the djfferent types of document should be noted. This document was drafted in accorda

edito

Atten

ial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tion is drawn to the possibility that some of the elements of this do€iyment may b¢

of patent rights. ISO and IEC shall not be held responsible for identifying any or all

right
Intro

Any t
const

For 4
exprq
Worl
URL:

5. Details of any patent rights identified during the development of the document v
duction and/or on the ISO list of patent declarations received (Seewww.iso.org/paten

itenance are
h needed for
nce with the

e the subject
such patent
yill be in the
ts).

rade name used in this document is information given for.the convenience of users
itute an endorsement.

n explanation on the voluntary nature of standards, the meaning of ISO specifi
ssions related to conformity assessment, as well/as information about ISO's adhe
I Trade Organization (WTO) principles in the.Technical Barriers to Trade (TBT) see t
www.iso.org/iso/foreword.html.

This

document was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatior

Subcommittee SC 27, Security techniques.

Alist

of all parts in the ISO/IEC 27034 series can be found on the ISO website.

hind does not

r terms and
rence to the
he following

1 technology,
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Introduction

0.1

General

A systematic approach to integrate security controls throughout the engineering lifecycle provides an
organization with evidence that information being used or stored by its applications is being adequately

protected.

The ISO/IEC 27034 series assists organizations in integrating security throughout the life cycle of their
applications by providing frameworks and processes scoped at organization and application levels.

This documd
processing ¢

nt defines the processes required for managing the security of an application identit
ritical information by the organization.

Table 1 — ISO/IEC 27034 Framework overview

ed as

Scope

ISO/IEC 27034 framework What it represents

Organizatio

One centralized repositpry of application

Organization Normative Framework (ONF) rity infokmation

secu-

Process is in placedte maintain and contin

ONF Management process i improve ONF

flous-

Application

Application Normative Framework (ANF) Repositoty for all ASCs of an applicatic

n

A risk based process that uses the ANF to

Application Security Management Process and validate applications

build

As shown in Table 1, organization-level framework and.pfocess are provided by the Organiz

Normative H
IEC 27034-2

Application-
Application
ONF to a sp
Normative

Processes fi
6.5. Subclau

ramework (ONF). The ONF, its elements and*supporting processes are defined in

evel framework and processes are provided by this document in Clauses 5, 6 and ]
becurity Management Process (ASMP] helps a project team apply relevant portions
pcific application project and formally record evidence of the outcomes in an Applic
ramework (ANF).

br determining the application requirements and environment are included in §
e 6.1 addresses the identification of the application requirements and its environ

assessing th
addressed in

6.2, creating and maintaining the ANF and Application Security Controls (ASCs) is co

ation
IS0/

. The
bf the
ation

).1 to
ment,

e application secufity risks. Evaluating the application's Targeted Level of Tryst is

rered

in 6.3, and processes pertaining to realizing and operating the application are included in 6.4. Finally,

6.5 presents
0.2 Pury

The purposg

a process to.verify that the ANF and the ASCs are properly implemented.
ose

of this document is to provide requirements and guidance for the Application Sed

Managemen

Vi

Process and the Application Normative Framework.
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Targeted audience

0.3.1 General

-3:2018(E)

Although this document provides best practices for a general audience, it is especially useful for the
following actors:

a)
b)
‘)
d)
e)
f)

managers;
provisioning and operation team;

acquirers;

suppliers;
ditors;

ysers.

0.3.2] Managers

Manggers are persons involved in the management of an application, Exdmples of manager

f)

gdroject managers;
droduct line managers;
development managers;
dpplication owners;

line managers including the Chief Information Officer (CIO), who supervise employees

Typidally, managers need to:

a)

b)

‘)
d)

e)

f)

g)
h)

)
j)
k)

ansure that any application projects, initiatives or processes are based on the re
management;

make sure that certain proper information security clearances are in place as required
ihformation security-policies and procedures;

manage the implementation of a secure application;

drovide segurity awareness, training and oversight to all actors;

o

alaneethe cost of implementing and maintaining application security against the ris
répresents for the organization;

—

ihformation security managers including the Chief Informationh ‘Security Officer (CISO);

S are:

»

sults of risk

by applicable

ks and value

ensure compliance with standards, laws and regulations according to an application’s regulatory

context;

ensure the documentation of security policies and procedures for the application;

stay abreast of all application-related security plans throughout the organization's network;

determine which security controls and corresponding verification measurement
implemented and tested;

s should be

authorize the targeted level of trust according to the context specific to the organization;

periodically review the applications for security weaknesses and threats and take corrective and

preventive actions;

© ISO/IEC 2018 - All rights reserved
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D

m)

n)

review auditor reports recommending application acceptance or rejection based on proper
implementation of required application security controls;

ensure that security flaws are prevented through secure coding practices;

base their decisions on lessons learned derived from knowledge base records.

0.3.3 Provisioning and operation team

Members of provisioning and operation team (known collectively as the project team or as the
application team) are persons involved in an application’s design, development and maintenance
throughout its whole life cycle. Example provisioning and operations team roles include:

a)
b)
<)
d)
e)

architec

analysts;

ts;

»

progranmpmers;

testers;

IT adnjinistrators, such as system administrators, database /administrators, net

adminis

Typically, mé

a)

b)
c)

d)
e)

f)
g)
h)

viii

underst
life cycld

underst

minimiz
activitie

trators, and application administrators.

mbers need to:

work

hnd which application security controls should be applied at each stage of an applicaftion's

and why;
hnd which controls should be implemented inthe application itself;

e the impact of introducing controls_ifito the development, test and document
s within the application life cycle;

make sulre that introduced controls meet thé’requirements;

obtain
docume

facilitat
particip

arrange

iccess to tools and best practices in order to streamline development, testing
htation;

P peer review;
hte in acquisition/planning and strategy;

disposal of résidual items after work is completed, (e.g. property management/dispo

ation

and

bal).

© ISO/IEC 2018 - All rights re
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0.3.4 Acquirers

This
Typi
a)

b)
‘)

d) Verify evidence of security controls applied by outsourcing services;

0.3.5| Suppliers

0.3.6/ Auditors

Audifors are persons who need to:

includes all persons involved in acquiring a product or service.
cally, acquirers need to:

establish business relationships to obtain needed goods and services, (e.g. for the
evaluation and awarding of contracts);

prepare requests for proposals that include requirements for security controls;

-3:2018(E)

solicitation,

%)

elect suppliers that comply with such requirements;

gvaluate products by verifying evidence of correctly implemented application security

ncludes all persons involved in supplying a product or service.

dally suppliers need to:

domply to application security requirements from requests-for proposals;

select appropriate application security controls forproposals, with respect to their im

grovide evidence that required security controls ‘are implemented correctly in propo
gr services.

controls.

pact on cost;

sed products

a) ynderstand the scope and procedures involved in verification measurements for the cdrresponding
controls;

b) ednsure that audit results.are repeatable;

c) establish a list of verification measurements which generate evidence that an application has
reached the Targeted Level of Trust;

d) apply standardized audit processes based on the use of verifiable evidence, accorfling to ISO/
IEC 27034~(all parts).

0.3.7 Users

Userdare persans who need to trust that:

a)
b)

)

it is deemed secure to use or deploy an application;

an application produces reliable results consistently and in a timely manner;

the controls and their corresponding verification measurements are positioned and functioning

correctly as expected.

© ISO/IEC 2018 - All rights reserved
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Information technology — Application security —

Part 3:
Application security management process

1 Scope

This [document provides a detailed description and implementation guidance for. the
Security Management Process.

ormative references

The flollowing documents are referred to in the text in such a way that“’some or all of t
consfitutes requirements of this document. For dated references, only the edition cited
undafed references, the latest edition of the referenced document-(including any amendme

ISO/IEC 27000, Information technology — Security techniques”— Information security
systems — Overview and vocabulary

ISO/IEC 27034-1, Information technology — Security techniques — Application securit]
Overyiew and concepts

ISO/IEC 27034-2, Information technology — Security techniques — Application securit]
Organization normative framework

ISO/IEC 27034-5, Information technology>— Security techniques — Application securit]
Protdcols and application security controls data structure
erms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27034-1, IS(
2, andl ISO/IEC 27000 and-the following apply.

ISO apd [EC maintainterminological databases for use in standardization at the following

— IFO Onlinebrowsing platform: available at https://www.iso.org/obp

]

LC Etectropedia: available at https://www.electropedia.org/

Application

heir content
applies. For
nts) applies.
management
y — Part 1:

) — Part 2:

y — Part 5:

/1IEC 27034-

hddresses:

3.1

application security audit
AS audit

systematic, independent and documented process for obtaining audit evidence from the verification of

application security activities, and evaluating it objectively to determine the extent to wh
criteria required by an application security authority are fulfilled

3.2

application security verification

process of reviewing and verifying security activity outcomes by performing the associated
measurement activity

ich the audit

verification-

Note 1 to entry: For an organization, required ONF elements and security activities meet ONF specifications and

are compliant with ONF management process.

© ISO/IEC 2018 - All rights reserved
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Note 2 to entry: For an application, a security activity and its associated verification-measurement activity may
be part of an ASC.

3.3
critical info
information

3.4

rmation
which, if compromised, can result in an unacceptable risk

domain expert
person who is an expert in a particular domain, area or topic

3.5

risk manag
coordinated

Note 1 to ent
within the ris|

[SOURCE: IS

4 Abbrey

AS

N~

ASC

o

ASMP i

ANF

N

ASLCRM 4

ONF

5 Applic

5.1 Gene}

The Applicat
each specifig

bment
activities to direct and control an organization with regard to risk

ry: This document uses the term “process” to describe risk management overally.The ele
[k management process are termed “activities”.

D Guide 73:2009, 2.1]

riated terms

\pplication Security

\pplication Security Control

L pplication Security Management Process

L pplication Normative Framework

\pplication Life Cycle Security Reference-Model

rganization Normative Framework

ation Security Management Process

ral

ion Security Management Process (ASMP) is the overall process for managing secur
application used or developed by an organization.

The ONF Committeeis: responsible for implementing and maintaining the ASMP by use of thd

managemen
that the ASM

F process (see ISO/IEC 27034-2:2015, 5.4.3). This committee is also responsible for ens
P is\applied to all application projects in the organization.

ments

ty on

ONF
uring

The Applica
(see Table 3)

10n owner 1Is accountable 10or ensuring an ASMF 1S In place Ior the application p

roject

For each application project, the project manager is responsible for implementing and using the ASMP
in the course of the project (see Table 3).

The Application Security Management Process is performed in five steps:

a)

identifying the application requirements and environment;

b) assessing application security risks;

c)

d) provisio

creating and maintaining the Application Normative Framework;

ning and operating the application;

© ISO/IEC 2018 - All rights re
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e)

The first 3 steps of the ASMP are focused on identifying and recording appropriate application security
controls (ASCs) for an application. Considering that security up front is a fundamental aspect of
application security, the optimal point to define security requirements for a software project is during
the initial planning stages. This early definition of requirements allows project teams to identify key
milestones and deliverables, and permits the integration of security in a way that minimizes any
disruption to plans and schedules.

auditing the security of the application.

The last 2 steps of the ASMP are focused on implementation and verification of ASCs.

ISO/IEC 27034 (all parts) provides components, processes and frameworks that help an organization

to acfuire, implement and use applications it can trust, at an acceptable security cest| determined

by the organization. Moreover specifically, these components, processes and framewqrks provide

demdnstrable evidence that applications reach and maintain a targeted level of trust.

As shown in Figure 1, these components, processes and frameworks are part ofitivo overall processes:

a) the ONF Management Process;

b) the Application Security Management Process (ASMP).
Application Security Management Process Ay
: :
: At ing th , Creati d intaini :
i | application security Determi > tsused _ | application |}
: risks s A / or Normative Framework :
: Applieation’s 'i‘argeted E
H Level of Trust '
E Identifies 2y E
' Application contexts H
' and specifications H
H used for N y Provides H
! Provides Appli c;}if)ﬁ";'Actual Application Normative E
H 1 Level of Trust Framework H
H used for '
' Identifying thy . H
H ::p;‘ir};::igon ¢ Auditing the security Magg?::;:i:‘::lty H
H requirements and of the application |]15ed for H
' environment H
; :
: Provides 4- :
' Implemented required ASCs H
] used for H
E Realizing and operating H
! Provides the application H
% Application project artefacts /

‘\ and ANF used for ’:'

E Provides ( } o E
1 or Totr UNF Management Process Feedback 1
H Normative Framework o '
'-‘ used for M

Key

T
L | group process
element — » action

Figure 1 — Application Security Management Process
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These two processes are used at different levels and time frames in the organization and have different
scopes. The ONF Management Process (see ISO/IEC 27034-2) is a continuous organizational-level
process and the ASMP is used for managing security on each specific application project.

5.2 Purpose

The Application Security Management Process allows an organization to manage security for each
application it uses.

5.3 Principles and concepts

5.3.1 Gengral

In addition|to principles introduced in ISO/IEC 27034-1, organizations creating, operating or
maintaining|applications should be guided by the following principles:

a) every application should be assigned a Targeted Level of Trust;
b) any secyrity component or process used in an application project should be sélected from the|ONF;

c) all ASCs|selected with the Targeted Level of Trust should be implemented, verified and auditef.

5.3.2 C(learly communicate roles and responsibilities

This document uses RACI charts for assigning roles and resp@nsibilities for carrying out actiyities
in processes. Such charts identify actors responsible, aceduntable, consulted or informed for the
realization qf an activity. Abbreviations are used for describing responsibilities of actors. Thoge are
enumerated|in Table 2.

Table 2 — Abbreviations for responsibilities used in RACI charts

Code [Responsibility A’\U
R Responsible forthe realization of an activity
A Accountablefor the realization of an activity
C Consultéd during the realization of an activity
I Informed of the realization of an activity

Use of RACI charts within an prganization implementing this document is not required. Organizdtions
should aligf] guidance ptovided in this document with their own method of clarifying roles and
responsibilities.

resources thatare' responsible, accountable, consulted, and are informed. Table 2 provides a stdrting
point for disgussion during the realization of an ANF.

When condl{ting realization and verification activities, it is critical for organizations to determine the

5.3.3 Relationship of the ASMP with the Organizational Normative Framework (ONF)

The ONF, which is covered in detail in ISO/IEC 27034-2, provides an organization-level context for the
ASMP. This context includes all processes involved in application security, as well as regulations, laws,
best practices, roles, and responsibilities accepted by the organization. The ASMP uses this context
to create and maintain the Application Normative Framework (ANF) for each application project. In
return, the ASMP supports continual improvement of the ONF through feedback of new knowledge,
application security control improvement suggestions and practices gained in the course of an
application’s development and deployment.

4 © ISO/IEC 2018 - All rights reserved
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5.3.4 Use approved tools
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Project teams should take advantage of new security analysis functionality and protections by

leveraging approved tools and their associated security checks, such as compiler/linker
warnings. A list of approved tools should be provided as part of the Organization Normative

options and
Framework.

If the project team is aware of a tool that exceeds what is currently outlined in the ONF’s approved list,

it should use the ONF’s feedback process to inform the ONF Committee about the tool.

NOTE

5.3.5 Level of Trust

A "Lgl;rel of Trust” is a label that identifies a set of applicable ASCs from the Application Secy
Library in the ONF. The ISO/IEC 27034 framework proposes two types of Levels of(Trus
assodiated with an application:

a) 1T
b) A

argeted Level of Trust;
ctual Level of Trust

The T
risk 1

argeted Level of Trust should be derived using an organizationally-relevant implemer
hanagement process outlined in ISO/IEC 27005.

5.3.6/ Application’s Targeted Level of Trust

able security controls for a Targeted Level of Trust can either be pre-defined in th
derived from a workflow that identifies the applicablevcontrols based on the selected L
and more refined application security specifications. The workflow may leverage aut
tools] such as Secure Application Lifecycle Management systems, to make the process cons
multiple applications.

Appli

The riisk assessment process produces the security requirements from which the applicatid
Level of Trust is derived. This in turn becemes the goal for the application's project team.

The application Targeted Level of*Trust can aid in conveying a level of confidence ne
organization so that it would be willing to use or deploy the application after accepting
risks|determined by the risk@ssessment.

The &
deter
imple

pplication Targeted\Level of Trust is vital to the security of the application becauj
mines the apprdpriate Application Security Controls to be selected from the ASC
mented in the application life cycle.

The g
defin

The 4

pplication¢Targeted Level of Trust should be one of (or within the range of) the l¢
d in the.Organization ASC Library (see ISO/IEC 27034-1:2011, 8.1.2.6), which is part

\SC-library (ISO/IEC 27034-1:2011, Figure 4) can be represented as a table and the

The description, purpose and role of the ONF committee is described in ISO/IEC 27034-2:2015, 5.4.3.

hirity Control
' that can be

tation of the

e ONF or be
bvel of Trust
bmation and
istent across

n's Targeted

eded by the
the residual

e it directly
library and

vels of trust
of the ONF.

e application

ted Level of Trust as a column in that table Thus Qp]prfing alevel of trust means seled

Targe
in that column.

The following is a sample breakdown of Levels of Trust that an organization may define:
EXAMPLE1 Business critical applications, internal applications, public applications.

EXAMPLE 2

ting all ASCs

Generic Web Public Application: Targeted Level of Trust is public applications, technology context

is a web based application with a database, and business context is that the application stores and processes end

user passwords.

5.3.7 Application’s Actual Level of Trust

The application's Actual Level of Trust is the maximum confidence level demonstrated by the verification

team according to the verification measurements of all the application’s ASCs.
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Each ASC included in the ANF for any given application project provides a specific and detailed
measurement activity to be performed by the verification team, along with a pointer to the specific
stage in the application life cycle in which the measurement should be performed.

The application's Actual Level of Trust is obtained during the application security review by verifying
the ASCs that should completed at a specific point in the application’s life cycle. If any ASC fails

verification,

the organization should take appropriate measures to correct the situation.

Successful achievement of the application Targeted Level of Trust is confirmed when the successful
verification of all its ASCs have been performed and with the generation of all the necessary supporting

evidence from

the verification measurement activities.

If some ASC
problem.

Given the ap
step 2 of the
for a specifi
demonstrati
application i
step 2 of the

An applicati
Level of Trus
level of trust
as “Actual Le

5.3.8 Imp

A typical af
execution te
an applicatid
test plans to

Figure 2 shc
typical appli

5 fail verification, the application owner should take appropriate measure to addres

plication's Targeted Level of Trust has been authorized by the application"ewner d
ASMP, the application would be deemed secure by the organization for use’or deploy
C period of time based on the verification team's agreement of the supporting evi

s valid only for a specific period of time because of the periodicatrevision requirem
ASMP.

bn is considered secure according to ISO/IEC 27034 (all parts), if the application’s A
tis equal or greater than its Targeted Level of Trust, eg.if-all ASCs required by the
are successfully implemented and verified, then the application can be considered se
vel of Trust Blue”.

act of this document on an application project

am, supported by processes, often automated by technology, with the goal of gener
n product. The verification team role:can be done by the quality assurance team, folld
verify the application functionalities against the accepted functional requirements.

ws how this document adds new roles, responsibilities, components and processe
cation project.

s the

uring

ment
lence

g that the application Targeted Level of Trust was achieved. The-security status ¢f the

bnt of

ctual
Blue”
rured

plication project (before an organizatidy implements this document) is driven by an

ating
wing

b to a
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Key
i i group
element
process
Figul

The t

the quality of the artefacts produced, and the qualifications of the actors involved in th

rarel

6 A

6.1

6.1.1

‘e 2 — Impact of this document on roles and responsibilities in a typical applica

Users, |

f )
Create, maitain Used by
]
Application Organization
Normative Normative
Framework Framework
1&
Supports
execution
T T Th
|
! l
: ) " — Application
| —— Participates project Controls
| I
| | |
Project team |
: (2/2) | / Used f(_)r \ Verifies,
| | generating
| advises
| : \
: | Install, use, Application
| | maintain product
|

| operation team |

L

Verifies,

Verification
team

controls

@ actor

>, action

kion project

echnology itself, the development methodology used by the execution team, the proc¢ss maturity,

b project are

i verified and such.yerification processes, if performed, are usually not formally defirled.

\SMP steps

Identifying the application requirements and environment

General

The identification of the application environment allows the organization to specify the contexts
(business, technological, regulatory) of the application, its main specifications, actors and processes,
and information involved in its acquisition and use.

This step corresponds to the “context establishment” step in the risk management process established
by ISO/IEC 27005. It provides necessary information for the subsequent risk assessment step.

The first step of the ASMP aims to identify all application requirements, including:

a) actors;

b) specifications;

c) information;
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d) environment.

The application environment consists of:

a) atechnological context;

b) abusine

Ss context;

c) aregulatory context.

Contexts are presented in more detail in ISO/IEC 27034-1:2011, 8.1.2.1 to 8.1.2.2.

6.1.2 Pur]

The purposg
support the

This step is 1
a) identify

b) identify,
applicat

c) define a
6.1.3 Outs
The principg

a) apersor

DOSE

of this step is to gather all relevant information to organize security requiréments and

following activities of ASMP.
equired to:

the application owner;

inventory and consolidate the information needed to carrysout the summary qf the

on security risk analysis;

preliminary version of the ANF.

fomes

1 outcomes of this step include:

is officially designated as the owner of theapplication;

b) apreli
1) bri

inary ANF, containing:

description of the three contexts;

2) both functional and non-functioral requirements;

3) app

ication architecture (also/considering the environment of operation);

4) information groups involved in the provisioning and operation of the application.

6.1.4 Rea

Table 3 shoy
the applicati

ization activities

s roles and responsibilities for carrying out realization activities for process "ldentifying

on requirements and environment".

Table 3 I " nt"
Realization activities ON.F AT | LD (0
committee owner manager
1) Identify and appoint the application owner. A/R
2) Implement the ASMP in this project. A R
3) Identify the needs of the organization leading to the characteris-
: o A A/R I
tics of the application.
4) Identify the requirements of the application, i.e. all of the re- C A/R I
quirements and specifications that the application should meet.
5) Identify and classify information groups involved by the applica-
tion and the information flow between application components and C A/R I

between the application and other systems (see Figure 11).
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Realization activities ON.F e
committee owner manager

6) Identify the business context of the application, including pro-

cesses, actors and business requirements required or affected by the C A/R I
implementation and use of the application.

7) ldentify the regulatory context of the application, i.e. the laws C A/R I
and regulations that apply to the application.

8) Identify the technological context of the application, i.e. all IT

components required to develop, deploy, monitor and maintain the C A/R C/1
applifation.

9) Vhlidate, verify and integrate the results of this activity to the

i C A/R c/1

prelijninary ANF.

6.1.5| Verification activities
Tablg 4 shows roles and responsibilities for carrying out verification activities for process|"ldentifying
the application requirements and environment".

Table 4 — RACI chart for verificationfor process
“Identifying the application requirementsand environment”
Verification activities ON.F &Ct Ayl Auditors Project
Committee nager owner team

1) Vgrify that an application owner was A R

appojnted to this application project.

2) Cpllect application security contexts

docufmentation (Business, Regulatory and C I A/R C
Techpological).

3) Cpllect application s_pet_:lflcatlons and C I A/R C
relatg¢d processes description.

4) Cpllect the categorized information

groups inventory and information flow C | A/R C
diagnams.

5) Cpllect evidence that actors were iden-

tified and details about eagh actor were C I A/R C
docufmented.

6) Cpllect application specifications,

requirements dgéuments, and architecture C I A/R C
diagnams.

6.1.6| .<Guidance

6.1.6.1 General

The process determining application requirements and environment involves identifying the
components, starting with actors.

The actors identified provide the information needed to determine the environment and context of the
application.

The activities needed to identify application requirements and environment include:

a)
b)

identify the actors;

© ISO/IEC 2018 - All rights reserved
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understand information flows involved by the application;

d) establish the application’s environment.

6.1.6.2

Identify the actors

Expected roles, responsibilities and qualifications should be specified.

After identifying the actors, it is recommended to make actors participate in the realization process as
they can provide the information needed to determine the environment and context of the application.

The compo

nents need to be documented using the choices applicable to each component withi
Organizatioﬂ; Normative Framework. In addition, evidence of gathering the information needs

stored to all

6.1.6.3 Identify organizational application security specifications

Application pecurity specifications may already be found at this stage in organizational applid
project sourfes, such as:

a) softwarg requirements specification such as TLS, SSH, SFTP;

b) organizjtional security requirement policies, such as minimum password requirements;

c) regulatdry and compliance documents;

d) organizgtional and business objectives and/or visions;

e) architedture diagrams.

6.1.6.4 Understand information flows involved. by the application

Flows of info
by any user,
data derived

Data packet
the source a

6.1.6.5 Es

The environ
and regulatd

NOTE It
verify the cor

bw verification of the correctness of the information at later steps.

rmation related to the application should be understood and named, including data pro
front-end to back-end data flowfor the application, data transmitted by the applic
from technological routines, data structures, configuration data, and data stored.

flow across the internal-network is critical to validate the data are being requested
hd to the destination.

tablish the application's environment

ment of thesapplication is identified by detailing the application’s technological, buj
ry context:

s negessary to record all relevant information produced in each activity to create the ANF 3
Fectitess of the information and the process itself at later steps.

n the
to be

ation

vided
htion,

from

iness

aind to

The following examples demonstrate processes and activities that organizations may perform at this step:

EXAMPLE 1

EXAMPLE 2

prior to code

10

Organizations can perform an initial security requirements analysis during project inception to
determine the technical, business, and regulatory context.

Organizations can negotiate ASCs for each development phase. ASCs contain predefined security
and verification processes, criteria and expected results for how to handle security bugs or application security
risks. For example, they can agree all SQL Injection vulnerabilities must be triaged and fixed in a specific way

check-in.
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» o«

EXAMPLE 3  Organizations can categorize its ASCs, such as “mandatory”, “important” and “nice to have”, and
use this categorization as allowable bug threshold levels to communicate to stakeholders the severity thresholds
of security vulnerabilities addressed. These thresholds can be seen as a Targeted Level of Trust that applies to
the entire application project. For example, an organization can define a Level of Trust requiring all “mandatory”
and “important” ASCs addressing known “critical” or “high” vulnerabilities be implemented in the application
at time of release. In that example, the allowable bug threshold level requires that at least all “mandatory” and
“important” ASCs be successfully implemented and verified.

EXAMPLE4  Organizations can use survey tools to capture characteristics and application security risks to
form an application profile, and consequently generate a list of applicable application security requirements
identifying corresponding ASCs. Using automation and tools increases the consistency in application security
requirements across multiple applications. Tools can also be used to manage and uniformly enforce Targeted

Level

NOTE
Or uS§
or pr
agnos

6.2

6.2.1

The s
proje

This
secul
finer

Accot
the a
their
deriv

Risk

Ther
acceq
secuf

This

required ASCs for the application as illustrated in Figure 3.

£ = 1. bt
Ul 1rustdtiuss dpplitdtivulls.

it, this document does not require organizations to adopt or change any specific vocabiilary
cess names to be implemented. This document is development methodology-and gperatiof]
tic and can be adapted/integrated to any of them.

Assessing application security risks

General

econd step of the ASMP corresponds to the process of assessing the risk for a specifi
Cct.

step corresponds to the “information security riskassessment” step and a part of the
ity risk treatment” step in the risk management{process established by ISO/IEC 2700
oranularity level and a scope limited to a single‘application project.

ding to ISO/IEC 27005, “Risk assessment-determines the value of the information ass¢
bplicable threats and vulnerabilities that exist (or could exist), identifies the existing
effect on the risk identified, determines the potential consequences and finally py
ed risks and ranks them against the risk evaluation criteria set in the context establis

assessment includes three(sub-steps: risk identification, risk analysis and risK
efore, this step of the ASMP also involves a “Selection of risk treatment options”
ted and approved level.of risk. For this reason, this step also corresponds to the
ity risk treatment” step in the risk management process established by ISO/IEC 2700

step of the ASMP also produces application security requirements, which will be used

Sou

¢ Reg
e Tec

¢ Bugliness context

rce of ASTisks

To minimize the impact on organizations and to reduce resistance from stakeholders that implement

actor names,
al processes-

c application

information
5, but with a

ts, identifies
controls and
ioritizes the
hment.”

evaluation.
to target an
information
5.

to select the

Require
n..

AS Risks AS Requirements

\
A\

ulatory context
hndlegical context

risk

supporting mitigated

d evidence

5 claim

e Spe

Cifieations

Figure 3 — Logical flow from application security risks to mitigated risks

Application security risks, derived from the application's context and environment [identified in step 1
(see 6.1)], define the security requirements and associated set of applicable ASCs. In Figure 3, “n..n”

expresses a many-to-many relationship, whereas “1..n” expresses a one-to-many relationship.
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The risk assessment step of the ASMP results in identifying the application’s Targeted Level of Trust
(see ISO/IEC 27034-1:2011, 8.2.4) which should be approved by the application owner.

NOTE1 A methodology for organization-level security risk analysis is maybe not able to identify all risks and
security controls required for safe operation of an application. To be effective, the security risk analysis method
used here will have been specifically developed or adapted to ensure that the specificities of an application and
its environment are taken into account..

NOTE 2  For the applications that include Personally Identifiable Information (PII), the privacy risks are also
considered during the risk assessment process.

NOTE 3  Privacy risks are dependent on applicable privacy acts, laws and local regulations which are
mentioned in[theTegulatory tomntext:

6.2.2 Purpose
The purposd of this process is:

a) For the| project: identify, analyse and evaluate security risks, obtain the\resulting sedurity
requireIuents, the Targeted Level of Trust, and required ASCs to secure the application.

b) For the ¢rganization: consolidate and maintain applications risk informidtion in the ONF.

6.2.3 Out¢omes
In carrying qut the activities of this process, the following results are obtained, specifically:

a) a preliminary version of the ANF is produced and contdins information about the applidation
environment and the information produced by this process, including:

1) alist of application security risks;
2) secyrity requirements for mitigating those risks;

3) the ppplication’s Targeted Level of Trust, identifying the list of ASCs that are required during
the application’s life cycle;

b) applicatjon security information-in‘the ONF is updated.

6.2.4 Realization activities

Table 5 shows roles and responsibilities for carrying out realization activities for process "Assgssing
application decurity risks™

Table 5— RA€I chart for realization of ASMP step “Assessing application security risks

<</' - e ONF Application | Project

N Realization activities COMIMIttee OWTET t;l)am
1) Identify and assess security risks brought about by the application. C A/R C
2) Identify and assess the extent that previously identified security C A R
risks have been resolved by the application.
3) Identify security requirements for the minimum security required C A/R C
for the application (from unacceptable security risks).
4) Determine the Targeted Level of Trust for the application, meeting C A/R C
all identified security requirements.
5) Validate and approve the Targeted Level of Trust. I A R
6) Collect the information produced by the risk analysis, as enumerated C A/R C
in6.1.3. /
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Table 5 (continued)
Realization activities con?nl:[iitee Apg‘lni’;f:on P::;frft
7) Update the contents of the ANF. A | R
8) Update the contents of the ONF. A/R C C
9) Make information accessible to those concerned. [ A/R [

6.2.5 Verification activities

Table 6 shaws roles and responsihilities for carrying out verification activities for process "Identifying

the application requirements and environment".
Tlable 6 — RACI chart for verification of ASMP step “Assessing application-security risks”
Verification activities Managers @‘matlon [l e
2D “owner team
1) Cpllect application security risk analysis inputs and outcomes. C C/1 A/R
2) Epsure that application security risk was analysed, including C c/I A/R
high{evel and detailed application risk analysis.
3) Ehpsure that application security risk was evaluated accurately C c/I A/R
giver] the determined set of application security controls.
4) Ehpsure that the application's Targeted Level of Trust was defined
C C/1 A/R
and gpproved.
5) Epsure that the application owner accepted the residudl risks C c/I A/R
assodiated with the application.
6.2.6| Guidance
6.2.6{1 Scope of the application security risk assessment
The tisk assessment should consider risks involving processes, activities and actors involved in the

four layers of the Application SeCurity Life Cycle (see example in Figure 4). It is important
fe cycle does not only contain provisioning stages. Risks applying to operation stage

the li

impoftant.

Ther

vendgrs.

efore, the ASMP ‘applies to all stages and layers of the life cycle. This is especially
organizations that operate applications, in contrast to organizations that act only as
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Layers Application Security Life Cycle

)-I»( Application operation management )

Application (

P
Application I Preparation ( Development }X Transition }»( Utilization )-»( Archival ){Destruction)— H
supply 2 i
|
H

gnisbnc s -><Application provisionning infrastructure management }I  Application operation )I»( Disposal )—
management infrastructure
np}:‘l:daittlun ->( Application provisioning audit )—d}( Application operation audit )—

. - . Utilization and . .
@mon Realization Trawg 1 Archival Desw
maintenance
V V
4} Provisioning stages 4} 4} Operation stages 4}

- (R808 4

Role1 Role2 Role3 Role4 Role n

Figure 4 — Example of an application security life cycle

6.2.6.2 Application risk identification

Application [security risk identification is a process of finding, recognizing and describing |risks
concerning [nformation received, stored, processed, used and communicated by the application.
It should compsider risks whether or not their source is under the control of the organization, sych as
business, regulatory and technological contexts.

Risk identification involves the identification .ofsrisk sources, events, their causes and their potgntial
impact. It dan rely on historical data, thearetical analysis, informed and expert opinions| and
stakeholder§’ needs.

6.2.6.3 Application risk analysis

6.2.6.3.1 eneral

Risk analysifs is the firststep of risk assessment. An application risk analysis is often performled in
two steps:

a) high-level risk analysis;

b) detailed|riskanalysis.

6.2.6.3.2 High-level application risk analysis

The high-level application risk analysis process is usually performed in the preparation stage of the
application’s life cycle, as defined in ISO/IEC 27034-1:2011, 8.2.2.1.

The high-level risk analysis defines, in a simple “rule of thumb” manner, the application's Targeted
Level of Trust of the application according to the basic application specifications and based on the
application’s technological, regulatory, and business contexts.

The owner for the specific application project should appoint an explicit role with the responsibility
of performing this analysis using a methodology adequate for an application-level analysis. An
organization-level risk analysis methodology may not be adequate for this task.
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The following are examples of the questions addressed during the high-level application risk analysis to
identify application specifications and contexts:

EXAMPLE 1 Isthe application used by internal users only or used over the Internet?
EXAMPLE 2  Isitaweb or a desktop application?

EXAMPLE 3  Does the application handle credit card data?

EXAMPLE 4  Does the application have a mobile device component?

6.2.6.3.3 Detailed application risk analysis

The ¢
life cy

This

consi
of Tr
appli
the a

As a

etailed application risk analysis process is performed in the realization phase of the
icle, as defined in ISO/IEC 27034-1:2011, 8.2.2.2.

process identifies more precisely the residual risks associated with the applicatio
deration of any Application Security Controls and reconfirms the application’s Ta
ist determined during the high-level application risk analysis, taking.into account
Cation specifications and the organization’s technological, regulatéry, and business
bplication.

result of this detailed application risk analysis process, the\application owner car

appli
the

cation Targeted Level of Trust for the application project; thus changing the ASCs
oject. This would change the actors involved and the_estimated cost of the proje

thosd security impacts due to the ASC update are easily, predicted since such informati
professional qualifications and estimated cost are already part of each ASC and documjented in the

application’s

n before the
rgeted Level
the detailed
contexts for

change the
involved in
ct. However,
bn as actors,

psponsibility
hnalysis. An

analysis:

protection of

ess result in
ANF (refer to

organization’s ASC library.

The gwner for the specific application project shotuld appoint an explicit role with the r
of pgrforming this analysis using a methodo6logy adequate for an application-level
organization-level risk analysis methodology tight not be adequate for this task.

The fpllowing are examples of the questions addressed during the detailed application risk
EXAMPLE1 Does the application “have an authentication feature including appropriate
credeptials?

EXAMPLE 2 Is the authentication against a database or Active Directory?

EXAMPLE 3  Does theapplication support role-based authorization?

EXAMPLE 4  Doesthe‘application include JavaScript code?

The gnswers provided for the questions that are addressed during the risk analysis prod
creatjon of seeurity requirements. These security requirements are documented in the A
6.3 fqr moredetails). The following is an example:

EXAMPLES If the nnnhr‘qhnn nrn‘ndpc a form-based authentication feature fﬂ’nc is derived frol

the answer

to a risk analysis questlon) then the authentication must be protected against user enumeration attacks (this is
the security requirement part).

6.2.6.

6.2.6

3.4 Techniques for detailed application risk analysis

.3.4.1 General

The organization may include in its ONF some well-known techniques, examples of which are
provided below.
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6.2.6.3.4.2 Threat modelling

Threat modelling is used in environments where there is meaningful security risk. It is a practice
that allows project teams to consider, document, and discuss the security implications of designs in
the context of their planned operational environment and in a structured fashion. Threat modelling
also allows consideration of security risks at the component or application level. Threat modelling is a
team exercise, encompassing program/project managers, developers, and testers, and represents the
primary security analysis task performed during the software design stage.

6.2.6.3.4.3 Threat model and attack surface review

It is commorf foram appiication to deviate from tite functional and design spe atior Fated during
the requirements and design phases. As a result, the project teams should revisit the threat medels and
attack surfafre measurements of a given application when the code is complete. This review ensures
that any desfign or implementation changes have been accounted for, and that any newattack vegctors
exposed as f result of the changes have been reviewed and mitigated. The threat model and dttack
surface revi¢w process may lead to a change in the Targeted Level of Trust.
For project t¢ams that follow a waterfall development model, this review occurs after the implementation
phase or aftpr major changes. In an agile development model, this activity,should be performed|upon
every iteratipn of the model.
6.2.6.4 Agpplication risk evaluation
According tq ISO/IEC 27005, “Risk evaluation uses the understanding of risk obtained by risk analysis
to make decisions about future actions.” Decisions should inglude:
a) whether an activity should be undertaken;
b) prioritigs for risk treatment considering estimated-evels of risks.
In this docuinent, this step takes the form of selecting the application Targeted Level of Trust, whijch in
turn determfnes which Application Security Controls should be implemented for risk treatment.
As a result of the risk evaluation, the application owner may change the application's Targeted Leyvel of
Trust for thelapplication project. This.changes the applicable ASCs selected for the project, which Has an
impact on adtors involved and the estimated cost of the project.
6.2.6.5 Application security risk assessment activities
The following proposes key-activities that organizations may perform when conducting an applidation
security risK assessment:
a) Obtain fequiredinformation from the ANF. This information, usually provided by the first step of
the ASMIP, should include:
1) the requirements for the application;
2) the application’s environment:
i) business context;
ii) regulatory context;
iii) technological context;
3) theinformation captured, stored, processed or supplied by the application;
4) the security categorization for this information;
5) the flow of this information within the application;
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6) identification of which of this information the organization considers critical;
7) theapplication’s specifications, features and components, and which information they act upon;

8) the application’s processes, organization processes interacting with the application, and which
information they act upon;

9) actors involved in these specifications and processes;

b) categorize specifications, processes and actors according to the categorization of the information
they act upon, (they inherit the information’s categorization);

d) determine threats to critical information based on the application’s environment|and critical
specifications, processes and actors (see 6.2.6.3.4);

e) determine vulnerabilities based on the application’s environment and\Veritical specifications,
rocesses and actors;

f) determine impacts to the organization, based on the intrinsic- aid operational yalue of the
plication’s critical information;

etermine application security risks, based on the infermation gathered above; determine
cceptable and unacceptable risks based on organization’s\criteria;

[0)e]
—
D O

=
QL

efine strategies to mitigate these risks;

i) fpr each unacceptable risk, determine a preferred mitigation strategy, e.g. treat, trangfer, tolerate
r terminate;

o

j)  fpr each unacceptable risk, define applicationh security requirements accordingly.

6.2.6|6 Application security requirements

In mqst types of application projects;security risks should be considered after the design requirements
are cpmpleted to make sure resulting security requirements will also address security tisks coming
from|design requirements (e:g.functional requirements). Once defined, these security requirements
may produce a feedback loop-and impact the application's design requirements. Mitigatiop of security
risks|is much less expensive when performed during the design phase and before the implementation
of th¢ code.

The purpose of asecurity requirement is to clearly define what outcomes should be expe¢ted from an
ASC ghat will béimplemented to mitigate a risk to an acceptable level.

The maipSdifference between software requirements (or system requirements) and security
requirements is that software and system requirements are created to describe how to address needs,
izations' ! ications’ i i i are created

to address risks.

Once completed, security requirements should also describe how to securely implement and deploy
all functionality provided by a given feature. The project team should validate design specifications
against the application’s functional specification. It should provide end-to-end coverage, including
devices that access the application system, inter-system interfaces and any external connections.

Itis not always easy to define precise and useful security requirements covering all risks the application
is subject to. The following guidance proposes an ad hoc taxonomy that some organizations can find
helpful.

The type of a security requirement is defined by identifying the actor that requires this requirement.
For example, if a security requirement specifies that a user must enter a password, this requirement
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will be identified as a user requirement. If a security requirement specifies that the application should
keep a log of certain critical transactions, this requirement will be identified as a system requirement.

( - - - . e N
Application Environment Description
Regulatory Context Business Context Technological Context
(ISO/IEC 27034-1, fig. 4) (ISO/IEC 27034-1, fig. 4) (ISO/IEC 27034-1, fig. 4)
Actors and Stakeholders Information involved .
- o Appl s P
Roles and Responsabilities with the application (Il;l())/‘]cg(t:uz);losg 41.11”;;5;]5
(ISO/IEC 27034-1, fig. 4) (ISO/IEC 27034-1, fig. 2) el
\ J

Application Security Requirements Category

Functional Non-functional )
Business Business
Requirements Rules

Required to specify

May influence

Business

| Vision and Scope Document

Regulatory
Requirements

T .
Help to define May impact May dictate

Quality
Requirement; Attributes
Process .
Requirements May impact

Actor
Qualifications

N— Maysimpact

| y
[ ‘

| Use-Case Document

T
Help to define

Application Security Requirements Layer

—
1]
s
= Functional External
g Requirements Interfaces *
=
P Required to specify May impact

Help tordefine \/

| System Requirements Specification

£
E May impact
[} Infrastructure
g Requirements Required to specify
(2]
g Required to specify May impact
L=
=
=\ Infrastructure Requirements Specification

Key

5
Type of requirement

| | container (documents, diagrams, databases, etc.)

Figure 5 — Application security requirement types

As shown on Figure 5, security requirements, as is the case for software requirements, can be mapped
in two categories (functional and non-functional), three levels (business, users, and functional), and
can also be divided in 12 types:

1) Business requirements — A business security requirement addresses at least one security risk
from the business context of the organization, such as: practices, the objectives of the organization,
information to protect the targeted clientele, etc.
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Business rules — A business security rule addresses at least one security risk from the
organization's operating rules, such as directives, internal regulations, codes of conduct, etc.

Regulatory requirements — A regulatory requirement addresses at least one security risk from
the regulatory context to which the organization is subject.

User requirements — A user security requirement addresses at least one security risk from
the actions that can be performed by an actor in operating the application, such as: a manager, a
member of technical team, an operator, a user, a listener.

Qualification requirements — A qualification security requirement addresses at least one
security risk from constraints or qualifications required before an actor is allowed to perform an

ction in the application's development or operational environments. This type ofir]
ay apply to a person or a system component.

EXAMPLE1 Before being allowed to develop a new Java component, a developer is requirg
the n¢cessary qualifications, such as a degree in the field, a minimum number of years of exper
knowl]edge or specific professional certification.

EXAMPLE 2  Before it can be deployed in an environment, an application compprient is required
as able to detect and respond to a distributed denial of serviceattack, attempts at unauthorized n
data qr failure of another system component.
6) Quality attributes — A quality attribute addresses at least,one security risk concer}
tp the achievement of quality objectives for the applicationysuch as: reusability, usabil
ortability, interoperability, maintainability, etc.
7) System requirements — A system security requirement addresses at least one secur
services and features offered by the application:
8) Hrocess requirements — A process security requirement addresses at least one §
rought from or impacted by any implefentation or operation processes, such as (
eployment, delegation, use, maintenamnce, contingency and archiving processes.
9) Hunctional requirements — A functional security requirement addresses at least
riisk brought from the features that are offered by the system, such as online payment, ¢
shopping cart, remote contrel;etc.

10) Bxternal interfaces — An external interface security requirement addresses at least
riisk from the varioustinterfaces offered by the system such as: web interfaces and cof
interfaces to other applications.

pquirements

bd to possess
ence, specific

o be certified
odification of

1ing a threat
ty, integrity,

ity risk from

ecurity risk
evelopment,

pne security
ata transfer,

one security
nmunication

at least one

11) Ipfrastructure requirements — An infrastructure security requirement addresses

12) (onstraints — A security constraint addresses at least one security risk from restrict
r required for the application. For example, the application must be accessible via the

security riskfrom the physical infrastructure environment that supports the applicat]:n.

ns imposed
Internet, no

plication component should be developed in Java, or a specific activity can be carj

ied out only

by the simultaneous action of two players. Constraints can describe measurable criteria such as
required performance, charge or multi-sites response-time, but also qualitative constraint such as

maintainability, and usability.
To improve clarity, a security requirement should at least include the following elements:
a)

b) the desired action to reduce the risk (how);

the role of the actor who should perform an action (who);

c) the moment the action should happen (when);
d) where this action will be conducted (where);
e) theinformation concerned by this requirement (what); and
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f)

In the same way that an ASC can be represented as a graph (see ISO/IEC 27034-1:2011, Figure 7), a
general or high-level security requirement should generate a set of more specific security requirements.

risk or source of risk addressed by this security requirement (why).

To speed up this requirement design activity, a security requirement drafted during an application
project may be replaced with an equivalent security requirement (mitigating the same security risk
to an acceptable level for the project) that already exists in the ONF. The Organization ASC Library
contains the information linking risks, requirements and controls (see ISO/IEC 27034-2:2015, 5.5.7).

Verifying that requirements are met is often a problem in software engineering. Verifying that

application security requirements are met is much simpler. As shown in Figure 3, for achievin

each

requirement
ensures that

6.2.6.7 D¢

Once the ap
application’s
ASC Library.
application Y
requirement
decided to r¢
library. This

Ifa security
which may i

and reviewing the ONF” process (see ISO/IEC 27034-2:2015;.5.4.6).

Once all sec
Library, the
Trust that in|

The applica
approval:

a) thelistd
b) thelistd

c) the Lev

targeted

The project
help the app

EXAMPLE

, one or more ASCs are selected. Verifying that those ASCs are correctly implem
the requirement is achieved.

termination of the application’s Targeted Level of Trust

blication security risk analysis and security requirements are defined ‘and validate

This identification should be done by comparing security requifements produced f¢
vith security requirements listed in the organization's ASC Library. When two sec
s are nearly identical (assessing the same security risk to the same acceptable level), it ¢
bplace the security requirement defined for the application-with the one existing in th
ensures that similar security requirements will always be addressed with the same AS

hclude an ASC proposition, should be sent to thé ONF committee, through the “Monit

urity requirements defined for the application are mapped to ones existing in the
dentification of the required Targeted [evel of Trust for this application will be the Le
cludes at least all security requirements.

ion project team should then-~prepare for presentation to the application owne

f security risks and related impacts evaluated for this application project;

f security requiremeénts to address these security risks adequately;

for this application.

feam should present this information and other ancillary information in such a way
icatiorrowner make an informed decision.

bnted

1, the

Targeted Level of Trust should be identified from those existing)in the organization's

r the
urity
an be
b ASC
Cs.

requirement defined for an application has no equivalent in the ASC Library, an ASC request,

oring

2 ASC
vel of

r, for

bl of Trust that includes ASCs addressing these security requirements, that shoulld be

as to

Theé team can show links between security risks, requirements, ASCs and costs, in a tabu

lar or

graphical presentation, helping the application owner understand the impact and cost of mitigating each risk to

an acceptable

level and of approving the application’s Targeted Level of Trust.

6.2.6.8 Application owner acceptance

The application owner has the responsibility of accepting the residual risks associated with a specific
application after the risk evaluation is performed. This step corresponds to the “information security
risk acceptance” step in the risk management process established by ISO/IEC 27005.

The application owner performs this acceptation in two ways:
a) by approving the application's Targeted Level of Trust in step 2 of the ASMP;

b) by approving the results of step 5 of the ASMP, in which the application's Actual Level of Trust is
measured and compared to the application's Targeted Level of Trust. This step can be required at
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any time by the application owner. For additional validation, the application owner can require this
step to be performed by an external verification team.

The following is an example of a residual risk that the application owner may accept:

EXAMPLE Allow the “remember me” feature on the login page of the applications used by internal users.

In the above example, the application owner confirms that the risk imposed by the “remember me”
feature for internal applications is at an acceptable level. The “remember me” feature introduces risks
such as unauthorized access to the application should an attacker gain physical access to the victim’s
workstation while it is unlocked. The application owner may accept this risk, considering that the

likelihood of such unauthorized physical access is low in the organization’s internal office space.

Once

appli
life cy

6.3

6.3.1

Thet
and @
esser
appli
Trust
respda

the owner has accepted the residual risks, it is the project team’s responsibility g
cation's Targeted Level of Trust by implementing the relevant ASCs at the appropriate
cle.

Creating and maintaining the Application Normative Framework

General

hird step of the ASMP is to select all elements of the ONF whichapply to a specific applic
omplete the ANF for this application. The process of creating the ANF for a specific 3
tial. As shown in Figure 6, the ANF is a subset or refihement of the ONF that contd
cable information required for a specific applicatiof, stch as the application’s Targg
, required ASCs, the application contexts (regulatory, business and technological)
nsibilities and professional qualifications, and“the application’s specifications. This

achieve the
stages in the

ation project
pplication is
ins only the
rted Level of
, the actors’
information

is deflined or generated through steps 1 and 2 of thet ASMP and are documented and stored|in the ANF.
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Figure 6 — Creating the ANF from the ONF

During this step, the organization should also derive the application's life cycle for the application
project. The application life cycle is a subset of the Application Security Life Cycle Reference Model (see
ISO/IEC 27034-1:2011, 8.1.2.7) contained in the ONF. The life cycle for the specific project will contain
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only processes needed for the application project. For example, a project developed entirely in-house
would not require an outsourcing process.

This step is also performed to validate that relevant elements from the ONF that apply to a specific
application project are properly recorded in the Application Normative Framework (ANF).

NOTE1 This step corresponds to the “information security risk treatment” step in the risk management
process established by ISO/IEC 27005.

NOTE 2 The application's life cycle for the application project is derived from the relevant Application
Security Life Cycle Model stored in the ONF. An application's life cycle model is a mapping between the ASLCRM
and specific methods or process in place in the organization, such as outsourcing process, acquisition process,
development [process (€.g. RUP, RADJ, operation and management process (€.g. SCRUM]J, 1T management and
maintenance process (e.g. ITIL), (see ISO/IEC 27034-2:2015, 5.5.10).

6.3.2 Purpose

The purposg for establishing this step is to manage and maintain the content of thé)ANF throughout
the life cycl¢ of a specific application by revisiting, validating, importing and consolidating relpvant
elements from the ONF, including:

a) ASCsidgntified by the application's Targeted Level of Trust;
b) information produced at different steps of the ASMP;
c) the appljcation's life cycle.

NOTE THis step corresponds to the “Preparing and impleménting risk treatment plans” part of thq “risk
treatment” step in the risk management process established by-ISO/IEC 27005.

6.3.3 Out¢omes

The principql outcomes of this step include:
a) afull ANF updated and released, containing all the necessary elements to secure the applicatilon;
b) an applifation life cycle for the application project;

c) applicable ASCs for the applicatien project.

6.3.4 Realization activities

Table 7 shows roles and responsibilities for carrying out realization activities for process "Creatinjg and
maintaining|the Application Normative Framework".

Table 7 — RACI chart for process “Creating and maintaining the Application Normative

Framework”
Realization activities RS || LTOIREE | ATl el
manager | team owner
1) Identify and select processes and key activities from the ONF to estab- A R C
lish the ANF.
2) Check the alignment of the internal Application Security Life Cycle
Models used in this application project, with corresponding ASLCRM stag- A R C
es and activities.
3) Importinto the ANF required processes and ASCs identified by the R I A
Level of Trust assigned to the application.
4) Maintain and communicate the ANF to the persons concerned. A R I

22 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=a79a79ff44ce36e9e9e43c6cf46c397e

ISO/IEC 27034

6.3.5 Verification activities

-3:2018(E)

Table 8 shows roles and responsibilities for carrying out verification activities for process "Creating

and

maintaining the Application Normative Framework".

Table 8 — RACI chart for verification of process “Creating and maintaining the Application

Normative Framework”

Verification activities Project Auditors
manager
1) Ensure that the Application Normative Framework was defined. [ A/R

2) Epsure that the application life cycle for the application project was derived. I A/R

3) Ehpsure that security controls for the application project were selected. | A/R

4) Ejnsure that the content of the ANF was validated and signed off by the applica- I A/R

tion pwner.

6.3.6 Guidance

6.3.6|1 General

The activities needed to ensure that application requirements”and environment werg effectively

identjfied include:

a) egstablish the ANF
Ihformation from the ONF that influences the application development project should|be recorded
ih the ANF.

This information should be derived, at™least, from: application Targeted Level df Trust, the
application contexts (regulatory, business and technological), the actors’ respondibilities and
drofessional qualifications, the appli¢ation specifications, design requirements, as wellfas processes
related to the definition, management and verification of application security.

The ANF for an application\project evolves throughout the lifetime of the applicdtion. At the
ihception of an applicatieh project an initial ANF is created. This initial ANF is then enhanced as
more knowledge is gathered throughout the application project.

b) derive the applicatign's life cycle
Application Security Life Cycle Reference Model (ASLCRM), contained in the ONF, should be

nalysed to specify the application life cycle for the application project. That is, an ingtantiation of
SLCRM(s)prepared and transformed in a specialized application security life cycle that contains
ecessary and detailed information (processes) for the application project.

c) sgleet security controls for the application project — ASCs are copied from the ONF to the ANF
Based on application Targeted Level of Trust, organization’s needs for application, and application’s
specific contexts and specifications, applicable security controls for the application project should
be selected.

NOTE ASCs can be updated for this application only under Application owner and ONF committee
approval.

d) ensure that application security was specified considering supporting documents, such as
regulatory or software requirements specification;

e) ensure that flows of information were detailed;

f) ensure that application technological, business and regulatory context were identified;
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g) identify

whether the actors were involved in the realization process;

h) verify that all relevant information produced was recorded to create the ANF;

i)

preserve the results of the verification process in the ANF.

Verification of the components in the ANF should be performed:

a) before the major gates in the application project;

b) when the technological, business or regulatory context has changed;

<)

at perio

icaudits

It is recommlended that the responsibility for the verification of the ANF is described by a RACksi

to Table 8.

6.3.6.2 Af

Relevant pr
should be in

plication Security Processes

pcesses related to the definition, management and verification 6f application sec

component ¢f the ONF. Some examples of these processes are: vulnerabilitytesting procedures,

review proc

In order to €
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bd that responsibilities are defined for the different components of the ANF.
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ation should define and document processées for creating, approving and maintg
les, responsibilities and required professional qualifications for actors involved i
's ANF for the specific application should be specified. While ASCs in the ONF are link
Application Security Life Cycle Reference Model, ASCs in the ANF are linked to sta
for the specific application project.

B4-1:2011, 8.1.2.7.1 states that there should be a persistent mapping between the prog
ation Life Cycle Security Reference Model and the processes in every life cycle in use

htion process defines'a specific Application Security Life Cycle for the application proje
bvant processes and actors from the ONF. The ANF creation process also selects ASCs
ry, accordingito the application Targeted Level of Trust accepted by the application oy

Organizationps shouldyvalidate the ANF and have it signed off by the application owner aftg

validation is

complete.
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6.4.1 General

Step four of the ASMP involves the use of the ASCs provided by the ANF for the specific application in its
life cycle. For example, an organization may decide to develop, acquire and/or operate an application.
This ASMP step should be applied to both provisioning and operation application life cycle stages and
help to integrate ASCs identified by the targeted Level of Trust to any existing application processes or
components. This step also includes verifying all ASC activities have been integrated into the life cycle
of the application.

At this step, the project and verification teams are supplied with the ASCs associated with the Targeted
Level of Trust for their project. ASCs are also used by the verification team as they provide detailed
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information about what verification measurements should be performed to provide evidence that
security activities have been performed correctly and produced the expected results.

Figure 7 presents key actors who may perform security activities from ASCs.

Application
Normative
Framework

Provides |

o\
ASC Used by —}@

Project team

Supports
execution

Application
project

Participates—

Generates

Installs, Application
Used DY ey | —— 7 —
y @ maintains product

Operation team

l | group @ actor
(N I

element -~ , action

process <> ASC

Figure 7 — ASC used to implement a security activity

Project managers should find detailed information in the ASC, such as the required tasks, resources
and dualifications, the cost:-pér task in days-person and the exact stage in the life cycle af which each
task should be performed.

NOTH1 This step corfresponds to the “information security risk treatment” step in the risk| management
procegs established by’ ISO/IEC 27005.

NOTH2  Secureapplication life cycle management systems can be optionally used by the project and verification
teamg to manage and track security activities outlined in the ASCs throughout the application life cycle.

6.4.2 —Purpese

The objective of the implementation of this process is to establish the elements of ANF that are relevant
to the steps, phases and activities covered by the project.

The project team implements the ASCs from the ANF:
a) the security activity part of each ASC is realized by the actor identified in the ASC; and

b) the security measurement part of each ASC is realized by the actor identified in the ASC.
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6.4.3 Outcomes

As aresult of the successful performance of this process, the following information should be produced:
a) alist of completed ASC and the results produced by their implementations;

b) the application artefacts, including an updated ANF;

c) feedback to the ONF management process if applicable;

d) knowledge of any gaps between the Targeted Level of Trust and the Actual Level of Trust, as an
outcome of step 5;

e) the repdgts and results of the audit of each application's ASC including in particular the scopepf the
audit, thie status of each ASC, shortcomings and possible solutions to address them, including:

1) resylts of implementing the security activities of ASCs associated with the Targeted Lepel of
Trust for the application project;

2) resylts of verification measurements performed based on the use of the ASCs in the applidation
project;

f) the Actual Level of Trust for the application, as an outcome of step 5;

g) a prototfype of the application (functional subset of the application) or the entire application,
dependihg on the iteration in the life cycle, with corresponding-ASCs implemented and verifigd.

6.4.4 Realization activities

Table 9 shows roles and responsibilities for carrying outirealization activities for process "Provisipning
and operatirg the application”.

Taple 9 — RACI chart for process “Provisioning and operating the application”

N : : T
Realization activities \O ARG [EEE | ARG (RS AT e Auditors
L Manager | Team owner

1) Conduct detailed application security.risk analysis of the

o A/R R C
application.
2) Implement the security activity\ef every ASC. A R I
3) Implemetllt the verification.measurement of every ASC. C C I AfR
4) Provide f¢edback to the QNF'management process as needed. A/R I I

6.4.5 Verification\activities

Table 10 showstoles and responsibilities for carrying out verification activities for process "Provisipning
and operatirlg'the application”.
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Table 10 — RACI chart for verification of process “Provisioning and operating the application”

Verification activities Managers | Auditors

1) Ensure that the organization has a list of security activities of ASCs associated with I A/R
the Targeted Level of Trust for the application project.
2) Ensure that security activities of this list were performed. [ A/R
3) Ensure that the organization has a list of verification measurement activities that
: I A/R
is part of ASCs.
4) Ensure that measurement activities of this list were performed in the course of an I A/R
application project.
5) E ISUIrce Llldl, d Prototlypc Ur LllC dppliLdLiUll VVil,‘ll CUI'l prUllL‘lillg ASCD wdsS illlplt'

Il 1 A/R
mented and verified.
6.4.6| Guidance
6.4.6|1 General
Should the project team determine, while performing this step of the ASMP, e.g. while gerforming a
detailed risk analysis or detailed architecture, that ASCs in the ANEneed to be adapted, corrected or
othernjwise modified, or that new ASCs are needed for correctly addressing a security requirement for

the a
chan

Figun

bplication, it should communicate this need to the ONF management process, so that
res be performed in a manner acceptable for the organization.

e 1 illustrates this communication as an arrow labélled “Provides feedback to”. ISQ

2:201
revie
from
impr

Some

for an updated or new ASC, especially if-the required specific expertise for such work curr

5, Figure 1 shows that this communication is/targeted more precisely at the “Mo
wing the ONF” sub process. ISO/IEC 27034-2:2015, 5.4.6.5 states, with examples, th
application projects should also be used<as an important input with regard ta
pvement of quality and effectiveness of ASE€s deployed in projects”.

organizations may find acceptable that project teams provide in this communication

the required

/IEC 27034-
hitoring and
ht “Feedback
continuous

| proposition
ently resides

in the project team; other organizatiens may not. In any case, new or updated ASCs are made available
to the organization's project teams as an outcome of the “Improving the ONF” sub procegs of the ONF
mandgement process (see ISO/IEG27034-2:2015, 5.4.7.2).

NOTE Some guidance on realizing and operating the application is provided in Annex A.

6.5 |Auditing the:seeurity of the application

6.5.1] General

The fiifth and*final step of the ASMP is to verify the application security, i.e. to verify thq verification

meas

urément activity outcomes of every ASC specified in the Target Level of Trust th

ht should be

impld

mehted in the nppli(‘ntinn The results prndm‘pd by these ASC verification activ

ties provide

evidence that applicable ASCs at time of the verification have been implemented as expected. This
step of the ASMP can be performed at any time during the application’s life cycle. Depending on the
application's Targeted Level of Trust, this step can be one-off, periodic or event-driven.

This process results in the Actual Level of Trust at a given time. The application is considered secure
when the Actual Level of Trust is equal to or exceeds the corresponding Target Level of Trust approved
by the owner of the application at a given time.

The verification measurement part of the ASCs specifies security activities that should be verified
to provide evidence that the activity was performed correctly, by a qualified actor, and produced the
expected results.
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Figure 8 — ASC used to implement a verification-measurementactivity

Figure 8 shpws that the verification measurement part of an ASC isTused as a control gate
application
project, and|provide advice to the application owner so that he cdn decide to authorize whethg
application project should proceed to its next step of execution. For-example, an ASC can require
server clust¢ring service be used to ensure the application availability. The verification measurg
part of the AISC verifies that such a service was indeed impleémented.

Figure 8 aldo shows that the verification measurement’part of an ASC can be used to verif]
qualification}s of actors who performed the processes.n the application life cycle. For example, aj
can require|that a senior developer implements an-application critical component. The verifig
measurement part of the ASC verifies the qualifications of the developer who did implemen
component.

By the end qf this step, an organization.can claim an application as “secure” when its Actual Le
Trust is equpl to its Target Level of Trlist. It keeps its status of being claimed “secure” until thg
mandated vgrification, whether it is\a periodical audit required by the ASMP or some other verifig
required by the organization.

NOTE1 Dgspite the name given to this step, its purpose and description as provided by this document
it more closely related to the concept of Application Security Review than to the concept of Application Se

in an

roject’s life cycle for the verification team to verify andtvalidate the application and the
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Audit (see 3.1). “Reviewing:the security of the application” would be a better name for this step. The cqrrent

name however is kept jnsorder to maintain consistency with ISO/IEC 27034-1.

6.5.2 Purpose

The purpose of the fifth ASMP step is to verify and formally record the supporting evidence of wh

ether

or not a specific application has attained and is maintaining the application's Targeted Level of Trust at

a specific time.

6.5.3 Outcomes

The principal outcomes of this step are:

a) results of performing an application security review process that demonstrate that all verification

measurements provided by all the ASCs in the ANF for the specific application have been perfo
and that the results were verified;

b) indication of the application's Actual Level of Trust at a specific time;
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c) evidence of whether or not a specific application has attained and is maintaining its Targeted Level
of Trust at a specific time;

d) results of verification and recorded evidence about attaining and maintaining the Targeted Level of
Trust at a specific time.

6.5.4 Realization activities

Table 11 shows roles and responsibilities for carrying out realization activities for process "Verifying
the security of the application”.

Table 11 — RACI chart for process “Veritying the security of the application
Realization activities Mp‘\%g\er; Auditors

1) Epsure that all ASCs associated with the Targeted Level of Trust were imported I A/R
into the ANF and implemented in the application.
2) Vprify the Actual Level of Trust of the application to the corresponding Targeted I A/R
Leve] of Trust.
3) Record the supporting evidence of whether or not a specific application has at- I A/R
taineld and is maintaining the application's Targeted Level of Trust at a spécific time.
4) Epsure that verification activities of ASCs present in the ANF werelimplemented I A/R
and that expected results were obtained and verified.
5) Measure the application's Actual Level of Trust. [ A/R

6.5.5| Verification activities

Tablel 12 shows roles and responsibilities for carrying out verification activities for procegs "Verifying
the s¢curity of the application”.

Table 12 — RACI chart for verification for process “Verifying the security of the application”

Verifig@i;n activities Managers$ | Auditors

1) Epsure that the results of an application security review process demonstrate
that gll verification measurements.provided by all the ASCs in the ANF for the specific [ A/R
applifation have been performed’and that the results were verified.

2) Epsure that the application's Actual Level of Trust at a specific time was measured. [ A/R
3) Ehsure it was informed whether or not a specific application has attained and is I A/R
maintaining the application's Targeted Level of Trust at a specific time.

4) Ehpsure results'of verification, and evidence about attaining and maintaining the I A/R

Targg¢ted Levelof Trust at a specific time, were recorded.

6.5.6] <Guidance

For an organization, this will be the process used to determine if all ONF elements identified by an
authority have been implemented and successfully pass their verification process.

For an application, this will be the process used to determine if all ASCs identified by the Targeted Level
of Trust have been implemented and successfully pass their verification process.

This step may be performed by an internal or an external verification team. Internal audits, sometimes
called first party audits, are conducted by the organization itself, or on its behalf, for management
review and other internal purposes (e.g. to confirm the effectiveness of the management system or to
obtain information for the improvement of the ONF management process). Internal audits can form the
basis for an organization’s self-declaration of conformity to an ONF or an application.

External audits include second and third party audits. Second party audits are conducted by parties
having an interest in the organization, such as government, customers, suppliers or by other persons
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on their behalf. Third party audits are conducted by independent auditing organizations, such as
regulators or those providing certification.

To ensure that no elements’ verification outcomes have been forged, an application security auditor may
choose to verify again selected elements included in the scope of an application security certification.

Defining the scope of an application security review or audit is often problematic. ISO/IEC 27034 (all
parts) helps solve this problem: the maximum scope of an application security review or audit is the
verification activities from the ASCs contained in the application’s ANF.

The verification team and the security team may find the ASC concept useful because each ASC for
a specific application provides detailed information on the security activity and the corresponding
verification measurement. According to ISO/IEC 27034-1:2001, 8.1.2.6.5.4, verification procedures and
expected reqults are specified in the “verification measurement” part of the ASC.

Application project management may find the ASC concept an efficient tool for addressing applidation
security. An |ASC details the required verification tasks, the needed professional resouricés with splecific
qualifications, the estimated cost, for example, in person-days for the verificationmeasurement ftasks
and the exac}t stages in the application life cycle at which the verification measurement activities should
be performegd.

This procesq can also be used by the audit process and certification to retestASCs of an application, and
is the “information security risk treatment” step in the risk management process established by ISO/
[EC 27005.

ANF

Application
enyironnement

Application
business

context

‘Application
regulatory

Application'security verification process

context

Used to

Application perform
context

Application

Fargeted Level of Trust A Actual Level of Trust
for the application for the application

Application
categorized

information J

ASC

Level of
Trust

Provid J

J
>

ZODDODD -

Figure 9 — Application security verification process
Figure 9 illustrates key steps of the application security verification process that need to be performed
to measure an Actual Level of Trust for an application. This process includes the following activities:
a) identify and validate ANF elements from the ONF;
b) identify and assess security risks brought by the application;

c) identify and validate application security requirements including minimum security objectives
required for the application;

30 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=a79a79ff44ce36e9e9e43c6cf46c397e

ISO/IEC 27034-3:2018(E)

d) identify and validate the target level of trust for the application, that meets all identified security
requirements;

e) validate the Target Level of Trust with application owner approval;
f) perform ASCs verification-measurement activities;
g) update the ANF.

An organization can declare an application “secure” when its Actual Level of Trust is equal or greater to
its Targeted Level of Trust.

NOT This—step corTesponds to the “Irformation Security TiSKk acceptance —Step 1T the TisK] management
proceks established by ISO/IEC 27005. This risk acceptance is performed both before and after the|realization of
the agplication project, in steps 2 and 5 of the ASMP.

7 ANF elements
7.1 |General

7.1.1] Purpose

The Application Normative Framework (ANF) is the authoritative source for the detailed|information

requlred for a specific application to reach its application Targeted Level of Trust.

It provides the history of the elements, decisions and results accumulated during the application's
life cycle.

7.1.2] Description

Security requirements in the ANF are derived from the assessment of risks associated with the use of
the application by the organization, as performed in step 2 of the ASMP.

For gach application project, the "ANF is created and completed with the relevant t¢chnological,
regulatory, and business contexts, application specifications and appropriate ASCs ne¢ded for the
project. Therefore, the ANF is"a'subset or refinement of the ONF.

The ANF for a specific application project contains components as detailed below. Figur¢ 10 shows a
graphical representation of the ANF.

m@@. Application Normative Framework

Business context Regulatory Technological context Applicatjon actors:
Jssociated with the context associated associated with the Application’s rgles,
application’s with the application’s application’s specifications responsibilities
eRvironent eRviroRmen 2 eRvironment and-gqualifications
‘Yubututuiiinteiededetet ettt I T T S S s s s s s s s e s s s s s e .,
' i '
! N Processes related to the security of the application E
: Selected ASCs s ;
i fortheapplication’s § 77T
! life cycle :
1 ' Application security life cycle for the application project
LU :

Figure 10 — Application Normative Framework

This ANF exists and may evolve during the entire life cycle of the application. For example, the
regulatory context for the application may change, or the application owner may give the application
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project team a new Targeted Level of Trust for the application. In such cases, new elements can be added
to or removed from the ANF by the organization.

Changes to the ANF may have an impact on the security of the application. These changes should have
their corresponding approvals from the application owner.

The ANF for a specific application project contains various components that are defined in the rest of
this Clause 7.

7.2 Component: Application business context

7.2.1 Purpose

This comporjent is used to store business elements defined, identified and addressed by amapplid

project. It i
application’s
applicable td
are used to |
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the target application. The business properties of the application determined in thij
bok up specific portions of the ONF when compiling the ANF.

Cription

jion's business context is a documented inventory of all business processes, standard
s related to an application project, mainly coming from thie ONF. Realizing and oper
n may cause risk. An organization should assess risk,define security requirement
5 for mitigating these risks. ASC implementers need o know why an ASC is being proxy
irity requirement the ASC is addressing. They should find this required information
text component of the ANF.

tents
b context should provide:

dll business lines pertaining toall parts of the organization in which the applicatio
ill be used;

ition and its business lines, such as processes to operate the application, business proc
for the applicationjincluding business line’s directives and internal regulations;

business line, alist of processes, policies and best practices, that pertain to the usage
on in that demain, such as:
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a list of the organization's relevant information assets with their security classification;

the development methodology used in the application project;

employed in the application project and listed in the technological context;

6)

industry standards, to which the organization mandates compliance;

d)

security of this application;

e) alistof security requirements for mitigating the above risks;
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g) alist of ASCs that should be implemented and verified, including their outcomes.
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The business context includes a description of what the application is intended to do and how it is
supposed to do it.

7.2.4

Guidance

Business functionality within the activities of a process should be worked out and defined as elementary
requirements for the application.

With

7.3

7.3.1

This
wher

n the business functionality control scenarios should be defined as a requirement.
Component: Application regulatory context

Purpose

fomponent is used to store relevant legal and regulatory requirements applicable in tk
e the application is used or deployed. It provides justifications for,some of the applicati

requirements and ASCs.

7.3.2
The 1

from
utiliz
the s:
7.3.3
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a) 4

b) 4

c) 4

7.3.4

Perio
and t

The d

Description

egulatory context of the application refers to all laws, regulations and common rul
the territory or jurisdiction, which can impactithe application’s realization, ope
ption of data (e.g. privacy laws, risks stemmingfrom the different national laws in cou
ime application is in use).

Contents

egulatory context should provide:

list of laws and regulations.applicable in the location(s) where the application is used
list of risks brought by the:above laws and regulations, that are relevant to application

list of security requirements for mitigating the above risks.

Guidance

dic review<of legal and regulatory controls is required to keep current with industi
echnology updates to protect consumer’s PII data.

e location(s)
on's security

Ps stemming
ration or its
ntries where

or deployed;

becurity; and

'y standards

based on the

letermination of what regulatory specifications are applicable to the application is |

2iba axzaal oo

follo

TS CAATITPTIC S

a) Users of the application: For example, if children under certain age are the target users of the
application, certain regulations may be applicable to the application.

b) Datahandled by the application: For example, certain financial data such as credit card information
have regulatory specifications governing the handling and management of the data.

c) Business context of the application: For example, publicly traded companies are subject to
certain financial accuracy regulations that can affect applications that handle transactions in the
organization.

d) Geographic context: There are several aspects of the location that affect the regulations the
application is subject to. For example, the location of the organization operating the software, and
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the location of the target audience and the location data are stored each can have a different impact
based on the regulatory context.

Other examples:
a) dataare personal data and data related to products that have export restrictions;

b) personally Identifiable Information (PII) data which are governed in several countries by privacy
or data protection laws.

See ISO/IEC 27034-2:2015, 5.5.3.4 for more guidance about this component.

7.4 Component: Application technological context

7.4.1 Purpose

This component helps to determine security risks coming from the application’s technolggical
infrastructufe. It provides information as to what IT components may be used inssupport of ASC§ that
require such support.

7.4.2 Des¢ription

The technological context is a documentation of the application’sIT components (e.g. physical
components|applications, services including their configuration andparameters) and the organization’s
own best practices and rules which apply to the use of such components.

7.4.3 Contents

The technolggical context should provide:

a) alistof IT components used in the applicationthat are relevant to application security;
b) alist of risks brought to the application by\the above IT components;

c) alistof $ecurity requirements for mitigating the above risks.

The technolpgical context includes information about how an application is developed (e.g. in-House,
outsourced, hybrid), how an application is acquired (e.g. COTS, custom, open source, hybrid), and how
an applicatign is deployed (e.g-private data centre, public cloud, customer premise, hybrid). It should
include a d¢scription of therapplication hardware and components (database servers, applidation
servers, etc) and the programming languages, framework(s), open-source, or third party products
used for the|application. Each of these will specify the application’s methods for achieving the agreed
SLA and shopld be cénsidered when ASCs are being chosen and implemented.

7.4.4 Guidance

The technological context component provides the technological description and requirements for an
application. It gives specification to the availability, integrity and confidentiality of the data used by
the application. This will establish a service level agreement (SLA) the application will have with the
organization.

The application's SLA will define the technological methods used to satisfy those requirements.
EXAMPLE Clustering software on virtual servers using redundant hardware components that access highly
dependable storage that have very built-in redundancy for off-site storage replication for disaster recovery
processes.

The ONF committee will help define the business requirements around availability, integrity, and
confidentiality of the data used by the application.
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The application’s technological context is derived or refined from the organization’s ONF technological
context and it includes all technological components of the application, such as its architecture,
infrastructure, protocols and programming languages.

The technological context portion of the environment for the application specifies the technological
stack and/or infrastructure that application is built on, uses, or interacts with. This portion of the
application’s specification will be used in the future steps of the ASMP to determine applicable
Application Security Controls (ASCs) from the Organization Normative Framework (ONF) and include
the resulting matches in the Application Normative Framework (ANF).

In addition, the technological context allows specific training material to be included in the ASC that
demonstratesthe ano]npmnnf and t‘ncfing gnidn]innc foreach ronlnirnmnnf inthe technolooical context

the application is using.

7.5 |Component: Application specifications

7.5.1] Purpose

This Fomponent is used to store information helping to determine and mitigate security risks coming
from|the application's specifications, and to mitigate the risk ofdineorrectly implementing and/or
misuging these specifications.

7.5.2| Description

The dpplication specifications component is a documeptdtion of the application’s general |T functional
requirements. It should include all specifications, functionalities and services included in ¢r offered by
the application, including documents and best practices to implement, use and verify them

Application specifications take the form of functional, non functional and security requirements.

The gecurity specifications and specifications that affect security are of special importance to the
ASMF. Examples of security specificatiohs are minimum security requirements such as password
storage, transfer, and configuration and session management controls. Examples of speciffications that
affect security are requirements on hiow the end-users and application-tiers authenticate tp each other.

7.5.3] Contents
The gpplication specifications repository should provide:
a) alist of all application specifications included in or offered by the application;

b) fpr each spécification, a list of processes and best practices approved by the orgarfization, that
gertain to-its implementation, use, maintenance or verification;

c) alist of risks brought to the application by the above specifications;

d) alist of security requirements for mitigating the above risks.

7.5.4 Guidance

The application specifications detail the steps required to complete each function of the application. In
addition, all data used, stored, processed, shared or transferred by the application should be listed and
categorized. This includes all input and output data, configuration data, application data, and user data.

Information for building this ANF component should be obtained from the documented architecture of
the application.

Whenever possible, the application's specifications should be linked with the organization's pre-
approved solutions available in the ONF “application specifications repository” component. Pre-
approved solutions are often processes, products or code libraries that the organization makes
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recommended or mandatory practice through rules, policies or enterprise architecture within a specific
environment. Such solutions are typically mature and continuously improved. The advantage of reusing
such solutions in application projects is obvious.

See ISO/IEC 27034-2:2015, 5.5.5.4 for more guidance about this component.

7.6 Component: Application’s actors: roles, responsibilities and qualifications

7.6.1 Purpose

This component helps to determine and mitigate security risks coming from the people involved

with the application. It also helps to ensure that all critical roles for all processes are filled,-that all
ies are defined, that conflicts of interest are avoided, and that people assigned to"the
nt professional qualifications.

responsibilif
have sufficig

7.6.2 Des

This compo
involved wit|

7.6.3 Con

This list of r

a) Anyrole

b) Acquirer]

c) Applicati

‘ription

roles

nent is a documentation of roles, responsibilities and required qualifications for dctors
h the application.

fents

ples originates from ISO/IEC 27034-5:2017, 6.6.

pn architect

All actors and stakeholders listed below belong to this role.

An individual who acquires exprocures a product or service from a gup-

plier. The actors playing this role are members of the Business Mana
ment group.

ge-

An individual responsible for defining the application architecture, which

includes making-the key technical decisions that constrain the overd|ll

design, mainténance and its implementation. The actors playing this|role
are membegts of the Development Team group.

d) Application An individual responsible for the parameterization and granting access

administrat¢r to_the application. The actors playing this role are members of the IT|
Management group.

e) Applicatipn operator, An individual responsible to run and manage an application.
NOTE Application operator can be responsible to manage applicatipn
user's rights, application's functionalities and interfaces (e.g. sysop,
sysadmin).

f) Accountable Thetighestranking executives Tespormsible forappticatiomrsecurity in the

management organization. The actors playing this role are members of the Executive
Management group.

g) Auditor An individual who conducts an official, systematic security inspection of

h) Chief Security Officer

(CSO/CISO)
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an application. The individual playing that role can be member of an
ternal (conducting internal audit) or external (conducting external a
experts group.

in-
udit)

An individual responsible for defining and maintaining security controls
in the organization. The actors playing this role are members of the Exec-

utive Management group.
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