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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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EC 27033 consists of the following parts, under the general title Information technolog
iques — Network security:

art 1: Overview and concepts

art 2: Guidelines for the design and implementation of network security

art 3: Reference networking scenarios — Threats, design techniques and control issues
art 4: Securing semmunications between networks using security gateways

art 5: Securing communications across networks using virtual private networks (VPNs)

art 6: Securing wireless IP network access
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Introduction

In today’s world, the majority of both commercial and government organizations have their information
systems connected by networks with the network connections being one or more of the following:

— within the organization;
— between different organizations;

— between the organization and the general public.
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Further, wity =
the Internet) offering significant business opportunities, organizations are increasingly condi
electronic bysiness on a global scale and providing online public services. The opportunities inclug
provision of lower cost data communications, using the Internet simply as a global conne¢tioh me
through to njore sophisticated services provided by Internet service providers (ISPs). Thistan me3
use of relatiyely low cost local attachment points at each end of a circuit to full scale’online elect
trading and pervice delivery systems, using web-based applications and services/Additionally, thg
technology (lincluding the integration of data, voice and video) increases the opportunities for re
working (al§o known as “teleworking” or “telecommuting”) that enable personnel to operate
from their hpmework base for significant periods of time. They are able to keep in contact throug
use of remofe facilities to access organization and community networks.and related business su
informationjand services.

However, while this environment does facilitate significant business benefits, there are new sequrity

risks to be

networks to
and serviceg
requirement
other words
of any organ

In this cont

effective comprehensive security solutions;“aimed at protecting networks against malicious af]

and inadvert
and availabi
accuracy of
to overall n|
combined to
the solution.
developed ir
solution.

The purpose
operation a
within an o

managed. With organizations relying heavily o\ the use of information and assoc
conduct their business, the loss of confidentiality, integrity, and availability of inform
could have significant adverse impacts on business operations. Thus, there is a
to properly protect networks and their related information systems and informati
implementing and maintaining adequate‘network security is absolutely critical to the su
zation’s business operations.

ext, the telecommunications and' information technology industries are seeking

ent incorrect actions, and meeting the business requirements for confidentiality, inte
ity of information and services. Securing a network is also essential for maintainin

ptwork security (including applications and services). However, as more product]
provide total solutions, the interoperability, or the lack thereof, will define the succ
Security should-not only be a thread of concern for each product or service, but shoy
a manner-fhat promotes the interweaving of security capabilities in the overall seq

of ISO/1EC 27033 is to provide detailed guidance on the security aspects of the manage

billing or usage information, as appropriate. Security capabilities in products are cr

iated
ation
major
bn. In
ccess

dase of information system networks, and their inter-connections. Those indivi

in particular, should be able to adapt the material in this document to meet their specific requirements.
Its main objectives are as follows.

ISO/IEC 27033-1 aims to define and describe the concepts associated with, and provide management
guidance on, network security. This includes the provision of an overview of network security and
related definitions, and guidance on how to identify and analyze network security risks and then
define network security requirements. It also introduces how to achieve good quality technical
security architectures, and the risk, design and control aspects associated with typical network
scenarios and network — technology areas (which are dealt with in detail in subsequent parts of
ISO/IEC 27033).

ISO/IEC 27033-2 aims to define how organizations should achieve quality network technical security
architectures, designs and implementations that will ensure network security appropriate to their

vi © ISO/IEC 2016 - All rights reserved
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business environments, using a consistent approach to the planning, design and implementation
of network security, as relevant, aided by the use of models/frameworks (in this context, a
model/framework is used to outline a representation or description showing the structure and high
level workings of a type of technical security architecture/design), and is relevant to all personnel
who are involved in the planning, design and implementation of the architectural aspects of network
security (for example, network architects and designers, network managers, and network security
officers).

— ISO/IEC 27033-3 aims to define the specific risks, design techniques and control issues associated
with typical network scenarios. It is relevant to all personnel who are involved in the planning,
design and implementation of the architectural aspects of network security (for example, network

— IPO/IEC 27033-4 aims to define the specific risks, design techniques and control issues|for securing
ihformation flows between networks using security gateways. It is relevant to|all personnel who

re involved in the detailed planning, design and implementation of security gateways (for example,
etwork architects and designers, network managers, and network security’officers).

— IPO/IEC 27033-5 aims to define the specific risks, design techniques and control issues|for securing
nnections thatare established using virtual private networks (VPNs]J. Itis relevant to all personnel

ho are involved in the detailed planning, design and implementation of VPN security (for example,
etwork architects and designers, network managers, and network security officers).

— IPO/IEC 27033-6 aims to define the specific risks, designitechniques and control issues|for securing
[P wireless networks. It is relevant to all personnel who are involved in the detailpd planning,
esign and implementation of security for wirelessnétworks (for example, network afchitects and
esigners, network managers, and network secufity officers).

Itis emphasized that ISO/IEC 27033 provides further detailed implementation guidance on|the network
secullity controls that are described at a basic sfandardized level in ISO/IEC 27002.

Itshould be noted that this part of ISO/IEC 27033 is not areference or normative document fgr regulatory
and legislative security requirements. Although it emphasizes the importance of these influences, it
canngt state them specifically, since they are dependent on the country, the type of business, etc.

Unlegs otherwise stated, throughout this part of ISO/IEC 27033, the guidance referenced [is applicable
to current and/or planned networks, but will only be referenced as “networks” or “the netyork”.

© ISO/IEC 2016 - All rights reserved vii
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Information technology — Security techniques — Network

security —

Part 6:
Securing wireless IP network access

1 3

This

techn
and 1
netw
selec
accol

cope

part of ISO/IEC 27033 describes the threats, security requirements, security contro
iques associated with wireless networks. It provides guidelines for the selection, imy
honitoring of the technical controls necessary to provide secure communications us
brks. The information in this part of ISO/IEC 27033 is intended to be used when 1
[ing technical security architecture/design options that involve-the’use of wireless
dance with ISO/IEC 27033-2.

Over
secu]
who pre responsible for the implementation and maintenance of the technical controls
provide secure wireless networks.

ll, ISO/IEC 27033-6 will aid considerably the comprehensive definition and impler

2

The flollowing documents, in whole or in part;are normatively referenced in this docun
indispensable for its application. For dated Treferences, only the edition cited applies.

ormative references

| and design
lementation
ing wireless
eviewing or

network in

mentation of

ity for any organization’s wireless network environment.t is aimed at users and ifnplementers

necessary to

hent and are
For undated

refergnces, the latest edition of the referéhced document (including any amendments) appllies.

ISO/IEC 27000, Information technelogy — Security techniques — Information security
systems — Overview and vocabulary

ISO/IEC 27033-1, Information.technology — Security techniques — Network security — Par
and cpncepts

ISO/IEC 27033-2, Information technology — Security techniques — Network security — Part
for the design and implementation of network security

3 erms-and definitions

nanagement

t 1: Overview

2: Guidelines

[EC 27033-1

For the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO

and the fottowing apply-

3.1

access point

wireless access point

device or piece of equipment that allows wireless devices to connect to a wired network

Note 1 to entry: The connection uses a wireless local area network (WLAN) or related standard.

3.2
base station
wireless base station

equipment that provides the connection between mobile or cellular phones and the core

communication network

© ISO/IEC 2016 - All rights reserved
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3.3
Bluetooth
wireless technology standard for exchanging data over short distances

Note 1 to entry: “Bluetooth” is a trademark owned by the Bluetooth SIG.

34

core network

part of a mobile telecommunication network that connects the access network to the wider
communication network

EXAMPLE The Internet and other public networks are examples of wider communication networks.

3.5

femto cell
home cell
small cell
small, low-ppwer cellular base station (3.2)

Note 1 to entify: A femto cell is typically designed for use in a home or small businesses.

3.6
hardening
process of sdcuring a system by reducing its surface of vulnerability

Note 1 to entfy: Hardening typically includes the removal of unnecessary software, unnecessary usernarhes or
logins and th¢ disabling or removal of unnecessary services.

3.7
machine to machine
technologieq that allow both wireless and wired systéms to communicate with other devices ¢f the
same type

3.8

power ratio
signal-to-ngise ratio

measure that compares the level of a deSired signal to the level of background noise

Note 1 to entify: It is defined as the ratio of signal power to the noise power.

3.9
radio acces$ network
part of a mobile telecommunication system that implements a radio access technology such as W(DMA
or LTE to provide accessfor end-user devices to the core network (3.4)

Note 1 to entyly: The radio access network resides between the end-user device and the core network.

Note 2 to entijy:¥A’mobile phone is an example of an end-user device.

3.10

radio network controller

network element in a 3G mobile network which controls the base stations, interface to the core network
(3.4) and carries out the radio resource management and mobility management functions of the network

3.11

Wi-Fi

wireless local area networking technology that allows electronic devices to network, mainly using the
2,5 GHz and 5 GHz radio bands

Note 1 to entry: “Wi-Fi” is a trademark of the Wi-Fi Alliance.

Note 2 to entry: “Wi-Fi” is generally used as a synonym for “WLAN” since most modern WLANSs are based on
these standards.

2 © ISO/IEC 2016 - All rights reserved
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3.12

Wi-Fi Ad-Hoc network

wireless ad-hoc network

decentralized wireless network which does not rely on a pre-existing infrastructure

Note 1 to entry: Examples of pre-existing infrastructure are routers in wired networks or access points (3.1) in
managed (infrastructure) wireless networks.

4 Abbreviated terms

3G Third Generation of maobile telecommunications fprhnnlngv
3GPH Third Generation Partnership Program

4G Fourth Generation of mobile telecommunications technology
AAA Authentication, Authorization, and Accounting
AES Advanced Encryption Standard

AP Access Point

ASE Authentication Service Entity

BYOI[ Bring Your Own Device

CCM CTR with CBC Message authentication code
CCMI Cipher Block Chaining Message Authentication Codé\Protocol
CIso Chief Information Security Officer

DMZ De-Militarized Zone

DoS Denial of Service

EAP Extensible Authentication Protocol

FTP File Transfer Protocol

HTTH Hyper Text Transfer Protocol

GHz gigahertz

ICT Information and Communications Technology
IDS Intrusion Detection’System

IEEE Institute of Eleetrical and Electronics Engineers
IMAK Internet message access protocol

IMEI Internatiohal Mobile Equipment Identity

IMS Internet/Protocol (IP) Multimedia Subsystem
IMSI International Mobile Subscriber Identity

IPS Intrusion Prevention System

[Psed Internet Protocol Security

ISM Industrial, Scientific and Medical

ISP Internet Service Provider

IT Information Technology

LTE Long Term Evolution

MAC Media Access Control

MIC Message Interface Code

NIC Network Interface Card

OBEX Object exchange

PDA Personal Digital Assistant

PEAP-GTC Protected EAP - Generic Token Card

PIN Personal Identification Number

PKI Public Key Infrastructure

© ISO/IEC 2016 - All rights reserved 3
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PLMN
POP
RAN
RBAC
RF
RFCOMM
SAC
SAE
SIG
SLA
SIM
SNMP
SMTP
SSH
SSID
STA
TCP
TLS
TTLS
UE
UEA1
UHF
UICC
UMTS
USB
UWB
VLAN
VPN
WAI
WAPI
WEP
WIDS
WIPS
WLAN
WMAN
WNIC
WPA
WPA2
WPAN
WPA-PSK
WPI
WRAN
WWAN

Public Land Mobile Network

Post Office Protocol

Radio Access Network

Role Based Access Control

Radio Frequency

RF Communication

Standardization Administration of China
System Architecture Evolution

Special Interest Group

Service Level Agreement

Subscriber Identity Module

Simple Network Management Protocol
Simple Mail Transfer Protocol

Secure Shell

Service Set Identifier

STAtion

Transmission Control Protocol
Transport Layer Security

Tunnelled Transport Layer Security
User Equipment

UMTS Encryption Algorithm #1

Ultra High Frequency

Universal Integrated Circuit Card
Universal Mobile Telecommunications System
Universal Serial Bus

Ultra-Wide Band

Virtual Local Area Network (LAN)
Virtual Private Network

WLAN Authentication Infrastructure
WLAN Authenticdtion and Privacy Infrastructure
Wireless Equivalent Privacy

Wireless Intrusion Detection System
WirelessIntrusion Prevention System
Wireless Local Area Network

Wireless Metropolitan Area Network

Wiretess Network inmterface Comtrotier
Wi-Fi Protected Access

Wi-Fi Protected Access 2

Wireless Personal Area Network

Wi-Fi Protected Access Pre-Shared Key
WLAN Privacy Infrastructure
Wireless Regional Area Networks
Wireless Wide Area Networks

© ISO/IEC 2016 - All rights reserved
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5 Structure

The structure of this part of ISO/IEC 27033 comprises of the following:
— an overview of wireless networks and its security requirements (see Clause 6);
security threats associated with wireless networks (see Clause 7);

security requirements for wireless networks (see Clause 8);

security controls for wireless network architectures (see Clause 9);

More|and more users of communication and processing devices are opting te Use wirele

-6:2016(E)

5s interfaces

to copnect to their network of choice. With ubiquitous wireless networKs) users see the benefit of

lowert costs, always-on connectivity and automatic connection setup as a‘driver for choosi
conng¢ction over a wire line connection. Particularly for wireless networks, availability d
frequency bands, the high cost of installing a cabling infrastructurejifito an established or
busirless or residential zone and the flexibility to allow additional*users to connect to the
makqg the choice attractive.

For ekample, in most countries, for Wi-Fi connectivity, one just needs to apply to a service
an Infernet connection. It is then connected to a wireless.access point or router which br

For

iders. Depending on the technglogy (3G, 4G), the amount of spectrum required may v
aining licenses can be substantial for service providers.

The fpllowing list describes the'major wireless [P network categories and provides example
echnologies.

Wireless personal.area networks (WPANSs): small-scale wireless networks that req

onsumer-electronics; allowing these devices to communicate and interoperate with

1
devices suchvas PCs, Personal Digital Assistants (PDAs), peripherals, cell phones,
q
Hxamplesof WPAN technologies include the following.

. Bluetooth. A wireless technology for exchanging data over short distances

1g a wireless
f unlicensed
old premise,
network can

provider for
padcasts the
ce generally
ress with the

ter. In some
hnd national
ntial service
ary. The cost

s of selected

lire little or

o infrastructure! These WPANs address wireless networking of portable and mobile computing

pagers, and
one another.

using short-

wavetengtir UHF Tadio waves i the 1SMband from 2,4 GHz to 2,485 GHz) from fixe

1 and mobile

© ISO/IEC 2016 - All rights reserved

devices, and building WPANs for wireless networking between small portable devices. The
original Bluetooth has a maximum data rate of approximately 720 kilobits per second (kbps)
and Bluetooth 2.0 can reach 3 Mbps. Bluetooth 3.0 provides theoretical data transfer speeds
of up to 24 Mbps. Bluetooth implements confidentiality, authentication and key derivation
based on the block cipher. Bluetooth key generation is generally based on a Bluetooth personal
identification number (PIN), which should be entered into both devices.

Ultra-Wide Band (UWB). A radio technology used at a very low energy level for short-range,
high-bandwidth communications using alarge portion of the radio spectrum. It can achieve data
rates of up to 480 Mbps over short ranges and can support the full range of WPAN applications
such as sensor data collection, precision locating and tracking. Two UWB devices use a shared
master key for authentication to establish a secure relationship. The confidentiality is protected
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by encrypting the secure payload, while integrity is protected by including a message integrity
code (MIC).

ZigBee. A technology for lightweight WPANs and designed to address the needs of low-cost,
low-power wireless sensor and control networks such as climate control systems and building
lighting. ZigBee provides facilities for carrying out secure communications, protecting
establishment and transport of cryptographic keys, ciphering frames and controlling devices.

— Wireless local area networks (WLANs). A group of wireless networking nodes within a limited
geographicareathatis capable of radio communications. WLANs are typically used by devices within

a fairly 11m1ted range such as an office bulldlng or bulldlng campus and are usually implemented
vorks to provic 3 amples of

ithte of
urity
VPA2.
Ise of
iality
ween
ch AP
andfits corresponding Authentication Services are protected sufficiently through cryptogiaphy.

Hip¢rLAN. A European alternative for the IEEE 802.11 standards. HiperLAN is a technplogy
on digital high speed wireless communication in the 5,15(GHz to 5,3 GHz and the 17,1 GHz to
17,3| GHz spectrum developed by European Telecommunications Standards Institute (ETSI)
and|in itself does not support any features directly ‘felated to end-to-end security. Secure
datg transport is obtained in layers above the MAC layer, and is in the case of HiperLAN the
responsibility of the HiperLAN service requester.

WAPI. WLAN authentication and privacy“infrastructure (WAPI) is an alternative for the
IEEE 802.11 standards security mechanism developed by Standardization Administratjon of
China (SAC). WAPI mechanism contains‘two parts: WLAN authentication infrastructure (WAI)
protocol and WLAN privacy infrastructure (WPI) scheme. STA, AP and authentication sgrvice
entity (ASE) utilize the digital cértificate and five messages exchange for mutual ¢ntity
authentication.

Wireles$ metropolitan area nétworks (WMAN). Networks that can provide connectivity to
located [in multiple facilities' that are generally within a few miles of each other. Many W

users
MAN

implemdntations provide 'wireless broadband access to customers in metropolitan areas. Exaimples

of WMAN technologies iriclude the following.

— WiMAX. A witeless communications technology designed to provide 30 megabit per sg

bcond

to 40 megabit per second data rates, with the 2011 update providing up to 1 Gbit/s for|fixed
statjons'and provides at-home or mobile Internet access across whole cities or countries. WiIMAX
supports the use of IEEE 802.1X + EAP for authentication. The data confidentiality and intggrity
protocol (such as CCM and AES-128) used by WIMAX protects communications between Clients
and Base stations.

3G. The third generation of mobile telecommunications technology. 3G telecommunication
networks support services that provide an information transfer rate of at least 200 kbit/s. Later,
3G releases also provide mobile broadband access of several Mbit/s to smartphones and mobile
modems in laptop computers. 3G finds application in wireless voice telephony, mobile Internet
access, fixed wireless Internet access, video calls and mobile TV. 3G networks use the KASUMI
block cipher instead of the older A5/1 stream cipher. However, a number of serious weaknesses
in the KASUMI cipher have been identified. In addition to the 3G network infrastructure
security, end-to-end security is offered when application frameworks such as IMS are accessed,
although this is not strictly a 3G property.

© ISO/IEC 2016 - All rights reserved
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— 4G.Thefourth generation of mobile telecommunications technology succeeding 3G. A4 G system,
in addition to usual voice and other services of 3G system, provides mobile ultra-broadband

Internet access, for example to laptops with USB wireless modems, to smartph
other mobile devices. Even though 4G is a successor technology of 3G, there can be

ones, and to
signification

issues on 3G network to upgrade to 4G as many of them were not built on forward compatibility.
Conceivable applications include amended mobile web access, IP telephony, gaming services,
high-definition mobile TV, video conferencing, 3D television, and cloud computing.

However, regardless of the type of technology being used there are common security challenges to be
considered and addressed.

With
recei
trang
be su
with
netw

Henc

(e

—n

any wireless nnh/\rnr](’ the wireless transmissions may be detected hy any devic

ying and processing these transmissions. So unlike a wired network where the
mitted along the physical medium, with wireless networks, the transmitter of the'si
re who is ‘listening’ to their broadcasts. In addition, technology is readily available
the transmitted signal and to disrupt the wireless network thus impacting’the “se
prk.

b, it is vital to secure the network to provide the following:
onfidentiality: that the information transmitted is not divulgediin-any way;
htegrity: that the information transacted is not altered along-the way;

vailability: that the network service is available;

a

With
addit]
easie
inter
will 4

thredts need to be considered and addressed for these elements.

To en|
of thi
some|
may

avail

Claus

]‘:cess control: that access to networks and network access points is controlled;

thentication: that the identity of those users or enfities seeking access to the network

ccountability: that any violation of policy. Will be traceable to a specific user or entity,

all networks, the above informationtsecurity principles apply. For wireless networ
jonal considerations as a result of thié different transmission environment. For examp
I to obtain and use a radio frequency (RF) jamming device than an electronic dey
fere with cabling in a building."Most equipment types that are deployed with a wirel
ilso have an Internet intefface or will carry Internet traffic which means that cy

sure compliance with'these principles for wireless networks, one first has to understa
eats that networks are potentially exposed to. Clause 7 deals with security threats
of the typical‘technical threats that wireless networks are potentially exposed t
1ltimately berealised as a business threat to the security principles of confidential
hbility, authentication, access control and accountability.

e 8 defines generic security requirements for the wireless networks and devices th3
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TEIENtS T Order to prevent a threat being reatised:

Many different types of wireless devices are being used to conduct business in the home, outdoors, in
business/organizations/enterprise environments, in public areas, in service provider deployments and
in industrial deployments.

When considering the threats, requirements and controls, it is important that user behaviour, types
of user devices, the amount and type of information assets that are being used and the changed threat
landscape are taken into consideration. Indeed for organizations and/or enterprises and service
providers, this changed user behaviour and new wireless capabilities of devices requires that the
information security officer, responsible for establishing, monitoring and enforcing an unambiguous
Internet Usage Policy, now has to evaluate wireless threats.

This part of ISO/IEC 27033 will focus on the threats, requirements, controls and design techniques
specific to wireless networks.

© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=1f1c1549698de10459d83a78bb14a37a

ISO/IEC 27033-6:2016(E)

7 Security threats

7.1 General

Clause 7 provides a list of typical security threats that are particular to wireless networks. However, as
new wireless standards are developed, new threats will emerge and existing threats may evolve. It is
recommended that service providers and wireless network administrators familiarize themselves with
developments in wireless technologies in order to be in a position to adopt new security controls and
techniques to counteract potential new threats.

Unauthorized access can result in the disclosure of sensitive information, data modification, denial
of service and illicit use of resources. Once an unauthorized user has gained access to the netjvork,
monitoring pf the now unprotected data can lead to user names and passwords being intercepted,
which can then be used for further attacks. Wireless networks are susceptible to all the security threats
normally faged with conventional wire line networks but additionally, they are exposed to threats
directly assqciated with the use of wireless access technologies. The nature of most Wireless mddium
makes it practically impossible to confine the radio signals to a controlled area. These'radiated signals
are subject fo clandestine interception and exploitation. In a traditional wire line infrastructurg, the
physical secprity of the workplace or service provider’s premises provided-sore protection fqr the
network as ysers were obliged to physically connect to the network to accessitsresources. In a wireless
environment, this layer of defence is no longer applicable and indeed the-wiiole threat landscape peeds

to be re-eva
networks.
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works face similar unauthorized access threats as wired networks. Wireless net
ause security threats, if available information reveals something, which will enable fu

ress to a wireless network is a channelto other resources in that connected network.

ccess to these resources is beyond\the scope of this part of ISO/IEC 27033.

t sniffing

ireless networks that 'do not have encryption enabled, it is generally not difficy
h connections. Eavesdropping on such a Wi-Fi wireless network requires an antenna,
mal wireless networking tools and a network packet sniffer. A network packet snif
hat places the ‘nétwork card in “promiscuous mode”. This means that the interfac
process all traffic it sees and not only the traffic meant for it. A network sniffer will
hetwork packets and decode them for easy reading. All plaintext traffic is easily rea
e definéd-to look for certain keywords or values. There are several plaintext protocol
opular*use. Some examples of these are HTTP, POP, IMAP, SMTP, FTP and ICQ. Usern

passwords alnd private details in mails and messages are easily retrieved.
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There are tools that are designed specifically for detecting packet sniffing attacks. These tools typically
monitor network traffic or scan for network cards in promiscuous mode to detect wireless network
sniffers. Examples of wireless packet sniffer tools (or packet analysers) are Wireshark and Snoop.

With Wi-Fi communications and indeed with other wireless technologies such as Bluetooth, the more
sophisticated the antenna, the higher the power ratio, the easier it is to eavesdrop. While eavesdropping
is a passive activity, the attack can progress to other forms such as session hijacking or man-in-the-
middle attacks where messages between the user and the wireless access point are intercepted and
modified with the objective of gaining unauthorized access to information or to a device, for example.

With cellular or mobile networks, early versions of these networks were susceptible to eavesdropping.
However, as the network capabilities evolved and the increased use of these networks to carry
confidential and sensitive, information encryption specifications have been defined for the user to
access point interfaces.
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For example, data encryption in the third generation Universal Mobile Telecommunications
System (UMTS) systems support an encryption algorithm called 8, which uses a block cipher called
KASUMI (otherwise referred as UEA1 in the 3GPP standards). However, researchers have provided
evidence that the Kasumi cipher can be broken. Indeed, an attacker need not resort to cracking
sophisticated encryption codes. In some cases where legacy networks exists, a multimode mobile
phone may hand-off to an unsecure legacy radio access network thus making the job of eavesdropping
of traffic much easier; in the 3GPP standards, this threat is defined as forced handover to legacy radio
access technology.

7.4 Rogue wireless access point
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if all Wi-Fi wireless access points are secure, it is easy for anyone to deploy a Wi-Fiad
own. An overly eager employee might install a wireless access point in his office\wi
curity. This will effectively circumvent many of the security measures and perhap
interference with the official organization and/or enterprise installation. Aggue wi
may also be deliberately installed covertly in order to grant easy accesssfor the pe
btwork either locally or remotely. A perpetrator (also known as an evil¢twin) could als
ng wireless access point with one on which he has full configurationand monitoring a
bure a rogue wireless access point with similar setting but have ahigher power ratio
gitimate wireless access point’s signal. Once a legitimate us€r’is deceived into con
b wireless access point, confidential connection information,canbe gathered.

radio access
thwart such
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With|Public Land Mobile Networks (PLMN), it is much more difficult to deploy a “rogue”
poiny or base station as generally there are physical bartiers or defences in place to
atteﬂlpts. Most mobile network equipment is deployed inspecific equipment rooms or loc
itis difficult to access and install rogue equipment.

deployed in
eploy a base
base station
centrally by
¢ around the
zed denial of
cue wireless

"theless, with small cell site/home/Femto cell' deployments, the equipment may be
ess or customer premises and in such scenarios it is possible for an attacker to d
statign that has been compromised. The difficulty for an attacker though is that the rogue
will need to successfully authenticate with the network. Base stations are controlled
the PLMN operator and any security ewvénts, degradation in performance of the networ}
rogug¢ cell will likely be flagged to the\operator. So while it may be possible to launch locali
servife (DoS) attacks or to avail.of some free mobile usage the scope of an attack via a ro
access point may be limited.

Neve
busin

7.5 |Denial of servicetattack

The mature of a dedial“of service (DoS) attack is to exhaust its target’s memory and/or computing

capag
so by
respq

DoS i

ity to significantly slow down or ideally stop the services provided. The target ma
sy responding to the traffic it is receiving from its attacker that it has insufficient
nd to legitimate traffic on the network.

5 the-degradation or prevention of legitimate use of network resources. The wireles

Chine is kept
resources to

s network is

parti

rularly vulnerable to DoS attacks due to its features of open medium, dynamic chang

ng topology,

cooperative algorithms, decentralisation of the protocols, and the lack of a clear line of defence is a
growing problem in networks today. Many of the defence techniques developed for fixed wired network
are not applicable to this mobile environment.

One crude method for causing a DoS is via RF jamming where a device emits electronic signals or energy
in the frequency range of the wireless networks that are in the vicinity of the attacking device. Where
the attackers RF signal is sent for short bursts and/or infrequently, this is known as scrambling and can
be harder for the network operator to detect.

Another form of this type of attack is mentioned in the previous threat where a rogue access point may
cause a denial of service to users trying to access the network.
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A more sophisticated scenario may entail an attacker sending legitimate repeated messages to a mobile
device with limited power source (such as a remotely located machine to machine device) causing it to

deplete it’s p

ower supply source such that its loses service earlier than intended.

Other variants of this type of attack can include fuzzing attacks which consists of sending malformed or
otherwise non-standard messages or data to a device and observing how the device reacts. If a device’s
response is slowed or stopped by these attacks, then this could form the basis of a future DoS attack.

7.6 Bluejacking

Bluejacking is an attack conducted on Bluetooth-enabled mobile devices, such as cell phones. An attacker

initiates blu
actual messd
fashion or a

spam and phishing attacks conducted against e-mail users. Bluejacking can cause harm:when 3
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Fjacking by sending unsolicited Messages to the User of a Bluetooth-enabled devic
ges do not cause harm to the user’s device, but they may entice the user to respond in

sponse to a bluejacking message sent with a harmful intent.

narfing

is the unauthorized access of information from a wireless device through a Blue
often between phones, desktops, laptops, and PDAs. A suecessful attack may res
d access to private and confidential information of these devices.

c networks

Vi-Fi Network is created by connecting wireless.deVices to wireless access points/wil
Wi-Fi Ad-hoc networks are created directly between two or more Wi-Fi enabled de

\puter/other computers.

perating systems, ad hoc networks-are enabled by default and someone in the immg¢

ially true when users do not enCrypt the communication over an ad hoc network.
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fransmitting computer may attemptto connect to the device and access shared docunjents.

forced h

hndover;

threats of unprotected bootstrap and multicast signalling in Ite;

[Psec tunnels that provide confidentiality, but not integrity, may be put out of sync.

Others include threats to user devices and the information stored on them such as encryption keys, etc.

8 Security requirements

8.1 General

Security requirements and controls are equally applicable to both wireless and wire line networks.
However, wireless networks require additional security requirements/functions to deal with specific
wireless threats (detailed in Clause 7) and Clause 8 will include these additional requirements. When

10

© ISO/IEC 2016 - All rights re

served


https://iecnorm.com/api/?name=1f1c1549698de10459d83a78bb14a37a

ISO/IEC 27033-6:2016(E)

evaluating how the core security requirements (as listed in 8.2 through 8.7) can be met, the threats and
the threat landscape need to be taken into consideration.

8.2 Confidentiality

To mitigate the security concerns to confidentiality of data transmitted through wireless networks,
encryption of user data and in some cases signalling, control and management plane data is required
to ensure that data cannot be compromised in transit or eavesdropped. Depending on the wireless
access technology, different encryption schemes and encryption strengths may be available. To ensure
confidentiality of data, the network administrator should look to using the strongest encryption
possible while at the same time considering the trade-off on performance of the network, network
capagity, key management and usability.

8.3 |Integrity

Integfrity of data transmitted through wireless networks should be maintained by using|appropriate
integfity protection schemes which provides assurances that user data of indeed signalling, control
or management data has not been altered or tampered with. Each wireless access technology may
use different integrity protection schemes with specific encryption strengths available. The network
admipistrator should look to using the strongest encryption possible‘while at the same tim¢ considering
the tifade-off on performance of the network, network capacity, k€yymanagement, usability.

8.4 |Availability

The gvailability of the wireless network will depend o @ number of factors most of whichjare common
to alllwireless technologies. They include the following:

—

he RF characteristics of the chosen technology (channel bandwidth, signal strength, frequency
Hand, modulation, encoding, etc.);

— the environment that the network is,deployed in (physical terrain, atmospheric);

— the performance of the networkander load and under overload conditions;

— How the network is planned¢(¢apacity, re-use of spectrum);

— the level of redundancy designed into the network and into the constituent elements;
— the resilience of thenetwork and its constituent elements to DoS attacks.

Netwlork providersyservice providers, organizations and/or enterprises may be bound by regulations to
provide levels af’service to customers. Some customers may negotiate Service Level Agreements (SLAs)
with gervice providers which will influence some of the factors listed above.

8.5 |Authentication

Authentication of the origin of the data or of identities of the communicating parties and of administrators
and maintenance personnel of the networks is fundamental to the security of wireless networks. Unlike
wire line networks, wireless networks transmit over a medium without physical bounds.

Each wireless access technology may use different authentication schemes for user devices attempting
to connect to or access the network each with its own specific mandatory authentication protocol. In
many cases, the network administrator will have no control over this protocol.

The network administrator should look to use the strongest authentication option possible while taking
into account the trade-off on performance of the network, key or password management, usability, the
deployment model, etc.
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For example, for 3G UMTS mobile networks, the standard defines a number of encryption and integrity
protection algorithms which are used between the user mobile device and the Radio Network Controller.
The selection of one or other algorithm for use in the network is decided by the network operator.

The algorithms used for encryption and integrity protection are based around KASUMI and SNOW 3G.

In the context of mobile networks, it is the operator that makes the decision on how user devices
authenticate to the network and indeed the network access point to the user device. So for PLMN’s, the

Chief Information Security Office (CISO) or IT person needs to understand the implications of this.
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9 Security controls

9.1 General

In a risk assessment of a network, Clause 7 wireless specific threats will augment those threats that
are generic to all networks such as unauthorized access, compromise of data in storage or malware.
Clause 8 listed security requirements which are defined for wireless networks but could easily be
considered fundamental to all networks. So in many cases, security controls listed in Clause 9 are
applicable to all types of access networks, e.g. hardening on the access point. One of the purposes of
Clause 9 is to highlight the difference between applying a control to a wireless network as opposed to
any access network.
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For a given security risk, each security asset should be reviewed to establish whether it is relevant
and impacts the asset or network and depending on the priority what are the available controls to
mitigate that risk. Invariably, most risks can be mitigated by more than one control. For example, access
control and authentication are applicable for protecting against malicious code. It is during the risk
assessment/management phase of a project that decisions on security control selection or layers of
defence are decided.

As with any communication network, the key security strategy for wireless networks is to adopt a

multi

-level defence.

Some of the key common controls continue to be the following:
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hformation management system based on the asset’s risk assessment;
perator training;

nd user awareness.

ity controls which relate the wireless networks are described below. Note that n
ols will be applicable to every wireless technology.

Encryption control and implementation
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he primary security control for these requireinents is to encrypt the data. For wirele
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is their data.

. how secure

Management of encryption keys will need to be understood. Is a public key infrastructure (PKI)

being deployed? Will the wireless solution deploy a local certificate authority or interface to a
public/root certificate authority? The more automated the key management process is the more
user-friendly it will be.

SLA’s may also dictate the type of encryption that should be deployed.

In some jurisdictions, local laws dictate the type of encryption that can or cannot be deployed.

Interoperability with other (wireless) networks, e.g. if end user devices hand-off to another network

does the second network support the same level of encryption as the original network?
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Backwards compatibility with different device/equipment versions. In some cases, earlier versions
of a user device may not support the same level of encryption.

Wireless security standards may only define the data encryption mechanism on a per-hop basis or on
an interface, e.g. the air-interface. When considering the encryption of data, the information security
officer should review the end-to-end flows of data. In some cases, it may be more prudent to consider an
end-to-end secure tunnel or VPN connection.

In addition to the end-to-end flow of data, the encryption of data stored in the wireless access points
and end devices needs to be considered and this generally would follow best practises for storage of
confidential data.

In terms of epcryption, the information security officer needs to be aware of any breaches in eneryj
algorithms that become public. Generally, such breaches become public knowledge certainly. W
the ICT indystry. However, it is important that vulnerability disclosure agreements with) all sy
vendors are [in place to ensure that the CISO is informed of such breaches. This is particularly rel
when the vullnerability is related to the implementation of the algorithm (as opposed’to its theor
characteristjcs) as it’s more unlikely that these vulnerabilities will become public kngwledge.
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become more sophisticated, weaknesses in the data integrity mechanisms and
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/her vigilance and ensure.that he/she is up to date with developments in the wil
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e key authentication to more complex combinations of schemes. The information seq
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core network. Generally speaking, most wireless technologies have all of these aspects defined in the
relevant security standards.

The following considerations are relevant for the information officer.

— What authentication mechanisms are defined by the relevant wireless security standard for the
wireless technology being used? Which interfaces are specifically identified in the standard? E.g.
is it only the air-interface? What about the interface for management and control of devices and/or
access points? Does the standard define mutual authentication for all interfaces?

Whatauthentication mechanisms are implemented in the equipment/network and end user devices?
Some devices and/or access point equipment may not support the latest standard or all security
options.
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What options are available to the network administrator in terms of selecting and configuring the

authentication mechanism?

Use of the strongest authentication mechanisms is desirable but it may need to be

weighed up

against user friendliness, manageability from a network administrator point of view, and cost of

deploying the scheme.

Management of authentication credentials will need to be understood.

Other credential management aspects that need to be understood include: How failed authentication
attempts are dealt with; how credentials are revoked and/or re-instated; how credentials expire.

These aspects apply to not only to the user plane but also to control and management

ireless technologies like 2G/3G/4G utilise SIM/UICC devices in the end user devit
rovided and provisioned by the PLMN operator or can be permanently installed b
anufacturers. The information security officer needs to understand the relationsh
Il of these parties. The CISO should also understand the physical security mech
re employed to protect credentials on end user devices or in controllers such as t
htegrated circuits, trusted environments etc.

—

h some jurisdictions, local laws dictate the type of authenticationmechanisms that ¢
e deployed.

5 —

JLA’s may also dictate the type of authentication that shouldbe deployed.

Ihteroperability with other (wireless) networks, e.g. if end user devices hand-off to anof
does the second network support the same type<fjauthentication as the original n
ipformation security officer will generally not“be able to configure or control intg
aspects but should be aware of the capabilitiesof the different wireless security techn

Hackwards compatibility with different device/equipment versions.

Access control

General

ommon access control mechanisms such as RBAC control, file system access contrd
Kion detection are considered to be best practise in the designs of a network solution v
been integrated interan individual product or positioned as external layer of defeng
ent for wireless systems but in addition, some specific mechanisms defined in wire
ards are seen.to-augment traditional access controls.

bllowing-ednsiderations are relevant for the information officer.
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Vhat access control mechanisms are defined by the relevant wireless security stan
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Which access control mechanisms are implemented in the equipment/network and end user
devices? Some devices and/or access point equipment may not support the latest standard or all

security options.

What options are available to the network administrator in terms of selecting and configuring the

access control mechanism?

In some jurisdictions, local laws dictate the type of access control mechanisms that can
deployed.

Interoperability with other (wireless) networks.

or cannot be

In general, the information security officer will not be able to configure or control interoperability
aspects but should be aware of the capabilities of the different wireless security technologies.
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Backwards compatibility with different device/equipment versions.

In order to detect and/or prevent unauthorized access to a wireless network, as well as the
subsequent impact of such security breach, a wireless intrusion detection/prevention system
should be considered.

9.5.2 Permission control

For example, in 802.11 systems, MAC Address filtering is implemented to ensure that only permitted
wireless network clients are allowed to connect to the wireless network. Note that this security feature
on its own may not be an effective control as an attacker may spoof a legitimate wireless network client.

However, it i

In mobile njg
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ntrol
g the

standard in|such a manner, logical separation is achieved which in jitself provides a level of dccess
control.
With 4G LTE standards, it is recommended that control plang, traffic is secured using [Psec-based

protocols w
insecure net|

9.6 Denid

Typical mec
using secure
network or |

techniques apply to all ICT networks.

RF jamming
or from an
equipment t

Specific wirg

to be aware
and as usual

9.7 DMZ:

hen traversing a network boundary from one séecurity domain to another (i.e. ov
work). This network configuration is also an option for user data if operators wish to

1 of service attack resilience

hanisms for the prevention or ability to handle Denial Of Service attacks range
source coding techniques, sourcé.code analysis testing, vulnerability testing to usi
ost-based IDS/IPS systems to detect abnormal behaviour in IP or application traffic. ]

is unique to wireless networks whether the RF jamming signal emanates from an att
hccidental source. The CISO needs to ensure that the network has deployed monit
b ensure that the event is detected and information related to it is logged.

tless protocol Do$ attacks can be detected by anomaly detection systems. The CISO 1

be aware‘efnew or evolved threats in this domain.

jegregation via firewall protection

er an
Ho so.

from
hg an
[hese

acker
oring

heeds

of what is depldyed in their network, what the capabilities of the monitoring equipment is

As wireless

Nnetworks can be attacked over an ailr-interiace, It IS recommended that any wil

eless

network connected to a secure internal network should be connected via a de-militarized zone (DMZ)

network.

This wireless DMZ network should be segregated from the secured network via a firewall which will

proactively |

imit certain traffic from the wireless network to access the secured network.

An example of where this control may be applied is for a wireless guest network as part of an overall
organization and/or enterprise network

9.8 Vulnerability management though secure configurations and hardening of devices

A vulnerability management program is recommended to be established. Periodic assessments of
applications and infrastructure for vulnerabilities can be performed by wireless vulnerability scanning
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tools. The detected vulnerabilities can be fixed by patching applications, OS and devices or by using
secure configurations and hardening devices.

9.9 Continuous monitoring of wireless networks

The wireless network should be integrated with the enterprise security monitoring system. Security
incident and event management tools and enterprise threat detection tools can be used to provide
frequent or continuous monitoring to detect attacks and data leaks.

10 Security design techniques and considerations

10.1| General

Clauge 10 provides high level guidance when designing and deploying wireless networks. I deliberately
does ot define or describe in detail wireless security protocols or interfaces.dsithese arefwell defined
in the appropriate wireless technologies standards. One of the most commen wireless standards is
the IEEE 802.11 family of standards. 10.2 will provide some details on aspects of 802.11. In 10.2 other
standards will be addressed. The list of wireless technologies covered-in 'this part of ISO/[EC 27033 is
not exhaustive as no sooner than the document is published that new<tandards or variantsof standards
wouldl quickly surpass and potentially replace the standards relevant to the technologies listed here.

During planning, some basic checks can be used to ensure that'the CISO, IT system or netwprk architect
can review and securely deploy new technologies.

— Herforming a risk assessment on the use of new wireless technologies.

As partof the development of wireless standardiand in particular the security section, the standards
development organization generally completes a threat analysis describing the threafs applicable
tp the technology and countermeasures £@ mitigate any exposures. Mitigations or counfermeasures
will either be listed as recommended ofy will be integrated into the standard specificatiion itself.

or example, 3GPP TR 33.821~(Rationale and track of security decisions in|Long Term
volution (LTE) RAN/3GPP SyStem Architecture Evolution (SAE)[3] includes a thieat analysis
Uith specific wireless threats-and countermeasures, whose output serves as input tq other 3GPP
ecurity technical requireménts documents.

wn <

|
—

he CISO or IT security specialist should be aware of the specific threats relevant to the proposed
Uireless technology,

<

— Hnsure that_the organization has a wireless security policy which specifically addresses the
bllowing:

=

-+ the-wireless network user authentication;

—+.@access control for both employees and guest or non-employees to the wireless netyvork;

— employees accessing other wireless networks outside of the control of the employees
organization;

— who has the authority to allow access points connect to the organizations network.

A wireless security policy may also address the security aspects around BYOD even though security
domains for BYOD are not exclusive to wireless technology. A wireless security policy should encompass
all wireless technologies that are deployed in the enterprise or organization network.
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10.2 Wi-Fi

10.2.1 General

Wi-Fi is defined as any wireless local area network (WLAN) products that are based on the Institute of

Electrical and Electronics Engineers’ (IEEE) 802.11 standards.

This subclause provides guidance on techniques and considerations around Wi-Fi networks and

equipment.

A Wi-Fi network is a group of two or more w1reless networklng dev1ces within a llmlted geogr

Wi-Fi network are client devices such as laptops tablets and smart—phones and access points(
which logicallly connect the client devices with a distribution system, typically an organization’s y
network infrastructure. Some Wi-Fi also use wireless switches, which act as relays betweeén th
and the distribution system.

The IEEE 80P2.11 family of standards consists of a series of half-duplex over‘the-air modu
techniques that use the same basic protocol. The original standard IEEE 802111-1997 (legacy
been superspded by nearly a dozen different amendments, which introduce (service amendment
extensions o corrections to the previous specifications, supports differenttfansmission frequenc
indeed different security mechanisms.

The security of a Wi-Fi network is heavily dependent on how welk each Wi-Fi component (incl
client devicefs, APs, and wireless switches) is secured from initial Wi<Fi network design and deployj
through ongping maintenance and monitoring. UnfortunatelyyWi-Fi networks are typically less s
than their wjired counterparts for several reasons, including\thé ease of access to the wireless net
and the weak security configurations often used for Wi-Fiintetworks, which tend to favour conven
over security.

Security megchanisms for Wi-Fi are defined in the'IEEE 802.11 standards and includes fung
covering authentication of client devices to the AP, the AP to the device, user data encryption ang
data integrify protection. Note that not all security functions are available in each of the IEEE 8
standards.

For enterpripes, the organization IT sec¢urity department is responsible for controlling how secuj
configured dn its infrastructure.

For employdes operating in other networks, public hotspots, etc., these users should be advis
use alternaflive secure meehanisms, e.g. use VPNs when communicating sensitive or confid
information

10.2.2 User authentication

All users atfempting to gain access to a wireless network under the control and management

aphic
502.11
AP’s),
wvired
b APs

ation
) has
s and
y and

iding
ment
bcure
work
ience

tions
user
02.11

ity is
ed to

bntial

of an

organizatior] should authenticate before access is granted to the network or to guest Wi-Fiaccess p

pints.

Employee access to the network should be accomplished using two-factor authentication (e.g. SecurID

or Safeword Token and PIN).

The following should be taken into account in order to authorize guest access to the Internet.

— All wireless network guest registrations should be sponsored by a responsible person within the

organization.

— Guest IDs should be unique to maintain accountability. However, IDs and passwords may be shared

when it is impractical to assign individual IDs and passwords (e.g. a large customer meeting).

— Password expiration should reflect the business need (up to a week).
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— The guest should be provided a “notification of terms” which describes the terms and conditions
for access.

10.2.

3 Confidentiality and integrity

Data should be encrypted during transmission to/from the organization network. To encrypt data

trans

missions, the following mechanism should be used:

— Wi-Fi Protected Access 2 (WPA2™) with Advanced Encryption Standard (AES) encryption (128 bit
key strength or higher);

WPA
packe

10.2,

All w|
and s

Appr

— A
A

|
= Rav

|
[an)

n

Wire
ident|

10.2.
Ther

requirements in this‘subclause (e.g. warehouse inventory scanners which use AAA authent

Ther
— 'V

P also implements a message integrity code, MIC. The message integrity check pre
ts from being accepted.

4 Wireless Wi-Fi technologies

ireless access equipment connected to an organization network shotild use IT Securit
ecurity configurations that have been approved by the organization’s IT security dep

bved technologies include the following.

ccess Points - Any 802.11a/b/g/n compliant Access Peint"that supports WPA2 usin
uthentication Protocol (EAP).

rotected EAP-Generic Token Card (PEAP-GTC)-authentication and the AES algorith
unnelled Transport Layer Security (TTLS) authentication and the AES algorithm.

Vireless Access Points should use the JEEE 802.1x/PEAP-GTC or EAP-TTLS au
Ffameworks to validate these users via back-end RADIUS/AAA servers.

lient Devices - any 802.11a/b/g/n compliant wireless Network Interface Card whic
hinimum of WPA2 (AES) encryptien.

fied security weaknesses.

5 Other Wi-Fi Configurations

e may be applications which rely upon wireless configurations that cannot meet

bfore, a.sedurity risk assessment should be performed to identify complementary conf

VPA-PSK, with regularly-changed maximum length/security passwords,

vents forged

y equipment
hrtment.

g Extensible

m, or EAP -

thentication

h supports a

1 Equivalent Privacy (WEP)}nor WPA should be used as an encryption algorithm due to publicly

the security
ication).

rols, such as

edicated SSIDs,

— limited radio transmission range,

— limited access to the network, either through TCP firewalls or isolated VLANS, or

— a

vailability of monitoring logs.

10.2.6 Access control — User equipment

In general, access control mechanisms for wireless networks should be the same as for wired/wire line
networks.

The wireless security policy may specifically state that guest users should not have access to the
organizations intranet via the wireless network.
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Some wireless security policies may specify that employees of the organization should not use Wi-Fi
to bridge the organization network perimeter (e.g. use Wi-Fi to establish a simultaneous connection to
the organizations LAN and an external network not under the control of the organization.) Therefore,
employees should not enable IP Forwarding, establish Wireless Peer-to-Peer connections, use ad hoc
mode, or establish other forms of routing.

Wireless Intrusion Detection/Prevention Systems (WIDS/WIPS) can provide an effective layer of
defense to combat threats such as rogue access points and denial of service attacks.

WIDS/WIPS include sensors that scan the RF spectrum and relays findings back to a management

server which can then take action based on analysis of information captured by sensors. Typically,
WIDS/WIPS will alsginclude a database serverthat acts as aninformation rnpr\cifnry

10.2.7 Accgss control — Infrastructure access point
Access pointjs should adhere to the following configuration guidelines.

— Change default management passwords for Access Point administration using‘strong passwords
(a non-dictionary word, no less than fifteen (15) alpha-numeric characters‘long, with at leaqt one
numeridor special character).

— Use an AAA network device infrastructure to authenticate Access Poeint'administrators.

— Disable femote Wireless LAN administration and allow only administration over the Ethernet{ USB,
or Serial interfaces.

— Use trapsmission encryption for all remote administration (e.g. use https/SSH and djisable
http/telpet).

— Change pll default Simple Network Management Protocol (SNMP) community strings too hdrd to
guess pgsswords.

— If possille, use SNMPv3 for network managemnient functions on all Access Points.

— When installing Access Points, complete a site survey to measure and establish the Access|Point
coverage to ensure the broadcast footprint is under appropriate physical control (for example, pvoid
broadcapting to unintended areassi¢h as parking lots). Limit the router’s signal range to a spegified
area to 1festrict access for unauthdrized users.

— Physicallly secure all Access'Points in an adequate manner to deter theft or tampering.

— Change the SSID (service-set identifier) from the default to a consistent network name and allojw the
Access Hoints to breadcast their SSIDs.

— According to the'nature of the AP, it is easy to establish a wireless network with the same SSID and
use highly sensitive directional antennas to cover the wireless signal from the original AP{Each
AP specjfiedrin a wireless network, under the control and management of an organization, should
authenticate the wireless devices when they want to access the Network.

— Segregate the wireless network from the organizations intranet and from the Internet.

— Update routers and access points with the latest firmware version in order to increase reliability
and security

— Restrict guest access ideally by providing a separate guest network.

In deploying access points, there may be multiple privileged administrative accounts which are used
to manage the Access points (there may be one or more privileged accounts per access point) and this
presents the problem of how to manage these privileged administrative accounts.

Organizations or enterprises should ensure there is a mechanism to manage these multiple privileged
accounts.
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