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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC

1.

Internationdl Standards are drafted in accordance with the rules given in the ISO/IEC Directives)P
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The majority of both commercial and government organizations have their information systems
connected by networks, with the network connections being one or more of the following:

— within the organization.

— between different organizations.

— Dbetween the organization and the general public.

Furth

the |
elect

nternet) offering significant business opportunities, organizations are increasingl
ronic business on a global scale and providing online public services. The opporstu

ticular with
conducting
ities include

the provision of lower cost data communications, using the Internet simply as. a 'global connection

medi

im, through to more sophisticated services provided by Internet Service Provider

(ISPs). This

can npean the use of relatively low cost local attachment points at each end ofd circuit to full scale online

elect
the n
remo|
contd
busin

Hows

ronic trading and service delivery systems, using web-based applicdtions and servi
bw technology (including the integration of data, voice and video).increases the oppd
e working (also known as teleworking or telecommuting). Telecommuters are abl
ct through the use of remote facilities to access organization and*community network
ess support information and services.

thredts to be managed. With organizations relying heavily on the use of information an

netw
and s
to pr
imple
busin

brks to conduct their business, the loss of confideftiality, integrity, and availability of
ervices could have significant adverse impacts.on business operations. Thus, there is
bperly protect networks and their related information systems and information. In
menting and maintaining adequate network security is critical to the success of any o
ess operations.

In thiis context, the telecommunications, and information technology industries are s

effect
and 1
integ
accui
secu
solut
not o)
pro

The
isto

ive comprehensive security solutions, aimed at protecting networks against malig
nadvertent incorrect actionsi thereby meeting the business requirements for co
rity, and availability of information and services. Securing a network is also essenti
ate billing for network-usage. Security capabilities in products are crucial to ove
ity (including application’s and services). However, as more products are combined to
ons, the interoperability, or the lack thereof, will define the success of the solution. S
ly be a thread.-af toncern for each product or service, but must be developed in a
otes the intezwedving of security capabilities in the overall security solution.

es. Further,
rtunities for
e to keep in
5 and related

ver, while this environment does facilitate significant-business benefits, there are mew security

d associated
information
h major need
bther words,
ganization’s

eeking cost-
ious attacks
hfidentiality,
al to achieve
rall network
provide total
pcurity must
manner that

urpose of ISO/IEC 27033-4, Securing communications between networks using secur
rovide;gwidance on how to identify and analyse network security threats associated

ty gateways,
ith security

gateways; define the network security requirements for security gateways based on thrjeat analysis,
introfldee-design techniques to achieve a network technical security architecture to address the threats
and . . . o5 :

implementing, operating, monitoring and reviewing network security controls with security gateways.

It is emphasized that the ISO/IEC 27033-4 is relevant to all personnel who are involved in the detailed
planning, design and implementation of security gateways (for example network architects and
designers, network managers, and network security officers).
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https://iecnorm.com/api/?name=0fcb2184bc12935e89e7786f7b7e6123



https://iecnorm.com/api/?name=0fcb2184bc12935e89e7786f7b7e6123

INTERNATIONAL STANDARD ISO/IEC 27033

-4:2014(E)

Information technology — Security techniques — Network

security —

Part 4:
Securing communications between networks using

security gateways

1 S§cope

This [part of ISO/IEC 27033 gives guidance for securing communications between net
seculity gateways (firewall, application firewall, Intrusion Protection System, etc.) in accq
a documented information security policy of the security gateways, including:

a)

b) defining network security requirements for security gateways’based on threat analys

c)

—n

entifying and analysing network security threats associated with security gateways

O o

ssociated with typical network scenarios; and

d) addressing issues associated with implementing; operating, monitoring and review
security gateway controls.

2 ormative references

The fpllowing referenced documents are indispensable for the application of this docume
refergnces, only the edition cited applies. For undated references, the latest edition of th
document (including any amendments) applies.

ISO/IEC 27033-1, Informationtechnology — Security techniques — Network security — Par
and cpncepts
3 Terms and definitions

For the purpases of this document, the terms and definitions given in ISO/IEC 27033-1 and {
apply

works using
rdance with

S;

sing techniques for design and implementation to address the threats and conftrol aspects

ing network

ht. For dated
e referenced

t 1: Overview

he following

31

bastion host
specific host with hardened operation system that is used to intercept packets entering

or leaving a

network and the system that any outsider must normally connect with to access a service or a system

that lies within an organization’s firewall

3.2
end-point software-based firewall

software application running on a single machine, protecting network traffic into and out of that machine

to permit or deny communications based on an end user-defined security policy

© ISO/IEC 2014 - All rights reserved
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hardened operating system
operating system which has been configured or designed specifically to minimize the potential for
comprise or attack

Note 1 to entry: This may be a general OS, such as Linux, which has been configured for this environment or may

be a more cus

3.4

tom built solution.

Internet gateway
entry point to access the internet

3.5

packet
entity compi
can be trans

Note 1 to entr
and protocols

ising a well-defined block of bytes consisting of ‘header’, ‘data’ and optional ‘trajler’ v
mitted across networks or over telephone lines

y: The format of a packet depends on the protocol that created it. Various communications stan
use special purpose packets to monitor and control a communications séssion. For examp

vhich

dards
le the

X.25 standard uses diagnostic, call clear and reset packets (among others), as well as data packets (or) a ynit of

data that is tr

3.6
perimeter 1
physical or1
network

3.7

remote offi
branch offic
office extern
with service

3.8
single point
type of failu

3.9

SIP gateway
perimeter dg
telephone ng

Note 1 to ent]
important to
to all call sety

hnsmitted over the network.

etwork
gical subnetwork that contains and exposes an organization’s external services to a {

e

e

ally connected to the organization’s main6ffice through remote networks to provide
5 (e.g. file, print and the other service) réquired to maintain their daily business routi

of failure
‘e that if a part of a system fails, the entire system does not work

twork

ry: Often asouter is used to perform the role. Where VolIP is in use to external IP networK
ensure that the gateway contains sufficient security measures especially dynamic rule base ch
p to take place securely.

ublic

users
ne

vice that sits between the internal VoIP network and an external network such as the public

s it is
anges

4 Abbreviated-terms

ACL Access Control List

API Application Programming Interface

ASIC Application Specific Integrated Circuit

BGP Border Gateway Protocol

CPU Central Processing Unit

DDoS Distributed Denial-of-Service

2 © ISO/IEC 2014 - All rights re
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DMZ
DNS
DoS
FTP
HTTP
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Dynamic Link Library
Demilitarized Zone
Domain Name Server
Denial-of-Service

File Transfer Protocol

Hypertext Transfer Protocol

HTTRS
ICMP
IDS
[P
IPS
ISP
MIME
NAT
NFS
NIS
NNTFP
NTP
0S
0SI
OSPF
RIP
RPC
SIP

Hypertext Transfer Protocol over Secure Socket Layer
Internet Control Message Protocol
Intrusion Detection System

Internet Protocol

Intrusion Prevention System

Internet Service Provider
Multipurpose Internet Mail Extensions
Network Address Translation
Network File System

Network Information System

Network News Transport Protocol
Network Time Protocol

Operating System

Open System Interconnection

Open Shortest Path First

Routing Information Protocol

Remote Procedure Call

Session Initiation Protocol

SMS
S/MIME
SMTP
SOAP
SPA
SPOF
SQL

Short Message Service

Secure/Multipurpose Internet Mail Extensions
Simple Mail Transfer Protocol

Simple Object Access Protocol

Switched Port Analyzer

Single Point Of Failure

Structured Query Language

© ISO/IEC 2014 - All rights reserved 3
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SSL Secure Sockets Layer protocol
SYN Synchronous

TCP Transmission Control Protocol
TLS Transport Layer Security

UDP User Datagram Protocol
VLAN Virtual Local Area Network
VM Virtual Machine

VoIP Voice over Internet Protocol
VPN Virtual Private Network

WAIS Wide-area Information Servers or Service
WLAN Wireless Local Area Network
XML Extensible Markup Language

5 Structure

The structute of ISO/IEC 27033-4 comprises:

— an overyiew of security gateway (see Clause 6);

— security|threats associated with security gateway (see Clause 7);

— security|requirements based on an analysisdor security gateways (see Clause 8);

— security] controls associated with typical network scenarios and network technology areas using
security| gateway (see Clause 9);

— various fesign techniques for seeurity gateways (see Clause 10); and

— guidelings for product selection (see Clause 11).

6 Overview

A security gpteway~is placed at the boundary between two or more network segments, for example,
between the|organization’s internal network and a public network, to filter the traffic flowing across the
boundary injacéerdance with the documented security gateway service access policy for that bournjdary.
Another use of security gateways is to separate segments of the network when using services that may
have multiple tenants, for example when using cloud services a security gateway would protect an
organization’s information by applying the organization’s security policy.

An example network environment is shown in Figure 1 below which is only for illustrative purposes
in this overview. The DMZ, referred to as a perimeter network, is a physical or logical subnetwork that
contains and exposes an organization’s external services to a public network, usually the Internet. The
purpose of a DMZ is to add an additional layer of security to an organization’s internal network; an
external attacker only has access to services in the DMZ, rather than any other part of the internal
network. All external connections to services should terminate inside the DMZ and DMZ systems should
have little or no access to internal systems. Designing a network in this way does not eliminate the risk
of an internal network compromise, it merely makes it more difficult. Any intruder which can subvert
a service inside a perimeter network may then have the opportunity to identify another vulnerability

4 © ISO/IEC 2014 - All rights reserved
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which could allow access to the internal network. For this reason, amongst others, the internal network

shoul

Most
and f

The “
firew
of daj

The

orgalIlization. An organization-of any significant size should have separate network segmse

whic
speci

be isplated and requive further authentication as it introduces additional risks. The intef

gatey

The d
Intra
secut

d still be made as secure as possible.

Internal EXtranet
gateway gateway

o
DMZ

SIP gateway

Internet

Intranet

W W &

gateway

Figure 1 — Example Network Environment

organizations may have multiple “zones”-er'DMZ areas for web, application and dat
br meeting some compliance/regulatoryrequirements.

hybrid” solutions now exist which ineorporate multiple areas of functionality. Many pa
alls now have proxies for certain-services and include more controls for context such
, etc.

ntranet owned by the. organization is managed and maintained by those autho

internal security gateways will control the traffic flow. Separate infrastructure ma

abase layers

cket filtering
as role, time

rized by the
nts between
 be used for

al purposes withinythe Intranet. For instance, if a WLAN is used as part of the intrapet, it should

bay can be used'to protect the organization’s assets against attacks from this segment

rganization communicates and exchanges data with trusted third parties in a way e
het towards the network of the partner’s network through the so-called Extranet. ’
ity gateway can be used to address the threats induced from this extension. When u

such

nal security
ation.

ktending the
[he extranet
bing services

sicloud r‘nmpnfing the Qnr‘nrify gateway is used to restrict access and npp]y an o

rganization’s

security policy to logical networks. The business of the organization necessitates communications and
data exchange with business partners, customers, and general public through the public network, of
which the Internet is the most common example. Since trust level of the public network is relatively low,
security gateways, so called Internet gateways, are needed to address risks induced from the public
network.

7 Security threats

For the foreseeable future, organizations can expect increasingly sophisticated attacks to be mounted
againsttheir systems. Attempts at unauthorized access can be malicious, for example, leading to a Denial-
of-Service (DoS) attack, the misuse of resources, or the unauthorized access to valuable information.
Organizations should protect their internal network or assets from various threats, such as intentional

© ISO/IEC 2014 - All rights reserved
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misuse of the assets, misconfiguration of the systems, unauthorized traffic transversal from different
trusted domains within the organization, or other threats from Internet application services.

The security gateway needs to protect the organization from intrusions from unauthorized users
accessing the network from the internal network, the Internet, or third party networks. Unmonitored
content leaving the organization may introduce legal issues and a potential loss of intellectual
property. In addition, as more organizations are connecting to the Internet to meet their organizational
requirements, they are faced with the need to control access to inappropriate or objectionable websites
or web applications and services. Without control, organizations face the threat of productivity losses,
liability exposure and misallocation of bandwidth due to non-productive web surfing. Thus, the key
security threats to be addressed include those associated with:

8

Security gat
model layers

Denial-
unauth
unauth
unauth
unauth

unauth

f-Service to authorized users;

rized modification of data;

rized disclosure of data;

rized system re-configuration;

rized use of resources and assets of organization;

rized transversal of content e.g. virus and malware;

violation of virtualization; and

Denial-g

Securi

Ly requirements

Data units in each layer

Layer 7 : Data I

Layer 6 : Data s ’I

Layer 5 s DS% I
N\

@ 4 : Data I

& Layer 3 : Data I

f-Service and Distributed Denial-of-Service attack-dagainst security gateway.

OSI model

bways control access to a network (OShodel layer 2, 3, and 4), or to an application (OSI
5 to 7) depicted in Figure 2.

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Layer 2 : Data I
Layer 1 : Data I

Data Link Layer

Physical Layer

Figure 2 — OSI seven layers

Security gateways are used to fulfil the following security requirements:

— provide logical network segmentation;

— restrict and analyse the traffic which passes between the logical networks;

6
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log traffic for subsequent audit;

enforce an organization’s network security policy;

hide internal network, host and application architecture; or
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control access to and from the organization’s network, by inspection of connections or by proxy

provide the capability for facilitating network management functions, e.g. DoS or DDoS mitigation.

Table 1 illustrates the relationship between the threats in Clause 7 and the security requirements in this

clausgs
Table 1 — Relationship between the threats and the requirements
Requirement

Provide Restrict Control access Enforcean |Logtraffic(\|Hide internal |Provide the

logical and analyse  [to and from the organiza- for subsé-\ “|network, capability

network |the traffic organization’s tion’s quentaudit |hostand for facilitat-
Threats segmenta- |which passes |network, by network application  |ing network

tion between the |inspection of security architecture [management

logical connections or by |policy functions
networks proxy operations
on selected appli-
cations

Deniall of X X X X
Servige to
authofized
users
Unauthorized X X X X X X
modiffication
of dat]
Unauthorized X X X X X X
discldsure of
data
Unauthorized X X X X X
systemmn re-
configuration
Unauthorized X X X X X X X
use oflresources
and a$sets of
organfization
Unauthorized X X X X X X X
transyersal
of corftent exg:
virus pnd
malwhre
Violation of X X X X X X
virtualization
Denial-of- X X X X
Service and
Distributed DoS
attack against
security
gateway.
© ISO/IEC 2014 - All rights reserved 7
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9 Security controls

9.1 Overview

For each security gateway, a separate service access (security) policy document should be developed and
the content implemented to ensure that only the authorized traffic is allowed to pass. This document
should contain the details of the ruleset that the gateway is required to administer and the configuration
of the gateway. It needs to be ensured that the policy hierarchy is put into force: an organization of any
significant size is likely to have generic policy across the whole organization, possibly augmented by

a generic pohcy towards a whole class of security devices, p0551b1y further augmented by a specific
i fi

authenticati
for unautho
accordance

scheme (see
weakness ej3
mitigates a t
the latest pa

A security g

Afirewallis
an appropri

.With all security gateways, appropriate use should be made of available identificatio

bn, logical access control and audit facilities. In addition, they should be checkéd reg
[ized software and/or data and, if such is found, incident reports showld-be produd
with the organization and/or community’s information security incident manage
ISO/IEC 27035). A security patch is a change applied to a security @ateway to corre
(pressed by a vulnerability, in order to prevent successful exploitation and remov
hreat’s capability in a gateway. Hence, security gateways should(be regularly updated
fches and versions to ensure that they are effective against the latest vulnerabilities.

hte assurance level commensurate with the assessed threats, with the standard fir

ruleset havi

only the reqyiired communications paths.

The policies governing a security gateway used to.protect a remote system may not warrant the exj
and specialipt skills to support a dedicated hardware device. Instead, an end-point software-I
firewall, so-¢alled a personal firewall, can be-used, which controls the flow of traffic between the rg
computer anld the network to which it is.attached. As with any other security gateway, the organi
must be satigfied that the configuration(of the ruleset in the end-point software-based firewall saf]
the requirements of the governing policies.

There are m4
inspection, 3
be described

Security gat|
machines sh

The hypervikof;

g an implicit deny all for any traffic betweén-networks and adding explicit rules to s

iny types of security-gateways; including a packet filtering, a proxy firewall, a stateful p
content filtering\and application firewall. The details of each type of security gatewa
in the followiing-sub-clauses.

eway may€mploy a virtualization technology to implement necessary functions. V
puld bewell-isolated when sharing memory, CPU and storage capacities.

also called virtual machine manager, should provide protection for itself and for h

i

rules
1t and
and
arly
ed in
ment
Ct the
es or
with

hteway should not be connected to an organization’s network until it has been establlished
that its configuration satisfies the requirements of its governingpolicies.

h good example of a security gateway. Firewalls showld normally be those that have achjieved

ewall
htisfy

bense
based
mote
ation
isfies

acket
y will

rtual

psted

having antivivne and antl cnar nencaccing from UM +a hunargicarc

VMs, e.g. by

IOV IS TtV I oo oo o S Pt proCtoSTrg I O v I tOITy peTv IoUTos

Virtualization security protects both the hypervisor and its VMs. It protects the hypervisor from attacks
and enables VM isolation. This function also includes the protection of the VM images and suspended
VM instances in storage and during migration, and overall VM security life-cycle management.

9.2 Stateless packet filtering

A packet filter judges each packet in isolation from any other packet. The decision as to whether to allow
or deny its progress is based entirely on data within the packet itself. There is no attempt to associate
the packet with any preceding packets that may have been presented to the packet filter. The decision is
therefore based on factors such as:

Source and/or destination IP address;

© ISO/IEC 2014 - All rights reserved
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Payload the packet is carrying (e.g. TCP, UDP, ICMP);
Source and/or destination port for a TCP or UDP payload;
Time/date of packet arrival/departure; and

Network interface card of arrival/departure.

-4:2014(E)

Packet filtering gateways are fast but do not track the significance of any packet within an overall
communication stream.

9.3

Stateful packet inspection

State
of a (
packe
some|
appli
the s
enou
the f3
alrea

Ful packet inspection extends (stateless) packet filtering by recording key events‘in
ommunications exchange, typically tracking the state of transport layer pratoeols.
t filtering technology, the stateful packet inspection approach intended {and imp
firewall products adds more security checks in an attempt to simulatg ‘the secure
Cation proxy firewall. Instead of simply looking at the address of each inComing packet
fateful packet inspection firewall intercepts incoming packets at the network layel
bh information to determine the state of the attempted connectionon’upper layers. W
te of a packet, a stateful packet filter will consider the packet inthe context of other p
dy seen. This allows the filter, for example, to distinguish between a packet which

established TCP connection and a similar packet which has arfived on its own. A stateful

can t
more;

9.4

Anap
a wel
HTT]
the s
requse
SQLi

If an
end ¢
clear.
comiy
firew
have

Firew
and 4
set of

herefore make more subtle decisions than a packet filter without state. This, howe
resource (memory and processing power) to achieve the same packet throughput.

Application firewall

plication firewall analyses communications exchange at the application level protocol.
h application firewall would be configured with rules that represented the correct
. The decision as to whether to allowhan HTTP request or HTTP response can be b3
ate of the HTTP conversation (for.€xample, is this an appropriate response for a pre
st?) or some particular pattern in‘the data (for example, are characters present whic
hjection attack?).

application firewall is te~function on encrypted communication such as SSL /TLS,

In these circumstanees, the application firewall should operate a pair of back-to-bac
hunication channélsbetween the source and destination. Should the integrity of such a
all be compromised, then the consequences are especially severe due to the trust that
had in the protéction of end to end encryption.

ralls mask)some of the threats described in Clause 7, for example, unauthorized use
ssets of an organization, by limiting the access to an application or a computer syste
identifiable tasks within the proxy itself.

the life cycle
Based upon
lemented in
checks of an
individually,
" until it has
hen deciding
ackets it has
is part of an
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The application firewall approach offers superior security control because it provides application-
level awareness of attempted connections by examining everything at the highest layer of the protocol
stack. The application firewall can be implemented in part of the application proxy which can improve
responsiveness and reduce duplicate traffic. The application proxy service has full visibility at the
application layer and can accordingly see the granular details of each attempted connection up front
and implement security policies accordingly. Application proxy services also feature a built-in proxy
function - terminating the client connection at the application gateway and initiating a new connection
to the internal protected network. The proxy mechanism provides added security because it separates
the external and internal systems and makes it more difficult for attackers on the outside to exploit
vulnerabilities on systemsinternally. The encrypted end-to-end communications cannotdirectly traverse
an application firewall but instead exist as two back-to-back encrypted streams with the message in the
clear within the application firewall. This makes the application firewall particularly attractive as an
attack target from which to launch man-in-the-middle attacks against encrypted connections.
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Many firewalls now offer both the traditional proxy services, along with transparent proxy capabilities,
often referred to as “deep packet inspection” or application control. They are application aware and are
able to allow only certain functions within an application or to apply additional controls (for example,
anti-virus scanning of files transferred within an application or blocking video call within Instant
Messaging clients.).

Secure gateways using the application proxies provide the strongest security with the only drawback
being that the added security can negatively impact the performance. Furthermore, for new services it
often takes time before the proxy for this service becomes available.

9.5 Content filtering

Security gateways with application level proxies often implement content filtering. Content filtering is a
key protecti¢pn against malicious or inappropriate code. It can help to defend against threats.delivered as
application downloads or executed in the browser. This can range from Trojan horses to in-appropriate
ActiveX confirols. As most of this malicious code is distributed over the Internet via email,or HTTP-based
communicatfion (e.g. downloads from a website or a FTP site), the protection should’start at the [point
where the s¢curity gateway interfaces to the Internet. Therefore, a virus scanger or more gengrally,
a content scpnner is added to the screened subnet or the Demilitarized Zone (DMZ). In most ¢f the
installationg, the content scanner is linked directly to the firewall with a network interface so that the
services such as SMTP-based email traffic and the HTTP-based communication are routed to the content
filtering scapner.

The predom]nant technologies for content analysis are as follows:
— protocol analysis;
— Signatufe-based scanning (searching for known patteris);

— Investigptive analysis (analysing code for functidns and behaviour known to be associated| with
malicioys code); and

— Sandboy technology (essentially a contentnionitoring program, which quarantines suspect cqde in
a “sandHox”).

As the difference between content scanning and intrusion detection is small, especially regarding
network based intrusion detection, anjIntrusion Detection System (IDS) can also be combined with the
firewall by ilnplementing an IDS agent on the firewall device. See ISO/IEC TR 15947.

NOTE Selection, deploymerit and operations of intrusion detection or prevention systems form the subject of
an International Standard, ISO/IEC 27039.

Content filtefing technOlegy also has some limitations. If datais encrypted on the transport or applidation
layer (e.g. S§L/TLS-or)S/MIME), content screening is no longer possible unless the encrypted dpta is
decrypted ahd re=encrypted again on the firewall. This could pose security threats such as “man |n the
middle” attapks:

There may be legal implications regarding content scanning and filtering, especially where a strong
data protection legislation is in effect. In such a scenario, only automatic scanning for malicious code
may be allowed, but not the scanning for specific content of an email because this may infringe upon the
privacy of the sender and of the recipient.

9.6 Intrusion prevention system and intrusion detection system

An intrusion is an unauthorized access to a network or a network-connected system, i.e. deliberate or
accidental unauthorized access to an information system, malicious activity against an information
system, or unauthorized use of resources within an information system. Intrusion prevention is a formal
process of actively responding to prevent intrusions. The intrusion prevention system is a variant on
intrusion detection systems that are specifically designed to provide an active response capability, while
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intrusion detection systems simply detect possible intrusions that have been attempted, are occurring,
or have occurred and possibly notify the administrators of the intrusions.

9.7 Security management API

A centralized management function allows proper and efficient management of security gateways
deployed in the organization network.

The security management API should be provided by the security gateway for this remote centralized
managementin an organization. This centralized management function should help remote management

of security gateways in terms of operation and configuration.

The remote security administrator should be identified and authenticated by the securityg
remofte management API should provide a network administrator with tools to administer,
troullleshoot the security gateway.

10 Design techniques

10.1|Security gateway components

10.1.1 Switches

Switdhes are used to allow high-speed communications delivering full network bandwj
physical port. Generally switches are layer 2 devices which are extensively used to segme
netwprks. Further, they can provide subnet isolatiaf® when VLAN techniques are imple

archifectures, especially for the implementation and structuring of any screened subnet
demilitarized zones. Switches used in a security gateway environment should not be conne
to a public network due to various threats, e.g. denial-of-service-attacks that can cause
switdh to flood connected networks @with packets.

Ther¢ may be load-balanced switches that operate at layer 7. These are used to provide a
both firewalls and servers (thotigh not layer 7 for firewalls usually).

10.1.2 Routers

Routé¢rs are normdlly designed to connect different networks by supporting multiple netwd
and fo optimiZe-the network traffic and the routes between communicating hosts.

ateway. This
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source and destination ports, can be analysed Routers can perform NAT and packet filtering.

There may be load-balanced switches that operate at layer 7. These are used to provide availability of

both firewalls and servers (though not layer 7 for firewalls usually).

10.1.3 Application level gateway

An application level gateway is a hardware and software based device or set of devices. App

lication level

gateways are specifically designed to restrict access between two separate networks. Primarily two

techniques are used for implementing application level gateways:

Stateful Packet Inspection;

— Application Proxy.
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Combinations and variations (e.g. circuit-level firewalls) of these techniques may also be used. In
addition, NAT can be performed by application level gateways. An application level gateway understands
the applications and protocols being used by applications to be able to determine if the requests are
legitimate responses. For example when using such applications as VoIP an application level gateway
would need to understand the Session Initiation Protocol(SIP) to allow the appropriate information
between connections.

When employing VoIP technology to provide telephone service, the organization network should be
protected by attacks against the SIP using a so-called SIP-aware firewall, a typical example of application
level gateway.

10.1.4 Security appliances

Network d
all dedicate

ices (routers, switches, modems etc.) equipped with hardened operating)sys
to security purposes are called security appliances. These devices canbea bag

tems,
e for

security sof
wide range

corporate n¢
firewall app
that machin
office and b
generally pr
in Clause 9 c

ware (firewall, IDS/IPS, anti-virus protection etc.). Security appliancescare offered
bf platforms to meet diverse security needs, from the smallest remote locations to
ptworks, and data centres. An appliance dedicated to a single machine’ called a per
iance, is a software application running on that machine to protect traffic into and

. An appliance dedicated to protect a remote location is termed a-branch/home or Re

btects traffic into and out of remote/branch office or home-office. All techniques ment
An be implemented by using security appliances.

10.1.5 Monijitoring function

A centralize
of security
monitoring/

d monitoring/auditing function allows proper, and efficient auditing and/or monit

huditing function and the security gateway should be secured, which is used to exc

necessary infformation for proper auditing and monitoring function.

In addition,
monitoring/
abnormal st
the gateway
and records

Comprehens
centralized 1
available daj

10.2 Deplg

10.2.1 PacKk

each security gateway should pravide an interface to communicate with the centrz
huditing function. This centralized monitoring/auditing function may help captur
htus of security gateways and/or any trials and actions that can trigger a security bre:
5 and/or internal systems.and further track the user accountability of actions perfoi
security policy violations;

ive monitoring of security gateway’s operation and the audit trails are facilitated b
monitoring/auditing function. In addition, it may offer a descriptive, efficient and re
hboard for management decision-making.

ying s€curity gateway controls

et filter firewall architecture
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There are two types of packet filter firewalls: stateful or non-stateful. A stateless packet firewall is
appropriate to remove malformed packets, packets arriving from the “wrong” source, or heading
towards the “wrong” destination. The source or destination may be identified by the direction of flow
through the firewall, the network address of the packet, or the port of the transport-layer content of
the packet. Each packet is considered in isolation from all other packets. The packet filter firewall does
not break end to end connectivity. The most basic type of firewall architecture is called a packet filter
depicted in Figure 3. Packet filter firewalls are essentially routing devices that include access control
functionality for system addresses and communication sessions. They are often referred to as screening
routers. In their most basic form, packet filters operate at layer 3 of the OSI model.
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Figure 3 — Packet filter firewall/screening router

ccess control functionality of a packet filter firewall is governed by a set of directive
fed to as a rule set. Rule sets are commonly referred to as Access Cohtrol Lists

hs source and destination ports, as well as information pertainingto‘which interface
hcket came from and which interface of the router the packet istdestined for.

bt filter firewalls have two main strengths: speed and flexijbility. Since packet filters d

firewalls to be deployed as an exterior router in front(of a screened host or screened
n for this placement is their capability to block-dénial-of-service and related attd
ning routers cannot prevent attacks that emple$ application specific vulnerabilities

burations.

2 Dual-homed gateway architecture

Hual-homed gateway is amfapplication proxy / application gateway that breaks
ectivity. The dual-homed.gateway depicted in Figure 4 consists of a host system with
faces A and B, and with-the host’s IP forwarding capability disabled. Thus, IP packe
pbrk (e.g. the Internet)are not directly routed to the other network (e.g. internal netwa
internal network'can communicate with the dual-homed host, and systems outside th
nal networks cancommunicate with the dual-homed host, but these systems cannot ¢
tly with each other.

P are variations of this configuration if the host is equipped with several network car
het fer Separate connections to Internet service providers, or to the internal networ}
rs¢sueh as email servers or log servers. In this case it is referred to as a multi-homed g

5 collectively
[ACLs). They
A packet, the

hation address of a packet, the type of traffic, some characteristicsof'the layer 4 compmunication,
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Optionally, a router acting as a packet filter can be placed at the connection to external networks to
provide additional protection by filtering network packets. The dual- homed gateway blocks all direct
IP traffic between external networks and the protected site. Service and access is provided by proxy
services on the application level on the firewall.
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Figure 4 — Dual-homed gateway

from systems of external networks and it provides a logging capability'which can be u
with an Intrusion Detection System (IDS) to detect possible intruder ‘activities. The li1
bnly such services can be passed for which proxy services exist~ ould be a disadva

I router can solve this problem if in this case a trusted cemuunication can be establish
he security gateway. The security of the host system usSed for the firewall is crucial f
ction because if the firewall is compromised an infruder could gain access to the int

ened host architecture

 host architecture depicted in Figure 5°combines a packet filtering router with a ba
bplication proxies. The bastion hostis'placed on the protected subnet side of the rout
ture, the primary security is previded by a packet filtering router, e.g. to prevent p

iltering on the screening router is set up in such a way that the bastion host is the
hosts of external networks can open connections to. Such a bastion host, as an applic:
, consists of proxy services that pass or block the services according to the site’s polic)
inherently dangerous protocols from reaching the firewall and site systems.

raffic from external networks to the bastion host gets routed; all other traffic from ext
ected. The1outer rejects any application traffic originating from internal networks 4
the bastion host.
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Figure 5 — Screened host

The gcreened host architecture combines a packet filtering router with-a bastion host using application
proxies. The bastion host is placed on the protected subnet side of the Touter. In this architecture, the
primary security is provided by a packet filtering router, e.g. to prevent people from going around proxy
servdrs to establish direct connections to the internal networke

The packet filtering on the screening router is set up in,such a way that the bastion hodt is the only
system that hosts of external networks can open connections to. Such a bastion host as an| application-
level firewall consists of proxy services that pass or block the services according to the sitefs policy. The
routdr filters inherently dangerous protocols from-teaching the firewall and site systems.

Application traffic from external networks to the bastion host gets routed; all other traffic ffom external

sites gets rejected. The router rejects any application traffic originating from internal netyorks unless
it came from the bastion host.
10.2.4 Screen subnet architecture
Application . Screened
level proxy Bastion Subnet
Host/Firewall
nternal Network Router — ~— Router External Netvork
3 4 IP packet
filtering
AVAY/YaY E-mail
Server Server Virus protection > : Alltraffic
Content filtering

Figure 6 — Screened subnet

The screened subnet architecture depicted in Figure 6 is a variation of the dual-homed gateway and
screened host architectures. It adds an extra layer of protection to the screened host architecture by
adding a perimeter network that further isolates the internal network from external networks such as
the Internet.
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Two routers are used to create an inner, screened subnet. This subnet, sometimes referred to as the
Demilitarized Zone (DMZ) or a perimeter network, houses the bastion host or application-level firewall,
however, it could also house web server(s), email server(s) or DNS server(s) and other systems that
require carefully controlled access. The external router restricts access from external networks to
specific systems on the screened subnet (e.g. routing e-mail traffic from Internet sites to the e-mail
server), and blocks all other traffic to external networks originating from systems that should not be
originating connections (e.g. NFS mounts to external systems). The interior router passes traffic to and
from systems on the screened subnet according to existing rules (e.g. routing e-mail traffic from site
systems to the e-mail server and vice versa).

It is important with the dual-homed and often also the multi-homed gateway, that no internal system is

directly reag
is no absoluf
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The screene
sites that ne
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e and configured according to security policy sety an organization as a matter of uf

d that hosts on the same subnet carry similar levels of trust. For example it is ass
hnization’s outward-facing servers (wel; email, DNS etc.) are segregated onto their

t share the same subnet, the network design needs refactoring so that boundaries bet
5t domains are clear. Itis at these boundaries that network security gateway appliance
.

at the requirements as outhiried in Clause 8 are fulfilled, a structured approach for sele

in the areas of:

b a security gatéwdy architecture and appropriate components;
b hardwareyand software platform;

Fation;

féatures and settings;

there
t as a

l subnet architecture may be more appropriate for sites with large amounts of traffic or

pcted
to be
most

med
own

hct from the subnet for the organization’s internal hosts. If hosts with significantly different

ween
s will

cting

Fing security gateways\is necessary. This clause gives some guidance for this process,

Administration;

)

Audit; and

Training/Education.

guidance, the following principles should be applied:
ntion to all possible threats, which especially includes internal threats;

ntion to the human factor, e.g. in the areas of administration and education;
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Keep it as simple as possible, although higher security requirements do typically also imply more

11.2 Selection of a security gateway architecture and appropriate components

Based on the business and security requirements for the security gateway (see Clause 8 for further
reference), an appropriate security gateway architecture should be selected and adapted (see 10.2 for
an overview of possible security gateway architectures).

Once
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10.1 for a detailed description of the provided functions. In the practice multiple layets, of g
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functionality need to be evaluated, refer to 10.2 for an overview of possible compe

used.

ollowing sub-clauses provide some further guidance on selecting they right comp

Hardware and software platform

 selecting a hardware platform the performance, efficien€y,) reliability and applica
cularly be considered, e.g. if the platform has only Etheruet interfaces but frame rel

d at. For security purposes a hardened operating system should be used. It is also rg
bck it against known vulnerabilities. The software) platform also needs to be verifis
performance and reliability, e.g. a router with, 10BaseT Ethernet interface cannot pr
ghput.

Configuration

bllowing recommended settings forsecurity gateway network devices should be consi
nfiguration process:

witched network for the screened subnet architecture respective for the demilitarize

ource routing information should not be accepted;

nly softwarejfprograms on the security gateway, which are absolutely necessary for t
‘platformdryardening”), should be installed;

nsuresports are not enabled by default;

pecified and
hents and to
rateways are

onents with

bility should
hy on V.35 is
ce should be
commended
ed according
bvide gigabit

lered during

d zone;

he operation

nstre Switched Port Analyzer (SPA) ports are not enabled unless the use of intrusi

pn detection

S

ystems 1s needed,;

Ensure passwords are implemented on device interfaces;

Rejection of the Routing Information Protocol (RIP) message "Loose-source-routing”;
Capability of network address translation as appropriate;

Transparent operation of the security gateway;

Access control on the security gateway (identification, authentication);

Ensure “logging” of all administration events and of all traffic;
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Platform hardening regarding the operating system.

11.5 Security features and settings

As a minimum, an application firewall should provide the following:

Support
Support
Support

of the main Internet services (HTTP, FTP, Telnet, SMTP, NNTP);
of further Internet services;

of generic proxies (for new protocols or services);

The HT'LP proxy should be able to handle HTTPS correctly;

Rejectio
Support
Support]
Support|

Support
applicat

Support|
Possibil

As minimun]

Support|
IP sourc|

Source 4

of the Border Gateway Protocol (BGP) message notification (e.g. by a genericproxy)
of dynamic routing protocols;
of web services (e.g. SOAP/XML);
of proxies for packaged enterprise applications or other businessapplications;

of identifying applications running within the protocgl stream (office produc
ons, embedded video, instant messaging etc.);

of filtering incoming traffic for malware etc., in case of VPN connection;
ty of allowing, denying, or dropping connections.orjpackets.

, packet filtering device should be able to:

packet filtering on the basis of (packet);

e and destination address;

nd destination port (for TCP, UDP);

Directiz[:nof the connection (inbound;outbound).

As a minim

Preserv
Filter p3
Support]

Preserv

both a packet filtering-and stateful filtering device should be able to:
e filtering rules asinherently consistent;

ckets for each.network interface separately;

of multicast packets if device clustering is needed;

e the order of the filtering rules by the security gateway;

tivity

Limit th

lanaoth oftha fragmantc AfID naclrate and dafinag A yaininais fragraant ~ffont.
cHEH St ot e g e hHsS- o H—patcessana-acHhe = SHHEeHtOH5EE >

Filter the ICMP messages "destination unreachable” and "redirect”;

Prevent

spoofing of internal IP addresses if they come from the Internet (due to IP Spoofing).

In addition, as a minimum, stateful filtering device should be able to:

18

Support of the services NFS, NIS, RPC, RIP, OSPF, DNS, WAIS by an adequate protection through
dynamic packet filters;

Detect certain Denial-of-Service attacks such as TCP-SYN flooding;

Prevent

TCP sequence number guessing;

Resist ping-of-death attacks (a kind of denial of service attack);
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