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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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ISO/IEC 27002 has been added to Annex A.

ulnerabilities and attack vectors to iﬂnnﬁfy and manage the Internet cnmlrify risk ;

a mapping between the controls for Internet security cited in 9.2 and the controls contained in

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The focus of this document is to address Internet security issues and provide guidance for addressing
common Internet security threats, such as:

— social engineering attacks;
— zero-day attacks;
— privacy attacks;

— hacking; and

— the proliferation of malicious software (malware), spyware and other potentially unwanted
software.

The guidance within this document provides technical and non-technical contro6ls for addressing the

paring for attacks;

— preventing attacks;

— ddtecting and monitoring attacks; and
— repponding to attacks.

The guidance focuses on providing industry best practices, broad consumer and employee education
to assist interested parties in playing an active nole‘to address the Internet security cljallenges. The
docunjent also focuses on preservation of confidentiality, integrity and availability of information over
the Internet and other properties, such as authenticity, accountability, non-repudiation &nd reliability
that cdn also be involved.

This injcludes Internet security guidance-for:
es;

— pdlicies;

— methods;

— Dprcesses; and

— applicable technical controls.

Given [the ;scope of this document, the controls provided are necessarily at a high-level. Detailed

technifal/specification standards and guidelines applicable to each area are referenc¢d within the
docuntent for Fqu-hnr awdapee~See-Anpexit fC}" the-correspondence-betweenthe-contrels cited in this

IO Ottt T sa o o T e T CoTrTTopoTTaTTITCT TT—CIre—correro

document and those in ISO/IEC 27002.

This document does not specifically address controls that organizations can require for systems
supporting critical infrastructure or national security. However, most of the controls mentioned in this
document can be applied to such systems.

This document uses existing concepts from ISO/IEC 27002, the ISO/IEC 27033 series, ISO/IEC TS 27100
and ISO/IEC 27701, to illustrate:

— the relationship between Internet security, web security, network security and cybersecurity;

— detailed guidance on Internet security controls cited in 9.2, addressing cyber-security readiness for
Internet-facing systems.

© ISO/IEC 2023 - All rights reserved v
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As mentioned in ISO/IEC TS 27100, the Internet is a global network, used by organizations for all
communications, both digital and voice. Given that some users target attacks towards these networks,
itis critical to address the relevant security risks.

vi © ISO/IEC 2023 - All rights reserved
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Cybersecurity — Guidelines for Internet security

1 Scope

This document provides:

This dpcument is intended for organizations that use the Internet.

2 Normative references

The following documents are referred to in the text in suchha way that some or all of]
constifutes requirements of this document. For dated references, only the edition cite
undated references, the latest edition of the referenced decument (including any amendmnj

ISO/IEC 27000, Information technology — Security 'techniques — Information securit)
systems — Overview and vocabulary

3 Terms and definitions

For th¢ purposes of this document, theterms and definitions given in ISO/IEC 27000, and
apply.

[SO and [EC maintain terminolegy databases for use in standardization at the following a

31
attacK vector
path of méans by which an attacker can gain access to a computer or network server in of
a mali¢ietis outcome

ar| overview of Internet security;

identification of interested parties and a description of their roles in Internet securit}

ISP Online browsing-platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

an explanation of the relationship between Internet security, web security, network security and
cybersecurity:;

igh-level guidance for addressing common Internet security issues.

their content
d applies. For
ents) applies.

management

the following

Hdresses:

der to deliver

EXAMPLE 1 IoT devices.

EXAMPLE 2  Smart phones.

3.2

attacker
person deliberately exploiting vulnerabilities in technical and non-technical security controls in order
to steal or compromise information systems and networks, or to compromise availability to legitimate
users of information system and network resources

[SOURCE: ISO/IEC 27033-1:2015, 3.3]
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blended attack
attack that seeks to maximize the severity of damage and speed of contagion by combining multiple
attack vectors (3.1)

3.4
bot

automated software program used to carry out specific tasks

Note 1 to entry: This word is often used to describe programs, usually run on a server, that automate tasks such
as forwarding or sorting e-mail.

Note 2 to entry
simulates a hu
crawlers, whic

3.5

botnet
collection of
compromised

EXAMPLE
computer to ge

3.6

cybersecurity

safeguarding

Note 1 to entry
[SOURCE: ISO

3.7
dark net
network of se

Note 1 to entry

3.8

deceptive so
software whi
what the softy

EXAMPLE 1
EXAMPLE 2
EXAMPLE 3

also calle

nan activity. On the Internet, the most ubiquitous bots are the programs,
 access websites and gather their content for search engine indexes.

d.spi

computers

Distributed denial-of-service (DDoS) nodes, where the botnet controller can direct thg
nerate traffic to a third-party site as part of a coordinated DDoS-attack.

of people, society, organizations and nations fromicyber risks

: Safeguarding means to keep cyber risk at a tolerable level.

[EC TS 27100:2020, 3.2]

cret websites within the Internet that can only be accessed with specific software

: The dark net is also known.ds,the dark web.

ftware
Ch performs activities on a user's computer without first notifying the user as to ¢
vare will do gn'the computer, or asking the user for consent to these actions

A programthat hijacks user configurations.
A program that causes endless popup advertisements which cannot be easily stopped by t

Adware and spyware.

gram or

ders or

remotely controlled malicious bots that run autonomously @r\ automaticallly on

user’s

xactly

1€ user.

3.9
hacking

intentionally accessing a computer system without the authorization of the user or the owner

3.10
hacktivism

hacking (3.9) for a politically or socially motivated purpose

3.11
Internet

global system of inter-connected networks in the public domain

[SOURCE: ISO/IEC 27033-1:2015, 3.14, modified — “the” has been deleted from the term.]

©ISO/IEC 2023 - All rights r
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3.12
Internet security
preservation of confidentiality, integrity and availability of information over the Internet (3.11)

Note 1 to entry: In addition, other properties, such as authenticity, accountability, non-repudiation and reliability
can also be involved.

Note 2 to entry: Please refer to definitions on confidentiality, integrity, availability, authenticity, accountability,
non-repudiation and reliability in ISO/IEC 27000:2018, Clause 3.

3.13
Internet service provider
ISP
organization that provides Internet services to a user and enables its customers access tlo the Internet
(3.11)

Note 1 fo entry: Also, sometimes referred to as an Internet access provider (1AP).

3.14
malicious content
applications, documents, files, data or other resources that have maliCious features qr capabilities
embedded, disguised or hidden in them

3.15
malware
malicilous software
softwdre designed with malicious intent containing features or capabilities that can potentially cause
harm dlirectly or indirectly to the user and/or the user’s computer system

EXAMRLE Viruses, worms and trojans.

3.16
organjzation
persor] or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives

Note 1 fo entry: In the context of thissdocument, an individual is distinct from an organization.

Note 2 [to entry: In general, aygovernment is also an organization. In the context of this documeng, governments
can be ponsidered separatelyfrom other organizations for clarity.

[SOURLE: ISO 9000:20%5, 3.2.1, modified — Note 1 to entry and Note 2 to entry have been replaced.]

3.17
phishing
fraudylent{process of attempting to acquire private or confidential information by masquerading as a
trustworthy entity in an electronic communication

Note 1 to entry: Phishing can be accomplished by using social engineering or technical deception.

3.18

potentially unwanted software

deceptive software (3.8), including malicious (3.15) and non-malicious software, that exhibit the
characteristics of deceptive software

3.19
spam
unsolicited emails that can carry malicious content and/or scam messages

Note 1 to entry: While the most widely recognized form of spam is e-mail spam, the term is applied to similar

abuses in other media: instant messaging spam, Usenet newsgroup spam, Web search engine spam, spam in
blogs, wiki spam, mobile phone messaging spam, Internet forum spam and junk fax transmissions.

© ISO/IEC 2023 - All rights reserved 3
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[SOURCE: ISO/IEC 27033-1:2015, 3.37, modified — Note 1 to entry has been added.]

3.20
spyware

deceptive software (3.8), that collects private or confidential information from a computer user

Note 1 to entry: Information can include matters such as websites most frequently visited or more sensitive
information such as passwords.

3.21
threat

potential cause of an unwanted incident, which can result in harm to a system, individual or organization

(3.16)

3.22

trojan
malware (3.11
true intent

3.23

vishing
voice phishin
entity

Note 1 to entry

3.24
waterhole te
technique inc

Note 1 to entry

3.25
World Wide
Web
universe of ne

[SOURCE: ISO

4 Abbrev

The following

Al al

) that appears to perform a desirable function for the user but that misleadthe usg

b done to acquire private or confidential information by masquerading as a trusty

: Vishing can be conducted by voice email, VoIP (voice over [P), or landline or cellular telep

chnique
ting people to access a website that specifically contains (lots of) malware

: Waterhole is also known as watering hole,

Web

twork-accessible information-and services

19101-1:2014, 4.1.40]

ated terms

abbreviatediterms are used in this document.

tificidlintelligence

r of its

vorthy

none.

API application programming interface

APT advanced persistent threat

BYOD bring your own device

CERT computer emergency response team

DDoS distributed denial-of-service

DLP data loss prevention

DMZ demilitarized zone

DNS domain name system

4 © ISO/IEC 2023 - All rights r
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DoS denial-of-service

EDR endpoint detection and response

FTP file transfer protocol

HTTP hypertext transfer protocol

HTTPS hypertext transfer protocol over secure socket layer
ICANN internet corporation for assigned names and numbers
ICT Information and communications tecnnology

IDS intrusion detection system

IETF Internet engineering task force

IMT incident management team

[oT internet of things

IP Internet protocol

[PS intrusion prevention system

ISP Internet service provider

ISV independent software vendor

IRT incident response team

ISMS information security management system

OWASP open web application security project

PII personally identifiable-information

SDLC software develgpment life cycle

SIEM security information and event management
SME smalland medium enterprises

URL wniform resource locator

USB universal serial bus

VPN virtual private network

W3C World Wide Web consortium

WWwW World Wide Web

5 Relationship between Internet security, web security, network security and
cybersecurity

Figure 1 shows a high-level view of the relationship between Internet security, web security, network
security and cybersecurity.

© ISO/IEC 2023 - All rights reserved 5
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Figure 1

The Internet
information e
Internet. This
device is cont
an environmse

Internet secu
networks as
risks for orga

Internet secu
various servi
publicly sharg
these service

The web is ofe of the ways information is shared on the Internet [others include email, file ti

protocol (FTE

Cybersecurity

Internet security Network security

Web

security

— Relationship between Internet security, websecurity, network security ar|
cybersecurity

is a global system of inter-connected ¢digital networks in the public domai
xchange on the Internet also uses the magbile telephony network that is hence part
global network connects billions of sérvers, computers, and other hardware device
ected with any other device through its connection to the Internet. The Internet (
nt which is conducive to information sharing.

Fity is concerned with protecting Internet-related services and related ICT syster
hin extension of networK security. These efforts aim to reduce Internet related sq
hizations, customers and other relevant stakeholders.

rity also ensures _the availability and reliability of Internet services. Over the In
Ces are on offer,_such as file transfer services, mail services or any services that
d with the end users. In this context, Internet security deals with the secure deli}
over the-public network.

). and 1nstant messaging services]. The web is composed of billions of connected

d

n. The
of the
5. Each
reates

ns and
curity

fernet,

can be
rery of

ansfer
digital

documents t

adNo o Bolng o 1o oo cat of »oloarad nagac

prepared and
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maintained as a collection in support of a single purpose.

at are

Web security deals with information security in the context of World Wide Web (WWW) and with web
services accessed over the public network. The web service is enabled by the use of HTTP protocol in
which any registered publicly available URL can be accessed. Web security also deals with security of
this HTTP connection used for information exchange.

A network can include components such as routers, hubs, cabling, telecommunications controllers,
key distribution centres, and technical control devices. Network security broadly covers all kinds of
networks that exist within an organization from local area network, wide area network, personal area
network and wireless networks.
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Network security is concerned with the design, implementation, operation and improvement of
networks, as well as the identification and treatment of network-related security risks within
organizations, between organizations, and between organizations and users.

Cybersecurity concerns managing information security risks when information is in digital form in
computers, storage and networks. Many of the information security controls, methods, and techniques
can be applied to manage cyber risks.

Cybersecurity also deals with protecting Internet-connected systems including hardware, software,
programs and data from potential attacks. Many of these attacks are characterized by targeted and
blended attacks with a high degree of sophistication and persistence. The threats can be Internet-
based and/or threats due to connectivity with other networks and systems within the organization or

custon
coursed

6 O
The p4

her and service provider's network, to which the organization communicates durl
of business.

yerview of Internet security

rsonally identifiable information (PII) of Internet users is captured| by many sites

offere

use artfificial intelligence (AI) techniques to provide recommendationsfor purchases, he

on the Internet. This includes application service providers whe'closely track user

g the normal

and services
activities and
hlthcare, time

management and a host of other feedback intending to make their lives and tasks easier to jnanage. Many

of thede sites collect this data without the users’ permission and.provide this data to othe

for m
preser]
servic

applic

Many tyises of the Internet involve exchange of information and provision of services that d

peopld
intere
device
applic
requir

While
to ben
featur
to alo
conse(
not ad

While
their 7
sites a

etary gain, again without the users' knowledge. Interested parties have been estz
ce on the Internet through websites, conducting e-€ommerce on a global scale, prd
bs on the Internet, using public cloud services to.deliver services and using web-b
itions and services.

and PII. PIl varies by jurisdiction. The security of such information and services cal
ted parties. Furthermore, the range of hardware connected to the Internet as eit
5 or private networks is increasingirapidly in the so-called Internet of things. A
ition of artificial intelligence within the Internet of things creates challenging Intg
Pments.

the Internet can facilitatesignificant business outcomes, there are always many
hanaged. It is importantto remember that the Internet was not originally designed
s in mind. Organizations rely heavily on the use of the Internet to conduct their buj
w level of trust associated with the Internet, business operations can face signif
uences from thelloss of confidentiality, integrity, and availability of information a
pquately controlled.

some individuals are careful in managing their online identity, most people upl
ersepnal profiles to share with others. Profiles on many sites, in particular soci3
hd ehat rooms, can be downloaded and stored by other parties. This can lead to th

 third parties
blishing their
viding digital
hsed business

0 not concern
1 be critical to
her individual
utonomy and
Prnet security

Kecurity risks
with security
siness. Owing
icant adverse
hd services, if

bad details of
1] networking
b creation of a

misuse disclosed to other narties or used
oot o tH e Pt O— tt

or secondary

data collection. While the accuracy and integrity of this data are questionable, they create links to
individuals and organizations that often cannot be completely erased. These developments in the
communication, entertainment, transportation, shopping, financial, insurance, and healthcare domains
create new risks to interested parties on the Internet. Thus, risks can be associated with loss of privacy
over the Internet.

The convergence of information and communication technologies, the ease of getting into the Internet
from desktops, laptops to mobile and IoT devices, and the narrowing of personal space between
individuals, are gaining the attention of malicious actors and criminal organizations.

These entities are using mechanisms such as phishing, spam and spyware, as well as developing attack
techniques like zero-day attacks, vishing, malicious websites and other deception techniques to exploit
any weaknesses they can discover on the Internet.
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In recent years, security attacks on the Internet have evolved from hacking for personal fame to
organized crime or cybercrime. A plethora of tools and processes previously observed in isolated
cybersecurity incidents are now being used together in multi-blended attacks, often with far reaching
malicious objectives.

Many of these tools are also available on public software repositories and other publicly available
resources. The objectives of an attack range from personal attacks, identity theft, financial frauds or
thefts, to hacktivism and information manipulation on the Internet. Much of the stolen personal data and
customer data are also made available on the dark net, which can be publicly accessible. Organizations,
and SMEs in particular, should understand the real consequences of “manipulating” information on the
Internet. These security risks are the cyber risks to the users accessing the Internet.

As the Internétis a global public network, transactions can originate from any part of the world |as can
attacks. The rhultiple modes of business transactions that are carried out on the Internet aré beqoming
the target of| cybercrime syndicates. Ranging from business-to-business, business-tosgonsumer to
consumer-to gonsumer services, the risks posed are inherently complex.

Another complexity arises from the fact that all interested parties, even when théy are not malicious,
have a differejnt view on their needs, requirements and threats, hence they have adifferent list qf risks
and controls fo counter them. This means that there is no “one size fits all” solution.

Criteria such|as what constitutes a transaction or an agreement are dépéndent on the specific legal
and regulatoily environments across jurisdictions. These criteria alsondepend on the interprethion of
the law and How each party in the relationship manages their liabjlity. Often, the issue of usirlg data
collected during the transaction or relationship is not addressed adequately. This can eventually Jead to
security concerns such as the leakage of information.

The legal angdl technical challenges posed by these Internet issues are far-reaching and glgbal in
nature. The challenges can only be addressed through collaboration between the information s¢curity
technical comjmunity, legal community and different regions to adopt a coherent strategy. This stirategy
should take ifto account the role of each interested\party and existing initiatives, within a franjework
of internationjal cooperation.

Information tfavels through the Internet instantly, meaning that attacks can also happen instantly. As
these speeds fare not easily apprehended by human mind, the attack is always discovered a lorlg time
after it occured, and damages are already potentially huge. In most cases, the identity of the attlackers
is hidden. Therefore, the use of artificial intelligence (Al) is frequently proposed to counter the attacks.

7 Interested parties

7.1 Genergl

Interested paftiesofInternet security include those who:

— use servitesover the Internet:

— use the Internet to provide services;

— provide the infrastructure and communicating capabilities of the Internet;
— globally coordinate the operation of the Internet;

— provide and enforce laws and regulations.

The interested parties of Internet security can be categorized as users (7.2), coordinators and
standardization organizations (7.3), government authorities (7.4), law enforcement agencies (7.5) and
Internet service providers (7.6).

8 © ISO/IEC 2023 - All rights reserved
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7.2 Users

Users is a term that refers to individuals, end-users as well as private and public organizations using
the Internet. Private organizations include small and medium enterprises (SMEs), as well as large
enterprises. Government and other public agencies are collectively referred to as public organizations.
Anindividual or an organization becomes a user when they access the Internet or any services available
over the Internet. Users can make use of Internet services, view or collect information. They can also
provide certain specific information which is within an application’s space, or open to limited members
or groups within the application’s space, or the general public.

User roles can include, but are not limited to, the following:
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regular security education of users in the organization through continuous technology and process

understanding and using proper channels in communicating with vendors and service providers on
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nator and standardization organisations

Coordinator and standardization organisations (ICANN, IETF, W3C etc.) develop technical standards on
the use of the Internet and the services provided by the service providers. They advise organizations of
their roles and responsibilities on the Internet.

7.4 Government authorities

Governments hold information on national security, strategic, military, intelligence issues among many
other elements relating to the government and state, but also a vast array of information on individuals,
organizations and society as a whole.
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ling organizations can include two categories:
of access to the Internet for employees and partners;
of services to eonsumers of the Internet.

s are provided either to a closed community (for example, registered users),
, through-the delivery of applications including cloud-service providers over the In
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of access services. This distinction is important from a security and, especially, law enforcement
perspective. In the event that a distributor or retailer is unable to provide adequate security or lawful
access, support services often default back to the carrier or wholesaler. Internet service providers
(ISPs) can provide support by supervising the “traffic” and providing alternative routes or hosts for
traffic control. They also can look for "dangerous" transfers over the Internet. With the necessary legal
authorizations and those of the users, they can filter what is dangerous, as it is the case with solutions
providing “sand boxes” to verify transferred files for malware. ISPs can warn their customers when
they discover threat patterns.
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8 Internet security risk assessment and treatment

8.1 General

[SO 31000 provides principles and generic guidelines on risk management while ISO/IEC 27005 provides
guidelines and processes for information security risk management in an organization, supporting
the requirements of an ISMS according to ISO/IEC 27001. The guidelines and processes provided by
these documents are recommended for addressing risk management in the context of the Internet. It
is the responsibility of the interested parties to define their approach for risk management. Several
existing methodologies can be used under the framework described in ISO/IEC 27005 to conduct a risk
assessment and manage the risks associated with the organization’s use of the Internet, considering the
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EXAMPLE1 Creditinformation can be sold on the black market or darknet, which can facilitate online identity
theft.

EXAMPLE 2  Other examples of threats that in turn equate to threats to life include cyber bullying, online

stalking and exploitation crimes including child exploitation and human trafficking.

Another threat is the possibility of the endpoint including personal devices and bring your own device
(BYOD) being made a zombie or a bot. Computing devices can become compromised and thereby part
of a larger botnet. The online presence and online business of an organization are often targeted by
miscreants whose intent is more than plain mischief.
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On a larger scale, the infrastructure that supports the Internet can be targeted as well. While this does
not affect the functioning of the Internet permanently, it affects the reliability and availability of the
infrastructure, which contributes to the security of the Internet.

On a national or international level, the Internet is an area in which illegal behaviour in a given
jurisdiction thrives. Due to the nature of the Internet, specifically the challenges in defining boundaries
and borders, it is difficult to regulate and control the way that it can be used.

Criminals can either legitimately buy the applications, services and resources that facilitate their cause,
or they can resort to illegal means of securing these resources to avoid detection and tracking. This can

include acquiring massive computing resources through botnets.
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other threat vectors. An attacker can also use communication hijacking (by tailgating or piggy-backing)
and disguise themselves behind the identity or credentials, and at the expense of the legitimate user
without them knowing.

Many of the attacks on the Internet are carried out using malicious software, such as spyware,
worms and viruses. Information is often gathered through phishing techniques. An attack can occur
as a singular attack vector or carried out as a blended attack or a targeted attack. These attacks can
be propagated via, for example, suspicious websites, unverified downloads, spam emails, remote
exploitation, zero-day exploitation, and infected removable media.

Other mechanisms growing in use and sophistication, for carrying out attacks, are those based on social
networking websites and the use of corrupted files on legitimate websites. Legitimate websites can
also be hacked into and have some of their files corrupted and used as a means for perpetrating attacks.
Individuals tend to implicitly trust commonly visited websites. Attackers can apply the waterhole
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technique to compromise a specific group of end users by infecting frequently visited websites. Besides
the attacks launched by human attackers, malware infected computers also launch various attacks to
surrounding connected computers.

With the proliferation of peer-to-peer applications, commonly used to share files such as digital music,
video, photos, etc., attackers are becoming increasingly sophisticated in how to disguise themselves and
their malicious code using the exchanged files as a Trojan for their attacks. Once an attacker, through
identity theft, can disguise themselves as a legitimate contact, the attacker can engage others, and a
new avenue is open for launching the various types of attacks.

Another technique is IP spoofing, in which the attacker manipulates the IP address associated with
their messages in an attempt to disguise it as a known, trusted source, thus gaining unauthorized
access|to systems.
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9 Security guidelines for the Intérnet

9.1 General
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An effective way to confront Internet security risks involves a combination of multiple strategies,
taking into consideration the various interested parties.

These strategies include:

— industry specific approaches, with collaboration of all interested parties to identify and address
Internet issues and risks;

— broad consumer and employee education, providing a trusted resource for how to identify and
address specific Internet risks within the organization as well as in the community of Internet
users;
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— innovative technology solutions to help protect consumers from known Internet-based attacks, to
stay current and be prepared against new exploitations;

— updated legislation and regulations to enable justice to prevail across jurisdictions.
9.2 Controls for Internet security

9.2.1 General

Most organizations use the Internet for various purposes, from web surfing, blogging, social networking
and accessing public cloud services, to information sharing and doing e-commerce business. This
involves sharmg-of-classifiedbusiness—information—inchrdingpersomat-information—white—exqcuting
online transactions. The Internet being a public network is prone to certain unique threats) If not
addressed, these threats result in attacks that can be difficult to manage.

Organization§ should develop policies, procedures and response capability to:

a) define th¢ rules for acceptable use of the Internet by personnel;

b) define what services may be exposed over the Internet;

c) identify the threats, vulnerabilities, attack vectors and their associated'risks;
d) define the roles and responsibilities of various users of the Interret;

e) conduct yser awareness on the safe practices for Internet usage;

f) specify tHe responsible departments for handling Internet security issues;

g) establishja response mechanism for cybersecurity incidents;

h) conduct $ecurity drills to test the response snechanism towards attacks originating frgm the
Internet.

Based on rislf assessment, one can uncover:the various relevant Internet security risks that fan be
addressed thijough various controls as explained below.

9.2.2 Policles for Internet security

relevant partjes in alignment’with security objectives. This determines which Internet serviges are
used, who is quthorized to:use them, and what the security objectives are. This policy directs al| other
guidelines for]the securé.connection to, and use of, the Internet.

An organizatipn should prepare and publish a policy concerning Internet usage by personnel an{ other

Policies for Infernét security should be defined, approved by management, published and commuricated
to, and acknoyvledged by, the relevant personnel, contractors and external parties. The Internet s¢curity
pOliCieS should bLipuldLE the peT sormmetauthorizedtoaccess thetrtermet,the comntent Lhe_y Tan view,
prohibited conduct on the Internet, among others. Responsibilities should be allocated for all activities
pertaining to the Internet, and for the design, approval, implementation, operation and monitoring of
all the specific controls applicable to Internet security.

ISO/IEC 27002 provides further guidance on policies for Internet security.

9.2.3 Access control

Access control includes access rights not only for users, but also other entities such as devices,
applications or automated processes. Therefore, every connection should be authenticated, and every
activity duly authorized, based on the roles and permissions established according to the business and
security rules, and each entity should be assigned the least privileged permissions. This enhances the
traceability of access to information and assets, and reduces anonymity to increase security.
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Rules to control physical and logical access to information and assets, other assets associated with
the Internet and information processing facilities should be established and implemented based on
business and information value. Rules regarding access to essential information and assets, other assets
associated with information and information processing facilities should be in line with an established
access control policy and information classification policy.

Accounts should only be restricted to users who are authorized due to their job role or function. Each
user should have separate accounts and they should not be shared, nor should the same password be
used for more than one account.

Access rights to information, systems, applications and services should be provisioned, reviewed,
adjusted, modified and removed according to the organization’s policy and procedure on access
contrgl. The allocation and use of privileged access rights should be restricted and cont'folled. Secure

authentication technologies and procedures should be implemented based on inforthation access
restridtions and related access control rules. Password management systems should-be put in place to
manage and support the process of password creation and the quality thereof.

Inforn
device
and ap
progrd

These
to suc
manag

re

re

ISO/IE

9.2.4

Organ
should
to prey

Numel
more S
are no

Organ
of forn
persor

ation systems directly connected to the Internet (e.g. firewall infrastfueture, netw;
5, etc.) can have one or more privileged utility programs that can be capable of over
plication controls. If an attacker gets access to any of the systems, then these pri
ms, if not properly controlled, can result in privileged access by.the attacker.
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pular review of all access rights;
pular review of administrative logs.

C 27002 and ISO/IEC 29146 provide further guidance on access management.

Education, awareness and training
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be regularly updated onthe main threats (e.g. phishing and vishing) and the actio
rent them and respond intase of improper action.
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C 27002 provides further guidance on education, awareness and training.

Security incident management

Security incidents on the Internet can range from a wide variety of cyber-attacks on Internet-facing
organizational resources, as well as servers, databases and applications that are behind the Internet
facing resources. Security incidents can be triggered from anywhere on the Internet. Sometimes the
host that is carrying the attack can be a compromised host. Some incidents can be sophisticated in
nature and involve special skills to adequately respond. Incidents often cross national, geographical
and organizational boundaries, and the speed of information flow and changes from the unfolding
incident often gives limited time for the responding individuals and organizations to act.
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An incident management team (IMT) with a supporting incident response team (IRT) should be
established to provide the organization with capability for assessing, responding to and learning from
such incidents. Incident response procedures should consider detecting and reporting the occurrence
of security events like potential and actual incidents by human or automatic means. Monitoring tools
implemented by the organization can detect and send security events for incident response. Threat
intelligence is information about threats and threat actors that helps mitigate harmful events in
cyberspace. Information security personnel should continuously scan threat intelligence sources like
social media intelligence, human intelligence, technical intelligence or intelligence from the deep and
dark web, collect the information and then analyse it.

A technical solution to support information sharing and coordination should be established to help

prepareandr

espond to security events and cyber incidents. This is an important step that organizations
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to regulators within defined time frames) should be considered “hen implem
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ed for efficient and effective information sharing, cogrdination and incident ha
sted parties in Internet security. This collaboratiod should be in a secure and 1

brent geographical locations and time zones-.and are likely to be governed by di
uirements.

haring and collaboration includes:
nts of considerations for establishing trust;
 processes for collaboration andinformation exchange and sharing;

requirements for systemsiintegration and interoperability between different inte

ion using the Interfiet'should define and apply procedures for the identification, coll
d preservation-ofinformation, which can serve as evidence in case of a security in

that evidenge:is collected in a manner that is admissible in the appropriate n
br international authorities in case the incident is proved to have originated from a
I the manitoring logs and other digital evidence.

ce cantranscend organizational or jurisdictional boundaries in case of a security in|
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as digital evidence for future course of action. The correct setting of computer clocks is impor

tant to

ensure the accuracy of audit logs, which can be expected for investigations in case of any attacks from
over the Internet or expected as evidence in possible legal action.

The information gained from the evaluation of security incidents of Internet-facing systems should be
used to identify recurring or related incidents in order to plan and implement changes to reduce the
likelihood or impact of future similar incidents. Tools like IPS and SIEM can be re-configured based on
the evaluation of the security incidents and relevant policy amendments can be initiated to prevent
future incidents.

ISO/IEC 27002 and the ISO/IEC 27035 series provide further guidance on incident management.
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9.2.6 Asset management

ICT components containing critical information and applications should be identified. Traditionally,
organizations have been expected to know where their assets are physically located in order to protect
them adequately. Organizations should not only keep an inventory of up-to-date ICT assets within their
control but should also maintain an information asset register of where their information is processed,
stored, transferred, whether it is on their internal network or uses cloud/Internet-based hosting
solutions. In this manner, the organization can manage the risks to their information wherever it resides
and make risk-based decisions regarding whether it is appropriate for that information to be stored
outside the organization's control environment. Similarly, for network components, organizations are
expected to know where the sen51tlve assets are located with regards to the entry points for potential
r connections
sed to access
twork. These
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C 27002 provides further guidance on asset manmagement.

Supplier management
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For cloud services accessible over the Internet and as subscribed by the organization, the organization
is expected to review and negotiate the cloud service agreements with the cloud service provider(s).
The organization should undertake the relevant risk assessment to identify the risks associated with
using the cloud services and manage the risks for the duration of the agreement. It is expected that
the cloud service agreement addresses the confidentiality, integrity, availability and PII handling
requirements of the organization. For any cloud services where an organization is unable to negotiate
the terms of the agreement, it is expected that the organization enters the agreement with eyes wide
open, understanding the risks of using the service and how to manage these risks for the duration of
the agreement.

Cloud-based tools like web meeting tools, web chatting tools and cloud storage tools pose the risk to an
organization if these tools have inherent security bugs that can be exploited by bad actors, therefore it
is important for the organization to establish security controls for usage of these cloud-based tools.

© ISO/IEC 2023 - All rights reserved 17


https://iecnorm.com/api/?name=6e12649b4a357a0a62b1585d441ea6c1

ISO/IEC 27032:2023(E)

The following can be considered for inclusion in the agreements in order to satisfy the identified
Internet security requirements:

a)

legal and regulatory requirements, including information protection requirements at the ISP's end
like protection from DDoS and other attacks;

b) obligation of each contractual party to implement an agreed set of controls including access control,
network and system monitoring, reporting and auditing; as well as the supplier’s obligations to

comply with the organization’s security requirements;

incident management requirements and procedures (especially notification and collaboration
during incident remediation);

mation
w the
panges

monitorilllg, review and change management of supplier services to ensure that the inforn
security ferms and conditions of the agreements are being adhered to, and that they, all
monitoripg of service performance levels to verify adherence to the agreements, monitor cl

d)

made by §

ISO/IEC 270d
guidance rela
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ess continuity over the Internet

s activities like Internet based trading and other e-commerce activities depend
Internet infrastructure within the organization. Disruptions to Internet services
b and DDoS attacks from bad actors, perimeter devige malfunction or any disruptio
oS and DDoS attacks can also be conducted by*bad actors on the ISP end that can
utage of the Internet backbone. Information, processing facilities should be implen

with redunda

Any disruptions in the Internet infrastructure constititte continuity risks to the organization and
be addressed by the organization. Organizations should plan for procurement of Internet service
different ISPq for basic continuity measures. Onganizations should deploy security measures td
disruptions like anti-DDoS measures for contihuity of network devices. Organizations can also T
respective ISPs to deploy anti-DDoS measures within the ISP network. Regardless of the con
service, organpizations should continue\to’consider information security in any solution even w

business cont

ISO/IEC 2700

9.2.9 Privaky protectionover the Internet

Most service
the interests
PII on their n

cy sufficient to meet availability requirements.

inuity mode.

P, [SO 22301 and ASO/IEC 27031 provide further guidance related to ICT continuity,

providers.control or process PII. When this information is used for purposes diffe
pf the data principal, privacy concerns are raised. A hosting service provider prg

urther
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btvork and data centre as part of their business services. These services, which i

nclude

' ) o 5 A y )
other consumers, such as small businesses and end-users and made accessible over the Internet.

Should the hosting subscribers set up an insecure server, or host malicious contents in their sites or
applications, the security of the consumers including PII stored by such online applications, will be
adversely affected. As such, it is important that services, at a minimum, meet best practice standards
by complying with the minimum terms of agreements that covers the privacy requirements of the
users. In addition to the data protection and personal privacy provisions on the Internet-facing site
or application, service providers should require such sites or applications hosted on their networks to
implement a set of best practice security controls at the application level before they go live. Prior to
signing up to a service on the Internet, organizations should undertake a privacy impact assessment
(PIA) to identify the personal information that can be used, collected, processed, stored or transmitted
and the associated privacy risks to determine whether they are acceptable to the organization and
manage these accordingly. This does not only include collecting customer data to provide a service but
can also include collecting metadata such as IP addresses or geolocation data of individuals browsing
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websites. Organizations should publish a privacy notice on their site to clearly inform all their users
of the requirements of interacting with the organization’s online services. Data masking should be
used according to the organization’s policy on access control and business requirements, taking legal
requirements into consideration. DLP measures should be applied to systems and networks that
process, store or transmit sensitive information. There are technological features in some Internet
browsers, that allow privacy settings to be changed by the user.

ISO/IEC 27002, ISO/IEC 27701, ISO/IEC 29100 and ISO/IEC 27018 provide further guidance related to
privacy.

9.2.10 Vulnerability management
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zation’s exposure to such vulnerabilities should be evaluated and appropriate me
bn to address the associated risk. Configurations, including security configurations
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tify, handle and disclose vulnerabilities of the products and\services they supply.
abilities disclosed by the product and service vendors,@ppropriate protection
hented to address the vulnerabilities.

he increasing proliferation of malware on the Infernet, a service providing org
ortant and useful for relevant vendors to assess the risk of malware infection

bd effectively. In this regard, an organization should establish contact with securit
relevant reports and malware samples‘toe the vendors for follow-up, particularly if
spike in prevalence. Most vendors miaintain an email list for receiving such repoj
lysis and follow-up.

frolled installation of software on computing devices can lead to introducing v|

ted by the supplier. Over time, software vendors cease to support older version
ganization should consider the risks of relying on unsupported software includin

ntained/te‘the latest appropriate release of the software.

mitigations for vulnerabilities include:
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Iy fashion. The
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of hardware,

re, services and networks should be established, documented, implemented, and monitored and

zations that supply technology products (firewall, IDS, IPS etc.) and'Services (netyork services,
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e reports relating to malware and spyware infection's and other security issues. Sudh information
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s to necessary tools to ensure that any neiw.malware or spyware detected can He removed or

7 vendors and
there appears
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ulnerabilities.

ganization should define afid enforce strict policy on which types of software users can install.
ire patches should be agplied when they can help to remove or reduce security vulnerabilities.

" supplied software:used in operational systems over the Internet should be maintdined at a level

5 of software.
b open-source

re when usgdiin operational systems. Open-source software used in operational systems should

reconfiguring the technical systems;

avoiding the risk by managing Internet access;

training staff and users;

applying defence in-depth measures i.e. where one controls fails, there is another independent
method in place to continue to defend;

system security testing, secure SDLC and testing of patches, updates before deployment.

ISO/IEC 27002, ISO/IEC 30111 and ISO/IEC 29147 provide further guidance related to vulnerability
management.
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9.2.11 Network management

Reducing the exposure of assets connected to Internet reduces risks related to unauthorized access,
tampering or damage. Controls should be implemented to ensure the security of information connected
to the Internet and to the protection of connected services from unauthorized access. Controls should
be established to safeguard the confidentiality and integrity of data passing over the Internet and to
protect the connected systems and applications. Systems that can be connected to the Internet should
be restricted and where permitted, should be authenticated. Logging and monitoring of network
devices and systems associated with the organization's Internet infrastructure, should be applied for
recording and detecting actions that can affect, or are relevant to, Internet security. The organization
should consider managlng the securlty of systems connected to the Internet by segregatmg the same
from other orga ] egated
network shoulld be well deflned and should be controlled usmg a gateway (e.g. firewall, flltermg rputer).

The following should be considered for network security implementation:

— Ensure there is a monitored and reliable interface between the organization’s.iietwork and the
Internet, fhat also ensures access control of all entities, and not only authorized people. Informnation
and applications should also be controlled before granting both access to and from the internal
infrastrugture.

— Structurq the internal network to isolate highly critical assets from general use assets, by cieating
kind of sillos or clusters with adequate access control. Ensure sub-networks with filtering fouters
and imbefded sub-networks to avoid having a straight path to critical assets.

— Monitor gdnd analyse internal traffic to detect and block illi¢it)activities.

— Ensure the access and use of Internet and its services (including the communication with perjsonnel
working Iutside the physical facilities) is preserved.

— Ensure that the internal network is sufficiently.segregated with internal border protections to
isolate crjitical or crucial components from the'entry-points and easy to access internal tiansfer
channels,

Rules should pe formulated on the use of Internet and services accessed over the Internet to coyer the
following aspgcts at a minimum:

a) the netwprk services over the Internet that may be accessed by the user and author]zation
procedurgs for such services;

b) network [management and technological controls and procedures to protect access to Irternet
connectigns and network services over the Internet;

c) the meanp used to.access Internet and services over the Internet (e.g. HTTPS, VPN);

d) monitorirllg of‘the services accessed over the Internet (e.g. bandwidth monitoring, SIEM).

Afirewall is a critical network perimeter device and organizations should consider firewall technologies
that can better address the Internet-based attacks. The aim of this device is to provide a protection from
the threats coming from the Internet and prevent the uncontrolled transfer of proprietary information
to the Internet. Router technologies can be deployed with in-built features or add-on modules to
enhance network security and can address cyber risks like DoS and DDoS attacks.

Network-based IDS and network-based IPS technologies can be deployed with artificial intelligence
and machine learning to deal with advanced Internet-based attacks including attacks with known
signature patterns and behaviour. Depending upon their network setup, organizations can consider
network appliances that come with in-built various network security modules like firewall, IPS, DLP
and protection from attacks targeting DNS.

ISO/IEC 27002 and the ISO/IEC 27033 series provide further guidance on network security.
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9.2.12 Protection against malware

Anti-malware software scans data and programs to identify suspicious patterns associated with
malware. To enable detection of new malicious code, it is very important to ensure that the scanning
software is always kept up to date, desirably through daily updates.

Given the potential for new malware to target zero-day vulnerabilities, software exists that can
identify known variants. This includes technology that can identify potential attack patterns. While
not fool proof, this software does provide a higher level of protection than not using it. Several popular
operating systems have some embedded features to protect against common malware but should still
be supplemented with anti-malware technology for higher risk environments.

b) uding anti-malware software on all client systems, especially’those used for Interpet access by
employees;

c) schnning files, emails, instant messaging attachments, webpages and external linKs for viruses,
rahsomware, trojans and other forms of malware;

d) blpcking suspicious pop-ups, web advertisements, known or suspected malicious websites, and
uding blocklists for unauthorized services, e;g. chat channels or web mail services;

e) making users aware that there are greater risks associated with malware when|dealing with
external parties over external links;

f) verifying that accurate information relating to malware comes from qualified gnd reputable
sources (e.g. reliable Internet sites or suppliers of anti-malware software);

g) injplementing logging and.rhonitoring for all services which allow the possibility to|transfer data
tovards the Internet;

h) reptricting the use ofunauthorised services which enable the transfer of big amountq of data;
i) injplementing filters for non-authorized protocols, e.g. peer-to-peer networking protacols;

j)  patching’kKnown system vulnerabilities within time frames based on vulnerability cyiticality, with
fofus 6nyall systems receiving Internet traffic;

k froiving curc formac and ol oot oo o accad auar tha Tantapant o dicbla £, ot th t t
C lllsul llls J]JLblllJ daIrru thll.}llbul,l\llld ALLLOoOCU UVEIT LIIU TIITCT TIU L, tTU UloduIic IUAA\,LLUA D a are no

necessary (e.g. macros);

1) preparing appropriate plans for recovering from malware attacks, including all necessary data and
software backup (including both online and offline backup) and recovery arrangements.

ISO/IEC 27002 provides further guidance on protection against malware.

9.2.13 Change management

Change management policies and processes should be established to ensure that it is easier for
organizations to roll out changes to the IT infrastructure, manage changes to IT systems and
applications in order to prevent unscheduled disruption, data corruption or loss. Organizations should
include Internet security related changes for systems hosted on the Internet in its change management
process. These processes help the organization to request, prioritize, authorize, approve, schedule
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and implement any changes. Change management policies include statements on responsibilities and
duties of system managers, importing software and files, access control, among others. All changes
(modifications, moves, removals or additions) of network components or structure should be managed

to keep the ar

chitecture and the infrastructure drawings up to date.

ISO/IEC 27002 provides further guidance on change management.

9.2.14 Identification of applicable legislation and compliance requirements

The Internet is increasingly used as a platform to deploy many online transaction services. There can be
data security, cybersecurity and privacy laws and regulations on protection of confidentiality, integrity

and availabili

ty of transaction details.

Banking trarn
activities are
and cyber s¢
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loss, destruct
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or criminal ad
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9.2.15 Use of cryptography
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Cryptography
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uses cryptogi
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for generating
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keys need prdtection against unauthorized use, as well as disclosure. Equipment used to generatg

and archive k
kept in mind
techniques an

sactions, payment channels, mobile app-based transactions and other efdomnj
usually regulated due to involvement of money in digital form. All informatien se

approach to meet these requirements should be identified, documented and kep

that records maintained on online systems accessed over the Internet, are protecte
on, falsification, unauthorized access and unauthorized release,in accordance wit]
ulatory, contractual and business requirements. Records cah be required as eviden
bn operates within statutory or regulatory rules, to ensure-defence against potenti
tion or to confirm the financial status of an organization'to interested parties.

P provides further guidance on legislation and cofapliance requirements.

s. Avirtual private network (VPN) is asimple solution. Cryptography has some cons

" devices, which should be considered as confidential and critical.

should be used to protect the confidentiality, authenticity and/or integrity of infor}
ver the Internet. Implementation of VPN and HTTPS (hypertext transfer protocol
aphy for secure connections. Cryptographic algorithms, key lengths and usage pr
cted according to best practice. Appropriate key management requires secure prd
I, storing, archiving, retrieving, distributing, retiring and destroying cryptographi

by's should be physically protected where relevant. When using cryptography, it shd
that(different regulations and national restrictions can apply to the use of cryptog

merce
curity
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bhic keys sheuld be protected against modification and loss. In addition, secret and private
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d.the issues of trans-border flow of encrypted information.

ISO/IEC 27002 provides further guidance on use of cryptography.

9.2.16 Application security for Internet-facing applications

New technology can be adopted for systems that are part of the internet infrastructure. The new
technology should be analysed for security risks and the design should be reviewed against known
attack patterns. Security should be embedded while designing the system. The systems should also
be regularly reviewed to ensure that they remain up to date in terms of combatting any new potential
threats and in remaining applicable to advances in the technologies and solutions being applied.

Organizations should adopt secure engineering principles including implementing a secure
development life cycle to identify and mitigate risks in products and solutions being developed. This
should consider threat modelling, user authentication techniques, supply chain components, secure
session control and data validation, sanitization and a security-oriented design review to help identify
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