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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The pfocedures used to develop this document and those intended for its further ma
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Introduction

This document is intended for use by:

a) individuals who would like to demonstrate their competence as information security management
system (ISMS) professionals, or who wish to understand and accomplish the competence required

for working in this area, as well as wishing to broaden their knowledge,

b) organizations seeking potential ISMS professional candidates to define the competence required

for positions in ISMS related roles,

C) bodies to ann]np certification for ISMS prnfﬂccinna]c which need a hnr]y of Lrnnmr]ndgn (R
examinatjon sources, and

d) organizafions for education and training, such as universities and vocational institutions, t
their syllabuses and courses to the competence requirements for ISMS professionals:

This document should be read and used in conjunction with ISO/IEC 27001.

K) for

b align
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Information technology — Security techniques —
Competence requirements for information security
management systems professionals

1 Scope

This d
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2 N
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consti
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ISO/IE
systent
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shing, implementing, maintaining and continually improving one or more inform
ement system processes that conforms to ISO/IEC 27001.

prmative references

llowing documents are referred to in the text in such a way thiat some or all of]
utes requirements of this document. For dated references, only the edition cite
d references, the latest edition of the referenced document (including any amendn]

C 27000, Information technology — Security techniques~— Information securit)
s — Overview and vocabulary

3 T

For the purposes of this document, the terms and definitions given in ISO/IEC 27
followling apply.

[SO and [EC maintain terminological databases for use in standardization at the following

— IS
— IE

31
compg
ability]

[SOUR

3.2
inforn

rms and definitions

D Online browsing platform: available at http://www.iso.org/obp

C Electropedia: availableatttp://www.electropedia.org/

rtence
to apply knowledge and skills to achieve intended results

CE: ISO/IE€17024:2012, 3.6]

nation security management system professional

ISMS |
perso

rofessional

r involved in
htion security

their content
d applies. For
ents) applies.

management

000 and the

addresses:

WINO eStdD

security management system processes

4 Concept and structure

4.1 General

re information

ISMS professionals are people whose role is to manage the establishment, implementation, maintenance
and continual improvement of one or more ISMS processes. They shall have and maintain knowledge

and sk

ills required in this document to fulfil their role successfully.
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4.2 Conce

pt of ISMS competence

Within an organization, several management systems may be implemented, operated and maintained.
Each management system will be the responsibility of one or more professionals. One such system is the
ISMS. This document describes the business management and domain-specific competence required
of ISMS professionals responsible for an organization’s ISMS. Figure 1 illustrates how “common
management” and “domain-specific” competence (namely A, B, and X competence) are related with
information security competence. Business management competence are given in Clause 5. Information
security competence for ISMS professionals are given in Clause 6.

[N N

Information A
security competence
Competence for competence
ISMS Competende for
professionals A-MS
professionals
Common > N
management >
competence DN
N
\
\ \
\ \
N\
Competence for X \ Competende for
X-MS X N\ \ B-MS
professionals competence N N professionals
~_ _ 7/
Figure 1[— Relationship of ISMS-spécific competence with common and domain-specific
competence
4.3 Structyre of ISMS campetence
For each of ISP/IEC 27001:2013, Clauses 5 to 10, one category and several competence are definegl. Each
competence i$ given.d unique name and a unique number, a reference to associated clauses/subglauses

of ISO/IEC 2

topics and skillsthiat make up the competence. Each competence is presented using a common tey

vledge
nplate,

712)01 iflapplicable, the intended outcome of the competence and a list of the knoy

shown in Table 1

Table 1 — Template for competence description

ISO/IEC 27001 :2013 N.N Title of clause/subclause

clause/subclause

(if applicable)

Intended outcome Description of intended outcome - the result of applying the competence

Knowledge required — Outlines of the topics, concepts and principles ISMS professionals
know, are aware of, or are familiar with in this competence

Skills required — The skills ISMS professionals are able to perform

© ISO/IEC 2017 - All rights reserved
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4.4 Demonstration of competence
For each competence, ISMS professionals shall be able to demonstrate the following:

a) knowledge of the competence demonstrated by the possession of educational and/or professional
qualifications; and

b) skill, or ability to carry out the managerial or technical tasks.

4.5 Structure of this document

This document shows the competence required for ISMS professionals structured into two categories.
These[categories are arranged based on common areas of business management andl information
securify management and include 12 competence each. This is followed by a breakdpwn of ISMS-
specific competence in a process order (Planning, Operation, Support, Performaree evaluation, and
Improyement). The structure of the clauses/subclauses is as follows:

— 5 Business management competence for ISMS Professionals

nformation security competence

|
‘O\ (@)}

.1 ISMS competence: Information Security

|
‘O\

.2 ISMS competence: Information Security Planning

|
‘O\

.B ISMS competence: Information Security Operatioi

|
o)

L [SMS competence: Information Security Support

|
‘0\

.b ISMS competence: Information Security Rerformance evaluation

‘O\

.6 ISMS competence: Information Security Improvement.

Annex|A provides elements of knowledge for ISMS professionals that can be used in a body|of knowledge
(BOK)|for an organization. When an_onganization creates a BOK which covers the knowledge for ISMS
profespionals, Annex A can be referenced as a source of elements that are included in the BOK.

5 Business management competence for ISMS Professionals

5.1 General

To accpmplish theirroles in an organization successfully and efficiently ISMS professional$ shall acquire
and keep up-to-date with respect to the fundamental areas of business management.

5.2 Competence: Leadership

ISO/IEC 27001:2013 |5 Leadership
clause/subclause
(if applicable)
Intended outcome Directing, motivating and encouraging staff across the organization to deliver
information security

Knowledge required |— Theories of leadership

— Negotiation techniques

© ISO/IEC 2017 - All rights reserved 3
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SKkills required

Set and give direction for information security across the organization

Provide guidance, set objectives and drive progress within the information
security function, team and the business

Deliver commitments
Deploy responsibilities and authorities at the different levels of the organization

5.3 Competence: Communication

ISO/IEC 27001:2013
clause/subclause

7.4 Communication

(if applicabl

)

Intended ou

fcome

Sharing the correct information in a concise manner with the relevant parties
and enabling the most productive interaction with the organization's mgnage-
ment with regards to information security

Knowledge required |— Theories and methods of communication
— Stakeholder analysis techniques
— Communication techniques
Skills requifed — Design the process and communication channels appropriate for the or-
ganization to establish the ISMS
— Communicate using appropriate language and media to a range of audjiences
— Forge relationships with top mandgement and business professiongls
— Determine the need for internal*and external communications relevant
the ISMS
5.4 Compdtence: Business Strategy and ISMS
ISO/IEC 27(001:2013|4.1 Understanding the-organization and its context
clause/supclause
(if applicablg)

Intended ou

fcome

Understanding - how business strategy is formulated and how infornpation
security and ISMS strategy fits into the overall business strategy

Knowledge }

required

Business strategy and strategy formulation process
The legal and regulatory environment in which the organization opprates
Definition of strategy, for example, by using a strategic alignment tfee

Application of strategic objectives and ISMS global objectives to the dif-
ferent process of the ISMS

Skills requipy

ed

Understand business strategy and the strategy of the organization

Set information security objectives in the context of the business and its
strategy

Demonstrate strategic direction with respect to the ISMS, ranging from
planning to improvement that is organized toward common goals in in-
formation security

Allocate (or assist in the allocation of) resources to meet business and
information security objectives

© ISO/IEC 2017 - All rights reserved
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5.5 Competence: Organization design, culture, behaviour and stakeholder management

ISO/IEC 27001:2013|4.2 Understanding the needs and expectations of interested parties
clause/subclause
(if applicable)
Intended outcome Ensuring that the ISMS implementation matches the organizational structure
and culture

Knowledge required |— Organization design theory
— Theory of organization culture
— Organizational behaviour approaches, methodologies and frameworks

— Conflict management

Skillgrequired — Understand organization design

— Understand organization behaviour

— Analyse and evaluate organization culture
— Integrate the ISMS into organization design

— Manage conflict stakeholders with different interests and negotiate in
order to accomplish security objectives

5.6 Competence: Process design and organizational ¢hange management

ISO/IEC 27001:2013|No applicable clauses or subclauses
clause/subclause

(if applicable)
Intenfded outcome Engineering of the perfermance of day-by-day information sedurity related
activities
Knowledge required |— Operational plahning and control
— Process design methodologies and frameworks
— Processidocumentation and record management
— Organizational context
— . Change management methodologies and frameworks
Skilld required =-\" Direct processes, and oversee the plans to achieve informdtion security

objectives
— Manage organizational processes
— Manage outsourced processes
— Manage change management processes

— Manage records

© ISO/IEC 2017 - All rights reserved 5
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5.7 Competence: Human Resource, team and individual management

ISO/IEC 27001:2013|7.2 Competence
clause/subclause
(if applicable)
Intended outcome Taking proactive action and developing organizational processes to address the
development needs of individuals, teams and the entire workforce

Knowledge required |— Appraisal systems and processes
— Competence development methods
— Competence needs analysis methodologies

— Learning and development support methods (e.g. coaching, teaching,trdining)
—  The optimum staffing and skills required to implement and maintain the ISMS
— Information security qualifications and certifications

Skills required — Setorganizational and individual objectives, goals and targets and link them
— Understand and use strategies such as empowermeht

— Measure and influence the level of employee motivation
— Usetools such as performance management, objective setting and appraisals
— Coach and/or train and/or mentor individuals or teams

— Work in cross-functional teams to achieve business and/or information
security objectives

— Build a team work culture

— Support the specification, intérview, recruitment, selection, trafining,
supervision and development of staff with appropriate skills, expefience
and motivation

— Measure the results of‘\training, coaching and related actions and the ac-
quisition of the skills

5.8 Compdtence: Risk management

ISO/IEC 27001:2013 |No applicable-clauses or subclauses
clause/supclause

(if applicablg)
Intended oufcome Understanding of the methodologies, frameworks and outputs of risk management
Knowledge required (>~ Fundamental principles of risk
— Business risk management methodologies and frameworks, risk alssess-
ment treatment
— Thelegal and regulatory environment the organization operates in
Skills required — Understand the definition of risk and its components in real-world scenarios

— Comprehend business risk management methodologies, assessment and
treatment methodologies and processes

— Explain the outputs of business or enterprise risk management

6 © ISO/IEC 2017 - All rights reserved
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5.9 Competence: Resource management

1SO/1

EC 27001:2013

clause/subclause
(if applicable)

7.1 Resources

Inten

ded outcome

Ensuring that appropriate resources are determined and provided in time for
the establishment, implementation, maintenance and continual improvement
of the ISMS

Knowledge required

Financial reporting and measurement
Budget creation and management techniques

Cost management and reduction techniques
Time and materials management techniques
Management review and corrective action processes

Skill§required — Determine the resources needed for the establishment, implementation,
maintenance and continual improvement of thie ISMS
— Budget business elements including cost of implementation gnd operation
of the ISMS
— Understand financial reporting, incliding cashflow and profit and loss
— Create business and investment cases
— State ROI (return on investment), ROSI (return on security investment)
and other financial benefits
— Apply cost control and budget management techniques
— Provide appropriateaesources in time in the right place
5.10 Competence: Information systems architecture
ISO/IEC 27001:2013 |No applicable clauses or subclauses
claupe/subclause
(if applicable)
Intenfded outcome Undefstanding the applicable information systems architecture used to create,

store, process, transmit and dispose of the organization's inform

htion

Know

ledge required

Information systems architecture requirements

Hardware components, tools and hardware architectures
Operating systems and software platforms

Integration of, and dependency on, business processes with IC
Information security aspects of information systems architg

[ applications
pcture

Skills

required

information

Understand the business objectives/drivers that impact thd

systems architecture

Understand the interaction of security components and information system

architecture components

© ISO/IEC 2017 - All rights reserved
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5.11 Competence: Project and portfolio management

ISO/IEC 27001:2013|No applicable clauses or subclauses
clause/subclause
(if applicable)
Intended outcome Managing efficiently and effectively the different types of ISMS related projects
and actions (such as corrective, preventative, improvement) in order to meet
their intended outcomes on time, on budget and to quality

Knowledge required |— Project management methodologies and frameworks
— Portfolio management methodologies and frameworks

— Approaches to detine project steps and tools to set up action plans

Skills required — Manage projects, portfolio, activities and tasks
— Manage, with the business, the portfolio of ISMS-related investment pijojects

— Plan projects to implement strategies, establish procedures,and implpment
them successfully and efficiently

— Work in cross-disciplinary teams to achieve business’and/or inforrhation
security objectives

5.12 Compdtence: Supplier management

ISO/IEC 27(001:2013|No applicable clauses or subclauses
clause/supclause
(if applicablg)
Intended oufcome Understanding the role of suppliers and the supply chain in the organifation
and the impact on information'security

Knowledge required |— Use of suppliers and the supply chain

Skills required — Assess suppliers and‘'the supply chain(s)
—  Assess the impacbon information security of suppliers and the supply clpain(s)
— Manage suppliers where required

— Provide{information security guidance when creating, assessing, selgcting,
managing and exiting supplier relationships

5.13 Compdtence: Problém management

ISO/IEC 27(001:2013No applicable clauses or subclauses
clause/supclause
(if applicablg)
Intended oufcome Identifying and resolving problems that might have consequences for th¢ ISMS
in a timely manner

Knowledge required |— Problem solving and analysis methodologies and frameworks

SKkills required — Understand internal and external issues
— Analyse and synthesize information and data concerning the problems

— Describe management problems analytically, apply analytical approaches,
and elaborate problem solutions

— Present and explain proposed solutions to relevant audiences

8 © ISO/IEC 2017 - All rights reserved
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6 Information security competence for ISMS professionals

6.1 ISMS Competence: Information Security

6.1.1 General

To accomplish their roles in an organization successfully and efficiently ISMS professionals shall acquire
and keep up-to-date with respect to the general information security techniques and processes that are
common to information security management, engineering and operations such as key principles and
objectives of information security.

6.1.2 | Competence: Information security governance

ISO/IEC 27001:2013
claupe/subclause
(if applicable)

No applicable clauses or subclauses

Intenfed outcome

Provisioning of high-level direction to the ISMS

Knowledge required

Business and/or corporate governance frameworks
Information security governance conCepts and frameworks
Information security governancesstandards (e.g. ISO/IEC 27(

ISMS-specific legal and regulatory issues

Enterprise governance andd T governance and related international standards

14)

Skillgrequired

Design a governance framework that aligns with/supports
governance framework

Identify reporting:and control requirements
Create, implement and maintain an information security governarn
Set out the principles of information security governance

— Establish organization-wide information security

£ y"Adopt a risk-based approach

— Setthe direction of investment decisions

— Ensure conformance with internal and external decisions

— Foster a security-positive environment

Understand and determine the scope of legal, regulatory 4
requirements that can impact the ISMS

Define roles and responsibilities within the framework

the business

ce framework

nd guideline

6.1.3 Competence: Context of the organization

ISO/IEC 27001:2013
clause/subclause
(if applicable)

4.1 Understanding the organization and its context

4.2 Understanding the needs and expectations of interested parties

Intended outcome

Identifying the internal and external issues that could influence the ISMS

Knowledge required

Methodologies and frameworks for analysing context of the
Organizational culture

Information flow diagram

The context of the organization in which the ISMS will be implemented

Legal/regulatory frameworks concerning the ISMS

organization

© ISO/IEC 2017 - All rights reserved
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SKkills required

Determine interested parties related to the ISMS and identify requirements
of these interested parties

Determine the scope of the ISMS, boundaries and applicability of the ISMS
and stakeholders

Communicate the purpose and benefits of the ISMS to interested parties
State the intended outcome(s) of the ISMS

6.2 ISMS Competence: Information Security Planning

6.2.1 General

To accomplish their roles in an organization successfully and efficiently ISMS professionals shall qcquire

and keep up-to-date with respect to planning an ISMS.

6.2.2 Competence: Scope of ISMS

ISO/IEC 27(001:2013
clause/supclause
(if applicablg)

4.3 Determining the scope of the ISMS

6.2 Information security objectives and plans to achieve them

Intended outcome

Demonstrating strategic direction with respectto ISMS, ranging from plgnning
to improvement that is organized toward a cahimon goal in information sefcurity

Knowledge yequired

Information security objectives and,planning to achieve them
Information security governance frameworks
Information security policy{frameworks

Skills required

Craft, maintain and commufricate information security strategy and pplicies
in alignment with business strategy

Determine interestéd parties and their requirements

Lead strategic information security planning for the ISMS
Explain the business benefits of adopting the ISMS

Establish ISMS organization relevant to organization’s strategy
Understand the issues relevant to organization’s purpose and the ISMS
Understand and define the scope of the ISMS

Synthesize needs, expectations and requirements to determine the drivers
for the ISMS

Define organizational roles, responsibilities with regard to the ISM|S

Understand and generate key performance indicators, key risk indifators

and other business measures for the information security strategy and
+the ISMS

10
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Competence: Information security risk assessment and treatment

ISO/IEC 27001:2013
clause/subclause
(if applicable)

6.1 Actions to address risks and opportunities

8.2 Information security risk assessment

8.3 Information security risk treatment

Intended outcome

Applying general risk management techniques (see 5.8 Competence: Risk

management) to information security risks

Knowledge required

Information security risk assessment/treatment methodologies and

frameworks

Information securitv risk assessment
"

Information security risk treatment

Standards related to risk and information securitymisk (e
and ISO/IEC 27005)

Controls and control objectives as stated in ISOAEC 27001:2

g. 1SO 31000

013, Annex A

Skills

required

Provide direction and guidance in assessing and evaluating
security risks and monitor compliance with\information secur
and appropriate information security pelicies

Determine and address the businessrisks and opportunities,
implement the actions into ISMS¢processes

Define and apply the information security risk assessment ajnd treatment

processes
Select, implement and imp¥rove controls to reduce informatior
Compare the controls applied with those stated in ISO/IEQ

Annex A and verify<that no necessary controls have been onpitted

F information
ity standards

integrate and

security risk
27001:2013,

6.3 |

6.3.1

To acc
and k¢

General

SMS Competence: InformationSecurity Operation

pmplish their roles in anférganization successfully and efficiently ISMS professional
ep up-to-date with respect to operating and running an ISMS.

b shall acquire

© ISO/IEC 2017 - All rights reserved
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6.3.2 Competence: Information security operations

clause/su

ISO/IEC 27001:2013

(if applicable)

bclause

8 Operation

Intended outcome

Performing information security-related processes efficiently and effectively

Knowledge required |—

Asset management methodologies and frameworks
Access control methodologies and frameworks
Information security engineering methodologies and frameworks

Methodologies and frameworks for physical and environmental protection

Communications security methodologies and frameworks

System acquisition, development and maintenance methodoelogis
frameworks

Information security incident management methodologies and frame
Disaster Recovery methodologies and frameworks

Business continuity methodologies and frameworks

Compliance methodologies and frameworks

Change and configuration management methodologies and framew
Information security risk assessment and treatment
Information technologies

Software life cycle frameworks and methodologies

Fundamentals of operation ang implementation of widely deployed
mation security controls

Controls and control objectives as stated in ISO/IEC 27001:2013, Ay

works

s and

orks

infor-

nex A

SKkills requiy

ed —

Manage informatiowsecurity in outsourced processes
Perform information security risk assessment processes
Implement information security risk treatment plan
Measurg-information security-related processes/operations

Measure information security in other business processes/operatipns in

organization

6.4 ISMSC

6.4.1 Gene

To accomplish

ral

and keep up-t

pmpetenceflnformation Security Support

theirroles in an organization successfully and efficiently ISMS professionals shall 4

Adatavith racnact 0 cym ot g A TCNC
t ¥ ot
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6.4.2 Competence: Information security awareness, education and training

ISO/IEC 27001:2013|7.3 Awareness

clause/subclause
(if applicable)
Intended outcomes |Diffusing an information security culture among the personnel operating within
the ISMS
Knowledge required |— Information security awareness, education and training approaches and
techniques
— Learning approaches and styles
— Pedagogical approaches and education delivery methods
— Training needs analysis methodologies
Skillgrequired — Create education and awareness programmes and advise ogerating units

at all levels on the information security policy, their contripution to the
effectiveness of the ISMS, best practices

— Maintain awareness of the security status of sensitive information systems
— Identify awareness, training and educatieni Tequirements

— Generate information security awareuess, education and trairling messages
and disseminate to a range of audiences

— Evaluate and suggest enforcement mechanisms to supporg information
security culture

6.4.3 | Competence: Documentation

ISO/IEC 27001:2013|6.2 Information security’objectives and plans to achieve them
clause/subclause
(if applicable)

Intenfed outcome Controlling the lifecycle of the information security management dpcumentation

7.5 Documented infermation

Knowledge required |— Documentation required by the ISMS
— Todls for production, editing and distribution of documented information
— - Documentation versioning tools and techniques
—=* Documentation management systems

Skillg§required — Determine and provide information that should be documented for the ISMS
— Create and change documentation inventory for the ISMS
— Manage document changes and version control

— Manage templates for shared publications

— Organize and control documentation management workflows

— Document and catalogue essential processes and procedures

6.5 ISMS Competence: Information Security Performance evaluation

6.5.1 General

To accomplish their roles in an organization successfully and efficiently ISMS professionals shall acquire
and keep up-to-date with respect to evaluating the performance of an ISMS.
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6.5.2 Competence: ISMS monitoring, measurement, analysis and evaluation

ISO/IEC 27001:2013 (9.1 Monitoring, measurement, analysis and evaluation
clause/subclause
(if applicable)

Intended outcomes |Evaluating the information security performance and the effectiveness of the

ISMS in order to support organizational decisions for continual improvement
of the ISMS

Knowledge required |— Characteristics of monitoring and measurement

— Aggregation and presentation of quantitative and qualitative data

— IrendanalySIS In Information SECUrity managementand business environpment

Skills required — Monitor, measure and evaluate whether the processes are implemerjted in
accordance with information security policies

— Set evaluation criteria and processes for:
— ISMS implementation
— deployment of management, organizational structure and ISMS respurces
— quantification of information security incidents
— compliance to laws and regulations

— Evaluate the ISMS effectiveness

— Evaluate for the following items if theASMS had been precisely implemnted:
the implementation of management, the organizational structure andl ISMS
resources were appropriate; information security incidents were redluced;
violation of laws and regulations did not happen

— Review all system-relatedgdnformation security plans throughout tlhe or-
ganization's network, acting as a liaison to Information Systems

— Review requested exceptions to information security policies

— Analyse the causes'and draw lessons from non-achievement of inforrhation
security objectives

6.5.3 Competence: ISMS auditing

ISO/IEC 27001:2013 9.2 Internal audit
clause/supclause
(if applicablg)

Intended outcome Evaluating the ISMS compliance level with external and internal relevant
regulation on a periodic basis

Knowledge yequired |— Information security audit methodologies and frameworks

— Internal and external audit processes and procedures

— Role and function of audit, both internal and external

— Information security assessment, testing and sampling techniques

14 © ISO/IEC 2017 - All rights reserved
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Skills required — Manage the internal ISMS audits
— Setorinfluence the scope of information security audit
— Analyse the results of one or more information security audits
— Proposeinitiatives, activities, projects and programmes, with associated re-
source requirements, to address audit findings, recommendations and points
— Report against compliance obligations
— Scope, lead, manage and participate in information security audits
—  Write, lead and implement information security testing plans and processes
and audit reports
— Irend analysIs as applied to information security managemeht, ISMS audit
results and business environment
— Trace indications of information security incidents back'to the appropriate
elements of the [ISMS
6.5.4 | Competence: Management review
ISO/IEC 27001:2013|9.3 Management review
c_l au Pf/s ubclause 10.1 Nonconformity and corrective action
(if applicable)
Intenfed outcome Ensuring the continual improvement)adequacy and effectivenesg of the ISMS

Know

ledge required

— Risk management and techiiiques

— Financial reporting and measurement

— Budget managementdechniques

— Cost managementand reduction techniques

Skills

required

— Determine an appropriate interval to ensure the ISMS effec

— Review theISMS objectives, budgets, business metrics and confirm ap-

propriatejactions

— Communicate the output of management review to the interjested parties

as‘appropriate

— ¢ Influence the output of management review over informa
performance and effectiveness

< Preside over a management review meeting successfully

iveness

[fion security

6.6 |

6.6.1

General

SMS Competence: Information Security Improvement

To accomplish their roles in an organization successiully and etfficiently ISMS proiessionals shall acquire
and keep up-to-date with respect to improving an ISMS.

6.6.2 Competence: Continual improvement

1S0/1

EC 27001:2013

clause/subclause
(if applicable)

10.2 Continual improvement

Intended outcome

Enabling of a process guiding the continual improvement of all key aspects of

the ISMS in a timely manner

Knowledge required

— Continual improvement methodologies and frameworks

© ISO/IEC 2017 - All rights reserved
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SKkills required — Judge whether the current ISMS should be maintained
— Implement corrective actions effectively
— Determine how the application of a continual improvement process will
support the objectives of the ISMS
— Suggest corrective actions
— Balance the benefits of corrective actions against cost and business disruption
— Address new legal and regulatory requirements and obligations
— Propose mechanisms to improve the suitability, adequacy and effectiveness
of the ISMS
6.6.3 Competence: Technological trends and developments
ISO/IEC 27(001:2013|No applicable clauses or subclauses
clause/supclause
(if applicablg)

Intended ou

fcome

Aligning the current ISMS with the most recent technological innovationf with
specific attention to information security risks they might mitigate or intrjoduce

Knowledge yequired |— Emerging technologies and their application
Skills required — Create a picture of the future technologies, threats and risks and modjfy the
current ISMS to ensure its continued suitability, adequacy and effectiyeness
— Analyse business impacts of emerging technologies such as Artifidial In-
telligence
16 © ISO/IEC 2017 - All rights reserved
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