International
Standard

ISO/IEC'27019

Information security, cybersecurity
and privacy protection —
Information security controls for
the energy utility industry

Sécurité de l'infgrmation, cybersécurité et protection de la vie

privée — Mesurgs de sécurité de l'information pour l'industrié
rateu . )
des opérateurs de l'énergie

Second edition
2024-10

Reference number
ISO/IEC 27019:2024(en)

© ISO/IEC 2024


https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2024

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2024 - All rights reserved
ii


https://www.iso.org
https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

Contents

ISO/IEC 27019:2024(en)

Page
FOT@WOTM..........ooooooe st vi
IIMETOAUCTION .........oooooee e85 855555 vii
1 SCOPI ...tk 1
2 NOTIMATIVE FEERIT@IICES ............ooooooo s 2
3 Terms, definitions and abbreviated terms

3.1 Terms and definitions ..o,

3.2 ADDTEVIATEA TOITIIS ..o
Structure Of thiS AOCUIMENIT................ooiii e 4
Orgahizational COMETOLS e

5.1 Policies for information security.............ccoce..

5.2 Information security roles and responsibilities...

5.3 | Segregation of duties. ...

5.4 Management responsibilities ................

55 Contact with authOTities ... o e

5.6 | Contact with special interest groups..........p e Joosieicieiscies

5.7 Threat intelligence ...

5.8 | Information security in project management.................

59 Inventory of information and other associated assets....0..c

5.10 | Acceptable use of information and other associated assets

511 | REEUIN Of @SSELS ool g

5.12 | Classification of information. ... e

5.13 | Labelling of information ... oo

5.14 | Information transfer

S5.15 | ACCESS CONTIOL..oooiiie e e

5.16 | Identity ManageIMENT. .. ..o e oot

5.17 | Authentication information...........ad......

5.18 | Access rights.....ocicie i

5.19 | Information security in supplierrelationships....

5.20 | Addressing information sectirity within supplier agreements

5.21 | Managing information security in the ICT supply chain..........cccee

5.22 | Monitoring, review and,;change management of supplier Services..........on 9
5.23 | Information security for use of cloud SEIVICES ... e 9
5.24 | Information security incident management planning and preparation..........fo. 9
5.25| Assessment and decision on information security events..........c....

5.26 | Response tg Information security incidents....

5.27 | Learningfrom information security incidents

5.28 | Collection of evidence..........ccciss.

5.29 | Information security during diSruption ...

5.30 | ICT readiness for business CONTIMUILY . ...

5.31 | \legal, statutory, regulatory and contractual requirements

5.32  Intellectual property rights . ...
5.33  ProOt@CION Of TECOTTS ..ooooiioiee et
5.34 Privacy and protection of PIL.........ccoiiie.

5.35 Independent review of information security

5.36 Compliance with policies, rules and standards for information SECUTitY ... 10
5.37 Documented Operating PrOCEAUIES ...
5.38 ENR - Identification of risks related to external business partners

5.39 ENR - Addressing security when dealing with customers...........re
P@OPIE COMETOLS ...
6.1 Screening

6.2 Terms and conditions of employment

6.3  Information security awareness, education and training

6.4 DISCIPLIIIATY PIOCESS .o

© ISO/IEC 2024 - All rights reserved
iii


https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

6.5  Responsibilities after termination or change of employment............c 12
6.6 Confidentiality or non-disclosure agreements

6.7 Remote working

6.8 Information security event reporting

PRYSICAL COMETOLS ...
7.1 Physical security perimeters

7.2 Physical entry ...

7.3 Securing offices, rooms and facilities

7.4 Physical SECUTTtY MOMIEOTTIIIG ..o
7.5 Protecting against physical and environmental threats ..., 14
7.6 WOTKING IN SECUIE @IS ..o

7.7 Clear desk and clear screen

7.8 Equipment siting and proteCction o i, 14
79 Security of assets Off-PremiSes. ... By | 14
7.10 | Storage media

711 | SUPPOTTING ULTEIES oo g

712 | CabliNG S@CUTIEY ..ot T e

7.13 | Equipment maintenance

7.14 | Secure disposal or re-use of equipment

7.15 | ENR - Securing control CENEIes. ... oo

7.16 | ENR - Securing equipment rooms

7.17 | ENR - Securing peripheral Sites. ... o e

7.18 | ENR - Interconnected control and communication SYStERTS ... 18
Techpological CONEIOIS ... ) e

8.1 USer endPOint AEVICES ...

8.2 Privileged access rights........cccc

8.3 Information access restriction

8.4 Access to source code......

8.5 | Secure authentication

8.6 Capacity management

8.7 Protection against MalWare ... i i

8.8 | Management of technical vulnerabilities........ ... o 21
8.9 Configuration management

8.10 [ INformation dElEtION . ...l

8.11 | Data MASKINE oot s s et

8.12 | Data leakage prevention...

8.13 | Information backup

8.14 | Redundancy of information processing faciliti€s ... e 21
LS00 ST N 10 o 4 et

8.16 | Monitoringtactivities

8.17 | ClocKk SYIICAIONIZATION ...ooociee e

8.18 | Use ofiprivileged utility PrOgrams. .. ..o

8.19 | Ingtallation of software on operational systems.

8.20 [ N EEWOIKS SECUTTEY ..ot

8.21 L Security of netwark services

8.22 Segregation of networks

8.23  Web filtering.........ccccu

8.24  USE Of CTYPLOZTAPNY ..o
8.25  Secure developmeEnt Life CYCL ...
8.26  Application Security reqUIremMents ...

8.27 Secure system architecture and engineering principles

8.28  Secure COAING. ...

8.29 Security testing in development and acceptance

8.30 Outsourced deVelOPMENT ...

8.31 Separation of development, test and production enVironments. ... 23
8.32  Chan@e MEANAZEIMENT ...t 24
8.33 Test information

8.34 Protection of information systems during audit teStiNG ... 24

© ISO/IEC 2024 - All rights reserved
iv


https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

8.35 ENR - Treatment Of I€ZaCY SYSTEIMS ......cccuiiieriieeieesiesiieesisessisesisesssessssssesssesssssessssessssssssseesesee e
8.36 ENR - Integrity and availability of safety functions.......e e
8.37 ENR - Securing process control data communication
8.38 ENR - Logical connection of external process control systems

8.39  ENR = Least fUNCEIOMATIEY ..ot

8.40 ENR - EMergency COMMUIICATION ......ccccuuviroieiieiieeereeeeeieesesieeessssessesssssessssesse s sssse s
Annex A (informative) Energy utility industry specific controls reference ..., 29
Annex B (informative) Correspondence between this document and the first edition (ISO/IEC

2700922007 ) e 30
BIDLEOGIAPIY ...t 38

© ISO/IEC 2024 - All rights reserved
\%


https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directive i i i i
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Introduction

0.1 Background and context

This document provides guidance based on ISO/IEC 27002:2022 for information security management when
applied to process control systems used in the energy utility industry. The aim of this document is to extend
the contents of ISO/IEC 27002:2022 to the domain of process control systems and automation technology for
the energy industry.

In addition to the security objectives and measures that are set forth in ISO/IEC 27002:2022, the process
control systems used by energy utilities and energy suppliers are subject to further special requirements.
In comparison with conventional information and communication technology (ICT) environments (e.g.
office information technology, energy trading systems), there are fundamental and significant differences

with respecf to the development, operation, repair, maintenance and operating environmer
control systé¢ms. Furthermore, the process technology referred to in this document can répre
components|of critical infrastructures. This means they are therefore essential for theseeure
operation of such infrastructures. These distinctions and characteristics shouldnbe tak
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ing sensors. The systems then process this data and generate control outputs t
p actuators. The control and regulation are automatic, but manual intervention
also possible. Information and information processing systems are therefore an e
hl processes within energy utilities. It is importanf\that appropriate controls be a
r as for other organizational units.

d hardware (e.g. programmable logic) components based on standard ICT tec
utilized in process control environments@nd are also covered in this document. K
rol systems in the energy utility industry are increasingly interconnected to fc
ks arising from this trend should be considered in a risk assessment.

b number of threats and vulnerabilities.

brmation security in the-process control domain of the energy utility industry can
ng, implementing, monitoring, reviewing and, if necessary, improving the applic:
his document, in order to attain the specific security and business objectives of the ¢
int to give particular consideration here to the special role of the energy utiliti
conomic necessity of a secure and reliable energy supply. Ultimately, the overall s
y of energysindustries is based on collaborative efforts by all stakeholders (vendo
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Customers expect a secure and reliable energy supply.

Legal requirements demand safe, reliable and secure operation of energy supply systems.

customers’ needs and comply with legal regulations.
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0.3 Information security requirements

[t is essential that energy utility organizations identify their security requirements. There are three main
sources of security requirements:

a)

the assessment of risks to the organization, taking into account the organization’s overall business

strategy and objectives. This can be facilitated or supported through an information security-specific
risk assessment. This should result in the determination of the controls necessary to ensure that the
residual risk to the organization meets its risk acceptance criteria;

b)

the legal, statutory, regulatory and contractual requirements that an organization and its interested

parties (trading partners, service providers, etc.) are expected to comply with and their socio-cultural

environ

)
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rganization has developed to support its operations.

s important that energy utility organizations ensure that security requirements of py
inalysed and adequately covered in policies for information security. The analysis of th
irements and objectives include the consideration of all relevant criteria for a secure ener
as:

nt of the security of energy supply;

n of energy flow;

bhare of population;

physical injury;
other critical infrastructures;

information privacy;

impacts.
lining controls

urity requirements andrisks have been identified and decisions taken on how to ¢

risks, appropriate controls are then selected and implemented in order to ensure that the risks
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document pj
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If necessary,
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hble level.

o the controls\provided by a comprehensive information security management
ovides additional assistance and sector-specific measures for the process control g
y utility-fndustry, taking into consideration the special requirements in these er

further eontrols can be developed to fulfil particular requirements. The selectio

n the decisions taken by the organization on the basis of its own risk acceptance
ealing with the risk and the general risk management approach of the organizatior.

information

ocess control
b information
by supply and

leal with the
are reduced

system, this
ystems used
vironments.
h of controls
criteria, the

NOTE

National and international law, legal ordinances and regulations can apply.

0.5 Audience

This document is targeted at the persons responsible for the operation of process control systems used by
energy utilities, information security managers, vendors, system integrators and auditors. For this target
group, this document details the fundamental controls according to the objectives of ISO/IEC 27002:2022
and defines specific measures for process control systems in the energy utility industry, their supporting
systems and the associated infrastructure.
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Information security, cybersecurity and privacy protection —
Information security controls for the energy utility industry

1 Scope

This document provides information security controls for the energy utility industry, based on
[SO/IEC 27002:2022, for controlling and monitoring the production or generation, transmission, storage and

distribution
includes in p

central
systems

digital c
controll

data vis
docume

commuy
applicat

Advancg
measure
digital

mechan

energy
infrastr

distribu
resident

all softy
manage

articular the following:

ind distributed process control, monitoring and automation technology as well as
used for their operation, such as programming and parameterization devices;

brs (PLCs), including digital sensor and actuator elements;

all further supporting information systems used in the process contrpl domain, e.g. for su

halization tasks and for controlling, monitoring, data archiving, historian logging, r
htation purposes;

ication technology used in the process control domain, e.g. networks, telemetry
ons and remote-control technology;

d metering infrastructure (AMI) componerits;/e.g. smart meters;
ment devices, e.g. for emission values;

brotection and safety systems, ;€{g. protection relays, safety PLCs, emergen
sms;

management systems, eg:-for distributed energy resources (DER), electrs
Ictures, and for private houiseholds, residential buildings or industrial customer in

fed components oftsmart grid environments, e.g. in energy grids, in private
ial buildings or igdyustrial customer installations;

vare, firmware and applications installed on above-mentioned systems, e.g.
ment system(DMS) applications or outage management systems (OMS);

any pre

remote

I:ises housing the abovementioned equipment and systems;

dintenance systems for abovementioned systems.

of electric power, gas, oil and heat, and for the control of associated supporting processes. This

information

pntrollers and automation components such as control and field devices or programable logic

bplementary
bporting and

, telecontrol

Cy governor
ic charging
Stallations;

households,

distribution

This document does not apply to the process control domain of nuclear facilities. This domain is covered by

IEC 63096.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27002:2022, Information security, cybersecurity and privacy protection — Information security
controls

3 Terms, definitions and abbreviated terms

3.1 Terms$ and definitions
For the purpjoses of this document, the terms and definitions given in ISO/IEC 27002 and the following apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1.1
blackout
widespread glectrical power outage

3.1.2

black start
start-up of an electric power system from a total or-partial blackout through internal or ext¢rnal energy
resources

3.1.3
computer s¢curity incident response team
CSIRT
team of seculrity experts to support the(bandling of information security incidents

3.1.4
critical assét
asset which fan have a direet\impact on production or generation, transmission, storage and distribution of
electric powkr, gas, oil and heat

3.1.5
critical infrpstructure
set of organifatiéns and facilities that are essential for the functioning of society and the econonpy as a whole

Afoil 1£. i £ 1. : 43 £ slads I ol |
NOte 1 to entl_y. 1 rau T COT IraT OaTTC IO OT S UCIT OT g diTT Za tTOTT S~ aIiTa TaCt T eIe S AT TS UTC T STUSTATITet ST ly ShOI‘tfallS,

make a significant impact on public security and have other wide-ranging impacts.

3.1.6
debugging
action of analysing malfunctions in computer systems

3.1.7

distribution system

distribution grid for the transport of electrical energy using a high, medium or low voltage grid, or a local or
regional distribution network for the transport of gas, oil or heat

© ISO/IEC 2024 - All rights reserved
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energy management system
equipment or infrastructure used to monitor, measure and control the energy consumption in private
households, residential buildings or industrial customer installations

Note 1 to entry: The term “energy management system” is also commonly used to refer to a set of applications used
by operators of a transmission power grid to monitor, control and optimize the performance of the generation and/or

transmission

3.19

system.

energy supply
process of generation, production or storage of energy for delivery to customers and the operation of an

energy supply network

3.1.10

energy utili
legal body o
energy distr

3.1.11
human-ma
HMI

user interfad

3.1.12

maintenand
measures ug
and improve

3.1.13

y
- a person that supplies energy in the form of electricity, gas, oil or heat to @ther g

bution network or to a storage complex

chine interface
e for operating and monitoring a process control system (3.1.13).eT a plant
e

ed in the field of energy supply (3.1.9) that are normally related to inspection, faf
ment

process conjtrol system

system that
of electric pq

Note 1 to en
this documen
components |

3.1.14
safety

berves to control and monitor the generation, production, transmission, storage and,
wer, gas, oil and heat, including the control of associated supporting processes

'ry: Process control systems are often referred to more generally as industrial contrd

sed in the energy utility industry.

freedom from risk which is not‘telerable

[SOURCE: IS
3.1.15

D/IEC Guide 5132014, 3.14]

safety system

system and

ompohent that are required to ensure safety (3.1.14)

arties, to an

11t clearance

distribution

l systems. In

t, the terms process control systém and industrial control system are restricted to technologies and

3.1.16

supervisory control and data acquisition

SCADA

process control system (3.1.13) generally used to control dispersed assets using centralized data acquisition
and supervisory controls

3.1.17
smart grid

electric power system that utilizes information exchange and control technologies, distributed computing
and associated sensors and actuators

Note 1 to entry: Smart grid technologies are used for purposes such as:

integrating the behaviour and actions of the network users and other stakeholders;

© ISO/IEC 2024 - All rights reserved
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— efficiently delivering sustainable, economic and secure electricity supplies.

3.1.18

transmission system

transmission grid for the transport of electrical energy using a high voltage or ultra-high voltage grid or a
gas transmission network for the transport of natural gas using a high-pressure pipeline network

3.2 Abbreviated terms

CSIRT computer security incident response team
HMI human-machine interface

ICT frforTmartioarmd oI at o 'Lct,huulug_y
SCADA supervisory control and data acquisition

4 Structyre of this document

This documdnt has the same structure as ISO/IEC 27002:2022 with:
— controls|/from ISO/IEC 27002 that are unchanged;

— controlslwith additional guidance and other information specific'to-the energy utility indugtry;
— new conltrols not contained in ISO/IEC 27002:2022, which are prefixed with "ENR".

Table A.1 shqws the specific security controls related to energy, Which can be considered when ifnplementing
ISO/IEC 270P1:2022 in addition to the security controls indSO/IEC 27001:2022.

Table B.1 shows the correspondence between the.'controls specified in Clauses 5 to 8 gnd those in
ISO/IEC 270/19:2017.) Table B.2 shows the correspondence between the controls specified|in previous
edition (ISO/IEC 27019:2017) with those in this decument.

5 Organizational controls

5.1 Policies for information seeurity

There is no gdditional informatien specific to the energy utility industry for ISO/IEC 27002:202f2, 5.1.

5.2 Information security roles and responsibilities

Additional ghidancespecific to the energy utility industry for ISO/IEC 27002:2022, 5.2, includeg:

em engineers, telecommunications engineers and other staff should Qe notified of
i egard to i ati ecurity aspects of process

&

The relevant control syst
their assigned-roles and
control systems.

esnon a A a

5.3 Segregation of duties

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.3.

5.4 Management responsibilities

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.4.

1) Withdrawn.
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Guidance
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ct with authorities

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.5, includes:

The applications and infrastructure of energy utility process control systems can be part of critical
infrastructures and can be essential for the functioning of the community, society and economy as a whole.
Operators of such systems should therefore maintain contact with all relevant authorities.

In addition to relevant public departments (e.g. fire service, inspectorates), this can also include:

infrastructures;

national and international agencies and cooperation initiatives for the protection of critical

civil pr

emerger|

For operatot
contact with
contacts wit
experts and

Other infor
Additional o

During systg
information
regional and
warning, lig

5.6 Contact with special interest groups

Additional g

For the pur
cross-organti
operator ass
information

Energy utilit
is analysed
responsible

nationalland international CSIRT organizations;

ection organizations and disaster-relief teams;

cy response organizations and personnel.

s of critical infrastructure components, additional laws, local laws land regulatio
authorities can apply. Energy utilities should ensure that the, information rec

h authorities is analysed and evaluated in the context of the\organization by s

distributed to responsible parties within the organization-ih.a timely manner.

mation
Lher information specific to the energy utility industry for ISO/IEC 27002:2022, 5.5

bm operation, operational planning and preparatory work for exceptional situati
can be required. Direct contact should therefore be established with the corresp

itning detection).

pose of exchanging infoermation on process control-specific security issues and
zational cooperatiofiy, contact should be maintained with national and internation
ociations and theitycorresponding working groups dealing with security issues. T
exchange should take into account the applicable legal context.

ies should ensure that the information received through contacts with special int
ind evaluated in the context of the organization by subject matter experts and d
partieswithin the organization in a timely manner.

1idance specific to the energy-utility industry for ISO/IEC 27002:2022, 5.6, includeg:

s regarding

(;ilged through

ject matter

includes:

ns, weather
bnding local,

national meteorological services and cerfesponding information services (e.g. thunderstorm

to facilitate
| vendor and
e process of

erest groups
stributed to

5.7 Thred

asadl1ls
L IIICHIgTIICT

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.7.

5.8

Information security in project management

Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 5.8, includes:

Guidelines specific to the energy utility industry to support the acquisition of process control systems can
be used during system procurement. Examples of these guidelines are provided in References [20] and [21].
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5.9

Guidance

ISO/IEC 27019:2024(en)

Inventory of information and other associated assets

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.9, includes:

The inventory of information and other associated assets should include all business processes and process
control systems relevant to energy supply, such as information, applications and other assets supporting

them.

The potentially complex structure of organizations that employ process control systems means that highly
diverse responsibilities with regard to commercial and operational ownership can exist. As a result, the
ownership and the responsibilities in relation to information and other associated assets should be defined
and documented. The roles of the information and other associated assets' owners and operators in respect

of informati¢n security should also be defined and documented.

Other infor
Additional o

Examples of

a) informa
informa

measurq

progranmiming and parameterization data, measurement and message archives, historic

data;

NOTE
automati

softwar
softwar
operatig
and hist|

b)

hardwali
termina
meterin
and pro
systems

services
meteora

d)

5.10 Accep

There is no g

mation

Fher information specific to the energy utility industry for ISO/IEC 27002:2022, 5.9

Fion: grid and network plans, scheduling and dispatching data,geographical and gg
Fion, crisis and emergency plans, grid disaster recovery~plans, switching opsg
d values and measurement data, meter and metered data, operating records

This also includes application programming and)parametrization data of digital cqg
on components.

b: process control software, visualizatipn ‘systems, energy management and
b, simulation software, parameterization software, management and monitori

nal resource planning systems, programming environments, firmware, archivin
prian software;

e: control and automation *¢cemponents, telemetric and telecontrol compong

units, data transmission system components, digital protection and safety compol
b and measuring devices; smart meters, digital sensor and actuating elements, para
rramming devices, visualization and operational components, digital monitoring a

telecommunication services, emergency communication services, informati
logical services, media and news services, time services.

table use of information and other associated assets

dditional information specific to the energy utility industry for ISO/IEC 27002:202

includes:

information and other associated assets specific to the energy supply domain include:

oreferenced
ration data,
application
1l and trend

ntrollers and

hptimization
ng systems,
g, reporting

nts, remote
nents, digital
meterization
nd recording

DN services,

2, 5.10.

5.11 Return of assets

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.11.

5.12 Classification of information

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.12, includes:

Classification criteria which is specific to energy utility should consider the following:

— information and other associated assets supporting the operation of critical infrastructures and critical

assets;
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— information and other associated assets needed for restoration of the energy supply system following
a major supply disruption (grid restoration), e.g. systems and components capable of initiating a black

start;

— information and other associated assets necessary to ensure occupational health and safety, as well as
plant and equipment safety;

— information and other associated assets necessary to fulfil regulatory requirements such as unbundling
requirements or other specific requirements;

— information considered as confidential or private by external parties, e.g. customers or regulators.

5.13 Labelling of information

There is no g

dditional information specific to the energy utility industry for ISO/IEC 27002:202

5.14 Information transfer

There is no g

5.15 Acces|
Guidance

Additional g
In addition, t

a) The app
of perso
precise

b) Conditig
such a g
security

c¢) Thenee
declarea

d) Access t
machine

dditional information specific to the energy utility industry for ISO/IEC27002:202

s control

1idance specific to the energy utility industry for ISO/IEC 27002:2022, 5.15, includgs:

he policy should take account of the following:

ication of conditions and regulations pertaining'to the usage of group accounts, W
hal user accounts is not possible. In order to‘énsure a sufficient level of security and
‘ules regarding exceptions should be defiriéd, together with supplementary measut

ns and regulations that apply to systems that do not support a strong password pol
assword policy is not possible foingperational reasons. In order to ensure a suffi
supplementary measures should be defined in particular.

1 for staff and external emergency services personnel to be able to override securif]
emergency situations.

2,5.13.

2,5.14.

here the use
traceability,
es.

icy or where
Cient level of

y controls in

0 services or applications by systems that lack adequate authentication (i.e. in the context of

-to-machine comimunication). In order to ensure a sufficient level of security, nef

control ¢r other means'should be considered.

To protect n

e) ensurin

btwork eqUipment that allows access to critical networks, the following should be ¢

b physical access protection of network equipment, especially in remote locations;

f) removin

work access

onsidered:

g\or’ disabling, through software or physical disconnection of all services and

ports in the

network equipment not required for normal operation (e.g. unused switch ports), emergency operation
or maintenance including both communication ports and physical input/output ports.

Other information

Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 5.15, includes:

[EC 62351-8 gives further advice on implementing access control of users and automated agents to data
objects in power systems by means of role-based access control.

5.16 Identity management

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.16, includes:
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Examples of shared identities in energy utility process control systems (i.e. where the use of unique user
identifiers is not feasible) include the access of operating systems or firmware of embedded systems such as
controllers/PLC and maintenance processes in distributed systems. The associated resulting risks should be
considered and appropriate controls implemented.

The use of individual and shared identities should be consistent with applicable logging requirements (see
8.15).

5.17 Authentication information
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.17, includes:

In the process control domain, it is not always possible to ensure the use of secure secret authentication

information,e-g-

— legacy systems often do not allow for individual passwords or passwords with necessary strength;

— it is frequently impossible to connect systems operated at decentralized plants;»such ag substations
or distributed generation and production units, to central directory services;which means that local
accountg are required to be used. This makes it practically impossible to change secret aythentication
information for these accounts regularly.

It should thefefore be clearly indicated to the user when the general secret'authentication inforn
applies and yhen exceptions are allowed, e.g. when different passwords.are required to be use
is not possible to use any passwords at all (legacy systems).

hation policy
H or where it

Especially i access, the

following sh

situations where shared secret authentication ififormation is used for systen
puld be considered:

the sharfed secret authentication information should be'as secure as possible;

the shar yidual secret

authenti

ed secret authentication information should be changed more frequently than indi
cation information;

the shar

ed secret authentication information should be changed in case of personnel chang

5.18 Access rights

There is no 4dditional information specific to the energy utility industry for ISO/IEC 27002:202f2, 5.18.

5.19 Information security in supplier relationships

Additional gphidance speeific to the energy utility industry for ISO/IEC 27002:2022, 5.19, includé

Process confrol systems can consist of complex individually customized systems and compon
vendors, int¢grators and other suppliers are often involved in the maintenance and operation
these systems<to a hlgh degree For maintenance and fault correction processes, it is possib

S

Ents. System
processes of
e that these

suppliers aré ¢ ed out from
remote locatlons For such remote access connectlons the control and the energy ut111ty 1ndustry specific
guidance in 6.7 should also be considered for external suppliers. It is also possible that employees of suppliers
require access to security-controlled areas to perform on-site maintenance. Furthermore, suppliers such as
vendors and system integrators can also require access to information related to critical assets.

5.20 Addressing information security within supplier agreements
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.20, includes:

Under the terms of contractual agreements, the protection requirements of information related to critical
assets should be given sufficient consideration.
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Asset owners should review all contracts that involve external party access to their process control systems.
Asset owners should also assess the need for external party access to their process control systems.

Where telecommunication services for the process control systems used by energy utilities are supplied
by external parties, special requirements relating to crisis and emergency communication, in particular in
the case of major blackouts, natural disasters, incidents or other possible emergency situations, should be
defined, contractually specified and monitored. This applies in particular to any pre-emptive measures that
can be necessary to take to avoid service overload and to ensure an acceptable degree of independence of
the telecommunication services from external energy supply (blackout resistance).

5.21 Managing information security in the ICT supply chain

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.21.

5.22 Monitoring, review and change management of supplier services

There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.22.

5.23 Information security for use of cloud services

There is no gdditional information specific to the energy utility industry forJSO/IEC 27002:202f2, 5.23.

5.24 Information security incident management planning andpreparation

There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:202f2, 5.24.

5.25 Assessment and decision on information security events

There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:202f2, 5.25.

5.26 Respgnse to information security incidents
Additional gphidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.26, includgs:

Examples off relevant interested partiesito contact in case of incident include national or erergy sector-
specific CSIRT.

5.27 Learning from information security incidents

There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:202f2, 5.27.

5.28 Colleg¢tion of eyvidence

Additional gphidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.28, includ

4

S

Collecting evidence can conilict with the need for timely system restoration to meet high availability
requirements and ensure secure energy supply. The energy utility organization should define in which cases
and for which systems evidence collection is possible.

5.29 Information security during disruption

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.209.

5.30 ICT readiness for business continuity

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 5.30.

© ISO/IEC 2024 - All rights reserved
9


https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

5.31 Legal, statutory, regulatory and contractual requirements

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 5.31, includes:

Requirements specific to the energy utility industry can include:

— requirements relating to the secure, safe and reliable operation of energy facility components, systems
and networks;

— requirements relating to non-discrimination and unbundling in regulated energy markets;

— requirements relating to the protection of critical infrastructures;

— specific data protection requirements imposed by applicable regulators.In the course of planning

systems tha
consideratio

5.32 Intell

There is no g

5.33 Prote

There is no g

5.34 Priva

There is no g

5.35 Indep

There is no 4

as far as possible, so that these can be implemented smoothly.

pctual property rights

ction of records

cy and protection of PII

endent review of information security

5.36 Complliance with policies, rules and standards for information security

There is no g

5.37 Documented operating procedures

Additional g

The operatir

1idance specific.to the energy utility industry for ISO/IEC 27002:2022, 5.37, includgs:

e taken into

dditional information specific to the energy utility industry for ISO/IEC-27002:202)2, 5.32.

dditional information specific to the energy utility industryfor ISO/IEC 27002:202)2, 5.33.

dditional information specific to the energy utilityvindustry for ISO/IEC 27002:202)2, 5.34.

dditional information specific to the energy utility industry for ISO/IEC 27002:202)2, 5.35.

dditional information specific to the energy utility industry for ISO/IEC 27002:202)2, 5.36.

g processessdocumentation should specify exactly under which conditions, emerggncy or crisis

handling prqcedures-axeinvoked.
5.38 ENR - Identification of risks related to external business partners
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Supplier_relation- #Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion
Control

The risks to the organization’s information and information processing facilities resulting from relationships
with external business partners should be identified and appropriate controls implemented before granting

access.
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Purpose
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To maintain an agreed level of information security in external business partners relationships.

Guidance

External business partners, such as system operators on the production, generation, transmission and
distribution levels, have different relationships with the organization in comparison to suppliers of products
or services (see 5.19). These relationships can also include providing or consuming information.

The close cooperation with external business partners can require close interconnection of the control
systems and communication networks of different organizations. This cooperation can also require access

to informati’ I1I C}atcd tU CI ;t;\,a} aoocta.

The risks regulting from the access of external business partners to critical assets and related
should be assessed and taken into consideration, especially in terms of the exposure to'1isk of
process that is controlled or monitored. If external business partners have access“to critic
confidential | information, it should be ensured (e.g. through contractual agreements) tha

implemente
energy utilit]

Other infor

No other inf¢prmation.

a security level that is comparable to the one defined for the ifiternal organiz
.

mation

information
the physical
al assets or
t they have
ation of the

5.39 ENR - Addressing security when dealing with customers
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #ldentify #ldentity_and_access_ |#Goverhance_and_
#Integrity #Protect management Ecosystem #Protec-
#Availability tion

Control

Allidentified security requirements showld be addressed before giving customers access to the organization’s

information jor assets.

Purpose
To protect in
Guidance

The comples
internal and

formation and other associated assets from unauthorized access of customers.

k and diverse relationships between asset owners, system operators, service pi

oviders and
ponsibilities

PEEZY DX 2R oY Aauraarckhl accal

Examples of

this include:

distribution grid infrastructure that is allocated to a separate internal organizational unit;

generati

on units;

infrastructure;

process

control systems, and communication infrastructure.
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Such diverse and complex business relationships should be taken into consideration when identifying and
addressing the security requirements necessary for granting customer access to information or assets.
When equipment is sited on the premises of other energy utilities or customers, or if process control systems
are interconnected, the measures described in 7.9, 7.18, and 8.38 should be taken into consideration.

Other information

No other information.

6 People controls

6.1 Screening

Additional g

A strict scre
operation ar
if necessary
required for

Before pros
infrastructu
depending u

6.2 Term
Additional g

The energy
and personn
the maximu
for the oper
requirement
or programij
contract of ¢

6.3
Additional g

Staff employ
have the ap
and secure @
modern info

e, a specific security clearance provided by governmental ‘ofganizations can

Information security awareness, education and training

ening process for key personnel who have access to critical assets or aremesporn
ld maintenance processes of critical assets should be carefully considered-and i
This is especially the case if the assets are part of the critical infrastructure o
the operation of critical infrastructure.

pective personnel are permitted to work on components that form part of

pon the appropriate legislation.

5 and conditions of employment

utility should ensure through appropriate ¢terms or conditions of employment th
el are always available for the operation of’critical infrastructures. The authorizati
m working time in emergency situations should be considered for key personnel
ation of critical infrastructures andisystems, taking into consideration the app
s. Agreements on the monitoring-and recording of specific actions, such as contr¢
hing and parameterization access, should also be taken into consideration when for
mployment.

ed in the energy utility industry responsible for process control systems techn
propriate Knowledge and skills for managing and supervising the installation,

peration of process control systems. This should also include sufficient expertise i
Fmation'system technology and information security.

lidance specific to the energy utility industry for ISO/IEC 27002:2022, 6.1, includesg:

1idance specific to the energy utility industry fepISO/IEC 27002:2022, 6.2, includes:

1idance specific tothe energy utility industry for ISO/IEC 27002:2022, 6.3, includeg:

sible for the
nplemented,
r if they are

the critical
be required,

at key skills
on to exceed
responsible
licable legal
1 operations
mulating the

blogy should
maintenance
In the area of

6.4 Discipl

-
AL B EOLACS

TIITary prouccTss

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 6.4.

6.5 Responsibilities after termination or change of employment

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 6.5.

6.6 Confidentiality or non-disclosure agreements

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 6.6.
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6.7 Remote working

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 6.7, includes:

Remote access to process control systems performed by the energy utility organization’s personnel should
be subject to additional security measures such as:

the target system or network;

and programming of process control systems;

ensuring remote access takes place via secured access servers that do not allow a direct connection to

minimizing the functions that the remote party can execute, e.g. remote control, remote configuration

a)
b)
9]
status,
d) enforci
e) ensurin
assets a
f) ensurin
6.8

There is no 4

7 Physic

7.1 Physi
Additional g

In energy tr

verifying the security status of the remote access system (e.g. up-to-date patch level and a

sence of known blacklisted programmes);

g a list of allowed access locations or systems, or both;

nti-malware

b that remote access is monitored and supervised and that changes and modificatigns to critical

e traceable;

b that only known and approved tools should be used for remote access and remote 1

Information security event reporting

dditional information specific to the energy utiljty industry for ISO/IEC 27002:202

al controls

ral security perimeters

1idance specific to the energy utility industry for ISO/IEC 27002:2022, 7.1, includes:

hinsmission and distribution'systems and in the area of distributed generation and

naintenance.

2, 6.8.

production,

it is especially common for componentsto be distributed across decentralized sites. Equipme
d technical rooms within the organization’s building and in peripheral, potentially unoccupied
mes equipment is.Situated on external party premises or in public environmefts. It is not
bsible to achieve a comprehensive level of physical protection for the peripheral sit¢s; therefore,

in control an
sites. Somet|
normally po
the risk sho
compensatir

7.2 Physi

uld be evaluated and mitigated where necessary by means of supplementary
g controls,

ral entry

Additional g

t is situated

easures and

1lidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.2, includesq:

The use of physical access control systems should also be considered for peripheral sites where critical
assets are located. See 7.17.

7.3 Securing offices, rooms and facilities

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.3.

7.4 Physical security monitoring

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.4.
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7.5 Protecting against physical and environmental threats

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.5.

7.6 Working in secure areas

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.6.

7.7 Clear

desk and clear screen

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.7, includes:

In the process control domain of energy utilities, HMIs often cannot be left logged off or protected by screen

OO AINA

savers, e.g.
installed in
they are in a

7.8 Equip
Additional g

W physical protected location with permanent human supervision (e.g. a contrel €&
display mode where only non-critical actions can be executed (e.g. view-only'mdds

ment siting and protection

Under certalin circumstances, it is possible that system components ‘'0f\process control s

supporting

nfrastructure need to be installed in areas with extensive exposure to dust

electromagnetic radiation, humidity, etc. The equipment should be ‘suitably designed and co

operate in s|
external hoy

7.9 Securn
Guidance
Additional g

To protect t

ich environmental conditions. Otherwise, additional protective countermeasures,
sing cabinets, should be implemented to ensure reliable operation.

ity of assets off-premises

1idance specific to the energy utility.industry for ISO/IEC 27002:2022, 7.9, includes

utility organjizations, the following controls:should be considered:

1idance specific to the energy utility industry for ISO/IEC 27002:2022, 7.8, includesq:

Is are either
ntre) or that

).

ystems and
, heat, cold,
hstructed to
e.g. suitable

he equipment of an energy utility: organization that is sited on the premises of ¢ther energy

be specified
htion, where

b considered:

a) the range of responsibility and interfaces with other energy utility organizations should
and it should be possible to isoldate the equipment easily from that of the other organiz
necessary (see also 7.18);

b) agreemgnts should be concluded contractually with the other energy utility organization f¢r the supply
of suppqrting infrastructure services such as energy supply, cooling and heating;

c) it should be ensured that the operational site where equipment is installed fulfils all the necessary
security|requirements.

To protect equiprhent located atan energy utility customer’s site, the following controls should b¢

d) The equipment cabinets installed at the customer’s site should be sturdy and not easily opened by
unauthorized persons. Any form of manipulation should be easily detectable.

e) The range of responsibility and the interfaces with the customer should be specified. It should be
possible to isolate communication interfaces from that of the customer.

f) Itshould be possible for the utility to securely monitor the status or operate the equipment remotely.

Other information

Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 7.9, includes:
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In order to ensure that the security level of other organization's premises is consistent with that of the energy
utility organization's own premises, appropriate terms and conditions should be negotiated in advance.

7.10 Storage media

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 7.10.

7.11 Supporting utilities

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 7.11, includes:

To avoid cyclic dependencies, all critical assets, communication services and other equipment required for
system restoration after a major power outage should be designed and operated so that they are independent

of external s

Depending \
essential for
by system r¢
that can ops
well as the ¢

The organizg
assets.

7.12 Cabling security

Additional g

Especially i
installed ov¢
access. It is
in-house cah
implementin

data, additiognal non-physical measures such as'cryptographic protection should also be consids

7.13 Equip

There is no g

7.14 Secur

There is no g

ErviCces I0r an appropriate period of time. I'nis applies in particular to external ene

pon plans for system restoration, it should be possible to operate critical(assSef
system restoration independently of an external power supply, for an appropriate
storation plans. In remote areas, it can be necessary to provide an indépendent g
rate for several days. This includes, for example, an automatic emergency power
brresponding stockpile of fuel.

ition should determine the necessary backup time for uninterruptible power suppli

1idance specific to the energy utility industry forISO/IEC 27002:2022, 7.12, includs

1 the sphere of energy transmission and, distribution grids, communication n|
br wide areas to allow communication with'peripheral sites and provide remote

frequently not possible to provide an gquivalent level of protection for off-site c
les. The associated risks should be asséssed accordingly and mitigated as far as
g supplemental physical measures?,;Depending on the security requirements of

ment maintenance

dditional information-specific to the energy utility industry for ISO/IEC 27002:202,

e disposal orre-use of equipment

dditional inféermation specific to the energy utility industry for ISO/IEC 27002:202

gy supplies.

s which are
fime defined
ower supply
penerator as

bs for critical

S

ptworks are
maintenance
hbling as for
possible by
transmitted
bred.

2,7.13.

2, 7.14.

7.15 ENR - Securing control centres
Control ype Information C_y bersecut ;t_y Cpcn atiomnatl Sectt y domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security #Protection
#Integrity #Asset_management
#Availability
Control

Measures to ensure the physical security of control centres (e.g. where control system servers, HMI and

supporting s

ystems are housed) should be designed, developed and applied.

© ISO/IEC 2024 - All rights reserved
15


https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

Purpose

ISO/IEC 27019:2024(en)

To prevent unauthorized physical access, damage and interference to the organization’s information and
other associated assets in control centres.

Guidance

To protect central control system facilities such as grid control centres or the control rooms of centralized
or distributed power plants, or generation or production units (hereinafter referred to as control centres),
the following points should be taken into consideration:

a) A site located on solid ground should be selected for constructing the control centre; where such solid
ground [>) llUt ClVClllab]lC’ CllJPl UlJl 1atc INICTaAosuIrtco ohuu}d bc tCl}\Cll tU CIIouIlrcT thc auff;u;cut Oad bearlng
capacity of the foundation soil.

b) A site shiould be selected for control centres where the environmental damage from wind and water, etc.
are least expected; if an existing site is vulnerable to such environmental threats,approprigte measures
should Qe taken to prevent such damage from occurring.

¢) Asite should be selected for control centres where the potential damage due”to strong eledtromagnetic
fields isnegligible; if an existing site is exposed to strong electromagnétic fields, appropridte measures
should He taken to protect control system equipment rooms using electromagnetic shielding.

d) Control centres should not be located at sites directly adjacentto.facilities used for storing dangerous
materials that pose the threat of explosion or combustion.

e) If the coptrol centre is located in an area susceptible tonatural disasters such as earthqudke, tsunami,
volcano eruption and tornado, control centre buildings.should be of disaster-proof construgtion.

f) Control rentre buildings should be of fire-proof orfire-resistant construction.

g) Control [centre buildings should be designed, with adequate structural stability to meet 4ll necessary
floor lodding requirements; for existing sites;, appropriate measures should be taken to ensyire adequate
structurfal stability to meet all necessary floor loading requirements.

h) Automatic fire alarm systems including appropriate early detection and fire extinguisling systems
should Qe installed in control centres.

Other information

Process confrol system assets.are sometimes housed in an externally operated data centre alor]lg with other

information Jand telecommunication (ICT) assets. Physical segregation between control systerhs and other

ICT systemsland strict“segregation of duties” are important when external operators operate efither the ICT

or the contr¢l systems,In many cases, this is in a facility distant from a data centre under the fontrol of an

energy utilitly.

7.16 ENR - Qprnring nt}nipmpnf rooms
Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Physical_security #Protection

#Integrity #Asset_management
#Availability
Control

Measures to ensure the physical security of equipment rooms where control system facilities used by energy
utilities are located, should be designed, developed and implemented.
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Purpose

ISO/IEC 27019:2024(en)

To prevent unauthorized physical access, damage and interference to the organization’s information and
other associated assets in equipment rooms.

Guidance

To protect a room in which control system facilities used by energy utilities are located (hereinafter referred
to as control system equipment rooms), the following controls should be considered:

a)

b)

)

g)

k)

D

m)

NOTE

The control system equipment room should be located where it is least endangered by external
es such as extreme environmental conditions or natural disasters; for existing equipment

influenc

rooms, appre

The control system equipment room should be located where access by unauthorized

restricte
possible

Where
indicati

The con
ingress
taken td

special yater drainage facilities, etc.

The cor
electro

Compo
equipme

In areas|
the floo}

Fire-pro
Measurd

Ducts c
spread d

Automa
facility r

d; for existing equipment rooms, adequate measures should be taken to |prevd
unauthorized access.

ossible, the control system equipment room should be unobtrusivenThere should
dn of its use as a control system equipment room for process control systems.

bf water. If the room does not fulfil this requirement, then'the necessary measur
prevent this, such as raising the floor level, watertight design of the building

trol system equipment room should be located’ where it is best protected

nt room with heightened physical protection.

with a risk of earthquake; measures should be taken to prevent items and mater
, walls and ceiling from collapsing and falling.

ofing measures should be implemented for control system equipment and data stot
s should be_taken to deal with malfunctions caused by static charges.

nnecting\control system equipment rooms should be designed to slow down or
f fire,

iefire alarms should be installed in control system equipment rooms and air-

ences.

personnel is
nt or detect

be minimum

'rol system equipment room should be located where it is least'Susceptible to floodling or other

es should be
or installing

from strong

agnetic fields. If the room does not fulfil this‘requirement, then it should be protected by
electromagnetic shields or other suitable measures.This is particularly the case in the vig
voltage/lhigh current equipment or transformers;,etc. Protection measures against eleqg
interfer¢nce should be also applied if the controlsystem equipment room is used as a data s
for datalbackup, or both.

inity of high
tromagnetic
forage room,

nts with increased security requirements should be placed in a dedicated comntrol system

ials used for

age rooms.

prevent the

conditioning

ooms.

Fire extinguishers should be installed in control system equipment rooms and air-conditioning facility

rooms.

Control system equipment rooms should be air-conditioned when required. The availability of air

conditio

ning should be ensured, e.g. by protecting it against loss of electric power.

fully applicable (see 7.17).

Other information

No other information.
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7.17 ENR - Securing peripheral sites

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security #Protection
#Integrity #Asset_management
#Availability
Control

To protect peripheral sites, physical security controls should be designed, developed and implemented or
appropriate countermeasures applied.

Purpose

To prevent \lnauthorized physical access, damage and interference to the organization’s info

other associ
Guidance

For periphe
controls shd
mitigate risK

Especially in
systems, cofj

are frequently unoccupied. In order to protect such decentralized sites where control system

located, the

a) Ifthe pe
NOTE
b) Where
installed
c¢) Periphet
failures,
d) Whered
installeq
and mor
Where a suf
into conside
countermea

and fall-bac}

hted assets in peripheral sites.

al sites where control system equipment used by energy utilities is located, phyg
uld be designed, developed and implemented or appropriate\.countermeasure
s if a sufficient level of physical protection for peripheral sites‘is.fiot attainable.

energy transmission and distribution networks, and in distributed generation an
hponents of the control system infrastructure can be distributed across periphe

following controls should be considered:

Relevant national and regional regulations.ean apply.

.

al sites should be monitored\for the purpose of detecting component malfunc

ritical assets are operated at peripheral sites, adequate, physically secure perimetg
| using, for example, secure fencing. Additionally, an automatic alarm system shoulg
itored from a centpal location.

ration and mitigated by the application of appropriate countermeasures. When s
sures, the/criticality of the assets operated at these peripheral sites as well as
L concepts implemented for their corresponding system functionality should be gi

consideratiorl.

ripheral site is located in an area of natural disaster risk, it should be disaster-prodf.

fire, etc. Where necessary,@ii- humidity and temperature should also be monitored.

Lmation and

ical security
5 applied to

l production
al sites that
facilities are

ritical assets are operated at peripheral sites, automatic fire control equipment should be

fions, power

rs should be
be installed

icient level of\physical protection for peripheral sites is not attainable, the risk shduld be taken

lecting such
redundancy
ven primary

Other information

No other information.

7.18 ENR - Interconnected control and communication systems

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_Security
#Availability
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Control

ISO/IEC 27019:2024(en)

For interconnected control and communication systems, responsibilities and interfaces with external parties
should be clearly defined to allow organizations to disconnect and to be isolated within an appropriate
period of time in case of security incidents.

Purpose

To protect interconnected control systems and related communication lines from interference and
compromise over the interconnection.

Guidance

Where contijol systems and related communication lines are interconnected with those of extd
the range of|responsibility and interfaces with the external party should be clearly defined's

possible to
case a secur

isconnect and isolate each organization from the others within an appropriate peri
ty incident occurs.

To protect interconnected control systems and related communication lines, energy utility o

should:

a) monitor|the status of their interconnections;

b) haveanjeans forisolating the connections between themselves and external parties and for
isolated|connections, where necessary, in order to diagnose problem areas and take correc

c) specify In contracts or agreements that the system interéonhections can be suspended in
severe iIterference occurs with the organization’s own sérvices;

d) clearly dlefine the criteria and conditions necessary for the suspension of system inter
Moreovér, the possible impacts of suspending(system interconnections should be eval
necessary, fall-back measures should be defined'and prepared, where necessary.

NOTE This control does not only apply to reuited, network-based communication but to serial cg

also.

Other information

No other information.

8 Technological controls

8.1 User

Additional g

If user endp

endpointydevices

1idange specific to the energy utility industry for ISO/IEC 27002:2022, 8.1, includeg:

rnal parties,
ich that it is
od of time in

rganizations

econnecting

[ive actions;

cases where

connections.
1ated and if

mmunication

in their topic-specific policy on user endpoint devices:

a)

endpoint devices;

b)
allowed

9

and explicitly state emergency exceptions;

changes may be made;

d)
home, o

ffice, remote office, or service vehicles;
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control,

)

ISO/IEC 27019:2024(en)

configuration management, and identity management;

VPN tunnelling;

g)
h)

separate the use in process control and other networks (e.g. business networks);

8.2 Privileged access rights

define any processes required for managing security mechanisms such as key management, access

state how each device may be connected to the process control network, e.g. through a gateway, DMZ,

specify types of data that may be transferred and explicitly disallow all other types of data transfers.

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.2.

8.3 lnforJnation access restriction

There is no g

8.4 Acces
Additional g

Source code
of digital cof

8.5 Secur
Additional g

The activat
applications
operating p4
should be ta

8.6 Capag

There is no g

8.7 Prote
Additional g

In the energ)
to technical

dditional information specific to the energy utility industry for ISO/IEC 27002:202
S to source code

in the energy utility industry, also includes application progfamming and paramet
trollers and automation components.

e authentication

on of session time-outs and screensavers”is not appropriate in certain pro
for example in HMIs and visualization applications used for continuous process m

rsonnel, e.g. in control centres. For such“applications the resulting risks of unatte
ken into consideration and correspending supplementary countermeasures imple

ity management

dditional information specific to the energy utility industry for ISO/IEC 27002:202

ction against malware

F utility industry, it is not always possible to deploy software that protects against
reasons.(€.g. due to incompatibility of process control systems with anti-malware

as aresulto

The resultiqg risks should be identified, and other types of controls should be implemented

[ a Jack of vendor support or vendor approval or the impossibility of installing tim

1idance specific to the energy utility industry for ISO/IEC 27002:2022, 8.4, includes:

1idance specific to the energy utility industry foxISO/IEC 27002:2022, 8.5, includeg:

3

lidance specificto the energy utility industry for ISO/IEC 27002:2022, 8.7, includes:

2, 8.3.

Fization data

ress control
onitoring by
ed sessions
nted.

2, 8.6.

malware due
software, or
ely updates).
in order to

provide at leastan equal degree of protection.

Additional controls against malware include:

— securing all physical and logical data interfaces;

— comprehensive system hardening measures to minimize the risk of malware incidents.

I[solation of environments (see ISO/IEC 27002:2022, 8.7, k) should consider network isolation and
implementation of segmented network security zones that limit the impact of a malware incident.

Special care should be given to the possible effects of malware incidents on equipment used for real-time
process control and associated communications (e.g. through overload and disruption) which should be
taken into consideration and mitigated by implementing the appropriate controls.
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8.8 Management of technical vulnerabilities
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.8, includes:

To allow for an adequate management of technical vulnerabilities, the energy utility organization should
ensure that it receives a comprehensive and up-to-date software inventory (including external party
software) from system integrators and system vendors after each relevant software installation, upgrade
or change.

Tools to be used during a vulnerability assessment or penetration testing activities on process control
systems in operation should be safely configured in order to avoid disruptions. To this purpose, passive
mode analyses should always be favoured where applicable, even if their performance is worse than active
ones. Exploiting of detected vulnerabilities should always be performed only if necessary and with incident
response personnel ready to counter any disruption that can be caused, including the failure or malfunction
of the target|process control system.

8.9 Configuration management

There is no gdditional information specific to the energy utility industry for ISO/1IEC27002:202f2, 8.9.

8.10 Information deletion

There is no ddditional information specific to the energy utility industry for ISO/IEC 27002:202)2, 8.10.

8.11 Data masking
There is no gdditional information specific to the energy utilityindustry for ISO/IEC 27002:202f2, 8.11.

8.12 Data leakage prevention

There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:202f2, 8.12.

8.13 Information backup
There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:202f2, 8.13.

8.14 Redundancy of information processing facilities
Additional gpidance specific to'the energy utility industry for ISO/IEC 27002:2022, 8.14, includgs:

Energy utility organizations should consider the continuity of the general energy supply as one of the key
elements of pusiness ¢ontinuity management while ensuring safety of the general public and|the security
of informatipn and-other associated assets. For this reason, disaster recovery concepts and prpcedures for
relevant emg¢rgency. and crisis scenarios affecting critical process control systems, e.g. outages| failures and
malfunction, should be considered to ensure the availability of these process control systems.

When required, energy utility organizations should ensure redundancy for communications with remote
facilities taking into account factors such as weather conditions.

8.15 Logging

Guidance

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.15, includes:

In the energy utility industry, relevant event logs can also include certain actions carried out by operating
personnel, e.g. control operations, switching operations, parameter or setpoint changes, changes to control
programs. Event logs and obligations to retain such records can be required by industry-specific legislation
or by regulatory bodies for a wide range of electronic documents.
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The acquisition, processing and management of event protocols and data is expected to be implemented
according to all applicable business, statutory, regulatory and internal requirements.

Other information
Additional other information specific to the energy utility industry for ISO/IEC 27002:2022, 8.15, includes:

ISO/IEC 27031 provides guidance on information and communication technology readiness for business
continuity.

8.16 Monitoring activities

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.16.

8.17 Clock|synchronization
Guidance
Additional ghidance specific to the energy utility industry for ISO/IEC 27002:2022,8\17, includgs:

For all systems that are directly or indirectly interconnected with external partnérs, a common and agreed
time standayd such as Coordinated Universal Time (UTC) should be used.

Integrity andl availability of time service should be ensured.
Other information
Additional ofher information specific to the energy utility industry for ISO/IEC 27002:2022, 8.1f, includes:

Depending dn the criticality of the process control system.in question, the use of dedicated, pon-internet
synchronized Network Time Protocol (NTP) servers ot eryptographically protected NTP tithe messages
should be considered in order to protect the integrity-and authenticity of the time synchronizatfion data.

For high-pr¢cision time synchronization, additiohal guidance on security can be found in IEC 61588.

For informafion about time synchronisation \iif'the domain of synchrophasor measurements, see IEEE/
IEC 60255-118-1.

8.18 Use of privileged utility programs
There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:202f2, 8.18.

8.19 Installlation of software on operational systems
Additional gphidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.19, includgs:

Energy utilify organizations should minimize any risk of disruption of operational systems. In |particular, if
changes to qpplications and core systems (e.g. operating system software, firmware) are implemented on
critical assef i i i i inlonment that
resembles the operational system environment and its interactions with the physical process as closely as
possible (see 8.31).

8.20 Networks security
There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.20.

8.21 Security of network services

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.21.
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8.22 Segregation of networks

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.22, includes:

Where technically feasible, the network zones should be separated, e.g. by firewalls, data diodes, filtering
routers or gateways. Network connections to external networks, such as the corporate office network,
external partners or remote maintenance access connections, should be routed exclusively via especially
hardened application proxies, which are located in a separate network zone (i.e. demilitarized zone),
designed specifically for this purpose.

The segregation of domains in the energy utility industry should consider additional criteria such as physical
units (e.g. different sites or plant units).

8.23 Web filtering

There is no g

8.24 Use o
Additional o

IEC 62351-9
keys for pow

8.25 Secur

There is no 4

8.26 Appli

There is no g

8.27 Secur]

There is no g

8.28 Secur

There is no g

8.29 Secur

There is no 4

8.30 Outsa

dditional information specific to the energy utility industry for ISO/IEC 27002:202

f cryptography
ther information specific to the energy utility industry for ISO/IEC 27002:2022, 8.2

specifies how to generate, distribute, revoke, and handle digital'eertificates and ct
er systems communications. It can be used for other energydomains.

e development life cycle

dditional information specific to the energy utility industry for ISO/IEC 27002:202

cation security requirements

dditional information specific to the en€rgy utility industry for ISO/IEC 27002:202

e system architecture and engineering principles

dditional information specific to the energy utility industry for ISO/IEC 27002:202

e coding

dditional informatien specific to the energy utility industry for ISO/IEC 27002:202

ity testingsin‘development and acceptance

dditionalinformation specific to the energy utility industry for ISO/IEC 27002:202

urced development

2, 8.23.

4, includes:

yptographic

2, 8.25.

2, 8.26.

2, 8.27.

2,8.28.

2, 8.29.

There is no additional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.30.

8.31 Separation of development, test and production environments

Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.31, includes:

In the process control domain of energy utilities, the separation of development, test, and operational
systems is not always possible to the full extent. This is especially true where real-time process data are
needed for development, testing, trouble-shooting and debugging purposes. In these special cases, where
interconnections between development, test and operational systems are required, or where testing
and debugging at operational system level is necessary, these overlaps should be reduced to an absolute
minimum. The resulting risks should be identified and feasible alternatives, like process data emulators
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or remote debugging (i.e. debugging of the operational system using secured communication system
interfaces), should be considered.

If the separation of development, test, and operational systems cannot be implemented, customized change
management, incident, emergency and crisis handling procedures should be established that allow a rapid
and appropriate reaction to disruptions and problems in the operational system, compatible with the
criticality of the system in question.

8.32 Change management
Additional guidance specific to the energy utility industry for ISO/IEC 27002:2022, 8.32, includes:

Changing of hardware systems often results in a change of information systems and process control systems
or apphcatl ne duetaothe software emhedded inta these cycfnmc All related Phangnc should h Control]ed_

8.33 Test information

There is no gdditional information specific to the energy utility industry for ISO/IEC 27002:2022, 8.33.

8.34 Protertion of information systems during audit testing

There is no gdditional information specific to the energy utility industry forISO/IEC 27002:202f2, 8.35.

8.35 ENR - Treatment of legacy systems

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management |#Protedtion
#Integrity
#Availability
Control

The energy (tility should ensure that all legacy systems are identified along with their potentialinformation
security vulnerabilities and that appropriate controls are implemented.

Purpose
To reduce thg risks from the use.of legacy systems.
Guidance

The energy itility shoGld ensure that all conventional legacy process control system technologies, systems
and comporlents (hereinafter referred to as legacy systems) are identified along with their potential
information security vulnerabilities and that appropriate controls are implemented according tp the defined
information [seCurity risk treatment process.

A large number of the process control systems used in the energy utility industry are based on legacy
technologies which lack basic security features. To provide an appropriate level of security, the risks
resulting from continued use of legacy systems and technologies should be identified. In situations where
standard controls cannot be implemented, other types of countermeasure should be applied, for example:

a) The implementation of strict and appropriate network segregation.

b) Remote access for configuration and maintenance purposes should be avoided. If remote access is
necessary, proper network isolation, e.g. through the use of secure proxy services should be ensured.
These secure proxy services should be hardened and patched regularly. Access for maintenance
purposes should only be provided via defined interconnection points that are operated and monitored
securely.

c) Strictaccess control rules should be enforced at the network, system and application levels.
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It should be ensured that equipment and components used for maintenance and configuration purposes of
legacy systems are adequately secured.

Other information

No other information.

8.36 ENR - Integrity and availability of safety functions

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security #Protection
#Integrity
HAvVaitabitity
Control

The integrit
to ensure sa

NOTE Le
Purpose

To protect th
Guidance

In orderto e

a) Using dg
b) Ensurin
systems
c) Avoiding
means.
d) Logging

Other infor

y and availability of information, assets, systems, components and functiens that
Fety functions should be protected according to applicable safety standayds.

pal requirements can apply.

e integrity and availability of safety functions against failure, interference and ma

hsure the operating safety functions, the following'measures should be considered
dicated, isolated communication systems féithe transmission of safety-related da

b when possible that the safety functiens are independent of process control and

r changes to critical safety systemis'and their safety-related configuration data by r

of changes to the configuration of safety systems.

mation

No other information.

hre required

hipulation.

a.

automation

bmote access

8.37 ENR - Securing’process control data communication
Controljtypé Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Detective #Integrity #Detect work_security
#Availability
Control

Security measures to ensure the security requirements of internal and external process control data

communicat

Purpose

ion should be designed, developed and implemented.

To protect information transmitted via process control data communication from compromise.
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Guidance

Security measures to ensure the security requirements identified through the risk assessment (e.g.
confidentiality, integrity and availability) of internal and external process control data communication
should be designed, developed and implemented.

In the field of process control data communication, several sector-specific or generic technical standards
and protocols exist, such as:

— [EC60870-5;
IEC 60870-6 (TASE.2);

|5 (DNP3);[13]

IEEE 18
IEC 618%0;
0-25;

(23]

IEC 614
Modbus

Some proce
protocols de
The risks re
taken into ¢
supported (4

checks and quthentication of the communication partners) onthe lower communication layers.

NOTE Th
communicati

Other infor

No other information.

8.38 ENR -

5s control communication protocols do not include dedicated/security mechar
fine optional security enhancements which are not necessarily included in all impl
sulting from this, together with the implementation of anodified countermeasursg
nsideration. Countermeasures can include the activation of security features tha
.g. according to IEC 62351) or additional cryptographic protection (e.g. encrypti

e control in 8.37 does not only apply to routed, network-based communication but
n.

mation

Logical connection of external process control systems

isms. Other
bmentations.
s, should be
are already
on, integrity

hlso to serial

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protedtion
#Detective #Integrity #Detect work_security
#Availability
Control
The energy utility-organization should ensure that risks resulting from process control systemg' connection
to external Larties are assessed and that only authorized communications and information flows can be
exchanged.

Purpose

To protect control systems from interference, manipulation and compromise over logical connections with

external par

Guidance

ties.

Before process control systems and related communication links with external parties are connected
logically, the energy utility organization should ensure that risks resulting from such system connection
are assessed and that only authorized communications and information flows, including control system
commands and messages, can be exchanged over the link.
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Process control systems should only be connected with external party systems if this is necessary for
operational reasons. Connection should only be carried out at defined connection points which are operated
and monitored securely.

The type and extent of authorized communications, including the necessary data exchange and control
commands, should be defined and approved. The use of filtering devices (such as gateways, proxies or
application level firewalls) to allow only authorized communication and information flows should be
considered.

Other information

No other information.

8.39 ENR -Least ﬁlnrfinnnlify

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Secure_configuration f#Protecfion
#Integrity
#Availability
Control

Process confrol systems should be designed, configured, operated and-niaintained to provide only required
functions.

Purpose
To reduce the risks originating from unnecessary functionalities.
Guidance

Process confrol system functionality should be restricted to only those that are defined as frequired for
operations. Unnecessary functions, software, paerts, protocols, and services should be documenfted and then
disabled and explicitly prohibited. Required furnctions, software, ports, protocols, and service$ should also
be documented and explicitly allowed.

Other information

No other infoprmation.

8.40 ENR 4 Emergency communication

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Availability #Protect #System_and_net- #Protection
#Detective #Detect work_security
Control

Essential communication links should be maintained in case of emergencies.

Purpose

To ensure essential communication is possible even under adverse conditions.
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Guidance

If major disturbances, natural disasters, accidents or any other emergencies occur, or if there is a risk
thereof, energy utility organizations should ensure that essential communication links are maintained with
their own emergency staff and the emergency staff of other utilities, with essential control systems and
with external emergency organizations necessary for the protection and handling of, or recovery from, such
incidents.

Essential communication links can include voice and data transmission, for example with the following:

— operating and emergency staff in central or peripheral locations;

— internaljandexternateristsmanagement:

— power sfations;

— gas and pil production, and heat generation;

— energy Jtorage sites;

— distribufed energy producers;

— transmipsion and distribution system operators;

— meteordlogical organizations;

— flood prgvention organizations;

— fire serylice organizations;

— disaster}relief organizations;

— securitylauthorities;

— telecommunication service providers;

— medicallinstitutions;

— other national or local organizations that handle essential public services.
Furthermor¢, emergency communications can include data links with the following:
— emergetrcy control systems and related subcomponents;

— emergercy alarm and monitoring systems and related subcomponents.

Especially inf the field of electric power supply, it should be recognized that the communication lipks required
for system ré¢storation can in turn rely on the electric power supply.

Other information

No other information.

© ISO/IEC 2024 - All rights reserved
28


https://iecnorm.com/api/?name=f4cf2b326a8fc6e5af9dbb24c6c5589e

ISO/IEC 27019:2024(en)

Annex A
(informative)

Energy utility industry specific controls reference

In addition to the security controls in ISO/IEC 27001:2022, Annex A, the specific security controls related to
energy in Table A.1 can be considered when implementing ISO/IEC 27001:2022.

Table A.1 — Energy utility industry specific security controls

tion

cies.

5 Organizational controls
5.38 ENR - Identification of risks The risks to the organization’s information and information|processing
related to external business facilities resulting from relationships with externalbtsinesf partners
paiftners should be identified and appropriate controls implémented pefore grant-
ing access.

5.39 ENR - Addressing security when|All identified security requirements should be addressed bdfore giving

degling with customers customers access to the organization’s’information or asset$.

7 Physical controls

7.15 ENR - Securing control centres |Measures to ensure the physical'security of control centres [e.g. where
control system servers, HMI and supporting systems are hofised) should
be designed, developed and applied.

7.16 ENR - Securing equipment Measures to ensure the‘physical security of equipment rooms where

rodms control system faciliti€s used by energy utilities are located| should be
designed, developedand implemented.

7.17 ENR - Securing peripheral sites |To protect peripheral sites, physical security controls shouldl be de-
signed, developed and implemented or appropriate counterfneasures
applied.

7.18 ENR - Interconnected control For intefeonnected control and communication systems, regponsibilities

and communication systems and-interfaces with external parties should be clearly defin€d to allow or-
ganizations to disconnect and to be isolated within an approjpriate period
of time in case of security incidents.

8 Te¢hnological controls

8.35 ENR - Treatment of legacy. The energy utility should ensure that all legacy systems arelidentified

systems along with their potential information security vulnerabilit]es and that
appropriate controls are implemented.

8.36 ENR - Integrityand-availability |The integrity and availability of information, assets, systemf, compo-

of qafety functions nents and functions that are required to ensure safety functfions should
be protected according to applicable safety standards.

8.37 ENR - Sectiring process control |Security measures to ensure the security requirements of ipternal and

datfa.éemimunication external process control data communication should be des|gned, devel-
npnr‘] and imp]nmnnfnr‘

8.38 ENR - Logical connection of ex- |The energy utility organization should ensure that risks resulting from

ternal process control systems |process control systems' connection to external parties are assessed
and that only authorized communications and information flows can be
exchanged.

8.39 ENR - Least functionality Process controls systems should be designed, configured, operated and
maintained to provide only required functions.

8.40 ENR - Emergency communica- |Essential communication links should be maintained in case of emergen-
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Annex B
(informative)

Correspondence between this document and the first edition
(ISO/IEC 27019:2017)

The purpose of this annex is to provide backwards compatibility with the first edition of this document
(ISO/IEC 27019:2017) for organizations currently using it and wanting to transition to this edition. Table B.1
provides the correspondence of the controls specified in Clauses 5 to 8 with those in ISO/IEC 27019:2017.

Table B.1 — Correspondence between the controls in this document and controls in
ISO/IEC 27019:2017
ISO/IEC 270§19:2024 |ISO/IEC 27019:2017
. Cor . e Control nameé
control idenfifier control identifier
51 05.1.1,05.1.2 Policies for information security
5.2 06.1.1 Information security roles and résponsibilities
5.3 06.1.2 Segregation of duties
54 07.2.1 Management responsibilities
5.5 06.1.3 Contact with authorities
5.6 06.1.4 Contact with spegial interest groups
5.7 Non-existent in Threat intelligence
ISO/IEC 27019:2017
and derived from
ISO/IEC 27002:2022
5.8 06.1.5,14.1.1 Information security in project management
59 08.1.1,08.1.2 Inventory of information and other associated assets
5.10 08.1.3,08.2.3 Acceptable use of information and other associated assgts
5.11 08.1.4 Return of assets
5.12 08.2.1 Classification of information
5.13 08.2.2 Labelling of information
5.14 13.2.1,13:2.2,13.2.3 |Information transfer
5.15 09.4.1,09.1.2 Access control
5.16 09:2.1 Identity management
5.17 09.2.4,09.3.1,09.4.3 Authentication information
5.18 09.2.2,09.2.5,09.2.6  |Access rights
5.19 15.1.1 Information security in supplier relationships
5.20 15.1.2 Addressing information security within supplier agreements
5.21 15.1.3 Managing information security in the ICT supply chain
5.22 15.2.1,15.2.2 Monitoring, review and change management of supplier services
5.23 Non-existent in Information security for use of cloud services
ISO/IEC 27019:2017
and derived from
ISO/IEC 27002:2022
5.24 16.1.1 Information security incident management planning and prepara-
tion
5.25 16.1.4 Assessment and decision on information security events
5.26 16.1.5 Response to information security incidents
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