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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The pfocedures used to develop this document and those intended for its further majntenance are
descriped in the ISO/IEC Directives, Part 1. In particular the different approval criterjia needed for
the different types of document should be noted. This document was drafted in@ccordhnce with the
editorjal rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentjon is drawn to the possibility that some of the elements of this doGument may lpe the subject
of pat¢nt rights. ISO and IEC shall not be held responsible for identifying any or all such|patent rights.
Detail$ of any patent rights identified during the development of the doeument will be in th¢ Introduction
and/o1 on the ISO list of patent declarations received (see www.iso.orgy/patents).

Any trpde name used in this document is information given fox the convenience of userg and does not
constifute an endorsement.

For an explanation on the meaning of ISO specific tényms and expressions related §o conformity
assessment, as well as information about ISO’s adherentee to the WTO principles in the Technical Barriers
to Tragle (TBT) see the following URL: Foreword - Supplementary information

The cdmmittee responsible for this document i$ISO/IEC JTC 1, Information technology, §ubcommittee
SC 27,JT Security techniques.
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0 Introduction

0.1 Background and context

Cloud service providers who process Personally Identifiable Information (PII) under contract to their
customers have to operate their services in ways that allow both parties to meet the requirements of
applicable legislation and regulations covering the protection of PII. The requirements and the way in
which therequirements are divided between the cloud service provider and its customers vary according
to legal jurisdiction, and according to the terms of the contract between the cloud service provider
and the customer. Legislation which governs how PII is allowed to be processed (i.e. collected, used,
transferred and disposed of) is sometimes referred to as data protection legislation; PII is sometimes
referred to a§ personal data or personal information. The obligations falling on a PII processdr vary
from jurisdicfion to jurisdiction, which makes it challenging for businesses providing cloud conjputing
services to oplerate multinationally.

Apubliccloudkerviceproviderisa ‘Pll processor’ whenitprocessesPllforandaccordingtotheinstru

of a cloud seryice customer. The cloud service customer, who has the contractual rélationship wijith the
public cloud HII processor, can range from a natural person, a ‘PII principal’, processing his or her own
PII in the cloud, to an organization, a ‘PII controller’, processing PII relating te,many PII principals. The
cloud service|customer might authorize one or more cloud service users associated with it to yse the
services madg¢ available to it under its contract with the public cloud PLL processor. Note that th¢ cloud

service custoer has authority over the processing and use of the data™A-Cloud service customerfwho is
also a PII contjroller might be subject to a wider set of obligations governing the protection of PII than the

ctions

public cloud K
on the public

service custo
service custol

NOTE Wh
acting as a PII

The intention|
objectives a

o
that can be i

the following

II processor. Maintaining the distinction between ®1I controller and PII processoi
Cloud PII processor having no data processing objectives other than those set by th
mer with respect to the PII it processes and the operations necessary to achieve th
mer’s objectives.

bre the public cloud PII processor is processing cloud service customer account data, it m
ontroller for this purpose. This International Standard does not cover such activity.

of this International Standard, when used in conjunction with the information s¢

plemented by a public cloud-ecomputing service provider acting as a PII processor
objectives.

relies
e cloud
e cloud

ight be

curity

controls in ISO/IEC 27002, is<to create a common set of security categories and c¢ntrols

It has

s a PII

To help tH
processol

e public cloud service provider to comply with applicable obligations when acting :
, whether such obligations fall on the PII processor directly or through contract.

To enable ervice

customerj

the public cloud PII processor to be transparent in relevant matters so that cloud §
s can sele¢bwell-governed cloud-based PII processing services.

To assist 1 actual

agreemer

he cloud Service customer and the public cloud PII processor in entering into a contt
t.

To provide cioud Service cusSTtomers with @ mechnanism for exercising audit and compiiance rights
and responsibilities in cases where individual cloud service customer audits of data hosted in a
multi-party, virtualized server (cloud) environment might be impractical technically and might
increase risks to those physical and logical network security controls in place.

This International Standard does not replace applicable legislation and regulations, but can assist by
providing a common compliance framework for public cloud service providers, in particular those that
operate in a multinational market.

0.2 PII protection controls for public cloud computing services

This International Standard is designed for organizations to use as a reference for selecting PII
protection controls within the process of implementing a cloud computing information security
management system based on ISO/IEC 27001, or as a guidance document for implementing commonly
accepted PII protection controls for organizations acting as public cloud PII processors. In particular,
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this International Standard has been based on ISO/IEC 27002, taking into consideration the specific
risk environment(s) arising from those PII protection requirements which might apply to public cloud
computing service providers acting as PII processors.

Typically an organization implementing ISO/IEC 27001 is protecting its own information assets.
However, in the context of PII protection requirements for a public cloud service provider acting as a
PII processor, the organization is protecting the information assets entrusted to it by its customers.
Implementation of the controls of ISO/IEC 27002 by the public cloud PII processor is both suitable
for this purpose and necessary. This International Standard augments the ISO/IEC 27002 controls to
accommodate the distributed nature of the risk and the existence of a contractual relationship between
the cloud service customer and the public cloud PII processor. This International Standard augments
ISO/IEC 27002 in two ways:

— inplementation guidance applicable to public cloud PII protection is provided fof fertain of the
exfisting ISO/IEC 27002 controls, and

— Annex A provides a set of additional controls and associated guidance intended to 4dddress public
cliud PII protection requirements not addressed by the existing ISO/IEG 27002 control set.

Most ¢f the controls and guidance in this International Standard will also apply to a PII controller.
Howeyer, the PII controller will, in most cases, be subject to additional‘ebligations not spdcified here.

0.3 PII protection requirements

It is esjsential that an organization identifies its requirementsfor the protection of PII. There are three
main gources of requirement, as given below.

a) Ldgal, Statutory, Regulatory and Contractual Requirements: One source is the legal, statutory,
regulatory and contractual requirements and ‘@bligations that an organization, its tragling partners,
coptractors and service providers have tosatisfy, and their socio-cultural respoysibilities and
ogerating environment. It should be noted'thatlegislation, regulations and contractual commitments
made by the PII processor might mandate the selection of particular controls ajpd might also
necessitate specific criteria for implementing those controls. These requirements dan vary from
one jurisdiction to another.

b) Rikks: Another source is derived from assessing risks to the organization associated with PII, taking
info account the organization’s overall business strategy and objectives. Through a rigk assessment,
thfreats are identified, vulnerability to and likelihood of occurrence is evaluated and pofential impact
is [estimated. ISO/IEC:27005 provides information security risk management guidahce, including
advice on risk assessment, risk acceptance, risk communication, risk monitoring and risk review.
ISP/IEC 29134 provides guidance on privacy impact assessment.

c) Cdrporatespolicies: While many aspects covered by a corporate policy are derived from legal and
socio-cultural obligations, an organization might also choose voluntarily to go beyond the criteria
thpt ate derived from the requirements of a).

0.4

Controls can be selected from this International Standard (which includes by reference the controls
from ISO/IEC 27002, creating a combined reference control set for the sector or application defined
by the scope). If required, controls can also be selected from other control sets, or new controls can be
designed to meet specific needs as appropriate.

NOTE A PII processing service provided by a public cloud PII processor could be considered as an application
of cloud computing rather than as a sector in itself. Nevertheless, the term ‘sector-specific’ is used in this
International Standard, as this is the conventional term used within other standards in the ISO/IEC 27000 series.

The selection of controls is dependent upon organizational decisions based on the criteria for risk
acceptance,risktreatmentoptions,and the general riskmanagementapproach applied tothe organization
and, through contractual agreements, its customers and suppliers, and will also be subject to all relevant
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national and international legislation and regulations. Where controls from this International Standard
are not selected, this needs to be documented with justification for the omission.

Further, the selection and implementation of controls is dependent upon the public cloud provider’s
actual role in the context of the whole cloud computing reference architecture (see ISO/IEC 17789). Many
different organizations can be involved in providing infrastructure and application services in a cloud
computing environment. In some circumstances, selected controls can be unique to a particular service
category of the cloud computing reference architecture. In other instances, there can be shared roles
in implementing security controls. Contractual agreements need to clearly specify the PII protection
responsibilities of all organizations involved in providing or using the cloud services, including the
public cloud PII processor, its sub-contractors and the cloud service customer.

The controls
most organiz
Implementati
in the design
consideration

n this International Standard can be considered as guiding principles and applicable for
htions. They are explained in more detail below along with implementation’gtidance.
bn can be made simpler if requirements for the protection of PII have been‘congidered
of the public cloud PII processor’s information system, services and operationg. Such

is an element of the concept that is often called “Privacy by Design”. The-bibliograp

relevant doc
0.5

This Internat
It is possible
Furthermore,
required. Wh
useful to incly
compliance cl

0.6 Lifecy

PIlhasanatun
to its eventud
remains impo

PII protection
managed thr

ents such as ISO/IEC 29101.

Develpping additional guidelines

onal Standard can be regarded as a starting point for developing PII protection guid
that not all of the controls and guidance in this code ©f practice will be app
additional controls and guidelines not included in this\nternational Standard m

de cross-references to clauses in this Internationdl Standard where applicable to fa
ecking by auditors and business partners.

cle considerations

| destruction or decay. The risks to>PII can vary during its lifetime but protectior
rtant to some extent at all stages:

requirements need to be taken'into account as existing and new information syste
ugh their lifecycle.

y lists

elines.
icable.
ght be

en documents are developed containing additiondl guidelines or controls, it might be

rilitate

allifecycle, from creationand originatienthrough storage, processing, useand transmission

| of PII

Ins are

viil
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Information technology — Security techniques — Code
of practice for protection of personally identifiable
information (PII) in public clouds acting as PII processors

- nd guidelines
for implementing measures to protect Personally Identifiable Information (PII) in accordance with the

In parfticular, this International Standard specifies guidelines based on ISOAEC 27002, taking into
consideration the regulatory requirements for the protection of PII which,might be applicable within
the context of the information security risk environment(s) of a provider of|public cloud services.

This International Standard is applicable to all types and sizes of organizations, including public and
private companies, government entities and not-for-profit organizations, which providg information
procegsing services as PII processors via cloud computing underepntract to other organifations.

The ghiidelines in this International Standard might also be) relevant to organizations|acting as PII
contrallers; however, PII controllers might be subject to additional PII protection legislation, regulations
and obligations, not applying to PII processors. This Intérivational Standard is not intended to cover such
additignal obligations.

2 Normative references

The following documents, in whole or in‘part, are normatively referenced in this document and are
indispensable for its application. For.dated references, only the edition cited applies] For undated
references, the latest edition of the referenced document (including any amendments) applies.

17788 | Rec. ITU-T(Y;3500, Information technology — Cloud computing — Pverview and

27000:2014, Infoymation technology — Security techniques — Information security management

27001:2043, Information technology — Security techniques — Information security management

27002:2013, Information technology — Security techniques — Code of practice fTr information
securitly controls

ISO/IEC 29100:2011, Information technology — Security techniques — Privacy framework

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17788, ISO/IEC 27000 and
the following apply.

1) To be published.

© ISO/IEC 2014 - All rights reserved 1
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3.1
data breach

compromise of security thatleadsto theaccidental or unlawful destruction, loss, alteration, unauthorized

disclosure of,

or access to protected data transmitted, stored or otherwise processed

[SOURCE: ISO/IEC 27040:—2), 3.7]

3.2

personally identifiable information

PII

any information that (a) can be used to identify the PII principal to whom such information relates, or
(b) is or might be directly or indirectly linked to a PII principal

Note 1 to entr)
which can reag
natural person

[SOURCE: ISO

Note 2 to entry
cloud PII proce|
specified categ

3.3

PII controlle
privacy stake
personally ide

Note 1 to entry

: To determine whether a PII principal is identifiable, account should be taken of allthe|
onably be used by the privacy stakeholder holding the data, or by any other party, td.ident|

[EC 29100:2011, 2.9]
: This definition is included to define the term PII as used in this Interpational Standard. A

5sor is typically not in a position to know explicitly whether informatiomn-it processes falls i
ory unless this is made transparent by the cloud service customer.

.
holder (or privacy stakeholders) that determines the purposes and means for prog
ntifiable information (PII) other than natural persons who use data for personal pu

: A PII controller sometimes instructs others (e.g. RII processors) to process PII on its beha

the responsibillity for the processing remains with the PII controller.

[SOURCE: ISO
34

PII principal
natural perso

Note 1 to entr]
synonym “dat3

[SOURCE: ISO
3.5

PII processor

privacy stake
accordance w

IEC 29100:2011, 2.10]

h to whom the personally identifiable information (PII) relates

y: Depending on the jurisdjction and the particular PII protection and privacy legislati
subject” can also be used instead of the term “PII principal”.

IEC 29100:201142)11]

holder\that processes personally identifiable information (PII) on behalf of
ith the\instructions of a PII controller

means
ify that

L public
hto any

essing
Fposes

f while

on, the

hnd in

[SOURCE: ISO

IEC 29100:2011, 2 12]

3.6

processing of PII
operation or set of operations performed upon personally identifiable information (PII)

Note 1 to entry: Examples of processing operations of PII include, but are not limited to, the collection, storage,
alteration, retrieval, consultation, disclosure, anonymization, pseudonymization, dissemination or otherwise
making available, deletion or destruction of PII.

[SOURCE: ISO/IEC 29100:2011, 2.23]

2) To be published.

2
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3.7

public cloud service provider
party which makes cloud services available according to the public cloud model

4 Overview

4.1 Structure of this standard

ISO/IEC 27018:2014(E)

This International Standard has a structure similar to that of [ISO/IEC 27002. In cases where objectives
and controls specified in ISO/IEC 27002 are applicable without a need for any additional information,

only a

reference is prnvidpd to IQﬂI/IF'(' 27002 Additional controls and assaciated irrp]ementation

guidarjce applicable to PII protection for cloud computing service providers are describ
(normative).

In casps where controls need additional guidance applicable to PII protectionfor clo
service providers, this is given under the heading Public cloud PII protection ifiplementatig
some ¢ases, further relevant information that enhances the additional guidance is provi
heading Other information for public cloud PII protection.

As shown in Table 1, such sector-specific guidance and information-is inicluded in the cate

in ISO

ISO/IEC 27002, are as indicated in the table.

IEC 27002. Clause numbers, which have been aligned with.the corresponding clau

bd in Annex A

id computing
n guidance. In
led under the

pories defined
e numbers in

Table 1 — Location of sector-specific guidance and other information for implemenfting controls

in ISO/IEC 27002
Claus¢ Title Remarks
number
5 Information security policies Sector-specific implementation guidance and ¢ther informa-
tion is provided.
Organization of information,security |Sector-specific implementation guidance is prpvided.
Human resource security, Sector-specific implementation guidance and ¢ther informa-
tion is provided.
8 Asset management No additional sector-specific implementation guidance or
other information is provided.
9 Access control Sector-specific implementation guidance is provided,
together with a cross-reference to control(s) it Annex A.
10 Cryptography Sector-specific implementation guidance is provided.
11 Physical and environmental security |Sector-specific implementation guidance is prpvided,
together with a cross-reference to control(s) i} Annex A.
12 Operations security Sector-specific implementation guidance is prpvided.
13 Communications security Sector-specific implementation guidance is provided,
together with a cross-reference to control(s) in Annex A.
14 System acquisition, development and | No additional sector-specific implementation guidance or
maintenance other information is provided.
15 Supplier relationships No additional sector-specific implementation guidance or
other information is provided.
16 Information security incident man- |Sector-specific implementation guidance is provided.
agement
17 Information security aspects of busi- | No additional sector-specific implementation guidance or
ness continuity management other information is provided.
18 Compliance Sector-specific implementation guidance is provided,

together with a cross-reference to control(s) in Annex A.

© ISO/IEC 2014 - All rights reserved
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4.2 Control categories
In line with ISO/IEC 27002, each main control category contains:
a) acontrol objective stating what is to be achieved; and
b) one or more controls that can be applied to achieve the control objective.
Control descriptions are structured as follows:
Control

Defines the specific control statement to satisfy the control objective.

Public clpud PII protection implementation guidance

Provides more detailed information to support the implementation of the control and'meeting the
control objectives. The guidance may not be entirely suitable or sufficient in all situations, afnd may
not fulfil the organization’s specific control requirements. Alternative or additiofalcontrols, or[‘ other
forms of fisk treatment (avoiding, transferring or accepting risks), may therefore be approptiate.

Other information for public cloud PII protection

Provides [further information that may need to be considered, suehas legal considerations and
referencels to other standards.

5 Information security policies

5.1 Management direction for information security

The objective|specified in ISO/IEC 27002:2013, 5.1 applies.

5.1.1 Policies for information security

Control 5.1.1
ISO/IEC 2700

and the associated implementation guidance and other information specified in
apply. The following sector-specific guidance also applies.

Public cloud [PII protection implementation guidance

The informatjon security pelicies should be augmented by a statement concerning support fpr and
commitment [to achieving‘eompliance with applicable PII protection legislation and the contgactual
terms agreed|between the'public cloud PII processor and its clients (cloud service customers).

Contractual agreements should clearly allocate responsibilities between the public cloud PII professor,
its sub-contrgctors’and the cloud service customer, taking into account the type of cloud seryice in
question (e.g.|a'sefvice of an IaaS, PaaS or SaaS category of the cloud computing reference architefcture).
For example, the allocation of responsibility for application layer controls may differ depending on
whether the public cloud PII processor is providing a SaaS service or rather is providing a PaaS or laaS
service upon which the cloud service customer can build or layer its own applications.

Other information for public cloud PII protection

In some jurisdictions the public cloud PII processor is directly subject to PII protection legislation.
Elsewhere, PII protection legislation applies to the PII controller only.

A mechanism to ensure the public cloud PII processor is obliged to support and manage compliance is
provided by the contract between the cloud service customer and the public cloud PII processor. The
contract could call for independently audited compliance, acceptable to the cloud service customer, e.g.
via the implementation of the relevant controls in this International Standard and in ISO/IEC 27002.

4 © ISO/IEC 2014 - All rights reserved
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5.1.2 Review of the policies for information security

Control 5.1.2 and the associated implementation guidance specified in ISO/IEC 27002 apply.

6 Organization of information security

6.1 Internal organization

The objective specified in ISO/IEC 27002:2013, 6.1 applies.

6.1.1 —Information securitvrolesand responsibilities
Y o

Contrql 6.1.1 and the associated implementation guidance and other informatien| specified in
ISO/IHC 27002 apply. The following sector-specific guidance also applies.

Publiq cloud PII protection implementation guidance

The pyblic cloud PII processor should designate a point of contact for use by/the cloud seryice customer
regarding the processing of PII under the contract.

6.1.2 | Segregation of duties

Contrql 6.1.2 and the associated implementation guidarice and other information| specified in
ISO/IEC 27002 apply.

6.1.3 | Contact with authorities

Contrdl 6.1.3 and the associated implementation guidance and other information| specified in
ISO/IEC 27002 apply.

6.1.4 | Contact with special interest groups

Contrdl 6.1.4 and the associated-implementation guidance and other information| specified in
ISO/IEC 27002 apply.

6.1.5 | Information security in project management

—

Contrql 6.1.5 and the @ssociated implementation guidance specified in ISO/IEC 27002 apgly.

6.2 Mobile dé¢vices and teleworking

The ohjjective'specified in, and the contents of, ISO/IEC 27002:2013, 6.2 apply.

7 Human resource security

7.1 Prior to employment

The objective specified in, and the contents of, ISO/IEC 27002:2013, 7.1 apply.

7.2 During employment

The objective specified in ISO/IEC 27002:2013, 7.2 applies.

© ISO/IEC 2014 - All rights reserved 5
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7.2.1 Management responsibilities

Control 7.2.1 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

7.2.2 Information security awareness, education and training

Control 7.2.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection implementation guidance

Measures shdu P D € consequences pn the
public cloud HII processor (e.g. legal consequences, loss of business and brand or reputational damage),
on the staff member (e.g. disciplinary consequences) and on the PII principal (e.g. physical, mpaterial
and emotiondl consequences) of breaching privacy or security rules and procedures, espécially those
addressing the handling of PII.

Other infornjation for public cloud PII protection

In some jurigdictions, the public cloud PII processor may be subject to.légal sanctions, indluding
substantial fines directly from the local PII protection authority. In gther jurisdictions the |use of
International|Standards such as this in setting up the contract betweenthe public cloud PII prdcessor
and the cloud] service customer should help establish a basis for contractual sanctions for a bre¢ach of
security ruleq and procedures.

7.2.3 Disciplinary process

Control 7.2.3] and the associated implementation guidance and other information specified in
ISO/IEC 2700p apply.

7.3 Termination and change of employmeént

The objective|specified in, and the contents of, ISO/IEC 27002:2013, 7.3 apply.

8 Asset nmlanagement

The objectivep specified in, and the contents of, ISO/IEC 27002:2013, Clause 8 apply.

9 Access ¢ontrol

9.1 Busingss requirements of access control

The objectivespetified i, amd tirecomtents of, 1SOAEC 2700272613, 9T =apply:
9.2 User access management

The objective specified in ISO/IEC 27002:2013, 9.2 applies. The following sector-specific guidance also
applies to the implementation of all of the controls under this subclause (9.2).

Public cloud PII protection implementation guidance

In the context of the service categories of the cloud computing reference architecture, the cloud service
customer may be responsible for some or all aspects of access management for cloud service users under
its control. Where appropriate, the public cloud PII processor should enable the cloud service customer
to manage access by cloud service users under the cloud service customer’s control, such as by providing
administrative rights to manage or terminate access.
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9.2.1 User registration and de-registration

Control 9.2.1 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection implementation guidance

Procedures for user registration and de-registration should address the situation where user access
control is compromised, such as the corruption or compromise of passwords or other user registration
data (e.g. as a result of inadvertent disclosure).

NOTE Individual jurisdictions may impose specific requirements regarding the frequency of checks for
unused-authenticationcredentials ﬂrgahi7nfinnc npnrafihgin these }'nricr‘ir‘thc should-ensurethat they Comply

with these requirements.

9.2.2 | User access provisioning

Contrdl 9.2.2 and the associated implementation guidance and other, ‘information| specified in
ISO/IEC 27002 apply.

9.2.3 | Management of privileged access rights

Contrdl 9.2.3 and the associated implementation guidanceand other information| specified in
ISO/IEC 27002 apply.

9.2.4 | Management of secret authentication information of users

Contrdl 9.2.4 and the associated implementation*guidance and other information| specified in
ISO/IEC 27002 apply.

9.2.5 | Review of user access rights

Contrdl 9.2.5 and the associated implementation guidance and other information| specified in
ISO/IEC 27002 apply.

9.2.6 | Removal or adjustment of access rights

Contrql 9.2.6 and the-associated implementation guidance and other information| specified in
ISO/IEC 27002 apply.

9.3 User responsibilities

The oljjectivespecified in ISO/IEC 27002:2013, 9.3 applies.

9 3 1 11 £ 'y il 43 43 Yy %3
o 1 O30 0T SCIT T autincIIaaC ativIT IImoT IITatiulr

Control 9.3.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

9.4 System and application access control

The objective specified in ISO/IEC 27002:2013, 9.4 applies.

9.4.1 Information access restriction
Control 9.4.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

NOTE Additional controls and guidance relevant to information access restriction can be found in A.10.13.
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9.4.2 Secur

e log-on procedures

Control 9.4.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection implementation guidance

Where required, the public cloud PII processor should provide secure log-on procedures for any accounts
requested by the cloud service customer for cloud service users under its control.

9.4.3 Password management system

Control 9.4.3
ISO/IEC 2700

94.4 Useo

Control 9.4.4
ISO/IEC 2700

9.4.5 Accesfs control to program source code

Control 9.4.5
ISO/IEC 2700

10 Cryptog

10.1 Cryptographic controls

The objective

10.1.1 Policy

Control 10.1.
ISO/IEC 2700

Public cloud

The public clg
circumstance|
should also p
may assist th¢

NOTE Ins

D apply.

f privileged utility programs

D apply.

D apply.

raphy

specified in ISO/IEC 27002:2013, 10, applies.

r on the use of cryptographic«controls

I and the associated implementation guidance and other information specif
b apply. The following sector-specific guidance also applies.

PII protection implementation guidance

ud PII processor’should provide information to the cloud service customer regard
5 in whichituses cryptography to protect the Pllit processes. The public cloud PII prg
Fovide information to the cloud service customer about any capabilities it provid
 cloud:service customer in applying its own cryptographic protection.

and the associated lmplementatlon guldance and other information spec1ﬂied in

and the associated implementation guidance and other information specified in

and the associated implementation guidance and¢ other information speciffied in

ied in

ng the
cessor
bs that

briejurisdictions it may be required to apply cryptography to protect particular kinds of P

[1, such

as health data
numbers.

concerning a FII principal, resident registration numpers, passport numbers and driver s

10.1.2 Key management

licence

Control 10.1.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

11 Physica

I and environmental security

11.1 Secure areas

The objective

specified in, and the contents of, ISO/IEC 27002:2013, 11.1 apply.
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11.2 Equipment

The objective specified in ISO/IEC 27002:2013, 11.2 applies.

11.2.1

Equipment siting and protection

Control 11.2.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

11.2.2

Supporting utilities

Control 11.2.2 and the associated implementation guidance and other information specified in

1SO/1

27002 annly.
rr-J

11.2.3

Contrd

11.2.4 Equipment maintenance

Contrd

11.2.5

Contrd
ISO/IE

11.2.6

Contrd
ISO/IE

11.2.7

Contrd
[SO/IE

Publig

For th
contai

NOTE

A.10.13.

Cabling security

1 11.2.3 and the associated implementation guidance specified in ISO/IEE 27002 af

111.2.4 and the associated implementation guidance specified\itw1SO/IEC 27002 ap

Removal of assets

1 11.2.5 and the associated implementation guidance and other information
C 27002 apply.

Security of equipment and assets off-prémises

1 11.2.6 and the associated implementation guidance and other information|
C 27002 apply.

Secure disposal or re-use of equipment

1 11.2.7 and the associated implementation guidance and other information
C 27002 apply. The followinhg sector-specific guidance also applies.

cloud PII protection implementation guidance

b purposes of secure disposal or re-use, equipment containing storage media that
h PII shouldhe'treated as though it does.

Additional controls and guidance relevant to secure disposal or re-use of equipment

11.2.

Hatterrded user equipmrent

ply.

ply.

specified in

specified in

specified in

may possibly

an be found in

Control 11.2.8 and the associated implementation guidance specified in ISO/IEC 27002 apply.

11.2.9

Clear desk and clear screen policy

Control 11.29 and the associated implementation guidance and other information specified in

ISO/IE

C 27002 apply.

12 Operations security

12.1 Operational procedures and responsibilities

The objective specified in ISO/IEC 27002:2013, 12.1 applies.

©150/1
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12.1.1 Documented operating procedures

Control 12.1.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

12.1.2 Change management

Control 12.1.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

12.1.3 Capacity management

Control 12.1.3 and the associated implpmpnfnrinn gnid;mrp and other information speci ied in

ISO/IEC 2700 apply.

12.1.4 Separation of development, testing and operational environments

Control 12.14 and the associated implementation guidance and other information specified in
ISO/IEC 2700 apply. The following sector-specific guidance also applies.

Public cloud [PII protection implementation guidance

Where the usg of PII for testing purposes cannot be avoided a risk assessment should be undeftaken.
Technical and organizational measures should be implemented to minintize the risks identified.

12.2 Protection from malware

The objective[specified in, and the contents of, ISO/IEC 27002:2013, 12.2 apply.

12.3 Backup
The objectivel|specified in ISO/IEC 27002:2013, 1223 applies.

12.3.1 Information backup

Control 12.3.l and the associated implementation guidance specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Public cloud [PII protection implementation guidance

Information processing .systems based on the cloud computing model introduce additiopal or
alternative mechanismsto off-site backups for protecting against loss of data, ensuring contin[:ity of
data processing operations, and providing the ability to restore data processing operations after a
disruptive event. Multiple copies of data in physically and/or logically diverse locations (which nay be
within the information processing system itself) should be created or maintained for the purppses of
backup and/ rar‘nvpry

Pll-specific responsibilities in this respect may lie with the cloud service customer. Where the public
cloud PII processor explicitly provides backup and restore services to the cloud service customer, the
public cloud PII processor should provide clear information to the cloud service customer about the
capabilities of the cloud service with respect to backup and restoration of the cloud service customer
data.

NOTE1 Individual jurisdictions may impose specific requirements regarding the frequency of backups.
Organizations operating in these jurisdictions should ensure that they comply with these requirements.

Procedures should be put in place to allow for restoration of data processing operations within a
specified, documented period after a disruptive event.
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The back-up and recovery procedures should be reviewed at a specified, documented frequency.

NOTE 2  Individual jurisdictions may impose specific requirements regarding the frequency of reviews of
backup and recovery procedures. Organizations operating in these jurisdictions should ensure that they comply
with these requirements.

The use of sub-contractors to store replicated or backup copies of data being processed is covered by the
controls in this International Standard applying to sub-contracted PII processing. Where physical media
transfers take place this is also covered by controls in this International Standard.

The public cloud PII processor should have a policy which addresses the requirements for backup of
information and any further requirements (e.g. contractual and/or legal requirements) for the erasure

TICo T C O T T T O T o T o e T T o oo CIso ppotT poostor

12.4 Logging and monitoring

The objective specified in ISO/IEC 27002:2013, 12.4 applies.

12.4.1] Event logging

Contrql 12.4.1 and the associated implementation guidance and\other information| specified in
ISO/IEC 27002 apply. The following sector-specific guidance also-applies.

Publiq cloud PII protection implementation guidance

A process should be putin place to review event logs with@specified, documented periodidity, to identify
irregujarities and propose remediation efforts.

Wherg possible, event logs should record whethér-or not PII has been changed (added, modified or
deletefl) as aresult of an event and by whom. Where multiple service providers are involved in providing
service from different service categories of the cloud computing reference architecture,|there may be
varied|or shared roles in implementing this;guidance.

The pyblic cloud PII processor should define criteria regarding if, when and how log information can be
made @vailable to or usable by the cloud service customer. These procedures should be made available
to the floud service customer.

Wherqg a cloud service customer is permitted to access log records controlled by the puyblic cloud PII
procegsor, the public cloud-PII processor should ensure that the cloud service customer cqn only access
records that relate to/that cloud service customer’s activities, and cannot access any log tecords which
relate fo the activities;of other cloud service customers.

12.4.2} Protection of log information

Contrql A2:4.2 and the associated implementation guidance and other information| specified in
ISO/IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection specificimplementation guidance

Log information recorded for purposes such as security monitoring and operational diagnostics may
contain PII. Measures, such as controlling access (see 9.2.3), should be put in place to ensure that logged
information is only used for its intended purposes.

A procedure, preferably automatic, should be put in place to ensure that logged information is deleted
within a specified and documented period.

12.4.3 Administrator and operator logs

Control 12.4.3 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.
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12.4.4 Clock

synchronization

Control 12.4.4 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

12.5 Control of operational software

The objective

12.6 Techni

specified in, and the contents of, ISO/IEC 27002:2013, 12.5 apply.

cal vulnerability management
pecifiadin anditha contantc ~F TCA/IDC 270N2.2012 172 £ o]y
speeified-inand-the-contentsof EC27002:204312-6

The objectives

12.7 Inform

The objective

T, o TOO/T

ation systems audit considerations

specified in, and the contents of, ISO/IEC 27002:2013, 12.7 apply.

13 Communications security

13.1 Netwo

The objective

13.2 Inform

The objective

rk security management

specified in, and the contents of, ISO/IEC 27002:2013, 3.1 apply.

ation transfer

specified in ISO/IEC 27002:2013, 13.2 applies.

13.2.1 Information transfer policies and procedures

Control 13.2
ISO/IEC 2700

Public cloud

Whenever ph
incoming and
sender/recipi
customers sh
data can only

13.2.2 Agreq
Control 13.2

1 and the associated implementation guidance and other information specif
D apply. The following sector-specific guidance also applies.

PII protection implementation guidance

ysical media are used for information transfer, a system should be put in place to
bnts, the date and time, and the number of physical media. Where possible, cloud §

buld be asked to-put additional measures in place (such as encryption) to ensure t}
be accessed at the point of destination and not en route.

ments-on information transfer

2\and the associated implementation guidance and other information specif

ied in

record

outgoing physical media containing PI], including the type of physical media, the authorized

ervice
hat the

ied in

ISO/IEC 27002 apply.

13.2.3 Electronic messaging

Control 13.2.3 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

13.2.4 Confidentiality or non-disclosure agreements

Control 13.2.4 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

NOTE
found in A.10.1

12

Additional controls and guidance relevant to confidentiality or non-disclosure agreements can be

© ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=262f6c7c52d2e5f504dec77de2204a43

ISO/IEC 27018:2014(E)

14 System acquisition, development and maintenance

The objectives specified in, and the contents of, ISO/IEC 27002:2013, Clause 14 apply.

15 Supplier relationships

The objectives specified in, and the contents of, ISO/IEC 27002:2013, Clause 15 apply.

NOTE
4,

Furtherinformationregardingsupplierrelationshipmanagementmaybeobtained fromISO/IEC27036-

16 Information security incident management

16.1

The oh
applie

Publid

In the
manag
public

anagement of information security incidents and improvements

jective specified in ISO/IEC 27002:2013, 16.1 applies. The following séctor-specific
5 to the implementation of all of the controls under this subclause (16,1).

cloud PII protection implementation guidance

context of the whole cloud computing reference architecture, there may be share
ement of information security incidents and making imiproevements. There may be
cloud PII processor to cooperate with the cloud service-¢ustomer in implementing

this subclause.

16.1.1

Contrd
ISO/IE

Publig

An infi
inform
place

An inf]
event

ortoa
limitaf
on attg

16.1.2

Responsibilities and procedures

1 16.1.1 and the associated implementation guidance and other information|
C 27002 apply. The following sector-specific guidance also applies.

cloud PII protection implementation guidance

brmation security incident should trigger a review by the public cloud PII processot
ation security incident management process, to determine if a data breach involving
see A.9.1).

prmation security‘event should not necessarily trigger such a review. An inform
s one that does-not result in actual, or the significant probability of, unauthorized
hy of the publiceloud PII processor’s equipment or facilities storing PII, and may in
ion, pings.and other broadcast attacks on firewalls or edge servers, port scans, uns
mpts, dénhial of service attacks and packet sniffing.

Reporting information security events

guidance also

d roles in the
a need for the
he controls in

specified in

, as part of its
b PIl has taken

htion security
| access to PII
rlude, without
uccessful log-

Control 16.1.2 and the associated implementation guidance and other information specified in

ISO/IE

16.1.3

C 27002 apply.

Reporting information security weaknesses

Control 16.1.3 and the associated implementation guidance and other information specified in

ISO/IE

C 27002 apply.

16.1.4 Assessment of and decision on information security events

Control 16.1.4 and the associated implementation guidance specified in ISO/IEC 27002 apply.

© ISO/IEC 2014 - All rights reserved
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16.1.5 Response to information security incidents

Control 16.1.5 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

16.1.6 Learning from information security incidents

Control 16.1.6 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

16.1.7 Collection of evidence

Control 16.1.f and the associated implementation guidance and other information spetified in
ISO/IEC 2700 apply.

17 Information security aspects of business continuity management

The objectivep specified in, and the contents of, ISO/IEC 27002:2013, Clause 17,apply.

18 Compliance

18.1 Compljance with legal and contractual requirements
The objective[specified in, and the contents of, ISO/IEC 270022013, 18.1 apply.

NOTE Additional controls and guidance relevant to compliance with legal and contractual requirements can
be found in A.1/1.

18.2 Information security reviews

The objective|specified in ISO/IEC 27002:2013, 18.2 applies.

18.2.1 Independent review of information security

Control 18.2]1 and the associated-implementation guidance and other information specified in
ISO/IEC 2700p apply. The following sector-specific guidance also applies.

Public cloud [PII protection implementation guidance

In cases wherg individual cloud service customer audits are impractical or may increase risks to sg¢curity
(see 0.1), the public.cloud PII processor should make available to prospective cloud service custpmers,
prior to entefinglinto, and for the duration of, a contract, independent evidence that information
security is impléniented and operated in accordance with the public cloud PII processor’s policjes and
procedures. Arelevant independent audit as selected by the public cloud PII processor should normally
be an acceptable method for fulfilling the cloud service customer’s interest in reviewing the public cloud
PII processor’s processing operations, provided sufficient transparency is provided.

18.2.2 Compliance with security policies and standards

Control 18.2.2 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.

18.2.3 Technical compliance review

Control 18.2.3 and the associated implementation guidance and other information specified in
ISO/IEC 27002 apply.
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Annex A
(normative)

Public cloud PII processor extended control set for PII protection

This annex specifies new controls and associated implementation guidance which, in combination with
the augmented controls and guidance in ISO/IEC 27002 (see Clauses 5 to 18), make up an extended
controlLset to meet the requirements for PII protection which app]y to pnhlir cloud service providers

actingfas PII processors.

These pdditional controls are classified according to the 11 privacy principles of ISO/IEC 2p100. In many
cases the controls could be classified under more than one of the privacy principles. In such cases they
are classified under the most relevant principle.

A.1 Consent and choice

A.1.1| Obligation to co-operate regarding PII principals’rights
Contrel

The pyblic cloud PII processor should provide the cloud-service customer with the means to enable them
to fulfil their obligation to facilitate the exercise of Rll principals’ rights to access, correct and/or erase
PII perftaining to them.

Publiq cloud PII protection implementation‘guidance

The PII controller’s obligations in this respect may be defined by law, by regulations of by contract.
These pbligations may include matters where the cloud service customer uses the services of the public
cloud PII processor for implementation! For example, this could include the correction or deletion of PII
in a tirhely fashion.

Wherdg the PII controller depends on the public cloud PII processor for information or technfical measures
to facilitate the exercise of\RII'principals’ rights, the relevant information or technical mepsures should
be sperified in the contract.

A.2 Purposedegitimacy and specification

A.2.1| Public cloud PII processor’s purpose

Contral

PII to be processed under a contract should not be processed for any purpose independent of the
instructions of the cloud service customer.

Public cloud PII protection implementation guidance

Instructions may be contained in the contract between the public cloud PII processor and the cloud
service customer including, e.g. the objective and time frame to be achieved by the service.

In order to achieve the cloud service customer’s purpose, there may be technical reasons why it is
appropriate for a public cloud PII processor to determine the method for processing PII, consistent
with the general instructions of the cloud service customer but without the cloud service customer’s
express instruction. For example, in order to efficiently utilize network or processing capacity it may
be necessary to allocate specific processing resources depending on certain characteristics of the PII
principal. In circumstances where the public cloud PII processor’s determination of the processing
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method involves the collection and use of PII, the public cloud PII processor should adhere to the relevant
privacy principles set forth in ISO/IEC 29100.

The public cloud PII processor should provide the cloud service customer with all relevant information,
in a timely fashion, to allow the cloud service customer to ensure the public cloud PII processor’s
compliance with purpose specification and limitation principles and ensure that no PII is processed
by the public cloud PII processor or any of its sub-contractors for further purposes independent of the
instructions of the cloud service customer.

A.2.2 Public cloud PII processor’s commercial use

Control

PII processed|under a contract should not be used by the public cloud PII processor for the purppses of
marketing anfl advertising without express consent. Such consent should not be a condition‘ef re¢eiving
the service.

NOTE Thi$ control is an addition to the more general control in A.2.1 and does not'replace or otHerwise
supersede it.
A.3 Collection limitation

No additional|controls are relevant to this privacy principle.

A.4 Data minimization

A.4.1 Secure erasure of temporary files
Control
Temporary files and documents should be erased@r destroyed within a specified, documented pgriod.
Public cloud [PII protection implementation guidance

Implementatipn guidance on PII erasures provided in A.10.11.

Information dystems may createttemporary files in the normal course of their operation. Sudh files
are specific tg the system or application, but may include file system roll-back journals and temporary
files associatpd with the updating of databases and the operation of other application software.
Temporary files are not needed after the related information processing task has completed buf there
are circumstgnces in whieh they may not be deleted. The length of time for which these files remain in
use is not always deterministic but a “garbage collection” procedure should identify the relevant files
and determing how long it has been since they were last used.

PII processing information systems should implement a periodic check that unused temporaiy files
above a specified age are deleted.

A.5 Use, retention and disclosure limitation

A.5.1 PII disclosure notification
Control

The contract between the public cloud PII processor and the cloud service customer should require
the public cloud PII processor to notify the cloud service customer, in accordance with any procedure
and time periods agreed in the contract, of any legally binding request for disclosure of PII by a law
enforcement authority, unless such a disclosure is otherwise prohibited.
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Public cloud PII protection implementation guidance

The public cloud PII processor should provide contractual guarantees that it will reject any requests
for PII disclosure that are not legally binding, consult the corresponding cloud service customer where
legally permissible before making any PII disclosure and accept any contractually agreed requests for
PII disclosures that are authorized by the corresponding cloud service customer.

An example of a possible prohibition on disclosure would be a prohibition under criminal law to preserve
the confidentiality of a law enforcement investigation.

A.5.2 Recording of PII disclosures

Contrél

Disclogures of PII to third parties should be recorded, including what PII has been disclgsed, to whom
and at|what time.

Publiq cloud PII protection implementation guidance

PII maly be disclosed during the course of normal operations. These disclosures should be[recorded (see
12.4.1]. Any additional disclosures to third parties, such as those arising from lawful investigations or
externfal audits, should also be recorded. The records should includethe source of the disclosure and the
sourcq of the authority to make the disclosure.

A.6 Accuracy and quality

No additional controls are relevant to this privacy principle.

A.7 QOpenness, transparency and notice

A.7.1| Disclosure of sub-contracted-PII processing
Control

The uge of sub-contractors by-the public cloud PII processor to process PII should be disclosed to the
relevapt cloud service customers before their use.

Publiq cloud PII protection implementation guidance

Provisjions for the use of sub-contractors to process PII should be transparent in the confract between
the public cloud{PIt processor and the cloud service customer. The contract should specify that sub-
contractors maylonly be commissioned on the basis of a consent that can generally be giveln by the cloud
service custonier at the beginning of the service. The public cloud PII processor should inform the cloud
service eustomer in a timely fashion of any intended changes in this regard so that the|cloud service
custo ili j i

Information disclosed should cover the fact that sub-contracting is used and the names of relevant
sub-contractors, but not any business-specific details. The information disclosed should also include
the countries in which sub-contractors may process data (see A.11.1) and the means by which sub-
contractors are obliged to meet or exceed the obligations of the public cloud PII processor (see A.10.12).

Where public disclosure of sub-contractor information is assessed to increase security risk beyond
acceptable limits, disclosure should be made under a non-disclosure agreement and/or on the request
of the cloud service customer. The cloud service customer should be made aware that the information
is available.

A.8 Individual participation and access

No additional controls are relevant to this privacy principle.

© ISO/IEC 2014 - All rights reserved 17


https://iecnorm.com/api/?name=262f6c7c52d2e5f504dec77de2204a43

	Section sec_1
	Section sec_2
	Section sec_3
	Section sec_3.1
	Section sec_3.2
	Section sec_3.3
	Section sec_3.4
	Section sec_3.5
	Section sec_3.6
	Section sec_3.7
	Section sec_4
	Section sec_4.1
	Table tab_1
	Section sec_4.2
	Section sec_5
	Section sec_5.1
	Section sec_5.1.1
	Section sec_5.1.2
	Section sec_6
	Section sec_6.1
	Section sec_6.1.1
	Section sec_6.1.2
	Section sec_6.1.3
	Section sec_6.1.4
	Section sec_6.1.5
	Section sec_6.2
	Section sec_7
	Section sec_7.1
	Section sec_7.2
	Section sec_7.2.1
	Section sec_7.2.2
	Section sec_7.2.3
	Section sec_7.3
	Section sec_8
	Section sec_9
	Section sec_9.1
	Section sec_9.2
	Section sec_9.2.1
	Section sec_9.2.2
	Section sec_9.2.3
	Section sec_9.2.4
	Section sec_9.2.5
	Section sec_9.2.6
	Section sec_9.3
	Section sec_9.3.1
	Section sec_9.4
	Section sec_9.4.1
	Section sec_9.4.2
	Section sec_9.4.3
	Section sec_9.4.4
	Section sec_9.4.5
	Section sec_10
	Section sec_10.1
	Section sec_10.1.1
	Section sec_10.1.2
	Section sec_11
	Section sec_11.1
	Section sec_11.2
	Section sec_11.2.1
	Section sec_11.2.2
	Section sec_11.2.3
	Section sec_11.2.4
	Section sec_11.2.5
	Section sec_11.2.6
	Section sec_11.2.7
	Section sec_11.2.8
	Section sec_11.2.9
	Section sec_12
	Section sec_12.1
	Section sec_12.1.1
	Section sec_12.1.2
	Section sec_12.1.3
	Section sec_12.1.4
	Section sec_12.2
	Section sec_12.3
	Section sec_12.3.1
	Section sec_12.4
	Section sec_12.4.1
	Section sec_12.4.2
	Section sec_12.4.3
	Section sec_12.4.4
	Section sec_12.5
	Section sec_12.6
	Section sec_12.7
	Section sec_13
	Section sec_13.1
	Section sec_13.2
	Section sec_13.2.1
	Section sec_13.2.2
	Section sec_13.2.3
	Section sec_13.2.4
	Section sec_14
	Section sec_15
	Section sec_16
	Section sec_16.1
	Section sec_16.1.1
	Section sec_16.1.2
	Section sec_16.1.3
	Section sec_16.1.4
	Section sec_16.1.5
	Section sec_16.1.6
	Section sec_16.1.7
	Section sec_17
	Section sec_18
	Section sec_18.1
	Section sec_18.2
	Section sec_18.2.1
	Section sec_18.2.2
	Section sec_18.2.3
	Annex sec_A
	Annex sec_A.1
	Annex sec_A.1.1
	Annex sec_A.2
	Annex sec_A.2.1
	Annex sec_A.2.2
	Annex sec_A.3
	Annex sec_A.4
	Annex sec_A.4.1
	Annex sec_A.5
	Annex sec_A.5.1
	Annex sec_A.5.2
	Annex sec_A.6
	Annex sec_A.7
	Annex sec_A.7.1
	Annex sec_A.8
	Annex sec_A.9
	Annex sec_A.9.1
	Annex sec_A.9.2
	Annex sec_A.9.3
	Annex sec_A.10
	Annex sec_A.10.1
	Annex sec_A.10.2
	Annex sec_A.10.3
	Annex sec_A.10.4
	Annex sec_A.10.5
	Annex sec_A.10.6
	Annex sec_A.10.7
	Annex sec_A.10.8
	Annex sec_A.10.9
	Annex sec_A.10.10
	Annex sec_A.10.11
	Annex sec_A.10.12
	Annex sec_A.10.13
	Annex sec_A.11
	Annex sec_A.11.1
	Annex sec_A.11.2
	Reference ref_1
	Reference ref_2
	Reference ref_3
	Reference ref_4
	Reference ref_5
	Reference ref_6
	Reference ref_7
	Reference ref_8
	Reference ref_9
	Reference ref_10
	Reference ref_11
	Reference ref_12
	Reference ref_13
	Reference ref_14
	Reference ref_15
	Reference ref_16
	Foreword
	0	Introduction
	1	Scope
	2	Normative references
	3	Terms and definitions
	4	Overview
	4.1	Structure of this standard
	4.2	Control categories
	5	Information security policies
	5.1	Management direction for information security
	6	Organization of information security
	6.1	Internal organization
	6.2	Mobile devices and teleworking
	7	Human resource security
	7.1	Prior to employment
	7.2	During employment
	7.3	Termination and change of employment
	8	Asset management
	9	Access control
	9.1	Business requirements of access control
	9.2	User access management
	9.3	User responsibilities
	9.4	System and application access control
	10	Cryptography
	10.1	Cryptographic controls
	11	Physical and environmental security
	11.1	Secure areas
	11.2	Equipment
	12	Operations security
	12.1	Operational procedures and responsibilities
	12.2	Protection from malware
	12.3	Backup
	12.4	Logging and monitoring
	12.5	Control of operational software
	12.6	Technical vulnerability management
	12.7	Information systems audit considerations
	13	Communications security
	13.1	Network security management
	13.2	Information transfer
	14	System acquisition, development and maintenance
	15	Supplier relationships
	16	Information security incident management
	16.1	Management of information security incidents and improvements
	17	Information security aspects of business continuity management
	18	Compliance
	18.1	Compliance with legal and contractual requirements
	18.2	Information security reviews
	Annex A
(normative)

Public cloud PII processor extended control set for PII protection
	Bibliography

