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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

described in [the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different|types of document should be noted. This document was drafted in accordance with the
editorial rulep of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

The procedures used to develop this document and those intended for its further maintenar{;‘Ee are

Attention is dilrawn to the possibility that some of the elements of this document|\may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the ‘document will be|in the
Introduction pnd/or on the ISO list of patent declarations received (see wwiniso.org/patents).

Any trade name used in this document is information given for the coftvenience of users and ddes not
constitute anlendorsement.

For an explanation of the voluntary nature of standards, the‘meaning of ISO specific ternis and
expressions felated to conformity assessment, as well as ififofmation about ISO's adherence o the
World Trade |Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This documé¢nt was prepared by Technical Conimittee ISO/IEC JTC 1, Information technology,
Subcommittele SC 27, IT Security techniques.

This second gdition cancels and replaces thefirst edition (ISO/IEC 27018:2014), of which it constitutes
a minor revigion. The main change compared to the previous edition is the correction of an edjitorial
mistake in Afjnex A.

Any feedbackl or questions on this document should be directed to the user’s national standards body. A
complete listjng of these bodies€ah be found at www.iso.org/members.html.
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Introduction

0.1 Background and context

Cloud service providers who process Personally Identifiable Information (PII) under contract to their
customers need to operate their services in ways that allow both parties to meet the requirements
of applicable legislation and regulations covering the protection of PII. The requirements and the
way in which the requirements are divided between the cloud service provider and its customers
vary according to legal jurisdiction, and according to the terms of the contract between the cloud
service provider and the customer. Legislation which governs how PII is allowed to be processed (i.e.
collected, used, transferred and disposed of) is sometimes referred to as data protection legislation;

PII is
proce
cloud

bometimes referred to as personal data or personal information. The obligations-fz
sor vary from jurisdiction to jurisdiction, which makes it challenging for businhes
computing services to operate multinationally.

A public cloud service provider is a “PII processor” when it processes PII fer-and acc

instru
relatig
proce

ctions of a cloud service customer. The cloud service customery\who has the
nship with the public cloud PII processor, can range from a natural person, a “I
sing his or her own PII in the cloud, to an organization, a “PII cehtroller”, processir

to ma

y PII principals. The cloud service customer can authorize\érie or more cloud

associpted with it to use the services made available to it under)its contract with the
PII prpcessor. Note that the cloud service customer has authority over the processing a

data.

cloud service customer who is also a PII controller can be subject to a wider set

governing the protection of PII than the public cloud PII processor. Maintaining the distingd

PII co
object]
the op

NOTE
acting

htroller and PII processor relies on the public¢loud PII processor having no da
ives other than those set by the cloud service.ctistomer with respect to the PII it
erations necessary to achieve the cloud service customer's objectives.

Where the public cloud PII processor issprocessing cloud service customer account
as a PII controller for this purpose. This doctiment does not cover such activity.

The intention of this document, when used in conjunction with the information security g

contrq

Is in ISO/IEC 27002, is to create a common set of security categories and control

implemented by a public cloud computing service provider acting as a PII processor. It has

object]

to
p1

to
Ccy

tg
ag

ives:

help the public cloud service provider to comply with applicable obligations when 3
ocessor, whether-stich obligations fall on the PII processor directly or through cont

enable the public cloud PII processor to be transparent in relevant matters so that
stomers camnselect well-governed cloud-based PII processing services;

assistthe cloud service customer and the public cloud PII processor in entering into
reefnent;

1lling on a PII
ses providing

brding to the
b contractual
P11 principal”,
g Pll relating
service users
public cloud
ind use of the
bf obligations
tion between
a processing
rocesses and

data, it can be

bjectives and
s that can be
the following

icting as a PII
ract;

cloud service

a contractual

t
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liance rights

and responsibilities in cases where individual cloud service customer audits of data hosted in a
multi-party, virtualized server (cloud) environment can be impractical technically and can increase
risks to those physical and logical network security controls in place.

This document can assist by providing a common compliance framework for public cloud service
providers, in particular those that operate in a multinational market.

0.2 PII protection controls for public cloud computing services

This document is designed for organizations to use as a reference for selecting PII protection controls
within the process of implementing a cloud computing information security management system based
on ISO/IEC 27001, or as a guidance document for implementing commonly accepted PII protection
controls for organizations acting as public cloud PII processors. In particular, this document has been
based on ISO/IEC 27002, taking into consideration the specific risk environment(s) arising from those
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PII protection requirements which can apply to public cloud computing service providers acting as PII
processors.

Typically, an organization implementing ISO/IEC 27001 is protecting its own information assets.
However, in the context of PII protection requirements for a public cloud service provider acting as a
PII processor, the organization is protecting the information assets entrusted to it by its customers.
Implementation of the controls of ISO/IEC 27002 by the public cloud PII processor is both suitable for
this purpose and necessary. This document augments the ISO/IEC 27002 controls to accommodate the
distributed nature of the risk and the existence of a contractual relationship between the cloud service
customer and the public cloud PII processor. This document augments ISO/IEC 27002 in two ways:

— implementation guidance applicable to public cloud PII protection is provided for certain of the
existing ]ISO/IEC 27002 controls, and

— Annex AJprovides a set of additional controls and associated guidance intended to address [public
cloud PlI|protection requirements not addressed by the existing ISO/IEC 27002 control’set.

Most of the ¢ontrols and guidance in this document also apply to a PII controller.)However, the PII
controller is, jn most cases, subject to additional obligations not specified here.

0.3 PII protpction requirements

It is essentialfthat an organization identifies its requirements for the pratection of PII. There arqg three
main sources|of requirement, as given below.

a) Legal, Sthtutory, Regulatory and Contractual Requirements: One source is the legal, statutory,
regulatofy and contractual requirements and obligations that an organization, its tfading
partners] contractors and service providers have to satisfy, and their socio-cultural responsibilities
and operating environment. It should be noted that legislation, regulations and contrjpctual
commitnjents made by the PII processor can mandate the selection of particular controls and can
also necgssitate specific criteria for implementing those controls. These requirements cap vary
from oneljurisdiction to another.

b) Risks: Anjother source is derived from assessing risks to the organization associated with PII, taking
into accopnt the organization’s overall business strategy and objectives. Through a risk asses$ment,
threats qre identified, vulnerability ;o and likelihood of occurrence is evaluated and potential
impact i estimated. ISO/IEC 27005 provides information security risk management guifance,
including advice on risk assessment, risk acceptance, risk communication, risk monitoring and risk
review. [$0/IEC 29134 provides guidance on privacy impact assessment.

c) Corporate policies: While/many aspects covered by a corporate policy are derived from legal and
socio-cultural obligations, an organization can also choose voluntarily to go beyond the cfiteria
that are derived fromthe requirements of a).

0.4 Selecting and implementing controls in a cloud computing environment

Controls can n 1SO/
IEC 27002, creating a combined reference control set for the sector or application defined by the scope).
If required, controls can also be selected from other control sets, or new controls can be designed to
meet specific needs as appropriate.

NOTE A PII processing service provided by a public cloud PII processor can be considered as an application
of cloud computing rather than as a sector in itself. Nevertheless, the term “sector-specific” is used in this
document, as this is the conventional term used within other standards in the ISO/IEC 27000 series.

The selection of controls is dependent on organizational decisions based on the criteria for risk
acceptance, risk treatment options, and the general risk management approach applied to the
organization and, through contractual agreements, its customers and suppliers. It is also subject to
relevant national and international legislation and regulations. Where controls from this document are
not selected, this needs to be documented with justification for the omission.
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Further, the selection and implementation of controls is dependent on the public cloud provider’s actual
role in the context of the whole cloud computing reference architecture (see ISO/IEC 17789). Many
different organizations can be involved in providing infrastructure and application services in a cloud
computing environment. In some circumstances, selected controls can be unique to a particular service
category of the cloud computing reference architecture. In other instances, there can be shared roles
in implementing security controls. Contractual agreements need to clearly specify the PII protection
responsibilities of all organizations involved in providing or using the cloud services, including the
public cloud PII processor, its sub-contractors and the cloud service customer.

The controls in this document can be considered as guiding principles and applicable for most
orgamzatlons They are explamed 1n more detail below along Wlth 1mplementat10n guidance.
n considered
in the| design of the public cloud PII processor’s information system, services and apgrations. Such
consideration is an element of the concept that is often called “Privacy by Design’c(see [Bibliographic
entry [9]).

0.5 Developing additional guidelines

This document can be regarded as a starting point for developing PII protédtion guidelined. It is possible
that npt all of the controls and guidance in this code of practice are applidable. Furthermoyre, additional
contrqls and guidelines not included in this document can be requiréd»When documents gre developed
containing additional guidelines or controls, it can be useful to.include cross-references|to clauses in
this dpcument where applicable to facilitate compliance checking-by auditors and businesp partners.

0.6 Lifecycle considerations

PII hgs a natural lifecycle, from creation and origination through storage, processiing, use and
transmission to its eventual destruction or decay.Fhe risks to PII can vary during it$ lifetime but
protedtion of PIl remains important to some extentat all stages.

PII protection requirements need to be taken'into account as existing and new informatioh systems are
managed through their lifecycle.
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Information technology — Security techniques — Code
of practice for protection of personally identifiable
information (PII) in public clouds acting as PII processors

1 Scope

This

ocument estapblishes commonly accepted control objectives, controls an

g

implementing measures to protect Personally Identifiable Information (PII) in line mvit

princi

In pay

the re
infor

This
compd
Servic

|

bles in [SO/IEC 29100 for the public cloud computing environment.

ticular, this document specifies guidelines based on ISO/IEC 27002, taking into
bulatory requirements for the protection of PII which can be applicable within the
ation security risk environment(s) of a provider of public cloud services.

ocument is applicable to all types and sizes of organizatiens,”including publid
nies, government entities and not-for-profit organizations, which provide informati
es as PII processors via cloud computing under contract taether organizations.

uidelines for
h the privacy

ronsideration
rontext of the

and private
bn processing

The gyidelines in this document can also be relevant to organizations acting as PII controllers. However,

PII co

htrollers can be subject to additional PII protectiohdlegislation, regulations and ob

applying to PII processors. This document is not intended‘'to cover such additional obligat

2 N

The fq
consti
undat

1SO/IE

[SO/IH
systen

ISO/IH
securi

3 T

For t

prmative references

llowing documents are referred to_in the text in such a way that some or all of

bd references, the latest edition of the referenced document (including any amendm
C 17788, Information technolegy — Cloud computing — Overview and vocabulary

C 27000, Information ‘technology — Security techniques — Information security
s — Overview and yocabulary

C 27002:2013,Information technology — Security techniques — Code of practice fd
[y controls

brms-and definitions

purposes of this document, the terms and definitions given in ISO/IEC 17788, 1S

ligations, not
ons.

their content

[futes requirements of this documént. For dated references, only the edition cited applies. For

ents) applies.

management

r information

O/IEC 27000

and the Tollowing apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IS

31

O Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

data breach
compromise of security that leads to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, protected data transmitted, stored or otherwise processed

[SOURCE: ISO/IEC 27040:2015, 3.7]
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3.2

personally identifiable information

PII

any information that (a) can be used to establish a link between the information and the natural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person

Note 1 to entry: The “natural person” in the definition is the PII principal (3.4). To determine whether a PII principal
is identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder
holding the data, or by any other party, to establish the link between the set of PIl and the natural person.

Note 2 to entry: This definition is included to define the term PII as used in this document. A public cloud PII
processor (3.5) is typically not in a position to know explicitly whether information it processes falls into any

specified categ
[SOURCE: ISQ

3.3

PII controlle
privacy stake
personally ide
purposes

Note 1 to entr)
while the resp

[SOURCE: ISQ

3.4
PII principal
natural persd

Note 1 to enti
synonym “dat{

[SOURCE: ISQ

3.5

PII processo
privacy stakg
accordance W

[SOURCE: ISQ

3.6
processing @
operation or

OTY UIEesS this TS TTade trans parent by tie cloud Service CUSToTeT.

/1IEC 29100:2011/Amd 1:2018, 2.9, modified — Note 2 to entry has been added]

r
holder (or privacy stakeholders) that determines the purposes and-means for proc
ntifiable information (PIl) (3.2) other than natural persons whe use data for pe

. A PII controller sometimes instructs others [e.g. PII processors (3/5)] to process PII on its
bnsibility for the processing remains with the PII controller.

/1EC 29100:2011, 2.10]

n to whom the personally identifiable information (PII) (3.2) relates

y: Depending on the jurisdiction and the“particular PII protection and privacy legislati
subject” can also be used instead of the-ferm “PII principal”.

/1IEC 29100:2011, 2.11]

I
tholder that processes personally identifiable information (PII) (3.2) on behalf of
ith the instructions.of a PII controller (3.3)

/1IEC 29100:2011) 2.12]

f P11
bet of-operations performed on personally identifiable information (PII) (3.2)

Note 1 to entr

:‘Examples of processing operations of PII include, but are not limited to, the collection, s

essing
rsonal

behalf

bn, the

hnd in

forage,

alteration, retrieval, consultation, disclosure, anonymization, pseudonymization, dissemination or otherwise
making available, deletion or destruction of PII.

[SOURCE: ISO/IEC 29100:2011, 2.23]

3.7
public cloud

service provider

party which makes cloud services available according to the public cloud model
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4 Overview

4.1 Structure of this document

ISO/IEC 270

18:2019(E)

This document has a structure similar to that of ISO/IEC 27002. In cases where objectives and controls
specified in ISO/IEC 27002 are applicable without a need for any additional information, only a reference
is provided to ISO/IEC 27002. Additional controls and associated implementation guidance applicable
to PII protection for cloud computing service providers are described in Annex A.

In cases where controls need additional guidance applicable to PII protection for cloud computing
service providers, this is given under the heading “Public cloud PII protection implementation guidance”.

In sommmnmmmmmmn

ovided under

the hepding “Other information for public cloud PII protection”.
As shdwn in Table 1, such sector-specific guidance and information is included in the.categories defined
in ISOfIEC 27002. Clause numbers, which have been aligned with the correspording clauge numbers in
ISO/IHC 27002, are as indicated in Table 1.
This document shall be used in conjunction with ISO/IEC 27001 and the additional conttols specified
in Annex A shall be considered for adoption as part of the process/ef-implementing an Information
Security Management System based on ISO/IEC 27001.
Table[1 — Location of sector-specific guidance and other information for implementing controls
in ISO/IEC 27002
Cliﬂlse Title Remarks
number
3 Information security policies Sector-specific implementation guidance and dther informa-
tioh is provided.
[¢ Organization of information security [Sector-specific implementation guidance is prqvided.
7 Human resource security Sector-specific implementation guidance and dther informa-
tion is provided.
8 Asset management No additional sector-specific implementation guidance or
other information is provided.
9 Access control Sector-specific implementation guidance is prqvided, to-
gether with a cross-reference to control(s) in Annex A.
10 Cryptographly Sector-specific implementation guidance is prqvided.
11 Physical and environmental security | Sector-specific implementation guidance is prqvided, to-
gether with a cross-reference to control(s) in Ahnex A.
12 Operations security Sector-specific implementation guidance is prqvided.
18 €ommunications security Sector-specific implementation guidance is prqvided, to-
gether with a cross-reference to control(s) in Ajnnex A.
14 chfom acquisition, r]nvn]npmnnf and ! No additional cpr‘fnr-cpnrifir‘ imp]pmpnfafinn uidance or
maintenance other information is provided.
15 Supplier relationships No additional sector-specific implementation guidance or
other information is provided.
16 Information security incident man- |Sector-specific implementation guidance is provided.
agement
17 Information security aspects of busi- | No additional sector-specific implementation guidance or
ness continuity management other information is provided.
18 Compliance Sector-specific implementation guidance is provided, to-
gether with a cross-reference to control(s) in Annex A.
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4.2 Control categories

In line with ISO/IEC 27002, each main control category contains:

a) acontrol objective stating what is to be achieved; and

b) one or more controls that can be applied to achieve the control objective.
Control descriptions are structured as follows:

Control

Defines Iummmmmmmmb
Public cloud PII protection implementation guidance

Provides|more detailed information to support the implementation of the control and. meeting the
control dbjectives. The guidance may not be entirely suitable or sufficient in_all‘situationfs, and
may not fulfil the organization’s specific control requirements. Alternative or\additional controls,
or other|forms of risk treatment (avoiding, transferring or accepting risks), can therefgre be
appropripte.

Other information for public cloud PII protection

Provides| further information that can need to be considered,«such as legal consideratiols and
referencgs to other standards.

5 Information security policies

5.1 Management direction for information sectrity

The objectivg specified in ISO/IEC 27002:2013, 5 -applies.

5.1.1 Polidies for information security

Control 5.1.1{ and the associated implémentation guidance and other information specified ip 1SO/
[EC 27002 apply. The following sector-specific guidance also applies.

Public cloud|PII protection implementation guidance

The information securitypolicies should be augmented by a statement concerning support f¢r and
commitment|to achieving. compliance with applicable PII protection legislation and the contrjactual
terms agreed between the public cloud PII processor and its clients (cloud service customers).

Contractual ggreements should clearly allocate responsibilities between the public cloud PII pro¢essor,
its sub-contrhcters and the cloud service customer, taking into account the type of cloud seryice in
question (e.g. a service of an TaaS, PaaS or SaaS category of the cloud computing reference architecture).
For example, the allocation of responsibility for application layer controls can differ depending on
whether the public cloud PII processor is providing a SaaS service or rather is providing a PaaS or [aaS
service on which the cloud service customer can build or layer its own applications.

Other information for public cloud PII protection

In some jurisdictions, the public cloud PII processor is directly subject to PII protection legislation. In
others, PII protection legislation can apply to the PII controller only.

A mechanism to ensure the public cloud PII processor is obliged to support and manage compliance is
provided by the contract between the cloud service customer and the public cloud PII processor. The
contract can call for independently audited compliance, acceptable to the cloud service customer, e.g.
via the implementation of the relevant controls in this document and in ISO/IEC 27002.
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5.1.2

ISO/IEC 270

Review of the policies for information security

18:2019(E)

Control 5.1.2 and the associated implementation guidance specified in ISO/IEC 27002 apply.

6 Organization of information security

6.1 Internal organization

The objective specified in ISO/IEC 27002:2013, 6.1 applies.

6.1.1

Contr
IEC 27

Publig

L f 43 e 1 < slazlzas
TIUTIIAtIoOI STUUT Ity TOTCS aITa T CSPUTISTOTITUCTS

1 6.1.1 and the associated implementation guidance and other informatiom~spe
002 apply. The following sector-specific guidance also applies.

* cloud PII protection implementation guidance

The piiblic cloud PII processor should designate a point of contact for use by-the cloud sery

regare

6.1.2

Contr
IEC 27

6.1.3

Contr
IEC 27

6.1.4

Contr
IEC 27

6.1.5

Contr

6.2

ling the processing of PII under the contract.

Segregation of duties

1 6.1.2 and the associated implementation guidanceand other information spe
002 apply.

Contact with authorities

1 6.1.3 and the associated implementation guidance and other information spe
002 apply.

Contact with special interest groups

1 6.1.4 and the associated\implementation guidance and other information spe
002 apply.

Information security in project management

bl 6.1.5 and the(@associated implementation guidance specified in ISO/IEC 27002 app

Mobile devices and teleworking

The objective specified in, and the contents of, ISO/IEC 27002:2013, 6.2 apply.

rified in 1SO/

rice customer

rified in 1SO/

rified in 1SO/

rified in 1SO/

ly.

7 H

uman resource security

7.1 Prior to employment

The objective specified in, and the contents of, ISO/IEC 27002:2013, 7.1 apply.

7.2 During employment

The objective specified in ISO/IEC 27002:2013, 7.2 applies.
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7.2.1 Management responsibilities

Control 7.2.1 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.

7.2.2 Information security awareness, education and training

Control 7.2.2 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply. The following sector-specific guidance also applies.

Public cloud

PII protection implementation guidance

Measures sh¢uld be put in place to make relevant staff aware of the possible consequences

public cloud KII processor (e.g. legal consequences, loss of business and brand or reputational\da

on the staff
and emotiond
addressing th

|

ember (e.g. disciplinary consequences) and on the PII principal (e.g. physical, m
1 consequences) of breaching privacy or security rules and procedures, gsp€cially]
e handling of PII.

Other information for public cloud PII protection

In some juri
substantial f
International
processor an
breach of sec

7.2.3

Control 7.2.3
IEC 27002 ap

7.3 Termil

The objective

8 Assetn

The objective

cdictions, the public cloud PII processor can be subject tofégal sanctions, inc
nes directly from the local PII protection authority. In other jurisdictions, the
Standards such as this document in setting up the contraet between the public clg
[l the cloud service customer should help establish a bdsis for contractual sanction
irity rules and procedures.

Disciplinary process

and the associated implementation guidance and other information specified i1
ply.

nation and change of employmeént

specified in, and the contents’ef, ISO/IEC 27002:2013, 7.3 apply.

janagement

s specified in, and the contents of, ISO/IEC 27002:2013, Clause 8 apply.

bn the
mage),
hterial
those

luding
use of
ud PII
s for a

h 1SO/

9 Access fontrol
9.1 Business requirements of access control
The objective-speeified-inand-the-contentsof 1SOAEC 270622613, 9-1=apply

9.2 Usera

ccess management

The objective specified in ISO/IEC 27002:2013, 9.2 applies. The following sector-specific guidance also
applies to the implementation of all of the controls in this subclause.

Public cloud PII protection implementation guidance

In the context of the service categories of the cloud computing reference architecture, the cloud service
customer can be responsible for some or all aspects of access management for cloud service users
under its control. Where appropriate, the public cloud PII processor should enable the cloud service
customer to manage access by cloud service users under the cloud service customer’s control, such as
by providing administrative rights to manage or terminate access.
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User registration and de-registration

Control 9.2.1 and the associated implementation guidance and other information specified in 1SO/
IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection implementation guidance

Procedures for user registration and de-registration should address the situation where user access
control is compromised, such as the corruption or compromise of passwords or other user registration
data (e.g. as a result of inadvertent disclosure).

NOTE

unusegat

ensurqg

9.2.2

Contr
IEC 27

9.2.3

Contr
IEC 27

9.2.4

Contr
IEC 27

9.2.5

Contr
IEC 27

9.2.6

Contr
IEC 27

9.3

that they comply w1th these requirements.

User access provisioning

1 9.2.2 and the associated implementation guidance and other infotrmation spe
002 apply.

Management of privileged access rights

1 9.2.3 and the associated implementation guidance and)other information spe
002 apply.

Management of secret authentication information of users

pl 9.2.4 and the associated implementation, guidance and other information spe
002 apply.

Review of user access rights

1 9.2.5 and the associated implementation guidance and other information spe
002 apply.

Removal or adjustment of access rights

1 9.2.6 and the associated implementation guidance and other information spe
002 apply.

User responsibilities

The olbjective-specified in ISO/IEC 27002:2013, 9.3 applies.

9.3.1

Use of secretauthenticationinformation

Inleldual ]urlsdlctlons can lmpose spec1f1c requlrements regardlng the frequency of checks for

furisdictions to

rified in 1SO/

rified in 1SO/

rified in 1SO/

rified in 1SO/

rified in 1SO/

Control 9.3.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

9.4 System and application access control

The objective specified in ISO/IEC 27002:2013, 9.4 applies.

9.4.1

Information access restriction

Control 9.4.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

NOTE

Additional controls and guidance relevant to information access restriction can be found in A.10.13.
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9.4.2 Secure log-on procedures

Control 9.4.2 and the associated implementation guidance and other information specified in 1SO/
IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud

PII protection implementation guidance

Where required, the public cloud PII processor should provide secure log-on procedures for any
accounts requested by the cloud service customer for cloud service users under its control.

9.4.3

Password management system

Control 9.4.3
IEC 27002 ap

9.4.4 Used

Control 9.4.4
[EC 27002 ap

9.4.5 Acce

Control 9.4.5
IEC 27002 ap

10 Cryptography

10.1 Cryptg

The objectivg

10.1.1 Polic

Control 10.1.
IEC 27002 ap

Public cloud

The public cloud PII processer should provide information to the cloud service customer reg

the circumst
processor sh
provides that

NOTE Ind

and the associated implementation guidance and other information specified-i}
ply.

f privileged utility programs

and the associated implementation guidance and other information-specified i
ply.

5s control to program source code

and the associated implementation guidance and other-information specified il
ply.

graphic controls

specified in ISO/IEC 27002:2013, 10:1"applies.

y on the use of cryptographiccontrols

| and the associated implementation guidance and other information specified i
ply. The following sector-sSpecific guidance also applies.

PII protection implementation guidance

hinces in which it uses cryptography to protect the PII it processes. The public clg
buld also~provide information to the cloud service customer about any capabili
can assist the cloud service customer in applying its own cryptographic protection

oméjurisdictions, it can be required to apply cryptography to protect particular kinds of P

h 1SO/

W 1SO/

W 1SO/

h SO/

hirding
ud PII
ties it

I, such

as health data
numbers.
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10.1.2 Key management

icence

Control 10.1.2 and the associated implementation guidance and other information specified in 1SO/
IEC 27002 apply.

11 Physical and environmental security

11.1 Secure areas

The objective specified in, and the contents of, ISO/IEC 27002:2013, 11.1 apply.
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11.2 Equipment

The objective specified in ISO/IEC 27002:2013, 11.2 applies.

11.2.1 Equipment siting and protection

18:2019(E)

Control 11.2.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

11.2.2 Supporting utilities

Control 11.2.2 and the associated implementation guidance and other information specified in 1SO/

nnnnnn

IEC 27662

11.2.3

Contr

11.2.4

Contr

11.2.5

Contr
IEC 27

11.2.6

Contr
[IEC 27

11.2.7

Contr
IEC 27

Publig¢

For tl‘:le purposes of Secure disposal or re-use, equipment containing storage media that

contai

NOTE

A.10.13.

Cabling security

111.2.3 and the associated implementation guidance specified in ISO/IEC27002 ap,

Equipment maintenance

111.2.4 and the associated implementation guidance specified itvISO/IEC 27002 ap

Removal of assets

pl 11.2.5 and the associated implementation guidafice’and other information spe
002 apply.

Security of equipment and assets off-premises

1 11.2.6 and the associated implementation guidance and other information spe
002 apply.

Secure disposal or re-use of-equipment

1 11.2.7 and the associated,;implementation guidance and other information spe
002 apply. The following sector-specific guidance also applies.

" cloud PII protection implementation guidance

n PII should:be treated as though it does.

Additional controls and guidance relevant to secure disposal or re-use of equipment g

11.2.8

=)

ly.

ply.

rified in 1SO/

rified in 1SO/

rified in 1SO/

can possibly

an be found in

Munatiandad sncnsye acazaa nad

n
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Control 11.2.8 and the associated implementation guidance specified in ISO/IEC 27002 apply.

11.2.9 Clear desk and clear screen policy

Control 11.2.9 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.

12 Operations security

12.1 Operational procedures and responsibilities

The objective specified in ISO/IEC 27002:2013, 12.1 applies.
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12.1.1 Documented operating procedures

Control 12.1.1 and the associated implementation guidance specified in ISO/IEC 27002 apply.

12.1.2 Change management

Control 12.1.2 and the associated implementation guidance and other information specified in 1SO/
IEC 27002 apply.

12.1.3 Capa

Control 12.1.
IEC 27002 ap

12.1.4 Sepa

Control 12.1.
IEC 27002 ap

Public cloud

Where the us
Technical and

12.2 Proted

The objectivg

12.3 Backu

The objectivg

12.3.1 Infon

Control 12.3
following sec

Public cloud

Information

alternative m
data process
disruptive ev]
within the in

city management

widanca and athay informatinny cnasifind

in 1S0/
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ration of development, testing and operational environments

1 and the associated implementation guidance and other informatipn\specified i
ply. The following sector-specific guidance also applies.

PII protection implementation guidance

e of PII for testing purposes cannot be avoided a risk assessment should be under
organizational measures should be implemented to minimize the risks identified.

tion from malware

specified in, and the contents of, ISO/IEC 27002:2013, 12.2 apply.

p
specified in ISO/IEC 27002:2013,.12.3 applies.

mation backup

1 and the associated implementation guidance specified in ISO/IEC 27002 appl
for-specific guidance alse’applies.

PII protection implementation guidance

processing _systems based on the cloud computing model introduce additiol
echanismg)te off-site backups for protecting against loss of data, ensuring contin
ng operations, and providing the ability to restore data processing operations 4§
ent. Multiple copies of data in physically and/or logically diverse locations (which

formation processing system itself) should be created or maintained for the purpc

h 1SO/

taken.

y. The

hal or
hity of
fter a
an be
ses of

backup and/

I FECOVerY,

Pll-specific responsibilities in this respect can lie with the cloud service customer. Where the public cloud
PII processor explicitly provides backup and restore services to the cloud service customer, the public
cloud PII processor should provide clear information to the cloud service customer about the capabilities
of the cloud service with respect to backup and restoration of the cloud service customer data.

NOTE1 Some jurisdictions can impose specific requirements regarding the frequency of backups. It is
the responsibility of organizations operating in these jurisdictions to ensure that they comply with these
requirements.

Procedures should be put in place to allow for restoration of data processing operations within a
specified, documented period after a disruptive event.
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The back-up and recovery procedures should be reviewed at a specified, documented frequency.

NOTE 2  Some jurisdictions can impose specific requirements regarding the frequency of reviews of backup
and recovery procedures. It is the responsibility of organizations operating in these jurisdictions to ensure that
they comply with these requirements.

The use of sub-contractors to store replicated or backup copies of data being processed is covered by the
controls in this document applying to sub-contracted PII processing. Where physical media transfers
take place this is also covered by controls in this document.

The public cloud PII processor should have a policy which addresses the requirements for backup of
information and any further requirements (e.g. contractual and/or legal requirements) for the erasure
of PII comtaimedtimimformmatiomiretd-for ‘ual.kup purposcs:

12.4 Logging and monitoring

The objective specified in ISO/IEC 27002:2013, 12.4 applies.

12.4.1 Eventlogging

Contr¢gl 12.4.1 and the associated implementation guidance and otlier information spetified in I1SO/
IEC 27002 apply. The following sector-specific guidance also applies!

Publi¢ cloud PII protection implementation guidance

A progess should be put in place to review event logs~with a specified, documented periodicity, to
identify irregularities and propose remediation efforts:

Wher¢ possible, event logs should record whetheror not PII has been changed (added, modified or
deleted) as aresult of an event and by whom. Where multiple service providers are involved in providing
service from different service categories of, the cloud computing reference architecture,there can be
varied or shared roles in implementing this‘guidance.

The piiblic cloud PII processor should-define criteria regarding if, when and how log inforpation can be
made pvailable to or usable by the cloud service customer. These procedures should be made available
to the|cloud service customer.

Wher¢ a cloud service customer is permitted to access log records controlled by the public cloud PII
processor, the public cloud\PII processor should ensure that the cloud service customer cgn only access
records that relate to-that cloud service customer’s activities, and cannot access any log rlecords which
relate(to the activities-of other cloud service customers.

12.4.31 Protection of log information

Contr¢l 12.4.2 and the associated implementation guidance and other information spefified in ISO/
IEC 27002 apply. The following sector-specific guidance also applies.

Public cloud PII protection specificimplementation guidance

Log information recorded for purposes such as security monitoring and operational diagnostics can
contain PII. Measures, such as controlling access (see 9.2.3), should be put in place to ensure that logged
information is only used for its intended purposes.

A procedure, preferably automatic, should be put in place to ensure that logged information is deleted
within a specified and documented period.

12.4.3 Administrator and operator logs

Control 12.4.3 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.
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12.4.4 Clock synchronization

Control 12.4.4 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.

12.5 Control of operational software

The objective specified in, and the contents of, ISO/IEC 27002:2013, 12.5 apply.

12.6 Technical vulnerability management

> . L ) h h | |l Vol YaVaWA S nlallal. FaVWata s Va ¥ Ha T Na |
The ob]ectlv SPETITEU IIT, a1t tTE COTITETICS 01, ISU/TEC 2700272015, I270 apply.

12.7 Informpation systems audit considerations

The objective specified in, and the contents of, [ISO/IEC 27002:2013, 12.7 apply.

13 Commuynications security

13.1 Networrk security management

The objective specified in, and the contents of, ISO/IEC 27002:2013, 3.1 apply.

13.2 Information transfer

The objective specified in ISO/IEC 27002:2013, 13.2 applies:

13.2.1 Inforimation transfer policies and procedres

Control 13.2.Jl and the associated implementation guidance and other information specified ip 1SO/
[EC 27002 apply. The following sector-specifie guidance also applies.

Public cloud|PII protection implementation guidance

Whenever physical media are used.for information transfer, a system should be put in place to record
incoming andl outgoing physicallmedia containing PII, including the type of physical media, the
authorized s¢nder/recipients,(theé date and time, and the number of physical media. Where possible,
cloud service customers should be asked to put additional measures in place (such as encryptjon) to
ensure that the data can.enly be accessed at the point of destination and not en route.

13.2.2 Agrepments-on information transfer

Control 13.2.2\and the associated implementation guidance and other information specified ip 1SO/
[EC 27002 apply.

13.2.3 Electronic messaging

Control 13.2.3 and the associated implementation guidance and other information specified in 1ISO/
IEC 27002 apply.

13.2.4 Confidentiality or non-disclosure agreements

Control 13.2.4 and the associated implementation guidance and other information specified in 1SO/
IEC 27002 apply.

NOTE Additional controls and guidance relevant to confidentiality or non-disclosure agreements can be
found in A.10.1.
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14 System acquisition, development and maintenance

The objectives specified in, and the contents of, ISO/IEC 27002:2013, Clause 14 apply.

15 Supplier relationships
The objectives specified in, and the contents of, ISO/IEC 27002:2013, Clause 15 apply.

NOTE

16 1

16.1

anagement of information security incidents and improvements

The objective specified in I[SO/IEC 27002:2013, 16.1 applies. The following sector-specific
appliep to the implementation of all of the controls in this subclause.

Publi¢ cloud PII protection implementation guidance

In the| context of the whole cloud computing reference architecturg,*there can be share
management of information security incidents and making improeyvéments. There can be §
public/cloud PII processor to cooperate with the cloud serviceicustomer in implementing t

this sybclause.

16.1.1 Responsibilities and procedures

Contrgl 16.1.1 and the associated implementation-guidance and other information spe
IEC 27002 apply. The following sector-specificgttidance also applies.

Publi¢ cloud PII protection implementation guidance

An information security incident should trigger a review by the public cloud PII process
its infprmation security incident mahagement process, to determine if a data breach inv
taken place (see A.9.1).

An inf
event
or to g
limita
on att

ormation security event should not necessarily trigger such a review. An informs
is one that does notresult in actual, or the significant probability of, unauthorized
ny of the public-cloud PII processor’s equipment or facilities storing PII, and can ing
Fion, pings and other broadcast attacks on firewalls or edge servers, port scans, uns
empts, depialof service attacks and packet sniffing.

16.1.21 Reporting information security events

Further information regarding supplier relationship management is provided in ISO/IEC 27036-4.

buidance also

d roles in the
h need for the
he controls in

rified in 1SO/

or, as part of
blving PII has

tion security
access to PII
lude, without
ccessful log-

Contr¢I\16.1.2 and the associated implementation guidance and other information spe

rified in 1SO/

IEC 27002 apply.

16.1.3 Reporting information security weaknesses

Control 16.1.3 and the associated implementation guidance and other information specified in 1SO/

IEC 27002 apply.

16.1.4 Assessment of and decision on information security events

Control 16.1.4 and the associated implementation guidance specified in ISO/IEC 27002 apply.
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16.1.5 Response to information security incidents

Control 16.1.5 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.

16.1.6 Learning from information security incidents

Control 16.1.6 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.

16.1.7 Colle

ction of evidence

Control 16.1.
[EC 27002 ap

17 Inform

The objectivg

18 Compli

18.1 Compliance with legal and contractual requirements

The objectivg

NOTE Add
be found in A.1

18.2 Informpation security reviews

The objectivg

18.2.1 Inde

Control 18.2.
[EC 27002 ap

Public cloud

In cases whe
(see 0.1), the
prior to entq
security is in

/ and the associated implementation guidance and other information specified’i
ply.
ation security aspects of business continuity management

s specified in, and the contents of, ISO/IEC 27002:2013, Clause 17,.apply.

ance

specified in, and the contents of, ISO/IEC 27002:2013, 18.1 apply.

itional controls and guidance relevant to compliahce with legal and contractual requireme
1.

specified in ISO/IEC 27002:2013, 18.2 applies.

bendent review of information security

1 and the associated implementation guidance and other information specified i
ply. The following-seetor-specific guidance also applies.

PII protection‘implementation guidance

e individudlcloud service customer audits are impractical or can increase risks to se

ring into, and for the duration of, a contract, independent evidence that infory
plémented and operated in accordance with the public cloud PII processor’s polici

h IS0/

nts can

h IS0/

curity

public cleud PII processor should make available to prospective cloud service custpmers,

nation
bs and

procedures. A

YTelevant independent audit as Setected by tie pubtic cloud P processor shoutd mo

mally

be an acceptable method for fulfilling the cloud service customer’s interest in reviewing the public
cloud PII processor’s processing operations, provided sufficient transparency is provided.

18.2.2 Compliance with security policies and standards

Control 18.2.2 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.

18.2.3 Technical compliance review

Control 18.2.3 and the associated implementation guidance and other information specified in 1SO/
[EC 27002 apply.

14
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Annex A
(normative)

Public cloud PII processor extended control set for PII protection

A.1 General

This apnex specifies new controls and associated implementation guidance which, in cémpination with
the aygmented controls and guidance in ISO/IEC 27002 (see Clauses 5 to 18), make up| an extended
contrgl set to meet the requirements for PII protection which apply to public cloud servlice providers
actingas PII processors.

These|additional controls are classified according to the 11 privacy prigciples of ISO/]JEC 29100. In
many [ases, the controls can be classified under more than one of the privaty principles. [n such cases,
they afre classified under the most relevant principle.

A.2 LConsent and choice

A.2.1| Obligation to co-operate regarding PII prin€ipals’ rights

Contrpl

The ppblic cloud PII processor should provide the cloud service customer with the mefns to enable
them to fulfil their obligation to facilitate the¢xercise of PII principals’ rights to access, cprrect and/or
erase PII pertaining to them.

Publi¢ cloud PII protection implementation guidance

The P[I controller’s obligations in(this respect can be defined by law, by regulations off by contract.
These|obligations can include matters where the cloud service customer uses the services of the public
cloud PII processor for implementation. For example, this can include the correction or deletion of PIl in
a timely fashion.

Wherg¢ the PII controlter-depends on the public cloud PII processor for information or technjcal measures
to facillitate the exetciSe of PII principals’ rights, the relevant information or technical megsures should
be spdcified in the contract.

A.3 Purpose legitimacy and specification

A.3.1 Public cloud PII processor’s purpose

Control

PII to be processed under a contract should not be processed for any purpose independent of the

instru

ctions of the cloud service customer.

Public cloud PII protection implementation guidance

Instructions can be contained in the contract between the public cloud PII processor and the cloud
service customer including, e.g. the objective and time frame to be achieved by the service.

In order to achieve the cloud service customer’s purpose, there can be technical reasons why it is
appropriate for a public cloud PII processor to determine the method for processing PII, consistent
with the general instructions of the cloud service customer but without the cloud service customer’s
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express instruction. For example, in order to efficiently utilize network or processing capacity it can
be necessary to allocate specific processing resources depending on certain characteristics of the PII
principal. In circumstances where the public cloud PII processor’s determination of the processing
method involves the collection and use of PII, the public cloud PII processor should adhere to the
relevant privacy principles set forth in ISO/IEC 29100.

The public cloud PII processor should provide the cloud service customer with all relevant information,
in a timely fashion, to allow the cloud service customer to ensure the public cloud PII processor’s
compliance with purpose specification and limitation principles and ensure that no PII is processed
by the public cloud PII processor or any of its sub-contractors for further purposes independent of the
instructions of the cloud service customer.

A.3.2 Publjc cloud PII processor's commercial use
Control

PII processed under a contract should not be used by the public cloud PII processor for.the purpdses of
marketing anld advertising without express consent. Such consent should not be a egndition of regeiving
the service.

NOTE This control is an addition to the more general control in A.3.1 and dges not replace or otherwise
supersede it.

A.4 Colledtion limitation

No additiona] controls are relevant to this privacy principle.

A.5 Data minimization

A.5.1 Secure erasure of temporary files
Control
Temporary files and documents should be'erased or destroyed within a specified, documented p¢riod.
Public cloud|PII protection implementation guidance

Implementatjon guidance on RIl'\érasure is provided in A.10.3.

Information g§ystems can ¢reate temporary files in the normal course of their operation. Such files are
specific to the system erapplication, but can include file system roll-back journals and temporary files
associated with the updating of databases and the operation of other application software. Temporary
files are not| needed after the related information processing task has completed but there are
circumstancgs i which they may not be deleted. The length of time for which these files remain|in use
is not a]wayc deferministic but a “gnrhngp collection” prnrpdnrp should idpnfify the relevant files and
determine how long it has been since they were last used.

PII processing information systems should implement a periodic check that unused temporary files
above a specified age are deleted.

A.6 Use, retention and disclosure limitation

A.6.1 PII disclosure notification
Control

The contract between the public cloud PII processor and the cloud service customer should require
the public cloud PII processor to notify the cloud service customer, in accordance with any procedure
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and time periods agreed in the contract, of any legally binding request for disclosure of PII by a law
enforcement authority, unless such a disclosure is otherwise prohibited.

Public cloud PII protection implementation guidance
The public cloud PII processor should provide contractual guarantees that it will:
— reject any requests for PII disclosure that are not legally binding;

— consult the corresponding cloud service customer where legally permissible before making any PII
disclosure; and

— a(‘r‘ﬂpfnnyPnnfrar‘hm”yngrnpd rﬂqnncfcfnrpnr‘]icr‘lncnrﬂcfhafarn:lnfhnri'n:-dhyfhpr‘ rresponding

clpud service customer.

EXAMPLE A possible prohibition on disclosure would be a prohibition under criminal law tp preserve the
confid¢ntiality of a law enforcement investigation.

A.6.2| Recording of PII disclosures
Contrpl

Disclogures of PII to third parties should be recorded, including what PII has been discloged, to whom
and atfwhat time.

Publi¢ cloud PII protection implementation guidance

PII can be disclosed during the course of normal operations. These disclosures should be recorded (see
12.4.1). Any additional disclosures to third parties,such as those arising from lawful invé¢stigations or
external audits, should also be recorded. The rec¢ords should include the source of the djsclosure and
the sojurce of the authority to make the disclosute.

A.7 HAccuracy and quality

No adglitional controls are relevant to-this privacy principle.

A.8 DPpenness, transparency and notice

A.8.1| Disclosure ofisub-contracted PII processing

Contrpl

The use of sub-contractors by the public cloud PII processor to process PII should be digclosed to the

relevalnt cloud service customers before their use.
Publw

Provisions for the use of sub-contractors to process PII should be transparent in the contract between
the public cloud PII processor and the cloud service customer. The contract should specify that sub-
contractors can only be commissioned on the basis of a consent that can generally be given by the cloud
service customer at the beginning of the service. The public cloud PII processor should inform the cloud
service customer in a timely fashion of any intended changes in this regard so that the cloud service
customer has the ability to object to such changes or to terminate the contract.

Information disclosed should cover the fact that sub-contracting is used and the names of relevant
sub-contractors, but not any business-specific details. The information disclosed should also include
the countries in which sub-contractors can process data (see A.12.1) and the means by which sub-
contractors are obliged to meet or exceed the obligations of the public cloud PII processor (see A.11.12).
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