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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-govgrnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inf¢rmation
technology, 1$0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

International $tandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main tagk of the joint technical committee is to prepare International Standards.” Draft Intefnational
Standards adppted by the joint technical committee are circulated to national bodies far voting. Publigation as
an Internatiorjal Standard requires approval by at least 75 % of the national bodies,easting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject ¢f patent
rights. ISO ard IEC shall not be held responsible for identifying any or all sueh patent rights.

ISO/IEC 27017 was prepared by Joint Technical Committee ~ISO/IEC JTC 1, Information technology,
Subcommitteg SC 27, IT Security techniques, in collaboration with”ITU-T. The identical text is published as
ITU-T. X.163] (07/2015).
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INTERNATIONAL STANDARD ISO/IEC 27017
RECOMMENDATION ITU-T X.1631

Information technology — Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for cloud services

Summary

Recommepdation ITU-T X.1631 | ISO/IEC 27017 provides guidelines for information security controls applicable to the
provision gnd use of cloud services by providing:

1  additional implementation guidance for relevant controls specified inNSO/IEC 27002;

1  additional controls with implementation guidance that specificallysrelate to cloud services.

This Recommendation | International Standard provides controls and implenientation guidance for both ¢loud service
providers find cloud service customers.

History
Edition [Recommendation  Apptoval  Study Group Unique ID*
1.0 ITU-T X.1631 2015-07-14 17 11.1002/1000/12490

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web browser, followed by the
Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some dreas of information technology which fall within ITU-1's purview, the necessary sta
prepared dn a collaborative basis with ISO and IEC.

In this Recommendation, the expression "Administration" is used der~conciseness to indicg
telecommyinication administration and a recognized operating agency?

Compliange with this Recommendation is voluntary. However; the Recommendation may conts

mandatory

Recommepdation is achieved when all of these mandatory provisions are met. The words "shall" or §

obligatory]

such words does not suggest that compliance with the-Reécommendation is required of any party.

ITU draws
the use of]
applicabil

the Recommendatien development process.

As of the
protected

NOTE

provisions (to ensure, e.g., interoperability <or“applicability) and compliance

hdards are

te both a

\in certain

with the
ome other

language such as "must" and the negative equivalents are used to express requirements. [[he use of

INTELLECTUAL PROPERTY RIGHTS

attention to the possibility that the practice or implementation of this Recommendation m
a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
ty of claimed Intellectual Property Rights, whether asserted by ITU members or others

ay involve
validity or
outside of

date-of approval of this Recommendation, ITU had not received notice of intellectual

property,

bypatents, which may be required to implement this Recommendation. However, implenjenters are

cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http:/www.itu.int/ITU-T/ipr/.

© ITU 2015

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

The guidelines contained within this Recommendation | International Standard are in addition to and complement the
guidelines given in ISO/IEC 27002.

Specifically, this Recommendation | International Standard provides guidelines supporting the implementation of
information security controls for cloud service customers and cloud service providers. Some guidelines are for cloud
service customers who implement the controls, and others are for cloud service providers to support the implementation
of those controls. The selection of appropriate information security controls and the application of the implementation
guidance provided, will depend on a risk assessment and any legal, contractual, regulatory or other cloud-sector specific
information security requirements.

Rec. ITU-T X.1631 (07/2015) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for cloud services

1 Scope

This Recommendation | International Standard gives guidelines for information security controls applicable to the
provision and use of cloud services by providing:

—  additional implementation guidance for relevant controls specified in ISO/IEC 27002;

— additional controls with implementation guidance that specifically relate to cloud services.

This Recotpmendation | International Standard provides controls and implementation guidance for bothsclpud service
providers and cloud service customers.

2 Normative references

The followjing Recommendations and International Standards contain provisions which, threugh reference in this text,
constitute grovisions of this Recommendation | International Standard. At the time of publication, the edition}s indicated
were valid| All Recommendations and Standards are subject to revision, and parties to agreements baged on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most re¢ent edition
of the Recpmmendations and Standards listed below. Members of IEC and [SO maintain registers of curfently valid
Internationgl Standards. The Telecommunication Standardization Bureau ofthe ITU maintains a list of curfently valid
ITU-T Recpmmendations.

2.1 Ifdentical Recommendations | International Standards

- Recommendation ITU-T Y.3500 (in force) | ISOAEC 17788: (in force), Information technology — Cloud
computing — Overview and vocabulary.

- Recommendation ITU-T Y.3502 (in force) [ISO/IEC 17789: (in force), Information technology — Cloud
computing — Reference architecture.

2.2 Additional References

- ISO/IEC 27000: (in foree);y Information technology — Security techniques — Information security
management systems — Qverview and vocabulary.

- ISO/IEC 27002:2013y. Information technology — Security techniques — Code of practice for information
security controls.

3 Definitionsiand abbreviations

3.1 Terms-defined elsewhere

For the purposesof this Recommendation - imtermationatStandard; thetermsamd defimitions givermr ir tISOAEC 27000,

Rec. ITU-T Y.3500 | ISO/IEC 17788, Rec. ITU-T Y.3502 | ISO/IEC 17789 and the following definitions apply:
3.1.1 The following term is defined in ISO 19440:

—  capability: Quality of being able to perform a given activity.
3.1.2 The following terms are defined in ISO/IEC 27040:

— data breach: Compromise of security that leads to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to protected data transmitted, stored, or otherwise processed.

—  secure multi-tenancy: Type of multi-tenancy that employs security controls to explicitly guard against
data breaches and provides validation of these controls for proper governance.

NOTE 1 — Secure multi-tenancy exists when the risk profile of an individual tenant is no greater than it would be in a
dedicated, single-tenant environment.

NOTE 2 — In very secure environments, even the identity of the tenants is kept secret.

Rec. ITU-T X.1631 (07/2015) 1
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3.1.3 The following term is defined in ISO/IEC 17203:

—  virtual machine: The complete environment that supports the execution of guest software.

NOTE - A virtual machine is a full encapsulation of the virtual hardware, virtual disks, and the metadata associated
with it. Virtual machines allow multiplexing of the underlying physical machine through a software layer called a
hypervisor.

3.2 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
laaS Infrastructure as a Service

PaaS Platform as a Service

PII Personally Identifiable Information
aS Software as a Service
SLA Service Level Agreement

WM Virtual Machine

4 (loud sector-specific concepts

4.1 Overview

The use of ¢loud computing has changed how organizations should assess and mitigate information security rifks because
of the significant changes in how computing resources are technically désigned, operated and govgrned. This
Recommendation | International Standard provides additional cloud-specific implementation guidancg based on
ISO/IEC 27002 and provides additional controls to address cloud-specific information security threaty and risks
consideratipns.

Users of this Recommendation | International Standard should refer to clauses 5 to 18 in ISO/IEC 27002 fpr controls,
implementation guidance and other information. Because of the general applicability of ISO/IEC 27002, many of the
controls, implementation guidance and other information-apply to both the general and cloud computing coptexts of an
organization. For example, "6.1.2 Segregation of duties' of ISO/IEC 27002 provides a control that can be appljed whether
the organization is acting as a cloud service provider or not. Additionally, a cloud service customer |can derive
requirements for segregation of duties in the cloud-environment from the same control, e.g., segregating the clpud service
customers' cloud service administrators and cleud service users.

As an exterjsion to ISO/IEC 27002, this Re¢commendation | International Standard further provides cloud servjice specific
controls, ithplementation guidance and other information (see clause 4.5) that are intended to mitigate thg risks that
accompany] the technical and operational features of cloud services (see Annex B). The cloud service customjers and the
cloud servife providers can refer to\ISO/IEC 27002 and this Recommendation | International Standard to sel¢ct controls
with the implementation guidance, and add other controls if necessary. This process can be done by performing an
information) security risk agsessment and risk treatment in the organizational and business context where cloud services
are used or|provided (sectelause 4.4).

4.2 Supplier-relationships in cloud services

ISO/IEC 27002 elause 15 "Supplier relationships" provides controls, implementation guidance and other information for
managing nformation bcvbuit_y T bupyhc1 1claﬁuubhipb. Fhe lJlUViDiUll and-useofcloud-servicests—akind of supplier
relationship, where the cloud service customer is an acquirer, and the cloud service provider is a supplier. Therefore, the
clause applies to cloud service customers and cloud service providers.

Cloud service customers and cloud service providers can also form a supply chain. Suppose that a cloud service provider
provides an infrastructure capabilities type service. In addition, another cloud service provider can provide an application
capabilities type service. In this case, the second cloud service provider is a cloud service customer with respect to the
first, and a cloud service provider with respect to the cloud service customer using its service. This example illustrates
the case where this Recommendation | International Standard applies to an organization both as a cloud service customer
and as a cloud service provider. Because cloud service customers and cloud service providers form a supply chain through
the design and implementation of the cloud service(s), clause "15.1.3 Information and communication technology supply
chain" of ISO/IEC 27002 applies.

The multi-part International Standard ISO/IEC 27036, "Information security for supplier relationships", provides detailed
guidance on the information security in supplier relationships to the acquirer and supplier of products and services.

2 Rec. ITU-T X.1631 (07/2015)
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ISO/IEC 27036 Part 4 deals directly with the security of cloud services in supplier relationships. This standard is also
applicable to cloud service customers as acquirers and cloud service providers as suppliers.

4.3 Relationships between cloud service customers and cloud service providers

In the cloud computing environment, cloud service customer data is stored, transmitted and processed by a cloud service.
Therefore, a cloud service customer's business processes can depend upon the information security of the cloud service.
Without sufficient control over the cloud service, the cloud service customer might need to take extra precautions with
its information security practices.

Before entering into a supplier relationship, the cloud service customer needs to select a cloud service, taking into account
the possible gaps between the cloud service customer's information security requirements and the information security
capabilities offered by the service. Once a cloud service is selected, the cloud service customer should manage the use of
the cloud service in such a way as to meet its information security requirements. In this relationship, the cloud service
provider should provide the information and technical support that are necessary to meet the cloud service customer's
information) security requirements. When the information security controls provided by the cloud service provider are
preset and ¢annot be changed by the cloud service customer, the cloud service customer may need to implemenit additional
controls oflits own to mitigate risks.

4.4 Nlanaging information security risks in cloud services

Cloud serv|ce customers and cloud service providers should both have information security'fisk management processes
in place. THey are advised to refer to ISO/IEC 27001 for the requirements to conduct risk. management in their information
security mpnagement systems, and to refer to ISO/IEC 27005 for further guidance on information sqcurity risk
management itself. ISO 31000, to which ISO/IEC 27001 and ISO/IEC 27005 conform, can also h¢lp general
understand|ng of risk management.

In contrast|to the general applicability of the information security risk management processes, cloud computing has its
own types jof risk sources, including threats and vulnerabilities, whichyare derived from its features, e.g., fietworking,
scalability |and elasticity of the system, resource sharing, self-service provisioning, administration ¢n-demand,
cross-jurisdictional service provisioning, and limited visibility ihte the implementation of controls. Annex [B provides
references that give information on these risk sources and assoéiated risks in the provision and use of cloud sgrvices.

The controls and implementation guidance given in clauses.5 to 18 and Annex A of this Recommendation | Ijpternational
Standard address cloud computing specific risk sourcessand risks.

4.5 j‘tructure of this standard

This Recommendation | International Standatd-is structured in a format similar to ISO/IEC 27002. This Recommendation
| Internatiopal Standard includes clauses 5.to 18 of ISO/IEC 27002 by stating the applicability of its texts at pach clause
and paragrdph.

When objeftives and controls spegified in ISO/IEC 27002 are applicable without a need for any additional ipformation,
only a refegence to ISO/IEC 27002 is provided.

When an obpjective with eentrols, or a control under an objective from ISO/IEC 27002, is needed in addition|to those of
ISO/IEC 2[7002, they.are given in normative Annex A: Cloud service extended control set. When a|control of
ISO/IEC 27002 or Annex A of this Recommendation | International Standard needs additional cloud service specific
implementation(guidance related to the control, it is given under the subtitle "Implementation guidanc¢ for cloud

"

services". Théguidance is provided in one of the following two types:

Type 1 is used when there is separate guidance for the cloud service customer and the cloud service provider.

Type 2 is used when the guidance is the same for both the cloud service customer and the cloud service provider.

Type 1

Cloud service customer Cloud service provider

Rec. ITU-T X.1631 (07/2015) 3
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Type 2

Cloud service customer Cloud service provider

Additional information that might need to be considered is provided under the subtitle "Other information for cloud
services".

5 Information security policies

5.1 Management direction for information security

The objective specified in clause 5.1 of ISO/IEC 27002 applies.

5.1.1 Policies for information security

Control 5.1].1 and the associated implementation guidance and other information specified in ISQ/IEC 27002 apply. The
following sector-specific guidance also applies.

Implemengation guidance for cloud services

Cloud service customer Cloud service provider
An informgtion security policy for cloud computing should be The cloud service pfoyider should augment its inforfnation
defined as p topic-specific policy of the cloud service customer. | security policy te addfess the provision and use of itf cloud
The cloud pervice customer's information security policy for services, taking-the following into account:
cloud computing should be consistent with the organization's —  the baseline information security requirements|applicable
acceptable|levels of information security risks for its to_thedesign and implementation of the cloud $ervice;

informatiof and other assets.

When defifing the information security policy for cloud

computing| the cloud service customer should take the

following into account:

— informdtion stored in the cloud computing environment can
be subjpct to access and management by the cloud service
providdr;

— assets dan be maintained in the cloud computing
envirorjment, e.g., application programs;

— processes can run on a multi-tenant, virtualized ¢loud

— _ risks from authorized insiders;
— _~.multi-tenancy and cloud service customer isoldtion
(including virtualization);
£ access to cloud service customer assets by staff of the
cloud service provider;

— access control procedures, e.g., strong authentipation for
administrative access to cloud services;

—  communications to cloud service customers dufing
change management;

—  virtualization security;

service
— the cloyd service users and the contextinyWhich they use the | —  access to and protection of cloud service customer data;
cloud sprvice; — lifecycle management of cloud service customgr

— the cloyd service administrators.of.the cloud service accountsf . . _ .
customgr who have privileged aceess; —  communication of breaches and information sHaring

— the geofraphical locations 6f the cloud service provider's guidelines to aid investigations and forensics.

organization and the countries where the cloud service
providdr can store thecloud service customer data (even
temporgrily).

Other information for cloud services

The cloud |sexvice customer's information security policy for cloud computing is one of the topic-specific policies
described in ISO/IEC 27002 5.1.1. The information security policy of an organization deals with its information and
business processes. When an organization uses cloud services, it can have a policy for cloud computing as a cloud service
customer. An organization's information can be stored and maintained in the cloud computing environment, and the
business processes can be operated in the cloud computing environment. General information security requirements stated
in the information security policy at the top level are followed by the policy for cloud computing.

In contrast to this, the information security policy for providing cloud services deals with the cloud service customers'
information and business processes, not with the cloud service provider's information and business processes. Information
security requirements for the provision of the cloud service should meet those of the prospective cloud service customers.
As aresult, they might not be consistent with information security requirements of the information and business processes
of the cloud service provider. The scope of the information security policy is often defined in terms of the service, but not
solely by organizational structure or physical locations.
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There are several virtualization security aspects for cloud computing, including lifecycle management of virtual instances,
storage and access controls for virtualized images, handling of dormant or offline virtual instances, snapshots, protection
of hypervisors and security controls governing use of self-service portals.

5.1.2

Review of the policies for information security

Control 5.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6

6.1

Organization of information security

Internal organization

The objective specified in clause 6.1 of ISO/IEC 27002 applies.

6.1.1

Control 6.1
following

I

Implemen

hformation security roles and responsibilities

.1 and the associated implementation guidance and other information specified in ISO/IEC27002,

ector-specific guidance also applies.

ation guidance for cloud services

apply. The

Cloud service customer

Cloud service/provider

The cloud

provider of
roles and r
allocated r
roles and r
agreement,
The cloud

relationshi
cloud servi

ervice customer should agree with the cloud service
| an appropriate allocation of information security
psponsibilities, and confirm that it can fulfil its

The cloud service providefshould agree and docume
appropriate allocation ef information security roles a}
responsibilities with-its.cloud service customers, its g

les and responsibilities. The information security service providers, and/its suppliers.

bsponsibilities of both parties should be stated in an

ervice customer should identify and manage its
b with the customer support and care function of the
ce provider.

nt an
nd
loud

Other infoprmation for cloud services

Even when|
the decisiof
the cloud s
as part of

according 4

Ambiguity
control, an
parties.

Data and fi
be critical t
have respo
defined ang
performs th

responsibilities are determined within and between the parties, the cloud service customer is accd
I to use the service. That decision should besmade according to the roles and responsibilities determ
brvice customer's organization. The cloud service provider is accountable for the information sec
the cloud service agreement. The information security implementation and provisioning shoul
p the roles and responsibilities determined within the cloud service provider's organization.

in roles and in the definitionand allocation of responsibilities related to issues such as data owners
| infrastructure maintenance, can give rise to business or legal disputes, especially when dealing

es on the cloud service provider's systems that are created or modified during the use of the cloud
b the secure opération, recovery and continuity of the service. The ownership of all assets, and the
hsibilities for.operations associated with these assets, such as backup and recovery operations
documented: Otherwise, there is a risk that the cloud service provider assumes that the cloud servig
ese vitaltasks (or vice versa), and a loss of data can occur.

untable for
ined within
urity stated
d be made

hip, access
1 with third

service can
barties who

should be
€ customer

6.1.2 S

egregation of duties

Control 6.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6.1.3

Contact with authorities

Control 6.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following s

ector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider

relevant to

The cloud service customer should identify the authorities

customer and the cloud service provider.

the combined operation of the cloud service

The cloud service provider should inform the cloud service
customer of the geographical locations of the cloud service
provider's organization and the countries where the cloud

service provider can store the cloud service customer data.
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Other information for cloud services

Information about geographical locations where the cloud service customer data can be stored, processed or transmitted
can help the cloud service customer in determining the supervisory authorities and jurisdictions.

6.1.4 Contact with special interest groups

Control 6.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6.1.5 Information security in project management

Control 6.1.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

6.2 Mobile devices and teleworking

The objective specified in clause 6.2 of ISO/IEC 27002 applies.

6.2.1 l\Ilobile device policy

Control 6.2.1 and the associated implementation guidance and other information specified in ISO/IEC)27002|apply.

6.2.2 Teleworking

Control 6.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

7 Human resource security

7.1 Brior to employment

The objective specified in clause 7.1 of ISO/IEC 27002 applies.

7.1.1 Screening

Control 7.1].1 and the associated implementation guidance and,other information specified in ISO/IEC 27002|apply.

7.1.2 Terms and conditions of employment

Control 7.1).2 and the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

7.2 During employment

The objective specified in clause 7.2 of ISO/IEC 27002 applies.

7.2.1 Management responsibilities

Control 7.2

7.2.2 I
Control 7.2

.1 and the associated implementation guidance and other information specified in ISO/IEC 27002

hformationseciirity awareness, education and training

.2 and the-associated implementation guidance and other information specified in ISO/IEC 27002,

apply.

apply. The

following sector=specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud service customer should add the following items to
awareness, education and training programmes for cloud
service business managers, cloud service administrators, cloud
service integrators and cloud service users, including relevant
employees and contractors:

— standards and procedures for the use of cloud services;

— information security risks relating to cloud services and
how those risks are managed;

— system and network environment risks with the use of cloud
services;

— applicable legal and regulatory considerations.

The cloud service provider should provide awareness,
education and training for employees, and request contractors
to do the same, concerning the appropriate handling of cloud
service customer data and cloud service derived data. This data
can contain information confidential to a cloud service
customer or be subject to specific limitations, including
regulatory restrictions, on access and use by the cloud service
provider.
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Cloud service customer Cloud service provider

Information security awareness, education and training
programmes about cloud services should be provided to
management and the supervising managers, including those of
business units. These efforts support effective co-ordination of
information security activities.

7.2.3 Disciplinary process

Control 7.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

7.3 Termination and change of employment

The objective specified in clause 7.3 of ISO/IEC 27002 applies.

7.3.1 Termimation or chiange of employment respornsibiiities
Control 7.3.1 and the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

8 Asset management

8.1 Responsibility for assets

The objective specified in clause 8.1 of ISO/IEC 27002 applies.

8.1.1 Ihventory of assets

Control 8.1].1 and the associated implementation guidance and other infetmation specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implemengation guidance for cloud services

Cloud service customer Cloud service provider
The cloud pervice customer's inventory of assets should The inventory of assets of the cloud service provider{should
account fof information and associated assets stored in the explicitly identify:
cloud computing environment. The records of the inventory —  cloud service customer data;

should indjfcate where the assets are maintained, e.g.

; . . : —  cloud service derived data.
identificatipn of the cloud service.

Other information for cloud services

There are ¢loud service applications that provide functions for managing information by adding cloud servfice derived
data to the ¢loud service customier data. Identifying such cloud service derived data as assets and maintaining them in the
inventory df assets can contribute to improving information security.

8.1.2 Ownership._of assets

Control 8.1).2 and the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

Other info i 1] vi

The ownership of assets will likely vary depending on the category of the cloud service being used. Application software
will belong to the cloud service customer when using a platform as a service (PaaS) or infrastructure as a service (IaaS)
service, whereas for a software as a service (SaaS) service, the application software will belong to the cloud service
provider.

8.1.3 The acceptable use of assets

Control 8.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

8.14 Return of assets

Control 8.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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8.2 Information classification

The objective specified in clause 8.2 of ISO/IEC 27002 applies.

8.2.1 Classification of information

Control 8.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
8.2.2 Labelling of information

Control 8.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The cloud pervice customer should label information and The cloud service provider should document and dis¢lose any
associated pssets maintained in the cloud computing service functionality it provides allowing cloud service
environmeft in accordance with the cloud service customer's customers to classify and label their information and|associated
adopted prpcedures for labelling. Where applicable, assets.
functionalify provided by the cloud service provider that
supports lapelling can be adopted.

8.2.3 Handling of assets

Control 8.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

8.3 Nledia handling
The objective specified in clause 8.3 of ISO/IEC 27002 applies.

8.3.1 Management of removable media

Control 8.3.1 and the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

8.3.2 Disposal of media

Control 8.3.2 and the associated implementation guidanee and other information specified in ISO/IEC 27002|apply.

8.3.3 Bhysical media transfer
Control 8.3.3 and the associated implementation’guidance and other information specified in ISO/IEC 27002|apply.

9 Access control

9.1 Business requiréments of access control
The objective specifiedinelause 9.1 of ISO/IEC 27002 applies.
9.1.1 Access econtrol policy

Control 9.1]. 14and the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

9.1.2 Access to networks and network services

Control 9.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service customer's access control policy for the use (no additional implementation guidance)
of network services should specify requirements for user access
to each separate cloud service that is used.
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The objective specified in clause 9.2 of ISO/IEC 27002 applies.

9.2.1 User registration and deregistration

Control 9.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

(no additional implementation guidance)

To manage access to cloud services by a cloud service
customer's cloud service users, the cloud service provider
should provide user registration and deregistration functions,
and specifications for the use of these functions to the cloud

service customer.

9.2.2 User access provisioning

Control 9.2.2 and the associated implementation guidance and other information specified in ISQ/IEC 27002

following sector-specific guidance also applies.

Implemengation guidance for cloud services

apply. The

Cloud service customer

Cloud'service provider

(no additiopal implementation guidance)

The cloud service provider should provide functions[for

managing the aceess rights of the cloud service custgmer's
cloud service ugets, and specifications for the use of these
functions.

Other information for cloud services

The cloud dervice provider should support third-party identity and’access management technologies for its clg
and the asgociated administration interfaces. These technolégies can enable easier integration and easier uj
administration between the cloud service customer's systetas and the cloud service, and can ease the use of my

services, sypporting such capabilities as single sign-on.

9.2.3 anagement of privileged access rights

Control 9.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002

following sector-specific guidance also applies.

Implemengation guidance for cloud services

ud services
ser identity
Itiple cloud

apply. The

Cloud service customer

Cloud service provider

The cloud pervice customer Should use sufficient authentication
techniques|(e.g., multi-factor-authentication) for authenticating
the cloud sprvice adminiStrators of the cloud service customer
to the administrative\capabilities of a cloud service according
to the idenfified risks.

The cloud service provider should provide sufficient
authentication techniques for authenticating the clougl service
administrators of the cloud service customer to the
administrative capabilities of a cloud service, according to the
identified risks. For example, the cloud service provider can
provide multi-factor authentication capabilities or enpble the
use of third-party multi-factor authentication mecharFsms‘

9.2.4

Management of secret authentication information of users

Control 9.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud service customer should verify that the cloud service
provider's management procedure for allocating secret
authentication information, such as passwords, meets the cloud
service customer's requirements.

The cloud service provider should provide information on
procedures for the management of the secret authentication
information of the cloud service customer, including the
procedures for allocating such information and for user
authentication.
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Other information for cloud services

The cloud service customer should control the management of secret authentication information by using its own or third

party identity and access management technologies.

9.2.5 Review of user access rights

Control 9.2.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.2.6 Removal or adjustment of access rights

Control 9.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

9.3 User responsibilities

The objective specified in clause 9.3 of ISO/IEC 27002 applies.

9.3.1 Use of secret authentication information

Control 9.3.1 and the associated implementation guidance and other information specified in ISO/IEC)27002|apply.

9.4 System and application access control

The objective specified in clause 9.4 of ISO/IEC 27002 applies.

94.1 Ipformation access restriction

Control 9.4.1 and the associated implementation guidance and other information-specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implemengation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud pervice customer should ensure that access to
informatiof in the cloud service can be restricted in accordance
with its acdess control policy and that such restrictions are
realized. This includes restricting access to cloud services,
cloud service functions, and cloud service customer data
maintained in the service.

The-cloud service provider should provide access coftrols that
allow the cloud service customer to restrict access tolits cloud
services, its cloud service functions and the cloud segvice

customer data maintained in the service.

Other information for cloud services

The cloud

omputing environment includes additional areas that require access controls. As part of the cloud service or

cloud servige functions, access to functions and services, such as the hypervisor management functions and adfninistrative

consoles, Ight need additional acegss control.

9.4.2 cure log-on procedures

Control 9.4.2 and the agSoeiated implementation guidance and other information specified in ISO/IEC 27002|apply.

9.4.3 Basswordumanagement system

Control 9.4.34@nd the associated implementation guidance and other information specified in ISO/IEC 27002|apply.

9.4.4 Use of privileged utility programs

Control 9.4.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer

Cloud service provider

Where the use of utility programs is permitted, the cloud
service customer should identify the utility programs to be used
in its cloud computing environment, and ensure that they do not
interfere with the controls of the cloud service.

The cloud service provider should identify the requirements for
any utility programs used within the cloud service.

The cloud service provider should ensure that any use of utility
programs capable of bypassing normal operating or security
procedures is strictly limited to authorized personnel, and that
the use of such programs is reviewed and audited regularly.
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9.4.5 Access control to program source code

Control 9.4.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

10 Cryptography

10.1 Cryptographic controls
The objective specified in clause 10.1 of ISO/IEC 27002 applies.

10.1.1  Policy on the use of cryptographic controls

Control 10.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implemengation guidance for cloud services

Cloud service customer Cloud service provider
The cloud pervice customer should implement cryptographic The cloud service provider should provide informatipn to the
controls fof its use of cloud services if justified by the risk cloud service customer regarding the.circumstances |n which it
analysis. The controls should be of sufficient strength to uses cryptography to protect thednformation it procgsses. The

mitigate thg identified risks, whether those controls are supplied | cloud service provider shouldralso’provide informatipn to the

by the cloud service customer or by the cloud service provider. | cloud service customer abput'any capabilities it provides that

When the ¢loud service provider offers cryptography, the cloud | can assist the cloud service edstomer in applying its pwn

service customer should review any information supplied by the | cryptographic protectiony

cloud service provider to confirm whether the cryptographic

capabilitie§:

— meet the cloud service customer's policy requirements;

— are conjpatible with any other cryptographic protection used
by the ¢loud service customer;

— apply t¢ data at rest and in transit to, from and within the
cloud sprvice.

Other information for cloud services

In some jurisdictions, it might be required to apply cryptography to protect particular kinds of information, su¢h as health
data, residgnt registration numbers, passport numbers.and driver's licence numbers.

10.1.2 Key management

Control 10J1.2 and the associated implenientation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance alsotapplies.

Implemengation guidance for eloud services

Cloud service customer Cloud service provider
The cloud pervice customershould identify the cryptographic (no additional implementation guidance)
keys for eagh cloud sérvice, and implement procedures for key

managemept.

Where the floud.service provides key management
functionalify.feruse by the cloud service customer, the cloud
service custesmershould-request-the-folowinginformation-on
the procedures used to manage keys related to the cloud
service:

— type of keys;

— specifications of the key management system, including
procedures for each stage of the key life-cycle, i.e.,
generating, changing or updating, storing, retiring,
retrieving, retaining and destroying;

— recommended key management procedures for use by the
cloud service customer.

The cloud service customer should not permit the cloud service
provider to store and manage the encryption keys for
cryptographic operations when the cloud service customer
employs its own key management or a separate and distinct key
management service.
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11 Physical and environmental security

11.1 Secure areas

The objective specified in clause 11.1 of ISO/IEC 27002 applies.

11.1.1  Physical security perimeter

Control 11.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.1.2  Physical entry controls
Control 11.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.1.3  Securing offices, rooms and facilities

Control 11JT-37and the associated implementation guidance and other information specitied m ISO/IEC Z700R apply.

11.1.4  PHrotecting against external and environmental threats

Control 11J1.4 and the associated implementation guidance and other information specified in ISOAEC 2700 apply.

11.1.5 Working in secure areas

Control 11J1.5 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

11.1.6  Delivery and loading areas

Control 11J1.6 and the associated implementation guidance and other information/specified in ISO/IEC 2700 apply.

11.2 Hquipment
The objective specified in clause 11.2 of ISO/IEC 27002 applies.

11.2.1 Hquipment siting and protection

Control 11)2.1 and the associated implementation guidane¢.and other information specified in ISO/IEC 2700 apply.

11.2.2  Supporting utilities

Control 11)2.2 and the associated implementatiomyguidance and other information specified in ISO/IEC 2700 apply.

11.2.3  (abling security
Control 11)2.3 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

11.24  Hquipment maintenance

Control 11)2.4 and the assqciatéd implementation guidance and other information specified in ISO/IEC 2700 apply.

11.2.5 KRemoval of assets

Control 112.5 and-the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

11.2.6  Security of equipment and assets off-premises

Control 11.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

11.2.7  Secure disposal or reuse of equipment

Control 11.2.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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Implementation guidance for cloud services

Cloud service customer Cloud service provider
The cloud service customer should request confirmation that the | The cloud service provider should ensure that arrangements are
cloud service provider has the policies and procedures for made for the secure disposal or reuse of resources (e.g.,
secure disposal or reuse of resources. equipment, data storage, files, memory) in a timely manner.

Other information for cloud services

Additional information about secure disposal can be found in ISO/IEC 27040.

11.2.8 Unattended user equipment

Control 11)2.8 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

11.2.9  (lear desk and clear screen policy

Control 11)2.9 and the associated implementation guidance and other information specified in ISO/LEC 2700 apply.

12 (Pperations security

12.1 (Dperational procedures and responsibilities
The objective specified in clause 12.1 of ISO/IEC 27002 applies.
12.1.1 Documented operating procedures

Control 12]1.1 and the associated implementation guidance and othef. information specified in ISO/IEC 2700 apply.
12.1.2 (¢hange management

Control 12)1.2 and the associated implementation guidanée and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implemengation guidance for cloud services

Cloud service customer Cloud service provider
The cloud pervice customer's change mandgeiment process The cloud service provider should provide the cloud [service
should tak¢ into account the impact of any changes made by customer with information regarding changes to the ¢loud
the cloud sprvice provider. service that could adversely affect the cloud service. [The

following will help the cloud service customer detertnine the

effect the changes can have on information security:

— categories of changes;

planned date and time of the changes;

— technical description of the changes to the cloud|service
and underlying systems;

— notification of the start and the completion of thq changes.

When a cloud service provider offers a cloud service|that

depends-on-a-peereloudserviceprovider-thenthe-etbud

service provider might need to inform the cloud service
customer of changes caused by the peer cloud service provider.

Other information for cloud services

The list of items that should be included in the notification can be identified in an agreement, e.g., a master service
agreement or a service level agreement (SLA).

12.1.3  Capacity management

Control 12.1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Rec. ITU-T X.1631 (07/2015) 13


https://iecnorm.com/api/?name=dda9ea97ae2936148f7390df32be911a

ISO/IEC 2

7017:2015 (E)

Implementation guidance for cloud services

Cloud service customer Cloud service provider

customer's

The cloud service customer should ensure that the agreed
capacity provided by the cloud service meets the cloud service

The cloud service customer should monitor the use of cloud
services, and forecast their capacity needs, to ensure
performance of the cloud services over time.

requirements. resource shortages.

The cloud service provider should monitor the total resource
capacity to prevent information security incidents caused by

Other info

rmation for cloud services

Cloud services involve resources that are under the control of the cloud service provider and made available to the cloud
service customer under the terms of the master service agreement and a related SLA. These resources include software,

processing

hardware, data storage, and network connectivity.

Elastic, stlable and on-demand allocation of resources in a cloud service generally increases the total,cap

service. Hol
Examples
available, d

The constr
customer p
might need|

In order fo
should hav

1214 §
Control 12

12.2 H
The objecti

1221 (
Control 12

12.3 H
The objecti

1231 1

Control 12
following

wever, the cloud service customer should be aware that the resources provided could have capacity
bf capacity constraints include the number of processor cores for an application, the armount|
r the network bandwidth available.

lints can vary depending on the particular cloud service or the particular subscription that the cl
hirchases. If the cloud service customer has requirements that exceed the constraints; the cloud servi
to change the cloud service or change the subscription.

the cloud service customer to perform capacity management for cloud services, the cloud servig
b access to relevant statistics on resource usage, such as:

statistics for particular time periods;
maximum levels of resource usage.
eparation of development, testing and operational énvironments

1.4 and the associated implementation guidance and other information specified in ISO/IEC 2700

rotection from malware

ve specified in clause 12.2 of ISO/IEC 27002 applies.

ontrols against malware

2.1 and the associated implementation guidance and other information specified in ISO/IEC 2700

ackup
ve specified in clause 12.3 of ISO/IEC 27002 applies.

hformation‘backup

3.1 and-the¢ associated implementation guidance and other information specified in ISO/IEC 27002
cctor-specific guidance also applies.

heity of the
constraints.
of storage

bud service
€ customer

€ customer

D apply.

D apply.

apply. The
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Cloud service customer

Cloud service provider

Where the cloud service provider provides backup capability as
part of the cloud service, the cloud service customer should
request the specifications of the backup capability from the
cloud service provider. The cloud service customer should also
verify that they meet their backup requirements.

The cloud service customer is responsible for implementing
backup capabilities when the cloud service provider does not
provide them.

The cloud service provider should provide the specifications of
its backup capabilities to the cloud service customer. The
specifications should include the following information, as
appropriate:

— scope and schedule of backups;

— backup methods and data formats, including encryption, if
relevant;

— retention periods for backup data;
— procedures for verifying integrity of backup data;

— procedures and timescales involved in restoring data from
backup;
— procedures to test the backup capabilities;

— storage location of backups.
The cloud service provider should provide secure angl
segregated access to backups, such as virtual snapshgts, if such
service is offered to cloud service customers.

Other information for cloud services

The allocatjon of responsibilities for making backups in the cloud computing environment isleften unclear. In

sibility for making backups generally resides with the cloud service customer. However, a cl
ight not be aware of its responsibility to make backups of all cloud setvic€ customer data prod
cloud computing system, such as executable files produced by the use of development capabilities of a PaaS

laaS, resp
customer

NOTE -

customefs can choose what and when to backup.

12.4 Ilogging and monitoring

The objective specified in clause 12.4 of ISO/IEC 27002 applies.

12.4.1 Hvent logging

Control 12
following sector-specific guidance also applies.

Implementation guidance for cloud services

Varying levels of backup and restore might be offered as a service at additional cost and, in this case, g

1.1 and the associated implementation guidanee and other information specified in ISO/IEC 27002

ervice.

the case of
ud service
ced in the

loud service

apply. The

Cloud service custonier.

Cloud service provider

The cloud

ervice customer should define its requirements for event
logging angl verify that the cloud seryice meets those requirements.

The cloud service provider should provide logging
capabilities to the cloud service customer.

Other infoprmation for cloud services

The respongibilities of the'cloud service customer and the cloud service provider for event logging vary depern

ding on the

type of cloyd service'being used. For example, with IaaS, a cloud service provider's logging responsibility cap be limited

to that of cloud computing infrastructure components, and the cloud service customer can be responsible for

events of itp own virtual machines and applications.

12.4.2

rotectionm of fogimfornmation

Control 12.4.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

12.4.3  Administrator and operator logs

logging the

Control 12.4.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Rec. ITU-T X.1631 (07/2015)
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Implementation guidance for cloud services

Cloud service customer Cloud service provider

If a privileged operation is delegated to the cloud service (no additional implementation guidance)
customer, the operation and performance of those operations
should be logged. The cloud service customer should determine
whether logging capabilities provided by the cloud service
provider are appropriate or whether the cloud service customer
should implement additional logging capabilities.

Other information for cloud services

The allocation of responsibilities between the cloud service customer and the cloud service provider (see clause 6.1.1)
should cover privileged operations related to the cloud service. Monitoring and logging the use of privileged operations
are necessary to support preventive and corrective actions against incorrect use of these operations.

12.4.4  (lock synchronization

Control 124.4 and the associated implementation guidance and other information specified in ISO/IEC'27002 apply. The
following sector-specific guidance also applies.

Implemengation guidance for cloud services

Cloud service customer Cloud serviceprovider

The cloud pervice customer should request information about The cloud service provider'should provide informati¢n to the
the clock synchronization used for the cloud service provider's cloud service customertegarding the clock used by the cloud
systems. service provider's syStemis, and information about hofw the

cloud service customet can synchronize local clocks [with the
cloud service clock.

Other infoprmation for cloud services

It is necesspry to consider clock synchronization of the cloud,sétvice customer's systems with cloud servic¢ provider's
systems, which run the cloud services used by the cloud service customer. Without such synchronization, it canfbe difficult
to reconcilg events on the cloud service customer's systenis_with events on the cloud service provider's systems.

12.5 (ontrol of operational software

The objective specified in clause 12.5 of ISO/FEC 27002 applies.

12.5.1 Ipstallation of software on operational systems

Control 12)5.1 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

12.6 Technical vulnerability management

The objective specified ifielause 12.6 of ISO/IEC 27002 applies.

12.6.1 anagement of technical vulnerabilities

Control 12)6.1-and'the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The cloud service customer should request information from The cloud service provider should make available to the cloud
the cloud service provider about the management of technical service customer information about the management of
vulnerabilities that can affect the cloud services provided. The technical vulnerabilities that can affect the cloud services
cloud service customer should identify the technical provided.
vulnerabilities it will be responsible to manage, and clearly
define a process for managing them.

12.6.2 Restrictions on software installation

Control 12.6.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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Information systems audit considerations

The objective specified in clause 12.7 of ISO/IEC 27002 applies.

12.71

Information systems audit controls

Control 12.7.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13

13.1

Communications security

Network security management

The objective specified in clause 13.1 of ISO/IEC 27002 applies.

13.1.1

Networkcontrols

Control 13]1.1 and the associated implementation guidance and other information specified in ISO/IEC-2700R apply.

13.1.2

Security of network services

Control 13)1.2 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

13.1.3

Control 13)1.3 and the associated implementation guidance and other information speeified in ISO/IEC 27002
following sector-specific guidance also applies.

Implemengation guidance for cloud services

Segregation in networks

apply. The

provider meets those requirements.

- segregation between the cloud service provider's
administration environment and the cloud servicq
customer's cloud computing environment.

Cloud service customer Cloud service provider
The cloud pervice customer should define its requirements for The cload service provider should enforce segregatiqn of
segregating networks to achieve tenant isolation in the shared netwark access for the following cases:
environmeft of a cloud service and verify that the cloud service | < segregation between tenants in a multi-tenant enyironment;

internal

Where appropriate, the cloud service provider should help the
cloud service customer verify the segregation implerented by
the cloud service provider.

Other information for cloud services

Laws and rpgulations can require the segregation of networks or the isolation of network traffic.

13.2 Ipformation transfer

The objective specifiedin’clause 13.2 of ISO/IEC 27002 applies.

13.2.1 Ipformation transfer policies and procedures

Control 132 L and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

13.2.2

Agreements on information transfer

Control 13.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13.2.3

Electronic messaging

Control 13.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

13.2.4

Confidentiality or non-disclosure agreements

Control 13.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

Rec. ITU-T X.1631 (07/2015)
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14 System acquisition, development and maintenance

14.1 Security requirements of information systems
The objective specified in clause 14.1 of ISO/IEC 27002 applies.

14.1.1 Information security requirements analysis and specification

Control 14.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
The cloud service customer should determine its information The cloud service provider should provide information to the
security requirements for the cloud service and then evaluate cloud service customers about the information security
whether sefvices offered by a cloud service provider can meet capabilities they use. This information should bg infgrmative
these requifements. without disclosing information that could be Gseful tp someone
For this evhluation, the cloud service customer should request | With malicious intent.
informatiof on the information security capabilities from the
cloud servike provider.

Other infoprmation for cloud services

Care shoulfl be taken to limit disclosure of implementation details about security 'Cetitrols as they relate tp the cloud
service beifg provided to those cloud service customers or potential cloud serviee.customers who have a norj-disclosure
agreement |n place.

14.1.2  Securing applications services on public networks
Control 14)1.2 and the associated implementation guidance and oth¢pinformation specified in ISO/IEC 2700 apply.
14.1.3  PHrotecting application services transactions

Control 14]1.3 and the associated implementation guidance-and other information specified in ISO/IEC 2700 apply.

14.2 Security in development and support{processes
The objective specified in clause 14.2 of ISO/EBO 27002 applies.
14.2.1  Secure development policy

Control 14L2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloudservice customer Cloud service provider
The cloud pervice customer should request information from The cloud service provider should provide informatipn about
the cloud sprvice-provider about the cloud service provider's its use of secure development procedures and practics to the
use of seCLFe development procedures and practices extent compatible with its policy for disclosure.

Other information for cloud services

Secure development procedures and practices of the cloud service provider can be critical to SaaS.

14.2.2  System change control procedures

Control 14.2.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.3  Technical review of applications after operating platform changes

Control 14.2.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.4  Restrictions on changes to software packages

Control 14.2.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.
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14.2.5 Secure system engineering principles

Control 14.2.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.6  Secure development environment

Control 14.2.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.7  Outsourced development

Control 14.2.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.8  System security testing

Control 14.2.8 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

14.2.9  System acceptance testing

Control 14)2.9 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

Other information for cloud services

In cloud cqmputing, guidance for system acceptance testing applies to the use of a cloud service by the clpud service

customer.

14.3 Test data
The objective specified in clause 14.3 of ISO/IEC 27002 applies.

14.3.1 Protection of test data

Control 14]3.1 and the associated implementation guidance and other infermation specified in ISO/IEC 2700 apply.

15

w

upplier relationships

15.1 Ipformation security in supplier relationships

The objective specified in clause 15.1 of ISO/IEC 27002 applies.

15.1.1 Ipformation security policy for supplier relationships

Control 15]1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance alsosapplies.

Implementation guidance for cloud services

Cloud servieé¢ customer Cloud service provider

The cloud pervice custorher'should include the cloud service (no additional implementation guidance)
provider ad a type of gupplier in its information security policy
for supplief relationships. This will help to mitigate risks
associated ith the,cloud service provider's access to and
managemept 0fthe cloud service customer data.

15.1.2  Addressing security within supplier agreements

Control 15.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.
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Implementation guidance for cloud services

Cloud service customer

Cloud service provider

The cloud service customer should confirm the information
security roles and responsibilities relating to the cloud service,
as described in the service agreement. These can include the
following processes:

— malware protection;

— backup;

— cryptographic controls;

— vulnerability management;

— incident management;

— technical compliance checking;
— security testing;

— auditing;

The cloud service provider should specify as part of an
agreement the relevant information security measures that the
cloud service provider will implement to ensure no
misunderstanding between the cloud service provider and cloud
service customer.

The relevant information security measures that the cloud
service provider will implement can vary based on the type of
cloud service the cloud service customer is using.

— collectipn, maintenance and protection of evidence,
including logs and audit trails;

— protectjon of information upon termination of the service
agreemgnt;

— authentjcation and access control;

— identity and access management.

15.1.3  Ipformation and communication technology supply chain

Control 15]1.3 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.

Implemengation guidance for cloud services

Cloud service customer

Cloud service provider

(no additiopal implementation guidance)

If a-¢loud service provider uses cloud services of pedr cloud
service providers, the cloud service provider should ¢nsure
information security levels to its own cloud service dustomers
are maintained or exceeded.
When the cloud service provider provides cloud servjces based
on a supply chain, the cloud service provider should provide
information security objectives to suppliers, and reqyest each of
the suppliers to perform risk management activities tp achieve
the objectives.

15.2 Supplier service deliveryimanagement

The objective specified in clause 15:2 of ISO/IEC 27002 applies.

15.2.1 Mlonitoring and réview of supplier services

Control 1512.1 and the assoeiated implementation guidance and other information specified in ISO/IEC 2700 apply.

15.2.2 Mlanaging changes to supplier services

Control 15)2.2’and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

16 Information security incident management

16.1

Management of information security incidents and improvements

The objective specified in clause 16.1 of ISO/IEC 27002 applies.

16.1.1 Responsibilities and procedures

Control 16.1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The

following sector-specific guidance also applies.
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Cloud service customer

Cloud service provider

The cloud service customer should verify the allocation of
responsibilities for information security incident management
and should ensure that it meets the requirements of the cloud
service customer.

As a part of the service specifications, the cloud service
provider should define the allocation of information security
incident management responsibilities and procedures between
the cloud service customer and the cloud service provider.
The cloud service provider should provide the cloud service
customer with documentation covering:
— the scope of information security incidents that the cloud
service provider will report to the cloud service customer;
— the level of disclosure of the detection of information
security incidents and the associated responses;

— the target timeframe in which notifications of information
security incidents will occur;

the-proeedure-for-the-netifieation-ofHformationecurity
incidents;
— contact information for the handling of issues\relpting to
information security incidents;

— any remedies that can apply if certaifi\informatioh security
incidents occur.

16.1.2  Reporting information security events

Control 16J1.2 and the associated implementation guidance and other information spedified in ISO/IEC 27002

following sector-specific guidance also applies.

Implemengation guidance for cloud services

apply. The

Cloud service customer

Cloud service provider

The cloud pervice customer should request information from
the cloud sprvice provider about the mechanisms for:

event itfhas detected to the cloud service provider;

— the cloyd service provider to receive reports regarding an
informdtion security event detected by the cloud service
providdr;

— the cloyd service customer to track the status of a reported
informdtion security event.

— the cloyd service customer to report an information security

The cleud sérvice provider should provide mechanisins for:

— the cloud service customer to report an informatipn security
gvent to the cloud service provider;

= the cloud service provider to report an informatidqn security
event to a cloud service customer;

— the cloud service customer to track the status of 4 reported
information security event.

Other infoprmation for cloud services

The mecha
email addrg

An inform{
Therefore,

procedures|to report the-event to the other party immediately.

hisms should not only define-the procedures but also give essential information like contact phorje numbers,
sses and service times _for both the cloud service customer and the cloud service provider.

tion security event'can be detected either by the cloud service customer or by the cloud servide provider.
he main additienal-responsibility relating to cloud computing is that the party detecting the event ghould have

16.1.3  Reporting information security weaknesses
Control 16]1.3 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.
16.1.4  Assessment of and decision on information security events

Control 16.1.4 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.1.5

Response to information security incidents

Control 16.1.5 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.1.6

Learning from information security incidents

Control 16.1.6 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply.

16.1.7

Collection of evidence

Control 16.1.7 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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Implementation guidance for cloud services

Cloud service customer Cloud service provider

The cloud service customer and the cloud service provider should agree upon the procedures to respond to requests for potential
digital evidence or other information from within the cloud computing environment.

17 Information security aspects of business continuity management

17.1 Information security continuity

The objective specified in clause 17.1 of ISO/IEC 27002 applies.

17.1.1 Planning information security continunity
Control 17]1.1 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

17.1.2  Implementing information security continuity

Control 17)1.2 and the associated implementation guidance and other information specified in #SO/IEC 2700 apply.

17.1.3  Verify, review and evaluate information security continuity

Control 17]1.3 and the associated implementation guidance and other information speeified in ISO/IEC 2700 apply.

17.2 Redundancies

The objective specified in clause 17.2 of ISO/IEC 27002 applies.

17.2.1  Availability of information processing facilities

Control 17)2.1 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

18 (ompliance

18.1 (ompliance with legal and contractual requirements

The objective specified in clause 18.1 of ISOAEC 27002 applies.

18.1.1  Identification of applicable legislation and contractual requirements

Control 18]1.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance'\for cloud services

€loud service customer Cloud service provider
The cloud pervice customer should consider the issue that The cloud service provider should inform the cloud service
relevant lays ‘afnd regulations can be those of jurisdictions customer of the legal jurisdictions governing the cloyd service.
governing the-cloud serviceprovider,-in-addition to-those Fhe-ctod service provider shoutdtdentify-itsowmrrelevant
governing the cloud service customer. legal requirements (e.g., regarding encryption to protect
The cloud service customer should request evidence of the personally identifiable information (PII)) This information
cloud service provider's compliance with relevant regulations should also be provided to the cloud service customer when
and standards required for the cloud service customer's requested.
business. Such evidence can be the certifications produced by The cloud service provider should provide the cloud service
third-party auditors. customer with evidence of its current compliance with

applicable legislation and contractual requirements.

Other information for cloud services

The legal and regulatory requirements that apply to the provision and use of cloud services should be identified,
particularly where the processing, storage and communication capabilities are geographically distributed and multiple
jurisdictions can be involved.

It is important to note that compliance requirements, whether legal or contractual, remain the responsibility of the cloud
service customer. Compliance responsibilities cannot be transferred to the cloud service provider.
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18.1.2  Intellectual property rights

Control 18.1.2 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud service provider
Installing commercially licensed software in a cloud service The cloud service provider should establish a process for
can cause a breach of the licence terms for the software. The responding to intellectual property rights complaints.

cloud service customer should have a procedure for identifying
cloud-specific licensing requirements before permitting any
licensed software to be installed in a cloud service. Particular
attention should be paid to cases where the cloud service is
elastic and scalable and the software can be run on more
systems or processor cores than is permitted by the licence
terms.

18.1.3  Protection of records

Control 18]1.3 and the associated implementation guidance and other information specified in ISQ/IE€ 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for cloud services

Cloud service customer Cloud Service provider
The cloud pervice customer should request information from The cloud service previder should provide informatipn to the
the cloud sprvice provider about the protection of records cloud service customet about the protection of recorgls that are
gathered and stored by the cloud service provider that are gathered and stored by the cloud service provider relating to
relevant tothe use of cloud services by the cloud service the use of cloud-services by the cloud service custonjer.
customer.

18.1.4  Privacy and protection of personally identifiable information

Control 18]1.4 and the associated implementation guidance and other information specified in ISO/IEC 2700 apply.

Other infopmation for cloud services

ISO/IEC 27018, Code of practice for PII protection in‘public clouds acting as PII processors, offers additional jnformation
on this topik.

18.1.5 Regulation of cryptographic controls

Control 18]1.5 and the associated implémentation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.

Implementation guidance for'cloud services

Cloudsservice customer Cloud service provider
The cloud pervice customer should verify that the set of The cloud service provider should provide descriptidns of the
cryptographic controls-that apply to the use of a cloud service cryptographic controls implemented by the cloud seqvice
comply with relévant agreements, legislation and regulations. provider to the cloud service customer for reviewing|
compliance with applicable agreements, legislation gnd
regulations.

18.2 Information security reviews
The objective specified in clause 18.2 of ISO/IEC 27002 applies.

18.2.1 Independent review of information security

Control 18.2.1 and the associated implementation guidance and other information specified in ISO/IEC 27002 apply. The
following sector-specific guidance also applies.
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