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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

The relationship between information security management and service management is so close that
many organizations already recognize the benefits of adopting the two International Standards for
these domains: ISO/IEC 27001 for information security management and ISO/IEC 20000-1 for service
management. It is common for an organization to improve the way it operates to achieve conformity
with the requirements specified in one International Standard and then make further improvements to
achieve conformity with the requirements of another.

There are a number of advantages for an organization in ensuring its management system takes
into account both the service lifecycle and the protection of the organization’s information. These

benefifs can be experienced whether one International Standard is implemented beford the other, or

ISO/IHC 27001 and ISO/IEC 20000-1 are implemented simultaneously. Management afid qrganizational

procegses, in particular, can derive benefit from the mutually reinforcing concepts and similarities

betwegn these International Standards and their common objectives.

Key bgnefits of an integrated implementation of information security”\managemeng and service

management include the following:

a) credibility to internal and external customers, and other interestéd parties of the organization, of
effective and secure services;

b) lower cost of implementing, maintaining and auditing afi integrated management gystem, where
effective and efficient management of both services, and information security are part of an
organization’s strategy;

c) refduction in implementation time due to the integrated development of processes supporting both
sefvice management and information security\management;

d) bdtter communication, increased reliability and improved operational efficigncy through
elimination of unnecessary duplication;

e) agreater understanding by service management and information security personnel ¢f each other’s
vigwpoints;

f) anorganization certified fot}SO/IEC 27001 can more easily fulfil the requirements fqr information
sepurity specified in ISO/TEC 20000-1:2018, 8.7.3, as ISO/IEC 27001 and ISO/IEQ 20000-1 are
complementary in regulirements.

This dpcument is basedion ISO/IEC 27001:2013 and ISO/IEC 20000-1:2018.

This dlocument{is* intended for use by persons who intend to integrate ISO/IEC 27001 and

[SO/IHC 20000-1) and who are familiar with both, either or neither of those International Standards.

This dpcument does not reproduce content of ISO/IEC 27001 or ISO/IEC 20000-1. Equally, it does not
descripenall parts of each International Standard comprehensively. Only those parts

matter overlaps or differs are described in detail. It is assumed that users of this document have access
to ISO/IEC 20000-1 and ISO/IEC 27001.

here subject

NOTE

Specificlegislations can exist, which can impact the planning of an organization’s management system.
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Information security, cybersecurity and privacy

protection — Guidance on the integrated implementation

of ISO/IEC 27001 and ISO/IEC 20000-1

1 Scope

L

9]
NP

This dpecumentgives guidanceomrtheintegratedimptementationrof1SOAE
for organizations intending to:

a) injplement ISO/IEC 27001 when ISO/IEC 20000-1 is already implemented, or vice ver
b) implement both ISO/IEC 27001 and ISO/IEC 20000-1 together; or
c) infegrate existing management systems based on ISO/IEC 27001 and ISO/IEC 20000-

This document focuses exclusively on the integrated implementation of an informd
management system (ISMS) as specified in ISO/IEC 27001 and a-service management sy}
specified in ISO/IEC 20000-1.

2 Normative references

The following documents are referred to in the text'in such a way that some or all of
constifutes requirements of this document. For dated references, only the edition cite
undate¢d references, the latest edition of the reféréenced document (including any amendnj

[SO/IEC 20000-1:2018, Information technelogy — Service management — Part 1: Servic
system requirements

ISO/IEC 27000:2018, Information techhology — Security techniques — Information securit)
systems — Overview and vocabulary

ISO/IHC 27001:2013, Information technology — Security techniques — Information securit)
systenls — Requirements

3 Terms and.definitions

700t=and156/1EC 20000-1

5

1.

tion security
tem (SMS) as

their content
d applies. For
ents) applies.

management

Y management

y management

For thle purpeseés of this document, the terms and definitions given in ISO/IEC 27(00:2018 and
ISO/IEC 20000-1:2018 apply.

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 Overview of ISO/IEC 27001 and ISO/IEC 20000-1

4.1 Understanding ISO/IEC 27001 and ISO/IEC 20000-1

An organization should have a good understanding of the characteristics, similarities and

 addresses:

differences of

ISO/IEC 27001 and ISO/IEC 20000-1 before planning an integrated management system for information
security management and service management. This maximizes the time and resources available

© ISO/IEC 2021 - All rights reserved
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for implementation. Subclauses 4.2 to 4.4 provide an introduction to the main concepts underlying
ISO/IEC 27001 and ISO/IEC 20000-1 but should not be used as a substitute for a detailed review.

4.2 1SO/IEC 27001 concepts

ISO/IEC 27001 provides a model for establishing, implementing, maintaining and continually improving
an information security management system (ISMS) to protect information. Information can take any
form, be stored in any way and be used for any purpose by, or within, the organization.

To achieve conformity with the requirements specified in ISO/IEC 27001, an organization should
implement an ISMS based on a risk assessment process As part of a risk treatment process the
organization ele eme entified
risks. These measures are known as 1nf0rmat10n security controls The orgamzation should det¢rmine
acceptable lepels of risk, taking into account the requirements of interested parties (relevant to
information §ecurity. Examples of requirements are business requirements, legal and regulatory
requirements|or contractual obligations.

ISO/IEC 2700[1 can be used by any type and size of organization. Excluding anyyof the requir¢gments
specified in I1SO/IEC 27001:2013, Clauses 4 to 10, is not acceptable when can ‘organization |claims
conformity tof ISO/IEC 27001.

4.3 ISO/IEC 20000-1 concepts

ISO/IEC 2000|0-1 specifies requirements for establishing, implementing, maintaining and contJnually
improving a pervice management system (SMS). An SMS supports the management of the gervice
lifecycle, inclfiding the planning, design, transition, delivery and improvement of services,|which
meet agreed fequirements and deliver value for customersyusers and the organization delivering the
services.

Some of the rgquirements specified in ISO/IEC 20000-1 are grouped into clauses indicating protesses,
such as incident management, change management and supplier management. Some requirgments
for informati¢n security management are specified in ISO/IEC 20000-1:2018, 8.7.3. All requir¢ments
specified in |SO/IEC 20000-1 are generic<and are intended to be applicable to all organizptions,
regardless of fhe organization’s type or siZe, or the nature of the services delivered. ISO/IEC 20000-1 is
intended for management of servicesusing technology and digital information. Exclusion of any of the
requirements{in ISO/IEC 20000-1:2018; Clauses 4 to 10, is not acceptable when the organization|claims
conformity to ISO/IEC 20000-1, irtespective of the nature of the organization.

4.4 Similarities and differences

Service mandgement, and information security management are sometimes treated as if th|
neither conngcted norinterdependent. The context for such separation is that service managemegnt can
easily be related,to efficiency, service quality, customer satisfaction and profitability, While infor ation
security man
result, servic ETTE Eque ETTET Carc 3 hetween
these two dlsc1p11nes as well as concepts that are unique to each

Information security management and service management clearly address very similar requirements
and activities, even though the SMS and the ISMS each highlight different details. When working with
ISO/IEC 27001 and ISO/IEC 20000-1, it should be understood that their characteristics differ in more
than one aspect. It is possible that the scopes of an ISMS and an SMS can differ (see 5.2). They also have
different intended outcomes. ISO/IEC 20000-1 is designed to ensure that the organization provides
effective services, while ISO/IEC 27001 is designed to enable the organization to manage information
security risk and recover from or prevent information security incidents.

See Annex A for details of the correspondence between ISO/IEC 27001:2013, Clauses 1 to 10, and
ISO/IEC 20000-1:2018, Clauses 1 to 10. See Annex B for a comparison of topics between the controls
in ISO/IEC 27001:2013, Annex A, and the requirements in ISO/IEC 20000-1:2018. See Annex C for a
comparison of terms and definitions between ISO/IEC 27000 and ISO/IEC 20000-1.
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5 Approaches for integrated implementation

5.1 General

An organization planning to implement both ISO/IEC 27001 and ISO/IEC 20000-1 can be in one of three
states as follows:

— unofficial management arrangements exist which cover both information security management
and service management but have not been formalized, documented or deliberately integrated into
the organization’s other activities;

— there is a management system based on ISO/IEC 27001 or ISO/IEC 20000-1;
— thpre are separate management systems based on ISO/IEC 27001 and ISO/IEC,2000/0-1, but these

arg not integrated.

An organization planning to implement an integrated management system forinformation security and
service management should consider at least the following:

a) other management system(s) already in use (e.g. a quality management system);

b) the scope(s) of the proposed ISMS and SMS, as well as any difference in scope between them, if
applicable;

c) all services, processes and their interdependencies in thé context of the integrated management
system;

d) el¢ments of each management system which cantbe integrated and how they can be iptegrated;
e) el¢ments that are to remain separate;

f) the impact of the integrated managemént system on customers, suppliers and other interested
parties;

g) thgimpact on technology in use;

h) the impact on, or risk to, the:services and service management;

i) the impact on, or risk to, information security and information security management
j) education and training in the integrated management system;

k) acfountabilitiesiand responsibilities for all requirements;

1) phases and-sequence of implementation activities.

5.2 C(ensiderations of scope

One area where an ISMS and an SMS can differ is on the subject of scope, namely, what assets, services,
processes and parts of the organization the management system should include.

ISO/IEC 20000-1 is concerned with the planning, design, transition, delivery and improvement of
services to deliver value to customers, users and the organization. The scope of ISO/IEC 20000-1
includes those activities that deliver services. The scope of an SMS can include all or some of the
services delivered by the organization. The organization in the scope of the SMS can be a whole or part
of a larger entity. The SMS scope can also be defined exclusively by a clear physical boundary, such as a
single site delivering services. The organization in the scope of the SMS can also be known as a service
provider.

ISO/IEC 27001 is concerned with how to manage information security risk. The scope of the ISMS covers
those activities related to managing the confidentiality, integrity and availability of the organization’s
information.

© ISO/IEC 2021 - All rights reserved 3
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For ISO/IEC 27001, the definition of the organization is that which is covered by the ISMS. As with
an SMS, an ISMS can be applied to part or all of an entity and can include services delivered by the
organization. The ISMS scope can also be defined exclusively by a clear physical boundary, such as a
security perimeter around a specific site or part of a site.

In some cases, the full requirements specified in ISO/IEC 20000-1 and ISO/IEC 27001 cannot be
implemented for all, or even part, of the organization’s activities. This can be the case if, for example,
an organization cannot conform to the requirements specified in ISO/IEC 20000-1 because other
parties provide or operate all the services, service components or processes in the scope of the SMS.
ISO/IEC 20000-1:2018, 8.2.3, states that not all services, service components and processes can be
provided by other parties - the organization itself should provide at least some of these.

An organization can implement an SMS and an ISMS with some overlap between the different {
Where activities lie within the scope of both ISO/IEC 20000-1 and ISO/IEC 27001, the fnte
management [system should take both ISO/IEC 20000-1 and ISO/IEC 27001 into consideratid
Annex A). Diffferences in scope can result in some services included in the SMS beingiexclude
the scope of the ISMS. Equally, the SMS can exclude processes and functions of the ISMS. For ex
some organizfations choose to implement an ISMS only in their operation and communication fun|
while application management services are included in their SMS but not in the-ISMS. Alternativ
ISMS can cov¢r all the services, while the SMS can cover only the services fof/a-particular custo
some serviceg§ for all customers. The organization should align the scopes-ofithe management sy
as much as ppssible to ensure successful integration and to maximize: the benefits of the inte
management pystem.

copes.
orated
n (see
1 from
ample,
ctions,
bly, the
ner or
stems
crated

NOTE Guiglance on scope definition for ISO/IEC 20000-1 is availdble in ISO/IEC 20000-3. Guidance] on the

scope definitio

h for ISO/IEC 27001 is available in ISO/IEC 27003.

5.3 Pre-implementation scenarios

5.3.1 General

An organizatipn planning an integrated management system can be in one of three states, as deqdcribed
in 5.3.2 to 5.8.4. In all cases, the organization has some form of management processes or it[would
not exist. Subflauses 5.3.2, 5.3.3 and 5.3.4/provide suggestions for implementation in each of th¢ three
states descriljed in 5.1.

5.3.2 Neither standard is currently used as the basis for a management system

It is easy to pssume that, where neither an ISMS or an SMS is implemented, there are no pplicies,

processes andl procedures-and that, therefore, the situation is simple to deal with. However, this is a

misconceptio

All organizat
and policies.

1.

onschave some form of management system, which may simply be its processes
[his should be adapted to achieve conformity with the requirements specified in

plans
either

ISO/IEC 2700

L andISOHEC20000-1orboth-

The decision regarding the order in which the requirements for the ISMS and the SMS will be
implemented should be based on business needs and priorities. Decisions can be influenced by the
primary driver, for example, competitive positioning or the need to demonstrate conformity to a
customer or other interested party.

Another important decision is whether to implement both an SMS and an ISMS concurrently or
sequentially. If the implementation is sequential, either the SMS or the ISMS is implemented and then
that management system is extended to include the additional requirements of the other. Both an
SMS and an ISMS can be implemented concurrently, if implementation activities and efforts can be
coordinated and duplication minimized. However, depending on the nature of the organization, it can
be prudent to start with the requirements specified in one standard and then expand the management
system to include the requirements of the other.
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These considerations are illustrated in the following scenarios.

Scenario 1: An organization that provides services should start with the implementation of
ISO/IEC 20000-1 and then, working from lessons learned during that implementation, expand the
management system to include the requirements specified in ISO/IEC 27001.

Scenario 2: An organization that is using other parties for delivery of some services or parts of a
service should initially focus on ISO/IEC 20000-1. ISO/IEC 20000-1 includes more requirements for
managing other parties, including external and internal suppliers as well as customers acting as a

su

pplier. The organization should then proceed to ISO/IEC 27001.

Scenario 3: A small organization should focus on one of either ISO/IEC 27001 or ISO/IEC 20000-1,

. This can be

curity should
001. The next
s specified in

S minimizing

requirements
requirements
jeopardizing
ntation being

, including at

dgpemding o itstevetof Tetiance o service Tramagemertt or iformation security:

— Scenario 4: An organization can choose to implement an ISMS and SMS concurrentl
hgndled as a single project, or as two parallel sub-projects within one overarching programme of
work that includes a third sub-project focused on the integration.

— Scenario 5: Any organization that places a high level of importance oninformation sg
fifst implement an ISMS which conforms to the requirements specified in ISO/IEC 27
stage should be the expansion of that management system to fulfil the requirement
ISP/IEC 20000-1.

An int¢gration working group holding regular meetings during the implementation of requirements for

both ap SMS and an ISMS can help in ensuring better alignment and integration, as well

duplicgtion of effort.

5.3.3 | The management system fulfils the requirements of one of the standards

Wherg the organization’s management systemhas already achieved conformity with the

specifijed in ISO/IEC 20000-1 or ISO/IEC 27001,the primary goal should be to integrate the

of the|other standard. This should be.done without suffering any loss of service or
information security. This should be carefully planned in advance, with existing documsg
reviewed by a team with a good undefstanding of both the standards.

The organization should identify~the attributes of the established management systenj

least the following:

a) scppe;

b) mpnagement system structure;

c) pdlicies;

d) planningactivities;

e) authofities and responsibilities:;

f) practices;

g) relevant processes;

h) procedures;

i) risk management methodologies;

j) terms and definitions;

k) resources.

These attributes should then be reviewed to establish how they can be applied to the integrated
management system.
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5.3.4 Separate management systems exist which fulfil the requirements of each standard

This last case is perhaps the most complex. It illustrates the issue of scope of the management systems
as described in 5.2.

There are three potential scenarios:

Scenario

1: the scope of the ISMS and SMS are identical;

— Scenario 2: the scope of the ISMS and SMS are overlapping but not identical;

Scenario

3: the scope of the ISMS and the SMS are different.

It is not necegsary to have identical boundaries of scope but the greatest benefit from the integ
can come frormp an identical or significantly overlapping scope.

Even where gn ISMS and an SMS have different scopes, the organization should seek tg integr
common reqyirements for all management system standards, which include those£0r internal
management

Alternatively,
the requirem
requirements

Feview and continual improvement.

ents specified in ISO/IEC 27001, while the other has demonstrated conformity
specified in ISO/IEC 20000-1.

A review shoyld form the starting point, aiming to achieve the following:

a)

b)

<)
d)

e)

identify gnd document the existing and proposed scopes toywhich each standard applies,

particula

compare
aspects;

' attention to their differences;

the existing management systems and establish if there are any mutually incom

develop albusiness case to clarify the benefits-ofan integrated management system;

starttoe

hgage the relevant interested parties of both management systems with one anothg

plan the host appropriate approach tg:achieving an integrated management system:

1) start
2) revie

3) prov

with a very broad outline'view;

w this at various Jevels in the organization to add details;

de feedbackeand suggested solutions to the appropriate level of authority to

decisfions to be taken.

Although thefe areanany ways of integrating management systems while maintaining conformn
extensive planning phase should be completed.

ration

hite the
audit,

two organizations can be planning to merge. One has demonstrated conformity to

to the

paying

patible

)r;

allow

ity, an

6 Integrated implementation considerations

6.1 General

Both ISO/IEC 27001 and ISO/IEC 20000-1 now use the same clause structure, common terms and
common requirements, which is known as the harmonized structure for management system standards.

This common structure, as well as the common requirements and terms, facilitates the integration of
an ISMS and an SMS.

An integrated management system should use consistent and clear terminology. This can result in
expressing requirements from one or both of the standards differently from the wording of the published
version(s). However, the organization should still ensure clear traceability to the requirements specified
in both ISO/IEC 27001 and ISO/IEC 20000-1.
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Documented traceability should be maintained between the integrated management system and the
requirements of each separate standard. To reduce effort, a single set of documentation and authorities
can be created for the integrated management system. To support this, the organization can create
a traceability matrix to explicitly show how the integrated management system conforms to the
requirements of each of the standards. The benefits of this approach include being able to more easily
demonstrate conformity in audits and reviews. These benefits also include being able to track which
activities are necessary to demonstrate conformity to each standard.

In all cases, the organization’s goal should be to produce a viable integrated management system that
enables conformity to the requirements specified in ISO/IEC 27001 and ISO/IEC 20000-1. The goal is
not to compare the standards or to determine which is best or right. Where there is conflict between
viewpoints within the organization, this should be resolved in a way which satisfies the requirements

specified in ISO/IEC 27001 and ISO/IEC 20000-1 and ensures that the organization achig
improyement of its ISMS and SMS. The ideal integrated management system should [be
most dfficient approach, applied appropriately. This is also supported by use of additional
standqrd to supplement the other. Care should be taken to retain everything necessary f
to ISOfIEC 27001 and ISO/IEC 20000-1.

6.2 Potential challenges

6.2.1 | Requirements and controls

ISO/IEC27001:2013, Clauses 4 to 10, specifies requirements foran ISMS. In addition, ISO/IE
Annex|A, contains an extensive list of control objectives and‘eontrols. The controls in ISO/IE
Annex| A, are not requirements and are not mandatory»JSO/IEC 27001:2013, 6.1.3, spe
organization determine all controls necessary tosimplement information security r
chosen and then compare these controls wibh those in ISO/IEC 27001:2013, Ann
that np necessary controls have been omittedThe statement of applicability (SoA) is
record which controls are relevant to the organization’s ISMS. Control objectives are impl
in the fontrols selected. The control objecti%es and controls listed in ISO/IEC 27001:2013
not exhaustive and can be substituted with’ others, or additional control objectives and ¢
addedfas needed. This means it is possible to include only a subset of the controls in ISO/IE
Annex|A, or indeed to not include any of the ISO/IEC 27001:2013, Annex A, controls in the

SoA. Alny control within ISO/IEC.27001:2013, Annex A, that does not contribute to modi
cost-effective manner is not nécessary. Similarly, controls not included in ISO/IEC 27001:2
can be|determined as necessary to modify risk.
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20000-1- However, ISO/IEC 20000-1:2018, 8.7.3.2, does include requirements
sto address information security risks to the SMS and the services, and to documen
theseseontrols. In addition, there is a requirement to monitor and review the efi
ontrols, taking action if required.

Organizations wishing to integrate an ISMSand an SMSTieed to diSTNguisit between the requirements
specified in ISO/IEC 27001 and ISO/IEC 20000-1, and the information security controls specified
in ISO/IEC 27001:2013, Annex A. Even if it appears that there is a common topic area between a
requirement specified in ISO/IEC 20000-1 and a control included in ISO/IEC 27001:2013, Annex A, the
distinction between requirements and controls needs to be understood and communicated to avoid
confusion within the organization.

Annex B of this document provides a comparison of topics between the requirements specified in
ISO/IEC 20000-1 and the controls in ISO/IEC 27001:2013, Annex A.

6.2.2 Assets and configuration items

In ISO/IEC 27001 and ISO/IEC 20000-1, there are both differences and similarities in the usage and
meaning of asset.
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ISO/IEC 20000-1 uses the definition of asset from ISO/IEC 19770-5 which is “item, thing or entity that
has potential or actual value to an organization”. The single requirement for asset management in
ISO/IEC 20000-1 is minimal to ensure that assets used to deliver services are managed to meet service
requirements and obligations such as legal and regulatory requirements.

Asset is not a defined term in ISO/IEC 27001, so it is used in its normal English language sense of
something of value. ISO/IEC 27000:2018, 4.2.2, explains that “information is an asset that, like other
important business assets, is essential to an organization’s business and, consequently, needs to be
suitably protected”. ISO/IEC 27001:2013, Annex A, includes asset management as a control.

ISO/IEC 27001 is focused on the management of risks impacting all information within the scope of the
ISMS. The form of information is irrelevant: it can be paper, electronic, etc. As a result, information, or
the resourced used for holding or handling information, can also be assets. For example, a dath cable
can be an assgt. Although it is not information, the cable is the resource used for carrying inforiation
and therefore|is relevant to risk assessment in ISO/IEC 27001.

Information i also seen as a resource in ISO/IEC 20000-1. For example, ISO/IEC,20000-1:2018, 7.1,
specifies that| the human, technical, financial and information resources needed for’‘the SMS and the
services are determined.

Neither of thge standards requires every asset or instance of information 4o be listed individually.
They can be|grouped into types, such as hardware, or documents. As)part of this activity, their
descriptions ghould be made as consistent as possible, simplifying €onformity with ISO/IEC|27001
and ISO/IEC R0000-1. At the beginning of any integration work, a<decision should be made jpn the
way in which|assets will be classified, categorized and identified, This is to ensure that unambjguous
references cah be made to assets.

ISO/IEC 20000-1 also uses a defined term, configuration-item (CI), as an “element that needg to be
controlled in|order to deliver a service or services”. Some assets contributing to a service aye also
Cls subject to| configuration management, as specified\in ISO/IEC 20000-1:2018, 8.2.6. For example, a
service monitoring application or a server are assets that are likely to be Cls, because they are ¢ritical
to delivering [the service and need to be contrelled. If the term asset is used to refer to inforration,
specific assetls can be given an additional classification if their status is also recognized as a CI in
ISO/IEC 2000p-1

The concept jof configuration information in ISO/IEC 20000-1 is similar to the asset inventflory in
ISO/IEC 27001l but perspectives differ:

The configurdtion managementrequirements in ISO/IEC 20000-1:2018, 8.2.6, can be used to spipport
the classification and management of information in the scope of an ISMS. From the ISO/IEC(27001
perspective, the organizatien should manage the security of the configuration information, indluding
availability, integrity afid-confidentiality. Configuration baselines can include content with s¢curity
implications gnd the.¢confidentiality, integrity and availability of this information should be condgidered
when integrating ani JSMS and SMS.

6.2.3 Servieedesignmand-transition
5

ISO/IEC 20000-1:2018, 8.5.2, includes requirements for service design and transition. There are
no directly equivalent requirements in ISO/IEC 27001, although several aspects of service design,
transition and delivery are covered in controls listed in ISO/IEC 27001:2013, Annex A.

An integrated management system should ensure that information security is considered in detail
during the planning, design and transition to operations for all new or changed services. Topics that
should be considered include an assessment of the impact of the new or changed service on existing
information security controls. This should be done regardless of whether the service falls within the
scope of the ISMS. It should also be done for the removal of a service.
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6.2.4 Risk assessment and management

Even though risks are considered as part of both an ISMS and an SMS, the nature of some of these risks
can differ. The criteria for evaluation and treatment of risks can differ, depending on whether the risks
are specific to delivery of a service or to information security. However, the method used to identify
risks can be the same in both cases. Some risks considered in the scope of an SMS, e.g. the risk of an
organization not meeting its service targets for customer satisfaction, would not be considered as risks
from the perspective of an ISMS. However, risks related to not meeting service requirements can be
relevant to both the ISMS and the SMS if any of the service requirements involve information security:.
Risks identified within the scope of the SMS cannot be assumed to be relevant to the ISMS, and vice
versa, but they should be con51dered in terms ofboth Examples of risks that should be considered from

limited
and ris

The oy
owner
custon
some 1
there i
intern
owner

ISO/IE
and tr
manag
of the
assess

ISO/IE
the se
requir
also bg

Risk e
securi
organi
will h3

The on

a) Uf
ex

of]

| to, risks durlng the plannlng of services, rlsks related to changes, risks to servi
ks to business continuity.
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esidual risks as part of their SLA or the service continuity plan-In“ISO/IEC 270(
s a requirement specified for identification of a risk owner buf.the matter of risk
hl or external to the organization is not specified. In practice,the organization is c
of all information security risks in the scope of the ISMS.

C 27001:2013, 6.1, and ISO/IEC 27001:2013, Clause€)8, specify requirements
eating aspects of risk associated with informatiof{security. These requirements
ement of risks to the effectiveness of the ISMSyand the risks to the information
ISMS. ISO/IEC 27001:2013, 6.1, provides detail 'on how to carry out information
ment and treatment.

C 20000-1:2018, 6.1, specifies requirenients to determine and document risks tg
vices. This includes risks to the organization, as well as risks related to not mg¢
ements and the involvement of othéf’ parties in the service lifecycle. These categor
used, when implementing an ISMS, for the categorization of information security 1

valuation can have a different focus depending on the different perspectives
'y management and seryvice management. When planning the integrated i
zations should be mindful of any differences in risk criteria and the impact that the
ve on risk evaluatien:

ganization should adopt one of these described approaches.

ample,.the risk of loss of availability of an information asset can be shared by the d
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e one common approach to risk management, including risk assessment avoiding diiplication. For

ifferent parts

b) Us

e separate risk assessment approaches for ISO/IEC 20000-1 and ISO/IEC 27001. If

this option is

chosen, the organization should use terminology that differentiates risk assessment of the SMS and
services from the ISMS and information security risk assessment.

Use a common approach for assessing and treating those risks that affect both information security

and service management, and separate risk assessment and treatment methodologies for risks that
are specific to information security or service management.

Whatever approach is taken, subdividing risk assessment and treatment to separately consider risks
that affect both information security and service management, from risks that affect one but not both
perspectives, can improve management system efficiency.

Where risk assessment and risk treatment are critical to the organization, priority should be given to
the implementation of ISO/IEC 27001 to take advantage of its more explicit and detailed risk assessment
and risk treatment requirements.
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6.2.5 Risk and other parties

Where a customer has entrusted their data or systems to the care of a third party, there can be
differences between the customer’s risk acceptance level and that of the third party. This is not explicitly
covered in either standard, but the organization should be aware of the issues and should make a clear
decision regarding levels of risk to be controlled by the different parties.

The key issue
a)

sare:

the customer will have a view regarding the level of security that is acceptable for its information

that is under the control of the third party. This can differ from the level of security that the third
party considers to be sufficient;

b) theorga

records i the scope of the organization’s ISMS. The third party will have a view regarding’th

of securit

environn
security

The informat

y acceptable for this information;

the customer and the third party can be involved in different legal and regulatory enforg

ents, which vary by country or market sector. This can lead to @ifferent infor}
dr risk perspectives.

on security expectations and responsibilities of the organization’s customers an

parties shouldl be discussed at the earliest possible opportunity. Thesediscussions are importa

during the ag
controls for ¢
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[nt of comparison regarding incident management between ISO/IEC 20000
1 is that of terminology. In ISO/IEC 27000, the defined term for an event whi
impact on information security is an information security incident. In contr
-1, there are several spegidlized terms linked with incident management. For ex

incident, majpr incident, information’ security incident, problem, known error. These can
information security incidents, aceording to ISO/IEC 27001, depending on their characteristics.

ISO/IEC 2700[ specifies a singleprocess to deal with all information security incidents.

ISO/IEC 200(00-1 has a-yariety of mechanisms for resolution, such as incident management,
incident procedure and“problem management. In ISO/IEC 20000-1, a single event can be m3
by more thanp one<ef these processes and procedures during its lifecycle. Figure 1 illustrat
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Incidents involving
services and
information security

ISO/IEC 27001 ISO/IEC 20000-1

Information Service incidents
Security mcidents

Figure 1 — Illustration of relationship between standards for\the management of incidents

There|are events which ISO/IEC 27001 classifies as an infermation security incident, but which
ISO/IEC 20000-1 would not classify as an incident.

EXAMRLE1 A confidential document on marketing of aproduct is found on a desk after wofking hours, in
violatign of the information security policy. The document-does not relate to services or service [delivery in any
way.

EXAMRLE 2 The lock for the door to a customeér’s office is found to be broken. This event car] be considered
an infgrmation security incident under ISOAEC 27001. However, this would not fall within the scope of
ISO/IEC 20000-1 unless the event impacted jitfformation relevant to the requirements in ISO/IEC| 20000-1:2018,
8.7.3, of the services supported by the SMS,

Equalll, there are events which ISO/1EC 20000-1 would classify as an incident, but which|are out of the
scope pfISO/IEC 27001.

EXAMRLE 3  Scheduled madinténance exceeds SLA limits.
EXAMRLE 4  Auserreports an incident due to slow service performance.

The prjimary overlap between the definitions of “incident” relates to what ISO/IEC 20000}-1 refers to as
“information seciirity incidents”, which can result in the loss of confidentiality, integrity and availability
of infofmatiensrelating to a service.

In ordpr te reconcile these views, the organization should decide how to handle the management of
those INCIdents that are In the scope of both the ISMS and SMS:

ISO/IEC 27001 and ISO/IEC 20000-1 both require the organization to analyse data and trends on
incidents.

Defining and publishing criteria to help regular operations or service desk personnel determine whether
an incident should be classified as an information security incident can facilitate more consistent and
effective classification.

6.2.7 Problem management

Problem management is the process in ISO/IEC 20000-1 for identifying the root cause of one or more
actual or potential incidents to minimize or avoid the impact of incidents. In ISO/IEC 27001, the term
problem managementis not used, butinformation security incidents can be analysed to identify patterns
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and potential causes that need to be addressed. ISO/IEC 27001:2013, 10.1, and ISO/IEC 20000-1:2018,
10.1, include the concept of identifying patterns of nonconformities and addressing them.

ISO/IEC 27001 uses multiple inputs to risk analysis. In an integrated management system, these can
include identified problems and known errors from the problem management process. Equally, the
problem management process can utilize information provided by the information security incident
management process.

In an integrated management system, the scope of the problem management process should be defined.
If an ISMS is implemented before the SMS, it can be useful to integrate the requirements specified in
ISO/IEC 20000-1 for problem management as part of the ISMS due to its benefits for all management

systems.
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estigated in order to understand the cause. It is important that the organization cdnsider
btween the service management mindset which is focused on réstoring service as quickly
lowing an incident, and the information security mindset, which is focused on preserving
potentially observing the incident in progress to gather information. Care should be
htegrating an SMS and an ISMS, to ensure conformance.to-all requirements for mapaging
ecurity incidents. For example, information security €ontrols can include the collpction,
provision of evidence for disciplinary or legal purpdses.

recognized that, in the case of an information security incident, the requirenjent to
ce can mean that the affected service canrigtbe restored within agreed service thrgets.
0-1 specifies a requirement to prioritize, taking into consideration the information
related to the incident. The priority allecated to resolution should take into account the
F collecting information security evidence that can otherwise be lost by the restorgtion of

n that additional time is required to collect evidence before an information sg¢curity

incident is reqolved.

6.2.9 Major incident management
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In some cased, an information security incident can be a major incident, based on the requireme
major incidenits specified in ISO/IEC 20000-1:2018, 8.6.1. According to the major incident manag
requirements| in ISO/IEG20000-1, top management are kept informed of all major incident
includes those that dre*also information security incidents. Top management should ensuj
those investigatingtinformation security incidents have appropriate skills and that parties invo
collecting and analysing evidence are suitably experienced.

A major incident should not necessitate a delay in resolution for the collection of evidence in the case
of an information security incident. For example, if a website handling customer payment is found to
have been compromised and payment details taken, this would be a major incident and an information
security incident where gathering evidence would be vital. Evidence collection and service restoration
times should be adequately covered in service requirements and in service level agreements (SLAs).

6.2.10 Classification and escalation of incidents

The organization should determine the criteria it uses to classify incidents according to its requirements
for special treatment, e.g. where an incident has heightened requirements for confidentiality. In
these cases, the organization should establish a process whereby an incident is either handed over to
specialist information security personnel or coordinated in parallel by service incident management
personnel and information security personnel.
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Some information security incidents should not be handled using the incident management or
major incident procedure, but by the information security management function. The organization’s
procedures can identify the criteria for determining when an incident should be transferred to the
information security function. An example of such an incident can be an internal breach of security
which requires police investigation and forensic examination. These types of incidents require visibility
and even awareness of their existence to be limited to a smaller group than would normally be the case.
The skills needed to investigate an information security incident are often different than those needed
to investigate other incident types.

Due to the sensitivity of the information in some information security incident records, the ability
to access or update details of these incidents should only be available to personnel with appropriate
security clearance or authorization.

6.2.11] Change management

[SO/1 27001:2013, 7.5.3, requires changes to documented information gelating to| the ISMS to
be controlled. ISO/IEC 27001:2013, 8.1, requires the organization to ,éontrol planned changes.
ISO/IEC 27001:2013, Annex A, also includes control objectives and cgontrols relat¢d to change
management.

which can be
making about

ISO/IEC 20000-1:2018, 8.5.1, includes extensive requirements for-cliange management
adoptgd by an ISMS. ISO/IEC 20000-1:2018, 8.5.1.3, includes reguirements for decision
changgs to consider potential risks and impacts of the changewoninformation security.

To engure that change management requirements arefulfilled, tasks and supporting checklists
for impact assessment or post-implementation review“can be developed as part of the integrated
management system based on the requirements spegified in ISO/IEC 20000-1. This should ensure that
all relgvant information security risks are reviewéd.as part of the change management process.

6.3 Potential gains

6.3.1 | Service level management andreporting
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When jmplementing amISMS, details of information security controls are defined and thq effectiveness

of thede controls should be measured (see ISO/IEC 27001:2013, 9.1). This also provides a
for integration With the service reporting requirements specified in ISO/IEC 20000-1
that rglevant-and timely information can be used to maintain or improve information se
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Reports to support the ISMS and SMS, whether for internal use or for customers, should be designed
with these considerations in mind.

6.3.2 Management commitment and continual improvement

Top management commitment is required to make both the SMS and the ISMS effective. [ISO/IEC 20000-1
includes a requirement for top management to ensure that what constitutes value for the organization
and its customers be determined. It is also important that the value of an ISMS is understood by the
organization.

ISO/IEC 27001 describes information security in relation to “interested parties”. These are parties
with a specific interest in the organization in the scope of the ISMS and should be considered when
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defining the value of the ISMS. These parties can include staff, shareholders, customers and in some
cases regulatory authorities or the general public.

ISO/IEC 20000-1 refers to customers and other interested parties. Interested parties are a person or
group having a specific interest in the performance or success of the organization’s SMS or services.
Therefore, “interested parties”, as used in ISO/IEC 20000-1, is similar to “interested parties” as used in
ISO/IEC 27001.

Both ISO/IEC 27001:2013, 5.1, and ISO/IEC 20000-1:2018, 5.1, specify requirements for top management
to promote continual improvement, while ISO/IEC 27001:2013, 5.2, and ISO/IEC 20000-1:2018, 5.2,
require top management to establish a policy which includes a commitment to continual improvement.

ISO/IEC 20000-1 specifies that this commitment is for both the SMS and the services.
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In ISO/IEC 27001, a third party, such as an external customer or supplier, can affect the activities of
the ISMS and can be a potential source of risk. ISO/IEC 27001:2013, 8.1, and ISO/IEC 20000-1:2018, 8.1,
both specify a requirement that the organization ensure that outsourced processes are determined and
controlled. ISO/IEC 27001:2013, Annex A, includes controls related to supplier relationships.

ISO/IEC 20000-1 specifies that other parties are entities not under the direct control of the organization
in the scope of the SMS, but can contribute to the services or service management activities in the scope
of the SMS. Other parties can include external suppliers, internal suppliers or customers acting as a
supplier. Other parties can contribute to a major part of the service (see ISO/IEC 20000-1:2018, 8.2.3).

ISO/IEC 20000-1:2018, 8.7.3, specifies requirements for information security management. This
includes the management of risk associated with external organizations, which can directly affect
the customer organization’s information security. ISO/IEC 20000-1 specifies other requirements
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which support the management of third-party risk. These are ISO/IEC 20000-1:2018, 8.3.4, supplier
management and ISO/IEC 20000-1:2018, 8.2.3, control of parties involved in the service lifecycle.

When designing an integrated management system, there are two main considerations which affect the
supplier management practices in regard to managing third party risks.

a) Contractual information security obligations should be an input to the risk assessment process. This
process should contribute to the fulfilment of ISO/IEC 20000-1 requirements for the organization
to consider risks associated with other parties.

b) Information security should be considered where other parties are involved with the design, build,

test, deployment or operation of a new or changed service. This should also be considered as part of
arfy agreenrents retevant to those other parties:

Other [concepts covered in ISO/IEC 20000-1:2018, 8.3.2, business relationship manage
performance reviews, service changes, customer satisfaction management and complaint
be applied to an integrated management system to strengthen it as a whole.

Wherq the organization’s assets are within the scope of the ISMS but some or all of thg
contrdlled by another party, the organization should agree suitable ¢ontracts or othel
agreerpents. This approach should ensure that the other party applieS@ppropriate contrg

ISO/IEC 27001:2013, Annex A, includes controls related to suppliér management. It al
employees and contractors across multiple controls.

[SO/I1
consi

suppli

20000-1 risk assessments can be extended, using\requirements specified in ISO
r whether the security of the organization willbe.compromised by the addition o
1, or by a particular alteration to the service to.which a supplier contributes.

6.3.5 | Continuity and availability management

ISO/IE
for in
Howey
ISO/IE
within

C 20000-1:2018, 8.7.1, and ISO/IEC;20000-1:2018, 8.7.2, explicitly cover two are
formation security: service availability management and service continuity
er, requirements for service availability management and service continuity m
C 20000-1 do not include specific requirements for integrity and confidentiality
an existing management.system should be reviewed to see if they can usefully
to cover integrity and confidentiality. It is also important to note that the ISO/IEC 27
of avajlability differs from_the ISO/IEC 20000-1 definition of service availability and
continlity is a subset of'bliSiness continuity.

An organization loeking to integrate an SMS and an ISMS should be careful to unders
differdnces and the opportunities for mutual support between service management an
securify management when assessing and applying the concepts of continuity and availal

ISO/IEC 27001:2013, Annex A, includes controls which concern how to manage inform

ment, such as
handling, can

pse assets are
documented
Is.

so references

IEC 27001, to
 removal of a

s of interest
management.
hnagement in
so activities
be extended
00 definition
that service

fand both the
1 information
ility.

hition security

during attadverse situation when the business continuity plan needs to be invoked. ISO/IE

C27001:2013,

Annex A, also includes controls related to availability.

6.3.6 Release and deployment management

Requirements specified for release and deployment management in ISO/IEC 20000-1:2018, 8.5.3,
should include relevant information security considerations. If information security is not considered
in release and deployment management, issues can arise. For example, changes can be made to
the operation of live system(s) which introduce information security vulnerabilities if release and
deployment management does not take into account the possibility of malicious action.

This is particularly important during emergency releases. In these situations, different release and
deployment management procedures can be used, due to time and/or resource constraints, where
some activities are performed after the deployment. The risks of compromising information security
can therefore be increased.
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Release and deployment management can be improved through the selection of relevant controls, such
as those in ISO/IEC 27001:2013, Annex A.
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Annex A
(informative)

Correspondence between ISO/IEC 27001:2013, Clauses 1 to 10,
and ISO/IEC 20000-1:2018, Clauses 1 to 10

Table A.1 provides a comparison of content at a clause level between ISO/IEC 27001:2013, Clauses 1 to

10, andTSO/TEC Z0000-1: 2018, Clauses I to 10.

Clausels where there is overlap in most of the requirements and details between. [SO/1

ISO/IEC 20000-1 are highlighted in grey. Those with grey highlight are not necessarily ex4
but haye significant correlations, due to the harmonized structure for management systs
The bgld text in the table is for clause or subclause headings which therhselves conts

requir

Areas

ements.

with no shading are those where there is no significant overlap.

Table A.1 — Correspondence between ISO/IEC 27001 and ISO/IEC 20000

EC 27001 and
ictly the same
bm standards.
in no text or

1

ISO/IHC 27001:2013 ISO/IEC 20000-1:2018
Introdpuction - specific to each standard Introduction
1 Scop - specific to each standard 1:\Scope

1.1 General

1.2 Application

2 Norrj

hative references - specific to each standard

2 Normative references

3 Ternj

s and definitions - specific to each standard

3 Terms and definitions

4 Confext of the organization 4 Context of the organization

4.1 Unflerstanding the organizati_(\t\ﬁ}l‘?i its context 4.1 Understanding the organization and |ts context
4.2 Unferstanding the needs ap&e’;pectations of 4.2 Understanding the needs and expectftions of
interegted parties A\ interested parties

4.3 Defermining the sc&;)@)\f‘the information security |4.3 Determining the scope of the servicejmanagement
management system system

4.4 Infprmation s;ﬂ&ty management system 4.4 Service management system

5 Leadership 5 Leadership

51 Leader;«h@nd commitment 5.1 Leadership and commitment

5.2 Po

igi(/v

5.2 Policy

5.2.1 Establishing the service management policy

5.2.2 Communicating the service management policy

8.7.3.1 Information security policy

5.3 Organizational roles, responsibilities and
authorities

5.3 Organizational roles, responsibilities and

authorities

© ISO/IEC 2021 - All rights reserved
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Table A.1 (continued)

ISO/IEC 27001:2013

ISO/IEC 20000-1:2018

6 Planning

6 Planning

6.1 Actions to address risks and opportunities

6.1 Actions to address risks and opportunities

6.1.1 Actions to address risks and opportunities -
General

6.1.1

6.1.3

Other risk references:
6.1.2

6 3 Plan the SMS

8.2.2 Plan the services

8.3.4.1 Management of external suppliers
8.5.1.3 Change management activities
8.7.1 Service availability management
8.7.2 Service continuity mandgement
8.7.3 Information security'management
9.3 Management reviéw

10.2 Continual improvement

6.1.2 Informatfion security risk assessment

8.7.3.2 Information security controls

6.1.3 Informatfion security risk treatment

8.7.3.2 Infgpmation security controls

6.2 Informatio
achieve them

n security objectives and planning to

6.2S e management objectives and planiing

r
to ac& them

@Establish objectives

. 0§\§5.2.2 Plan to achieve objectives
7 Support 7 Support of the service management system
7.1 Resources _, \O 7.1 Resources
7.2 Competende \\QV‘~ 7.2 Competence

7.3 Awareness|

7.3 Awareness

7.4 Communication

7.4 Communication

7.5 Document
7.5.1 General

7.5.2 Creating
7.5.3 Control g

ed informationc)o\

and upd

f doc ted information

7.5 Documented information
7.5.1 General
7.5.2 Creating and updating documented information

7.5.3 Control of documented information

8 Operation

8 Operation of the service management system

o

A
8.1 Operationc 1 }}quuius atrctcontrot

10 oA h I | 9 1 dn 1
O. 1 UPCl dlivullal Pldllllllls dlIU CUIILT UT

8.2 Information security risk assessment

8.7.3.2 Information security controls

8.3 Information security risk treatment

8.7.3.2 Information security controls

9 Performance evaluation

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

9.1 Monitoring, measurement, analysis and evaluation

9.2 Internal audit

9.2 Internal audit

9.3 Management review

9.3 Management review

10 Improvement

10 Improvement

10.1 Nonconformity and corrective action

10.1 Nonconformity and corrective action

10.2 Continual improvement

10.2 Continual improvement

18
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Annex B
(informative)

Correspondence between the controls in ISO/IEC 27001:2013,
Annex A, and the requirements in ISO/IEC 20000-1:2018,

Clauses 4 to 10

Table
there

B.1 provides a comparison of topics between the controls in ISO/IEC 27001:2018,
uirement of ISO/IEC 20000-1:2018, Clauses 4 to 10.

1SO/1
1SO/1
specif
treatn
to ver
used t

27001:2013, Annex A, contains a list of control objectives and cartysols. Th

27001:2013, Annex A, are not requirements and are not mandatory. ISO/IEC 270
es that the organization determine all controls necessary to implement informatio
ent options chosen and then compare these controls with those inrISO/IEC 27001:2
fy that no necessary controls have been omitted. The statement of applicability
b record which controls are relevant to the organization’s ISMS: Control objectives
includgd in the controls selected. The control objectives and controls listed in ISO/IE
Annex| A, are not exhaustive and can be substituted with others, or additional control d
contrgls can be added as needed. This means it is possible for-the organization’s SoA to:

a)
b)
‘)
d)

influde only a subset of the controls in ISO/IEC 27001:2013, Annex A;

ndt include any of the ISO/IEC 27001:2013, Annéx A, controls;

influde alternative controls;

influde a combination of controls fronyISO/IEC 27001:2013, Annex A, and other sour

ntrol within ISO/IEC 27001:2043, Annex A, that does not contribute to modifying
Ve manner is not necessary.~Similarly, controls not included in ISO/IEC 27001:2013
brmined as necessary tomodify risk.

Any cd
effecti
be det

ISO/IHC 20000-1 specifies requirements for the SMS but does not list any controls and doj
a requjirement for an SoA;<so there is no direct correlation between ISO/IEC 27001:2013,
ISO/IEC 20000-1. However, ISO/IEC 20000-1:2018, 8.7.3.2, includes a requirement to deter
to address information security risks to the SMS and the services, and to document the d¢
these fontrols. I addition, there is a requirement to monitor and review the effective

contrals, taking action if required.

Organ|zations wishing to integrate an ISMS and an SMS need to distinguish between the

Annex A, and

e controls in
1:2013, 6.1.3,
security risk

013, Annex A,
(SoA) is then
are implicitly

[ 27001:2013,

bjectives and

CES.

risk in a cost-
Annex A, can

es not specify
Annex A, and
mine controls
pcisions about
ness of these

requirements

specified’™n ISO/IEC 27001 and ISO/IEC 20000-1, and the information security cont

Fols specified

in ISO/IEC 27001:2013, Annex A. Even if it appears that there is a common topic area between a

requirement specified in ISO/IEC 20000-1 and a control included in ISO/IEC 27001:2013,

Annex A, the

distinction between requirements and controls needs to be understood and communicated to avoid

confusion within the organization.

Where there is overlap in a topic between controls in ISO/IEC 27001:2013, A

nnex A, and

ISO/IEC 20000-1:2018, Clauses 1 to 10, they are highlighted in grey. Those with grey highlight have

significant correlations. Areas with no shading are those where there is little or no overla

© ISO/IEC 2021 - All rights reserved
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Table B.1 — Correspondence between ISO/IEC 27001:2013, Annex A, and ISO/IEC 20000-1:2018

ISO/IEC 27001:2013, Annex A

ISO/IEC 20000-1:2018

A.5 Information security policies

A.5.1 Management direction for information security

8.7.3.1 Information security policy

A.6 Organization of information security

A.6.1 Internal organization

Not specified in ISO/IEC 20000-1

A.6.2 Mobile devices and teleworking

Not specified in ISO/IEC 20000-1

A.7 Human resource security

A.7.1 Prior to employment

Not specified in ISO/IEC 20000-1

A.7.2 During epnployment

Not specified in ISO/IEC 20000-1

A.7.3 Terminafion and change of employment

Not specified in ISO/IEC 20000-1

A.8 Asset mapagement

A.8.1 Responsibility for assets

QY

8.2.5 Asset management

A.8.2 Information classification

Not specified in ISO/IEC 20000+t

A.8.3 Media hgndling

Not specified in ISO/IEC 2000031

A.9 Access control

A.9.1 Business|requirements of access control

Not specified in ISO/IEC-20000-1

A.9.2 User accgss management

8.6.2 Service reql;&t\r;anagement

A.9.3 User resxponsibilities

Not specified ifvISO/IEC 20000-1

A9.4 System ahd application access control

Not specifiedin ISO/IEC 20000-1

A.10 Cryptography

A.10.1 Cryptographic controls

Not specified in ISO/IEC 20000-1

A.11 Physicalland environmental security

A.11.1 Secure freas

Not specified in ISO/IEC 20000-1

A.11.2 Equipmlent

Not specified in ISO/IEC 20000-1

A.12 Operatigns security

A.12.1 Operatibonal procedures and resp01§\ ities

.

R\

8.4.3 Capacity management
8.5.1 Change management

8.5.2 Service design and transition

A.12.2 Protectlion from malware

Not specified in ISO/IEC 20000-1

A.12.3 Backup|

Not specified in ISO/IEC 20000-1

A.12.4 Logging and monitering

Not specified in ISO/IEC 20000-1

A.12.5 Controll of operational software

Not specified in ISO/IEC 20000-1

A.12.6 Technidalyulnerability management

Not specified in ISO/IEC 20000-1

A.12.7 Inform

tion sustems audit considerations
J

Not cpnriFinH n ]in/lpr 200001

A.13 Communications security

A.13.1 Network security management

Not specified in ISO/IEC 20000-1

A.13.2 Information transfer

Not specified in ISO/IEC 20000-1

A.14 System acquisition, development and
maintenance

A.14.1 Security requirements of information systems

8.5.2 Service design and transition

A.14.2 Security in development and support processes

8.2.3 Control of parties involved in the service lifecycle
8.5.1 Change management
8.5.2 Service design and transition

8.5.3 Release and deployment management

20

© ISO/IEC 2021 - All rights reserved



https://iecnorm.com/api/?name=76c8e6a3e2b924b695310b45b00ab7c0

ISO/IEC 27013:2021(E)

Table B.1 (continued)

ISO/IEC 27001:2013, Annex A

ISO/IEC 20000-1:2018

A.14.3

Test data

Not specified in ISO/IEC 20000-1

A15S

upplier relationships

A.15.1

Information security in supplier relationships

8.2.3 Control of parties involved in the service lifecycle
8.3.4 Supplier management

8.7.3.2 Information security controls

requir

Pments

A.15.2 Supplier service delivery management 8.3.4 Supplier management
8.5.1 Change management
A.16 Information security incident management
A.16.1|Management of information security incidents |8.6.1 Incident management QV
and improvements 8.6.3 Problem management '\"’_'S :
8.7.3.3 Information securi cidents
A.17 Information security aspects of business
contirjuity management
A.17.1 [nformation security continuity 8.7.2 Service co \1(ty management
A.17.2 Redundancies 8.7.1 Servic @Yability management
8.7.2 Servé§b continuity management
A.18 Jompliance
A.18.1|Compliance with legal and contractual

f\\QMn the SMS

A.18.2

Information security reviews

"“8.7.3.2 Information security controls

© ISO/IEC 2021 - All rights reserved
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Annex C
(informative)

Comparison of terms and definitions between ISO/IEC 27000:2018

and ISO/IEC 20000-1:2018

Table C.1 provides a comparison of terms defined in ISO/IEC 27000, which is the glossary for terms

used in ISO/IH

Those with gr
little or no ov

NOTE The
IEC Directives,
structure. The

L 27001, and terms defined or used 1n I5O/1EC Z0000-1.

ey highlight have significant correlations. Areas with no shading are those where there is
brlap in definitions.

harmonized structure for management system standards is described in-Annex SL of the ISO/
Part 1. Some of the notes to entry for ISO/IEC 20000-1 refer to Annex SL and not the harnjonized
e notes have been quoted exactly as they are published in ISO/IEC 20000;1.

22
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