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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical commlttees CoIIaborate in flelds of mutual mterest Other mternatlonal orgamzatlons governmental

' ; =teh of information

Part 2.

The in task of the joint technical committee is to prepare International Standards. Draft International
Standdrds adopted by the joint technical committee are circulated to national bodies for voting.| Publication as
an Intefnational Standard requires approval by at least 75 % of the national, hodies casting a vote.

Attentipn is drawn to the possibility that some of the elements of this document may be the sybject of patent
rights. ]SO and IEC shall not be held responsible for identifying any.or-all such patent rights.

This s¢cond edition cancels and replaces firs edition of IS@/IEC 27011:2008 which has bg¢en technically
revised.

ISO/IEC 27011 was prepared by Joint Technical €emmittee ISO/IEC JTC 1, Informatign technology,
Subcoinmittee SC 27, IT Security techniques, in collaboration with ITU-T. The identical text is published as
Rec. IMU-T X.1051.
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Introduction

This Recommendation | International Standard provides interpretation guidelines for the implementation and management
of information security controls in telecommunications organizations based on ISO/IEC 27002.

Telecommunications organizations provide telecommunications services by facilitating the communications of customers
through their infrastructure. In order to provide telecommunications services, telecommunications organizations need to
interconnect and/or share their services and facilities and/or use the services and facilities of other telecommunications
organizations. Furthermore, the site location, such as radio sites, antenna locations, ground cables and utility provision
(power, water), may be accessed not only by the organization's staff, but also by contractors and providers external to the

organization.

Therefore, the management of information security in telecommunications organizations is complex, potentially:

depending on external parties;

having to cover all areas of network infrastructure, services applications and other facilities;

In addition
organizatio|
property of

1

Audience

The audien
responsiblg

to the application of security objectives and controls described in ISO/IEC 27002 \telecomn]
ns may need to implement extra controls to ensure confidentiality, integrity, availability'and any ot
telecommunications in order to manage security risk in an adequate fashion.

ce of this Recommendation | International Standard consists of telecommunications organization

application

for 1nformat10n secur1ty, together w1th secur1ty Vendors audltors telecommumcatlons terminal ¥

including a range of telecommunications technologies (e.g., wired, wireless or broadband);

supporting a wide range of operational scales, service areas and service types.

Confidentiality

Protecting confidentiality of information related to telecommunicationsfrom unauthorized disc
implies non-disclosure of communications in terms of the existeneejthe content, the source, the
and the date and time of communicated information.

It is critical that telecommunications organizations ensure that.the non-disclosure of communicg

hunications
her security

osure. This
destination

tions being

handled by them is not breached. This includes ensuring-that persons engaged by the telecomrhunications
organization maintain the confidentiality of any infefmation regarding others that may have fome to be

known during their work duties.

NOTE — The term "secrecy of communications'4$-used in some countries in the context of "non-flisclosure of

communications".
Integrity

Protecting the integrity of telecommundcations information includes controlling the installation
telecommunications facilities to_ensure the authenticity, accuracy and completeness of 1
transmitted, relayed or received'by wire, radio or any other method.

Availability

and use of
nformation

Availability of telecommunications information includes ensuring that access to facilities and the medium

used for the provision of communication services is authorized, regardless of whether commu|

provided by wire;radio or any other method. Typically, telecommunications organizations give

essential commimications in case of emergencies, managing unavailability of less
communications in compliance with regulatory requirements.

hications is
priority to
important

5 and those
endors and
eral security

control objectives based on ISO/IEC 27002, telecommumcatlons sector specific controls and 1nf0rmat10n security
management guidelines allowing for the selection and implementation of such controls.

ITU-T Rec. X.1051 (04/2016) v
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Security techniques — Code of practice for information security
controls based on ISO/IEC 27002 for telecommunications organizations

1 Scope

The scope of this Recommendation | International Standard is to define guidelines supporting the implementation of
information security controls in telecommunications organizations.

The adoption of this Recommendation | International Standard will allow telecommunications organizations to meet
baseline information security management requirements of confidentiality, integrity, availability and any other relevant
security property

2 Normative references

The followjing Recommendations and International Standards contain provisions which, through'reference |n this text,
constitute grovisions of this Recommendation | International Standard. At the time of publi¢ation, the editionjs indicated
were valid| All Recommendations and Standards are subject to revision, and parties to“agreements baged on this
Recommendation | International Standard are encouraged to investigate the possibility0f applying the most re¢ent edition
of the Recpmmendations and Standards listed below. Members of IEC and ISO._maintain registers of curfently valid
Internationgl Standards. The Telecommunication Standardization Bureau of the FTU maintains a list of curfently valid
ITU-T Recpmmendations.

- ISO/IEC 27000, Information technology — Security technigués*- Information security management systems
— Overview and vocabulary.

- ISO/IEC 27002:2013, Information technology — Security techniques — Code of practice for fnformation
security controls.

3 Definitions and abbreviations

3.1 Definitions

For the pufposes of this Recommendation-{ International Standard, the definitions given in ISO/IEC 27000 and the
following apply:

311 cp-location: Installation ef telecommunications facilities on the premises of other telecommunicatiqns carriers.

3.1.2 cpmmunication centre} Building where facilities for providing telecommunications business are sfted.

3.1.3 epsential communications: Communications whose contents are necessary for the prevention of orrelief from
disasters ar]d for the maintenance of public order in adverse conditions.

3.1.4 n-disclesure of communications: Requirement not to disclose the existence, the content, the [source, the
destinationfand the date and time of communicated information.

3.15 riority call: Telecommunications made by specific terminals in the event of emergencies, which should be
handled with priority by restricting public calls.

NOTE - The specific terminals may span different services (voice over Internet protocol (VoIP), public switched telephone network
(PSTN) voice, Internet protocol (IP) data traffic, etc.) for wired and wireless networks.

3.1.6 telecommunications applications: Applications such as Voice over IP (VoIP) that are consumed by end-users
and built upon the network based services.

3.17 telecommunications business: Business to provide telecommunications services in order to meet the demand
of others.

3.1.8 telecommunications equipment room: A secure location or room within a general building where equipment
for providing telecommunications business are sited.

3.19 telecommunications facilities: Machines, equipment, wire and cables, physical buildings or other electrical
facilities for the operation of telecommunications.

ITU-T Rec. X.1051 (04/2016) 1
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3.1.10 telecommunications organizations: Business entities who provide telecommunications services in order to
meet the demand of others.

3.1.11  telecommunication records: Information concerning the parties in a communication excluding the contents of
the communication, and the time, and duration of the telecommunication that took place.

3.1.12  telecommunications services: Communications using telecommunications facilities, or any other means of
providing communications either between telecommunications service users or telecommunications service customers.

3.1.13  telecommunications service customer: Person or organization who enters into a contract with
telecommunications organizations to be offered telecommunications services by them.

3.1.14  telecommunications service user: Person or organization who utilizes telecommunications services.

3.1.15 terminal facilities: Telecommunications facilities which are to be connected to one end of telecommunications

circuit facilities and part of which is to be installed on the same premises (including the areas regarded as the same
premises) rin the same. hnﬂrﬁng where anv other part thereofis also to be installed

3.1.16  user: Person or organization who utilizes information processing facilities or systems, &.g:,|employee,
contractor ¢r third party user.

3.2 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

dia Confidentiality, Integrity and Availability
(NI Critical National Infrastructure
DODoS Distributed Denial of Service
ONS Domain Name System
oS Denial of Service
HVAC Heating, Ventilation, and Air Conditioning
P Internet Protocol
IRC Internet Relay Chat
I$AC Information Sharing and Analysis Centre
I$MS Information Security Maagement System
NMS Network Management.-System
QAM&P Operations, Adnginistration, Maintenance and Provisioning
PSTN Public Switched Telephone Network
Sp Session Initiation Protocol
S[LA Service Level Agreement
SMS Short Message Service
SOA Statement of Applicability
URL Uniform Resource Locator
VoIP Voice over Internet Protocol
4 Overview
4.1 Structure of this Recommendation | International Standard

This Recommendation | International Standard has been structured in a format similar to ISO/IEC 27002. In cases where
objectives and controls specified in ISO/IEC 27002 are applicable without a need for any additional information, only a
reference is provided to ISO/IEC 27002. A telecommunications sector-specific set of control and implementation
guidance is described in normative Annex A.

In cases where controls need additional guidance specific to telecommunications, the ISO/IEC 27002 control is repeated
without modification, followed by the specific telecommunications guidance related to this control. Telecommunications
sector specific guidance and information is included in the following clauses:

—  Organization of information security (clause 6)

2 ITU-T Rec. X.1051 (04/2016)
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—  Human resources security (clause 7)

—  Asset management (clause 8)

—  Access control (clause 9)

—  Physical and environmental security (clause 11)

—  Operations security (clause 12)

—  Communications security (clause 13)

—  Systems acquisition, development and maintenance (clause 14)
—  Supplier relationships (clause 15)

—  Information security incident management (clause 16)

—  Information security aspects of business continuity management (clause 17)

4.2 Information security management systems in telecommunications organizations

4.2.1 Goal

Information is critical to every organization. In the case of telecommunications, information consists of data transmitted
between arly two points in an electronic formation as well as metadata of each transmissionj. ¢.g., positionfing data of
sender and receiver. Regardless of how the information is transmitted and whether it is‘cached or stqred during
transmission, information should always be appropriately protected.

Telecommynications organizations and their information systems and networks arg 'eXposed to security thrgats from a
wide range|of sources, including: wire-tapping; advanced persistent threats; teprorism; espionage; sabotage;|vandalism;
information leakage; errors; and force majeure events. These security threats'may originate from inside or [outside the
telecommuhications organization, resulting in damage to the organization.

Once information security is violated, e.g., by wire-tapping the telecommunications lines, the organization|may suffer
damage. Therefore, it is essential for an organization to ensure its fformation security by continual improvgment of its
information security management system (ISMS).

Effective imformation security is achieved by implementing a suitable set of controls based on those descrjbed in this
Recommendation | International Standard. These controlsdieed to be established, implemented, monitored, reyiewed and
improved if telecommunications facilities, services andwapplications. These activities will enable an organizafion to meet
its security|objectives and therefore business objectives.

Telecommynications organizations provide facilities to various user types to process, transmit and store information. This
information} could be personally identifiable information, or confidential private and business data. Ir] all cases,
information should be handled with the.cetrect level of care and attention, and the appropriate levels of protection
provided td ensure confidentiality, integrity and availability (CIA), with privacy and sensitivity being paramdunt.

4.2.2 Security considerations-in telecommunications

The requirgment for a generic _security framework in telecommunications has originated from different sourcgs:

a) customers/subscribers needing confidence in the network and the services to be provided, including
availability of services (especially emergency services) in case of major catastrophes;

b) publicc authorities demanding security by directives, regulation and legislation, in orderl to ensure
availability of services, fair competition and privacy protection;

netwotrk—onerators-and-service nrovaders themselves needine securit to-safeauard their onemti
c perators-and-service providersthemselves o security to-safeguard £ perational and

business interests, and to meet their obligations to their customers and the public.

Furthermore, telecommunications organizations should consider the following environmental and operational security
incidents.

a) Telecommunications services are heavily dependent on various interconnected facilities, such as routers,
switches, domain name servers, transmission relay systems and a network management system (NMS).
Therefore, telecommunications security incidents can occur to various equipment/facilities and the
incidents can propagate rapidly through the network into other equipment/facilities.

b) In addition to telecommunications facilities, vulnerabilities in network protocols and topology can result
in serious security incidents. In particular, convergence of wired and wireless networks can impose
significant challenges for developing interoperable protocols.

ITU-T Rec. X.1051 (04/2016) 3
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For the pufpose of protecting information assets in telecommunications originating from different sources|
telecommuhications environments, security guidelines for telecommunications are indispensable to §
implementgtion of information security management in telecommunications organizations.

The security guidelines should be applicable to the following:

423

In order tg establish information security Ananagement, it is essential for an organization to clarify and
organizatiopal assets. The clarification of attributes and importance of the assets makes it possible to
appropriatq controls.

Information assets which telecommunications organizations should protect can be found in clause 8.1.1.

424
4241

It is essentill fortelecommunications organizations to identify their security requirements. There are three m)
of security requirements as follows.

©)

d)

A major concern of telecommunications organizations is the possibility of compromised security that
causes network down-time. Such down-time can be extremely costly in terms of customer relations, lost
revenue and recovery costs. Deliberate attacks on the availability of the national telecommunications
infrastructure can be viewed as a national security concern.

Telecommunications management networks and systems are susceptible to hacker penetrations. A
common motivation for such penetrations is theft of telecommunications services. Such theft can be
engineered in various ways, such as invoking diagnostic functions, manipulating accounting records,
altering provisioning databases and eavesdropping on subscriber calls.

In addition to external penetrations, carriers are concerned about security compromises from internal
sources, such as invalid changes to network management databases and configurations on the part of
unauthorized personnel. Such occurrences may be accidental or deliberate.

Telecommunications services can be disrupted by malware such as worms and viruses attacking end
systems or communications infrastructure. DoS/DDoS is a major cause of incidents on communications

2| L RN % thadeta o4 + L1l 1 % 1 : 1 s d t t
AO T O CatsSCU Oy~ v ar TOUSTIU O TS TO I T O P T UT OTO UK COTTHTO T O atrOTT- STETaTs ;- UT- SUITUTITS) ata to one

system or network from many hundreds of systems as the same time to overload it (see TEL(1B.1.6).

a) telecommunications organizations seeking confidence that the information/security requireme
interested parties (e.g., suppliers, customers, regulators) will be satisfied;

b) telecommunications organizations seeking a business advantage through the implementation o

c) users and suppliers of the information security related products and services for the telecomn
industry;

d) those internal or external to the telecommunications,erganization who assess and audit thg
conformity with the requirements of ISO/IEC 2700];

e) those internal or external to the telecommunicatiohs'organizations who give advice or training g
appropriate to that organization;

f] ensuring compliance with trans-border legal and regulatory requirements, and complying wi
requirements in all countries of operation or transit.

Ipformation assets to be protected

Bstablishment of information security management

How to establish security requirements

in various
upport the

nts of their

f an ISMS;

hunications
ISMS for
n the ISMS

h statutory

identify all
implement

ain sources

a

likelihood of occurrence is evaluated and potential impact is estimated.

h1l business

strategy and objectives. Through risk assessment, threats to assets are identified, vulnerability to and

b)

The legal, statutory, regulatory, and contractual requirements that telecommunications organizations have
to satisfy, trans-border legal and regulatory compliance, and the socio-cultural environment. Examples of
legislative requirements for telecommunications organizations are non-disclosure of communications
(TEL.18.1.6 in Annex A) and ensuring essential communications (TEL.18.1.7 in Annex A). Examples of
socio-cultural requirements are ensuring the integrity of telecommunications that are transmitted, relayed
and received by any means, the availability of wired or wireless telecommunications facilities by
authorized persons and not harming other telecommunications facilities.

The particular set of principles, objectives and business requirements for information processing that a
telecommunications carrier has developed to support its operations.

ITU-T Rec. X.1051 (04/2016)
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4.2.4.2 Assessing security risks

Security requirements are identified by a methodical assessment of security risks. Expenditure on controls needs to be
balanced against the business harm likely to result from security failures. The results of the risk assessment will help to
guide and determine the appropriate management action and priorities for managing information security risks, and for
implementing controls selected to protect against these risks.

Risk assessment should be repeated periodically and at least annually, to address any changes that might influence the
risk assessment results.

4.2.4.3 Selecting controls

Once security requirements and risks have been identified and decisions for the treatment of risks have been made,
appropriate controls should be selected and implemented to ensure risks are reduced to an acceptable level.

This Recommendation | International Standard provides additional guidance and telecommunications-specific controls,

in additionrte 5\,11\,16& nformation ouuullt_y 111auao\.«1uput, tal\ius accotntof-telccommunteattons oljuu;f;\.« reguirements.
Therefore, | telecommunications organizations are recommended to select controls from this Recomimpendation |
Internationpl Standard and implement them. In addition, new controls can be designed to meet Specific needs as
appropriatq.

The selectipn of security controls is dependent upon organizational decisions based on the criteria for risk fcceptance,
risk treatmlent options and the general risk management approach applied to telecommunications organizations;
additionally, the selection should be subject to all relevant national and international legislation and regulatiops.

5 Information security policies
The contro] objective and the contents from ISO/IEC 27002 clause 5 apply,

NOTE + It might be necessary to take account of telecommunications-$pecific legislation and regulatory requifements and
associat¢d requirements concerning how these are both met and evidenced,

6 (rganization of information security

6.1 Internal organization

Objective: [l'o establish a management framework to'initiate and control the implementation and operation of fnformation
security within the organization.

6.1.1 Information security roles and:responsibilities

Control

All informgtion security responsibilities should be defined and allocated.

Implemengation guidance

The implementation @uidance from ISO/IEC 27002 6.1.1 applies.

Telecommpnications-specific implementation guidance

There should:bhe an 2ppnintment of an executive manager who ig reqpnndhle for all risks to telecomimunication
infrastructure and is accountable for their management.

Telecommunications organizations should appoint telecommunications engineers and other staff, who have the right
credentials or appropriate knowledge and skills, to be in charge of the supervision of matters related to the installation,
maintenance and operation of telecommunications facilities for the telecommunications business. The relevant telecoms
engineers and other staff should be notified of and formally agree to their assigned roles and responsibilities.

Where cryptography is used, there should be specific crypto-custodian roles and personnel in these positions should be
properly trained in the management of cryptographic material and the use and protection of cryptographic systems.

Other information

The other information from ISO/IEC 27002 6.1.1 applies.
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6.1.2 Segregation of duties
Control and the contents from ISO/IEC 27002 6.1.2 apply.

6.1.3 Contact with authorities

Control

Appropriate contacts with relevant authorities should be maintained.

Implementation guidance

The implementation guidance from ISO/IEC 27002 6.1.3 applies.

Telecomm

unications-specific implementation guidance

When telecommunications organizations receive enquiries from law-enforcement agencies or investigative organizations

regarding information relating to telecommunications service users, these telecommunications organizatid

confirm th
regulations

it the enquiries have gone through legitimate processes and procedures according to nationd
before any information is disclosed.

The applications and infrastructure of telecommunications organizations can be considered part of critical in
and may bg essential for the functioning of the community, society and economy as a whole, Operators of st
should therpfore maintain contact with all of the relevant authorities. Telecommunications ofganizations shou
maintain cqntact with all of the relevant authorities.

Other info
The other 1

rmation

hformation from ISO/IEC 27002 6.1.3 applies.

6.1.4 (ontact with special interest groups

Control and the contents from ISO/IEC 27002 6.1.4 apply.

6.1.5 Information security in project management

Control and the contents from of ISO/IEC 27002 6.1.5 applyk

6.2 Nlobile devices and teleworking

The contro] objectives and the contents from ISOJIEC 27002 6.2 apply.

7 Human resource security

7.1 Hrior to employment

Objective: [To ensure that employees and contractors understand their responsibilities and are suitable for tl
which theylare considered:

711 Screening

Control

ns need to
I laws and

frastructure
ch systems
d therefore

he roles for

Background verification checks on all candidates for employment should be carried out in accordance with relevant laws,
regulations and ethics, and should be proportional to the business requirements, the classification of the information to be
accessed and the perceived risks.

Implementation guidance

The implementation guidance from ISO/IEC 27002 7.1.1 applies.

Telecomm

unications-specific implementation guidance

Telecommunications organizations should consider detailed checks on candidates for job positions that give employees
access to sensitive information. This should also apply to positions giving employees access to telecommunications
equipment or to communications information as this could provide unrestricted access to data which can become sensitive
as a result of aggregation.
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NOTE — Any person who is involved with critical national infrastructure (CNI) aspects of communications systems should be
subjected to formal screening and criminal records checks before being given access.

7.1.2 Terms and conditions of employment

Control

The contractual agreements with employees and contractors should state their and the organization's responsibilities for
information security.

Implementation guidance
The implementation guidance from ISO/IEC 27002 7.1.2 applies.

Telecommunications-specific implementation guidance

The legal rights and responsibilities regarding non-disclosure of communications and essential communications, which
telecommuhications organizations should take into account, are included in the laws and regulations.

Telecommumnications organizations should clarify and state the responsibilities for maintaining thé, communications
service provided by telecommunications organizations in addition to the protection and non-disclostre off personally
identifiablg and other confidential information in the terms and conditions of employment.

Telecommumnications organizations should make sure that any person engaged in their telecommunications|services is
aware and yip-to date on:

a) their responsibilities for protecting the personal identifiable information'dnd other confidential information
of users of their service;

b) their responsibilities concerning the non-disclosure of privileged information obtained thfough their
operational activities on telecommunications services.

Other information

The other information from ISO/IEC 27002 7.1.1 applies.

7.2 During employment
The contro] objectives and the contents from ISO/IEC.27002 7.2 apply.

7.3 Trermination or change of employment
The contro] objectives and the contents from,ISO/IEC 27002 7.3 apply.
8 Asset management

8.1 Responsibility ‘for assets

Objective: [T'o identify organizational assets and define appropriate protection responsibilities.

8.1.1

nventory of assets

Control

Assets associated with information and information processing facilities should be identified and an inventory of these
assets should be drawn up and maintained.

Implementation guidance

The implementation guidance from ISO/IEC 27002 8.1.1 applies.

Telecommunications-specific implementation guidance

When developing and maintaining the inventory of assets, clear responsibilities between the telecommunications facilities
of the organization and those of other connected or related telecommunications organizations should be specified and
clearly documented.

The list of assets should be comprehensive, covering all telecommunications assets of value including information assets
for network facilities, network services and applications.
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Other information

The other information from ISO/IEC 27002 8.1.1 applies.

8.1.2 Ownership of assets
Control and the contents from ISO/IEC 27002 8.1.2 apply.

8.1.3 Acceptable use of assets

Control and the contents from ISO/IEC 27002 8.1.3 apply.
8.14 Return of assets

Control and the contents from ISO/IEC 27002 8.1.4 apply.

8.2

Objective: [l'o ensure that information receives an appropriate level of protection in accordance with its Ampor|
organizatiop.

8.2.1

Control

Informatio should be classified in terms of legal requirements, value, criticality and sefisitivity to unauthorize
or modificgtion.

Implemengation guidance
The implementation guidance from ISO/IEC 27002 8.2.1 applies.

Telecommpnications-specific implementation guidance

In classifyipg information, in addition to the general requirements for organizational sensitive and critical i
telecommuhications organizations should also take into account'the following:

Other information

The other information from ISO/FEC+27002 8.2.1 applies.

8.2.2

Control and the contents)from ISO/IEC 27002 8.2.2 apply.

8.2.3

Control and thiercontents from ISO/IEC 27002 8.2.3 apply.

8.3

I formaotion Alocoifiaodr o
muririrativurr vraoorrireativri

(lassification guidelines

situations where information may be subject\to legally regulated disclosure requirements;

distinction between information relatingto essential communications that need to be handled
in an emergency or possible emergency and non-essential communications (see TEL.18.1.7 in|

c) awareness of the effects of aggregation, where classified or sensitive information can be
searching large amount of data;

Uabelling of information

Handling:0f assets

ance to the

I disclosure

hformation,

ith priority
Annex A);

leduced by

Media handling

The control objective and the contents from ISO/IEC 27002 8.3 apply.

9.1

Access control

Business requirement for access control

Objective: To limit access to information and information processing facilities.
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9.11 Access control policy

Control

An access control policy should be established, documented and reviewed based on business and information security
requirements.

Implementation guidance

The implementation guidance from ISO/IEC 27002 9.1.1 applies.

Telecommunications-specific implementation guidance

Telecommunications organizations should implement role-based access controls, with a limited number of profiles and
controlled sets of user access permissions as applicable.

As telecommunication companies are regularly exposed to different suppliers that may not support the same security
features or standards, it is essential to ensure all access is tracked for amendments and timely removal.

Only the afithorized users should have access to use the communications services, such as a particularyphope number,
voicemail gr other data services that have been assigned to them.

Other information

The other information from ISO/IEC 27002 9.1.1 applies.

9.1.2 Access to networks and network services
Control anq the contents from ISO/IEC 27002 9.1.2 apply.

9.2 User access management
The contro] objective and the contents from ISO/IEC 27002 9.2 apply.

9.3 User responsibilities
The contro] objective and the contents from ISO/IEC 27002 9.3 apply.

94 System and application access control
The contro] objective and the contents from ISO/IEC 27002 9.4 apply.

10 Cryptography
The contro] objectives and the contents from ISO/IEC 27002 clause 10 apply.

11

T

hysicaland environmental security

11.1 Secure-areas

Objective: To prevent unauthorized physical access, damage and inierierence to the organization's information and
information processing facilities.

11.1.1  Physical security perimeter

Control

Security perimeters should be defined and used to protect areas that contain either sensitive or critical information and
information processing facilities.

Implementation guidance

The implementation guidance from ISO/IEC 27002 11.1.1 applies.
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Telecommunications-specific implementation guidance

Telecommunications organizations should consider and implement the following guidelines where appropriate for
physical security perimeters:

a) telecommunications operations centres should be equipped with adequate physical intrude

systems;

b) facilities for telecommunications services, e.g., transmission facilities, switching fac
telecommunications infrastructure, should be physically separated and sited away from other facilities,

e.g., customer facilities in managed data centres;

r detection

ilities and

physical barriers should be effectively installed, with all local security policies rigorously enforced to

ensure the protection of corporate assets at all times; if a physical barrier is malfunctioning or a policy is
not followed, it is imperative that the issue be resolved immediately by management with the appropriate

level of responsibility.

Other information

The other i
1112 A
Control

Secure ared
Implemen

The implen

Telecomm‘[lnications-speciﬁc implementation guidance

Telecomm
a
b
c
1113 S

Control ang

1114 A

Control ang

1115 M

Control ang

1116 O

hformation from ISO/IEC 27002 11.1.1 applies.

hysical entry controls

s should be protected by appropriate entry controls to ensure that only authoriZed personnel are allo

ation guidance

nentation guidance from ISO/IEC 27002 11.1.2 applies.

nications organizations should consider the following guidelines:

appropriate physical security controls should be applied to all Telecommunication operation
control centres;

upon entry, relevant visitor data should\be recorded and adequately protected from uf
disclosure;

visitor records should be physically and electronically protected to preserve the CIA of the
they contain.

ecuring offices, rooms, and facilities
| the contents from ISO/IEC.27002 11.1.3 apply.

rotecting against extérnal and environmental threats

| the contents from ISO/IEC 27002 11.1.4 apply.

Vorking insécuire areas
| the contents from ISO/IEC 27002 11.1.5 apply.

elivery and loading areas

ved access.

rooms and

hauthorized

nformation

Control and the contents from ISO/IEC 27002 11.1.6 apply.

11.2 Equipment

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organization's operations.

11.2.1  Equipment siting and protection

Control

Equipment should be sited or protected to reduce the risks from environmental threats and hazards, as well as opportunities
for unauthorized access.

Implementation guidance

The implementation guidance from ISO/IEC 27002 11.2.1 applies.

10
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Telecommunications-specific implementation guidance

If the systems of several organizations are sited in the same data centre as telecommunications facilities, the
telecommunications organization should implement appropriate measures to protect customers' information stored in their
systems. Such systems should have additional security in place, e.g., by being located in a separate secured area.

11.2.2

Control

Supporting utilities

Equipment should be protected from power failures and other disruptions caused by failures in supporting utilities.

Implementation guidance

The implementation guidance from ISO/IEC 27002 11.2.2 applies.

Telecommpunications-specific implementation guidance

In particulgr, power supply facilities in isolated areas, such as mobile base stations, should preferdbly

uninterruptjble power supply with capacity for all loading and capable of withstanding primary powersupply
the duration of likely outages. If that is impossible, a mechanism to provide uninterruptible power to. Critical
should be ipstalled. Batteries may need to be augmented with a private electric generator, especially in isolate

Any equipthent room should have adequate heating, ventilation and air conditioning (HVAQ) services to ens
environmeI:[al conditions do not result in equipment operating outside manufacturers' gdidelines.

Other info

mation

The other information from ISO/IEC 27002 11.2.2 applies.

Other infoprmation for telecommunications

Telecommumications organizations should specify in the agreement that/supporting utilities are properly maij
continually|provided in order to ensure the provision of telecommunications services without interruption.

11.2.3

Control

(abling security

Power and| telecommunications cabling carrying data or supporting information services should be prof
interceptiof, interference or damage.

Implemengation guidance

The implementation guidance from ISQ/IEC 27002 11.2.3 applies.

Telecommpnications-specific implementation guidance

Cabling shpuld be implemented-to ensure that wire-tapping and eavesdropping devices or any alteration to
can be detected either using.active means or regular audits of access points.

1124

Hquipmentmaintenance

Control and the contents from ISO/IEC 27002 11.2.4 apply.

11.25

Removal of assets

provide an
failures for
equipment
d areas.

ire external

htained and

ected from

the cabling

Control and the contents from ISO/IEC 27002 11.2.5 apply.

1126

Security of equipment and assets off-premises

Control and the contents from ISO/IEC 27002 11.2.6 apply.

11.2.7

Secure disposal or re-use of equipment

Control and the contents from ISO/IEC 27002 11.2.7 apply.

11.2.8

Unattended user equipment

Control and the contents from ISO/IEC 27002 11.2.8 apply.
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11.2.9 Clear desk and clear screen policy

Control and the contents from ISO/IEC 27002 11.2.9 apply.

12 Operations security

121 Operational procedures and responsibilities

Objective: To ensure correct and secure operations of information processing facilities.

12.1.1 Documented operating procedures

Control

1

1 4 L 1dba d tad-oid 2| lalla t 1 1% Jtl
TOCCOOTr OSSOt o T O CumoTtoaantatt-av arraorC—to—arr ST~y tOTICCatroTT:

Operating

Implemen

The implen

Telecommpnications-specific implementation guidance

In the ope
emergency

1212 Q

Control

Changes tq
security sh

Implemen

The implen

Telecommfnications-speciﬁc implementation guidance

Telecomm
facilities.

Changes to
process. W
process, in

Other infoprmation

The other 1

1213 @

Control an

ation guidance

nentation guidance from ISO/IEC 27002 12.1.1 applies.

ating procedures, telecommunications organizations should specify under,which conditions tH
or crisis handling procedures are to be invoked (see 16.1).

hange management

the organization, business processes, information processing facilities and systems that affect §
uld be controlled.

ation guidance

nentation guidance from ISO/IEC 27002 12.1.2 applies.

nications organizations should considerthe procedures and records for installation, relocation and

infrastructure, including bothphysical and logical modifications, should be subject to a change n
hen applicable, this process should seek approval from a designated risk owner. Output from
luding risk assessments, should be subject to regular security audits.

hformation fromNSO/IEC 27002 12.1.2 applies.

apacity management
the Contents from ISO/IEC 27002 12.1.3 apply.

1214

e incident,

nformation

removal of

Janagement
the change

paration of development, testing and operational environments

Control

Development, testing and operational environments should be separated to reduce the risks of unauthorized access or
changes to the operational environment.

Implementation guidance

The implementation guidance from ISO/IEC 27002 12.1.4 applies.

Telecommunications-specific implementation guidance

In telecommunications organizations, the content of the data used in test and development environments should be
adequate to test the system and service in a real telecommunications context. When the test data include sensitive
information (e.g., personally identifiable information and telephone records), appropriate controls should be implemented
in order to avoid unintended information leakage caused by program bugs or operational errors.

12
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In addition, such test data should be managed appropriately, taking account of data life cycle, such as collection of
operation data including sensitive information, production of test data from operation data and destruction of test data
after the test.

Wherever possible, non-operational data or anonymized data produced from operational data should be used for testing.

Development staff should only have access to operational passwords or other authentication tokens where controls are in
place for temporary authorization used for the support of operational systems. Controls should ensure that such
authorizations are revoked or authentication tokens are changed after use.

Other information

The other information from ISO/IEC 27002 12.1.4 applies.

12.2 Protection from malware

The contro] objective and the contents from ISO/IEC 27002 12.2 apply.

12.3 Backup
The contro] objective and the contents from ISO/IEC 27002 12.3 apply.

124 Logging and monitoring
Objective: [To record events and generate evidence.
12.4.1  Hvent logging

Control

Event logs|recording user activities, exceptions, faults and informatien security events should be producefl, kept and
regularly rqviewed.

Implemengation guidance

The implementation guidance from ISO/IEC 27002 12.4.Tapplies.

Telecomm‘[lnications-specific implementation guidance

Telecommumnications organizations should set the appropriate retention time period for retaining telecommuni¢ations data
(e.g., accoynting, billing, attending to compldints, as well as protection from abuse and lawful access by the puthorities)
and to delefe the data at the end of the retention period or at the attainment of the purposes without any delay. ['his should
be done in pccordance with any business,/legal and regulatory requirements that might apply.

Other information

The other information from ISO/IEC 27002 12.4.1 applies.
Other information for telecommunications

Appropriatg measuresto ensure non-disclosure of communications should be taken (see TEL.18.1.6 in Annex A).

12.4.2  Hrotection of log information
Control and the contents from ISO/IEC 27002 12.4.2 apply.

12.4.3  Administrator and operator logs

Control and the contents from ISO/IEC 27002 12.4.3 apply.

12.4.4  Clock synchronization
Control and the contents from ISO/IEC 27002 12.4.4 apply.

125 Control of operational software

Objective: To ensure the integrity of operational systems.
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12.5.1 Installation of software on operational systems

Control

Procedures

should be implemented to control the installation of software on operational systems.

Implementation guidance

The implementation guidance from ISO/IEC 27002 12.5.1 applies.

Telecommunications-specific implementation guidance

Telecommunications organizations should minimize the risk of corruption to operational systems by considering the
following guidelines to control changes:

a) changes to critical systems' applications or operating system software should be fully tested.

for rolling back such an upgrade should be included;

Procedures

bI) if application software is sensitive, then at least three generations of software should be retding

C

12.6 T

Objective:

regression test of any updates, patches and changes on a test system, and ensure they{Operaj
before they are implemented in an operational environment.

echnical vulnerability management

o prevent exploitation of technical vulnerabilities.

12.6.1  NMlanagement of technical vulnerabilities

Control

Control ang
126.2 R
Control

Rules gove]

Implemen

The implen

| the contents from ISO/IEC 27002 12.6.1 apply.

estrictions on software installation

rning the installation of software by users should\be established and implemented.

ation guidance

nentation guidance from ISO/IEC 27002712.6.2 applies.

Telecommpnications-specific implementation guidance

For sensitiy
installed.

Only autho]
also be app|

Software th

12.7 |

The contro

re systems such as networkielements or operations systems, only verified and permitted softwar

rized maintenance gersonnel should be able to install software on sensitive systems. This restric
lied on the terminals used to administer the sensitive systems.

at can adversely affect sensitive systems performance and/or security should be controlled and m

nformation systems audit considerations

d;

e correctly

b should be

tion should

nitored.

objéctive and the contents from ISO/IEC 27002 12.7 apply.

13 Communications security

13.1  Network security management

Objective: To ensure the protection of information in networks and its supporting information processing facilities.

13.1.1  Network controls
Control and the contents from ISO/IEC 27002 13.1.1 apply.

14
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ecurity of network services

Security mechanisms, service levels and management requirements of all network services should be identified and

included in

network services agreement, whether these services are provided in-house or outsourced.

Implementation guidance

The implementation guidance from ISO/IEC 27002 13.1.2 applies.

Other information

The other information from ISO/IEC 27002 13.1.2 applies.

Other information for telecommunications

For telecon
following:

a

c
13.1.3 S
Control

Groups of 1

Implemen

The implen

hmunications organizations, securing the services that are provided to the users of the network 1

securing the operations, administration, maintenance and provisioning (OAM&P) as wellas cq
of network services;

securing the control and signalling information used by the network serviceAe.g., the sessig
protocol (SIP) for VoIP service);

securing the end user data and voice as it uses the network service (e.g.s VolP traffic).

egregation in networks

nformation services, users and information systems should bésegregated on networks.

ation guidance

hentation guidance from ISO/IEC 27002 13.1.3 applies:.

Telecommpnications-specific implementation guidance

Specific att

Hosted cus
other data.

ention should be paid to adequate segregationof production and management networks.

omer networks and associated data require adequate segregation from other parts of operational ng

Other information

The other 1

13.2 |
Objective:

1321 |

Control an

hformation from ISO/IEC 27002 13.1.3 applies.

nformation transfer

o maintain the-security of information transferred within an organization and with any external e

nformation/transfer policies and procedures
the eontents from ISO/IEC 27002 13.2.1 apply.

hcludes the
nfiguration

n initiation

tworks and

ntity.

1322 A

greements on mrormation transter

Control and the contents from ISO/IEC 27002 13.2.2 apply.

13.2.3  Electronic messaging

Control and the contents from ISO/IEC 27002 13.2.3 apply.

13.2.4  Confidentiality or non-disclosure agreements
Control and the contents from ISO/IEC 27002 13.2.4 apply.
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14 Systeém acquisition, development and maintenance

141 S

ecurity requirements of information systems

The control objective and the contents from ISO/IEC 27002 14.1 apply.

142 S

ecurity in development and support processes

The control objective and the contents from ISO/IEC 27002 14.2 apply.

143  Testdata
The control objective and the contents from ISO/IEC 27002 14.3 apply.

n

15

15.1 |
Objective:
1511 |1

Control

Informatiot
should be 4

Implemen

The implen

Telecommpnications-specific implementation guidance

If supplier’
granted, tell

1512 A

Control

All relevar
process, std

Implemen

upplier relationships

nformation security in supplier relationships

o ensure protection of the organization's assets that is accessible by suppliers.

nformation security policy for supplier relationships

ereed with the supplier and documented.

ation guidance

nentation guidance from ISO/IEC 27002 15.1.1 applies;

5 access to sensitive information (e.g., persenally identifiable information and telephone recor
ecommunications organizations should:

ensure that the supplier is capable of adequately protecting that information;

include handling of such sensitive information in a confidentiality or non-disclosure agreemg
supplier (see 13.2.4 in ISOAEC 27002);

meet all legal and regulatery requirements including trans-border requirements.

ddressing security within supplier agreements

t informatién-security requirements should be established and agreed with each supplier that 1
re, communicate or provide IT infrastructure components for, the organization's information.

ation-guidance

| security requirements for mitigating the risks associated with supplier's access to the organization's assets

Is) is to be

nt with the

nay access,

10

The impler

. CEE £ IQO- R agnnas 1 1
ICIIIAION gUIUAIICT ITOIT 15VU/IEC 2 7UUZ 1. 1.2 dPPIICS.

Telecommunications-specific implementation guidance

Telecommunications organizations should consider the following terms for inclusion in the agreement in order to satisfy
the identified security requirements:

a) a clear statement regarding protection against damaged or impaired telecommunications service facilities
or those of other telecommunications users connected to these facilities in relation to other
telecommunications organizations;

b) a clear demarcation of responsibilities between the telecommunications organizations regarding their

16

telecommunication service facilities and those of other organizations.
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Other information

The other information from ISO/IEC 27002 15.1.2 applies.
15.1.3 Information and communication technology supply chain

Control

Agreements with suppliers should include requirements to address the information security risks associated with
information and communications technology services and product supply chain.

Implementation guidance

The implementation guidance from ISO/IEC 27002 15.1.3 applies.

Telecommunications-specific implementation guidance

Supplier agreements between a telecommunications organization and its customers should include approprijte controls
to ensure the non-disclosure of sensitive customer data. For instance, if directory assistance services are providled by third
parties, thq suppliers agreements should include requirements concerning disclosure of customer data, sych as their
telephone rumbers or IDs.

When esseftial communications together with other communications are provided by suppliers, the telecomrhunications
organizatiops should ensure existing agreements are fulfilled regarding prioritization 6f essential comrpunications
throughout|the supply chain.

In cases where components provided by the supply chain are integrated into_a“telecommunications n¢twork, the
organizatiopn should ensure the integrity and communications functionality of sourced components. Particulr attention
should be gaid to maintenance and “call home” or “trouble reporting” functionalities.

Where serviices provided by a supplier involve sensitive information, there should be supplier agreements in pllace. These
should inclpde terms prohibiting any sub-contract that allows access toyinformation in scope of the agreemgnt, without
prior agregment of the data owner. When it is necessary for a Supplier to sub-contract work, telecomrhunications
organizations should ensure that the appropriate levels of protection for that sensitive information have been previously
agreed and|are maintained throughout the entire supply chain.
15.2 Supplier service delivery management

The contro] objective and the contents from ISO/IEC.27002 15.2 apply.

16 Information security incident management

16.1 NManagement of information security incidents and improvements

Objective: [T'o ensure a consigtent’and effective approach to the management of information security incidents, including
communicgtion on securityievents and weaknesses.

16.1.1  Responsihilities and procedures

Control

Managemeht t€sponsibilities and procedures should be established to ensure a quick, effective and orderly fesponse to
information security incidents.

Implementation guidance

The implementation guidance from ISO/IEC 27002 16.1.1 applies.

Telecommunications-specific implementation guidance

If the agreed service level is no longer met, telecommunications organizations should escalate any customer-initiated
issues that affect both customer and employees regarding the operation of existing customer configurations, such as
hardware outages, network problems and the company configurations.

Incident response procedures should include criteria and timing requirements for providing information about information
security incidents to customers.
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All customers should be made fully aware of problem escalation procedures and have the relevant documentation available
to them.

For example, customer-initiated issues can be prioritized according to the criteria provided:
a) customer site is completely down or is failing to meet service level agreement (SLA) requirements;

b) customer site is being significantly impacted by the outage — one or more systems down or significant
packet loss and/or latency;
c) customer service degraded;

d) customer requests.

Telecommunications organizations, responsible for the provision of telecommunications services as an important utility,
should establish mechanisms and/or procedures for containing, eradicating and recovering from information security
incidents, as well as those for detecting and analysing incidents in telecommunications systems accurately and in a timely
manner.

Such mecHanisms and/or procedures should, in addition to actions proposed in ISO/IEC 27002 1641 *Dnclude the
following:

a) report the incident to the appropriate internal personnel and external organizationshincluding|regulators,
emergency services and those involved in critical infrastructure, as required;

b) isolate the telecommunication system, if possible — use of it should be stopped — if the systpm is to be
examined, it should be disconnected from any telecommunications opetation networks bg¢fore being
re-powered;

c) recover from the incident with a confirmation that the affected(systems are functioning normally; if
necessary, implement additional monitoring to look for future related activity.

Other information

The other information from ISO/IEC 27002 16.1.1 applies.

Other information for telecommunications

Telecommynications organizations should share informationitegarding information security incidents with the relevant
organizatiops such as the Telecom Information Sharing and-Analysis Centre (Telecom-ISAC).

16.1.2  Heporting information security events
Control and the contents from ISO/IEC 27002,16)1.2 apply.

16.1.3  Reporting security weaknesses
Control and the contents from ISO/IEC27002 16.1.3 apply.

16.1.4  Assessment of and decision on information security events

Control

Information security events should be assessed and it should be decided if they are to be classified as informat{on security
incidents.

Implemengation-guidance

The implementation guidance from ISO/TEC 27002 16.1.4 applies.

Telecommunications-specific implementation guidance

Telecommunications organizations should consider the impact on customers when classifying security events as incidents.
16.1.5 Response to information security incidents

Control

Information security incidents should be responded to in accordance with the documented procedures.

Implementation guidance

The implementation guidance from ISO/IEC 27002 16.1.5 applies.
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Telecommunications-specific implementation guidance

Telecommunications organizations, if necessary, should promptly report incidents to the related customers through
appropriate communications channels or other forms of communication.

The need to inform customers will depend on the nature of the service provided.
16.1.6  Learning from information security incidents

Control

Knowledge gained from analysing and resolving information security incidents should be used to reduce the likelihood
or impact of future incidents.

Implementation guidance

The implementation guidance from ISO/IEC 27002 16.1.6 applies.

Telecommpnications-specific implementation guidance

Telecommumnications organizations should establish mechanisms and/or procedures for sharing the lessong learnt and
improving the incident management, taking account of the following actions:

a) hold a post-incident meeting, which includes on the agenda the lessons leafned — this meefing should
consider ways for improving security measures and the incident handling progess itself;

b) collect incident data, such as number of incidents handled, total hours©n‘involvement and copts, and use
it for improvement of the incident management scheme;

c) retain related evidence in consideration of prosecution, law/regulation and cost (see 16.1.7).

Other infoprmation

The other information from ISO/IEC 27002 16.1.6 applies.

16.1.7  (ollection of evidence
Control and the contents from ISO/IEC 27002 16.1.7 apply.

17 Information security aspects of business continuity management

17.1 Information security continuity

Objective: [Information security continuity should be embedded in the organization's business continuity nmjanagement
systems.

17.1.1  Hlanning information security continuity
Control and the contents from ISO/IEC 27002 17.1.1 applies.

17.1.2  Implementing information security continuity

Control

The organikation should establish, document, implement and maintain processes, procedures and controls td ensure the
required level of continuity for information security during an adverse situation.

Implementation guidance

The implementation guidance from ISO/IEC 27002 17.1.2 applies.

Telecommunications-specific implementation guidance

Plan for graceful degradation of service with priority given to emergency services and the least critical services being
degraded or stopped in priority order.

The business continuity plan should contain provision for information security continuity to protect information in various
forms. In developing and implementing the business continuity plan, telecommunications organizations should consider
the inclusion of a disaster recovery plan for telecommunications services and ensuring essential communications of
telecommunications service customers.
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Telecommunications organizations should also consider when to dispatch their staff to telecommunication operating areas

for disaster

recovery.

Other information

The other information from ISO/IEC 27002 17.1.2 applies.

1713 Vi

erify, review and evaluate information security continuity

Control and the contents from ISO/IEC 27002 17.1.3 apply.

17.2 Redundancies

Objective: To ensure availability of information processing facilities.

17.2.1  Availability of information processing facilities

Control

Information processing facilities should be implemented with redundancy sufficient to meet availability Tequ

Implemen

ation guidance

The implementation guidance from ISO/IEC 27002 17.2.1 applies.

Telecomm‘[lnications-speciﬁc implementation guidance

Telecomm

(see TEL.1B.1.7 in Annex A) should have sufficient redundancies to ensure that asloss of availability does not

nications facilities for providing essential communications and supporting national critical in

provision off the service.

18 d

The contro

fompliance
objectives and the contents from ISO/IEC 27002 clause 18 apply.

rements.

frastructure
impact the
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Annex A

Telecommunications extended control set

(This annex forms an integral part of this Recommendation | International Standard.)

This annex provides new objectives, new controls and new implementation guidance, as a telecommunications extended
control set. ISO/IEC 27002 control objectives related to the new controls are repeated without any modifications. It is
recommended that any organization implementing these controls in the context of an ISMS that is intended to be
conformant to ISO/IEC 27001 extend their statement of applicability (SOA) by the inclusion of the controls stated in this
annex.

TEL.9 Access control

TEL.9.5 Network access control

Objective: [To prevent unauthorized access to networked services.
TEL.9.5.1 Telecommunications carrier identification and authentication by users

Control

Telecommynications organizations should provide an appropriate control for users to be‘able to identify and quthenticate
telecommuhications organizations.

Implemengation guidance

Where telegommunications services are used by remote users or via mobile(links, such use is subject to the ppssibility of
breach of donfidentiality. This could be caused by a person impersonating a legitimate user of the service pr malware
compromising the service. Therefore, appropriate controls should beyin/place for telecommunications users fo mutually
authenticatg their communications with telecommunications organizations.

If telecompmunications users cannot authenticate telecommunications organizations, the telecomrhunications
organizatiops should remind users that the authenticationdfunction is unavailable together with the generally incurred

possible riTs.
Other information
There are spveral alternatives utilizing encryptien’technology for identification and authentication.

One of the [possible threats if users cannet-eerrectly identify and authenticate telecommunications organizatipns is man-
in-the-middle attacks.

TEL.11 Physical and enyvikrenmental security

TEL.11.1 Secure areas

Objective: [To prevent unauthorized physical access, damage and interference to an organization's inforpation and
information) processing)facilities.

TEL.11.1.7 _Securing communication centres

Control

Physical security of communication centres, where telecommunications facilities such as switching facilities for providing
telecommunications business are housed, should be designed, developed and applied.

Implementation guidance

To protect telecommunications facilities such as switching facilities for providing telecommunications business (hereafter
referred to as communication centres), the following should take place:

a) communication centres should be on level ground away from causes of vibration or natural hazards such
as land movement;

b) communication centres should be well above the water table and any flood plains;

c) communication centres should be clear of man-made hazards such as chemical plants;
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d) a site whose environment is least susceptible to damage from the environment should be selected for
communication centres — where a site is chosen that is vulnerable to environmental damage, appropriate
measures should be taken against known hazards including: natural disasters [see e)] and temperature
extremes;

e) a site whose environment is least susceptible to damage from strong electromagnetic fields should be
selected for communication centres — where a site is chosen that is exposed to strong electromagnetic
fields, appropriate measures should be taken to protect telecommunications equipment rooms with
electromagnetic shields;

f) communication centres should not be located at sites adjacent to facilities used for storing dangerous
articles that pose a danger of explosion or combustion;

g) communication centre buildings should be designed to minimize the impact of natural disasters and/or
events including:

—  earthquakes;
- fires;

—  lightning;

—  floods;

—  water leakage.

h) communication centre buildings should have adequate structural stability to meet the necessaryf floor load,;

i automatic fire alarms should be installed in communication centres;

j]  HVAC controls should be deployed to ensure that all communications equipment is operated within
manufacturers' guidelines.

TEL.11.1.§ Securing telecommunications equipment room

Control

Physical sdcurity of equipment room, where telecommunications. facilities are set for providing telecomrpunications

business, should be designed, developed and applied.

Implemengation guidance

All telecorIm

environme
fire and adjy

unications equipment rooms and facilities'should be subject to the application of appropriate physical and
tal security controls, such as use of access control systems, CCTV, alarm systems, as well as protecfion against
erse environmental conditions.

To protect|a room in which facilities are {ocated for providing telecommunications services (hereafter referred to as

telecommuhications equipment room), the*following guidance should be considered:

a

the telecommunicatiens-equipment room should be located where it is least susceptible to extefnal effects,
such as natural disasters;

the telecommunications equipment room should be located where it is least susceptible to iptrusion by
unauthorized personnel — adequate measures should be taken to prevent such intrusions;

the teleeommunications equipment room should be located where it is least susceptible to flooding — if the
roomiceds to be located where it is susceptible to flooding, then necessary measures should bq taken such
as raising the floor level, installing a water blockade and installing special water drainage facilities;

the telecommunications equipment room should be located where it is least susceptible to dgmage from

e)

2)
h)

strong electromagnetic fields — if the room needs to be located where it is susceptible to strong
electromagnetic fields, it should be protected by electromagnetic shields or some other measures —
especially, if power supply facilities are installed within the telecommunications equipment room,
measures should be appropriately taken to prevent interference from electromagnetic fields;

important facilities should be placed in an exclusive telecommunications equipment room with appropriate
physical protection;

measures should be taken to prevent the materials used for the floor, walls, ceiling etc. from collapsing and
falling, e.g., due to earthquakes of a normally predictable magnitude;

materials used for the floor, walls, ceiling etc. should be non-combustible or fire-resistant;
measures should be taken to deal with static electricity;

ducts connecting telecommunications equipment rooms should be designed to slow down or prevent the
spread of fire;
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if necessary, measures should be taken to protect the data storage room and data safe from electromagnetic
interference;

fire-proofing measures should be taken for the data storage room and dedicated data warehouses, as
needed;

automatic fire alarms should be installed in the telecommunications equipment room and the
air-conditioning facility room;

fire extinguishers should be installed in the telecommunications equipment room and the air-conditioning
facility room;

the telecommunications equipment room should be air conditioned;

air-conditioning of telecommunications equipment room housing important facilities should be provided
by a separate system from that for offices and other rooms;

HVAC controls should be connected to an uninterruptable power supply to ensure loss of power does not

TEL.11.1.9

Control

. 4 . .
HITPaCt UIC OPCIdlllly CIIVIIOIIIICIIT.

Securing physically isolated operation areas

For physicglly isolated operating areas, where telecommunications facilities are located for preyiding telecommunications

business, physical security controls should be designed, developed and implemented.

Implemengation guidance

To protect|physically isolated operating areas (e.g., mobile base stations) in which telecommunications fjcilities are
located for] providing telecommunications business (hereafter referred to as\isolated operating areas), th¢ following

controls shpuld be considered:

a

TEL.11.3

isolated operating areas should be earthquake-proof to me¢ét the mandated national or regional|standards;
isolated operating areas should be equipped with automatic fire control equipment;

isolated operating areas should be monitored by)a remote office for the purpose of detecting facility
failures, power failures, fire, humidity and temperature etc.;

physically secure perimeters should be provided in a proper manner, e.g., using secure fencihg to cover
the isolated operating area; since it is notinally operated in an unmanned way, it should be eqyipped with
an automatic alert function to the operation centre in the event of incident.

Security under the control of other party

Objective: [To protect equipment located outside telecommunications organizations' premises (e.g., co-locatigns) against

physical and environmental threats.

TEL.11.3.

Control

Equipment sited-in-other carriers' premises

When telegommunicatiohs' organizations install equipment outside their own premises, the equipment should be sited in
a protected|area so that any risks from environmental threats or dangers and from the possibility of unauthorjzed access

are reduced.

Implemengation guidance

To protect the equipment of one telecommunications organization sited in the premises of another, the following controls
should be considered:

a)

b)

©)

the boundary and interface with the other telecommunications organization should be specified, and the
equipment should be easily isolated from that of the other organization, if required;

an agreement for the supply of support utilities should be made with the other telecommunications
organization;

management should confirm that the location where the equipment is to be installed is appropriate in order
to ensure the desired level of security.

Other information

In order to make the security level of the other organization's premises consistent with that of the telecommunications
organization's own premises, an agreement and rules for achieving the desired level of security with other
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telecommunications organizations should be checked beforehand.
TEL.11.3.2 Equipment sited in user premises

Control

When telecommunications organizations install equipment within the telecommunications service customer premises in
order to connect with the customer equipment, the organizations' equipment should be protected in order to reduce risk
from environmental threats or dangers and from the risk of unauthorized access.

Implementation guidance

To protect equipment located at a telecommunications service customer site, the following controls should be considered:

a) the equipment, such as cabinet, installed at the customer site should be sturdy, and be adequately protected
against unauthorized access;

b Nv— P —— rotdbed e

c) the boundary and interface with the customer should be specified, and the equipment should be easily
isolated from the customer, if required;

d) it should be possible to remotely monitor the status of the equipment or to operate.the équipmgnt.
TEL.11.3.3 Interconnected telecommunications services

Control

In the provjsion of interconnected telecommunications services, the telecommunications organizations should specify a
well-defingd boundary and interface with other telecommunications organizations, so that each organization may be
partitioned [and isolated in a timely manner in order to evade an identified risk.

Implemengation guidance

Appropriatg controls should be in place to check whether the service'df interconnected telecommunications organizations
is in normall operation or not.

In order to fiagnose problems and take corrective actions, thé’erganizations should have means to isolate the ffacilities of
the organizption from those of other organizations and to ‘fe-connect to them at the point of interconnection.

The telecotpmunications organizations should consisténtly monitor the traffic conditions at the point of interdonnection.

Telecommynications organizations should specify,in an agreement or a contract that the provision of telecomrhunications
services fof the customers may be suspended whose communications pose a problem for the smooth service grovision of
the intercomnected telecommunications organizations.

TEL.13 Communications security

TEL.13.1 Network security ythanagement

Objective: [To ensure the protection of information in networks and its supporting information processing facflities.
TEL.13.1.4 Security'management of telecommunications services delivery

Control

Telecommynications organizations should set the security level for the various business prop¢sitions of
telecommunications services provided, announce it to their customers prior to service delivery, and maintain and manage
their telecommunications services properly.

Implementation guidance

Telecommunications organizations should conduct the following activities for telecommunications service customers:

a) specification of security features, service levels, and management requirements of telecommunications
services, and provision of their clear statement;

b) awareness activities to protect communications service users from unsolicited communications,
cybercrime, malware and similar.

Telecommunications organizations should also consider the following:

¢) implementation of controls compliant with relevant laws and regulations, such as prevention of
unauthorized interception and ensuring interconnection with other telecommunications service providers;
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