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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-govemnmentat—imtaisomrwithSO—and—ECatsotakepart-imthe—work—In—the—fietd—of-information
technology, ISP and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Sfandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards:.Draft Interrjational
Standards adgpted by the joint technical committee are circulated to national bodies for yoting. Publicdtion as

an Internationgl Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this documentymay be the subject of| patent
rights. ISO ang IEC shall not be held responsible for identifying any or all suéhpatent rights.

ISO/IEC 27010 was prepared by Joint Technical Committee ISO/MEC JTC 1, Information techhology,
Subcommittee|SC 27, IT Security techniques.
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Introduction

This International Standard is a supplement to ISO/IEC 27001:2005 and ISO/IEC 27002:2005 for use by
information sharing communities. The guidelines contained within this International Standard are in addition to
and complement the generic guidance given within other members of the ISO/IEC 27000 family of standards.

Whereas ISO/IEC 27001'2005 and ISO/IEC 27002: 2005 address information exchange between
organizatio iive mformatlon

to trus{ that information is accurate, subject to any qualifications notified by the originator. Bgth aspects are
important, and must be supported by demonstrably effective security-policies and the use of gopd practice. To
achieve this, the community members must all implement a cemmon management system covering the
security of the shared information. This is the ISMS for the information sharing community.

In addjtion, information sharing can take place betweern’ information sharing communities, | where not all
recipiepts will be known to the originator. This willsonly work if there is adequate trusj between the
communities and their information sharing agreemerits: It is particularly relevant to the sharipg of sensitive
information between diverse communities such as different industry or market sectors.

This International Standard provides guidelines'and general principles on how the specified requirements can
be me{ using established messaging and_other technical methods. It is designed to support the creation of
trust when exchanging and sharing sensitive information, thereby encouraging the internatipnal growth of
information sharing communities.

© ISO/IEC 2012 — All rights reserved Vi
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INTERNATIONAL STANDARD ISO/IEC 27010:2012(E)

Information technology — Security techniques — Information
security management for inter-sector and inter-organizational
communications

1 Sc¢ope

This International Standard provides guidelines in addition to guidance given in the (SO/IEC 37000 family of
standards for implementing information security management within information sharing communities.

This International Standard provides controls and guidance specifically relating to initiating,|implementing,
mainta|ning, and improving information security in inter-organizational anddnter-sector communications.

This International Standard is applicable to all forms of exchange and-sharing of sensitive information, both
public &nd private, nationally and internationally, within the same industry or market sector or b¢tween sectors.
In particular, it may be applicable to information exchanges and sharing relating to the provision), maintenance
and protection of an organization’s or nation state’s critical infrastructure.

2 Normative references

The fdllowing referenced documents are indispensable for the application of this documeént. For dated
refererjces, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 27000:2009, Information technology — Security techniques — Information securitf management
systems — Overview and vocabulafy

ISO/IEC 27001:2005, Information technology — Security techniques — Information securitf management
systems — Requirements

ISO/IELC 27002:20054. Information technology — Security techniques — Code of practice for information
security managemernit

3 TTrms and definitions

For the purposes of this document, the terms and definitions in ISO/IEC 27000 and the following apply.

31
information sharing community
group of organizations that agree to share information

NOTE An organization can be an individual.
3.2

trusted information communication entity
autonomous organization supporting information exchange within an information sharing community

© ISO/IEC 2012 — All rights reserved 1
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4 Concepts and justification

4.1 Introduction

ISMS guidance specific to inter-sector and inter-organizational communications has been identified in
Clauses 5 to 15 below.

ISO/IEC 27002:2005 defines controls that cover the exchange of information between organizations on a
bilateral basis, and also controls for the general distribution of publicly available information. However, in
some circumstances there exists a need to share information within a community of organizations, where the
information is sensmve in some way and cannot be made publlcly ava|lable other than to members of the
communlty Often = 3

International Standard defines additional potential controls and provides additional guidance and interpfetation

ive, information sharing communities must have some common interest)or other relationship to
define the scope of the shared sensitive information. For example, communities may’be market sector $pecific,
and limit membership to organizations within that one sector. Of course, there may be other bages for

Information shiaring communities will be created from independent organizations or parts of organizations.
refore not be clear or uniform organizational structures and management functions applying to
all members. For information security management to be effective, management commitment is necgssary.
Therefore, thg organizational structures and management functions applying to community infofmation
security management should be clearly defined.

Differences among member organizations of an information sharing community should also be congidered.
The differencep could include:

— whether member organizations already operate their own ISMS, and

— member riiles on protections of.assets and information disclosure.

4.4 Suppornting entities

Many informatjon sharing communities will choose to establish or appoint a centralised supporting entity to
organize and pupport-information sharing. Such an entity can provide many supporting controls such as
anonymisation|of seurce and recipients more easily and efficiently than where members communicate directly.

There are a number of different organizational models that can be used to create supporting entities. Annex D
to this International Standard describe two common models, the Trusted Information Communication Entity
(TICE) and the Warning, Advice and Reporting Point (WARP).

4.5 Inter-sector communication

Many information sharing communities will be sector based, as this provides a natural scope of common
interest. However, there may well be information shared by such communities that would be of interest to
other information sharing communities established in other sectors. In such cases it may be possible to
establish information sharing communities of information sharing communities, again based on some common
interest, such as the nature of the shared information. We refer to this as inter-sector communication.

2 © ISO/IEC 2012 — All rights reserved
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Inter-sector communication is greatly facilitated where supporting entities exist within each information sharing
community, as the necessary information exchange agreements and controls can then be established
between the supporting entities, rather than between all members of all communities. Some inter-sector
communities will require anonymisation of the source or recipient organizations; this also can be achieved by
use of supporting entities.

4.6 Conformity

Any information security management system (ISMS) created and operated in accordance with
ISO/IEC 27001:2005 and using controls from ISO/IEC 27002:2005, this International Standard and other
sources can be assessed for conformity against ISO/IEC 27001:2005, without modification or addition to that
International Standard.

However, there are a number of places where ISO/IEC 27001:2005 will need to be interpreted when applied
to an information sharing community (or, for inter-sector communication, a community of commdinities).

The firgt area where interpretation is required is the definition of the organization concerned.

ISO/IELC 27001:2005 requires that an ISMS is established by an organization and operates within the context
of its gverall business activities and the risks that it faces (ISO/IEC 270012005, 4.1). In thjs context, the
relevant organization is the information sharing community. However, the members of the information sharing
commynity will themselves be organizations — see Figure 1.

Boundary of the information sharing community

Key
Ax  Mgmber organization k of the community (k = 1 ... n), including any supporting entity.

Figure 1 — Communities and organizations

Secondly, in many information sharing communities, not all persons within the member organizations will be
permitted access to the sensitive information shared between members. In this case, part of the member
organization will be within scope of the community ISMS and part will be outside. The part outside the
community scope will only have access to community information if it is marked for wider release — see
Figure 2.

© ISO/IEC 2012 — All rights reserved 3
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4.7 Communications model

Communicatio

Figure 2 — Member partially in scope

hat members of the information sharing community may have their own information s
ystems, and in consequence some processes might fall-within scope of both the conj
management systems. In this case, there is at least a theoretical possibility that there m
incompatible requirements upon those processes. This would be a case where exclusiq
e member’'s ISMS might be justified — see ISO/IEC27001:2005, 4.2.1 a).

need to recognise that the impact of risks may be different on different members
e community will therefore need to choose a risk assessment methodology that can
pact, similarly for its risk assessment criteria.

effectiveness of the selected controls (ISO/IEC 27001:2005, 4.2.3 c) will need the partiq

5 of the information sharing cemmunity. All members will need to provide regular feed
viders and the community*as”a whole concerning the effectiveness of the controls in th

ns of sensitive-information as covered by this International Standard can take any form —

verbal or elect

onic — previded that the selected control requirements are met.

ecurity
munity
ight be
n from

sharing
of the
handle

ipation
pack to
Bir own

written,

In the remainder of this International Standard, individual sensitive communications are described in t¢rms of

the following ppatticipants:

the source does not need to be a member of the community.

The source of an item of information is the person or organization that originates an item of information;

The originator is the member of an information sharing community that initiates its distribution within the

community. The originator may distribute the information directly, or send it to a supporting entity for
distribution. The originator may but need not be the same as the source of the information; the originator
may conceal the identity of the source. Communities may provide facilities to enable a member to conceal
its own identity as the originator.

A recipient is a receiver of information distributed within the community. Recipients need not be members

of the community if the information is identified as available for wider distribution. Communities may
provide facilities to enable recipients to conceal their identities from the originators of information.

© ISO/IEC 2012 — All rights
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5 Security policy
5.1 Information security policy

5.1.1 Information security policy document
Control 5.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Implementation quidance

The information security policy document should define how the community members will work together to set

Securit'_mmm_WMHﬂrmmmquld be made
available to all employees involved in information sharing within the community. The policynay restrict its

dissemination to other employees of community members.

The information security policy document should define the information marking and distributipn policy used
within the community.

5.1.2 |Review of the information security policy
Contro| 5.1.2 from ISO/IEC 27002:2005 is augmented as follows:

Implenjentation quidance

The input to the management review should include information on significant changes to membership of the
information sharing community.

6 Organization of information security

6.1 Internal organization

No additional information specific to inter-sector or inter-organizational communications.
6.2 [External parties

6.2.1 [ldentification of risks related to external parties

No additional informiation specific to inter-sector or inter-organizational communications.

6.2.2 |Addressing security when dealing with customers

No additiernal information specific to inter-sector or inter-organizational communications.

6.2.3 Addressing security in third party agreements
Control 6.2.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

All community members should be made aware of the identities of all third parties involved in the provision of
community services, in case they have objections to particular parties being involved in the handling of
information that they provide.

The agreements with vendors and service providers associated with provision of community services should
enable security reviews and audits of their services to be performed on a regular basis.

© ISO/IEC 2012 — All rights reserved 5
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7 Asset management

71

711

Responsibility for assets

Inventory of assets

No additional information specific to inter-sector or inter-organizational communications.

7.1.2 Ownership of assets

No additional information specific to inter-sector or inter-organizational communications.

7.1.3 Accep

Control 7.1.3 fjom ISO/IEC 27002:2005 is augmented as follows:

Implementatio

able use of assets

N guidance

Information pr
protected and
originator.

7.2 Informe

7.21

Control 7.2.1 from ISO/IEC 27002:2005 is augmented as follows:

Control

Information sh
the organizatig

Implementatio

Classification guidelines

pvided by other members of an information sharing community .is” an asset, and shg
disseminated in accordance with any rules set by the informationsharing community or

tion classification

buld be classified in terms of its value, legal requirements, sensitivity, credibility and critig
n.

h guidance

As well as the
This should be

Likewise, sen
confidentiality,
anonymity of it

Care should b

criteria given in ISO/EC 27002:2005, information should be classified in terms of its cre
assessed in terms of‘the reputation of its source, technical content, and quality of descri

Sitivity can_depend on many aspects of information beyond a need for maintain
such as_the impact of disclosure, urgency for distribution or potential to comprom
5 source)

e 4aken in interpreting classification markings assigned by other members of an info

sharing commuinity

EXAMPLE

the recipient”.

7.2.2

uld be
by the

ality to

dibility.
btion.

ing its
se the

mation

One well-known Email client displays the message “Please treat this as Confidential” when displaying
emails where the sensitivity header field has been set to “company confidential” (RFC 4021 [2]). It is not clear in this case
if the originator intended “company confidential” (and the message has been sent in error) or intended “confidential to you,

Information labelling and handling

No additional information specific to inter-sector or inter-organizational communications.
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nformation exchanges protection

A control objective additional to ISO/IEC 27002:2005, clause 7, asset management, is:

Wher
be re
identi

Reled

y.

se of shared information outside the community should be controlled.

Objective: To ensure adequate protection of information exchanges within an information sharing
community.

Information exchanged between members of an information sharing community should be protected in a

consistent manner, even though the members are independent entities or parts of entities that may mark,
distribute and protect their own information in different ways.

e anonymity is requested, any information identifying the source of the information exchange should
moved. Likewise, it should be possible to receive shared information without revealing the recipient’s

7.31

Contro|

Information dissemination within the receiving member should be limited, based on pre-defineg

markin

Implen

Information dissemination

ps defined by the community.

entation guidance

Information which has no assigned dissemination marking should be given a default dissemina

the infq
dissem
origina

Dissenpination restrictions may include limitations on use such as controlling electronic co

preven

Otheri

rmation sharing community. If in doubt, or whére there is no generally accepted agreen
ination, information should be treated conservatively. If possible, the recipient shou
or to re-transmit with an explicit dissemination marking.

fing screen shots being taken, or preventing printing and export.

hformation

Differe
knowlg
conten

Information rights/management functionality is often used to enforce in-use limitations. If so, a ¢

policy
be blog

nt attributes or components of shared information may have different sensitivities
dge of the existenee of a message or other shared information may have a different g
S.

br model(isyneeded so that users understand what their system will allow them to do and
ked.

7.3.2

Contro

dissemination

fion defined by
nent on default
d request the

py and paste,

In particular,

ensitivity to its

ear user rights
where they will

Inf tion disclaimers,

Each information exchange should begin with a disclaimer, listing any special requirements to follow by the
recipients in addition to the normal information markings.

Implementation quidance

A recipient should request clarification from the originator if the disclaimer is not fully understood, or cannot be
implemented.
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7.3.3 Inform

Control

ation credibility

Each information exchange should indicate the originator's degree of confidence in the transmitted

information’s c

redibility and accuracy.

Implementation guidance

Based on urgency, potential consequences and technical constraints, it may not be possible to validate all
information before transmission. Where limitations exist, these should be indicated as part of the message.

Indicating rese
unknown. It is
directly, and cz

7.3.4 Inform
Control

The originator
reduce after sd

Implementatio

also important to indicate where the originator has been able to validate the informatio
n vouch for its authenticity.

ption sensitivity reduction

of an information exchange should indicate if the sensitivity of\the information suppl
me external event, or the passage of time.

N guidance

Even if the s€
guidelines (se¢

7.3.5 Anony
Control

A community 1
or receives wh

Implementatio

nsitivity of supplied information reduces with time)itsmay still need protection. Classi
6.4.2) may need to include defaults for sensitivity.reduction.

mous source protection

hember should remove any source identification information in any communication it ori
ere anonymity is requested.

N guidance

The originator]
communicating
also ask the sa

It is important
because analy
message shoy

of information is~responsible for obtaining approval from the source (if different)
the informationto-other members of the information sharing community. The originator
urce if it can be identified as the original provider of the information.

that the source protection process looks at message content as well as message
sis of<the content may reveal the identity of the source. Where possible, the originato

before it is distfiblited.

EXAMPLE

day in question.

Idask the source to review the anonymised information and the list of intended req

rvations on credibility of information is particularly important where the source is anonymous or

N given

ed will

fication

hinates

before
should

origin,
of the
ipients

A message such as “our ATMs were disabled today by a new virus that was not detected by our firewall
but was detected by our policy server” could reveal the source if only one bank suffered public service disruption on the

There are technical mechanisms that can be used to provide authenticity without compromising anonymity.
For example, shared cryptographic secrets could be used to confirm that a communication originated from a

member of the

community without revealing the actual identity of the originator.
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7.3.6 Anonymous recipient protection

Control

With the approval of the originator, members of a community should be able to receive communications

without revealing their own identities.

Implementation guidance

Anonymous receipt can be implemented by both technical means (e.g. cryptography) and procedural means
(e.g. routing through a supporting entity). Care must be taken to ensure anonymity does not breach legal

constraints or reduce the overall level of trust within the community.

Other information

Anonyimnous receipt is often necessary for effective inter-sector communications because sectq
will wish to keep their membership details private.

7.3.7 |Onwards release authority
Contro|

Unless| it is marked for wider release, information should not be.distributed beyond the infori
commynity without formal approval from the originator.

Implenjentation guidance

Each recipient should be responsible for obtaining any necessary authorisations for wider re
originator prior to onwards distribution.

In inter-sector communications, the originatér cannot know who all the organizations th
information will be. In such a case, a generalor specific sector release approval will need to be

Other information

r communities

mation sharing

ease from the

bt receive the
pranted.

The Trpffic Light Protocol (see Annex C) is often used to indicate how information can be furfher distributed

without seeking additional approval.

8 Human resources security

8.1 PFrior to'employment

8.1.1 |Reles and responsibilities

No additional information specific to inter-sector or inter-organizational communications.

8.1.2 Screening

No additional information specific to inter-sector or inter-organizational communications.

8.1.3 Terms and conditions of employment

Control 8.1.3 from ISO/IEC 27002:2005 is augmented as follows:
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Implementation guidance

Screening rules are unlikely to be consistent across all members of an information sharing community.
Communities should consider defining minimum levels of verification checks to be applied to all employees or
contractors of members who will be given access to shared community information.

8.2 During employment

No additional information specific to inter-sector or inter-organizational communications.

8.3 Termination or change of employment

No additional information specific to inter-sector or inter-organizational communications.

9 Physical and environmental security

No additional information specific to inter-sector or inter-organizational communications.

10 Communications and operations management

10.1 Operational procedures and responsibilities

No additional information specific to inter-sector or inter-organizatiohal communications.
10.2 Third pprty service delivery management

No additional ipformation specific to inter-sector or interzorganizational communications.
10.3 System planning and acceptance

No additional information specific to inter-sector or inter-organizational communications.
10.4 Protection against malicious and mobile code

10.4.1 Contrdls against malicious code
Control 10.4.1[from ISOUEC 27002:2005 is augmented as follows:

Implementation guidance

|nf0rmat|0n rquIVUd fIUIII Uthcl IIIGIIIbGID Uf arl ;Ilfullllat;ull Dhal;lly LJUIIIIIIUII;ty ohuu:d bU OUGIIIIGd for the
presence of malicious code, regardless of whether the communications service between members of the
community provides anti-virus message scanning or not.

10.4.2 Controls against mobile code

No additional information specific to inter-sector or inter-organizational communications.

10.5 Back-up

No additional information specific to inter-sector or inter-organizational communications.
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10.6 Network security management

No additional information specific to inter-sector or inter-organizational communications.

10.7 Media handling

No additional information specific to inter-sector or inter-organizational communications.

10.8 Exchange of information

10.8.1

Information exchange policies and procedures

No addg

10.8.2
Contro

Implen

itional information specific to inter-sector or inter-organizational communications.

Exchange agreements
10.8.2 from ISO/IEC 27002:2005 is augmented as follows:

entation guidance

All info

rmation sharing communities should define information exchahge agreements, and sho

membagrs to join the community if such agreements are signed and. accepted.

10.8.3
No add
10.8.4
Contro

Implen

Physical media in transit

itional information specific to inter-sector or interzerganizational communications.
Electronic messaging

10.8.4 from ISO/IEC 27002:2005 is-augmented as follows:

entation guidance

All info
permit

rmation sharing communities“should define rules for the protection of information in tr

Lild only permit

hnsit, and only

members to join the community if such rules are accepted and implemented by the prospective
membegr. Any supporting entity should implement such rules internally.

Information sharing communities should consider implementing alternative mechanisms f

or information
messages are

sharing that do not tely‘on electronic messaging, and enabling members to specify that specific
distribyted by such’ether routes.

10.8.5 |Business information systems

NO adL ;t;UI Ia: ;I IfUI L] Idt;UI 1 bpcb;ﬂb tU ;I ItCI 'bUbtUl Ul ;I ItUI =Ul yal I;Ldt;ul |a= CUITTImmui I;bdt;ul 1S5,

10.9 Electronic commerce services

No additional information specific to inter-sector or inter-organizational communications.

10.10

Monitoring

10.10.1 Audit logging

Control 10.10.1 from ISO/IEC 27002:2005 is augmented as follows:

© ISO/IEC 2012 — All rights reserved
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Implementation guidance

When required by the information sharing community, members should record the internal dissemination of

shared information.

10.10.2 Monitoring system use

No additional i

nformation specific to inter-sector or inter-organizational communications.

10.10.3 Protection of log information

No additional infermation-spesific-to-irter-sester-orinter-organizational-communications-
10.10.4 Administrator and operator logs
No additional information specific to inter-sector or inter-organizational communications.

10.10.5 Fault logging

No additional i

10.10.6 Clock

No additional i

11 Access

No additional i

12 Informa
12.1 Securit
No additional i

12.2 Correct

No additional i

nformation specific to inter-sector or inter-organizational communications.

synchronisation

nformation specific to inter-sector or inter-organizational‘communications.

control

hformation specific to inter-sector or intersorganizational communications.

lion systems acquisition;.development and maintenance

ly requirements of information systems

hformation specificto:inter-sector or inter-organizational communications.

processing\in applications

hformation specific to inter-sector or inter-organizational communications.

12.3 Crypto?raphic controls

12.3.1 Policy

Control 12.3.1

on the use of cryptographic controls

from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

Cryptographic
through inform

techniques can also be used to implement the dissemination rules of information sharing, e.g.

ation rights management.

12.3.2 Key management

No additional in

12

formation specific to inter-sector or inter-organizational communications.
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12.4 Security of system files

No additional information specific to inter-sector or inter-organizational communications.

12.5 Security in development and support processes

No additional information specific to inter-sector or inter-organizational communications.

12.6 Technical vulnerability management

No additional information specific to inter-sector or inter-organizational communications.

13 Information security incident management

13.1 Reporting information security events and weaknesses

13.1.1

Contro

Reporting information security events

13.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Implenjentation guidance

Memb
other

that w
potenti

There

rs of an information sharing community should consider'whether detected events should
embers of the community. The community should“agree and publish guidance on the ty]
Il be of interest to other members. Members.should exercise judgement to ensur
blly of interest to other members are reported.

s a strong tendency for incidents to be_kept confidential and for a community member

incident information in order to protect. the originator's reputation. However, communig
information to others will foster future cooperation and coordination in incident prevention

reactio

h to incidents and will improve,Qverall security within the community. Events and in

reportgd without necessarily revealing-all their consequences.

Likewige, members should examine all reported events promptly to see if they will have an im
own operations. For example, a routine announcement by a member providing a shared servid

mainte
mainte

13.1.2

hance activity starts:

Reporting.security weaknesses

No additional information specific to inter-sector or inter-organizational communications.

13.1.3

be reported to
pes of incident
e only events

hot to disclose
ating incident
prompt rapid
idents can be

pact upon their
e of a planned

hance operation might'require other members to review the reliability of alternative proviglers before the

Earty warningsystem

A control additional to ISO/IEC 27002:2005, 13.1, reporting information security events and weaknesses, is:

Contro

An early warning system should be deployed within the information sharing community to effectively
communicate priority information as soon as it is available.

Implementation guidance

Priority information is information that may enable other community members to avoid or minimise similar
undesirable events. It is important that such information is shared urgently, even if it is not fully analysed or
confirmed.

© ISO/IEC 2012 — All rights reserved
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13.2 Management of information security incidents and improvements

13.2.1 Responsibilities and procedures

No additional information specific to inter-sector or inter-organizational communications.

13.2.2 Learning from information security incidents

Control 13.2.2

from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

Investigations
reduce the risK
any related sig
members invol

Following repq
sharing comm

business risk profile, even if the member was not affected by the incident in question. Each member

ensure that rg
member’s own

13.2.3 Collec

No additional i

14 Businegs continuity management
14.1 Information security aspects of business continuity management

14.1.1 Including information security in the-business continuity management process

No additional i

14.1.2 Busingss continuity and risk assessment

Control 14.1.2

Implementatio

s of similar incidents and develop a better understanding of the risks facing the commur
nificant information infrastructures. Such investigations could be performed by -the con
ved, or by a supporting entity, if one exists.

rted incidents, post incident reviews should be performed by membeérs of the info
unity to trigger updates to security incident response plans, related procedures 4

ported incident responses are assessed, and any lessons orpossible improvements
processes are identified and acted upon to continuously improve its own response procq

ion of evidence

hformation specific to inter-sector or inter-organizatienal communications.

hformation specific to inter-sector or inter-organizational communications.

from ISO/IEG-27002:2005 is augmented as follows:

h guidance

based on information distributed by an information sharing community should be perforrlned, to

ity and
munity

mation
nd the
should
to the
SSes.

bnsider

14.1.3 Developing and implementing continuity plans including information security

Control 14.1.3

from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

Business continuity plans developed by members of an information sharing community should address the
need to exchange sensitive information with other members as part of the recovery process.

14
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14.1.4 Business continuity planning framework

No additional information specific to inter-sector or inter-organizational communications.

14.1.5 Testing, maintaining and re-assessing business continuity plans

No additional information specific to inter-sector or inter-organizational communications.

15 Compliance

15.1 Compliance with Tegal requirements

15.1.1 [Identification of applicable legislation
Contro| 15.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Implenjentation guidance

The information sharing community should take due account of -any relevant agreemepts, laws and
regulatjons relating to information sharing, such as anti-cartel legistation or regulations. This| could prevent
certain|organizations joining the community, or place restrictions upon-their representation.

15.1.2 [Intellectual property rights (IPR)

No additional information specific to inter-sector or inter:grganizational communications.

15.1.3 |Protection of organizational records

No additional information specific to inter-sector or inter-organizational communications.
15.1.4 |Data protection and privacy of personal information

No additional information specific-te inter-sector or inter-organizational communications.
15.1.5 |Prevention of misuse of information processing facilities

No additional information’specific to inter-sector or inter-organizational communications.

15.1.6 |Regulation of cryptographic controls

No additionalinformation specific to inter-sector or inter-organizational communications.

15.1.7 Liability to the information sharing community

A control additional to ISO/IEC 27002:2005, 15.1, compliance with legal requirements, is:

Control

Liability issues and remediation should be clarified, understood and approved by all members of an

information sharing community, to address situations in which information is intentionally or unintentionally
disclosed.
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Implementation

guidance

Remediation should include, at a minimum, notification of any unauthorised disclosure back to the originator,
with sufficient detail to identify the information disclosed.

Where possible, notification should be provided back to the source, even if the information has been sanitised
and does not reveal its origin. This could be achieved by the intermediary of a trusted third party, such as a

TICE.

Unauthorised disclosure consequences could affect directly the responsible parties and might involve
eliminating or restricting access to some members for some period of time to re-establish community trust.

15.2 Compli

No additional i

Ance with security policies and standards, and technical compliance

hformation specific to inter-sector or inter-organizational communications.

15.3 Information systems audit considerations

15.3.1 Inform

No additional i

15.3.2 Protec|

No additional i

15.3.3 Audit ¢

A control addit
Control

Every informa
members and

Implementatio

ption systems audit controls

hformation specific to inter-sector or inter-organizational communications.
tion of information systems audit tools

nformation specific to inter-sector or inter-organizational communications.

pf community functions

onal to ISO/IEC 27002:2005, 15.3, information systems audit considerations, is:

ion sharing community should specify the rights of members to audit the systems d
bf any trusted service providers.

N guidance

The authority {

16

b audit member systems could be limited to a trusted third party, such as a TICE or WARP.

f other
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Annex A
(informative)

Sharing sensitive information

A.1 Introduction

Information sharing communities may represent many types of organization and\even ind|vidual people.

Comm
busine
public

share
that inf

To sec
implen
should
assura
soast

inities may be extraordinarily diverse in their membership, or be aligned, very closely
5s activity such as a particular industry or market sector. Communities,may be locat
and private sectors, or may contain members of both kinds. The requirement is a ¢
bensitive information of some type, and to accept agreed controlsiafid processes gover
brmation.

Lirely exchange sensitive information within an information-sharing community, it is neces
ent and monitor processes to provide a secured flow of information on a timely basis.
ensure that information is disseminated to the appropriate persons, whilst providi
hce that the information cannot be used for maliciotis purposes and is not indiscriminatel
b become essentially public information.

The effectiveness of distribution will be determined by the degree of trust that membe

relation
relating
likely:

pr
wh

For inf
their m

ships established by the information sharing community. At the same time, the securit
to communications should prevent distributing information to persons or organizatig

e or accumulate the data to pefform malicious acts;

blicly disseminate information without permission of the information originator;

bvide information that has not been sufficiently analysed and therefore induces inapprd
ich could waste(on mislead resources and the impact on organizations.

brmation sharing communities to function effectively, recipients of information must be
ember organizations to act upon the information received, and must not be encouraged

informationfor example for commercial advantage.

with a form of
d in both the
mmon wish to
ing the use of

bsary to design,
The processes
Ng reasonable
y re-distributed

s hold in the
y mechanisms
ns that would

priate actions,

empowered by
to misuse that

A.2 Challenges

Adequate information security management for inter-sector and inter-organizational communications is
strongly recommended to face the following challenges; failure to do so could impact normal business
conditions and cause disruptions during incidents:

New security threats and vulnerabilities.
System and network increased dependencies.
Contractual, legal, regulatory and business evolution and limits.

Adequate communications models establishment.

© ISO/IEC 2012 — All rights reserved
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Attack and reaction processes coordination.

Ongoing governance.

Secured and resilient communications between community members should include the following elements:

Risk knowledge and management.
Dissemination and communication.

Monitoring.

While these th
each other.

It is difficult t
relationships W
relationships a
only remote cg
the credibility g
more freely if t

An information|
members. Dis
members of th

Finally, when
gatekeepers b
have knowledd
and other con
community co
international rg

A.3 Potent
Sharing sensit
a community

outweighing th

The potential 4

newly disg

Early warping ofsahy significant change in the risk situation, like new threats, updated likelihood of

ree elements should be taken for their specific value, they are closely linked and comg

b develop trust between members of an information sharing community, without p
ith the representatives of other members. People need to meet face to face, in order
hd create confidence in each other’s credibility and discretion. It is difficult\to create trus
mmunications technologies. It is also difficult to establish mechanisms-which give confid
f the source of information whilst retaining the anonymity of that sodrce” People will ofter
hey have confidence that their identity will be kept confidential.

sharing community can be effective even if not all members'share all information with g
ribution mechanisms must be flexible enough to enable(distribution to be limited to
e community, or to be limited by topic.

sharing information between communities (for example, in inter-sector communicatior
e of the membership of other communities and must rely on the interfaces to protect ang
Jitions of release. The gatekeepers may lack the specialist knowledge to realise when

mmunications should not be passed.further. These problems are typically even wi
ther than inter-sector communications<

al benefits

ve information with others inevitably increases the potential risk of inappropriate disclosu
to be effective, thése risks must be managed and minimised, and the benefits s
e accepted residual-risks.

enefits of shating sensitive information include:

overed vulnerabilities, etc.

lement

prsonal
o build
t using
Bnce in
speak

Il other
specific

s), the

etween the communities face special difficulties.” Sources of information will not necgssarily

nymity
certain
prse in

re. For
ben as

attack,

Access to

Better risk

Improved security through shared best practice.

useful information not available from any public source.

Cost savings through elimination of duplicated effort.

assessments through greater understanding of threats and vulnerabilities.

organizations.

18

Better preparedness for security incidents.
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— Benchmarking of security measures against similar organizations.

— Corporate social responsibility.

— Compliance with legal requirements or corporate policy.

It is essential that the community monitoring and review processes identify concrete benefits (and drawbacks)
from community membership for use by members in assessing their continued membership of the community.

A.4 Applicability

Information can be exchanged between many types of organization, large or small, govern
similar|or diverse. However, the greatest benefits may often be experienced by organizations 9
the same sector or with the same corporate objectives, which share sector-specific categories

securit
There

upon o
informd

A5 [

The inf
and co

— Th
or

— Th
— Th

— Th
W

— Th
pr

— ClI

— Th

risk. ISO/IEC 27006 [3] identifies some such sectors.

ther characteristics (such as geographical location) or by sharing information with othe
tion sharing communities in a hierarchical structure of communitiest
Jefining and operating an information sharing community

ormation sharing community should define the rules @nd conditions governing its operat
hditions should include:

janization;
e objectives of the information sharingzcommunity and intended benefits to members;

e procedures for members joining-or leaving the information sharing community;

\RP;

e rules and conditions regarding obligations of community members, disciplinary
pbcesses and criteria;

bar rules for how members may use and pass on shared information;

e otherlegal and financial obligations and conditions of community membership.

ent or private,
perating within
of information

may also be great benefits in sharing information across sectors, either by defining communities based

r sector-based

on. Such rules

e rules and conditions governing membership*of the information sharing community and its internal

e rules and conditions geverning any centralised community processes or entities such as a TICE or

and expulsion

The ru

s andcorditions of thenmformation starimgcommumity shoutd-atso:

— ensure that information is communicated in an efficient and secure manner that ensures that its target

au

dience properly receives the data in good time;

— specify and prioritise potential and selected communication channels, in terms of priority usage to

co

mmunicate the data for each identified information type;

— specify the permitted circumstances under which information is transmitted to members of the community;

— specify the mandatory and optional data protection and distribution attributes associated with community

Cco

mmunications;
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specify clear rules for interpreting the data protection and distribution attributes concerning information
dissemination;

require members to provide feedback on the relevance, timeliness and accuracy of the information
received,;

— where possible, specify or adapt existing messaging standards for the exchange of information.

The communication rules shall define the frequency of communication, any requirements for confirmation of
receipt, and any priority or escalation criteria. The rules should recognise that members of the information
sharing community may have varying levels of trust in other members of the community. That degree of trust
may vary over time and situation.

Appropriate cg
delivering the
audience, attri

possible comnpunication channels are electronic messaging, public or member-only sites,~conference

way phone (
communicatior
audience, its c

mmunication channels should be selected by assessing their strengths and weaknessép when
identified information types supported by the community, based on criteria such aq target
putes of the information to be delivered, channel reach and frequency, and cost:"Examples of
r two-
alls, letters sent by public postal services or face-to-face meetings.” The influgnce a
has on its target audience depends on the effectiveness of the,.channel in reach|ng the
redibility with the audience and its appropriateness to the issue or the information subject.

Not all information needs to be communicated in real-time; some information’can best be shared through

routine contacf.

Possible examples of when information will be transmitted to members of the community are immediate

reporting of dg
requests for in
are a requirem
assessment o
protection and
depending on
may well be di

Whatever tech
information sh
face contact {
However, the ¢

A.6 Information exchangeée agreements

The informatio
processes gov
face meetings
protocols, or ir

tected incidents fitting predefined profiles, routine feporting on a time basis, or responses to
formation from other members. Possible examples of data protection and distribution atfributes
ent to conceal the origin of the information, the 'sensitivity of the information or the orig|nator’s
[ the trustworthiness of the information. An,example of a set of rules for interpretirlg data
distribution attributes is the Traffic Light:Protocol (TLP) — see Annex C. Attributes may vary
he communications channel used. For example, the mandatory attributes for postal distfibution
ferent from those for Internet email.

pes of
Face to
mbers.
ership.

nical solutions are selected and-implemented, they should be appropriate for the ty
hred within the community andiconsistent with the defined objectives of the community.

uilds trust and may be, a-necessary way to grow communities by inviting new me
xistence of a trusted platferm or other sharing infrastructure may itself encourage memb

ms and
ace-to-
hts and

basis.

h sharing-eemmunity should define in an information exchange agreement the mechanis
erning_community communications. Information can be exchanged by letter, or orally at f
as well as electronically. Information can be exchanged formally, using predefined form
formally, in an unstructured way. Information could be exchanged on a routine or ad-hoc

Information ¢
supporting enti

ralised

lo lo ol o & H ' los Lot I bl 1o
I UT  TAUNAlTytUu Uy PCCI=lUTPTTl CUIMTIITIUTICaturio,  rhncrarciicdaily  Or - unvouyrt a UCTl

ty such as a TICE or WARP.

The information exchange agreement may permit information to be shared with only selected members of the
information sharing community, or only to be made shared anonymously. Likewise, even where centralised
reporting facilities exist, it may permit information to be passed between members directly.

The information exchange agreement should specify the types of information that may be exchanged between
members of the community, in order to ensure a common understanding by the community members of the
communicated information and to ensure that members design and implement appropriate security measures
for the sensitivity level of the shared information.
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les of possible information types are:

— “Announcements”, which correspond to informative explained events;

— “Alerts and warnings”, which correspond to unexplained physical or IT-related events, denial of service
attacks, scanning or spoofing;

— ‘“Incident handling”, which correspond to analysis, response support and response coordination relating to
actual incidents;

— “Information requests”, which correspond to requests for information from one member of the community

ad

dressed to all or some other community members.

“

th

Too m
includg

ality of service predictions”, which provide information on the predicted effectiveness g
various community communications channels.

Lich information sharing can be as bad as too little, unless a suitable method of filter
d. If building trend information is seen as a main benefit of sharingithere must be

differentiating high priority “act now” information from low priority “for the record” information.

A7 S

Effecti
aspect
interes

Membgrs of effective communities will use empowered representatives that can make things ha

Effecti
in deci

A.8 §
The sc|

— all

uccess factors

e communities will have genuine shared interests, although not all members may be i
5. For example, fixed line telecom companies willnot be interested in wireless pro
ed as interested as mobile companies in identifying hoax calls.

e communities may limit or otherwise constrain membership, for example to ensure fair
5ion making.

cope of the ISMS for antinformation sharing community

bpe of the ISMS for an infermation sharing community should include:

intermediaries;

— the storage ofdnformation as relevant during the communication;

— th
—th! — H ) I " | ; ft Fimf dn

nd reliability of

ng the data is
a method for

nterested in all
blems, but will

ppen internally.

representation

processes used( for the communication of information between community members, including

pracesses implemented by the relevant members to send and receive shared informati¢n;

The scope should not include information security management processes implemented by the relevant
community members to manage their own information security, and possibly covered by other information
security management systems, apart from restrictions placed on the nature of the information to be shared
and the interfaces to the information sharing system. The ISMS could be managed centrally by a supporting
entity such as a TICE or WARP, or it could be managed collaboratively by the members of the community.
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B.1 Statem

Annex B
(informative)

Establishing trust in information exchanges

ent trust

A recipient’s d
the message is

This is perhap
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Thus “A-1" infg

But, of course,
both the sourd
be expected,

instances of 1
vehicles to be

A further issug
tendency — of
differing sourc

This, to some

EQree of trust In a received statement Is largely predicated on the degree to which the so
trusted, and the source’s own trust in the statement.

s best encapsulated in the “5 By 5” model used within the law enforcement-and intel

creasing degree of trust in source;
creasing degree of trust placed by source in information.
rmation is expected to be implicitly trusted, whereas “E-5" infermation will typically be dig

in the real world there is very little “A-1” information. Rerhaps the best known exampleg
e and information are expected to be implicitly trustéd, but for which occasional errors

is the use of Global Positioning System (GPS) based satellite navigation systems,
happing or route planning system errors have\been accidentally misleading, causin
Misdirected down small tracks, which are often the stuff of “light relief” items in the press|

with regard to trust in statements is the risk of specious reinforcement. There is an i
underlying assumption — that multiple instances of the same information from seg
bs is confirmatory.

extent, is of course true, butisuch trust cannot be taken too literally, and, in particul

mathematical fodel of such trust should-not-assign linear weighting to additional instances.

B.2 Techng

B.2.1 Introd

There are a 1
supplied inforn

)logical support

iction

umber;of technologies that have recently been developed to support trust in electr

urce of

igence

carded.
where
have to

where
j large

htrinsic
mingly

Br, any

bnically

hation-generated by unknown or unfamiliar entities. Such technologies are closely ass

with the conce)

Dciated

tof “Web 2.0” [4]. Web 2.0 is not a set of technologies — rather it is a philosophy/concégpt that

relates to social media and incorporates ideas such as the use of the Web as a platform, harnessing collective.

Two facets of Web 2.0 are of particular relevance to this International Standard:

Pseudo anonymity;

Reputation systems, also called reputation engines.

B.2.2 Anonymity and pseudo-anonymity

Sources and recipients of information may wish to remain anonymous for a variety of reasons. The strength to
which anonymity is actually achievable depends on the knowledge of the context i.e. how well the entire

22

© ISO/IEC 2012 — All rights

reserved


https://iecnorm.com/api/?name=111ff95a2b3a9e1e3d2374273b9d0a4e

ISO/IEC 27010:2012(E)

messaging system is understood. In large, decentralised systems the messaging system may not be fully
known to any participant, and in many cases the context of the message will change over time.

The concept of anonymity is tied to the concept of unlinkability, where items of interest are no more and no
less related after any observation than they are related from a-priori knowledge.

Relationship anonymity implies a degree of untraceability as to who communicates with whom: thus, it is not
possible to link a originator to the recipient or recipients.

Unobservability is being unable to observe when the originator sends and the recipient receives.

Relationship unobservability means it is not possible to observe the communication between the originator

and th
Pseudpnymity involves the replacing of a person’s name and other identifying characteristics
order tp prevent identification of the data subject or at least to make such identification.'Substa
Being pseudonymous is the state of using a pseudonym as an identification label,

With rgspect to the degree of linkability, various types of pseudonyms may be.possible:

a)

b)

d)

EXAMALE
the pub]
receive
do not
person

e)

recipient.

Person pseudonym: A person pseudonym is a substitute for the helder's name which
representation for the holder’s civil identity. It may be used in all\contexts, e.g., a numbe
cayrd, the social security number, DNA, a nickname, the pseudonym of an actor, or a
number.

Roje pseudonym: The use of role pseudonyms is limited to specific roles, e.g., a customer
an Internet account used for many instantiations of the same role “Internet user”. T
pseudonym may be used with different communication partners.

Refationship pseudonym: For each communication partner, a different pseudonym is use
that different communications partners cannot tell that they are communicating with the san

Ro
re
wh
different communication partners who interact with a user in the same role, do not |
pseudonym alone whether it-is the same user.

e-relationship pseudonym: For each role and for each communication partner, a
ationship pseudonym is used. This means that the communication partner does not nec

ic domain to Bernstein and “Touched” when communicating the same information to Woodward,
b information abeuta new subject from “Deep Throat” and Woodward from “Watergate”. Bernsteir]
now if “Deep Throat” and “Watergate” are the same person and also do not know if “Deep Thr
hs “Wool’sor, “Touched”, or both.

Transaction pseudonym: For each transaction, a transaction pseudonym unlinkable

with a label, in
ntially difficult.

S regarded as
I of an identity
mobile phone

pseudonym or
he same role

d. This means
e user.

different role-
essarily know,

ether two pseudonyms usediin different roles belong to the same holder. On the other hand, two

now from the

Suppose arseurce of information regularly uses the name “Wool” when communicating ipformation not in

Bernstein then
and Woodward
pat” is the same

to any other
NS is used, e.g.,

trgnsaction pseudonyms and at least initially unlinkable to any other transaction pseudonyn
rawmmmy i U ine- ing. ; i 3]

used to realise as strong anonymity as possible.

lonyms can be

In general, anonymity of both role pseudonyms and relationship pseudonyms is stronger than anonymity of
person pseudonyms. The strength of anonymity increases with the application of role-relationship
pseudonyms, the use of which is restricted to both the same role and the same relationship.

Anonymity is stronger if less personal data of the pseudonym holder can be linked to the pseudonym.
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B.2.3 Reputation engines

The concept of a reputation engine forms the basis of many social media and social networks on the Web.
Reputation engines are used to filter the most relevant information and they become more relevant as the
quantity and variety of information increase dramatically.

A reputation engine can be defined as a formalised set of policies and procedures that are used to compute a
reputation score for an individual based on their past activity. In the online world, a reputation engine is tied to
the idea of a digital footprint. Digital footprints are traces of someone’s activity in a digital environment.

Credit reports and other mechanisms have always provided a means to quantify reputation — but a
comparison of the Web mechanisms of reputation (such as Internet auction ratings) to traditional credit reports
is interesting. [As we transact on the Web (buy, sell, borrow, repay) we create digital data. This Hata is
captured by others (like credit rating agencies) and although it belongs to us — it is ‘owned’ by the ¢redit rating
agency (and indeed we may be charged for accessing it!)

There are mote refined form of reputation engines such as the eBay reputation engine ). The eBay
differs from a fredit score because it is transparent. Every feedback (including negative feedbacks)
back to the pefson about whom the comment is made — thus giving an opportunity for. appeal.

engine
bre fed

A reputation gngine could be used to increase trust by incorporating insights\ffom the wider community
sources through tasks like validating new information sources, validating content sources, real time alerts
such as Twitter search and Google alerts, reinforcing trust from unknown sources, complementing segrch by
external insights, bringing in new/external ideas to the trusted sharing doemain, forecasting opportunities and
threats from external sources, etc. However, many current Web 2.0 technologies (like wikis) have limjtations
for building trugt since they do not have a robust trust model internally)

B.3 Assessing trustworthiness of information

The concepts pinderpinning trust are intrinsically of a subjective rather than objective nature, and as siich are

not necessarily amenable to mechanistic representation. Nonetheless, a Pareto approach [5] can be tEken to

the problem: a|solution where the majority of the-desired result can be achieved with a relatively small @amount
of effort, althoygh any attempt to perfect the model would require a disproportionate amount of effort.

Possible compponents of such an approach-are:

a) That originators of informationtsshould assign a degree of trust in information they publish. The usefulness
of this approach has been validated by the United Kingdom’s Centre for Protection of National
Infrastructure, where it is used to automatically profile and disseminate warning information to a vgriety of
informatiop sharing cofmmunities.

b) That all information-be clearly identified with its source, ideally using a structured data format.

c) Notwithstgnding the concept of source identification, there should also be support for anorjymous
reporting, i 1ge] S i fgrificantly
increases information sharing.

d) That the concept of a Boundary Object be used to encapsulate the substance of any information

exchanged. Boundary Objects are structured assemblages of information that have a degree of mutual
recognition within a community of interest, and as such both enable communication across linguistic and
domain boundaries: the success of initiatives such as Mitre’s Common Vulnerability Enumeration (CVE)
notation is attributed in part to their de facto adoption as such Boundary Objects.

1) Names of products used in this and following paragraphs are examples of relevant products available commercially.
This information is given for the convenience of users of this document and does not constitute an endorsement by ISO or
IEC of these products.
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Figure B.1 — Assessment of message content trustworthiness

e) That both originator and recipient of a trusted information exchange should provide an assessment as to
whether, and how many times, the information is supportive of previously received content: although
there is some scope for automated parsing of information for this purpose, it has to be recognised that
automated parsing of messages for such purposes within the current state of the art is unreliable. To
minimise the risks of specious reinforcement, a diminishing return Cumulative Distribution Function will
need to be applied to the count of number of previous instances, which will therefore mean that the
weighted value of additional information decreases as the count increases.
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f) That the source or recipient assign a flag as to whether the information has been confirmed
independently, to guard against enshrining so-called urban legends as useful information. This enshrines
a further degree of critical scepticism about information received.

g) That recipients of information should assign a subjective rating of the source, based on the precepts of
the “5 By 5” model (see B.1).

Suitably weighted, such criteria can enable members of an information sharing community to quantify the trust
they can and should place in the information that they receive from other members of the community. This is
represented pictorially in Figure B.1 above.
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Annex C
(informative)

The Traffic Light Protocol

This annex describes the Traffic Light Protocol, a mechanism widely used in information sharing communities
to indicate the permitted distribution of information. Although the basic concept is widely understood, there are
a number of slightly different variations in use. This description is taken from the Good Practice Guide for

Agency

(ENISA) tre for the Protect

Infrastiucture (CPNI).

The Tr
betwesd
beyong

The TL
what f
origina

affic Light Protocol (TLP) was created in order to encourage greater sharing of sensit
n organizations. The originator needs to signal how widely they want their{information t
the immediate recipient, if at all.

P is based on the concept of the originator labelling information with one of four colg
irther dissemination, if any, can be undertaken by the recipient. The recipient mu
or if wider dissemination is required.

The fodir colours and their meanings are as follows:
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ED - Personal for Named Recipients Only. In the cantext of a meeting, for example, REL
ited to those present at the meeting. In most circumstances, RED information will be p
in person.

ANIBER - Limited Distribution. The recipient may share AMBER information with othe

hanization, but only on a ‘need-to-know=basis. The originator may be expected to speci
its of that sharing.

REEN - Community Wide. Information in this category can be circulated widely with
mmunity. However, the information may not be published or posted on the Internet
tside of the community.

HITE — Unlimited.-Subject to standard copyright rules, WHITE information may be dis
hout restriction.

ve information howsoever provided by an originator should be marked at the time o
bnce with the TLP. All sensitive information will be deemed to be AMBER unless othe
However, by default and unless specifically stated otherwise at the time of disclosure
rce ofthe sensitive information will always be RED.
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The TLP can also be adapted for use within an organization, for example where only some individuals are
granted full access to all shared information. See Figure 2.
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