INTERNATIONAL ISO/IEC
STANDARD 27009

Second edition
2020-04

T —

Information security, cybersecurity
and privacy protection— Sectgr-
specific application of ISO/IEC 27001
— Requirements
Sécurité de l'information, cybersécurité et protection des données

personnelles — Applicatiowde I'ISO/IEC 27001 a un secfeur
spécifique — Exigences

Reference number
ISO/IEC 27009:2020(E)

© ISO/IEC 2020


https://iecnorm.com/api/?name=6a5dd3188f88b715b707c6692dea713e

ISO/IEC 27009:2020(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=6a5dd3188f88b715b707c6692dea713e

ISO/IEC 27009:2020(E)

Contents Page
FOT@WONM ... oottt iv
1 S0P ... 1
2 INOTTNATIVE FEECT@IICES .......oooooooeoeoeeeeeeee oottt 1
3 R @ T Y o Lo B0 = 0 0 (o) o OO 1
4 OVEIVIEW OFf thiS AOCUINICINE ...t eessee et eeesees e eeeeeeeeeeee

4.1 General ...,

4.2 Structure of this document

4.3 Expanding ISO/IEC 27001 requirements or ISO/IEC 27002 controls
5 Addition to, refinement or interpretation of ISO/IEC 27001 requirementS:\Z.. | ................. 3

5.1 (O3 4 =) = | S S 7

5.2 Addition of requirements to ISO/IEC 27001

5.3 Refinement of requirements in ISO/IEC 270071 ... S 4

5.4 Interpretation of requirements in ISO/IEC 270071 ... b, 4
6 Additional or modified ISO/IEC 27002 guidance 4

6.1 (TS0 =) =1 4

6.2  Additional guidance )

6.3 Modified GUIAANCE ... oo seseeseeseeseeseeees e 5
Annex A (normative) Template for developing sector-spécific standards related to

ISO/IEC 27001 and optionally ISO/IEC 27002.5..).. ..o 6
Annex B (normative) Template for developing sector-specific standards related to

ISO/TEC 27002 ... S et e 9
Annex C (informative) Explanation of the adyantages and disadvantages of numbering

approaches used Within ANNEX B...ol .o 16
BIDLIIOBTAPRY ......oooccoin e et 18
© ISO/IEC 2020 - All rights reserved iii


https://iecnorm.com/api/?name=6a5dd3188f88b715b707c6692dea713e

ISO/IEC 27009:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Information security, cybersecurity and privacy
protection — Sector-specific application of ISO/IEC 27001
— Requirements

1 Scope

amdards) that extend
rt a specificyséftor (domain,

— influde requirements in addition to those in ISO/IEC 27001,

— refine or interpret any of the ISO/IEC 27001 requirements,
— inglude controls in addition to those of ISO/IEC 27001:2013, Annex A and ISO/IEC 27002,
— mpdify any of the controls of ISO/IEC 27001:2013, Annex-A.and ISO/IEC 27002,
— add guidance to or modify the guidance of ISO/IEC 27002.

This dpcument specifies that additional or refined reguirements do not invalidate the refjuirements in
ISO/IEC 27001.

This dpcument is applicable to those involved'in producing sector-specific standards.

2 Normative references

The following documents are referred to in the text in such a way that some or all of|their content
constifutes requirement of thissdocument. For dated references, only the edition citefl applies. For
undated references, the latest edition of the referenced document (including any amendmnjents) applies.

ISO/IEC 27000, Information technology — Security techniques — Information securit)] management
systems — Overview and vocabulary

ISO/IHC 27001, <nformation technology — Security techniques — Information securit)] management
systems — Requirements

ISO/IHC 27002, Information technology — Security techniques — Code of practice for information security

controls

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2020 - All rights reserved 1
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31
interpret

interpretation
explanation of an ISO/IEC 27001 requirement in a sector-specific context which does not invalidate any
of the ISO/IEC 27001 requirements

Note 1 to entry: The explanation can pertain to either a requirement or guidance.

3.2
refine
refinement

supplementation or adaptation of an ISO/IEC 27001 requirement in a sector-specific context which does

not remove o1
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w of this document

1

1 defines the requirements for establishing, implementing, maintaining and cont
information security management system. ISO/IEC 27001 states that its require
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nually
ments
re.

1:2013, Annex A, provides control objectives and controls. ISO/IEC 27001 requ
fo “determine all controls that are necessary to implement the information securi
ion(s) chosen [see 6.1.3 b)]”, and “compare the coentrols determined in 6.1.3 b) aboy
IEC 27001:2013,] Annex A, and verify that nosnecessary controls have been omitt

of control objectives and controls of\ISO/IEC 27001:2013, Annex A, are inclu

NJ

2 provides guidelines for information security management practices includi
ecurity risk environment. The guidelines have a hierarchical structure that cons

D02 are generic and are intended to be applicable to all organizations, regardless g

[ 27001 and ISO/IEC 27002 are widely accepted in organizations, including comn
overnment.agencies and not-for-profit organizations, there are needs for sector-s
pse standards.

The following octuhents have been developed to address these sector-specific needs are:
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ftype,

nercial
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sector and

inter-organizational communications

controls based on ISO/IEC 27002 for telecommunications organizations

controls based on ISO/IEC 27002 for cloud services

identifiable information (PII) in public clouds acting as PII processors

utility industry

ISO/IEC 27010, Information technology — Security techniques — Information security management for inter-

ISO/IEC 27011, Information technology — Security techniques — Code of practice for Information security

ISO/IEC 27017, Information technology — Security techniques — Code of practice for information security

ISO/IEC 27018, Information technology — Security techniques — Code of practice for protection of personally

ISO/IEC 27019, Information technology — Security techniques — Information security controls for the energy
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Other organizations have also produced standards addressing sector-specific needs.

Sector-specific standards should be consistent with the requirements of the information security
management system. This document specifies requirements on how to create sector-specific standards
that extend ISO/IEC 27001 and complement or amend ISO/IEC 27002 (see Clause 1).

This document assumes that all requirements from ISO/IEC 27001 that are not refined or interpreted,
and all controls in ISO/IEC 27002 that are not modified, apply in the sector-specific context unchanged.

4.2 Structure of this document

Clause 5 provides requirements and guidance on how to make addition to, refinement or interpretation
of ISO/IEC 27001 requirements.

Clause] 6 provides requirements and guidance on how to provide control clauses;‘contfol objectives,
contrals, implementation guidance or other information that are additional to ormodify ISO/IEC 27002
contert.

Annex]A contains a template which shall be used for sector-specific standards related to I$O/IEC 27001.

Annex| B contains two templates which shall be used for sectot-specific standarg@ls related to
ISO/IEC 27002.

For sdctor-specific standards related to both ISO/IEC 27001 (see Clause 5) and I§O/IEC 27002
(see Clause 6), both Annex A and Annex B apply.

Annex| C provides explanations about advantages afid“disadvantages of two differept numbering
approdches applied in the two templates in Annex B:

In this|document, the following concepts are used;to adapt ISO/IEC 27001 requirements fpr a sector:
— addition — see 5.2;

— refinement — see 5.3;

— inferpretation — see 5.4.
In this|document, the following ¢concepts are used to adapt ISO/IEC 27002 guidance for a $ector:
— addition — see 6.2;

— medification —see’6.3.

4.3 Expanding ISO/IEC 27001 requirements or ISO/IEC 27002 controls

Sectortspecific standards related to ISO/IEC 27001 may add requirements or guidange to those of
ISO/IEC\27001 or ISO/IEC 27002. The addition may expand the requirements or guiglance beyond
information security into their sector-specific topic.

EXAMPLE ISO/IEC 27018 uses such expansions. ISO/IEC 27018:2019, Annex A contains a set of controls
aimed at the protection of personally identifiable information and, therefore, expands the scope of ISO/IEC 27018
to cover PII protection in addition to information security.

5 Addition to, refinement or interpretation of ISO/IEC 27001 requirements

5.1 General

Figure 1 illustrates how sector-specific requirements are constructed in relation to ISO/IEC 27001.

© ISO/IEC 2020 - All rights reserved 3
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5.2 Additipn of requirements to ISO/IEC 27001

Addition of requirements to ISO/IEC 27001 requirements is permitted.

EXAMPLE

the requiremeits for the policy specified in ISO/IEC 27001:2013, 5.2.

No requirem

requirements

Where appli
requirements

5.3 Refine
Refinement o

NOTE Ref

Where appli
requirements

EXAMPLE 1
this case, the r

need to be refified to include the additionakcontrols given in the sector-specific standard.

Specification

EXAMPLE 2
the scope of th
ISO/IEC 27001

5.4 Interp

Interpretation ®MSO/IEC 27001 requirements is permitted.

NOTE

Additional/ \
soficzzoor | A | refined/ | Bl | sector-spedfic |
requirements T interpreted ~ requirements

requirements H

Figure 1 — Construction of sector-specific requirements

A sector which has additional requirements for an information security policy.¢can add ghem to

ent that is added to those in ISO/IEC 27001 shall remove or invalidate any
defined in ISO/IEC 27001.

Cable, sector-specific additions to ISO/IEC 27001 requirements shall follo
and guidance set out in Annex A.

ment of requirements in ISO/IEC 27001
ISO/IEC 27001 requirements is permitted.
nements do not remove or invalidate any of thiérequirements in ISO/IEC 27001 (see 3.2).

able, sector-specific refinements oft ISO/IEC 27001 requirements shall follg
and guidance set out in Annex A.

A sector-specific standard couldigentain controls additional to ISO/IEC 27001:2013, Ann
bquirements related to information security risk treatment in ISO/IEC 27001:2013, 6.1.3 ]

bf a particular approach to meeting requirements in ISO/IEC 27001 is also permittg

A particular sectorhas a prescribed way to determine the competence of people working

2013, 7.2.

retation of requirements in ISO/IEC 27001

of the

v the

w the

bx A. In
and d)

ed.

within

e sector-specific'management system. This requirement could refine the general requirement in

them into sector-specific context (see 3.1).

Interpretations do not invalidate any of the ISO/IEC 27001 requirements but explain them or place

Where applicable, sector-specific interpretations of ISO/IEC 27001 requirements shall follow the

requirements

and guidance set out in Annex A.

6 Additional or modified ISO/IEC 27002 guidance

6.1 General

Figure 2 illustrates how ISO/IEC 27002 guidance can be added to or modified.
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‘ Additional/ : Sector- \
IS0/ '_E‘;znzgm | J modified ] specific
gui guidance bsd | cuidance

Figure 2 — Construction of sector-specific guidance
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6.2
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ISO/IH

Where
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Before
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to modlify existing ISO/IEC 27002 content, or, achieve the desired result just through tl
sector
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6.3

Clause

If ther

contai
object

4

Modified guidance

TItrot Siatt oty ComtaiiT omne IS tarnce of thie word Stroutd ™

In ISO/IEC 27001, Information security risk treatment requires an organization“to
ve been determined and justification of inclusions, and justification for exclusions of
[ 27001:2013, Annex A. Having only one use of “should” within a controlsstatement

Additional guidance

C 27002 is permitted.

applicable, clauses, control objectives, controls, implementation guidance and othd

specifying additional clauses, control objectives or controls, entities producing §
rds related to ISO/IEC 27001 should consider whether a more effective appro

specific control objectives (instead of adding clauses), controls (instead of contr

hentation guidance and other information (instead of controls) to the existing |
t.

5, controls and their control objectives contained in ISO/IEC 27002 shall not be mo

hed in ISO/IEC 27002, a new sector-specific control objective shall be introduced. TH
ve shall hayerat least one sector-specific control. If there is a sector-specific nee

state controls
controls from
eliminates the

bn of clauses, control objectives, controls, implementation  guidance and other information to

r information
B.

ector-specific
hch would be
ne addition of
bl objectives),
b0/IEC 27002

lified.

e is a sector-specific need to include a control objective that contradicts a conftrol objective

e new control
1 to include a

contrdl that confradicts a control contained in ISO/IEC 27002, a new sector-specific control shall be

introd

Modifilc

liced.

ation' of implementation guidance and other information from ISO/IEC 27002 is p¢

ermitted.

Where applicable, modified clauses, control objectives, controls, implementation guidance and other
information from ISO/IEC 27002 shall follow the requirements and guidance set out in Annex B.
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Annex A
(normative)

Template for developing sector-specific standards related to
ISO/IEC 27001 and optionally ISO/IEC 27002

A.1 Draftipgimstructions
In A.2, the following formatting conventions are used:

— the text ip angle brackets should be replaced by suitable sector-specific text.

EXAMPLE For the telecommunications sector, the title of Clause 4 of the template in A.2, “<Spctor>-
specific rejquirements” is adapted as “Telecommunications-specific requirements/*:

— the text in braces and italics indicates how to use this part of the template; this text shquld be
deleted in the final version of the sector-specific standard.

— the text written without special formatting should be copied verbatim.

A.2 Template
Introductio

{Include how the requirements contained within this document relate to the requirements specified|within
ISO/IEC 27001 and optionally how the guidance contained within the standard relate to the guidgnce in
ISO/IEC 27004 if the sector-specific standard is also related to ISO/IEC 27002.}

{Insert the following text.}

This document is NOT a new management system standard independent of ISO/IEC 27001, but|rather
specifies <seftor>-specific requirements that are composed of refinements of and/or additions to
requirements|in ISO/IEC 27001.

{If the sector-specific standard-is also related to ISO/IEC 27002, insert the following text instead of the fibove.}
This document is NOT a@nrew management system standard independent of ISO/IEC 27001, but rather:

a) specifies ksectotr>-specific requirements that are composed of refinements of and/or additjons to
requirements'in ISO/IEC 27001; and

b) specifies <sector>-specific guidance that supports additions to and/or modifications of
ISO/IEC 27002 (see Clause 6).

1 Scope

{Include appropriate scope statements including the relationship of the standard to ISO/IEC 27001 and
optionally ISO/IEC 27002 if the sector-specific standard is also related to ISO/IEC 27002.}

2 Normative references
{Insert the relevant normative references, including ISO/IEC 27001 and optionally ISO/IEC 27002.}

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

6 © ISO/IEC 2020 - All rights reserved
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3 Terms and definitions
{Insert the following text to ensure that ISO/IEC 27000 is included.}

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 [and the
following] apply.

4 <Sector>-specific requirements related to ISO/IEC 27001:2013
4.1 General

{Inser{ the following text.}

All requirements from ISO/IEC 27001:2013, Clauses 4 to 10, that do not appeat below shall apply
unchanged.

{Add dll sector-specific requirements. When adding a requirement, check first\whether it |s related to a
requir¢gment already existing in ISO/IEC 27001. If additional requirements relate to existing requirements
from ISO/IEC 27001, add a title to them with a prefix of at least three letters for the sector, fpllowed by the
subclayise number and the original title of the subclause from ISO/IEC 27001.

EXAMPLE 4.2 CLD 4.1 Understanding the organization and‘its context.

If ther¢ is no relation to an existing requirement, place the additional requirement as a new sybclause at the
end after all other subclauses in Clause 4 of the sector-specific standard.}

{Optionally, a sector-specific standard may have a table which indicates the relationship betieen the (sub)
clause pf the sector-specific standard and those of ISQ/IEC 27001. A table is a useful tool which helps readers
undersltand the placement of the clauses of the sectay-specific standard compared to those of ISO/IEC 27001.}

Table 1 — Correspondence of <sector>-specific requirements with ISO/IEC 27001

Subclause in Title Subclause in Remarks
ISOYIEC 27001:2013 this document

{Indicqte sector-specific requirements that are additional to the ISO/IEC 27001 requirements by insertion of
the following text.}

In addjtignto ISO/IEC 27001:2013, <clause/subclause number>, the following applies.

{Indicate sector-specific requirements that refine ISO/IEC 27001:2013 requirements by insertion of the
following text.}

ISO/IEC 27001:2013, <clause/subclause number> is refined as follows.

{Indicate sector-specific requirements that interpret ISO/IEC 27001:2013 requirements by insertion of the
following text.}

ISO/IEC 27001:2013, <clause/subclause number> is interpreted as follows.
{If possible, show the added, refined or interpreted text by use of italics.}
{If the sector-specific standard has sector-specific controls, always insert the following text.}

ISO/IEC 27001:2013, 6.1.3 ¢), is refined as follows.

© ISO/IEC 2020 - All rights reserved 7
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Compare the controls determined in 6.1.3 b) above with those in ISO/IEC 27001:2013, Annex A, and

with Annex A

, to verify that no necessary controls have been omitted.

ISO/IEC 27001:2013, 6.1.3 d), is refined as follows.

Produce a Sta

the neces

tement of Applicability that contains:

sary controls [see ISO/IEC 27001:2013, 6.1.3 b) and c)];

a justification for their inclusion;

whether the necessary controls are implemented or not; and

— ajustifica
{The controls
controls. Ther
comes from a
external sourd
should be plac
Insert the follg
clause.}

In addition to

in ISO/IEC 27001:2013, Annex A, are not requirements. However, it is possible\to’m
e are two different types of sources of mandated controls. If the set of mandated c
n external source, then add a requirement mandating the set of controls-by)referenc
e. If they are introduced in this document, specify them explicitly. Such mandated c
ed in the most relevant clause (i.e. Clauses 4 to 10) in this document, for example Cl
wing text to specify the mandated controls as a refinement to ISO/IEC 27001 as an adg

ISO/IEC 27001:2013, Clause <clause number>, the following applies.

tion for excluding any of the controls in Annex A and ISO/IEC 27001:2013, Annex-Al.

nndate
bntrols

ng the

pntrols
nuse 8.

itional

{If the sector-§pecific standard is also related to ISO/IEC 27002, use the template generated by corxbining
Clause 4 of tHis template and Clauses 4 to 6 in B.2 or Clauses 4 to 18 in B.3 appropriately so that the
structure of the sector-specific standard fits for its purpose.}

{If the sectortspecific standard has sector-specific controls, add an Annex A in the same wa)y as of
ISO/IEC 27001:2013, Annex A, with the following text.}

Annex A list of the <sector>-specific reference control objectives and controls which shall be applied as
additions to I$0/IEC 27001:2013, Annex A, as specified in 4.1.

Annex A

(normative)

< Sector > -specific reference control objectives and controls

{Introduce Table A.1 in the same format as ISO/IEC 27001:2013, Annex A, with the following text.}

The additiongdl or modified control objectives and controls listed in Table A.1 are directly derived from
and aligned wjith those defined in this document and are to be used in context with ISO/IEC 27001:2013,

6.1.3, as refin

ed by-this document.
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Annex B
(normative)

Template for developing sector-specific standards related to

ISO/IEC 27002

B.1

B.1.1
InB.2
— th

EX

prafting instructions

Common instructions
hnd B.3, the following formatting conventions are used:

P text in angle brackets should be replaced by suitable sector-specifi¢ text;

AMPLE For the telecommunications sector, the title of Clause.6<of the template in B

template in B.3, “<Sector>-specific guidance” is adapted as “Telecommunications-specific gui

— th
de

— th

B.1.2

There
specifi
produ
suitab

Annex

e text in braces and italics indicates how to use this part of the template; this
leted in the final version of the sector-specific standard;

e text written without special formatting should-be/copied verbatim.

Instructions for two numbering approaches

12 or 4.3 of the
dance”.

ext should be

are two templates, B.2 and B.3, which apply different types of numbering approac

C provides an explanation of,the advantages and disadvantages of the two numberi

given in B.2 and B.3.

B.1.3
prefix

Numb
sector
for ad
infornj

Numbering approach to indicate all of sector-specific contents with thi
in Clause 6 of the sector-specific standard (B.2)

specificdocument) are used as the titles of subclauses in Clause 6 of the sector-spe
litionalsor modified clauses, control objectives, controls, implementation guida
ationfrom ISO/IEC 27002:2013.

es for sector-

c clauses, control objectives, controls, implementation guidance and other information. In
'ing sector-specific standards using-this annex, one of the templates should be selected, that is
e to the reference standard. The.numbering approaches are described in B.1.3 and(B.1.4.

g approaches

ee-letter

ific standard
ce and other

brs and titles;with a three-letter prefix for the sector (along with the subclause :Fmber of the

EXAMF
6.2

tE
CLD 5.1.1 Policies for information security.

In this approach controls, control objectives, implementation guidance and other information which
have no modification of or addition to ISO/IEC 27002 are neither reproduced nor referenced.

B.1.4 Numbering approach in accordance with clause/subclause numbers of ISO/
IEC 27002 (B.3)

All numbers and titles in ISO/IEC 27002:2013, Clauses 5 to 18, are reproduced to indicate relevant
sector-specific implementation guidance/other information, and a three-letter prefix for the sector
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is attached to the title of a (sub)clause so as to indicate additional sector-specific clauses, control
objectives or controls.

EXAMPLE
6 Organization of information security
6.1 Internal organization

6.1.6 ENR — Identification of risks related to external parties

In this approach, controls, control objectives, implementation guidance and other information which
have no modification of, or addition to, ISO/IEC 27002:2013 are not reproduced entirely. Only the
subclause headings are reproduced along with simple text indicating that no modifications or additions

are made.

B.2 Templ
with three-

Introduction
{Include how t
{Insert the fol]

This documer

ate (for numbering approach to indicate all of sector-specifi¢\cont
letter prefix in Clause 6 of the sector-specific standard)

he guidance contained within this document relates to the guidance within ISO/IEC 27

owing text.}

pnts

002.}

t is not a new management system standard independent of ISO/IEC 27001, but rather:

a) specifies| <sector>-specific guidance that supports additions to and/or modificatigns of
ISO/IEC 247002 (see Clause 6); and

b) refines r¢quirements of ISO/IEC 27001:2013, 6.1.3"c) and d), that support additions to gnd/or
modificafions of controls (see Clause 5).

{If the sector-fpecific standard related to ISO/IEC 27002 is also related to ISO/IEC 27001, use Anngx A in

combination with Annex B.}

1 Scope

{Include appropriate scope statements including the relationship of the standard to ISO/IEC 270P1 and

ISO/IEC 27004.}

2 Normativ¢ references

{Insert the relevant normative references, including ISO/IEC 27001 and optionally ISO/IEC 27002.}

ISO/IEC 2700, Inforimation technology — Security techniques — Information security management

systems — Ov

prview.and vocabulary

3 Terms and definitions

{Insert the following text to ensure that ISO/IEC 27000 is included.}

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 [and the
following] apply.

4 Structure

4.1 General

of this document

{If the sector-specific standard has sector-specific clauses, control objectives or controls additional to or

modified from

The <sector>-

10

ISO/IEC 27002, insert the following text.}

specific reference control objectives and controls are listed in Annex A.
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{Optionally, a sector-specific standard may have a table which indicates the relationship between the
(sub)clause of the sector-specific standard and those of ISO/IEC 27002. A table is a useful tool which helps
readers understand the placement of the clauses of the sector-specific standard compared to those of
ISO/IEC 27002.}

Table 1 — Correspondence of <sector>-specific requirements with ISO/IEC 27002

Subclause in Title Subclause in Remarks
ISO/IEC 27002:2013 this document

5 Refiinement of ISO/IEC 27001 requirements
{If the kector-specific standard has sector-specific controls, always insert.the following text.}
ISO/IFC 27001:2013, 6.1.3 c) is refined as follows.

Compdre the controls determined in 6.1.3 b) above with those in ISO/IEC 27001:2013, |Annex A, and
with Annex A, to verify that no necessary controls have been‘omitted.

ISO/IFC 27001:2013, 6.1.3 d) is refined as follows.

Produge a Statement of Applicability that contains;

— thg necessary controls [see ISO/IEC 270012013, 6.1.3 b) and ¢)];
— ajustification for their inclusion;

— whether the necessary controls are implemented or not; and

— ajustification for excludingafiy of the controls in Annex A and ISO/IEC 27001:2013, Annex A.

NOTE These refinements are necessary due to the introduction of new <sector>-specific ¢ontrols in this
document.

All other requirements)in ISO/IEC 27001:2013, Clauses 4 to 10, shall apply unchanged.|There are no
additignal or refinedrequirements specific to <sector>.

{If the fector-spedific standard does not have sector-specific clauses, control objectives or contfols additional
to, or modified from, ISO/IEC 27002, but has implementation guidance or other information additional to,
or modified from, ISO/IEC 27002, always insert the following text.}

All requirements from ISO/IEC 27001:2013, Clauses 4 to 10, shall apply unchanged. There are no
additional or refined requirements specific to <sector>.

6 <Sector>-specific guidance related to ISO/IEC 27002:2013
6.1 General
{Always insert the following text.}

All clauses, control objectives, controls, implementation guidance and other information from
ISO/IEC 27002 that do not appear below apply unchanged.

{If the sector-specific standard has sector-specific clauses, control objectives, controls, implementation
guidance or other information additional to or modified from ISO/IEC 27002, insert them in this clause. For
each added or modified clause, control objectives, control, implementation guidance or other information,
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add a new subclause with a sequential subclause number. If the subclause has a relation to an existing (sub)
clause of ISO/IEC 27002, add a title with the three-letter prefix followed by the referenced (sub)clause number
and title of the (sub)clause of ISO/IEC 27002. If there is no relation, add an appropriate title for the clause.

When considering new control objectives, controls, implementation guidance and/or other information,
check first whether it is related to existing ISO/IEC 27002 content. If it is, modify the relevant ISO/IEC 27002
content. If there is no relation, place the additional content after the clauses, control objectives or controls
from ISO/IEC 27002 (see also 6.3). Number those modified or additional sector-specific clauses, control

objectives or ¢

ontrols in accordance with the above instruction.}

{Indicate sector-specific clauses that are additional to ISO/IEC 27002 by insertion of the following text.}

In addition to

{Indicate sect
following text

In addition to

{Indicate sect
text; ensure th

In addition to

{When modify
by modifying c
Denote sector
the following,

ISO/IEC 2700
{or}
ISO/IEC 2700

{Where the e
following head

Additional i

m|
Additional otl[]er information for)ISO/IEC 27002:2013, <control number>

{If possible, sh
sector-specifid

{If the sector-
modified from

ISOAEC 270022613, the followingappties:

or-specific control objectives that are additional to ISO/IEC 27002 by insertion

h
ISO/IEC 27002:2013, Clause <clause number>, the following applies.

br-specific controls that are additional to ISO/IEC 27002:2013 by insertion of the fol
at the control objective reflects the additional sector-specific controls.}

ISO/IEC 27002:2013 <control objective number>, the following applies.

ing a control objective, control, implementation guidance or other information, for ex

specific modifications of control objectives or contrels in ISO/IEC 27002 by insertion o}
1S required.}

P:2013, <Control objective number> is modijfied as follows.

P:2013, <Control number> is modified as follows.

kisting text of a control is not ‘modified, only additional guidance given, insert one
ings, as required.}

lementation guidance for ISO/IEC 27002:2013, <control number>

ow added or_mmodified text by use of italics. If text from ISO/IEC 27002 is reproduced
standardSit-shall be distinguished from the other elements of the sector-specific stand

bpecificstandard has sector-specific clauses, control objectives or controls additiona
ISOAEC 27002, add an Annex A in the same way as ISO/IEC 27001:2013, Annex A, and 1
[e;the occurrence of “should” by “shall”. Give the annex the following heading and titl

where applica

of the

lowing

ample,

r adding to existing text, repeat as much as necessary{from ISO/IEC 27002 for understgnding.

[ one of

of the

in the
ard.}

[ to, or
eplace,

.}

Annex A list of the <sector>-specific reference control objectives and controls which shall be applied as
additions to ISO/IEC 27001:2013, Annex A, as specified in 4.1.

Annex A

(normative)

<Sector>-specific reference control objectives and controls

{Introduce Table A.1 in the same format as ISO/IEC 27001:2013, Annex A, with the following text.}

The additional or modified control objectives and controls listed in Table A.1 are directly derived from
and aligned with those defined in this document and are to be used in context with ISO/IEC 27001:2013,
6.1.3 as refined by this document.

12
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B.3 Template (for numbering approach in accordance with clause/subclause
numbers of ISO/IEC 27002)

Introduction

{Include how the guidance contained within this document relates to the guidance within ISO/IEC 27002.}

{Insert the following text.}

This d;

a) sp
IS

D/IEC 27002 (see Clause 5 to 18); and

but rather:

ecifies <sector>-specific guidance that supports additions to and/or~modifications of

b) refinesrequirements 6.1.3 ¢)and d) of ISO/IEC 27001 that supportadditionsto and/or|modifications
of|controls (see 4.2).

{If the|sector-specific standard related to ISO/IEC 27002 is also related’toASO/IEC 27001, yse Annex A in

combination with Annex B.}

1 Scope

{Include appropriate scope statements including the relationship of the standard to ISO/IEC 27001 and

ISO/IEL 27002.}

2 Normative references

{Inser{ the relevant normative references, including:)ISO/IEC 27001 and optionally ISO/IEC 27002.}

ISO/IHC 27000, Information technology —\Security techniques — Information securit)] management

systems — Overview and vocabulary

3 Ternms and definitions

{Insert

For the purposes of thistdocument, the terms and definitions given in ISO/IEC 27

follow!
4 Str
41 G

{If the
modifi

the following text to ensure-that ISO/IEC 27000 is included.}

ng] apply.
icture of this.document

pneral

D00 [and the

secton-specific standard has sector-specific clauses, control objectives or controls additional to or

b from ISO/IEC 27002 insert the following text.}

The <sector>-specific reference control objectives and controls are listed in Annex A.

4.2 R

efinement of ISO/IEC 27001 requirements

{If the sector-specific standard has sector-specific controls, always insert the following text.}

ISO/IE

C27001:2013, 6.1.3 c), is refined as follows.

Compare the controls determined in 6.1.3 b) above with those in ISO/IEC 27001:2013, Annex A, and
with Annex A, to verify that no necessary controls have been omitted.

ISO/IE

©150/1

C27001:2013, 6.1.3 d), is refined as follows.
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Produce a Statement of Applicability that contains:

NOTE
document.

the necessary controls [see ISO/IEC 27001:2013, 6.1.3 b) and ¢)];
a justification for their inclusion;

whether the necessary controls are implemented or not; and

a justification for excluding any of the controls in Annex A and ISO/IEC 27001:2013, Annex A.

These refinements are necessary due to the introduction of new <sector>-specific controls in this

All other reqiiirements in I[SO/TEC 27001:2013, Clauses 4 to 10, shall apply unchanged. There
additional or refined requirements specific to <sector>.

{If the sector-
to, or modifie
or modified fr

All requirem
additional or

4.3 <Sector

{Always insert

Sector-specific guidance related to ISO/IEC 27002 are specifiedin Clause 5 to 18 where applicab

All clauses,
ISO/IEC 2700
unchanged.

{For Clauses 5|
mirror the cla

{Insert the s
information q
Number addit
prefix to the s{

EXAMPLE 6

When conside
check first wh
content. If the
from ISO/IEC
objectives or g

ecific standard does not have sector-specific clauses, control objectives or controls add
from, ISO/IEC 27002, but has implementation guidance or other information additic
bm, ISO/IEC 27002, always insert the following text.}

ents from ISO/IEC 27001:2013, Clauses 4 to 10, shall apply ufchanged. There
refined requirements specific to <sector>.

>-specific guidance related to ISO/IEC 27002

the following text.}

control objectives, controls, implementation* guidance and other information
2, where only their (sub)clause headings appear below (but no further guidance)

to 18 of this template, insert all numbers and titles in ISO/IEC 27002:2013, Clause 5 to
ise structure provided in ISO/IEC 27002).}

bctor-specific clauses, contrdl objectives, controls, implementation guidance and
fditional to or modified from ISO/IEC 27002 under the relevant clauses of ISO/IEC
onal clauses, control objectives or controls in the same format as ISO/IEC 27002, but
bctor of at least threevetters for the sector.

.1.6 ENR — Identification of risks related to external parties

ring new gontrol objectives, controls, implementation guidance and/or other inforr
bther it is related to existing ISO/IEC 27002 content. If it is, modify the relevant ISO/IEG
re is norelation, place the additional content after the clauses, control objectives and c
27002 (see also 6.3). Number those modified or additional sector-specific clauses,

Aare no

itional
nal to,

Are no

e.

from
apply

18 (ie.

other
27002.
with a

hation,
27002
pntrols
rontrol

ontrols in accordance with the above instruction.}

{Indicate sector-specific clauses that are additional to ISO/IEC 27002 by insertion of the following text.}

Additional clause for ISO/IEC 27002

{Indicate sector-specific control objectives that are additional to ISO/IEC 27002 by insertion of the following
text at the end of the appropriate clause.}

Additional control objective for ISO/IEC 27002:2013, <clause number>

{Indicate sector-specific controls that are additional to ISO/IEC 27002:2013 by insertion of the following
text at the end of the appropriate control objective; ensure that the control objective reflects the additional
sector-specific controls.}

Additional control for ISO/IEC 27002:2013, <control objective number>

14
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{When modifying a control objective, control, implementation guidance or other information, for example,
by modifying or adding to existing text, repeat as much as necessary from ISO/IEC 27002 for understanding.
Denote sector-specific modifications of control objectives or controls in ISO/IEC 27002 by insertion of one of
the following, as required.}

<Control objective number> is modified as follows.

{or}

<Control number> is modified as follows.

{Where the existing text of a control is not modified, only additional guidance given, insert one of the
followipg-headings-as-required-}

Additi
Additi

{If pos
sector-

{If ther

bnal implementation guidance for ISO/IEC 27002:2013, <control number>

bnal other information for ISO/IEC 27002:2013, <control number>

text urlder the clause or subclause title.}

No add

{If the
modifi
replacé

Annex

additigns to ISO/IEC 27001:2013, Annex A, as'specified in 4.1.

Annex A

(norm
< Sect|
{Introc

The ad

htive)

pr > -specific reference control objectives and controls

6.1.3, 3s refined by this document.

©150/1

5ible, show added or modified text by use of italics. If text from ISO/IEC\27002 is rep
specific standard, it shall be distinguished from the other elements of the sector-specif|

e is no sector-specific content to the specific clause or subclause inISO/IEC 27002, inser

itional information specific to <sector> for ISO/IEC 27002:2013, <clause/subclausg

sector-specific standard has sector-specific clauses;~control objectives or controls ad
bd from, ISO/IEC 27002:2013, add an Annex A in the Same way as ISO/IEC 27001:2013
, where applicable, the occurrence of “should” by:“shall”. Give the annex the following hed

A list of the <sector>-specific reference céntrol objectives and controls which shal

juce Table A.1 in the same format as ISO/IEC 27001:2013, Annex A, with the following ¢

ditional or modified control objectives and controls listed in Table A.1 are directly]
and aligned with thosedefined in this document and are to be used in context with ISO/IE

roduced in the
fc standard.}

t the following

number>.

ditional to, or
Annex A, and
ding and title.}

be applied as

ext.}

derived from
£ 27001:2013,
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