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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take p

art in the work.

The procedures used to develop this document and those intended for its further maintenance are

descriped 1n the ISO/TEC Directives, Part 1. In particular, the different approval criterfia needed for
the different types of document should be noted. This document was drafted in accordhnce with the
editor]al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentjon is drawn to the possibility that some of the elements of this document may lﬁe the subject
of patent rights. ISO and IEC shall not be held responsible for identifyiig’any or all such patent
rights) Details of any patent rights identified during the development of the document jwill be in the
Introduction and/or on the ISO list of patent declarations received (see’www.iso.org/patepts) or the IEC
list of patent declarations received (see http://patents.iec.ch).

Any trpde name used in this document is information given foxthe convenience of userg and does not
constitute an endorsement.

For ai] explanation of the voluntary nature of standdrds, the meaning of ISO specific terms and
expredsions related to conformity assessment, as well as information about ISO's adhlerence to the
World[Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/
iso/foleword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Informati¢n technology,
Subcommittee SC 27, Information security,cybersecurity and privacy protection.

This third edition cancels and replaces the second edition (ISO/IEC 27007:2017), which has been
technifally revised.

The mpin changes compared t0 the previous edition are as follows:

— thp document has beenyaligned with 1ISO 19011:2018;

— thp Introduction has been reworded and expanded;

— in)5.1, the entire text has been removed;

— in|5.2.2%the former item d) has been removed;

— in|5:3,the entire text has been removed;

— in 5.5.2.2, the former item b) and a paragraph below has been removed;

— in 6.5.2.2, the first paragraph has been removed and the NOTE reworded.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

An information security management system (ISMS) audit can be conducted against a range of audit
criteria, separately or in combination, including but not limited to:

requirem

ents defined in ISO/IEC 27001:2013;

policies and requirements specified by relevant interested parties;
statutory and regulatory requirements;

ISMS processes and controls defined by the organization or other parties;

managen
address 1
objective

ent system plan(s) relating to the provision of specific outputs of an ISMS (efg. p
isks and opportunities when establishing ISMS, plans to achieve informatien sq
5, risk treatment plans, project plans).

This document provides guidance for all sizes and types of organizations and ISMS-audits of v

scopes and sc
those by sing
appropriate t

This docume
organizations

hles, including those conducted by large audit teams, typically of larger organizatio
e auditors, whether in large or small organizations. This guidanee should be aday
p the scope, complexity and scale of the ISMS audit programme:

ht concentrates on ISMS internal audits (first party)«and ISMS audits conduc
on their external providers and other external interested parties (second party

document can also be useful for ISMS external audits conducted for purposes other than third

management
party certific

This documer
This documer

1SO 19011:20
external audi
system audita

Annex A prov
Clauses 4 to 1

system certification. ISO/IEC 27006 provides requirements for auditing ISMS fo
htion; this document can provide useful additienal guidance.

tis to be used in conjunction with the guidance contained in ISO 19011:2018.
t follows the structure of ISO 19011:2018.

| 8 provides guidance on the management of audit programmes, the conduct of inte
s of management systems, as,well as on the competence and evaluation of manag
Is.

des guidance for ISMS duditing practices along with requirements of ISO/IEC 27001
0.

ans to
curity

arying
ns, and
ted as

fed by
. This

party
- third

'nal or
ement

:2013,

Vi

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=aa9408dae26124339d847aed41569a62

INTERNATIONAL STANDARD

ISO/IEC 27007:2020(E)

Information security, cybersecurity and privacy
protection — Guidelines for information security
management systems auditing

1 Scope

This d . . . . . .
audit ]Erogramme, on conducting audits, and on the competence of ISMS auditors, ia

guidance contained in ISO 19011.

This d

[SMS dr to manage an ISMS audit programme.

2 N

The following documents are referred to in the text in such acway that some or all of]

consti

undated references, the latest edition of the referenced document (including any amendmnj

1SO 19
1S0/1

systems — Overview and vocabulary

3 T

For the purposes of this document, the'terms and definitions given in ISO 19011 and ISO/IE

ISO an
— IS
— IE

4 Pi

The p1f

5 M

bcument is applicable to those needing to understand or conduct internalor extern

prmative references

utes requirements of this document. For dated references, only the edition cite

11:2018, Guidelines for auditing management systems

27000:2018, Information technology — Security techniques — Information securit)

rms and definitions

d IEC maintain terminologieal databases for use in standardization at the following

D Online browsing platform: available at https://www.iso.org/obp

C Electropedia;available at http://www.electropedia.org/

rinciplesof auditing

inciples of auditing of ISO 19011:2018, Clause 4, apply.

ystem (ISMS)
ldition to the

nl audits of an

their content
d applies. For
ents) applies.

¥ management

> 27000 apply.

addresses:

anaging an audit programme

5.1 General

The guidelines of ISO 19011:2018, 5.1, apply.

5.2 Establishing audit programme objectives

5.2.1 The guidelines of ISO 19011:2018, 5.2, apply. In addition, the guidance in 5.2.2 applies.

©150/1

EC 2020 - All rights reserved


https://www.iso.org/obp/ui
http://www.electropedia.org/
https://iecnorm.com/api/?name=aa9408dae26124339d847aed41569a62

ISO/IEC 27007:2020(E)

ISMS-specific considerations for determining audit!) programme objectives can include:

identified information security requirements;

ents of ISO/IEC 27001;

and effectiveness of the ISMS;

Further information about performance monitoring, measurement, analysis and evaluat

be found in ISO/IEC 27004.

5.2.2
a)
b) requirem
c)
incidents
NOTE
d) informati

on security risks to the relevant parties, i.e. the auditee and audit client.

auditee’s level of performance, as reflected in the occurrence of information security events and

ion can

Examples of

demonstr
and their

obtain an

— evaluate

5.3 Detern
5.3.1 Thegj
5.3.2 Measl
contractual re

5.4 Establij

5.4.1 Roles

The guideline

54.2 Comyp

The guideline
5.4.3 Estab

5.4.3.1 The

SMS-specific audit programme objectives include:

ate conformity withallrelevantlegaland contractualrequirementsand otherrequirg
security implications;

d maintain confidence in the risk management capability of the auditee;

he effectiveness of the actions to address information security‘risks and opportun
hining and evaluating audit programme risks and.opportunities

hidelines of ISO 19011:2018, 5.3, apply.

quirements.
shing audit programme

and responsibilities of the(individual(s) managing audit programme

s of [SO 19011:2018, 5.4.1) apply. In addition, the guidance in 5.4.1.2 applies.

etence of individual(s) managing audit programme

s of ISO 190112018, 5.4.2, apply.
lishing extent of the audit programme

guidelines of ISO 19011:2018, 5.4.3, apply. In addition, the guidance in 5.4.3.2 appli¢

ments

ties.

res to ensure information security and confidentiality should be determined considering
auditees and ¢ther relevant party requirements. Other party requirements can include relevant le

ral and

5.4.3.2 The
a)

the size o

extent of an audit programme can include the following:

f the ISMS, including:

1) the total number of persons doing work under the organization's control and relationships
with interested parties and contractors that are relevant to the ISMS;

2) the number of information systems;

1

For the purpose of this document, the term “audit” refers to ISMS audits.

© ISO/IEC 2020 - All rights reserved
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the number of sites covered by the ISMS;

b) the complexity of the ISMS (including the number and criticality of processes and activities) taking

in

to account differences between sites within the ISMS scope;

c) the significance of the information security risks identified for the ISMS in relation to the business;

d) the significance of the risks and opportunities determined when planning the ISMS;

e) the importance of preserving the confidentiality, integrity and availability of information within
the scope of the ISMS;

f) the complexity of the information systems to be audited, including complexity o

t

D

g) thp number of similar sites.

Consideration should be given in the audit programme to setting priorities that' warrant

exami

respedt to the scope of the ISMS.

NOTE
on mu

Accredjtation Forum (IAF MD1, see Reference [11]). The information 'eontained in ISO/IEC 27004
only rejates to certification audits.

5.4.4

5.4.4.1 The guidelines of ISO 19011:2018, 5.4.4, @pply. In addition, the guidance in 5.4.4.

5.4.4.2 In particular, for all significant risks applicable to the auditee and relevant
progrjmme objectives, ISMS auditors should be allocated sufficient time to review the e

the ac

5.5 Implementing audit programme

5.5.1

The gyidelines of ISO #9011:2018, 5.5.1, apply.

5.5.2

5.5.2.1 The'guidelines of ISO 19011:2018, 5.5.2, apply. In addition, the guidance in 5.5.2.

information

thnology deployed;

hation based on the significance of information security risks and'\business rec

ti-site sampling can be found in ISO/IEC 27006 and mandatary)'document 1 from th

Determining audit programme resources

ions to address information security risks and ISMS related risks and opportunities.

General

Defining the objectives, scope and criteria for an individual audit

more detailed
juirements in

Further information about determining audit time can be found {n180/IEC 27006. Furtijer information

b International
and IAF MD 1

D applies.

to the audit
fectiveness of

D applies.

5.5.2.2 The audit objectives may include the following:

a) evaluation of whether the ISMS adequately identifies and addresses information security
requirements;

b) determination of the extent of conformity of information security controls with the requirements
and procedures of the ISMS.

The audit scope should take into account information security risks and relevant risks and opportunities
affecting the ISMS of relevant parties, i.e. the audit client and the auditee.

©150/1
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The following topics may be considered as audit criteria and used as a reference against which

conformity is

a)

determined:

by the auditee;

contractual requirements and other requirements relevant to the auditee;

risk treatment process;

onforinclusions whothor f]f\ny arao imp]nmanfnr‘ ornotandtho jnc‘f\'Firqfinn for ave
B+ SRS ete H-e-HPPreehtte g o atHHeHSHeaeh1+oexE

the information security policy, information security objectives, policies and procedures adopted

the auditee's information security risk criteria, information security risk assessment process and

the Statement of Applicability, the identification of any sector-specific or other necessary controls,

usions

security performance and the effectiveness of the ISMS;

b)
c)
d)
justificat
of contro
e)
f) the meth
g) informati
h) informati
5.5.3 Selec
5.5.3.1 The
5.5.3.2 Ifaj

between the 1
audit commer

5.5.4 Selec
5.5.4.1 The

5.5.4.2 The
understandin

a)
b)

informati

informati
determin|

the definition of controls to treat risks appropriately;

s of ISO/IEC 27001:2013, Annex A;

pds and criteria for monitoring, measurement, analysis and evaluationcef-the infor}

on security requirements provided by a customer;

on security requirements applied by a supplier or outsourcer.
fing and determining audit methods
guidelines of ISO 19011:2018, 5.5.3, apply. In addition, the guidance in 5.5.3.2 appli¢

oint audit is conducted, particular attention should be paid to the disclosure of infor
elevant parties. Agreement on this shouldbe reached with all interested parties bef
ces.

fing audit team members
guidelines of ISO 19011;20%8, 5.5.4, apply. In addition, the guidance in 5.5.4.2 appli¢

competence of the overall audit team should include adequate knowledg
b of:

on security«isk management sufficient to evaluate the methods used by the audite

on seclirity and information security management sufficient to evaluate (
htiom; planning, implementation, maintenance and effectiveness of the ISMS.

nation

ES.

mation
bre the

e and

D

ontrol

5.5.5 Assig

The guideline

. hititrf crdividuatadi ; H teader
s of SO 19011:2018, 5.5.5, apply.

5.5.6 Managing audit programme results

The guideline

s of SO 19011:2018, 5.5.6, apply.

5.5.7 Managing and maintaining audit programme records

The guideline

s of IS0 19011:2018, 5.5.7, apply.
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5.6 Monitoring audit programme

The guidelines of ISO 19011:2018, 5.6, apply.

5.7 Reviewing and improving audit programme

The guidelines of ISO 19011:2018, 5.7, apply.

6 Conducting an audit

6.1

anaxal

The gy
6.2 1

6.2.1
The gy

6.2.2

6.2.2.1

6.2.2.2
securif
(includ

6.2.3

6.2.3.1

6.2.3.2
is una
inform

ACIICI dI

idelines of ISO 19011:2018, 6.1, apply.
nitiating audit

General

idelines of ISO 19011:2018, 6.2.1, apply.
Establishing contact with auditee
The guidelines of ISO 19011:2018, 6.2.2, applydn addition, the guidance in 6.2.2.

Where necessary, care should be taken to.ensure that the auditors have obtained
y clearance to access documented information or other information required for g
ling but not limited to confidential or sensitive information).

Determining feasibility of audit

The guidelines of ISO 19011:2018, 6.2.3, apply. In addition, the guidance in 6.2.3.

D applies.

the necessary
udit activities

D applies.

Before the audit commences, the auditee should be asked whether any ISMS 3

progr

ation or other eonfidential/sensitive information. The person responsible for man

udit evidence

railable for review by the audit team, e.g. because the evidence contains personally identifiable

ing the audit

mme shouldvdetermine whether the ISMS can be adequately audited in the abdence of audit
evider|ce. If the conclusion is that it is not possible to adequately audit the ISMS without [reviewing the
identiffied audif evidence, the person responsible for managing the audit programme shojild advise the
auditep thatthe audit cannot take place until appropriate access arrangements are granted|or alternative
means|to-achieve the audit have been proposed to or by the auditee. If the audit proceeds, [the audit plan
should take into account any access limitations.

6.3 Preparing audit activities

6.3.1

Performing review of documented information

The guidelines of ISO 19011:2018, 6.3.1, apply.

6.3.2

Audit planning

6.3.2.1 The guidelines of ISO 19011:2018, 6.3.2, apply. In addition, the guidance in 6.3.2.2 applies.

6.3.2.2 The audit team leader should be aware that risks to the auditee can result from the presence
of the audit team members. The audit team’s presence can influence information security and present

© ISO/IEC 2020 - All rights reserved
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a source of additional risk to the auditee’s information, e.g. confidential or sensitive records or system
infrastructure (e.g. accidental erasure, unauthorized disclosure of information, unintended alteration of
information).

6.3.3 Assigning work to audit team

The guidelines of ISO 19011:2018, 6.3.3, apply.
6.3.4 Preparing documented information for audit

6.3.4.1 The guidelines of [SO 19011:2018, 6.3.4, apply. In addition, the guidance in 6.3.4.2 applies.

6.3.4.2 Thelaudit team leader should ensure all audit work documents are classified appropriat¢ly and
handled in ac¢ordance with that classification.

6.4 Condufting audit activities

6.4.1 General

The guidelines of ISO 19011:2018, 6.4.1, apply.

6.4.2 Assigning roles and responsibilities of guides and observers

The guidelinefs of ISO 19011:2018, 6.4.2, apply.

6.4.3 Condpcting opening meeting

The guidelinefs of ISO 19011:2018, 6.4.3, apply.

6.4.4 Communicating during audit

The guidelinefs of [SO 19011:2018, 6.4.4, apply.
6.4.5 Audifinformation availability and access

6.4.5.1 Thelguidelines of [SO'19011:2018, 6.4.5, apply. In addition, the guidance in 6.4.5.2 appli¢s.

6.4.5.2 If any audit_évidence is not available to the audit team during the audit for reasons of
classification [or sensitivity, the lead auditor should determine the extent to which this affe¢ts the
confidence in the audit findings and conclusion, and reflect on it in the audit report without compromising
the sensitivity of the evidence that was not available.

6.4.6 Reviewing document information while conducting audit

6.4.6.1 The guidelines of ISO 19011:2018, 6.4.6, apply. In addition, the guidance in 6.4.6.2 applies.

6.4.6.2 ISMS Auditors should verify that documented information as required by the audit criteria and
relevant to the audit scope exists and conforms to the audit criteria requirements.

ISMS Auditors should confirm that the determined controls within the scope of the audit are related to
the results of the risk assessment and risk treatment process, and can subsequently be traced back to
the information security policy and objectives.

NOTE Annex A provides guidance for ISMS auditing practice, including how to audit the ISMS using relevant
documented information.

6 © ISO/IEC 2020 - All rights reserved
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Collecting and verifying information

6.4.7.1 The guidelines of ISO 19011:2018, 6.4.7, apply. In addition, the guidance in 6.4.7.2 applies.

6.4.7.2 Possible methods to collect relevant information during the audit include:

a) review of documented information (including computer logs and configuration data);

b) visit of information processing facilities;

c) observation of ISMS processes and related controls;

d) us
NOTE 1

NOTE 2

e of automated audit tools.
Annex A provides guidance on how to audit the ISMS processes.

ISO/IEC TS 27008 provides additional guidance on how to assess information security

ISMS audit team members should ensure appropriate handling of all information received

in accd

6.4.8
The gy

6.4.9
The gy

6.4.10

The gy
6.5 1

6.5.1
The gy

6.5.2

6.5.2.1

rdance with the agreement among the audit client, audit team and the auditee.

Generating audit findings

idelines of ISO 19011:2018, 6.4.8, apply.

Determining audit conclusions

idelines of ISO 19011:2018, 6.4.9, apply.

Conducting closing meeting

idelines of ISO 19011:2018, 6.4.10;-apply.
Preparing and distributing audit report

Preparing audit report

idelines of SO 19011:2018, 6.5.1, apply.
Distributing audit report

The-guidelines of ISO 19011:2018, 6.5.2, apply. In addition, the guidance in 6.5.2.

NQTE

controls.

from auditees

D applies.

6.5.2.2

NOTE

When using electronic means for distribution of the audit report, appropriate encrypti

measure to ensure confidentially requirements.

6.6 Completing audit

The guidelines of ISO 19011:2018, 6.6, apply.

6.7 Conducting audit follow-up

The guidelines of ISO 19011:2018, 6.7, apply.

© ISO/IEC 2020 - All rights reserved
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7 Competence and evaluation of auditors

7.1 General

The guideline

s of ISO 19011:2018, 7.1, apply.

7.2 Determining auditor competence

7.2.1 General

7.2.1.1 The

7.2.1.2 Ind
taken into con

a)

complexif
results of

b)
c)

the type(

extent ar
the ISMS
technolog

d)
e)
f)

7.2.2 Persd

extent of

the stand|

The guideline
7.2.3 Know

7.2.3.1 Gern

The guideline

7.2.3.2 Gern

eciding the appropriate knowledge and skills of an ISMS auditor, the following’sha

previouslly demonstrated performance of the ISMS;

LA | 1. Licoi1o0o011. . 373010 7. 3.1 1 L A &1 LA | - ~. 211 1.
gulucuuca uriov 1JU11.42V10, /7.4.1, dppl_y. 11T daUUItiull, U< 5u1ucuu,c 1l 7.4.1.4 lelJllt
sideration:

y of the ISMS (e.g. criticality of information systems within the ISMS; risk asses
the ISMS);

5) of business performed within the ISMS scope;

d diversity of technology utilized in the implementatiof-of the various compon
(such as the implemented controls, documented information and/or process ¢
ical platforms and solutions involved, etc.);

putsourcing and external party arrangements’used within the ISMS scope;

ards, legal requirements and other requirements relevant to the audit programme.

nal behaviour

s of ISO 19011:2018, 7.2.2, apply.
ledge and skills

eral

5 of ISO 19041:2018, 7.2.3.1, apply.

eric knowledge and skills of management system auditors

The guideline

5.0£150 19011:2018, 7.2.3.2, apply.

uld be

sment

bnts of
pntrol,

7.2.3.3 Discipline and sector specific competence of auditors

7.2.3.3.1 The guidelines of [SO 19011:2018, 7.2.3.3, apply. In addition, the guidance in 7.2.3.3.2 applies.

7.2.3.3.2

ISMS auditors should also be able to understand the relevant business requirements.

7.2.3.4 Generic competence of audit team leader

The guidelines of ISO 19011:2018, 7.2.3.4, apply.
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7.2.3.5 Knowledge and skills for auditing multiple disciplines

The guidelines of ISO 19011:2018, 7.2.3.5, apply.
7.2.4 Achieving auditor competence
7.2.4.1 The guidelines of ISO 19011:2018, 7.2.4, apply. In addition, the guidance in 7.2.4.2 applies.

7.2.4.2 ISMS auditors should have knowledge and skills in information technology and information
security, demonstrated for example through relevant certifications (e.g. accredited to ISO/IEC 17024).
Individual ISMS auditors work experience should also contribute to the development of their knowledge
and skills in the ISMS field.

NOTE Further information about certification for ISMS auditors can be found in ISO/IEE27006.

7.2.5 | Achieving audit team leader competence

The gdidelines of ISO 19011:2018, 7.2.5, apply.

7.3 Establishing auditor evaluation criteria

The gdidelines of ISO 19011:2018, 7.3, apply.

7.4 $electing appropriate auditor evaluation method

The gyidelines of ISO 19011:2018, 7.4, apply.

7.5 Conducting auditor evaluation

The gdidelines of ISO 19011:2018, 7.5, apply.

7.6 Maintaining and improving-auditor competence

The gyidelines of ISO 19011:2018, 7.6, apply.

© ISO/IEC 2020 - All rights reserved 9


https://iecnorm.com/api/?name=aa9408dae26124339d847aed41569a62

ISO/IEC 27007:2020(E)

Annex A
(informative)

Guidance for ISMS auditing practice

A.1 Overview

This annex provides generic guidance on how to audit an ISMS, for which an organization

conformance
of the size or
be used by au

NOTE ISO

A.2 Gener]

A.2.1 Audif

During audit
information 1
means of ap
accepted as a

Methods of ol

interview

review of

A.2.2 Strat

There are sor
dealt with at {

Examples are
makes sense

observations;

Fo ISO/IEC 27001. As this guidance is intended to apply to all such ISMS audits, ixresy
hature of the organization involved, this guidance is generic. The guidance s inten
Hitors performing ISMS auditing, whether internal or external.

IEC 27003 gives guidance on implementing and operating an ISMS according to ISO/IEC 2]

al

L objectives, scope, criteria and audit evidence

activities, information relevant to the audit objéetives, scope and criteria, ing
elating to interfaces between functions, activities.and processes, should be obtai
opriate sampling and should be verified. Only information that is verifiable shq
dit evidence. Audit evidence leading to auditfindings should be recorded.

taining information include the following:

S;

documents, including recekds.

poy for auditing an ISMS

he ISO/IEC 27001:2013 subclauses that are closely linked and in practice are oftg
he same timé\inconducting the audit. See Table A.2 for examples.

ISO/IEG27001:2013:6.1.3 and 8.3 and 6.2, 5.1, 5.2, 5.3, 7.1, 7.4, 7.5, 9.1, 9.3 and 10.2
o auditthese subclauses with those linked and related subclauses.

ISO/IEC 2700

1:2013, 7.5, presents the requirements concerning documented information. As exy

claims
ective
ded to

(001.

luding
hed by
uld be

n best

and it

lained

in Table A.2,

A.4.0, eachh Time audltors examine an item oI documented iniormation, 1T OIT

rs the

opportunity to confirm conformity with the requirements of ISO/IEC 27001:2013, 7.5. The guidance on
how to do this is located in Table A.2, A.4.5. The requirements regarding documented information are
not repeated for each occurrence of "documented information” in the table.

A.2.3 Audit and documented information

Audit activities can involve documented information, namely:

a)

b) documented information required by ISO/IEC 27001:2013, 7.5.1 b);

requirement statements of documented information in ISO/IEC 27001 can be used as audit criteria;

c¢) documented information determined by the organization as being necessary for the effectiveness
of the ISMS of ISO/IEC 27001:2013, 7.5.1 c).
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There can be audit evidence other than A.2.3 b), which auditors will obtain through interview,
observations and review of documents, including records.

Detailed discussion of documented information concerning ISO/IEC 27001 can be found in A.3.

A.3 Guidance on ISO/IEC 27001 requirements for documented information

A.3.1 Rationale

Auditors should take care when requesting documented information as evidence of conformity.

There pre:

a) 14 explicit requirements for documented information, including the StatementefiApplicability, as
ligted in Table A.1;

b) fufther requirements are requirements for which:

1)| it would be reasonable to expect that evidence of conformanee will be found |[in the above-
mentioned documented information;

2)| there is no explicit or implicit requirement for documented.information.

Table A.1 — Requirements for documented.information in ISO/IEC 27001

Requirement for documented information concérning ISO pubelwsclln
/IEC 27001:2013

Scope pf the ISMS 4.3
Infornjation security policy 5.4
Inforn{ation security risk assessment process 6.1[2
Inforn{ation security risk treatment process 6.13
Statenient of Applicability 6.1.3(d)
Infornjation security objectives 6.4
Eviderjce of competence 7.2 4)
Docunpented information determined by the organization as being necessary for 7.5.1b)
the effectiveness of the ISMS
Operational planning and Control 8.1
Results of the information security risk assessments 8.2
Results of the information security risk treatment 8.7
Eviderjce of the'monitoring and measurement results 9.1
Eviderjce ef the audit programme(s) and the audit results 9.2p)
Eviderte of the TESUITS Of MATTAagEENt TEVIEWS 973
Evidence of the nature of the nonconformities and any subsequent actions taken 10.1€)
Evidence of the results of any corrective action 10.1g)
NOTE The definition of an audit states that it is a documented process and hence, an auditor can expect the

requirement of ISO/IEC 27001:2013, 9.2 to result in an audit process being documented.

A.3.2 Example of implicit requirement for documented information

As an example of A.3.1 b) 1), consider ISO/IEC 27001:2013, 6.1.2, which requires organizations
to “retain documented information about the information security risk assessment process”. The
preceding requirements [ISO/IEC 27001:2013, 6.1.2 a) to €)] all concern that risk assessment process. It
is therefore reasonable to expect that evidence of conformance to these requirements will be found in
the required documented information concerning the risk assessment process.
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A.3.3 Example where there is no explicit or implicit requirement for documented
information

Asan example of A.3.1b) 2), consider ISO/IEC 27001:2013, 4.1.1. There is no requirement for documented
information concerning external and internal issues. Auditors should not therefore demand to see it.
Nevertheless, failure of the organization to demonstrate that it has determined these issues would
constitute a nonconformity against ISO/IEC 27001:2013, 4.1.1. The onus, however, is on the organization
to determine how it chooses to demonstrate conformance. It can be that top management can explain it
(i.e. someone knows); it can be that there are minutes of a meeting at which the subject was discussed;
it can be evidenced in documented information that is under formal configuration management or
it can be evidenced in some other way. Indeed, it is likely that evidence will be scattered across the
documented information of the ISMS _Eor example the purpose of ISQ/IEC 27001:2013, 41 1 istqg assist
the organizatjon in understanding the context of its ISMS. That context prevails throughout th¢ ISMS,
particularly ih the determination of scope and policy and in the performance of the riskcassegsment
and risk treatiment processes. If the organization has fulfilled the requirements of ISO/IEC|270071:2013,
4.1.1, it likely that its knowledge of external and internal issues will be used in these other areag of the
ISMS, its use [will be consistent and there will likely be evidence of conformancejin)the documented
information cpncerning these other areas.

A.4 The Statement of Applicability

The Statement of Applicability (SoA) is another area which requires, care. The SoA should confain all
necessary coitrols, i.e. the controls that the organization has, as,a ftesult of its risk treatment grocess
[ISO/IEC 270D1:2013, 6.1.3 c)], determined as being necessary.for the modification of information
security risk |n order to meet its risk acceptance criteria. Alldiecessary controls are the organization’s
own requirenents.

Necessary controls can be ISO/IEC 27001:2013, AnnexA, controls, but they are not mandatory. They
can be control|s taken from other standards (e.g. ISO/TEC 27017) or other sources, or they can have been
specially designed by the organization.

In some caseg, the organization uses a contrel that is a variation of an ISO/IEC 27001:2013, Arjnex A,
control and ¢gxcludes the original ISO/IEC 27001:2013, Annex A, control, the rationale for ex¢lusion
being that it hjas been replaced by the organization’s variation of the control. Alternatively, the vafiation
can incorpordte the ISO/IEC 27001:2013, Annex A, control and hence, it would not be excluded.

Auditors shoyld look for conformance with the organization’s specification of its necessary controls,
not with the [specification given in ISO/IEC 27001:2013, Annex A. If the organization’s specifjcation
requires a documented proeedure, then this forms part of the organization’s conformahce to
ISO/IEC 2700[1:2013, 7.5-1:b). If it does not, auditors should not demand to see it. Auditors shoulfl note,
however, the fequirement [ISO/IEC 27001:2013, 8.1)] that the organization should “keep docurhented
information tp the.extént necessary to have confidence that the processes have been carried|out as
planned”. Sinfe ISO/IEC 27001:2013, 8.1 refers to ISO/IEC 27001:2013, 6.1, the organizatiorf’s risk
treatments plan‘and therefore its necessary controls, are within the scope of this requirement for
documented information.

When auditing the selection of controls, it is better to audit against the information security risk
treatment plan(s) [as stated in ISO/IEC 27001:2013, 6.1.3 €)] rather than the individual necessary
controls as listed in the Statement of Applicability. This is because the information security risk
treatment plan(s) are likely to specify the interaction between necessary controls, which is a
consideration that can be missed if only the Statement of Applicability was used.

A.5 Other documented information

The focus of ISO/IEC 27001 is on results. Of the 16 explicit requirements for documented information
(see Table A.1), only three concern specifications (the information security risk assessment process, the
information security risk treatment process and the audit programme). However, this does not prevent
an organization from having documented procedures. Such supporting documentation falls within
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scope of ISO/IEC 27001:2013, 7.5.1 b) (documented information determined by the organization as
being necessary for the effectiveness of its ISMS). It thereby becomes a requirement of an organization
and as such, should be within the scope of an audit.

A.6 Notes

The required information can be part of a webpage or presented to the reader as the results of a database
query. Moreover, with the exception of the Statement of Applicability, ISO/IEC 27001 does not give
names to documents. Thus, it is possible that the documented information concerning the information
security policy is not in a document or webpage called “Information Security Policy”. Organizations are
entitled to call the information security policy something else. The person(s) with the responsibility and
authotfity for ensuring that the information security management system conforms to thelrequirements
of ISOfIEC 27001:2013, 5.3 a), are the same, should know the relationship between th¢ documented
infornjation requirements mandated by ISO/IEC 27001 and their documented informatioh.

A.7 Guidance for auditing an ISMS

Table A.2 lists the following information:

— fifst row: the number and name of the corresponding ISO/IEC(27001:2013 subclause;
— serond row: related clauses (refer to A.2.2 for informatiorkoh how to use this row);

— thjird row: relevant definitions of ISO/IEC 27000:2018 for the corresponding ISO/IEC 27001:2013
supclause;

— fourth row: “Audit evidence” possible selutrces for information on the dorresponding
ISP/IEC 27001:2013 subclause;

— fifth row: “Audit practice guide” guidang¢e for auditing (refer to A.3);

— sixth row: “Supporting documents® references to further documents which can be helpful for
auditing against the corresponding ISO/IEC 27001:2013 subclause.

Table"A:2 — Auditing guidelines for ISO/IEC 27001

A.1 Cantext of the organization (ISO/IEC 27001:2013, Clause 4)
A.1.1 Understanding the erganization and its context (ISO/IEC 27001:2013, 4.1)

Relatefd ISO/IEC 27001:2013, 6.1,9.3

ISO/IHC 27001

subclajuses

Relevgnt External context, information security, internal context, management gystem, or-
ISO/IHC 27000 ganization

definifions

Audit evidence Audit evidence can be obtained through documented information or other information on:

a) theimportantissues that can affect, either positively or negatively, the ISMS;
b) the organization;
c) the purpose of the organization;

d) theintended outcome of the ISMS.

Possible sources of the important issues can include:
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Table A.2 (continued)

a) environmental characteristics or conditions related to climate, pollution, resource
availability, and biodiversity, and the effect these conditions can have on the
organization’s ability to achieve its objectives;

b) the external cultural, social, political, legal, regulatory, financial, technological,
economic, natural and competitive context, whether international, national,
regional or local;

¢) characteristics or conditions of the organization, such as organizational governance,
information flows and decision-making processes;

— organizational policies, objectives, and the strategies that are in place to

achieve them;
— the organization's culture;
— standards, guidelines and models adopted by the organization;
— thelife cycle of the organization’s products and services;

— information systems, processes, science and technology'underlying information
security management;

d) trends of audits and risk assessment.

Audit practice|guide

Auditors should confirm that the organization:

a) has a high-level (e.g. strategic) understardding of the important issues thjat can
affect, either positively or negatively, thedISMS;

b) knows the external and internal is$ues that are relevant to its purpose arjd that
affect its ability to achieve the intehded outcome(s) of its ISMS.

NOTE 1 The requirement in ISO/IEG27001:2013, 4.3 is to “consider the external aind
internal issues referred to in ISQ/IEC 27001:2013, 4.1”. An organization can take ipto
consideration something that not necessarily appears in the output.

Auditors should also confirm‘that the intended outcomes include preservation of fhe
confidentiality, integrityxand availability of information by applying a risk managgment
process and that risks\are adequately managed.

Auditors should also verify that the issues include the important topics for the organ-
ization, problems for debate and discussion, or changing circumstances and also He
verified that.the knowledge gained is used to guide the organization's efforts to plan,
implement and operate the management system.

Supporting
documents

IS0 31000:2018, 5.3
ISO/IEC 27003:2017, 4.1

A.1.2 Understfanding

the needs and expectations of interested parties (ISO/IEC 27001:2013, 4.2)

Related
ISO/IEC 27001

ISO/IEC 27001:2013, 4.1, 4.3

subclauses

Relevant
ISO/IEC 27000
definitions

Interested party

Audit evidence

14

Audit evidence can be obtained through documented information or other informa-
tion about:

a) theinterested parties;

b) the needs and expectations of relevant interested parties that are applicable to the
ISMS and ISO/IEC 27001.

NOTE 2 Potential interested parties can include:

a) legal and regulatory authorities (local, regional, state/provincial, national or
international);
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Table A.2 (continued)

b) parentorganizations;

c) customers;

d) trade and professional associations;
e) community groups;

f) non-governmental organizations;
g) suppliers;

h) neighbours;

i) members of the organization and others working on behalf of the organization;

j)  information security experts.

NOTE 3 Interested party requirements can include:

a) laws;

b) permits, licenses or other forms of authorization;

c) ordersissued by regulatory agencies;

d) judgments of courts or administrative tribunals;

e) treaties, conventions and protocols;

f) relevantindustry codes and standards;

g) contracts which have been entered intd;

h) agreements with community group$,or-non-governmental organizatipns;

i) agreements with public authorjties/and customers;
j)  organizational requirements;
k)

1) voluntary labelling or€énvironmental commitments;

voluntary principles or codes of practice;

m)

n)
NOTE 4 Interested’parties can have different interests, which can be wholly aligned, par-
tially aligned or-opposed to the organization’s business objectives. An example of where
an interestedparty has interests that are opposed to the organization’s o1jectives is the
hacker. The hacker requires the organization to have weak security. Th¢ organization
should take account of this interested party requirement by having the complete opposite,
i.e~strong security.

obligations arising.thder contractual arrangements with the organizption;

information and\communication exchange.

Auditors should be aware that the ISMS considers all internal and externa| risk sources.
Therefore, the organization’s understanding of interested parties that arelopposed to
the organization and their requirements is highly relevant.

Audit |

practiceguide

Auditors should confirm that the organization has a high-level (e.g. strategic) under-
standing of the needs and expectations of relevant interested parties thatfare applicable
to the ISMS and ISO/IEC 27001.

AUditors shroutd verify tiat the orgarmzation ras identified the fterested party require-
ments that it decides to voluntarily adopt or enter into an agreement or contract, as well
as the needs and expectations that are mandatory because they have been incorporated
into laws, regulations, permits and licenses by governmental or court action. It is noted
that not all interested party requirements are requirements of the organization and
some are not applicable to the organization or relevant to the ISMS. Some interested
party needs (e.g. those of a hacker) will be contrary to the purpose of the ISMS and the
organization would be expected to ensure through appropriate information security
controls that such needs and expectations are not satisfied.

Auditors can also confirm that there are interested parties that perceive themselves to
be affected by the ISMS and if there are so, they make it known to the organization.

Auditors can also verify that the organization uses the knowledge gained to guide its
efforts to plan, implement and operate the ISMS.

© ISO/IEC 2020 - All rights reserved
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Table A.2 (continued)

Supporting
documents

ISO 31000:2018, 5.3
ISO/IEC 27003:2017, 4.2

A.1.3 Determining the scope of the information security management system (ISO/IEC 27001:2013, 4.3)

Related
ISO/IEC 27001
subclauses

ISO/IEC 27001:2013, 4.1, 4.2

Relevant
ISO/IEC 27000
definitions

Outsource

Audit evidencd

Audit evidence can be obtained through documented information or other information of:

the scope of the organization’s management system (as defined by
ISO/IEC 27001:2013, 4.3);

the scope of an organization’s certification, if applicable;

the Statement of Applicability.

NOTE5 The scope of an organization’s certification is not neceSsarily the same as th¢ scope
of its ISMS. In general, the scope of certification will be confined to the ISMS organifation.

Audit practice

guide

Auditors should confirm that the organization establishiesthe physical, informatiqnal,
legal and organizational boundaries to which the ISMS\S applied, at its own will apd
chooses to implement ISO/IEC 27001 within the enfire organization or as a specific unit
or particular function(s) within an organization-

Auditors should verify that the organizatiod’s whderstanding of its context (ISO/
IEC 27001:2013, 4.1), the requirements ofirelevant interested parties (ISO/

IEC 27001:2013, 4.2) and interfaces an&dependencies between activities performled
by the organization and those that ar@performed by other organizations [ISO/
IEC 27001:2013,4.3 c)], have been‘adequately considered when establishing the scppe of
the ISMS.

Auditors should further confirm that the organization’s information security risk ps-
sessment and risk treatment properly reflects its activities and extends to the boynd-
aries of its activities as defined in the ISMS scope, to the extent applicable to the apdit
scope. Auditors should verify that there is at least one Statement of Applicability per
scope and that all'the controls determined in the risk management process are indluded
in the Statement(s) of Applicability. These controls are the necessary controls referred
to in ISO/IE€.27001:2013, 6.1.3 b) and are not necessarily ISO/IEC 27001:2013, Arjnex
A controls. They may include sector-specific controls and controls that are design¢d by
the organization or identified from any source.

Auditor's should also confirm that interfaces with services or activities that are ndt com-
pletely within the scope of the ISMS are addressed within the ISMS subject to be apdited
and are included in the organization’s information security risk assessment. An ejample
of such a situation is the sharing of facilities (e.g. IT systems, databases and telecommu-
nication systems or the outsourcing of a business function) with other organizatigns.

It should be verified that documentation of the scope 1Is created and controlled In ac-
cordance with the requirements of documented information (ISO/IEC 27001:2013, 7.5).

Supporting
documents

ISO 31000:2018, 5.3

ISO/IEC 27003:2017, 4.3

ISO/IEC 27006:2015, 8.2, 9.1.3.5 (IS 9.1.3 Scope of certification)
ISO/IEC 17021-1:2015, 8.2.2

A.1.4 Information security management system (ISO/IEC 27001:2013, 4.4)

Related ISO/
IEC 27001
clauses

ISO/IEC 27001:2013, 6.1.1,6.1.2,6.1.3,8.1,8.2,8.3

Relevant
ISO/IEC 27000
definitions

Continual improvement, information security, management system
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Table A.2 (continued)

Audit evidence

Audit evidence can be obtained through documented information or other information
on the processes required to be established in ISO/IEC 27001, which include:

a) processes for management system (ISO/IEC 27001:2013, 4.4);

b) operational planning and control processes, including outsourced processes
(ISO/IEC 27001:2013, 8.1);

c) processes to address risks and opportunities when planning the ISMS, including the
information security risk assessment processes (ISO/IEC 27001:2013, 6.1.2 and/or
8.1.2) and the information security risk treatment processes (ISO/IEC 27001:2013,
6.1.3 and/or 8.1.3);

d) processes to achieve information security objectives.

Audit |

bractice guide

Auditors should confirm that the organization creates the “necessaty bt
set of processes and controls that, together, form an effective managémen
conformance to ISO/IEC 27001 and establishes the ISMS of the(Set of thos

bufficient”
[ system in
interrelated

or interacting elements.

Auditors also should confirm that the organization, in its existing capacity, retains
authority, accountability and autonomy, to decide how'itwill fulfil the ISM|S
requirements, including the level of detail and extentto which it will integrate the ISMS
requirements into its business.

© ISO/IEC 2020 - All rights reserved

Supporting [SO 31000:2018, 5.3

docuntents ISO/IEC 27003:2017, 4.4

A.2 Leadership (ISO/IEC 27001:2013, Clause 5)

A.2.1 Leadership and commitment (ISO/IEC 27001:2013, 5.1)

Related ISO/ ISO/IEC 27001:2013, 4.1, 4.2, 44,5.2,5.3,6.1.1,6.2,7.1,7.4,8.1,9.3, 10.2

IEC 27p01

clausep

Relevgnt Information security, top'management

ISO/IHC 27000

definifions

Audit ¢vidence Audit evidencecan be obtained through documented information or other information on:
a) theinpformation security policy [ISO/IEC 27001:2013, 5.1 a)];
b) theinformation security objectives [ISO/IEC 27001:2013, 5.1 a)];
c) ~.the organization’s processes;
d), results of management reviews [ISO/IEC 27001:2013, 5.1 c), ) and g);
€) evaluation of resource need;
f) communication of the importance of effective information security management

and of conforming to the information security management system r¢quirements.

Evidence can also be obtained through interviews with top management. The results of
management reviews can also provide audit evidence with subclauses other than ISO/
[EC 27001:2013, 5.1 ¢), e) and g).

Audit practice guide |Auditors should confirm the visible support, involvement and commitment of the organ-

ization’s top management which is important to the successful implementation of ISO/
IEC 27001.

Auditors should also verify that:
a) top management delegated tasks are identified;

b) top management remains accountable for the satisfactory completion of activities
assigned to the organization;

c) top management ensures that the information security policy and objectives
are established and they are aligned with the strategic direction of the overall
organization;

d) top management communicates the importance of effective information security
management and of conforming to the ISMS requirements;
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e)

f)
g)

h)

Table A.2 (continued)

top management ensures that the ISMS achieves its intended outcome(s) by
supporting the implementation of all information security management processes
and in particular, through requesting and reviewing reports on the status and
effectiveness of the ISMS [see ISO/IEC 27001:2013, 5.3 b)];

top management directs and supports people in the organization directly involved
with information security and the ISMS;

top management ensures the integration of the ISMS requirements into the
organization’s processes;

top management ensures the availability of resources for having an effective ISMS;

j)

tUP ulauasculcut dootTOoOoTS TTOUUILUT llCCdD dul ills ulauasculcut I CViCVVD a"rld Set
objectives for continual improvement and for monitoring effectiveness of planned
activities;
top management creates a culture and environment that encourages people tp work
actively towards implementing the requirements of the ISMS and Seeking to dchieve
the information security objectives.

Supporting
documents

IS0 31000:2018, 4.2
ISO/IEC 27003:2017, 5.1

A.2.2 Policy (

[SO/IEC 27001:2013, 5.2)

Related I1SO/
IEC 27001
clauses

ISO/IEC 27001:2013, 6.2, 7.4

Relevant
ISO/IEC 2700
definitions

Information security, policy

Audit evidencd

Audit evidence can be obtained through documented information or other informatjon on:

a)
b)

information security policy (ISO/IEC 27001:2013, 5.1);

information security objectives [ISO/IEC 27001:2013, 5.2 b) and
ISO/IEC 27001:2013,/6.2].

Audit practice|guide |Auditors should confirm that:

a) theinformatiensecurity policy specifies the high level organizational commi§ments
as required by’ ISO/IEC 27001, taking into account the organization’s purposej;

b) the infermation security policy is either used to frame or build the information
secutiity objectives which the organization sets for itself, or are stated expli¢itly as
part df the information security policy;

c) ~documented information of the information security policy is created and
controlled in accordance with the requirements of documented information
(ISO/IEC 27001:2013, 7.5);

d) the information security policy is communicated internally, in accordance wiith the
requirements of the communication clause (ISO/IEC 27001:2013, 7.4);

e) the information security policy also is made available to other interested parties as
appropriate.

With the information security policy containing a commitment to satisfy applicable

requirements, in particular, relevant laws and regulations, the ISMS should not be con-

sidered out of conformance so long as it results in the prompt detection and corrective
action of the system deficiencies that contributed to the instance(s) of nonconformity.
Supporting 1SO 31000:2018, 4.3.2
documents ISO/IEC 27003:2017, 5.2
18 © ISO/IEC 2020 - All rights reserved
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Table A.2 (continued)

A.2.3 Organizational roles, responsibilities and authorities (ISO/IEC 27001:2013, 5.3)

Related ISO/
IEC 27001
clauses

ISO/IEC 27001:2013, 7.4,9.2,9.3

Relevant
ISO/IEC 27000
definitions

Information security, organization, top management

Audit evidence

Considering ISO/IEC 27001:2013, 7.5.1 b), audit evidence can be obtained through docu-

mented information or other information on:

Y ) H b 1 1
daj LIIT Ul sauu.auuual T'UICS,

b) the job description of persons doing work under its control that can
the organization’s information security performance;

c) the implementation of internal audit programme and the addit result$;

d) the ISMS scope and structure of the organization.

In addition, there can be further audit evidence obtained through docume
tion or other information on the results of management reviews.

ave impact on

hted informa-

Audit practice guide

Auditors should confirm through review of documented information an
view that:

a) responsibilities and authorities for the iniplementation of the ISMS
are assigned to relevant roles within the'organization;

b) top management is accountable-for these responsibilities and aut
assigned and communicated totherespective persons performing th

c) the responsibilities and autherities are communicated in accord
requirements of the commuutication clause (ISO/IEC 27001:2013, 7.4)

d) demonstration of conférmance to the requirements of ISO/IEC 2700
in accordance with the requirements of the internal audit (ISO/IEC 27

e) performance répotrting is conducted in accordance with the re
managementreview (ISO/IEC 27001:2013, 9.3).

Auditors should verify that responsible individuals have sufficient access
agement to k€ep management informed of the status and performance of t

NOTE 6 The role of ensuring that the management system conforms to the

of ISO/IEC 27001 can be assigned to an individual, shared by several indfividuals or as-

signed to a team.

/or inter-
requirements

horities being
bse roles;

nce with the

| is conducted
D01:2013,9.2);

Juirements of

o top man-
he [SMS.

requirements

Supporting
docunjents

[SO031000:2018, 4.3.3
[SO/IEC 27003:2017, 5.3

A.3 Planning (ISO/IEC 27001:2013, Clause 6)

A.3.1 Actionsto address risks and opportunities (ISO/IEC 27001:2013, 6.1)

A.3.1.1 General (ISO/IEC 27001:2013, 6.1.1)

Related TSO/
IEC 27001
clauses

O/1eC 27001:2015, 4.1, 4.4, 6.1, 9, 10.2

Relevant
ISO/IEC 27000
definitions

Information security, risk, risk management

Audit evidence

Audit evidence can be obtained through documented information or other information on:

a) planning for the ISMS [ISO/IEC 27001:2013, 6.1.1, 7.5.1 b) and 8.1)];

b) the information security risk assessment process (ISO/IEC 27001:2013, 6.1.2);

c) theresults of the information security risk assessments (ISO/IEC 27001:2013, 8.2);
d) theinformation security risk treatment process (ISO/IEC 27001:2013, 6.1.3);

e) theresults of the information security risk treatment (ISO/IEC 27001:2013, 8.3);

© ISO/IEC 2020 - All rights reserved
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Table A.2 (continued)
f)  the results of monitoring and measurements (ISO/IEC 27001:2013, 9.1);

g) the internal audit programme(s) and the results of the internal audit
(ISO/IEC 27001:2013, 9.2);

h) the results of management reviews (ISO/IEC 27001:2013, 9.3);
i)  context of the organization (ISO/IEC 27001:2013, 4);
j)  information security objectives (ISO/IEC 27001:2013, 6.2).

Audit practice guide |Auditors should confirm that the planning:

a) is being performed at a level appropriate to establishing the ISMS;

by Inctudes the consideration of the [SSUeS Televart to tie organizations gontext
identified in (ISO/IEC 27001:2013, 4.1) and the organization’s ~appllicable
requirements identified in (ISO/IEC 27001:2013, 4.3) in order to_@ddrefs any
negative or positive consequence related to ISO/IEC 27001:2013, 6.1.1 a) to c);

c) has anticipated potential scenarios and consequences and as such being preyentive
in addressing undesired effects before they occur;

d) addresses the intended outcomes [ISO/IEC 27001:2013, 6,1.1 d)] determined|by the
organization that include preserving the confidentialityyintegrity and availahfility of
information by applying a risk management process;

e) includes determining how to incorporate the actions'deemed necessary or bereficial
into the ISMS, either through objective setting (ISO/TEC 27001:2013, 6.2), operational
control (ISO/IEC 27001:2013, 8.1) or other specific clauses of ISO/IEC 27001, e.g.
resource provisions (ISO/IEC 27001:201357.1), competence (ISO/IEC 27001:2013,
7.2), information security risk assessment/(ISO/IEC 27001:2013, 8.2), information
security risk treatment (ISO/IEC 27001%2013, 8.3);

f) includes determining the mechanism for evaluating the effectiveness of thelaction
taken is also planned, and can include monitoring, measurement techphiques
(ISO/IEC 27001:2013, 9.1), internal audit (ISO/IEC 27001:2013, 9.2) or management
review (ISO/IEC 27001:2013;9.3).

Supporting 1SO 31000:2018, 5.3 to 5.7

documents ISO/IEC 27003:2017, 6.1,

A.3.1.2 Information security risk assessment (ISO/IEC 27001:2013, 6.1.2)

Related ISO/IEC 27001:2013;8.2

ISO/IEC 27001

subclauses

Relevant availabilityconfidentiality, information security, integrity, risk acceptance, risk ahaly-

ISO/IEC 2700( sis, risk assessment, risk criteria, risk identification

definitions

Audit evidenc Audit evidence can be obtained through documented information or other informatjon on:
a) planning for the ISMS [ISO/IEC 27001:2013, 6.1.1, 7.5.1 b) and 8.1)];
b) the information security risk assessment process (ISO/IEC 27001:2013, 6.1)2) and

the results of information security risk assessment (ISO/IEC 27001:2013, 8.2).

Audit practice guide

20

Auditors should confirm that an information security risk assessment:

a) identifies the security information risks associated with the ISMS;

b) consists of risk identification, risk analysis, and risk evaluation processes.

Risk criteria [ISO/IEC 27001:2013, 6.1.2 a)]

Auditors should confirm that the organization has established and maintains the risk ac-
ceptance criteria and the criteria for performing information security risk assessments.

Although the organization is at liberty to consider whatever factors it deems relevant
in establishing its risk criteria including risk acceptance criteria and the criteria for
performing information security risk assessments, auditors should assess that the or-
ganization established its risk criteria including risk acceptance criteria and its criteria
for performing information security risk assessments based on informed decision.
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Itis reasonable to expect that the organization’s risk criteria are included in the doc-
umented information regarding the risk assessment process. If not, the organization
should be able to explain to the auditors what they are. At the very least, they should
include the organizations’ risk acceptance criteria and the criteria for performing risk
assessments.

NOTE 7 ISO/IEC 27001:2013, 8.2 requires organizations to perform information secu-
rity risk assessments at planned intervals or when significant changes are proposed or
occur. Risk assessment can be performed on all the ISMS or on parts of it (this last case
can show when significant changes have impacts on parts of ISMS and then a new partial

risk assessment is required).

Consistency, validity and comparability of results [ISU/TEC 27001:20

3,6.1.2 b)]

Auditors should confirm that the results of risk assessments by the informn

risk assessment process are consistent, valid and comparable. Thiscenfirpation can be

performed by:

asking the organization why its own risk assessment, résults are co
and comparable;

sampling the documented information concerning-tresults of inform
risk assessment.

For assessing consistency and validity, auditors:can verify if:

similar risks in similar contexts have béen'similarly assessed;

risks differently assessed have a rationale for such difference;

the overall assessment results are unequivocally understandable.

For assessing comparability, auditors can verify:

how the same risk has‘deen evaluated in previous risk assessme
understandable if it has’changed;

if it is unequivocally understandable if a risk is higher or lower than o

ation security

nsistent, valid

ation security

nt and if it is

thers.

Risk identification [ISO/IEC 27001:2013, 6.1.2 c]]

Auditors should-confirm that the organization has identified the informat
risks associated with the loss of confidentiality, integrity and availability
tion within'the scope of the ISMS.

NOTES. ISO/IEC 27001:2013 does notrequire the identification of risks by th
of(assets, threats and vulnerabilities. Other methods of risk identification
such as identifying risks through a consideration of events and consequen|

It is reasonable to expect to find a description of the organization’s risk idg
process in its documented information concerning the risk assessment pr
below). Factors that the organization can have considered (but need not) i
its approach to risk identification can include:

on security
or informa-

P identification
re acceptable,
Ces.

entification
cess (see
h formulating

a) howrisks are found, recognized and described;

b) the sources of risk to be considered.

Further factors that the organization can have considered (but need not) are:

a) howrisks can create, enhance, prevent, degrade, accelerate or delay the achievement
of the organization’s information security objectives; the risks associated with not
pursuing an opportunity;

b) risks whether or not their source is under the control of the organization, even
though the risk source or cause may not be evident;

c¢) examination of the knock-on effects of particular consequences, including cascade
and cumulative effects;

d) consideration of a wide range of consequences, even if the risk source or cause may

not be evident;

© ISO/IEC 2020 - All rights reserved
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Table A.2 (continued)
e) consideration of possible causes and scenarios that show what consequences can
occur;
f)  consideration of all significant causes and consequences;
g) how a comprehensive list of risks can be generated.

NOTE 9 A discovery that large numbers of necessary controls have been inadvertently
omitted can be indicative of a weak risk identification process.

It should be confirmed on sampling, that all important information within the scope of
the ISMS is included in the risk assessment.

Auditors should verify that there are risks identified in the documented information

regarding the risk assessment results that are associated with the loss of confidepnti-
ality, integrity and availability of information within scope of the ISMS. The ongahiza-
tion’s information security objectives can assist the auditors to identify informatjon
security risks.

Auditors should also confirm that:
a) for each risk, the risk owner(s) have been identified;

b) each risk owner has the accountability and authority to manage their ideptified
risk(s).

Risk analysis [ISO/IEC 27001:2013, 6.1.2 d)]

Auditors should confirm that:

a) the organization comprehends the nature of identified risk and determines the level
of the risk, as risk analysis in the informatidn security risk assessment process;

b) the risk analysis provides an input to risk evaluation and to decisions on how risks
need to be treated and on the most appropriate risk treatment, strategigs and
methods.

Auditors should also confirm that.the organization has assessed the potential conpe-
quences and likelihoods associated with the risks that it identified in conformanc¢ to
ISO/IEC 27001:2013, 6.1.2 c).and has thereby determined the levels of risk.

It is reasonable to expect to find a description of the organization’s approach to rigk
analysis in the documented information concerning the risk assessment process and
the results will be in the'documented information regarding the risk assessment fjlesults
(see below). Auditersshould refer to risk management policies, strategies, methods of
the organization.

Risk analysis.can be:

a) undertaken with varying degrees of detail, depending on the risk, the purpose of
the analysis and the information, data and resources available;

b) qualitative, semi-quantitative or quantitative or a combination of these, depgnding
on the circumstances.

Risk evaluation [ISO/IEC 27001:2013, 6.1.2 €]]

Auditors should confirm that the organization has compared the results of its riskfanal-

. el . . . P . . 3 . 1
yoILS WILIT ULIE TITTOTIIIAUOIT SECUTILY TISK dCCEPLAIILE CTILET T4 1O UCLETIIHIIC LIIE dCLEpD a-

bility of the identified risks.

Auditors should also confirm that results of the risk assessment(s) reveal as evidence
that the risk acceptance criteria have been properly applied and that identified and ana-
lysed risks have been prioritized for treatment.

In more details, auditors should review that the risk evaluation:

a) assists in making decisions, based on the outcomes of risk analysis, about how risks
need treatment and the priority for treatment implementation;

b) involves comparing the level of risk found during the analysis process with the
information security risk criteria established when the context was considered.

Auditors should also assess that the decisions:

a) take account of the wider context of the risk;

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=aa9408dae26124339d847aed41569a62

ISO/IEC 27007:2020(E)

Table A.2 (continued)

b)
and other requirements.

consider the requirements of relevant interested parties, including legal, regulatory

Documented information (ISO/IEC 27001:2013, 6.1.2 and 8.2)

Auditors should confirm that documented information regarding the risk assessment

process exists.

It would be reasonable to expect that the documented information about the

information security risk assessment process will contain:
a)

a definition of the risk criteria including the risk acceptance criteria a
for performing information security risk assessments;

nd the criteria

b) rationale for the consistency, validity and comparability of results;

c) adescription of the risk identification process (including the ideptification of risk
owners);

d) adescription of the process for analysing the information seeurity riskg (including the
assessment of potential consequences, realistic likelihood and resultanjt level of risk);

e) adescription of the process for comparing the results with the risk cfiteria and the

prioritization of risks for risk treatment.

NOTE 10 The above-mentioned items each correspond to an ISO/IEC 270
ment, which is why it is reasonable for information/about them to be found
mented information regarding the risk assessmient process.

)1 require-
in the docu-

Suppofting 1SO 31000:2018, 5.3, 5.4, 5.7
documents ISO/IEC 27003:2017, 6.1.2, 8.2
A.3.1.3 Information security risk treatment (ISO/IEC.27001:2013, 6.1.3)

Related I1SO/ ISO/IEC 27001:2013, 8.3, AnnexA
IEC 27p01
clausep
Relevant Control, control objective; documented information, information security,|residual risk,
ISO/IHC 27000 risk assessment, risk'eriteria, risk owner, risk treatment
definifions
Audit ¢vidence Audit evidencecan be obtained through documented information or other information on:
a) planpingfor the ISMS;
b) theinformation security risk treatment process;
) ~the results of information security risk treatment;
d), "the Statement of Applicability.
Audit practice guide.\}Information security risk treatment (ISO/IEC 27001:2013, 6.1.3)

Auditors should confirm that the organization modifies information secur
information security risk treatment process.

ity risks as an

a) selecting one or more options for modifvine information secur
5 S + &

Auditors also should review that the information security risk treatment ilnvolves:

ty risks, and

© ISO/IEC 2020 - All rights reserved

implementing those options, which provide or modify the controls;

b) acyclical process of assessing the effectiveness of that treatment.

Select appropriate information security risk treatment options
[ISO/IEC 27001:2013, 6.1.3 a)]

Auditors should confirm that the documented information concerning the
ment process contains a description of the method that the organization u

risk treat-
ses for

selecting appropriate information security risk treatment options. Auditors should also
confirm that this description corresponds to what the organization actually performs.

Note that ISO/IEC 27000:2018, 3.72, Note 1 enumerates seven risk treatment options
and there is a note referencing ISO 31000 in ISO/IEC 27001:2013, 6.1.3 from which they
are derived.
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Auditors should verify the consistency between the risk criteria and the risk treatment
plan. The organization should be able to explain the decisions that it has made regard-
ing risk treatment options even if they are not documented.

Auditors should review the organization's selected risk treatment options. Auditors
should also review the appropriateness of the selected risk treatment options.

Auditors should verify whether recent changes (e.g. new IT systems or business pro-
cesses) have been suitably incorporated in the risk assessment and the risk treatment
decisions.

Determine all necessary controls [ISO/IEC 27001:2013, 6.1.3 b)]

ment process contains a description of the method that the organization uses for'deter-
this

Aca it 1 11 £3 2l o a1 < I - A H 1o P N
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mining necessary information security controls. Auditors should also confirm th
description corresponds to what the organization actually does.

Itis arequirement [ISO/IEC 27001:2013, 6.1.3 d)] that the Statement of Applicabil
ity contains the necessary controls. The necessary controls do not need to be ISO
IEC 27001:2013, Annex A controls. They may be sector-specific céntrols (as defingd in

the sector specific standards, such as ISO/IEC 27011, ISO/IEC 27017). They may also be
“custom controls”, as organizations can design their own oridentified from any squrce
[see ISO/IEC 27001:2013, 6.1.3 b)].

All controls determined to implement the risk treatmentoptions should be includ¢d
in the Statement of Applicability. Moreover, any custom controls should be explicifly
defined as both in requirement and implementation:-

Compare with Annex A [ISO/IEC 27001:2013,)6.1.3 c)]

Conformance with this requirement is evidenced through review of the Statemen{ of
Applicability as described below.

Produce a Statement of Applicability [ISO/IEC 27001:2013, 6.1.3 d)]

Auditors should verify that the Statement of Applicability contains:

a) thenecessary controlsasdetermined by the process ofapplying ISO/IEC27003:2013,
6.1.3 b) and ¢);

b) the justification for their inclusion (e.g. by reference to the risk treatment dptions
where it is used);

c) whether thelnécessary controls are implemented or not;
d) ajustification for all excluded Annex A controls, for example.:

1) cthe control applies in the context of an activity that the organization dges not
éngage in;

2) the organization uses a custom control that obviates the need for an Apnex A
control;

3) the organization uses a custom control that serves the same purpose|as the
Annex A control (see ISO/TEC 27003 for further information);

e) relevant sector-specific controls, which will either be designated as necessary
controls or treated in the same way as excluded Annex A controls.

Auditors should therefore confirm the consistency between the controls necessary to
realize selected risk treatment options and the Statement of Applicability.

Formulate a risk treatment plan [ISO/IEC 27001:2013, 6.1.3 e)]

Auditors should confirm that the documented information concerning the risk treat-
ment process contains a description of the method that the organization uses for pro-
ducing its risk treatment plan.

24

Auditors should also confirm that the risk treatment plan is formulated from the out-
puts of ISO/IEC 27001:2013, 6.1.3 a) to ).

Auditors should confirm further that the information provided in the treatment plan
includes or links to:
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a) therisk(s) that the plan addresses;
b) necessary control(s);

c¢) how the necessary controls are expected to modify the risk so
acceptance criteria are met;

d) therisk owners;

NOTE 11 The risk owners are responsible for approving the risk treatment plan and

accepting the residual risk.
e) selected risk treatment option(s);

F) the implpmpnfqﬁnn status of necessarvy controls:

that the risk

g) the reasons for selection of treatment options, including expected
gained;

h) proposed actions including responsible individuals, timefraiies’and {
i) resource requirements including contingencies;
j)  performance measures and constraints;

k) reporting and monitoring.

Auditors should review that the risk treatment plan ‘takes into considerati
jective setting and management processes of the\arganization and is discy
relevant interested parties.

benefits to be

chedule;

on the ob-
ssed with

Obtain risk owner approval [ISO/IEC 27001:2013, 6.1.3 f)]

Auditors should confirm that the orgamiization
a) identifies appropriate risk owners;

b) documents the residual risks;

c) obtains the risk owners'approval for the information security risk freatment plan

and acceptance of the'residual risks.

Documented information

Auditors should confirm that documented information regarding the risk
process exists.

It would be réasonable to expect that the documented information about
tion security risk treatment process will contain descriptions of:

a) the method for selecting appropriate information security risk treatment options;

b)\the method for determining necessary controls;

€)) how ISO/IEC 27001:2013, Annex A is used to determine that nece
have not been inadvertently overlooked;

d) how the SoA is produced;
e) how the risk treatment plan is produced;

f) how risk owners’ approval is obtained.

freatment

he informa-

5sary controls

NOTE 12— There s o particutar TequiTement for the Comtent or forTat of an organiza-

tion’s risk treatments plan.

Supporting
documents

[SO 31000:2018, 5.5, 5.7
ISO/IEC 27003:2017,6.1.3, 8.3
ISO/IEC 27006

A.3.2 Information security objectives and planning to achieve them (ISO/IEC 27001:2013, 6.2)

Related I1SO/
IEC 27001
clauses

ISO/IEC 27001:2013,5.1,5.2,7.1,7.3,74,7.5,9.1,9.3,10.2

Relevant
ISO/IEC 27000
definitions

Information security, objective

© ISO/IEC 2020 - All rights reserved
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Audit evidence

Audit evidence can be obtained through documented information or other information
on information security objectives and plans to achieve them.

Audit practice guide |Itis noted that there are linkages from information security objectives and plan-

ning to achieve them (ISO/IEC 27001:2013, 6.2) to leadership and commitment (ISO/

IEC 27001:2013, 5.1) and policy (ISO/IEC 27001:2013, 5.2).

Auditors should confirm that:

a) information security objectives are established at relevant functions and levels of
the organization;

b) information security objectives are specified in a way that allows determination of

c) objectives are measurable, if applicable (there can be situations when it may|not be
feasible to measure an information security objective);

d) the status and progress on information security objectives andplans to gchieve
them are periodically verified in accordance with the requirements of moniforing,
measurement, analysis and evaluation (ISO/IEC 27001:2013,79.1) and updated
as appropriate, consistent with the requirements of.-continual improyement
(ISO/IEC 27001:2013, 10.2);

e) information security objectives and plans to achieve them are communicdted in
accordance with the requirements of the communication (ISO/IEC 27001:2013, 7.4);

f) documented information of the objectives is ckeated and controlled in accordance
with the requirements of documented information (ISO/IEC 27001:2013, 7.5)

Auditors should also verify that:

a) theactions required to achieve the information security objectives (i.e. “whaf”) and
the associated timeframe (i.e. “when®) are determined;

b) the assignment of responsibilitydor doing it (i.e. “who”) is established in accordance
with the requirements of wrganization roles, responsibilities and authjorities
(ISO/IEC 27001:2013, 5.3);

c¢) applicable information security requirements, and results from risk assessmgnt and
risk treatment are taken into account in the objectives and planning to achievg them;

d) any need for budgets, specialized skills, technology or infrastructure, for expmple,
to achieve thesobjectives are determined and provided in accordance with the
requirements of resources (ISO/IEC 27001:2013, 7.1);

e) a mechanism for evaluating the overall results of what was accomplished is
detenmined in accordance with the requirements of monitoring, measurpment,
andlysis and evaluation (ISO/IEC 27001:2013, 9.1) and reported in accordande with
management review (ISO/IEC 27001:2013, 9.3).

Supporting ISO/FEC 27003:2017, 6.2

documents

A.4 Support (JSO/IEC 27001:2013, Clause 7)

A.4.1 Resourdes (ISO/IEC 27001:2013, 7.1)

Related I1SO/ ISO/IEC 27001:2013, 5.1, 6.2, 7.2

IEC 27001

clauses

Relevant Continual improvement, management system
ISO/IEC 27000

definitions

Audit evidence

26

Audit evidence can be obtained through documented information or other information
on the resources that the organization needs to:

a) establish and implement the ISMS (including its operations and controls);
b) maintain and continually improve the ISMS.
Resources can include:

a) people;
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specialized skills or knowledge;

technology;

facilities;

f)

money (e.g. cash, liquid securities and credit lines).

organizational infrastructure (e.g. buildings, communication lines, etc.);

information, other assets associated with information and information processing

Audit practice guide

Auditors should confirm that the organization anticipates, determines and allocates the
resources needed for establishing and implementing the ISMS (including its operations
and controls), as well as those needed for its maintenance and continual improvement.

Suppo
docun

ting
ents

ISO 31000:2018, 4.3.5

A4.2

Competence (ISO/IEC 27001:2011, 7.2)

Relate
IEC 27
clause

1150/
D01

D

ISO/IEC 27001:2013, 5.3, 7.1, 7.5.1 Note, 9.1 d) and €), 9.2 €)

Relevd
ISO/1H
definit

nt
C 27000
ions

Competence, effectiveness

Audit

bvidence

Audit evidence can be obtained through documented information or other
information on relevant:

a)
b)
0)
d)
e)
f)
g)

ISO/IEC 270041:2013, 7.2 broadens the scope of competence to persons wh
members of the organization. The requirement specifies that they are “do
under thé control of the organization”. Examples can include subcontractg
teer wotkers.

organizational roles, responsibilities and authorities;

job descriptions;

required competence;

records of education;

training programmes, eourses and educational activities;

records of actionstaken to acquire and retain the necessary compete

evaluation of their effectiveness.

Auditevidence requested from a third party should be restricted to evide
funhctions and activities performed for the ISMS organization

hce;

h are not
ng work
rs and volun-

ce of the

Audit |

bractice guide

Auditors should confirm that the organization:

a) determines:
1) the persons doing work under its control that affects its informjation security
performance;
2) the knowledge and skills for the persons to achieve intended results;
3) the ability of the persons to apply the knowledge and skills to achieve intended
results;
b) ensures that these persons have the ability on the basis of appropriate education,
training, or experience;
c) where applicable, takes actions to acquire the necessary ability and evaluate the

effectiveness of the actions taken.

Supporting
documents

ISO/IEC 27003:2017, 7.2
ISO/IEC 27021:2017, Annex A

A.4.3 Awareness (ISO/IEC 27001:2013, 7.3)
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Table A.2 (continued)

Related ISO/ ISO/IEC 27001:2013, 5.1 d), 5.2,9.1,9.2, 10.1, 10.2
IEC 27001
clauses

Relevant Conformity, effectiveness, performance, policy
ISO/IEC 27000
definitions

Audit evidence Audit evidence can be obtained through documented information or other information on:
a) information security policy;

b) information security objectives;

c¢) information security performance;

d) nonconformity and corrective action;

e) organizational roles, responsibilities and authorities;
f)  job descriptions;

g) awareness programmes and training material, where applicable.

Audit practice|guide |Auditors should confirm that persons doing work under the organization’s contro] are
aware of:

a) theinformation security policy;

b) their contribution to the effectiveness of the ISMSyincluding the benefits of improved
information security performance;

c) theimplications of not conforming with thedSMS requirements.

Auditors should interview an appropriate niumber of persons as sampling to confifm
that they are aware of this information.

Awareness of the policy should not be taken to mean that it needs to be memorizefi;
rather, persons should be aware of\the’key policy commitments, and their role in gchiev-
ing them.

Auditors can find information(Security awareness evidence also in awareness and|
training initiatives not dedicated to information security. These activities can be ¢losely
related to the communicdtion activities by top management [ISO/IEC 27001:2013}5.1 d)

and 7.4].
Supporting ISO/IEC 27003:2017:7.3
documents
A.4.4 Commuphication (ISO/IEC 27001:2013, 7.4)
Related I1SO/ ISO/IEG27601:2013, 5.1, 5.2,5.3,6.2,9.2
[EC 27001
clauses
Relevant Policy
ISO/IEC 2700(
definitions
Audit evidenc Auditevidencecanbe-obtainedthrough-documentedinformationorotherinformation on

........................

a) information security policy;

b) organizational roles, responsibilities and authorities;

c) theinformation security risk assessment process;

d) theinformation security risk treatment process;

e) information security objectives;

f)  information that the processes have been carried out as planned;
g) theresults of the information security risk assessments;

h) the results of the information security risk treatment;

i) performance of the ISMS;

j)  results of audits;
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Table A.2 (continued)

k) results of management reviews.
Audit practice guide |Auditors should confirm that the organization's communication needs are identified,
implemented and maintained effectively along the communication requirements of ISO/
IEC 27001.
Examples of evidence can include
a) answers being documented in the minutes of a meeting, or
b) aformal communications plan, documented procedures and results, or
c) interviews with people assigned to defined roles in order to demonstrate that
they know, for communication relevant to their roles, on what, when, whom to
communicate, who have authorities for such communication and|how it is the
processes by which communication is affected.
Such evidence can be supplemented by:
a) information of communication on the following:
1) importance of effective information security management and oflconforming to
the information security management system-reqtirements;
2) policy;
3) responsibilities and authorities;
4) performance of the ISMS;
5) objectives;
6) contribution to the effectiveness of the ISMS, including the benefits of improved
performance;
7) implications of notconforming with the ISMS requirements;
8) results of audits;
b) aformal communications plan, documented procedures and results.
Auditors should-verify that the organization has determined its needs for fommunica-
tion related.to’the ISMS. For example, these can include transparency, appfopriateness,
credibility,responsiveness, clarity and protection.
Communication can be verbal or written, one-way or two-way, internal or|external.
Suppofting 150.31000:2018, 4.3.6, 4.3.7
docuntents ISO/IEC 27003:2017, 7.4
A.4.5 Documented-information (ISO/IEC 27001:2013, 7.5)
A.4.5.1 General{(ISO/IEC 27001:2013, 7.5.1)
Related 1SO/ ISO/IEC 27001:2013, 4.3,5.2 ¢),6.1.2,6.1.3,6.2,7.2d), 8.1,8.2,8.3,9.1,9.2 g), 9.3, and 10.1
IEC 27p0%
clauses
Relevant Documented information
ISO/IEC 27000
definitions

Audit evidence

Audit evidence can be obtained through documented information or other information

created, controlled and/or maintained in an ISMS, including:

a)

scope of the management system;

b) policy;

c) objectives;

d) evidence of competence;

e) information of external origin necessary for the planning and op

management system;

© ISO/IEC 2020 - All rights reserved
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Table A.2 (continued)

f) information security risk assessment process;
g) information security risk treatment process;
h) Statement of Applicability;

i) information necessary to have confidence that the processes and determined
controls have been carried out as planned;

j)  results of information security risk assessment;
k) results of information security risk treatment;

1)  monitoring, measurement, analysis and evaluation results;

T ITIteT Tt audit prograriiie aid evIaence of (tS IMpIementation;
n) internal audit results;

0) management review results;

p) nature of nonconformities and actions taken;

q) corrective action results.

Documented information, originally created for purposes other-than the fulfilmert of
the requirements of ISO/IEC 27001, can be used.

Audit practice|guide

Auditors should confirm that the organization’s ISMS includes:
a) documented information required by ISO/IEC 270072;

b) documented information determined by the organization as being necessary for the
effectiveness of the ISMS.

The phrase “documented information as evidence of ...” implies the former term “rgcord”.

Auditors should confirm that the organization determines what documented infofma-
tion it needs beyond that which is explicitly required by ISO/IEC 27001 for the effg¢c-
tiveness of its ISMS. The factors it should take into account are listed in the row offaudit
evidence.

The term “documented information” refers to information that ISO/IEC 27001 de-|
termines is necessary to control and maintain in any format or media (see ISO/
[EC 27001:2013, 7.5.3).

The auditor should confirm that documented information is created and controlled in
accordance with thexequirements of ISO/IEC 27001:2013, 7.5.2 and 7.5.3.

Supporting
documents

[SO 31000:2018, 57
ISO/IEC 27003:2017, 7.5.1

A.4.5.2 Creating and

updating (ISO/IEC 27001:2013, 7.5.2)

Related 1SO/ ISOAEC27001:2013,4.3,5.2¢),6.1.2,6.1.3,6.2,7.2d),8.1,8.2,8.3,9.1,9.2 g),9.3,and 10.1
IEC 27001
clauses
Relevant Documented information
ISO/IEC 2700(
definitions
Audit evidence Audit evidence can be obtained through documented information or other information on:
a) common attributes which allow clear and unique identification;
b) formatand media used;
c) date oflast review or update;
d) history of changes;
e) identity of reviewer and approver.
Audit practice guide |Auditors should confirm that when creating and updating documented information, the
organization ensures appropriate
a) identification and description (e.g. a title, date, author, or reference number);
b) format (e.g. language, software version, graphics) and media (e.g. paper, electronic);
c¢) review and approval for suitability and adequacy documented information.
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