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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The pfocedures used to develop this document and those intended for its further maintenance are
descriped in the ISO/IEC Directives, Part 1. In particular the different approval criterja needed for
the different types of document should be noted. This document was drafted in aceordance with the
editorfial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may He the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights| Details of any patent rights identified during the development.of the document Will be in the
Introduction and/or on the ISO list of patent declarations received (seeAvww.iso.org/patents).

Any tfade name used in this document is information given forthe convenience of users|and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related tp conformity
asses§ment, as well as information about ISO’s adherence to the WTO principles in the Technical
Barrigrs to Trade (TBT) see the following URL: Foréword - Supplementary information

The cpmmittee responsible for this document’is ISO/IEC JTC 1, Information technoldgy, SC 27, IT
Security techniques.

ISO/IHC 27006 was prepared by the Joint“Technical Committee ISO/IEC JTC 1, Informatign technology,
Subcommittee SC 27, IT Security technigues.

This third edition cancels and replaces the second edition (ISO/IEC 27006:2011), whlich has been
technically revised.
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Introduction

ISO/IEC 17021-1 sets out criteria for bodies operating audit and certification of management systems. If
such bodies are to be accredited as complying with ISO/IEC 17021-1 with the objective of auditing and
certifying information security management systems (ISMS) in accordance with ISO/IEC 27001:2013,
some additional requirements and guidance to ISO/IEC 17021-1 are necessary. These are provided by
this International Standard.

The text in this International Standard follows the structure of ISO/IEC 17021-1 and the additional
ISMS-specific requirements and guidance on the application of ISO/IEC 17021-1 for ISMS certification
are identified by the letters “IS”.

The term “shall” is used throughout this International Standard to indicate those provisions’which,
reflecting thg requirements of ISO/IEC 17021-1 and ISO/IEC 27001, are mandatory. The tepm.*should” is
used to indicdte recommendation.

The primary purpose of this International Standard is to enable accreditation bodies\to - more effe¢tively
harmonize their application of the standards against which they are bound to asseSs certification Qodies.

Throughout this International Standard, the terms “management system” and “system” argq used
interchangeaply. The definition of a management system can be found in ISO 9000:2003. The
management|system as used in this International Standard is not to lsesconfused with other types of
systems, such as IT systems.

vi © ISO/IEC 2015 - All rights reserved
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Information technology — Security techniques —
Requirements for bodies providing audit and certification
of information security management systems
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ements contained within ISO/IEC 17021-1 and ISO/IEC 27001. It is primarilyintend
Creditation of certification bodies providing ISMS certification.

bquirements contained in this International Standard need to be,démonstrated
tence and reliability by any body providing ISMS certification, and the guidance

ing ISMS certification.

This International Standard can be used as a criteria document for accreditation, peer
udit processes.

prmative references

llowing documents, in whole or in part, agesnormatively referenced in this docu
ensable for its application. For dated references, only the edition cited applies.
hces, the latest edition of the referenced'document (including any amendments) app

C17021-1:2015, Conformity assessnient — Requirements for bodies providing audit an
agement systems — Part 1: Requirements

C 27000, Information technelogy — Security techniques — Information security
s — Overview and vocabulary

C 27001:2013, Information technology — Security techniques — Information securit)
s — Requirements
erms and definitions

e purpoeses of this document, the terms and definitions given in ISO/IEC 17021-1, I§
e following apply.

'_ﬁﬁ_sﬁ_d_f—‘_ﬁ_d_d_f_ﬁgn ernational standard Speciiies requirements and provides guidance for bodjes providing
and certification of an information security management system (ISMS), in\addition to the

ed to support

in terms of
contained in
for any body

assessment or
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For undated
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 certification

management

management

0/IEC 27000

31

certification documents
documents indicating that a client’s ISMS conforms to specified ISMS standards and any supplementary
documentation required under the system

4 Principles

The principles from ISO/IEC 17021-1, 4 apply.
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5 General requirements

5.1 Legal and contractual matters

The requirements of ISO/IEC 17021-1, 5.1 apply.

5.2 Management of impartiality

The requirements of ISO/IEC 17021-1, 5.2 apply. In addition, the following requirements and
guidance apply.

5.2.1 IS5.7

Certification
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courses
certificat
which is
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b) making
interpref]

c) activitieq
activitieg
clause ar
these red
audit dun

Conflicts of interest

bodies may carry out the following duties without them being considered as'consultancy

btential conflict of interest:

b and participating as a lecturer in training courses, providedjthat, where
‘elate to information security management, related management systems or au
ion bodies shall confine themselves to the provision of generic.information and

these
liting,
hdvice

publicly available, i.e. they shall not provide company-specific.advice which contrgvenes

rements of b) below;

pvailable or publishing on request information describing the certification
ation of the requirements of the certification audit standards (see 9.1.3.6);

prior to audit, solely aimed at determining readiness for certification audit; howeve

body’s

I, such

shall not result in the provision of recommendations or advice that would contravepe this
d the certification body shall be able to confirm that such activities do not contfavene
uirements and that they are not used te\justify a reduction in the eventual certification

ation;

d) performi
being pa

e) addingv
improve

The certifica
bodies (inclu

5.3 Liabili

The require

g second and third-party audits @€cording to standards or regulations other than| those

t of the scope of accreditation;

lue during certification audits and surveillance visits, e.g. by identifying opportunities for
ent, as they become evident during the audit, without recommending specific solufions.

ion body shall notprovide internal information security reviews of the client’d ISMS
subject to ceftification. Furthermore, the certification body shall be independent from the body or

ing any individwals) which provide the internal ISMS audit.

y and fihancing

ents-of ISO/IEC 17021-1, 5.3 apply.

6 Structural requirements

The requirements of ISO/IEC 17021-1, 6 apply.

7 Resource requirements

7.1 Competence of personnel

The requirements of ISO/IEC 17021-1, 7.1 apply. In addition, the following requirements and
guidance apply.

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=11f09ce683e0274799f75ea2e9845fdd

7.1.1

ISO/IEC 27006:2015(E)

IS 7.1.1 General considerations

7.1.1.1 Generic competence requirements

The certification body shall ensure that it has knowledge of the technological, legal and regulatory
developments relevant to the ISMS of the client which it assesses.

The certification body shall define the competence requirements for each certification function as
referenced in Table A.1 of ISO/IEC 17021-1. The certification body shall take into account all the
requirements specified in ISO/IEC 17021-1 and 7Z.1.2 and 7.2.1 of this International Standard that are
relevant for the ISMS technical areas as determined by the certification body.

NOTE
certifi

7.1.2

7.1.2.

7.1.2.

The cgrtification body shall have criteria for verifying the background experience, specif
briefiIg of audit team members that ensures at least:

a) k

b) technical knowledge of the activity to be audited;

c k
d) k
N
k

e)

These|above requirements a) to'e) apply to all auditors being part of the audit team, with
of b), which can be sharedamong auditors being part of the audit team.

The allﬁdit team shall be-competent to trace indications of information security incidents

ISMS

The a
of the
infor

cover Fh&ISMS scope being audited).

7.1.2.

Annex A provides a summary of the competence requirements for personnel invplj
ation functions.

IS 7.1.2 Determination of Competence Criteria
I Competence requirements for ISMS auditing

1.1 General requirements

owledge of information security;

Iowledge of management systems;
owledge of the principles of auditing;
DTE Further information on the'principles of auditing can be found in ISO 19011.

nowledge of ISMS monitoring,measurement, analysis and evaluation.

ack to the appropriate elements of the I[SMS.

hdit team~shall have appropriate work experience of the items above and practic
be items.(this does not mean that an auditor needs a complete range of experience
ationsecurity, but the audit team as a whole shall have enough appreciation and

red in specific

ic training or

the exception

in the client’s

h]l application
bf all areas of
pxperience to

1.2 Information security management terminology, principles, practices and techniques

Collectively, all members of the audit team shall have knowledge of:

a) ISMS specific documentation structures, hierarchy and interrelationships;

b) information security management related tools, methods, techniques and their application;

c) information security risk assessment and risk management;

d) processes applicable to ISMS;

e) the current technology where information security may be relevant or an issue.
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Every auditor shall fulfil a), c) and d).

7.1.2.1.3 Information security management system standards and normative documents
Auditors involved in ISMS auditing shall have knowledge of:

a) all requirements contained in ISO/IEC 27001.

Collectively, all members of the audit team shall have knowledge of:

b) all controls contained in ISO/IEC 27002 (if determined as necessary also from sector specific
standards) and their implementation, categorized as:

1) inforjmation security policies;

2) orgahization of information security;

3) human resource security;

4) assef management;

5) accegs control, including authorization;

6) cryptography;

7) physjcal and environmental security;

8) opergtions security, including IT-services;
9) cominunications security, including network security management and information transfer;
10) systgm acquisition, development and maintemarice;
11) supplier relationships, including outsour¢ed services;
12) information security incident management;

13) information security aspects of business continuity management, including redundancigs;

14) compliance, including information security reviews.

7.1.2.1.4 Bpsiness management practices
Auditors invdlved in ISMS:auditing shall have knowledge of:
a) industrylinformation security good practices and information security procedures;

b) policies gqndbisiness requirements for information security;

c) general business management concepts, practices and the inter-relationship between policy,
objectives and results;

d) management processes and related terminology.

NOTE These processes also include human resources management, internal and external communication
and other relevant support processes.

7.1.2.1.5 Client business sector
Auditors involved in ISMS auditing shall have knowledge of:
a) the legal and regulatory requirements in the particular information security field, geography and

jurisdiction(s);

4 © ISO/IEC 2015 - All rights reserved
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b) in
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formation security risks related to business sector;

c) generic terminology, processes and technologies related to the client business sector;

d) the relevant business sector practices.

The criteria a) may be shared amongst the audit team.

7.1.2.1.6 Client products, processes and organization

06:2015(E)

Knowledge of legal and regulatory requirements does not imply a profound legal background.

Collec

a) th
dé

b) cd
c) le

7.1.2.

In add
which

a) kmowledge and skills to manage the certification audit process and the audit team;

b) dg
7.1.2.

7.1.2.

H 1 At H 1 . el VW fal pa 1 111 1 1ol £
lVCly, AdUUILUL S TIIVUIVCU 111 101IVIO auu1L1115 O11I4aI1l TIdavT 1\11uvv1cu5c Ul.

e impact of organization type, size, governance, structure, functions and-rels
velopment and implementation of the ISMS and certification activities, including ou

mplex operations in a broad perspective;

bal and regulatory requirements applicable to the product or service!

P Competence requirements for leading the ISMS audit team

ition to the requirements in 7.1.2.1, audit team leaders‘shall fulfil the following
shall be demonstrated in audits under guidance and supervision:

monstration of the capability to communicate-effectively, both orally and in writing
B Competence requirements for conducting the application review

8.1 Information security management system standards and normative docu

Perscl)Iinel conducting the applicationTeview to determine audit team competence requi

the a

a) re

7.1.2.

Personnel conducting the application review to determine the audit team competence

select

a) gq

it team members and to.détermine the audit time shall have knowledge of:

levant ISMS standards and other normative documents used in the certification prd

8.2 Client business sector

the audjtteam members and to determine the audit time shall have knowledge of:

neric terminology, processes, technologies and risks related to the client business s

tionships on
tsourcing;

equirements,

b

ments

red, to select

cess.

required, to

ector.

7.1.2.

.3 Client products, processes and organization

Personnel conducting the application review to determine audit team competence required, to select

the au

dit team members and to determine the audit time shall have knowledge of:

a) client products, processes, organization types, size, governance, structure, functions and
relationships on development and implementation of the ISMS and certification activities, including
outsourcing functions.
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7.1.2.4 Competence requirements for reviewing audit reports and making certification decisions

7.1.2.4.1 General

The personnel reviewing audit reports and making certification decisions shall have knowledge that
enables them to verify the appropriateness of the scope of certification as well as changes to the
scope and their impact on the effectiveness of the audit, in particular the continuing validity of the
identification of interfaces and dependencies and the associated risks.

Additionally, the personnel reviewing audit reports and making the certification decisions shall have
knowledge of:

a) managenllent systems in general;
b) audit processes and procedures;

c) audit prifciples, practices and techniques.

7.1.2.4.2 Information security management terminology, principles, practices and techniques
The personngl reviewing audit reports and making the certification decisions.shall have knowledge of:
a) theitemgqlisted in 7.1.2.1.2 a), c¢) and d);

b) legal and|regulatory requirements relevant to information security.

7.1.2.4.3 Information security management system staridards and normative documents
Personnel reyiewing audit reports and making certification decisions shall have knowledge of:

a) relevant [SMS standards and other normative doecuments used in the certification process.

7.1.2.4.4 Client business sector
Personnel reyiewing audit reports and making certification decisions shall have knowledge of:

a) generic terminology and risks related to the relevant business sector practices.

7.1.2.4.5 Client products, processes and organization
Personnel reyiewing audjt'reports and making certification decisions shall have knowledge of:

a) client products,(processes, organization types, size, governance, structure, functionp and
relationships,

7.2 Personnelinvolved in the certification activities

The requirements of ISO/IEC 17021-1, 7.2 apply. In addition, the following requirements and
guidance apply.

7.2.1 IS 7.2 Demonstration of auditor knowledge and experience

The certification body shall demonstrate that the auditors have knowledge and experience through:
a) recognized ISMS-specific qualifications;

b) registration as auditor where applicable;

c) participation in ISMS training courses and attainment of relevant personal credentials;

d) up to date professional development records;

6 © ISO/IEC 2015 - All rights reserved
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MS audits witnessed by another ISMS auditor.

7.2.1.1 Selecting auditors

ition to 7.1.2.1, the criteria for selecting auditors shall ensure that each auditor:

has professional education or training to an equivalent level of university education;

least two years are in a role or function relating to information security;

06:2015(E)

has at least four years full time practical workplace experience in information technology, of which

has successfully completed at least five days of training, the scope of which covers ISMS audits and

In add
a)
b)
at
c)
au
d) hd
re
ok
Su
Su
e) hd
f) ke
cq
Techn
7.2.1.
In add

that this auditor:

a) hg
as

7.3

The 1
guida

7.3.1
Techn

inpiplementation assessment and audit reporting;

dit management;

1s gained experience in the entire process of assessing information security\prior
sponsibility for performing as an auditor. This experience should have’ be¢
irticipation in a minimum of four ISMS certification audits, including’ re-cert
rveillance audits, for a total of at least 20 days of which at most. 5 days ma
rveillance audits. The participation shall include review of documéntation and risl

s relevant and current experience;

eps current knowledge and skills in information security and auditing up to
ntinual professional development.

cal experts shall comply with criteria a), b) and_e):

D

Selecting auditors for leading the team

ition to 7.1.2.2 and 7.2.1.1, the criteria*for selecting an auditor for leading the tean

s actively participated in all stages of at least three ISMS audits. The participation
sessment and formal audit@eporting.

Use of individual external auditors and external technical experts

equirements of 1SO/IEC 17021-1, 7.3 apply. In addition, the following requi
hce apply.

IS 7.3\Using external auditors or external technical experts as part of the aud

cal 'experts shall work under the supervision of an auditor. The minimum reqt

technical'experts are listed in 7.2.1.1

to assuming
n gained by
ification and
y come from
kK assessment,

date through

shall ensure

shall include

infitial scoping and planning, review of documentation and risk assessment, implementation

rements and

It team

lirements for

7.4 Personnel records

The requirements of ISO/IEC 17021-1, 7.4 apply.

7.5 Outsourcing

The requirements of ISO/IEC 17021-1, 7.5 apply.
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8 Information requirements

8.1 Public

information

The requirements of ISO/IEC 17021-1, 8.1 apply.

8.2 Certification documents

The requirements of ISO/IEC 17021-1, 8.2 apply. In addition, the following requirements and
guidance apply.

8.2.1 1S8.2

Certification
version of the

NOTE Ac
scope of certif

Identification

8.3 Refere

The requiren

ISMS Certification documents

documents shall be signed by an officer who has been assigned such responsibilit
Statement of Applicability shall be included in the certification documents.

hange to the Statement of Applicability which does not change the coverage of'the controlg
cation does not require an update of the certification document.

of the sector-specific standard(s) used may also be included in thécertification docu

nce to certification and use of marks

ents of ISO/IEC 17021-1, 8.3 apply.

8.4 Confidentiality

The require
guidance apq

84.1 1584

Before the ce
information
made availab|
The certificaf
such informa
without revid
certification

8.5

The requiren

ments of ISO/IEC 17021-1, 8.4 apply. In, addition, the following requirement
ly.

L Access to organizational records

rtification audit, the certification body shall ask the client to report if any ISMS 1
such as ISMS records or information about design and effectiveness of controls) can
le for review by the audityteam because it contains confidential or sensitive inforn
ion body shall determine whether the ISMS can be adequately audited in the absg
Fion. If the certification body concludes that it is not possible to adequately audit th
wing the identified confidential or sensitive information, it shall advise the client th
hudit cannot take place until appropriate access arrangements are granted.

Information.exchange between a certification body and its clients

ents-of ISO/IEC 17021-1, 8.5 apply.

y. The

in the

ments.

s and

elated
not be
1ation.
nce of
e [SMS
at the

9 Process requirements

9.1 Pre-ce

rtification activities

9.1.1 Application

The requirements of ISO/IEC 17021-1, 9.1.1 apply. In addition, the following requirements and
guidance apply.
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9.1.1.1 1S9.1.1 Application readiness

The certification body shall require the client to have a documented and implemented ISMS which
conforms to ISO/IEC 27001 and other documents required for certification.

9.1.2 Application review

The requirements of ISO/IEC 17021-1, 9.1.2 apply.

9.1.3 Audit programme

The rpgquirements—efISOAEC17021-1—913—apply—tn—additien—the—folowing—requirements and

guidance apply.

9.1.3.1 1S9.1.3 General

The apdit programme for ISMS audits shall take the determined information security [controls into
accoupt.

9.1.3.2 1S9.1.3 Audit Methodology

The certification body’s procedures shall not presuppose a particular manner of implgmentation of
an ISMS or a particular format for documentation and records. Certification procedures $hall focus on
estab{tshing that a client’s ISMS meets the requirements/specified in ISO/IEC 27001 ang the policies
and obyjectives of the client.

NOTE Further guidance on auditing is given in ISO/IEC 27007.

9.1.3.B 1S 9.1.3 General preparations for theinitial audit

The cgrtification body shall require thatc client makes all necessary arrangements for|the access to
internfal audit reports and reports of independent reviews of information security.

Atleagt the following informationshall be provided by the client during stage 1 of the certification audit:
a) gdneral information concerning the ISMS and the activities it covers;

b) a|copy of the required ISMS documentation specified in ISO/IEC 27001 and, where required,
agsociated documentation.

9.1.3.4 IS9.13Review periods

The certification body shall not certify an ISMS unless it has been operated through at least one
management review and one internal ISMS audit covering the scope of certification.

9.1.3.5 1S9.1.3 Scope of certification

The audit team shall audit the ISMS of the client covered by the defined scope against all applicable
certification requirements. The certification body shall confirm, in the scope of the client ISMS, that
clients address the requirements stated in ISO/IEC 27001, 4.3.

Certification bodies shall ensure that the client’s information security risk assessment and risk
treatment properly reflects its activities and extends to the boundaries of its activities as defined in
the scope of certification. Certification bodies shall confirm that this is reflected in the client’s scope of
their ISMS and Statement of Applicability. The certification body shall verify that there is at least one
Statement of Applicability per scope of certification.

Certification bodies shall ensure that interfaces with services or activities that are not completely
within the scope of the ISMS are addressed within the ISMS subject to certification and are included
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in the client’s information security risk assessment. An example of such a situation is the sharing of
facilities (e.g. IT systems, databases and telecommunication systems or the outsourcing of a business
function) with other organizations.

9.1.3.6

IS 9.1.3 Certification audit criteria

The criteria against which the ISMS of a client is audited shall be the ISMS standard ISO/IEC 27001.
Other documents may be required for certification relevant to the function performed.

9.1.4 Determining audit time

The requir

o ot . — : :
guidance aley.

9.14.1 IS¢

Certification
audit, surveil

sufficient timle for audit reporting.

The certificaf

NOTE Fun

9.1.5 Mult

The require
guidance ap
9.1.5.1 IS¢

9.1.5.1.1
bodies may ¢

a) all sites
subject t

b) all sites g

c) allsites 4

9.1.5.1.2 Tle certifieation body wishing to use a sample-based approach shall have procedy

place to ensu

.1.4 Audit time

bodies shall allow auditors sufficient time to undertake all activities1elating to an
lance audit or re-certification audit. The calculation of overall audit time shall i

ion body shall use Annex B to determine audit time.

ther guidance and examples on audit time calculation are provided in Annex C.

-site sampling

ents of ISO/IEC 17021-1, 9.1.5 apply. In addition, the following requirement
ly.

.1.5 Multiple sites

nsider using a sample-based approach to multiple-site certification audit:

are operating under the ;same ISMS, which is centrally administered and auditg
central management-review;

re included within’the client’s internal ISMS audit programme;

re included.within the client’s ISMS management review programme.

e the following:

s and

initial
hclude

s and

here a client has a number of sites meeting the criteria from a) to c) below, certification

d and

res in

a) The initi

hl St groatnct A A Fat 2 T8 7aWay

o]

Aot otz idantifing +0 4
ALT T UVIUVYV TULIILITIU S, LU tIIC

h sites

T-COTICT StreattoTTATC

such that an adequate level of sampling is determined.

b)
iy
2)
3)
4)
5)
6)

10

the results of internal audits of the head office and the sites;
the results of management review;

variations in the size of the sites;

variations in the business purpose of the sites;

complexity of the information systems at the different sites;

variations in working practices;

A representative number of sites have been sampled by the certification body, taking into account:
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9)
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variations in activities undertaken;

variations of design and operation of controls;

potential interaction with critical information systems or information systems processing

sensitive information;

10) any differing legal requirements;

11) geographical and cultural aspects;

12) risk situation of the sites;

13

A
sh
rg

EY

Tl
reg

In
cq

)

The au
delive

9.1.6

The 1
guida

9.1.6.
The c

qualit
the ap

9.1.6.
The 1S

) information security incidents at the specific sites.

representative sample is selected from all sites within the scope of the client’s I[SMS;
all be based upon judgmental choice to reflect the factors presented in item b) abov
ndom element.

rery site included in the ISMS which is subject to significant risks is)audited by the

bady prior to certification.

le audit programme has been designed in the light of the "above requirement
presentative samples of the scope of the ISMS certification-within the three year pe

rrective action procedure applies to the head officerand all sites covered by the cert

dit shall address the client’s head office activities to ensure that a single ISMS applies t
s central management at the operational level. The audit shall address all the issues o

Multiple management systems

equirements of ISO/IEC 17021-1,x9.1.6 apply. In addition, the following requi
ce apply.

I 1S 9.1.6 Integration of ISMS documentation with that for other management

ertification body may -accept documentation that is combined (e.g. for informa
y, health and safetyand environment) as long as the ISMS can be clearly identified {
propriate interfaces to the other systems.

A

IS 9.1:6 Combining management system audits

demor

importa

the au

MS audit may be combined with audits of other management systems, provided
\strated that the audlt satlsfles all requlrements for certlflcatlon of the ISMS. All

dit shall not be adversely affected by the comblnatlon of the audlts

9.2 Planning audits

9.2.1

Determining audit objectives, scope and criteria

this selection
re as well as a

certification

s and covers
riod.

the case of a nonconformity being observed, either(at the head office or at a single site, the

ificate.

o all sites and
itlined above.

rements and

systems

fion security,
ogether with

that it can be
the elements

s— he quality of

The requirements of ISO/IEC 17021-1, 9.2.1 apply. In addition, the following requirements and
guidance apply.
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9.2.1.1 1S9.2.1 Audit objectives

The audit objectives shall include the determination of the effectiveness of the management system to
ensure that the client, based on the risk assessment, has implemented applicable controls and achieved
the established information security objectives.

9.2.2 Audit team selection and assignments

The requirements of ISO/IEC 17021-1, 9.2.2 apply. In addition, the following requirements and
guidance apply.

9.2.2.1 IS 922 Auditteam

The audit team shall be formally appointed and provided with the appropriate working documents. The
mandate given to the audit team shall be clearly defined and made known to the client.

An audit teanmp may consist of one person provided that the person meets all the criteriaset outin 1.1.2.1.

9.2.2.2 1S 9.2.2 Audit team competence

The requirements listed in 7.1.2 apply. For surveillance and special-audit activities, only|those
requirementg which are relevant to the scheduled surveillance activitycand special audit activity|apply.

When selecting and managing the audit team to be appointed forya specific certification audit the
certification [body shall ensure that the competences broughtito each assignment are appropriate.
The team shqll:

a) have appropriate technical knowledge of the specificiactivities within the scope of the ISMS for
which ceftification is sought and, where relevant, with associated procedures and their potential
informatjon security risks (technical experts may.fulfil this function);

b) have understanding of the client sufficient té’conduct a reliable certification audit of its ISM{ given
the ISMS| scope and context within the organization in managing the information security agpects
of its activities, products and services;

c) have appropriate understanding\of the legal and regulatory requirements applicable to the
client’s I$MS.

NOTE Appropriate understanding does not imply a profound legal background.

9.2.3 Audit plan

The requirefents Qf _ISO/IEC 17021-1, 9.2.3 apply. In addition, the following requirements and
guidance apply.

9.2.3.1 IS 9:2.3 Genrerat

The audit plan for ISMS audits shall take the determined information security controls into account.

9.2.3.2 159.2.3 Network-assisted audit techniques

The audit plan shall identify the network-assisted auditing techniques that will be utilized during the
audit, as appropriate.

Network assisted auditing techniques may include, for example, teleconferencing, web meeting,
interactive web-based communications and remote electronic access to the ISMS documentation or
ISMS processes. The focus of such techniques should be to enhance audit effectiveness and efficiency
and should support the integrity of the audit process.
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9.2.3.3 159.2.3 Timing of audit

A certification body should agree with the organization to be audited the timing of the audit which will
best demonstrate the full scope of the organization. The consideration could include season, month,
day/dates and shift as appropriate.

9.3 Initial certification

The requirements of ISO/IEC 17021-1, 9.3 apply. In addition, the following requirements and
guidance apply.

9.3.1 1S 93t Inital certificatiomaudit

9.3.1.1 159.3.1.1 Stage 1

In thig stage of the audit the certification body shall obtain documentation oii\the desigh of the ISMS
covering the documentation required in ISO/IEC 27001.

The cgrtification body shall obtain a sufficient understanding of the désjgn of the ISMS in the context
of thqg client’s organization, risk assessment and treatment (including the controls [determined),
infornpation security policy and objectives and, in particular, of thieclient’s preparedness|for the audit.
This ;Tlows planning for stage 2.

The r¢sults of stage 1 shall be documented in a written report. The certification body shall review the
stage [ audit report before deciding on proceeding withsstage 2 and for selecting the stagg 2 audit team
memblers with the necessary competence.

The cqrtification body shall make the client awareef the further types of information and records that
may b required for detailed examination duringistage 2.

9.3.1.2 159.3.1.2 Stage 2

9.3.1.2.1 On the basis of findings\documented in the stage 1 audit report, the cerglfication body
develgqps an audit plan for the conduct of stage 2. In addition to evaluating the effective implementation
of the [[SMS, the objectives of stage 2 are:

a) tdconfirm that the client adheres to its own policies, objectives and procedures.

9.3.1.2.2 To do this,the audit shall focus on the client’s:

a) tdp management leadership and commitment to information security policy and th¢ information
sqcurity-objectives;

b) d(l)cumentation requirements listed in ISO/IEC 27001;

c) assessment of information security related risks and that the assessments produce consistent,
valid and comparable results if repeated;

d) determination of control objectives and controls based on the information security risk assessment
and risk treatment processes;

e) information security performance and the effectiveness of the ISMS, evaluating against the
information security objectives;

f) correspondence between the determined controls, the Statement of Applicability and the results of
the information security risk assessment and risk treatment process and the information security
policy and objectives;
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g) implementation of controls (see Annex D), taking into account the external and internal context
and related risks, the organization’s monitoring, measurement and analysis of information security
processes and controls, to determine whether controls are implemented and effective and meet
their stated information security objectives;

h) programmes, processes, procedures, records, internal audits and reviews of the ISMS effectiveness
to ensure that these are traceable to top management decisions and the information security policy
and objectives.

9.4 Conducting audits

The requirements—efISOAEC 170210 QA anonly In addition the following reguirement

guidance apply.

9.4.1 1IS9.4 General

The certificaf

a) theinitia
b) surveilla
on a per
recordin
9.4.2 1S9.4

The certificaf

a) require t
relevant
b) establish|
informat
client’s p

The certifica
sound and pr

94.3 1594

9.4.3.1 In4
provide the fq

a)

an accou

ion body shall have documented procedures for:
| certification audit of a client’s ISMS, in accordance with the provisions of ISO/IEC 17

hce and re-certification audits of a client’s ISMS in accordance with ISO/IEC 1
odic basis for continuing conformity with relevant requirements and for verifyiy
b that a client takes corrective action on a timely basis to eorrect all nonconformitie

L Specific elements of the ISMS audit
ion body, represented by the audit team, shall:

he client to demonstrate that the assessment of information security related r
hnd adequate for the ISMS operation within the ISMS scope;

whether the client’s procedures.for the identification, examination and evaluat
on security related risks and theresults of their implementation are consistent w
blicy, objectives and targets.

[ion body shall also establish whether the procedures employed in risk assessme
bperly implemented.

L Audit report

ddition tocthe requirements for reporting in ISO/IEC 17021-1, 9.4.8, the audit repoy
llowing(information or a reference to it:

1t of\the audit including a summary of the document review;

021-1;

7021-1
1g and

D.

sks is

ion of
th the

nt are

t shall

b)

c)
d)

an accou

the ISMS’

Nt oI the certification audit of the client’s Information security risk analysis;

deviations from the audit plan (e.g. more or less time spent on certain scheduled activities);

scope.

9.4.3.2 The audit report shall be of sufficient detail to facilitate and support the certification decision.

It shall contai

a)

n:

significant audit trails followed and audit methodologies utilized (see 9.1.3.2);

b) observations made, both positive (e.g. noteworthy features) and negative (e.g. potential
nonconformities);
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comments on the conformity of the client’s ISMS with the certification requirements with a clear
statement of nonconformity, a reference to the version of the Statement of Applicability and, where
applicable, any useful comparison with the results of previous certification audits of the client.

)

Completed questionnaires, checklists, observations, logs, or auditor notes may form an integral part
of the audit report. If these methods are used, these documents shall be submitted to the certification
body as evidence to support the certification decision. Information about the samples evaluated during
the audit shall be included in the audit report, or in other certification documentation.

The report shall consider the adequacy of the internal organization and procedures adopted by the

client to give confidence in the ISMS.

In addftion to the requirements for reporting in ISO/IEC 17021-1, 9.4.8, the report shall coyer:

— a(summary of the most important observations, positive as well as negative, regarding the
iniplementation and effectiveness of the ISMS requirements and IS controls;

— the audit team’s recommendation as to whether the client’s ISMS should\be certified or not, with
infformation to substantiate this recommendation.

9.5 [ertification decision

The requirements of ISO/IEC 17021-1, 9.5 apply. In additien, the following requifements and

guidahce apply.

9.5.1 | IS 9.5 Certification decision

The c¢rtification decision shall be based, additionally to the requirements of ISO/IEC 17021-1, on the

certification recommendation of the audit team as provided in their certification audit repgrt (see 9.4.3).

The persons or committees that take the, decision on granting certification should hot normally

overtyrn a negative recommendation of the audit team. If such a situation does arise, th¢ certification

body ghall document and justify the basis'for the decision to overturn the recommendatign.

Certif]cation shall not be granted o the client until there is sufficient evidence to dempnstrate that

arrangements for managementreviews and internal ISMS audits have been implemented| are effective

and wjll be maintained.

9.6 Maintaining certification

9.6.1 | General

The rdquirements of ISO/IEC 17021-1, 9.6.1 apply.

9.6.2 | ‘Surveillance activities

The requirements of ISO/IEC 17021-1, 9.6.2 apply. In addition, the following requirements and
guidance apply.

9.6.2.1 1S9.6.2 Surveillance activities

9.6.2.1.1 Surveillance audit procedures shall be consistent with those concerning the certification
audit of the client’s ISMS as described in this International Standard.

The purpose of surveillance is to verify that the approved ISMS continues to be implemented, to consider
the implications of changes to that system initiated as a result of changes in the client’s operation and
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to confirm continued compliance with certification requirements. Surveillance audit programmes shall

cover at least

a)

maintenance, internal ISMS audit, management review and corrective action;

documents required for certification;

b)
c)
d)
e) selected
f) other sel
9.6.2.1.2 A:s
a) the effec
security
b)
informat
c) changest
d) impleme

9.6.2.1.3 Tle certification body shall be able to adapgits surveillance programme to the infort

security issue

Surveillance

clearly indicafte the aspects relevant to each mahagement system.

During survg
brought befof
of certificati
appropriate d

A surveillanc
previously ar
the reports a
9.6.2.1.2 aboy

the functlioning of procedures for the periodic evaluation and review of compliance with re

changes to the documented system;

areas subject to change;

the system maintenance elements such as information security risk assessment and control

communications from external parties as required by the ISMS standard ISO/IEC 27001 and other

requirements of ISO/IEC 27001;

pcted areas as appropriate.

a minimum, every surveillance by the certification body shall review thefollowing:
fiveness of the ISMS with regard to achieving the objectives ofthe’client’s inforr
bolicy;

on security legislation and regulations;

o the controls determined, and resulting changes ta’the SoA;

itation and effectiveness of controls according te’the audit programme.

s related to risks and impacts on the clieatand justify this programme.

hudits may be combined with audits of other management systems. The reportin

e the certification body,and; where any nonconformity or failure to meet the require
n is revealed, that the“elient has investigated its own ISMS and procedures and
orrective action.

e report shall ¢ongtain, in particular, information on clearing of nonconformities re
d the versionvof the SoA and important changes from the previous audit. As a min
"ising fromysuirveillance shall build up to cover in totality the requirements of 9.6.2.1
e.

9.6.3 Re-cTrtification

nation

levant

nation

> shall

illance audits, certification\bodies shall check the records of appeals and complaints

ments
taken

realed
imum,
.1 and

The requirements of ISO/IEC 17021-1, 9.6.3 apply. In addition, the following requirements and

guidance app

9.6.3.1

ly.

IS 9.6.3 Re-certification audits

Re-certification audit procedures shall be consistent with those concerning the initial certification

audit of the cl

ient’s ISMS as described in this International Standard.

The time allowed to implement corrective action shall be consistent with the severity of the
nonconformity and the associated information security risk.

16

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=11f09ce683e0274799f75ea2e9845fdd

9.6.4

ISO/IEC 270

Special audits
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The requirements of ISO/IEC 17021-1, 9.6.4 apply. In addition, the following requirements and
guidance apply.

9.6.4.1 1S9.6.4 Special cases

The activities necessary to perform special audits shall be subject to special provision if a client with a
certified ISMS makes major modifications to its system or if other changes take place which could affect

the ba

sis of its certification.

9.6.5

The rd

9.7
The rq

9.8

The 1
guida

9.8.1

Comp

9.9

The rd

10 M

10.1

The 1
guida

10.1.1

Itisrd

el 3= PR | : 3 - 1 £ ey b
SUSPCIIUIILE, WILHTUTI dAWIIIE U1 TTUULIIIg UIC SCOPTC U1 LT UIICalivll

quirements of ISO/IEC 17021-1, 9.6.5 apply.

Appeals
quirements of ISO/IEC 17021-1, 9.7 apply.

Complaints

equirements of ISO/IEC 17021-1, 9.8 apply. In addition, the following requi
hce apply.

IS 9.8 Complaints

aints represent a potential incident and an indication to possible nonconformity.

Client records

quirements of ISO/IEC 17021-1, 9.9apply.

anagement system requirements for certification bodies

PDptions

equirements of ISO/IEC 17021-1, 10.1 apply. In addition, the following requi
hce apply.

IS 10.1.ISMS implementation

cammended that certification bodies implement an ISMS in accordance with ISO/IE

rements and

rements and

C27001.

10.2 Option A: General management system requirements

The requirements of ISO/IEC 17021-1, 10.2 apply.

10.3 Option B: Management system requirements in accordance with ISO 9001

The requirements of ISO/IEC 17021-1, 10.3 apply.
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Annex A
(informative)

Knowledge and sKills for ISMS auditing and certification

A.1 Overview

Table A.1 pyovides a summary of the knowledge and skills required for ISMS auditin

o and

certification [but is informative because it only identifies the areas of knowledge and\ skills for
specific certification functions.
The competednce requirements for each function are stated in the main text of-this Interngtional
Standard and this table gives the reference to the specific requirement.
Table A.1 — Knowledge for ISMS auditing and certification
Certification funetions
Conducting the application
review
(Conducting the application L y
review to determine audit Rev1ew1r_1g audlt_r_eports Auditing and leading]
. and making certification .
team competence required, detisions the audit team
to select the audit team
members and to determine
the audit time)
Knpwledge

Informati_on_secu itym_anagementtgrmi- 71.2.4.2 71.2.1.2
nology, principles, practices and techniques D T
Information secuifity management system 31
standards/normgtive documents L1l Zl2d.s L1t
Business managejment practices 71.2.1.4
Client business s¢ctor 7.1.2.3.2 71.2.4.4 71.2.1.5
Client products, prpcesses and organization 71.2.3.3 71.2.4.5 71.2.1.6
A.2 General competénce considerations
There are seyeral ways by which auditors can prove their knowledge and experience. Knowledge and
experience can be“evaluated, for example, by using recognized qualifications. Registration r¢cords
under a pergonhel certification scheme can also be used to evaluate the required knowledge and
experience. The required competence level for the audit team should be established, correspanding

with the organization’s industry/technological field and complexity of the ISMS.

A.3 Specific knowledge and experience considerations

A.3.1 Typical knowledge related to ISMS

In addition to the requirements in 7.1.2 the following should be considered. Auditors should have
knowledge and understanding of the following auditing and ISMS subjects:

— audit programming and planning;

— audit type and methodologies;

— auditrisk;

18
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— information security processes analysis;

continual improvement;

— internal auditing of information security.
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Auditors should have knowledge and understanding of the following regulatory requirements:

intellectual property;

content, protection and retention of organizational records;

data protection and privacy;

re
el
el
Y
teg
cq

el

jof

gulation of cryptographic controls;

ctronic commerce;

ectronic and digital signatures;

prkplace surveillance;

lecommunications interception and monitoring of data (e.g. e*mail);
mputer abuse;

bctronic evidence collection;

netration testing;

infternational and national sector-specific requirements (e.g. banking).
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Annex B
(normative)

Audit time

B.1 Introduction

bvides
dures
fering

This Annex
minimum reg
for determin
sizes and con

rontains further requirements related to ISO/IEC 17021-1, 9.1. This Annex Py
uirements and guidance for a certification body on the development of its own¢proce
ng the amount of time required for the certification of client’s ISMS scopes|of dif
Iplexity over a broad spectrum of activities.

Certification
and re-certif

leads to a comsistent approach to the determination of appropriate audit time-Additionally, thg

time may be

(e.g. different

This Annex p

concepts

bodies shall identify the amount of audit time to be spent on initial certification, surve
cation for each client and certified ISMS. Using this Annex at the audit-planning

hdjusted based on what is found during the course of the audit;‘especially during s
assessment of the complexity of the ISMS scope, or additipnalsites to in the scope).

esents:

that are used for audit time calculation (B.2);

llance
phase

audit
tage 1

requiren audit

(B.3 to B|

ents for the procedures for determining audit-time for the different stages of thd
5);

requirenjents related to multi-site audits (B.6).

0

Examples for|audit time calculation to illustrate'the application of Annex B can be found in Annex C

A basic assumption of this approach is that axcalculation scheme for determining audit time should:

a)
b) beeasy ¢

consider jonly substantiated attributés that can be determined;
nough to be applied efficiently by certification bodies;
c) be complex enough to emable sufficient distinction.

The determin
below and sh

ation of theaudit time is based on the numbers provided in Table B.1 (“Audit time ¢
b1l consider contributing factors for modification.

hart”)

B.2 Concepts

B.2.1 Number of persons doing work under the organization’s control

The total number of persons doing work under the organization’s control for all shifts is the starting
point for determination of audit time.

NOTE The term “persons doing work under the organization’s control” is referred to as personnel in
ISO/IEC 17021-1.

Part-time persons doing work under the organization’s control contribute to the number of persons
doing work under the organization’s control proportionally to the number of hours worked as compared
with a full-time person doing work under the organization’s control. This determination shall depend
upon the number of hours worked as compared with a full-time employee.
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B.2.2 Auditor day

“Audit time” as referenced in the chart is stated in terms of “Auditor days” spent on the audit. The basis
of the calculation of Annex B is an 8 h working day.

B.2.3 Temporary site

A temporary site is a location other than the sites identified in the certification documents where
activities, within the scope of certification, are implemented for a defined period of time. These sites
could range from major project management sites to minor service/installation sites. The need to visit
such sites and the extent of sampling should be based on an evaluation of the risks of the failure to
meet the IS nhjprfixrnc due to a nnnr‘rmfnrmify nriginm—pd at the temporary site The Q"mple of such
sites selected should represent the range of the organization’s competency needs and seryjce variations
having given consideration to sizes and types of activities and the various stages of prejectls in progress.
For general sampling see 9.1.5.1.

B.3 Procedure for determining audit time for initial audit

B.3.1| General

The cqlculation of audit time shall follow a documented procedure.

B.3.2| Remote audit

If remote auditing techniques such as interactive/ web-based collaboration, w¢b meetings,
telecopferences and/or electronic verification of the.organization’s processes are utilizefl to interface
with the organization, these activities should bé:identified in the audit plan (see 9.2.3) and may be
considered as partially contributing to the totalen-site audit time”.

If the gertification body develops an audit plan for which the remote auditing activities represent more
than 30 % of the planned on-site audit tifie) the certification body shall justify the audit plan and obtain
specifjc approval from the accreditation body prior to its implementation.

NOTE On-site audit time refers/tethe on-site audit time allocated for individual sites. Electfonic audits of
remotg¢ sites are considered to be'temote audits, even if the electronic audits are physically cargied out on the
organifation’s premises.

B.3.3| Audit time calculation

The agdit time chart provided below sets out the starting point for an average number df initial audit
days (jhere andfin-the following, this number encompasses the days for an initial audit|(Stage 1 and
Stage |2)), which experience has shown to be appropriate for an ISMS scope with a given number of
persons doing work under the organization’s control. Experience has also demonstrated [that for ISMS
scopes ota similar size, some will need more time and some less.

The audit time chart below provides the framework that shall be used for audit planning by identifying
a starting point based on the total number of persons doing work under the organization’s control for
all shifts and adjusting this based on the significant factors applying to the ISMS scope to be audited
and attributing to each factor an additive or subtractive weighting to modify the base figure. This Audit
time chart shall be used, taking account the contributing factors and restrictions of maximal deviation
(see B.3.4 and B.3.5 below). The terms used in this chart are explained in B.2 above and Annex C
provides examples of how this can be done.
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Table B.1 — Audit time chart

Number of persons

QMS audit time for

EMS audit time for

ISMS audit time for

g:’;‘("gr;‘:lrl';;‘l‘flf‘; initial audit initial audit initial audit Addittii‘; Z?;‘gtf,‘r"s’“ac' au:;’tt;lme
control (auditor days) (auditor days) (auditor days)
1~10 1.5-2 2.5-3 5 SeeB.3.4
11~15 2.5 3.5 6 See B.3.4
16~25 3 4.5 7 SeeB.3.4
26~45 4 5.5 8.5 See B.3.4
46~65 5 6 10 See B.3.4
66~85 6 7 11 SeeB.3.4
86~125 7 8 12 See B.3.4
126~175 8 9 13 See B.3.4
176~275 9 10 14 See B.3.4
276~425 10 11 15 See B.3:4
426~625 11 12 16.5 SedB.3.4
626~875 12 13 17.5 Sée’B.3.4
876~1175 13 15 18.5 See B.3.4
1176~155( 14 16 19.5 See B.3.4
1551~2025 15 17 21 See B.3.4
2026~2675 16 18 22 SeeB.3.4
2676~345( 17 19 23 See B.3.4
3451~435( 18 20 24 See B.3.4
4351~545( 19 21 25 See B.3.4
5451~680( 20 23 26 See B.3.4
6801~850 21 25 27 SeeB.3.4
8501~1070 22 2% 28 See B.3.4
510,700 Followapbr:‘,;ggession Followapbr;)ég;“ession Follow;)bré)vg;"ession See B.3.4
B.3.4 Factgrs for adjustment of audit time
The audit time chart shall not’be used in isolation. The time allocated shall also consider the following
factors whicH relate to the:complexity of the ISMS and therefore to the effort needed to audit the [SMS:
a) complexity of the"lSMS (e.g. criticality of information, risk situation of the ISMS, etc.);
b) the type(s)©f business performed within scope of the ISMS;

c) previously demonstrated performance of the ISMS;

d) extent and diversity of technology utilized in the implementation of the various components of the
ISMS (e.g. number of different IT platforms, number of segregated networks);

e) extent of outsourcing and third party arrangements used within the scope of the ISMS;

f) extent of information system development;

g) number of sites and number of Disaster Recovery (DR) sites;

h) for surveillance or re-certification audit: The amount and extent of change relevant to the ISMS in
accordance with ISO/IEC 17021-1, 8.5.3.
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Annex C provides examples how these different factors can be taken into account when calculating
audit time.

Additional example factors requiring additional audit time are:
— complicated logistics involving more than one building or location in the scope of the ISMS;

— staff speaking more than one language (requiring interpreter(s) or preventing individual auditors
from working independently) or documentation provided in more than one language;

— activities that require visiting temporary sites to confirm the activities of the permanent sites(s)
whose management system is subject to certification (see paragraph below next list);

— hilgh number of standards and regulations that apply to the ISMS.
Example factors permitting less audit time are:

— nd/low risk product/processes;

— processes involving a single general activity (e.g. service only);
— hilgh percentage of persons doing work under the organization’s control performing the same tasks;

— prior knowledge of the organization (for example, if the organization has already begn certified to
a:[other standard by the same certification body);

— hilgh client preparedness for certification (for example, already certified or recogniz¢d by another
31d party scheme);

— high maturity of the management system in place.

In sityations where the certification client or gertified organization provides their producf(s) or service
at temlporary sites it is important that evaluations of such sites are incorporated into thg certification
audit gnd surveillance programmes.

The above factors shall be consideréd and the adjustments made for those factors thaf justify more
or less audit time for an effectivelaudit. Additive factors may be off-set by subtractive factors. In all
cases where adjustments are made to the time provided in the audit time table sufficient|evidence and
records shall be maintained tojustify the variation.

B.3.5| Limitation ofdeviation of audit time

In order to ensure.effective audits being performed and to ensure reliable and comparable results, the
audit fime provided in the audit time chart shall not be reduced by more than 30 %.

Appropriatéreasons for deviation shall be established and documented.

B.3.6L_On-site audit time

It is expected that the time calculated for planning and report writing combined should not typically
reduce the total on-site “audit time” to less than 70 % of the time shown in the audit time chart. Where
additional time is required for planning and /or report writing, this shall not be justification for reducing
on-site audit time. Auditor travel time is not included in this calculation and is additional to the audit
time referenced in the chart.

NOTE 70 % is a factor based on experience of ISMS audits.
B.4 Audit time for surveillance audit

For the initial certification audit cycle, surveillance time for a given organization should be proportional
to the time spent at initial audit with the total amount of time spent annually on surveillance being
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about 1/3 of the time spent on the initial audit. The planned surveillance time should be reviewed from
time-to-time to account for changes that affect audit time. The time spent for a surveillance audit shall

be increased

B.5 Audit

to allow for audit of changes in the ISMS (such as audit of new or changed controls).

time for re-certification audit

The total amount of time spent performing the re-certification audit shall depend upon the results of any
prior audit as defined in 9.4.3 and ISO/IEC 17021-1, 9.6.3. The amount of time spent at re-certification
audit should be proportional to the time that would be spent at initial certification audit of the same
organization and should be at least 2/3 of the time that would be required for initial certification audit

of the same o

B.6 Audit

reanization at the time that it is to be audited for re-certification.

[time of multi-site

The number;[f auditor days per site, including the central office, shall be calculated foreach site.

Reductions
central office|

ay be applied to take into account the parts of the audit that are not relevant

certification body.
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or the local sites. Reasons for the justification of such reductiong’shall be recorded

to the
by the
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Methods for audit time calculations

This 4
an exa
provig

C.2

Table
listed
calcul

Classification of factors for calculating audit time

C.1 gives examples for the classification of the main factors for the calculation of
in B.3.4, a) to h). This classification can be used by certification bodies to derive
htion scheme in line with 9.1.4.1:

Table C.1 — Classification of factors for(¢calculating audit time

Innex provides further guidelines on deriving a formula for calculation of audit time. C.2 gives
mple of classification of factors that can be used as a base for calculation of@udit
es an example for calculation of audit time.

time and C.3

hudit time, as
an audit time

Impact on effort

Reduced effort

Normal effort

Increase

d effort

Fag

tors (see B.3.4)

a) comy

e info
require
ity, inte
(C14)]

e numb

e numb
service

lexity of the ISMS:
Fmation security
nents [confidential-
brity and availability,
br of critical assets

er of processes and

¢ Only little sensitive or confidén-
tial information, low availability
requirements

e Few critical assets (in terms of CIA)

» Only one key business process with
few interfaces ahdfew business units
involved

¢ Higher availability requirements
or some sensitive / confidential
information

e Some critical assets

e 2-3 simple business processes
with few interfaces and few business
units involved

e Higheramounto
fidential inform4
personally identif]
insurance, banKkir
bility requiremen

e Many critical as

e More than 2 co
with many interf:
units involved

f sensitive or con-
tion (e.g. health,
able information,
g) or high availa-
ks

ets

Implex processes
ces and business

b) the
perfory
the ISM

ype(s) of business
hed within scope of
J

o Low.risk business without regula-
tory requirements

» High regulatory requirements

¢ High risk busine
ited regulatory re

s with (only) lim-
quirements

c) prev
perforn|

ously demonstrated
hance of the ISMS

¢ Recently certified

* Not certified but ISMS fully imple-
mented over several audit and
improvement cycles, including doc-
umented internal audits, manage-
mentreviews and effective continual

e Recent surveillance audit

» Not certified but partially imple-
mented ISMS: Some management
system tools are available and imple-
mented; some continual improvement
processes are in place but partially

documented

* No certificationa

¢ [SMSisnewandn
(e.g.lack of manag
cific control mech
continual improv|

hd no recent audits

bt fully established
bment system spe-
nisms, immature
Ement processes,

ad hoc process ex

Bcution)

Hmabrovement-sustens
i3 J

d) exte

nt and diversity of

technology utilized in the
implementation of the various
components of the ISMS (e.g.
number of different IT plat-
forms, number of segregated
networks)

¢ Highly standardized environment
with low diversity (few IT-platforms,
servers, operating systems, data-
bases, networks, etc.)

e Standardized but diverse IT plat-
forms, servers, operating systems,
databases, networks

 High diversity or complexity of IT
(e.g. many different segments of net-
works, types of servers or databases,
number of key applications)

third p

ISMS

e) extent of outsourcing and

arty arrangements

used within the scope of the

* No outsourcing and little depend-
ency on suppliers, or

* Well-defined, managed and mon-
itored outsourcing arrangements

e Qutsourcer has a certified ISMS

¢ Relevant independent assurance
reports are available

« Several partly managed outsourcing
arrangements

» High dependency on outsourcing
or suppliers with large impact on
important business activities, or

¢ Unknown amount or extent of out-
sourcing, or

e Several unmanaged outsourcing
arrangements
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Table C.1 (continued)

Impact on effort

Reduced effort

Normal effort

Increased effort

Factors (see B.3.4)

f) extent of information sys-
tem development

e No in-house system development

e Use of standardized software plat-
forms

e Use of standardized software plat-
forms with complex configuration/
parameterization

e (Highly) customized software

e Some development activities
(in-house or outsourced)

 Extensive internal software devel-
opment activities with several ongo-
ing projects for important business
purpose

Nd number
very (DR)

g) number of sites
of Disaster Recd
sites

s Low avallability requirements and
no or one alternative DR site

« Medium or High avallability require-
ments and no or one alternative DR
site

s High avallability requirements e.g.

24/7 services
e Several alternative DR sit¢s

s Several Data.Centers

h) for surveillancp or re-cer-
tification audit: The amount
and extent of chanige relevant
to the ISMS inaccofdance with
ISO/IEC 17021-1,B.5.3

* No changes since last re-certifi-
cation audit

e Minor changes in scope or SoA of
ISMS, e.g. some policies, documents,
etc.

¢ Minor changes in the factors above

I SoA of
w busi-
ssment
bolicies,
ent

* Major changes in scope o
ISMS, e.g, hew processes, ng
ness @nits, areas, risk asseq
management methodology,
doeumentation, risk treatni

» Major changesin the factofs above

C.3 Example for audit time calculation

The following
calculate aud

Step 1: Detet
suitable grad

Step 2: Deter

example illustrates how a certification body,may use the factors provided in
t time. The calculation of audit time in the example below works in the following w

mination of factors related to IT enyvironment: Identify the suitable grade for each

categories giyen in Table C.3 and sum up the results.

Step 3: Basedl on the results of step 1 and“2 above, identify the impact of factors on audit ti

selecting the pppropri

Step 4: Final
is multiplied
calculated ar

This result is|the final

ate entry in Table.€4.

number of audit days.

calculation: The number of days determined by applying the audit time chart (Tab
by the factor resulting from Step 3. Where multi-site sampling is utilized, the audit days
e increased based-on the efforts needed to execute the multi-site sampling plan.

Table€:2 — Factors related to business and organization (other than IT)

B.3 to
y:

mination of factors related to business and organization (other than IT): Identify the
b for each of the categories given in Table* €2 and sum up the results.

of the

me by

le B.1)

Catégory

Grade

Type(s) of business and regulatory requirements

Organization works in non-critical business sectors and non-regulated sectorsa
Organization has customers in critical business sectors 2

Organization works in critical business sectors 2

Process and tasks

onll IR

2.
3.

Standard processes with standard and repetitive tasks; lots of persons doing
work under the organization’s control carrying out the same tasks; few products or services

Standard but non-repetitive processes, with high number of products or services

Complex processes, high number of products and services, many business units
included in the scope of certification (ISMS covers highly complex processes or relatively
high number or unique activities)

a

Critical business sectors are sectors that may affect critical public services that will cause risk to health, security,
economy, image and government ability to function that may have a very large negative impact to the country.
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Grade

Category
1.
Level of establishment of the MS 2.
3

establishe

ISMS is already well established and/or other management systems are in place

Some elements of other management systems are implemented, others not

No other management system implemented at all, the ISM
d

S is new and not

a  (ritical business sectors are sectors that may affect critical public services that will cause risk to health, security,
economy, image and government ability to function that may have a very large negative impact to the country.

Table C.3 — Factors related to IT environment

Category Grade
1. Few or highly standardized IT platforms, servers, operating syjstems, databases,
networks, etc.
IT infragtructure complexity 2. Several different IT platforms, servers, operatingsystems, databases, networks
3. Many different IT platforms, servers, opehating systems, datpbases, networks
1. Little or no dependency on outsourcing of suppliers

Dependg¢ncy on outsourcing and suppliers, including
cloud sgrvices
3.

important business activities

ness activities

Some dependency on outsourcing or suppliers, related to

High dependency on outsgureing or suppliers, large impact o

some but not all

h important busi-

1.

2.
Informdtion System development

3.

tant business purposes

None or a very limited in-house system/application develop

Some in-houseoroutsourced system/application developmel

Extensive'inshouse or outsourced system/application developr]

ment

tfor some impor-

hent for important

business purposes

Table C.4 — Impact of factors on audit time

IT complexity
Low (from 3 to 4) Medium (from 5 to 6) High (from 7 to 9)
. +5% +10 % +20 %
(froglgl:o 9) to to to
+20 % +50 % +100 %
5% +10 %
Business complexity Medium (from 5 to 6) to 0% to
-10% +50 %
-10 % 5% +5%
Low (from 3 to 4) to to to
-30% -10 % +20 %

EXAMPLE I~ \ The organization to be audited has 700 employees, thus according to Table B.1} 17.5 days are
requirgdderthe initial audit. The organization does not work in a critical business sector, has highly standardized
and repetifive tasks and has just established the ISMS. According to Table C.2 this would yield d factor related
to business and organization of 1+1+3 = 5. The organization has very few IT-platforms and databases but uses
outsourcing extensively. There is no development within the organization or outsourced. According to Table C.3
this would yield a factor related to IT environment of 1+3+1 = 5. Using Table C.4 this would yield no adjustment
for the audit time.

EXAMPLE 2  The same organization as in the previous example except that several management systems
are already in place and the ISMS is already well established. This would change the calculation according to
Table C.2 to 1+1+1 = 3. According to Table C.4 this would yield a reduction of 5 % to 10 % of the audit time, i.e. the
audit time would be reduced by 1 day to 1.5 days yielding a total of 16 to 16.5 days.
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