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Foreword

ISO (the International Organization for Standardization) and IEC (International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO and IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
established a joi i ttes; CITCT

International §tandards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Bfaft International
Standards adgpted by the technical committees are circulated to the member bodies forvoting. Publication as
an International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document.faay be the subject of|patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 27006 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techjology,
Subcommitteq SC 27, IT Security techniques.
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Introduction

ISO/IEC 17021 is an International Standard which sets out criteria for bodies operating audit and certification
of organizations' management systems. If such bodies are to be accredited as complying with ISO/IEC 17021
with the objective of auditing and certifying Information Security Management Systems (ISMS) in accordance
with ISO/IEC 27001:2005, some additional requirements and guidance to ISO/IEC 17021 are necessary.

These
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bn from the guidance by a certification body is an exception. Such variations will only be
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INTERNATIONAL STANDARD ISO/IEC 27006:2007(E)

Information technology — Security techniques — Requirements
for bodies providing audit and certification of information
security management systems

1 Stope

This Ipternational Standard specifies requirements and provides guidance for bodies providing audit and
certifigation of an information security management system (ISMS), in addition to the(requirements contained
within ISO/IEC 17021 and ISO/IEC 27001. It is primarily intended to support the(accreditation |of certification
bodied providing ISMS certification.

The rgquirements contained in this International Standard need to be detonstrated in terms ¢f competence
and rgliability by any body providing ISMS certification, and the guidance contained in thi$ International
Standard provides additional interpretation of these requirements forzany body providing ISMS ckrtification.

NOTE | This International Standard can be used as a criteria documenit for accreditation, peer assessmeht or other audit
processes.

2 Normative references

The fgllowing referenced documents are indispensable for the application of this documgnt. For dated
referemces, only the edition cited applies. Foroundated references, the latest edition of the referenced
docunmient (including any amendments) appligs:

ISO/IEC 17021:2006, Conformity assessment — Requirements for bodies providing audit and |certification of
management systems

ISO/IHC 27001:2005, Information ‘technology — Security techniques — Information securityy management
systenmps — Requirements

ISO/IHC 19011, Guidelines for quality and/or environmental management systems auditing

3 Terms and)definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021, ISO/IEC 7001 and the
followipngzapply.

3.1

certificate

certificate issued by a certification body in accordance with the conditions of its accreditation and bearing an
accreditation symbol or statement

3.2

certification body

third party that assesses and certifies the ISMS of a client organization with respect to published ISMS
standards, and any supplementary documentation required under the system

3.3

certification document

document indicating that a client organization’s ISMS conforms to specified ISMS standards and any
supplementary documentation required under the system

© ISO/IEC 2007 — All rights reserved 1
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3.4
mark

06:2007(E)

legally registered trade mark or otherwise protected symbol which is issued under the rules of an accreditation
body or of a certification body, indicating that adequate confidence in the systems operated by a body has
been demonstrated or that relevant products or individuals conform to the requirements of a specified

standard

3.5
organization

company, corporation, firm, enterprise, authority or institution, or part or combination thereof, whether
incorporated or not, public or private, that has its own functions and administration and is able to ensure that

information se
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from ISO/IEC 17021:2006, Clause 4 apply.

requirements

nd contractual matter

nts from ISO/IEC 17021:2006, Clause 5.1 apply.
ement of impartiality

ents from ISO/IEC 17021:2006, Clause 5.2 apply: In addition, the following ISMS-g

Conflicts of interest

pdies can carry out the following duties’without them being considered as consultancy or
flict of interest:

MS auditing or internal secuirity reviews) and follow up of non-conformities;

and participating as.alecturer in training courses, provided that, where these courses re
n security management, related management systems or auditing, certification bodies
emselves to the_provision of generic information and advice which is freely available
ain, i.e. they-should not provide company-specific advice which contravenes the requirg
vV,

ailableror publishing on request information describing the certification body’s interprets
ements of the certification audit standards;

pecific

having

n, including information meetings, planning meetings, examination of documents, auditifg (not

late to
should
in the
ments

tion of

d)

activities prior to audit, solely aimed at determining readiness for certification audit; however, such

activities should not result in the provision of recommendations or advice that would contravene this
clause and the certification body should be able to confirm that such activities do not contravene these
requirements and that they are not used to justify a reduction in the eventual certification audit duration;

part of the scope of accreditation;

f)

improvem

ent, as they become evident during the audit, without recommending specific solutions.

performing second and third party audits according to standards or regulations other than those being

adding value during certification audits and surveillance visits, e.g., by identifying opportunities for

The certification body shall be independent from the body or bodies (including any individuals) which provide
the internal ISMS audit of the client organization’s ISMS subject to certification.
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5.3 Liability and financing

The re

quirements from ISO/IEC 17021:2006, Clause 5.3 apply.

6 Structural requirements

6.1 Organizational structure and top management

The re

6.2

quirements from ISO/IEC 17021:2006, Clause 6.1 apply.

Committee for safeguarding impartiality

The re
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For ed
analys]
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a) uf

quirements from ISO/IEC 17021:2006, Clause 6.2 apply.

esource requirements
Competence of management and personnel

equirements from ISO/IEC 17021:2006, Clause 7.1 apply. In addition, the following
ments and guidance apply.

IS 7.1 Management competence

5sential elements of competence required to perform“ISMS certification are to selec
e those individuals whose skills and collective competénce is appropriate to the activitieg
e related information security issues.

Competence analysis and contract review

SMS of the client organization, whichnit' assesses.

riification body shall have an_effective system for the analysis of the competencies
y management which it neéds to have available, with respect to all the technical arg
eS.

ch client, the certification body shall be able to demonstrate that it has performed
s (assessment ofiskills in response to evaluated needs) of the requirements of each n
b undertaking ¢he“contract review. The certification body shall then review the contract
vation, based.on the results of this competence analysis. In particular, the certification
demonstrate that it has the competence to complete the following activities:

derstand the areas of activity of the client organization and the associated business risks

ISMS-specific

, provide and
to be audited

rtification body shall ensure that it has;knowledge of the technological and legal developinents relevant

in information
as in which it

h competence
elevant sector
with the client
body shall be

b) define the competencies needed in the certification body 10 cerfify in relafion to the identified activities,
and information security related threats to assets, vulnerabilities and impacts on the client organization;

c) confirm the availability of the required competencies.

71.1.2 Resources

The management of the certification body shall have the necessary processes and resources to enable it to
determine whether or not individual auditors are competent for the tasks they are required to perform within
the scope of certification in which they are operating. The competence of auditors may be established by
verified background experience and specific training or briefing (see also Annex B). The certification body

shall b

e able to communicate effectively with all those clients it provides services to.

© ISO/IEC 2007 — All rights reserved
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7.2 Personnel involved in the certification activities

The requirements from ISO/IEC 17021:2006, Clause 7.2 apply. In addition, the following ISMS-specific
requirements and guidance apply.

7.21 IS 7.2 Competence of certification body personnel

Certification bodies shall have personnel competent to

a) select and verify the competence of ISMS auditors for audit teams appropriate for the audit;

b) brief ISM
c) decide on

d) setupan

F-auditors and arrange any necessary ramning,
the granting, maintaining, withdrawing, suspending, extending, or reducing of certificatiorn

| operate an appeals and complaints process.

7.21.1  Trajning of audit teams

The certificatid

n body shall have criteria for the training of audit teams that ensures

a) knowledgg¢ of the ISMS standard and other relevant normative documents;

b) understan
¢) understan
d) technical |

e) general kn

Hing of information security;
Hing of risk assessment and risk management from\the business perspective;
nowledge of the activity to be audited;

owledge of regulatory requirements relevant to ISMSs;

f) knowledge of management systems;

g) understan

Hing of the principles of auditing.based on ISO 19011;

h) knowledgg of ISMS effectiveness review and measurement of control effectiveness.

These training
shared among

requirements appltyto all members of the audit team, with the exception of d), which
members of the"audit team.

72111

S,

can be

hen selecting:the audit team to be appointed for a specific certification audit the certification
body shall engure that theskills brought to each assignment are appropriate. The team shall

a) have appfopriate technical knowledge of the specific activities within the scope of the ISMS for
certificatignnis” sought and, where relevant, with associated procedures and their potential infor

which

mation

security risks (technical experts who are not auditors may fulfil this function);

b) have a sufficient degree of understanding of the client organization to conduct a reliable certification audit
of its ISMS in managing the information security aspects of its activities, products and services;

c) have appropriate understanding of the regulatory requirements applicable to the client organization’s

ISMS.

© ISO/IEC 2007 — All rights reserved
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7.21.1.2 When required, the audit team may be complemented by technical experts who can demonstrate
specific competence in a field of technology appropriate to the audit. Note should be taken that technical
experts cannot be used in place of ISMS auditors but could advise auditors on matters of technical adequacy
in the context of the management system being subjected to audit. The certification body shall have a
procedure for

a) selecting auditors and technical experts on the basis of their competence, training, qualifications and
experience;

b) initially assessing the conduct of auditors and technical experts during certification audits and
subsequently monitoring the performance of auditors and technical experts.

7.2.1.2 Management of the decision taking process
The mjanagement function shall have the technical competence and ability in place to manage fhe process of
decisign-making regarding the granting, maintaining, extending, reducing, suspending and Wwithdrawing of
ISMS ¢ertification to the requirements of ISO/IEC 27001.

7.21.3 Pre-requisite levels of education, work experience, auditor training and audit eXperience for
auditdrs conducting ISMS audits

7.21.31 The following criteria shall be applied for each auditor in¢heISMS audit team. The guditor shall
a) hgve an education at secondary level,

b) have at least four years full time practical workplace)experience in information technolody, of which at
lefst two years are in a role or function relating to information security;

c) hgve successfully completed five days of training, the scope of which covers ISMS audits and audit
mpnagement shall be considered appropriate;

d) hgve gained experience in the entire“~process of assessing information security priof to assuming
responsibility for performing as an auditor. This experience should have been gained by pdrticipation in a
mjnimum of four certification audits-for a total of at least 20 days, including review of documentation and
rigk analysis, implementation-assessment and audit reporting;

e) hgve experience which js‘reasonably current;

f)  be able to put complex operations in a broad perspective and to understand the role of indjvidual units in
larger client organizations;

g) kgep theirrkKnowledge and skills in information security and auditing up to date thrqugh continual
professionat’development.

Techn|cakexperts shall comply with criteria a), b), e) and f).

7.21.3.2 In addition to the requirements in 7.2.1.3.1, audit team leaders shall fulfil the following
requirements, which shall be demonstrated in audits under guidance and supervision:

a) have knowledge and attributes to manage the certification audit process;
b) have been an auditor in at least three complete ISMS audits;

¢) have demonstrated the capability to communicate effectively, both orally and in writing.

© ISO/IEC 2007 — All rights reserved 5
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7.3 Use of individual external auditors and external technical experts

The requirements from ISO/IEC 17021:2006, Clause 7.3 apply. In addition, the following ISMS-specific
requirements and guidance applies.

7.3.1 IS 7.3 Using external auditors or external technical experts as part of the audit team

When using individual external auditors or external technical experts as part of the audit team, the certification
body shall ensure that they are competent and comply with the applicable provisions of this publication and
are not involved, either directly or through its employer with the design, implementation or maintenance of an
ISMS or related management system(s) in such a way that impartiality could be compromised.

7311 Usl of technical experts
Technical experts with specific knowledge regarding the process and information security”issugs and
legislation affgcting the client organization, but who do not satisfy all of the criteria in 7.2, may be parf of the
audit team. Tgchnical experts shall work under the supervision of an auditor.
7.4 Persornnel records

The requirements from ISO/IEC 17021:2006, Clause 7.4 apply.

7.5 Outsourcing

The requirements from ISO/IEC 17021:2006, Clause 7.5 apply.

8 Information requirements

8.1 Publicly accessible information

The requiremients from ISO/IEC 17021:2006, Clause 8.1 apply. In addition, the following ISMS-dpecific
requirements and guidance apply.

8.1.1 IS 8.1 Procedures for granting, maintaining, extending, reducing, suspending and withdrawing
certification

The certificatipn body shall require*the client organization to have a documented and implemented ISMS
which conforms to ISO/IEC 27004“and other documents required for certification.

The certificatign body shall have documented procedures for

a) the initial certification audit of a client organization's ISMS, in accordance with the provisipns of
ISO 1901{1, JSO/IEC 17021 and other relevant documents;

b) surveillance and recertification audits of a client organization's ISMS in accordance with ISO 19011 and
ISO/IEC 17021 on a periodic basis for continuing conformity with relevant requirements and for verifying
and recording that a client organization takes corrective action on a timely basis to correct all
nonconformities.

8.2 Certification documents

The requirements from ISO/IEC 17021:2006, Clause 8.2 apply. In addition, the following ISMS-specific
requirements and guidance apply.

6 © ISO/IEC 2007 — All rights reserved
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8.2.1 IS 8.2 ISMS Certification documents

The certification body shall provide to each of its client organizations whose ISMS is certified, certification
documents such as a letter or a certificate signed by an officer who has been assigned such responsibility. For
the client organization and each of its information systems covered by the certification, these documents shall
identify the scope of the certification granted and the ISMS standard ISO/IEC 27001 to which the ISMS is
certified. In addition, the certificate should include a reference to the specific version of the Statement of
Applicability.

8.3 Directory of certified clients

The refuirements from tISOAEC 1702172006, Clause 8-3apply-

8.4 Reference to certification and use of marks

The r¢quirements from ISO/IEC 17021:2006, Clause 8.4 apply. In addition, the)following |ISMS-specific
requirgments and guidance applies.

8.4.1 | IS 8.4 Control of certification marks

The cgrtification body shall exercise proper control over ownership,~use and display of its ISMS certification
marks| If the certification body confers the right to use a mark\te’ indicate certification of [an ISMS, the
certifigation body should ensure that the client organization uses the specified mark only as| authorised in
writing| by the certification body. The certification body shall not entitle the client organization tol use this mark
on a pfoduct, or in a way that may be interpreted as denoting product conformity.

8.5 Confidentiality

The requirements from ISO/IEC 17021:2006, «Clause 8.5 apply. In addition, the following |ISMS-specific
requirements and guidance applies.

8.5.1 | IS 8.5 Access to organizational.records

Beforg the certification audit, the certification body shall ask the client organization to repoft if any ISMS
records cannot be made available\for review by the audit team because they contain confident|al or sensitive
informption. The certification-body shall determine whether the ISMS can be adequately audited in the
absenge of these records..[f\the certification body concludes that it is not possible to adequately audit the
ISMS pwithout reviewing (the' identified confidential or sensitive records, it shall advise the cliept organization
that the certification audit cannot take place until appropriate access arrangements are granted.

8.6 Information exchange between a certification body and its clients

The reguirements from ISO/IEC 17021:2006, Clause 8.6 apply.

9 Process requirements
9.1 General requirements

The requirements from ISO/IEC 17021:2006, Clause 9.1 apply. In addition, the following ISMS-specific
requirements and guidance apply.

9.1.1 IS 9.1.1 General ISMS audit requirements
9.1.1.1 Certification audit criteria

The criteria against which the ISMS of a client are audited shall be those outlined in the ISMS standard
ISO/IEC 27001 and other documents required for certification relevant to the function performed. If an
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explanation is required as to the application of these documents to a specific certification programme, then
such an explanation shall be given by a relevant and impartial committee or persons possessing the
necessary technical competence and published by the certification body.

9.1.1.2 Policies and procedures
The documentation of the certification body shall include the policy and procedures for implementing the
certification process, including checks of the use and application of documents used in certification of ISMSs

and the procedures for auditing and certifying the client organization’s ISMS.

9.1.1.3 Audit team

The audit team shall be formally appointed and provided with the appropriate working documents. The\glan for
and the date gf the audit shall be agreed to with the client organization. The mandate given to the aud|t team
shall be cleafly defined and made known to the client organization, and shall require the-audit tgam to
examine the structure, policies and procedures of the client organization, and confirm that-thése meet|all the
requirements felevant to the scope of certification and that the procedures are implemented’and are spch as
to give confidgnce in the ISMS of the client organization.
9.1.2 IS 9.1.2 Scope of certification
The audit team shall audit the ISMS of the client organization covered by-the defined scope agalnst all
applicable cerjification requirements. The certification body shall ensure thatthe scope and boundarieq of the
ISMS of the [client organization are clearly defined in terms of the(characteristics of the businegs, the

organization, {ts location, assets and technology. The certification-bddy shall confirm, in the scope ¢f their
ISMS, that clignt organizations address the requirements stated in"Clause 1.2 of ISO/IEC 27001:2005.

Certification bpdies shall ensure that the client organization’s.information security risk assessment apd risk
treatment properly reflects its activities and extends to thecboundaries of its activities as defined in thg ISMS
standard ISOJIEC 27001. Certification bodies shall confirm that this is reflected in the client organization’s
scope of their ISMS and Statement of Applicability.

Certification bpdies shall ensure that interfaces-with services or activities that are not completely within the
scope of the ISMS are addressed within the~ISMS subject to certification and are included in thg client
organization's|information security risk assessment. An example of such a situation is the sharing of facilities
(e.g. IT systenms, databases and telecomimunication systems) with other organizations.
9.1.3 IS 9.1.8 Audit time

Certification bpdies shall allow-auditors sufficient time to undertake all activities relating to an initial audit,
surveillance aydit or recertification audit. The time allocated should be based on factors such as

a) the size of the ISMS’scope (e.g. number of information systems used, number of employees);

b) complexity.©of the ISMS (e.g. criticality of information systems, risk situation of the ISMS), se€e also
Annex A;

c) the type(s) of business performed within scope of the ISMS;

d) extent and diversity of technology utilized in the implementation of the various components of the ISMS
(such as the implemented controls, documentation and/or process control, corrective/preventive action,
etc);

€e) number of sites;
f)  previously demonstrated performance of the ISMS;
g) extent of outsourcing and third party arrangements used within the scope of the ISMS;

h) the standards and regulations which apply to the certification.
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Annex C provides guidance on Audit Time. The certification body shall be prepared to substantiate or justify
the amount of time used in any initial audit, surveillance audits and recertification audit.

9.1.4 IS 9.1.4 Multiple sites

9.1.4.1 Multiple site sampling decisions in the area of ISMS certification are more complex than the same
decisions are for quality management systems. Where a client organization has a number of sites meeting the
criteria from a) to c) below, certification bodies may consider using a sample-based approach to multiple-site
certification audit:

a) all sites are operating under the same ISMS, which is centrally administered and audited and subject to

o n .
cgntrarnar IayCITICTIL TTVITW,

b) all| sites are included within the client organization’s internal ISMS audit programme;
c) al| sites are included within the client organisation’s ISMS management review programme.

9.1.4.2 The certification body wishing to use a sample-based approach shall have procedures in place to
ensurg the following.

a) The initial contract review identifies, to the greatest extent possible;the difference between kites such that
an adequate level of sampling is determined.

b) Afrepresentative number of sites have been sampled by the certification body, taking into a¢count
1) the results of internal audits of head office and th@ sites,
2) the results of management review,
3) variations in the size of the sites,
4) variations in the business purpose of the sites,
5) complexity of the ISMS,
6) complexity of the information systems at the different sites,
7) variations in workihg practices,
8) variations in.activities undertaken,

9) potential interaction with critical information systems or information systems procegsing sensitive
information,

1Q)\any differing legal requirements.

c) A representative sample is selected from all sites within the scope of the client organization’s ISMS; this
selection should be based upon judgmental choice to reflect the factors presented in item b) above as
well as a random element.

d) Every site included in the ISMS which is subject to significant risks is audited by the certification body
prior to certification.

e) The surveillance programme has been designed in the light of the above requirements and covers all
sites of the client organization or within the scope of the ISMS certification within a reasonable time.

f) In the case of a nonconformity being observed, either at the head office or at a single site, the corrective
action procedure applies to the head office and all sites covered by the certificate.
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The audit described in IS 9.1.5 below shall address the client organization's head office activities to ensure
that a single ISMS applies to all sites and delivers central management at the operational level. The audit shall
address all the issues outlined above.

9.1.5 IS 9.1.5 Audit Methodology

The certification body shall have procedures, which require the client organization to be able to demonstrate

that the internal ISMS audits are scheduled, and the programme and procedures are operational and can be
shown to be operational.

The certification body’s procedures should not presuppose a particular manner of implementation of an ISMS
or a particular g that
a client organ bs and
objectives of t

fUIIIId‘l fUI UIUL;UIIIUI ItdtiUll alld IUL;UIUID. Ccliif;bdt;ull }JIUL;CUIUICO bild“ beUb Ull Ubtdb“b}l;
ization’s ISMS meets the requirements of the ISO/IEC 27001 standard and the pglicis
ne client organization.

The audit plan
appropriate.

should identify the network-assisted auditing techniques that will be utilized dufing the addit, as

NOTE Network
based commun
such technique

assisted auditing techniques may include, for example, teleconferencing, wéb meeting, interacti
cations and remote electronic access to the ISMS documentation and/or{JSMS processes. The f
5 should be to enhance audit effectiveness and efficiency, and shoulessupport the integrity of th

e web-
pcus of
e audit

process.

9.1.6 IS 9.1.p Certification Audit Report
9.1.6.1 The ¢

procedures sh

ertification body may adopt reporting procedures that’suit its needs but as a minimum these

all ensure that

a) a meeting
the client

1)

takes place between the audit team and thé&’client organization's management prior to
prganization's premises at which the auditeam provides

eaving

a written or oral indication regarding the-conformity of the client organization's ISMS wjth the

partigular certification requirements,

2) an ogportunity for the client organization to ask questions about the findings and their basis;

b) the audit Leam provides the certification body with an audit report of its findings as to the conformity of the
client org@nization's ISMS with:all of the certification requirements.

9.1.6.2 The apdit report should-provide the following information:

a) an account of the audit including a summary of the document review;

b) an account of the' certification audit of the client organization's information security risk analysis;

c) total auditTime used and detalled speciication of ime spent on document review, assessment of risk
analysis, on-site audit, and audit reporting;

d) audit enquiries which have been followed, rationale for their selection, and the methodology employed.

9.1.6.3 The audit report of findings provided to the certification body shall be of sufficient detail to facilitate
and support a certification decision and shall contain

a) areas covered by the audit (e.g. the certification requirements and the sites that were audited), including
significant audit trails followed and audit methodologies utilized (see IS 9.1.5);

b) observations made, both positive (e.g. noteworthy features) and negative (e.g. potential nonconformities);
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c) details of any nonconformities identified, supported by objective evidence and a reference of these
nonconformities to the requirements of the ISMS standard ISO/IEC 27001 or other documents required

fo

r certification;

d) comments on the conformity of the client organization's ISMS with the certification requirements with a
clear statement of nonconformity, a reference to the version of the Statement of Applicability, and, where
applicable, any useful comparison with the results of previous certification audits of the client organization.

Completed questionnaires, checklists, observations, logs, or auditor notes might form an integral part of the
audit report. If these methods are used, these documents shall be submitted to the certification body as
evidence to support the certification decision. Information about the samples evaluated during the audit should

be inc

The rg
organi

In add

— th

at

w
9.2

The r
requirg

9.2.1

The fo
Clausg
surveil

The fo

a) In
fol

1

el 4lo alid N H +lo. whifl ' <l iy
Ucu i uic auluit TCPUTL, UT T ULNICT LOTUTITLAUUTT UUCLUTTITTILAativTT.

port shall consider the adequacy of the internal organization and procedures adopted
vation to give confidence in the ISMS.

tion to the requirements for reporting in ISO/IEC 17021:2006, Clause 9.1.10,the report sk

e degree of reliance that can be placed on the internal ISMS audits and management revi

d effectiveness of the ISMS;

e audit team’s recommendation as to whether the client organization’s ISMS should be ¢
th information to substantiate this recommendation.

nitial audit and certification

equirements from ISO/IEC 17021:2006, Claudse 9.2 apply. In addition, the following
ments and guidance apply.

IS 9.2.1 Audit team competence

lowing requirements apply to.certification assessment, in addition to the requirements th
ance activity apply.

lowing requirements apply to the audit team as a whole.

each of the following areas at least one audit team member shall satisfy the certification
r taking responsibility within the team:

managing the team,

by the client

ould cover

WS,

summary of the most important observations, positive as well as'negative, regarding the ilnplementation

ertified or not,

ISMS-specific

At are listed in

7.2. For surveillance agctivities only those requirements which are relevant to the scheduled

body's criteria

management systems and process applicable to ISMS,

knowledge of the legislative and regulatory requirements in the particular information security field,

identifying information security related threats and incident trends,

identifying the vulnerabilities of the client organization and understanding the likel
exploitation, their impact and their mitigation and control,

knowledge of ISMS controls and their implementation,

knowledge of ISMS effectiveness review and measurement of controls,

ihood of their

related and/or relevant ISMS standards, industry best practices, security policies and procedures,
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knowledge of incident handling methods and business continuity,

10) knowledge about tangible and intangible information assets and impact analysis,

11) knowledge of the current technology where security might be relevant or an issue,

12) knowledge of risk management processes and methods.

b)

ISMS back to the appropriate elements of the ISMS.

The audit
does not

c)

being aud
An audit team
9.211 IS¢

Auditors shall

a) recognise
b) registratid
c) approved
d) up to dats
e) practical
systems.
9.22 1S9.2.

The certificati
conduct of the
records (inclu

personnel for {he purposes of eertification audit, recertification audit and resolution of complaints.

At least the fo

a) generalin

ited).
may consist of one person provided that the person meets all the criteria set'out in a) abg
.2.1.1 Demonstration of auditor competence

be able to demonstrate their knowledge and experience, as outlined above, for example t
d ISMS-specific qualifications;

n as auditor;

ISMS training courses;

continuous professional development records;

lemonstration through witnessing auditoers going though the ISMS audit process on red

P General preparations for the initial audit

bn body shall require that ‘a client organization makes all necessary arrangements
certification audit, including provision for examining documentation and the access to all
ding internal audit-reports and reports of independent reviews of information securit

lowing informiation shall be provided by the client prior to the onsite certification audit:

ormatioh concerning the ISMS and the activities it covers;

b) a copy of

. . . L . o
mean that an auditor needs a complete range of experience of all areas of information slcurity,

but the adidit team as whole should have enough appreciation and experience to cover the ISMS

The audit team shall be competent to trace indications of security incidents in the client organization's

(this

scope

Ve.

nrough

client

or the
areas,
y) and

theASMS documentation required in ISO/IEC 27001:2005, Clause 4.3.1 and, where re

fuired,

associated documentation.

9.2.3

9.2.3.1

IS 9.2.3 Initial certification audit

IS 9.2.3.1 Stage 1 audit

In this stage of the audit, the certification body shall obtain documentation on the design of the ISMS covering
the documentation required in Clause 4.3.1 of ISO/IEC 27001.

The objective of the stage 1 audit is to provide a focus for planning the stage 2 audit by gaining an
understanding of the ISMS in the context of the client organization's ISMS policy and objectives, and, in
particular, of the client organization's state of preparedness for the audit.
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The stage 1 audit includes, but should not be restricted to, the document review. The certification body shall
agree with the client organization when and where the document review is conducted. In every case, the
document review shall be completed prior to the commencement of the stage 2 audit.

The results of the stage 1 audit shall be documented in a written report. The certification body shall review the
stage 1 audit report before deciding on proceeding with the stage 2 audit and for selecting the stage 2 audit
team members with the necessary competence.

The certification body shall make the client organization aware of the further types of information and records
that may be required for detailed examination during the stage 2 audit.

9.2.3.2—159:2:3:2-Stage2-audit

9.2.3.2.1 The stage 2 audit always takes place at the site(s) of the client organization. Qn the basis of
findings documented in the stage 1 audit report, the certification body drafts an audit plan for the conduct of
the stgge 2 audit. The objectives of the stage 2 audit are
a) to|confirm that the client organization adheres to its own policies, objectives,and procedures;

b) to|confirm that the ISMS conforms to all the requirements of the normative ISMS standard ISO/IEC 27001
and is achieving the client organization’s policy objectives.

9.2.3.3.2 To do this, the audit shall focus on the client organization's

a) agsessment of information security related risks, and~that the assessments produce cgmparable and
reproducible results;

b) dgcumentation requirements listed in Clause 4.3'\of ISO/IEC 27001:2005;
c) sdlection of control objectives and controls based on the risk assessment and risk treatmen} processes;

d) reyviews of the effectiveness of the ISMS and measurements of the effectiveness of the information
sgcurity controls, reporting and reviewing against the ISMS objectives;

e) internal ISMS audits and management reviews;
f)  mpnagement responsibility. for the information security policy;

g) cqrrespondence between the selected and implemented controls, the Statement of Applicability, and the
results of the risk assessment and risk treatment process, and the ISMS policy and objectives;

h) implementation of controls (see Annex D), taking into account the organization's megsurements of
effectiveness of controls [see d) above], to determine whether controls are implemented and effective to
aghieve the stated objectives;

i) programmes, processes, procedures, records, internal audits, and reviews of the ISMS effectiveness to
ensure that these are traceable to management decisions and the ISMS policy and objectives.

9.2.3.3 1S 9.2.3.3 Specific elements of the ISMS audit
The role of the certification body is to establish that client organizations are consistent in establishing and
maintaining procedures for the identification, examination and evaluation of information security related

threats to assets, vulnerabilities and impacts on the client organization. Certification bodies shall

a) require the client organization to demonstrate that the analysis of security related threats is relevant and
adequate for the operation of the client organization;
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NOTE
the client o

b)

The client organization is responsible for defining criteria by which information security related
rganization are identified as significant, and to develop procedure(s) for doing this.

risks of

establish whether the client organization’s procedures for the identification, examination and evaluation of

information security related threats to assets, vulnerabilities and impacts and the results of their
application are consistent with the client organization’s policy, objectives and targets.

The certification body shall also establish whether the procedures employed in analysis of significance are
sound and properly implemented. If an information security related threat to assets, a vulnerability, or an
impact on the client organization is identified as being significant, it shall be managed within the ISMS.

9.2.3.3.1 Legatandregutatory-comptiance

The maintengnce and evaluation of legal and regulatory compliance is the responsibility .6f\the| client
organization. The certification body shall restrict itself to checks and samples in order to establish confidence
that the ISM§ functions in this regard. The certification body shall verify that the client prganization|has a
management pystem to achieve legal and regulatory compliance applicable to the information security risks
and impacts.

9.2.3.3.2 Integration of ISMS documentation with that for other management systems

The client orgpnization can combine the documentation for ISMS and other-management systems (sch as
quality, health| and safety, and environment) as long as the ISMS can be clearly identified together with the
appropriate inferfaces to the other systems.

9.2.3.3.3 Copmbining management system audits

A certification pody may offer other management system certification linked with the ISMS certification, pr may
offer ISMS ceftification only.

The ISMS auglit can be combined with audits of other management systems. This combination is ppssible
provided it cap be demonstrated that the audit satisfies all requirements for certification of the ISMS. Al the
elements impprtant to an ISMS shall appear glearly, and be readily identifiable, in the audit reports. The
quality of the qudit shall not be adversely affected by the combination of the audits.

NOTE ISO 19011 provides guidance for carrying out combined management system audits.

9.2.4 IS 9.2.4 Information for granting initial certification

In order to prgvide a basis far the certification decision, the certification body shall require clear reports{ which
provide sufficient information‘to make this decision.

Reports from the audit team to the certification body are required at various stages in the certification audit
process. In cgmbihation with information held on file, these reports should at least contain the information
required in IS P:1<:

9.2.5

IS 9.2.5 Certification decision

The entity, which may be an individual, which takes the decision on granting/withdrawing a certification within
the certification body, should incorporate a level of knowledge and experience in all areas which is sufficient to
evaluate the audit processes and associated recommendations made by the audit team.

The decision whether or not to certify a client organization's ISMS shall be taken by the certification body on
the basis of the information gathered during the certification process and any other relevant information.
Those who make the certification decision shall not have participated in the audit. This decision shall be based
upon the findings and certification recommendation of the audit team as provided in their certification audit
report (see IS 9.1.6) and any other relevant information available to the certification body.
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The entity which takes the decision on granting certification should not normally overturn a negative
recommendation of the audit team. If such a situation does arise, the certification body shall document and

justify

the basis for the decision to overturn the recommendation.

On the subject of deciding on certification, ISO/IEC 17021 does not mention a specific period in which at least
one complete internal ISMS audit and one management review of the client organization’s ISMS shall have
taken place. The certification body may specify such a period. Irrespective of whether the certification body
has chosen to specify a minimum frequency, measures shall be established by the certification body to ensure
the effectiveness of the client organization’s management review and internal ISMS audit processes.

Certlflcatlon shaII not be granted to the cllent organ|zat|on unt|I there is suff|C|ent ewdence to demonstrate that

The r

requirgments and guidance apply.

9.3.1

9.3.1.1

The purpose of surveillance is to verify that the approved ISMS continues to be implemented, t

implica
and to
cover
a) th

ar
b) cq

dd

c) ch
d) an
e) sq
f) of

9.3.1.2

i I be malntalned

SBurveillance activities

equirements from ISO/IEC 17021:2006, Clause 9.3 apply. In addition,, the~ following

IS 9.3 Surveillance audits

tions of changes to that system initiated as a resQlt*of changes in the client organizati

e system maintenance elements which are internal ISMS audit, management review
d corrective action;

mmunications from external parties as required by the ISMS standard ISO/IEC 27(
cuments required for certification

anges to the documented system;

eas subject to change;

lected elements of ISO/IEC 27001;
her selected areas as appropriate.

As'aminimum, surveillance by the certification body shall review the following:

are effective,

ISMS-specific

Surveillance audit procedures shall be consistent with thosé-concerning the certification audit of the
client grganization's ISMS as described in this standard.

p consider the
bn’s operation

confirm continued compliance with certificationsrequirements. Surveillance programs should normally

gnd preventive

01 and other

a) the effecliveness of the TSMS with regard to achieving the objeciives of the client organization's
information security policy;

b) the functioning of procedures for the periodic evaluation and review of compliance with relevant
information security legislation and regulations;

¢) action taken on nonconformities identified during the last audit.
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9.3.1.3 Surveillance by the certification body should at least cover the points required for surveillance audit in

ISO/IEC 17021. In addition, the following issues should be considered.

a) The certification body should be able to adapt its surveillance programme to the information security
issues related threats to assets, vulnerabilities and impacts on to the client organization and justify this
programme.

b) The surveillance programme of the certification body should be determined by the certification body.
Specific dates for visits may be agreed with the certified client organization.

c) Surveillance audits may be combined with audits of other management systems. The reporting shall
clearly ingicatetheaspectsretevanttoeachmanagementsystenT

d) The certiflcation body is required to supervise the appropriate use of the certificate.

During surveil
before the cer
is revealed, th
corrective acti

A surveillance
As a minimum|
a) above.

9.4 Recert

The requirem

requirements and guidance apply.

941 1S94
Recertification
organization's

Certification b
certifications
such nonconfg
is not made W
withdrawn. TH
nonconformity
specified requ

9.5 Specia

The requirem

ance audits, certification bodies shall check the records of appeals and complaints b

at the client organization has investigated its own ISMS and procedures)and taken appr
bN.

report shall contain, in particular, information on clearing of noneenformities revealed pre
, the reports arising from surveillance should build up to coverjin-totality the requirement g
fication

ents from ISO/IEC 17021:2006, Clause 9.4 apply. In addition, the following ISMS-{

Recertification audits

audit procedures shall be consistentwith those concerning the certification audit of the
ISMS as described in this International Standard.

odies shall have clear procedures laying down the circumstances and conditions in
vill be maintained. If on sunveillance or recertification audit, nonconformities are found tq
rmities shall be effectively corrected within a time agreed by the certification body. If cor
thin the time agreed:the scope of certification shall be reduced, or the certificate suspen
e time allowed to.implement corrective action should be consistent with the severity

rements.

audits

rought

ification body and, where any nonconformity or failure to meet the requirefents of certification

Dpriate

viously.
f point

pecific

client

which
exist,
rection
ded or
of the

and the risk, to-the assurance of products or services of the client organization njeeting

|

nts” from ISO/IEC 17021:2006, Clause 9.5 apply. In addition, the following ISMS-g

pecific

requirements and guidance apply.

9.51 1S9.5

Special cases

The surveillance activities shall be subject to special provision if a client organization with a certified ISMS
makes major modifications to its system or if other changes take place which could affect the basis of its

certification.

9.6 Suspending, withdrawing or reducing scope of certification

The requirements from ISO/IEC 17021:2006, Clause 9.6 apply.
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9.7 Appeals

The requirements from ISO/IEC 17021:2006, Clause 9.7 apply.

9.8 Complaints

The requirements from ISO/IEC 17021:2006, Clause 9.8 apply. In addition, the following ISMS-specific
requirements and guidance apply.

9.8.1 IS 9.8 Complaints

Complaints represent a source of information as to possible nonconformity. The certificatiovh body should
requirg the certified client organization that, on receipt of a complaint, the certified clientcergarjization should
establish, and where appropriate report on, the cause of the complaint, including any, predetermining (or
predisposing) factors within the client organization’s ISMS.

The certification body should satisfy itself that the client organization is using,such investigatigns to develop
remedjal / corrective action, which should include measures for

a) nqtification to appropriate authorities if required by regulation;

b) restoring conformity;

c) preventing recurrence;

d) evaluating and mitigating any adverse security incideqts*and their associated impacts;
e) ernsuring satisfactory interaction with other compnents of the ISMS;

f) agsessing the effectiveness of the remedial/ corrective measures adopted.

The cgrtification body shall require each client organization whose ISMS is certified to make gvailable to the
certifigation body, when requested, the records of all complaints and corrective action taken jn accordance
with the requirements of ISO/IEC 27004

9.9 Records of applicants-and clients

The reguirements from ISO/IEC 17021:2006, Clause 9.9 apply.

10 Management.system requirements for certification bodies

10.1 Options

The requitements from ISO/IEC 17021:2006, Clause 10.1 apply.

10.2 Option 1 — Management system requirements in accordance with ISO 9001
The requirements from ISO/IEC 17021:2006, Clause 10.2 apply.
10.3 Option 2 — General management system requirements

The requirements from ISO/IEC 17021:2006, Clause 10.3 apply. In addition, the following ISMS-specific
requirements and guidance apply.

10.3.1 IS 10.3 ISMS implementation

It is recommended that certification bodies implement an ISMS in accordance with ISO/IEC 27001.
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Annex A
(informative)

Analysis of a client organization’s complexity and
sector-specific aspects

A.1 Organization’s risk potential

The complexit};/ of the ISMS scope needs to be considered when deciding audit time and auditor compée
This annex provides an example in analyzing the complexity of a client organization for this purpose,

The complexit

a) the auditg
b)
Table A.1is a

complexity. It
seen appropri

By using the
classified into
effective categ
outcome is thg

the audit {ime requirements for the ISMS audit (an example of which is givenin Annex C).

y category assigned to an ISMS scope can then be used to decide

rs’ competence requirements for the ISMS audit (an example of which is'given in Annex E

general indication of the possible factors to be considered when’determining an ISMS s
might need to be adapted to specific circumstances or have any special factors includ
hte.

Complexity Criteria (in Table A.1) individually, aspécts of an ISMS scope’s complexity
three categories: “high”, “medium”, and “low”, using a number of different factors. The
ory of complexity can be taken as the maximum/category of all the factors considered, 3
category, i.e. “high”, “medium” or “low”.

tence.

~

cope’s
ed, as

can be
overall
nd the
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Table A.1 — Criteria for ISMS Scope Complexity

/ digital

signature / PKI
reguirements

in built in
standard facilities
and without
digital signature /
PKI requirements

encryption /
digital signature /
PKI requirements

Complexity Category Significance
Factor High Medium Low

Number of >1,000 >200 <200 Scale of ISMS implementation

employees + Management information system

contractor staff Production management-related systems
Sales/distribution/general service-related
systems
Information technology/information services
dla reldied sysiellis
Construction/ship-building/plant
engineering-related systems|

Number of users [>1million >200,000 < 200,000 Financial systems
Governments, Schools, Medjicals/hospitals
systems

Numbgr of sites [>5 >2 1 Scale of ISMS implementatipn
Physical’and environmental pecurity
(ISGHEC 27001:2005, A.9)

Numbeér of >100 >10 <10 Seale of ISMS implementati¢n

servers Physical and environmental pecurity (A.9)
Access control (ISO/IEC 27(01:2005, A.11)
Telecommunications and opgration
management (ISO/IEC 2700[1:2005, A.10)

Number of >300 >50 <50 Access control (ISO/IEC 27(01:2005, A.11)

workstations +

PC + Ipptops

Number of >100 >20 <20 Information systems acquisition,

applicgtion development and maintenance

develdpment and (ISO/IEC 27001:2005, A.12)

maintgnance

staff

Network & External / External / External / Telecommunications and opgration

encrydtion internet internet internet management (ISO/IEC 2700[1:2005, A.10)

techndlogy connection connection with | connection Access control (ISO/IEC 27(01:2005, A.11)

with encryption | use of encryption | without

sector-specific
risk (refer to A.2
for examples of
sector-specific
categories of
information
security risk)

law and
regulation
applies

sector-specific
law and
regulation but
significant sector-
specific risk
applies

sector-specific
law and
regulation and no
applicable
sector-specific
risk applies

Significancé in Incompliance | Incompliance Incompliance Laws and guidelines (ISO/IHC 27001:2005,
legal gompliance |leads to leads to leads to A.15)
pnccihln eignifir\qnf ineignifir\nnf
prosecution financial penalty |financial penalty
or goodwill or goodwill
damage damage
Applicability of Sector-specific | No applicable No applicable Scale of ISMS implementation

Laws and guidelines (ISO/IE
A.15)

C 27001:2005,
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A.2 Sector-specific categories of information security risk

Risks to information may be specific to the type of information considered or the sector in which an
organisation operates. The following examples illustrate different categories of risk.

Specific categories applicable to all organisations:

e salaries, pensions, health and safety, organizational records, internal and interdepartmental
information, etc.;

e any other personally identifiable information;

e any other commercially sensitive/critical information, such as research & development infarmation,
design| information, customers details, financial results and forecasts, business plans, (intellectual
proper{y rights, manufacturing processes, etc.

Government sensitive/critical information:

e public information;
e e-govefnment applications;

e information held about citizens (e.g. health, benefit, taxes, records, etc.);

e information handled by suppliers and manufacturers of government, such as ICT designs, fafilities,
products, services, etc.

Specific categpries applicable to classes of organisation:

e corporate governance - listed companies (possibly also other large entities).

Specific categpries applicable to business sectors:

e healthgare;

educat|on;

e aerosppce;

e telecoms;

e financial services;

e charitigs and non-profit organizations.
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Annex B
(informative)

Example areas of auditor competence

B.1 General competence considerations

There are several ways by which an auditor can prove their knowledge and experience Knowledge and
experignce can be demonstrated, for example, by using recognised qualifications. Registratipn, e.g. under
IRCA pr any other recognised form of auditor registration, can also be used to demonstrate the required
knowlgdge and experience. The required competence level for the audit team shaould bg established,

corresponding with the organization’s industry/technological field and complexity factar.
B.2 PBpecific competence considerations

B.2.1 | Knowledge of ISO/IEC 27001:2005, Annex A controls

The fdllowing describes the typical knowledge in relation to ISMS sauditing. In addition to thel control areas
from I$O/IEC 27001:2005, Annex A, which are listed in the following“table, auditors should aldo be aware of

the other standards in the 27000 family of standards.

Knowledge and experience of policies and busingss | Security policy
requirements for information security

Seneral knowledge and experience of@business | Organization of information secprity
brocesses, practices and organizational structures

Knowledge of asset valuation) inventories, | Asset management
classifications, and acceptable use policies

Seneral knowledge and expetience of the processes | Human resources security
hnd procedures used by hdman resources departments

Knowledge of physicakand environmental security Physical and environmental sequrity

p-to-date knowledge and experience of the standards, | Communications and operations
brocesses, techniques and methods used for | management

nformation-security, including management measures
hs well @s$\an appropriate level of technical expertise. | Access control

[his _includes current knowledge of some of the

Fomfon business practices. Information systems acquisition,

development and maintenance

Up-to-date knowledge and experience of the processes | Information security incident
and procedures for incident management management

Up-to-date knowledge and experience of the standards, | Business continuity management
processes, plans and testing procedures for business
continuity

Up-to-date knowledge of business contractual issues, | Compliance
and common laws and regulations related to ISMS

© ISO/IEC 2007 — All rights reserved
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B.2.2 Typical knowledge related to ISMS

Auditors should have knowledge and understanding of the following auditing and ISMS subjects:

audit p

rogramming and planning,

audit type and methodologies,

audit ri

sk,

information security processes analysis,

Demin

interna| auditing for information security.

Auditors shou

intellegtual property,

conten

data protection and privacy,
regulatjon of cryptographic controls,

anti-terrorism,

electro

electro

workplace surveillance,

telecommunications interception and.monitoring of data (e.g. e-mail),

compu

electro

penetration testing,

interna

Auditors shou

22

) cycle (PDCA) for continual improvement,

d have knowledge and understanding of the following regulatory requirements:

, protection and retention of organizational records,

hic commerce,

hic and digital signatures,

er abuse,

hic evidence collection,

fional-and national sector-specific requirements (e.g. banking).

d have knowledge and understanding of the following management requirements:

treatment of information security risks,

ICT outsourcing security risks,

supply

chain information security risks.
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Annex C
(informative)

Audit time

C.1 Introduction

12.1S9.1.3.1S9.1.5,1S 9.1.6, 1S 9.2.31,

should

a congistent approach to the determination of appropriate auditor time. At’the’ same time, the g
in thisjannex allows for flexibility in the light of what is found during the'\coudrse of the audit, es
the stgge 1 audit and the complexity of the ISMS scope considered.

C.2 Procedure to determine audit time

Experi
charti
(as ex
1S 9.1.
establi
certifig
alloca

ence has shown that the scope of the ISMS, and thére’the number of employees (as in t

n C.3 below), the size, characteristics, complexity;and significance of potential informatio

blained in more detail below) will govern the amount of time taken for any given ISMS

3, and also Clauses IS 9.2.3.1, IS 9.2.3.2 and IS 9.2.3.3 list criteria, which should be co

shing the amount of auditor time needed.>These and other factors need to be examin

ation body’s contract review process for their potential impact on the amount of audi
d.

Itisi
that the auditor time chart in C.3_below cannot be used in isolation. The following examples ill
that cgn influence the audit time and elaborates on the list of factors given in Clause IS 9.1.3:

e |factors related to_the 'size of the ISMS scope (e.g. number of information systems ug
information processed, number of users, number of privileged users, number of IT plat
of networks, and-their size);

factors related to the complexity of the ISMS (e.g. criticality of information systems, risk
ISMS;-volumes and types of sensitive and critical information handled and processed

]

17021:2006. It

1S 9.2.3.2 and
body on the
ation of client

n, surveillance
se can lead to
uidance given
becially during

e auditor time
security risks
hudits. Clause
sidered when
ed during the
for time to be

portant to note that all these facters should be taken into account when determining the audit time, and

Ustrate factors

ed, volume of
orms, number

situation of the
, humber and

typés)of electronic transactions, number and size of any development projects, extent of remote

working taking place, extent of the ISMS documentation);

the type(s) of business performed within scope of the ISMS, and the security, leg
contractual and business requirements related to these types of business;

al, regulatory,

extent and diversity of technology utilized in the implementation of the various components of the ISMS

(such as the implemented controls, documentation and/or process control, corrective/preventive action,
information systems, IT systems, networks, e.g. whether these are fixed, mobile, wireless, external,

internal);

sites or a sample will be audited;

previously demonstrated performance of the ISMS;
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e extent of outsourcing and third party arrangements used within the scope of the ISMS and dependency
on these services;

e the standards, legislation and regulations which apply to the certification, and any sector-specific

require

ments that might apply.

The certification of an ISMS usually consumes more time than certification of a quality management system or
an environmental management system, due to increased requirements on an information security
management system through the specific demands of an ISMS, such as the ISMS policy, risk management,
control objectives and controls. The certification body is required to

and the ISMS
a) audit the
significan

e of its information security risks and impacts;

b) confirm that the system designed to achieve compliance (with all relevant legislation” and| other

requirem
maintain

c) confirm t
effectiven
security f

d) confirm th

e) reacttoin

C.3 Auditor time chart

C.3.1 General

The auditor ti
following, this
shown to be
demonstrated

The variation
the audit, logis
These and oth
potential impa
in isolation.

nts which apply to the ISMS) is capable to do so and that this system is~ifmplement

at the control objectives and controls have been correctly selected and implemented, th
ss is measured, and that the process for achieving “prevention of‘ahd appropriate respqg
ilures” is sound and adhered to;

at the document requirements of the client organization’s ISMS are fulfilled;

creased demands arising from the stage 1 audit.

me chart provided below sets out ary,average number of initial audit days (here and
number includes the days for the stage 1 audit and the stage 2 audit), which experien
appropriate for an ISMS scope_with a given number of employees. Experience ha
that for ISMS scopes of a similar size, some will need more time and some less.

pf time spent on each certification depends on a number of factors including the size, sq
tics, complexity of the.organization and its state of preparedness for audit (see also C.2 3
er factors need tobe examined during the certification body’s contract review process f
ct on the amount of-auditor time to be allocated. Therefore the auditor time chart cannot b

The auditor ti

starting point based@n*the total number of employees for all shifts, and adjusting this based on the sig
factors applying.to-the ISMS scope to be audited and attributing to each factor an additive or sub
weighting to modify the base figure. The terms used in this chart are explained in C.3.2 below.

e chart below provides the framework that could be used for audit planning by identi

d and

at their
nse to

in the
Ce has
s also

ope of
bove).
br their
e used

ying a

ificant
:factive
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QMS Auditor EMS Auditor ISMS Auditor - Total
Number of Time. for In.itial Time. for In_itial '!'i_me _ Addlt_lve and Auditor
Employees Audit (auditor Audit(auditor for In_ltlal Audit | Subtractive Factors Time
days) days) (auditor days)
1~10 2 3 5 See Annex C.2
11~25 3 7 See Annex C.2
26 ~45 4 6 8.5 See Annex C.2
16 ~ 65 5 10 See Annex C.2
66 ~ 85 6 11 See Annex C(2
86 ~125 7 8 12 See Annex C.2
126 ~ 175 8 13 SeeAnnex C.2
1|76 ~ 275 9 14 See Annex C.2
276 ~ 425 10 15 See Annex C.2
426 ~ 625 11 12 16.5 See Annex C.2
626 ~ 875 12 17.5 See Annex C.2
816~1,175 13 18.5 See Annex C.2
1,176 ~ 1,550 14 19.5 See Annex C.2
1,951 ~2,025 15 18 21 See Annex C.2
2,06 ~2,675 16 22 See Annex C.2
2,676 ~ 3,450 17 23 See Annex C.2
3,451 ~ 4,350 18 24 See Annex C.2
4,351 ~5,450 19 25 See Annex C.2
5,451 ~ 6,800 20 26 See Annex C.2
6,801 ~ 8,500 21 27 See Annex C.2
8,501 ~10,700 22 28 See Annex C.2
Follow Follow
10,700 progression progression See Annex C.2
above above
C.3.2 | Explanation of terms

“Employees” as referenced in the auditor time chart refers to all individuals whose work activities relate to the
scope of the ISMS. The total number of employees for all shifts is the starting point for determination of audit
time.

The effective number of employees includes non-permanent (seasonal, temporary, and subcontracted) staff
that will be present at the time of the audit. A certification body should agree with the organization to be
audited the timing of the audit which will best demonstrate the full scope of the organization. The
consideration could include season, month, day/date and shift as appropriate.

Part-time employees should be treated as full-time-equivalent employees. This determination will depend
upon the number of hours worked as compared with a full-time employee.
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“Auditor time” includes the time spent by an auditor or audit team in stage 1 audit, stage 2 audit and planning
(including off-site document review, if appropriate); interfacing with organization, personnel, records,
documentation and process; and report writing. It is expected that the “Auditor time” involved in such planning
and report writing combined should not typically reduce the total on-site “auditor time” to less than 70 % of the
time shown in the auditor time chart. Where additional time is required for planning and/or report writing, this
will not be justification for reducing on-site auditor time. Auditor travel time is not included in this calculation,

and is additional to the Auditor time referenced in the chart.

NOTE1 70 %

If remote aud
and/or electro
these activitig
contributing to

If the certifica
of the planne
approval from

NOTE 2 On-si
sites are consi
premises.

“Auditor time”
Day” is typical

For the initial
time spent at
time spent on
for changes in

The total amo
as defined in
time spent at
audit of the

certification ad
audit time is S
carried out at

meet the reqlirement for Surveillance as well. Regardless of what conclusion is made, the guida

IS 9.1.2 applig

Once the gen
scope with th
differences th
to be audited i

is a factor based on experience of ISMS audits.
iting techniques such as interactive web-based collaboration, web meetings, teleconfe

(

should be identified in the audit plan (see IS 9.1.5), and may be considere

the total “on-site auditor time”.

d as'\p

>

q

J

] on-site auditor time, the certification body should justify the audit planCand obtain
the accreditation body prior to its implementation.

e auditor time refers to the on-site auditor time allocated for individual sites, Electronic audits of

as referenced in the chart is stated in terms of “Auditor Days” spent on the audit. An ©
y a full normal working day.

Certification audit cycle, surveillance time for a given organization should be proportiona
nitial audit with the total amount of time spent:annually on surveillance being about 1/3
the initial audit. The planned surveillance time should be reviewed from time-to-time to a
the organization, system maturity, etc., and.at least at the time of re-certification audit.

int of time spent performing the re-certification audit will depend upon the findings of the

rences
zation,
artially

ion body plans an audit plan for which the remote auditing activities representmore thap 30 %

pecific

remote

ered to be remote audits, even if the electronic audits are physically~¢carried out on the organigation’s

\uditor

to the
of the
ccount

review

Clause IS 9.1.6 of this Internatiopal 'Standard and 9.4 of ISO/IEC 17021:2006. The am

punt of

e-certification audit should be proportional to the time that would be spent at initial certification

same organization and should” be about 2/3 of the time that would be required fo
dit of the same organization-at the time that it is to be audited for re-certification. Re-certi
pent as the above and-beyond the routine surveillance time, but, when re-certification 4
the same time as a.planned routine Surveillance visit, the re-certification audit will su

S.

bral starting{point for determining the required auditor time has been made for the typica

number-ef employees indicated, some adjustments need to be considered to account
t could-affect the actual auditor time required to perform an effective audit for the specifi
h.addition to those listed in C.2.

initial
ication
udit is
fice to
nce in

ISMS
for the
ISMS

Example facto

rs requiring additional auditor time could be

complicated logistics involving more than one building or location in the scope of the ISMS;

working independently);

high degree of regulation;
ISMS covers highly complex processes or relatively high number or unique activities;

processes involve a combination of hardware, software, process, and service;

management system is subject to certification (see Note 3 below).

26

staff speaking in more than one language (requiring interpreter(s) or preventing individual auditors from

activities that require visiting temporary sites to confirm the activities of the permanent sites(s) whose
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Example factors permitting less auditor time could be

no/low risk product/processes;

prior knowledge of the organization (for example, if the organization has already been certified to

another standard by the same certification body);

client preparedness for certification (for example, already certified or recognized by another 3rd party

scheme);

processes involve a single general activity (e.g. service only);

NOTE
tempor]

A tem
activiti
range
the ex

maturity of the management system in place;
high percentage of employees performing the same simple tasks.

B In situations where the certification client or certified organization provides, their product(s

) or service at

bry sites it is important that evaluations of such sites are incorporated into the certification audit §nd surveillance
programs.

porary site is a location other than the sites/locations identified)'in the certification do
bs, within the scope of certification, are implemented for a«défined period of time. The
From major project management sites to minor service/installation sites. The need to visit
ent of sampling should be based on an evaluation of the risks of the failure of a produg

meet needs/expectations due to system nonconformity. The)'sample of sites selected should

range
types

All attr|
made
be off
time t3

pf the organization’s competency needs and service variations having given consideratig
bf activities, and the various stages of projects inptogress.

butes of the ISMS scope, processes, and products/services should be considered and a1
for those factors that could justify more_or‘less auditor time for an effective audit. Additi
site by subtractive factors. In all cases>Where adjustments are made to the time provided
ble, sufficient evidence and records.shall be maintained to justify the variation.

cument where
se sites could
such sites and
t or service to
represent the
n to sizes and

air adjustment
e factors may
in the auditor
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The following graphic illustrates the potential interaction of additive and subtractive Factors on the Auditor
Time found in the chart above.

< - Organization/system Complexity + ->
Large Simple Large Complex
Multi-site Multi-site
{ Few processes Many processes
9 Repetitive processes Large scope
E; Small scope Unique processes
E: High risk prodact/processes
7 Starting point from
‘5‘; auditor time chart Many processes
%i Few processes Highirisk product/processes
1 Small scope Large scope
y Repetitive processes Unique processes
Small Simple Small Complex
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Annex D
(informative)

Guidance for review of implemented ISO/IEC 27001:2005,

Annex A controls

D.1 Purpose

This a
Annex|
surveil

hnex provides guidance for the review of the implementation of controls listed in ISO/IE

C 27001:2005,

A, and the gathering of audit evidence as to their performance during the initial addit’and subsequent

ance visits. The implementation of all controls selected by the client organization for the

the Statement of Applicability) needs to be reviewed during stage 2 of the initial audit"and durin]

Or recq

The a

rtification activities.

idit evidence that the certification body collects needs to be sufficient to draw a co

wheth¢r the controls are effective. How a control is expected to perform will be specified in

policie,
contro

D.1.1

5 of the client organization stated in or referenced from the Statement of Applicability. O
s outside the scope of the ISMS will not be audited.

Audit evidence

The b

peopl
settin

st quality audit evidence is gathered from observation/by the auditor (e.g. that a locked
do sign confidentiality agreements, the asset register exists and contains assets obs
are adequate, etc). Evidence can be gathered.from seeing the results of performance o

printoyts of access rights given to people signed, by the correct authorizing official, recor

resolu
meetir]
attemp
againg
author
contro

ion, processing authorities signed by the ‘Carrect authorizing official, minutes of manager
gs etc.). Evidence can be the result of direct testing (or re-performance) of controls by th
ts to perform tasks said to be prohibited by the controls, determination whether softw

ISMS (as per
g surveillance

hclusion as to
procedures or
bviously those

joor is locked,
erved, system
f a control (e.g.
ds of incident
nent (or other)
e auditor (e.g.
are to protect

t malicious code is installed and. up-to-date on machines, access rights granted (aft¢r checking to

ties), etc.). Evidence can be gathered by interviewing employees/contractors about
s and determining whether this'is factually correct.

D.2 How to use Table D.1

D.2.1

An ::X’
some

Evider

Columns “Organizational control” and “Technical control”

in the respective column indicates whether the control is an organizational or a techni
controls are‘both organizational and technical, entries are in both columns for such contro

ce, of the performance of organizational controls can be gathered through review of

rocesses and

cal control. As
S.

he records of

ance of controls, interviews, observation and physical inspection. Evidence of the p

O Ooug V Nng ee DelOW) O ougn use

audit/reporting tools.

D.2.2

Column “System testing”

erformance of
of specialized

“System testing” means direct review of systems (e.g. review of system settings or configuration). The
auditor’s questions could be answered at the system console or by evaluation of the results of testing tools. If
the client organization has a computer-based tool in use that is known to the auditor, this can be used to
support the audit, or the results of an evaluation performed by the client organization (or their sub-contractors)
can be reviewed.
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