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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are d¢scribed in the ISO/IEC Directives, Part 1. In particular, the different app
neede
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.ise.org
www.jec.ch/members_experts/refdocs).

for the different types of document should be noted. This document w4

Foval criteria
s drafted in
directives or

Attentjon is drawn to the possibility that some of the elements of this doGument may
of patent rights. ISO and IEC shall not be held responsible for identifying any or a

rights) Details of any patent rights identified during the development‘of the document
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/pate
list of

Any tr
consti

For an
expres
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WWW.]

lﬁe the subject
|

such patent
will be in the
nts) or the IEC

batent declarations received (see https://patents.iec.ch).

nde name used in this document is information given for the convenience of users
ute an endorsement.

explanation of the voluntary nature of staridards, the meaning of ISO specif
sions related to conformity assessment, as\well as information about ISO's
orld Trade Organization (WTO) principles in the Technical Barriers to Trag

This
Subco

This fi
techni

The m

al
th
th

rig

so.org/iso/foreword.html. In the IEC, seeWwww.iec.ch/understanding-standards.

ocument was prepared by Joint Technical Committee ISO/IEC JTC 1, Informati
mittee SC 27, Information security, cybersecurity and privacy protection.

burth edition cancels and replaces the third edition (ISO/IEC 27005:2018), wh
cally revised.

hin changes are as follows:

guidance text hds been aligned with ISO/IEC 27001:2022, and I1SO 31000:2018;
e terminology has been aligned with the terminology in ISO 31000:2018;

e structure of the clauses has been adjusted to the layout of ISO/IEC 27001:2022;

k scenario concepts have been introduced;

and does not

ic terms and
adherence to
le (TBT) see

n technology,

ich has been

th
th

e event-based approach is contrasted with the asset-based approach to risk identification;

e content of the annexes has been revised and restructured into a single annex.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

This document provides guidance on:
— implementation of the information security risk requirements specified in ISO/IEC 27001;

— essential references within the standards developed by ISO/IEC JTC 1/SC 27 to support information
security risk management activities;

— actionsthataddressrisksrelated to information security (see ISO/IEC 27001:2022, 6.1 and Clause 8);
— implementation of risk management guidance in ISO 31000 in the context of information security.

This documept contains detailed guidance on risk management and supplements the gtiddnce in
ISO/IEC 27008.

This document is intended to be used by:

— organizafions that intend to establish and implement an information security management §ystem
(ISMS) inlaccordance with ISO/IEC 27001;

— persons fhat perform or are involved in information security risk’' management (e.g| ISMS
professiohals, risk owners and other interested parties);

— organizafions that intend to improve their information security‘risk management process.
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Information security, cybersecurity and privacy
protection — Guidance on managing information security
risks

1 Scope

This d

— fu

de A | A | b= e - dnn b
PLUILITIIU PTUVIUTS gUIUAIILT LU dS5515T Ul'gdIlTZdUIUILS LU,

fil the requirements of ISO/IEC 27001 concerning actions to address information

— pdrform information security risk management activities, specifically infenmation|

as|

This d

2 N

sessment and treatment.

bcument is applicable to all organizations, regardless of type, size-or sector.

prmative references

The following documents are referred to in the text in suchja way that some or all of

consti

utes requirements of this document. For dated references, only the edition cite

undate¢d references, the latest edition of the referenced-document (including any amendmnj

ISO/IEC 27000, Information technology — Security~techniques — Information security
systems — Overview and vocabulary

3 Terms and definitions

For th
apply.

e purposes of this document, thé)terms and definitions given in ISO/IEC 27000 and

ISO and IEC maintain terminology databases for use in standardization at the following a

— IS
— IE

3.1
3.1.1

D Online browsing platform: available at https://www.iso.org/obp

C Electropedia®available at https://www.electropedia.org/

Terms related to information security risk

ecurity risks;

security risk

their content
d applies. For
ents) applies.

management

the following

Hdresses:

externpal‘context
external environment in which the organization seeks to achieve 1ts objectives

Note 1

to entry: External context can include the following:

— the social, cultural, political, legal, regulatory, financial, technological, economic, geological environment,
whether international, national, regional or local;

— keydrivers and trends affecting the objectives of the organization;

— €eX

ternal interested parties’ relationships, perceptions, values, needs and expectations;

— contractual relationships and commitments;

— the complexity of networks and dependencies.

[SOURCE: ISO Guide 73:2009, 3.3.1.1, modified — Note 1 to entry has been modified.]
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3.1.2

internal context
internal environment in which the organization seeks to achieve its objectives

Note 1 to entry: Internal context can include:

— vision, mission and values;

— governance, organizational structure, roles and accountabilities;

— strategy, objectives and policies;

— the organization's culture;

— standards

guidelines and models adopted by the organization;

— capabilitids, understood in terms of resources and knowledge (e.g. capital, time, people, proéesses, s

and techn

logies);

— data, inforjmation systems and information flows;

— relationshjps with internal interested parties, taking into account their perceptions and values;

— contractu

1 relationships and commitments;

— internal irfterdependencies and interconnections.

[SOURCE: ISO

3.1.3
risk

Guide 73:2009, 3.3.1.2, modified — Note 1 to entrydras been modified.]

effect of unce
Note 1 to entry
Note 2 to entry

Note 3 to entry
knowledge of,

Note 4 to entr}
and their likeli

Note 5 to entry
expressed as e

Note 6 to entr
information se

Note 7 to entry
vulnerabilities
organization.

"tainty on objectives

hood.

Curity-ebjectives.

: An effect is a deviation from the expected, positive or negative.
: Objectives can have different aspects\and categories, and can be applied at different level

r: Uncertainty is the state, even partial, of deficiency of information related to, understan|
n event (3.1.11), its consequence (3.1.14), or likelihood (3.1.13).

. Risk is usually expressed in terms of risk sources (3.1.6), potential events, their consed
- In the context(ofjyinformation security management systems, information security risks
fect of uncertainty on information security objectives.

y: Information security risks are usually associated with a negative effect of uncerta

rIrformation security risks can be associated with the potential that threats (3.1.9) will

ystems

S.

ding or

uences

can be

nty on

exploit

310 of aminformationr asset or group of information assets anmd thereby cause art

1 to an

[SOURCE: ISO 31000:2018, 3.1, modified — the phrase: “It can be positive, negative or both, and can
address, create or result in opportunities and threats” has been replaced with “positive or negative” in
Note 1 to entry; the original Note 3 to entry has been renumbered as Note 4 to entry; and Notes 3, 5, 6
and 7 to entry have been added.]

3.14

risk scenario
sequence or combination of events (3.1.11) leading from the initial cause to the unwanted consequence

(3.1.14)

[SOURCE: ISO 17666:2016, 3.1.13, modified — Note 1 to entry has been deleted.]
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3.1.5
risk owner
person or entity with the accountability and authority to manage a risk (3.1.3)

[SOURCE: ISO Guide 73:2009, 3.5.1.5]

3.1.6
risk source
element which alone or in combination has the potential to give rise to risk (3.1.3)

Note 1 to entry: A risk source can be one of these three types:

—  human:

— enl/ironmental;

— te¢hnical.

Note 2 ko entry: A human risk source type can be intentional or unintentional.

[SOURLE: ISO 31000:2018, 3.4, modified — Notes 1 and 2 to entry have been added.]
3.1.7
risk criteria

terms pf reference against which the significance of a risk (3.1¢3)s evaluated

Note 1|to entry: Risk criteria are based on organizational objettives, and external context (3.1]1) and internal
context| (3.1.2).

Note 2 ko entry: Risk criteria can be derived from standards, laws, policies and other requirement

v

[SOURLE: ISO Guide 73:2009, 3.3.1.3]

3.1.8
risk appetite
amour]t and type of risk (3.1.3) that an organization is willing to pursue or retain

[SOURLCE: ISO Guide 73:2009, 3.7.1.2]

3.19

threat
potentiial cause of an information security incident (3.1.12) that can result in damage to a system or harm
to an drganization

3.1.10

vulnerability
weakrless 0fjan asset or control (3.1.16) that can be exploited so that an event (3.1.11) wjith a negative
consequence (3.1.14) occurs

3.1.11
event
occurrence or change of a particular set of circumstances

Note 1 to entry: An event can have one or more occurrences, and can have several causes and several consequences
(3.1.14).

Note 2 to entry: An event can also be something that is expected which does not happen, or something that is not
expected which does happen.

[SOURCE: ISO 31000:2018, 3.5, modified — Note 3 to entry has been removed.]
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information security incident
single or a series of unwanted or unexpected information security events that have a significant
probability of compromising business operations and threatening information security

3.1.13
likelihood

chance of something happening

Note 1 to entry: In risk management terminology, the word “likelihood” is used to refer to the chance of something
happening, whether defined, measured or determined objectively or subjectively, qualitatively or quantitatively,
and described using general terms or mathematically (such as a probability or a frequency over a given time

period).

Note 2 to entry

equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly inte

as a mathemat
should have th

[SOURCE: ISO

3.1.14
consequence
outcome of ar

Note 1 to entry
effects on obje

Note 2 to entry
Note 3 to entry
[SOURCE: ISO

3.1.15

level of risk
significance g
likelihood (3.1

[SOURCE: ISO
risks” has bee

3.1.16
control
measure that

Note 1 to entry
and/or actions

: The English term “likelihood” does not have a direct equivalent in some languages;instg

cal term. Therefore, in risk management terminology, “likelihood” is used with'thé inten
e same broad interpretation as the term “probability” has in many languages ©ther than En

31000:2018, 3.7]

event (3.1.11) affecting objectives

: A consequence can be certain or uncertain and can have positive or negative direct or i
Ctives.

: Consequences can be expressed qualitatively or gliantitatively.
: Any consequence can escalate through cascdding and cumulative effects.

31000:2018, 3.6]

f a risk (3.1.3), expressed injterms of the combination of consequences (3.1.14) an
-13)

n replaced with {significance of a risk”.]

maintains and/or modifies risk (3.1.3)

: Gontrols include, but are not limited to, any process, policy, device, practice, or other con

ad, the
preted
that it
glish.

ndirect

1 their

Guide 73:2009, 3.6:1.8, modified — the phrase: “magnitude of a risk or combinafion of

ditions

which maintain and/or modify risk.

Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.

[SOURCE: ISO
3.1.17

31000:2018, 3.8]

residual risk
risk (3.1.3) remaining after risk treatment (3.2.7)

Note 1 to entry: Residual risk can contain unidentified risk.

Note 2 to entry: Residual risks can also contain retained risk.

[SOURCE: ISO

Guide 73:2009, 3.8.1.6, modified — Note 2 to entry has been modified.]
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3.2 Terms related to information security risk management

3.2.1

risk management process

systematic application of management policies, procedures and practices to the activities of
communicating, consulting, establishing the context, and identifying, analysing, evaluating, treating,
monitoring and reviewing risk (3.1.3)

[SOURCE: ISO Guide 73:2009, 3.1]

3.2.2

risk communication and consultation

set of [continual and Iterative processes that an organization conducts to provide, shpre or obtain
information, and to engage in dialogue with interested parties regarding the management of risk (3.1.3)

Note 1| to entry: The information can relate to the existence, nature, form, likelihood (3.1.13), significance,
evaluation, acceptance and treatment of risk.

Note 2 [to entry: Consultation is a two-way process of informed communication between an orgapization and its
interesfted parties on an issue prior to making a decision or determining a direction on that issue. Consultation is:

— aprocess which impacts on a decision through influence rather than.power;
— an|input to decision making, not joint decision making.

3.2.3
risk agsessment
overal| process of risk identification (3.2.4), risk analysis (3.2.5) and risk evaluation (3.2.6)

[SOURLCE: ISO Guide 73:2009, 3.4.1]

3.2.4
risk identification
procegs of finding, recognizing and describing risks (3.1.3)

Note 1[to entry: Risk identification inyolves the identification of risk sources (3.1.6), events (3.1.1]1), their causes
and thgir potential consequences (3.114).

Note 2 fo entry: Risk identificatioircan involve historical data, theoretical analysis, informed and efxpert opinions,
and interested parties’ needs:

[SOURCE: ISO Guide 73:2009, 3.5.1, modified — "interested party" has replaced "stakeholder" in Note 2
to entiy.]

3.2.5
risk analysis
procegs to 'eemprehend the nature of risk (3.1.3) and to determine the level of risk (3.1.15)

Note 1 to entry: Risk analysis provides the basis for risk evaluation (3.2.6) and decisions about risk treatment
(3.2.7).

Note 2 to entry: Risk analysis includes risk estimation.
[SOURCE: ISO Guide 73:2009, 3.6.1]

3.2.6

risk evaluation

process of comparing the results of risk analysis (3.2.5) with risk criteria (3.1.7) to determine whether
the risk (3.1.3) and/or its significance is acceptable or tolerable

Note 1 to entry: Risk evaluation assists in the decision about risk treatment (3.2.7).

[SOURCE: ISO Guide 73:2009, 3.7.1, modified — “significance” has replaced “magnitude”.]
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risk treatment
process to modify risk (3.1.3)

Note 1 to entry: Risk treatment can involve:

avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
taking or increasing risk in order to pursue an opportunity;

removing the risk source (3.1.6);

changing the likelihood (3.1.13);

changing t
sharing th

retaining {

Note 2 to entryj
an opportunity

Note 3 to enty

» o

mitigation”, “ri
Note 4 to entry

[SOURCE: ISO
and 2 to entry

3.2.8

risk acceptance

informed dec
Note 1 to entry
Note 2 to entry
[SOURCE: ISO

3.2.9
risk sharing
form of risk tr

Note 1 to entry

Note 2 to entry

he consequences (3.1.14);
e risk with another party or parties (including contracts and risk financing); and
he risk by informed decision.

Information security risk treatment does not include “taking or increasing|risk in order to
” but the organization can have this option for general risk management.

y: Risk treatments that deal with negative consequences are (Sometimes referred to 3
Kk elimination”, “risk prevention” and “risk reduction”.

: Risk treatment can create new risks or modify existing risks.

Guide 73:2009, 3.8.1, modified — Note 1 to entry hds been added and the original
have been renumbered as Note 2 and 3 to entry.]

sion to take a particular risk (3.1.3)
: Risk acceptance can occur withoutrisk treatment (3.2.7) or during the process of risk tre

: Accepted risks are subject tosthonitoring and review.

Guide 73:2009, 3.7.1.6]

eatment (3.2:7):involving the agreed distribution of risk (3.1.3) with other parties
: Legal oprégulatory requirements can limit, prohibit or mandate risk sharing.

: Risk'sharing can be carried out through insurance or other forms of contract.

pursue

s “risk

Note 1

htment.

Note 3 to entr

;- The extent to which risk is distributed can depend on the reliability and clarity of the

haring

arrangements.

Note 4 to entry: Risk transfer is a form of risk sharing.

[SOURCE: ISO
3.2.10

Guide 73:2009, 3.8.1.3]

risk retention
temporary acceptance of the potential benefit of gain, or burden of loss, from a particular risk (3.1.3)

Note 1 to entry: Retention can be restricted to a certain period of time.

Note 2 to entry: The level of risk (3.1.15) retained can depend on risk criteria (3.1.7).

©ISO/IEC 2022 - All rights r
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[SOURCE: ISO Guide 73:2009, 3.8.1.5, modified — the word “temporary” has been added at the start of
the definition and the phrase; “Risk retention includes the acceptance of residual risks” has replaced
“Retention can be restricted to a certain period of time “ in Note 1 to entry.]

4 Structure of this document

This document is structured as follows:

— Clause 5: Information security risk management;

— C(Clause 6: Context establishment;

— (I

|
e o

Except
from (

huse 7: Information security risk assessment process;

huse 8: Information security risk treatment process;

huse 9: Operation;
huse 10: Leveraging related ISMS processes.

for the descriptions given in general subclauses, all risk management activities
lause 7 to Clause 10 are structured as follows:

Input:

Action

Trigge
organi

Outpu
such o

Guidance: Provides guidance on performing the activity, keyword and key concept.

5 In

51 1
The in

NOTE

[dentifies any required information to perform the activity.

: Describes the activity.

- [dentifies any information derived after performing the activity, as well as anj
itput should satisfy.

formation security risk management

nformation security risk management process
formation security risk management process is presented in Figure 1.

This pfoeess is based on the general risk management process defined in ISO 31000.

as presented

I: Provides guidance on when to start the activity, for example because of a change within the
zation or according to a plan or a change in the'external context of the organizatior).

 criteria that
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Y V+

CONTEXT ESTABLISHMENT
(Clause 6)

RISK ASSESSMENT v

|

|

| RISK IDENTIFICATION
| (Clause 7.2)
|

|

|

|

Y

RISK ANALYSIS
I (Clause 7.3)

A J

RISK EVALUATION
(Clause 7.4)

RISK DECISION POINT 1 No
Assessment satisfactory?

Yes

COMMUNICATION AND CONSULTATION (Clquse 10.3)

RISK TREATMENT
(Clause 8) ]

Y

MONITORING AND REVIEW (Clause 10.5)

A
Y

RISK DECISION POINT 2 No
Risk accepted?

T Yes A

DOCUMENTED INFORMATION
(RECORDING AND REPORTING)
(Clause 10.4)

Figure 1 — Information security risk management process

As Figure 1 illustrates, the information security risk management process can be iterative for risk
assessment and/or risk treatment activities. An iterative approach to conducting risk assessment can
increase depth and detail of the assessment at each iteration. The iterative approach provides a good
balance between minimizing the time and effort spent in identifying controls, while still ensuring that
risks are appropriately assessed.

Context establishment means assembling the internal and external context for information security
risk management or an information security risk assessment.

If the risk assessment provides sufficient information to effectively determine the actions required
to modify the risks to an acceptable level, then the task is complete and the risk treatment follows.
If the information is insufficient, another iteration of the risk assessment should be performed. This
can involve a change of context of the risk assessment (e.g. revised scope), involvement of expertise in

8 © ISO/IEC 2022 - All rights reserved
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the relevant field, or other ways to collect the information required to enable risk modification to an
acceptable level (see "risk decision point 1" in Figure 1).

Risk treatment involves an iterative process of:

formulating and selecting risk treatment options;
planning and implementing risk treatment;
assessing the effectiveness of that treatment;

deciding whether the remaining risk is acceptable;
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ing further treatment if not acceptable.

ssible that the risk treatment does not immediately lead to an acceptable level‘of Tes
uation, another attempt to find further risk treatment can be performed, or there d
bn of the risk assessment, either as a whole or in parts. This can involve-a.change of
sessment (e.g. by a revised scope) and involvement of expertise in the relevant fie
relevant threats or vulnerabilities can lead to better decisions-about suitable r|
ies in the next iteration of the risk assessment (see "risk decision peint 2" in Figure

t establishment is discussed in detail in Clause 6, risk asse§sment activities in Claj
ent activities in Clause 8.

hctivities necessary for managing information security-risks are discussed in Claug

nformation security risk management cycles

sk assessment and the risk treatment should be updated on a regular basis i
bs. This should apply to, the entire riskiassessment and the updates can be divided
ement cycles:

rategic cycle, where business assets, risk sources and threats, target objectives or
information security events are-evolving from changes in the overall context of the]

idual risks. In
an be another
context of the
d. Knowledge
sk treatment
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1se 7 and risk
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into two risk

consequences
organization.

is can result as inputs for amroverall update of the risk assessment or risk assessments and the

k treatments. It can alse serve as an input for identifying new risks and initiate cd
k assessments;

erational cycle, where the above-mentioned elements serves as input informatig
teria that will(affect a risk assessment or assessment where the scenarios shoulc
d updated. The review should include updating of the corresponding risk treatment

rategic Cycle should be conducted at longer time basis or when major changes od
ional-¢ycle should be shorter depending on the detailed risks that are identified ar
the rélated risk treatment.

mpletely new

n or changed
| be reviewed
as applicable.

cur while the
d assessed as

The strategic cycle applies to the environment in which the organization seeks to achieve its objectives,
while the operational cycle applies to all risk assessments considering the context of the risk
management process. In both cycles, there can be many risk assessments with different contexts and
scope in each assessment.

6 Context establishment

6.1 Organizational considerations

NOTE

This subclause relates to ISO/IEC 27001:2022, 4.1.

An organization is defined as person or group of people that has its own functions with responsibilities,
authorities and relationships to achieve its objectives. An organization is not necessarily a company,
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other corporate body or legal entity, it can also be a subset of a legal entity (e.g. the IT department of a
company), and can be considered as the “organization” within the context of ISMS.

It is important to understand that risk appetite, defined as the amount of risk an organization is willing
to pursue or accept, can vary considerably from organization to organization. For instance, factors
affecting an organization’s risk appetite include size, complexity and sector. Risk appetite should be set
and regularly reviewed by top management.

The organization should ensure that the role of the risk owner is determined in terms of the management
activities regarding the identified risks. Risk owners should have appropriate accountability and
authority for managing identified risks.

6.2 Identifying basic requirements of interested parties
NOTE This subclause relates to ISO/IEC 27001:2022, 4.2.

The basic requirements of relevant interested parties should be identified, as well.as the status of
compliance wlith these requirements. This includes identifying all the reference dgcuments that|define
security ruleq and controls and that apply within the scope of the information security risk assessment.

These reference documents can include, but are not limited to:

a) ISO/IEC Z7001:2022, Annex A;

b) additional standards that cover ISMS;

c) additional standards applicable to a specific sector (e.g. fifiancial, healthcare);
d) specific international and/or national regulations;

e) the orgarfization’s internal security rules;

f) security fules and controls from contracts oragreements;

g) security ¢ontrols implemented based on(revious risk treatment activities.

Any non-compliance with the basic réquirements should be explained and justified. Thesd basic
requirements{and their compliance should be the input for the likelihood assessment and for the risk
treatment.

6.3 Applyipg risk assesSment
NOTE This subclauselrelates to ISO/IEC 27001:2022, 4.3.

Organization§ can.“perform risk assessments embedded within many different processes, spich as
project management, vulnerability management, incident management, problem management, qr even
on an imprompty basis for a given identified specific topic. Regardless of how risk assessmeiits are
performed, they should collectively cover all the issues relevant to the organization within the scope of
an ISMS.

The risk assessment should help the organization make decisions about the management of the risks
that affect the achievement of its objectives. This should therefore be targeted at those risks and
controls that, if managed successfully, will improve the likelihood of the organization achieving its
objectives.

More information about the context of an ISMS and the issues to be understood through risk assessment
is given in ISO/IEC 27003.
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6.4 Establishing and maintaining information security risk criteria

6.4.1

General

ISO/IEC 27001:2022, 6.1.2 a), specifies requirements for organizations to define their risk criteria, i.e.
the terms of reference by which they evaluate the significance of the risks that they identify and make
decisions concerning risks.

ISO/IEC 27001 specifies requirements for an organization to establish and maintain information
security risk criteria that include:

a) therisk acceptance criteria;

b) cr
In gen

— th
in

— ha

teria for performing information security risk assessments.
bral, to set risk criteria, the following should be considered:

e nature and type of uncertainties that can affect outcomes and objectives (both
fangible);

w consequence and likelihood will be defined, predicted and nieasured;

—

el
— hg
— hg
— th

Furthg

6.4.2
NOTE

In risk
not.

In ris}
treatmn

An org

Or[:e-related factors;

sistency in the use of measurements;
w the level of risk will be determined;
w combinations and sequences of multiple risks will be taken into account;
P organization’s capacity.
r considerations on risk criteria are presented in Annex A.
Risk acceptance criteria

This subclause relates t0.}SO/IEC 27001:2022, 6.1.2 a) 1).

evaluation, risk acceptance criteria should be used to determine whether a risk is

ent is sufficient to reach an acceptable level of risk, or if further risk treatment is n

Fanization’ should define levels of risk acceptance. The following should be cons

ge

tangible and

acceptable or

L treatment, Jyisk acceptance criteria can be used to determine whether the proposed risk

peded.
dered during

neral risk acceptance criteria;

brganization'’s

b) the level of management with delegated authority to make risk acceptance decisions is identified;

c) risk acceptance criteria can include multiple thresholds, and authority for acceptance can be
assigned to different levels of management;

d) risk acceptance criteria can be based on likelihood and consequence alone, or can be extended to
also consider the cost/benefit balance between prospective losses and the cost of controls;

e) different risk acceptance criteria can apply to different classes of risk (e.g. risks that can result in
non-compliance with regulations or laws are not always retained, while acceptance of risks can be
allowed if the acceptance is a result of a contractual requirement);

© ISO/IEC 2022 - All rights reserved

11


https://iecnorm.com/api/?name=bbffaadf3fe4a55e7746d46aff1f9e46

ISO/IEC 270

05:2022(E)

f) risk acceptance criteria can include requirements for future additional treatment (e.g. a risk can
be retained on a short-term basis even when the level of risk exceeds the risk acceptance criteria if
there is approval and commitment to take action to implement a chosen set of controls to reach an
acceptable level within a defined time period);

g) risk acceptance criteria should be defined based upon the risk appetite that indicates amount and
type of risk that the organization is willing to pursue or retain;

h) risk acceptance criteria can be absolute or conditional depending on the context.

Risk acceptance criteria should be established considering the following influencing factors:

organizatie

nal nhjanfiunc-
HESS

organizat
legal and
operation
technolog

financial

supplier 1

human fa

The list of in
factors based

A simple acce

In many case
of likelihood
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likelihoods re
or the other.

For example,
drain on reso
considered pr

Consequently|
consequence

processesg;

ional opportunities;
regulatory aspects;
al activities;

ical constraints;
ronstraints;

;

elationships;

ctors (e.g. related to privacy).

fluencing factors is not exhaustive. The organization should consider the influencing

on the context.
btance criterion (yes/no) does not always suffice in practice.

b, the decision to accept risk cafiybe made at specific levels of risk (specific combiry
and consequence). Howeven. there can be circumstances where it is necessary
acceptance for extreme consequences regardless of their likelihood, or extreme

ations
to set
y high

cardless of consequences/where the effect on the organization primarily results fr¢m one

acceptance of a rare event that wipes out the stock value of a company, or a co
irces resulting from the need to control frequent minor infractions of a policy, shq
imarily based on which of the two factors have the dominant effect on the organizd

riske-acceptance criteria should ideally include consideration of likelihoo
indepéndently, as well as costs of management, rather than merely level of rig

combination ¢flikelihood and consequence.

nstant
uld be
tion.

d and
k as a

An organization with a keen risk appetite can set a higher threshold of acceptance, thereby accepting
more risks than an organization with a lower risk appetite. This protects the organization from
over-control, i.e. having so many information security controls that they prevent the ability of the
organization to achieve its objectives.

Risk acceptance criteria can differ depending on how long the risks are expected to exist (e.g. the risks
can be associated with a temporary or short-term activity).

The risk criteria should be kept under review and updated as necessary as a result of any changes in the
context of information security risk management.

EXAMPLE A small company can initially have a keen risk appetite but as it grows, it can lower its risk
appetite.
12 © ISO/IEC 2022 - All rights reserved
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The risk acceptance criteria should be approved by the authorized management level.
6.4.3 (riteria for performing information security risk assessments

6.4.3.1 General
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

Risk assessment criteria specify how the significance of arisk is determined in terms of its consequences,
likelihood and level of risk.

Information security risk assessment criteria should take into account the appropriateness of risk
management activities.

Considerations for achieving this include:

a) thg classification level of information;

b) thp quantity, and any concentration of information;

c) thp strategic value of the business processes that make use of the'information;

d) thg criticality of the information and assets related to information involved;

e) operational and business importance of availability, confidentiality and integrity;
f) the expectations and perceptions of interested parties (e.g. top management);

g) ndgative consequences such as loss of goodwill and reputation;

h) copnsistency with the organizational risk criteria.

Risk assessment criteria, or a formal basis for defining them, should be standardiz¢d across the
organization for all types of risk assessment, as this can facilitate the communication, conparison and
aggregation of risks associated with,multiple business domains.

Infornjation security risk assessment criteria typically include:
— copsequences;
— liKelihood;

— level of risk.

6.4.3.2 Consequence criteria

NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

ISO/IEC 27001 is concerned with the consequences which are directly or indirectly affected by the
preservation or loss of confidentiality, integrity and availability of information in the scope of the ISMS.
Consequence criteria should be developed and specified in terms of the extent of damage or loss, or
harm to an organization or individual resulting from the loss of confidentiality, integrity and availability
of information. When defining consequence criteria, the following should especially be considered:

a) loss of life or harm to individuals or groups;

b) loss of freedom, dignity or right to privacy;

c) loss of staff and intellectual capital (skills and expertise);

d) impaired internal or third-party operations (e.g. damage to a business function or process);

e) effects to plans and deadlines;
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EXAMPLE 2
confidentiality
compliance wi
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business.

6.4.3.3 Lik¢
NOTE Thi
Determining
a)
b)
<)
d)

e)

mains to be performed.
A data breach, as well as_possibly impacting individual privacy, can result in the
integrity or availability(ofsinformation in the scope of the ISMS. This can also lead

th applicable data protection legislation. Potential consequences range from informati
tion-related assets andvinformation process, to loss of operational business goals and pr

elihood criteria
subclause’relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

ikelihood criteria depends on aspects such as:

loss of
0 non-
n loss,
pbjected

accidental or natural events;

the degree to which vulnerability of the organization is exploited;
technology failure;

human acts or omissions.

the degree of exposure of relevant information or the asset related to information to the threat;

Likelihood can be expressed in probabilistic terms (the chance that an event will occur in a given time
frame) or in frequentist terms (the notional average number of occurrences in a given time frame). The
likelihood expressed in terms related to frequency is often used when it is communicated, although
only the likelihood expressed in probabilistic terms can be used when aggregation of likelihoods is

performed.
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Likelihood criteria should cover the predictably manageable range of anticipated event likelihoods.
Beyond the limits of practicable manageability, it is typically only necessary to recognize that one or
another limit has been exceeded in order to make an adequate risk management decision (designation
as an extreme case). If finite scales are too wide, this typically results in excessively coarse quantization
and can lead to error in assessment. This is particularly the case where likelihoods fall into the high end
of exponentially represented scales, as the increments in the upper ranges are intrinsically very wide.

Although almost anything is “possible”, the risk sources that should be given primary attention are
those with likelihoods most relevant to the organization's context and the scope of its ISMS.

6.4.3.4 (Criteria for determining the level of risk

NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 a) 2).

or otherwise
hr risk should

The pyirpose of scales for level of risk is to help risk owners to decide about retaining
treating risks and to prioritize them for risk treatment. The assessed level of aiparticul
help the organization to determine the urgency for addressing that risk.
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e consequence criteria and likelihood criteria;

e consequences that information security events can have on strategic, tactical an
bels (this can be defined as worst case or in ather terms provided the same

bal and regulatory requirements, and contractual obligations;

q

ks that appear beyond the boundaries*of the organization's scope, including unfo

1 third parties.

a for level of risk are necessary,in order to evaluate analysed risks.

a for level of risk can be qualitative (e.g. very high, high, medium, low) or qua
sed in terms of expected value of monetary loss, loss of lives or market share over

).

LE Risks can(be quantified as annual loss expectancy, i.e. the average monetar
Llence per year taken over the next year.

er quantitative or qualitative criteria are used, evaluation scales should ultimatel
bference_scale that is understood by all interested parties, and both risk anal

, consistency and comparability of results.
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If a qualitative approach is used, the levels of any qualitative scale should be unambiguous, its
increments should be clearly defined, the qualitative descriptions for each level should be expressed
in objective language and the levels should not overlap. When different scales are used (e.g. to address
risks in different business domains), there should be an equivalency to allow comparable results.

6.5 Choosing an appropriate method
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 b).

In general, the information security risk management approach and methods should be aligned with
the approach and methods used to manage the other risks of the organization.

The chosen approach should be documented.
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According to ISO/IEC 27001:2022, 6.1.2 b), the organization in the scope of the ISMS is required to
ensure that repeated information security risk assessments produce consistent, valid and comparable
results. [t means the chosen method should ensure the following properties of results:

— consistency: assessments of the same risks performed by different persons, or by the same persons
on different occasions, in the same context, should produce similar results;

— comparability: risk assessment criteria should be defined to ensure that assessments performed for
different risks produce comparable results when representing equivalent levels of risk;

— validity: assessments should produce the results that accord as closely as possible with reality.

most
commonly used approaches for information security risk management use current risk when @sgessing
the likelihood and consequence of risks.

7 Information security risk assessment process

7.1 Genergl

The organization should use the organizational risk assessment processif established) to assegs risks
to informatiop or to define an information security risk assessment process.

Risk assessment enables risk owners to prioritize risks aligned with the treatment perspective) based
primarily on fheir consequences and likelihood or other established criteria.

The context of the risk assessment should be determined<including a description of scope and pyirpose
as well as intgrnal and external issues that affect the risk assessment.

Risk assessment consists of the following activities:

a) risk idenfification, which is a process to find, recognize and describe risks (further details ¢n risk
identification are provided in 7.2);

b) risk analysis, which is a process~te*comprehend the types of risk and to determine the Ievel of
risk. RisK analysis involves consideration of the causes and sources of risk, the likelihood|that a
specific dvent occurs, the likelihood that this event has consequences and the severity of those
consequepnces (further details on risk analysis are provided in 7.3);

c) risk evalfiation, which\is a process to compare the results of risk analysis with risk critgria to
determing whether‘the risk and/or its significance is acceptable and to prioritize the analysed risks
for risk tfeatment./Based on this comparison, the need for treatment can be considered (flurther
details o1} risk'evaluation are provided in 7.4).

The risk assedsment process should be based onmethods (cnn 6 ':) and tools anignnr‘] insufficient detail

to ensure, as far as is possible, consistent, valid and reproducible results. Furthermore, the outcome
should be comparable, e.g. to determine whether the level of risk increased or decreased.

The organization should ensure that its information security risk management approach aligns with
the organizational risk management approach, so that any information security risks can be compared
with other organizational risks and not only considered in isolation.

ISO/IEC 27001 does not mandate a particular approach to be used to fulfil the requirements in
ISO/IEC 27001:2022, 6.1.2. Nevertheless, there are two main approaches for assessment: an event-
based approach and an asset-based approach. They are discussed in more detail in 7.2.1.
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7.2 Identifying information security risks

7.2.1 Identifying and describing information security risks

NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 c) 1).

Input: Events that can negatively influence the achievement of information security objectives in the
organization or in other organizations.

Action: Risks associated with the loss of confidentiality, integrity and availability of information should
be identified.

Triggef: RISK owners, Interested parties and/or experts detect, or have a need to sear¢h for, new or
changg¢d events or situations that can affect the achievement of the information securnity-@bjectives.
Outpuf: A list of identified risks.

Implerpentation guidance:

Risk i

Hentification is the process of finding, recognizing and describing risks. This

identiffication of risk sources and events.
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n of risk identification is to generate a list of risks based en those events that can j
y the achievement of information security objectives.

bks identified should be those that, if they materialize, can have an effect on the a
ectives.

C 27001:2022, 6.1.2 c), requires the organization to define and apply an informatio
Iment process that identifies the informatipn security risks. There are two approac
p perform risk identification.

ent-based approach: identify strategic scenarios through a consideration of risk
w they use or impact interested parties to reach those risk’s desired objective.

set-based approach: identifyloperational scenarios, which are detailed in terms of 3
d vulnerabilities.

event-based approach, the underlying concept is that risks can be identified
h an evaluation of\events and consequences. Events and consequences can often H
iscovery of th€ concerns of top management, risk owners and the requireme
brmining the‘context of the organization (ISO/IEC 27001:2022, Clause 4). Interv
ement and those people in the organization who have a responsibility for a busines

!

involves the

revent, affect

rhievement of

security risk
es commonly

sources, and

ssets, threats

and assessed
e determined
nts identified
ews with top
S process can

assist |n identifying not only the relevant events and consequences, but also the risk owngrs.

An event-based approach can establish high level or strategic scenarios without spending @ considerable
amournt'ef'time in identification of assets on a detailed level. This allows the organizati¢n to focus its
risk treatment efforts on the critical risks. Evaluation of events using this approach can make use of
historical data where risks remain unchanging for long periods, and allows the interested parties
involved to reach their objectives. However, in the case of risks for which historical data are not
available or reliable, the advice based on knowledge and experience of experts or investigation of risk
sources can assist evaluation.

With an asset-based approach, the underlying concept is that risks can be identified and assessed
through an inspection of assets, threats and vulnerabilities. An asset is anything that has value to the
organization and therefore requires protection. Assets should be identified, taking into account that an
information system consists of activities, processes and information to be protected. The assets can be
identified as the primary and the supporting assets according to their type and priority, highlighting
their dependencies, as well as their interactions with their risk sources and the organization’s interested
parties. A threat exploits a vulnerability of an asset to compromise the confidentially, integrity and/or
availability of corresponding information. If all valid combinations of assets, threats and vulnerabilities

© ISO/IEC 2022 - All rights reserved 17


https://iecnorm.com/api/?name=bbffaadf3fe4a55e7746d46aff1f9e46

ISO/IEC 27005:2022(E)

can be enumerated within the scope of the ISMS, then, in theory, all the risks would be identified. For
further steps of risk assessment, a list of assets associated with information and information-processing
facilities should be drawn up.

The asset-based approach can identify asset-specific threats and vulnerabilities and allows the
organization to determine specific risk treatment on a detailed level.

More information on both approaches is given in Annex A.

In principle, the two approaches differ only in regard to the level at which identification is initiated.
Both approaches can describe the same risk scenario, e.g. where an information asset is at the detail
level and a business exposure is at the general level. Identifying the contributory risk sources using an
event-based ' ' it o to the

detail level, bIt an asset-based assessment typically searches upwards from the asset to the scepgrio, in

order to prov

Risk identific
not included i

Risk identific
organization,
scenarios, ite
level observat

risks can be idlentified.

Any other ris
valid and conj

Management
views of how
overlap or be
be considered
treatment.

EXAMPLE 1
risk of a fire af]
but also in seve

An example of
personal data.

The second ris
the firstrisk, a

Aggregation ¢f riskssshould not be undertaken unless they are relevant to each other at the |

which the org
which are mg

de visibility regarding how consequences accumulate.

htion is critical, because an information security risk that is not identified-at this s
h further analysis.

htion should consider risks regardless of whether their source is@tnder the contro
even if no specific risk sources are evident. Particularly wheni-assessing compl

ions and successive rounds should address additional levels of detail until root ca

k identification approach can be used as long as it\énsures the production of cons
parable results, fulfilling the requirement of ISQ/IEC 27001:2022, 6.1.2 b).

of information security risks should not<be constrained by arbitrary or rest

subsets or specific instances of other risks. However, controls for individual risks
and identified separately from wider'risks or aggregated risks for the purposes

An example of two overlapping risks: (1) there is a risk of a fire in the head office; (2) th|
fecting the operation of the accotints department where the accounts department is in hea
ral other buildings.

specific instances of a.risk: (1) there is a data loss incident; (2) there is a data loss inci

k is a specific instance of the first risk, but it is likely to have different attributes and con
hd it can bedmportant to manage it separately from the much wider first risk.

anization's context is being considered. It can be necessary to consider separatel
rgéd for the purpose of overall risk management budgeting, when planning tre:

tage is

of the
bx risk

fative risk assessment should be conducted. The first round should concentrate on high-

1ses of

istent,

rictive

risks should be structured, grouped, aggfegated, split or described. Risks can appear to

should
of risk

Ere is a
1 office

dent of

[rols to

pvel at
y risks
htment

options, as di

EXAMPLE 2

rferent controls can be needed 10 manage them.

A data centre can be subject to several independent hazards: flooding, fire, electric power spikes

and vandalism.

To estimate the overall level of corporate risk, the individual risks of these events can be combined into
an overall level of risk, but as each of these events require different controls to manage the risk, they
should be considered and identified separately for the purposes of risk treatment. Risks (combinations
of likelihoods and consequences) cannot always be aggregated directly.

7.2.2 Identifying risk owners

NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 c) 2).

Input: List of identified risks.
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Action: Risks should be associated to risk owners.

Trigger: Identification of risk owners becomes necessary when:

— it has not been done before;

— there is a change in personnel in the relevant business area where the risks reside;
Output: List of risk owners with associated risks.

Implementation guidance:

Top management, the security committee, process owners, functional owners, department managers
and asfet owners can be the risk owners.

An organization should use the organizational risk assessment process (if establiSh¢d) regarding
identiflying risk owners, otherwise it should define criteria for identifying risk owners] Such criteria
should take into consideration that risk owners:

— arp accountable and have the authority for managing the risks they' own, i.e. they fhould have a
pdsition in the organization that allows them to actually exercise thisauthority;

— urjderstand the issues at hand, and are in a position to make informed decisions (e.g. legarding how
toftreat the risks).

The lejel of risk and to what asset the risk should apply cah serve as the basis for identifying risk
ownerg.

The allocation should take place as part of the risk assessment process.
7.3 Analysing information security risks

7.3.1 | General
Risk anhalysis has the objective to determine the level of the risk.

ISO 31000 is referenced in ISQ/IE€ 27001 as a general model. ISO/IEC 27001:2022, 6.1.2 [requires that
for eadh identified risk, the risk-analysis is based on assessing the consequences resulting from the risk
and aspessing the likelihood, of the risk to determine a level of risk.

Techniques for risk aalysis based on consequences and likelihood can be:
a) qualitative, using a scale of qualifying attributes (e.g. high, medium, low); or

b) qyantitative, using a scale with numerical values (e.g. monetary cost, frequency or jprobability of
odcurrence); or

3 . . . 1 . 1 1 . 1 1
C) se HIYUAIILILAUVE, USITg QUdIILALIVE SCAICS WILIT dSSIZ5IICU VdIUucs.

Risk analysis should be targeted at those risks and controls that, if managed successfully, improve
the likelihood of the organization achieving its objectives. It is easy to spend significant time on a risk
assessment, notably the assessment of likelihoods and consequences. To enable efficient decision-
making on the management of risks, it can be sufficient to use initial, and rough estimates of likelihood
and consequence.

7.3.2 Assessing potential consequences
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 d) 1).

Input: A list of identified relevant event or risk scenarios, including identification of risk sources, and
business processes, business objectives and consequence criteria. Furthermore, lists of all existing
controls, their effectiveness, implementation and usage status.
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Action: The consequences resulting from the failure to adequately preserve confidentiality, integrity or
availability of information should be identified and assessed.

Trigger: Assessment of the consequences becomes necessary when:

it has not

changes i

been done before;

the list produced by “risk identification” is changed;

or

the scope or context are determined that affect consequences.

risk owners or interested parties have changed the units in which they want consequences to be
specified;

Qutput: A list]
assets or ever

Implementati

Failure to adequately preserve the security of information can lead to loss ‘of its confiden

integrity or a
for the organ
information s
integrity or 3
consequence

of interru

recovery
thereisa

7.3.3 Asses

NOTE Thi

Input: A list @
business prod
their effective

Action: The li
using establig

estimation (or measure based on experience) of the losses{time or data) due to the event as

estimation/perception of severity of the consequence‘(e.g. expressed in money);

of potential consequences related to risk scenarios with their consequences‘teld
ts, depending on the approach applied.

bn guidance:

Failability. Loss of confidentiality, integrity or availability can have/further conseq
ecurity consequences by considering what can happen if therg' is a loss of confide

vailability of the information in question. Typically, the“risk owner can estims
fthe event occurs. The following elements should be taken into consideration:

pting or disturbing operations;

costs depending on whether recovery can be done internally (by the risk owner te
need to call an external entity.

sing likelihood
subclause relates to ISO/1E€:27001:2022, 6.1.2 d) 2).

f identified relevant.event or risk scenarios, including identification of risk sourc

ness, implementation and usage status.

hed likelihood criteria.

Trigger: Alon

process when|defermining the level of risk.

with*consequence, assessing the likelihood is a key activity of the risk asses

jzation and its objectives. Consequence analysis can be perforiried bottom up frxT

ited to

tiality,
llences
m the
tiality,
te the

result

Aim), or

s, and

esses, business objéectives and likelihood criteria. Additionally, lists of all existing cantrols,

kelihood of,eccurrence of possible or actual scenarios should be assessed and expjressed

sment

Assessment of the likelihood becomes necessary when:

it has not

Qutput: A list

been done before;

changes in the scope or context are determined that can affect likelihood;
vulnerabilities are discovered in implemented controls;
control effectiveness tests/audits result in unexpected outcomes;

changes are discovered in the threat environment (e.g. new threat actors/sources).

of events or risk scenarios complemented by likelihoods that these occur.

Implementation guidance:
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After identifying the risk scenarios, it is necessary to analyse the likelihood of each scenario and
consequence occurring, using qualitative or quantitative analysis techniques. Assessing the likelihood
is not always easy and should be expressed in different ways. This should take into account how often
the risk sources occur or how easily some of them (e.g. vulnerabilities) can be exploited, considering:

— experience and applicable statistics for risk source likelihood;

— for deliberate risk sources: the degree of motivation [e.g. the viability (cost/benefit) of the attack]
and capabilities (e.g. the level of the skill of possible attackers), which change over time, resources
available to possible attackers, and influences on possible attackers such as serious crime, terrorist
organizations or foreign intelligence, as well as the perception of attractiveness and vulnerability of
information for a possible attacker;

— for accidental risk sources: geographical factors (e.g. proximity to dangerous facilitieq or activities),
the possibility of natural disasters such as extreme weather, volcanic activity, earthqugkes, flooding,
tspinami and factors that can influence human errors and equipment malfunctioh;

— krown weaknesses and any compensating controls, both individually and.in aggregation;
— exfisting controls and how effectively they reduce known weaknesse€s;

Estim4tion of likelihood is intrinsically uncertain, not only because-it considers things th4t have not yet
happehed and are therefore not fully known, but also because likelihood is a statistical njeasure and is
not difectly representative of individual events. The three basic'sources of assessment unjcertainty are:

— pdrsonal uncertainty originating in the judgement of the assessor, which derives fron] variability in
the mental heuristics of decision making;

— methodological uncertainty, which derives from the use of tools that inevitably model events
simplistically;

— systemic uncertainty about the anticipated event itself, which derives from insufficignt knowledge
(in particular, if evidence is limited erta risk source changes with time).

To incfease the reliability of estimating likelihood, organizations should consider using:
a) tepm assessments rather thahiindividual assessments;

b) external sources, such,as information security breach reports;

c) schles with range.and resolution appropriate to the organization's approach;

d) unambiguousseategories, such as “once a year”, rather than “infrequent”.

When | assessing the likelihood of events, it is important to recognize the differdnce between
indepgndent;and dependent events. The likelihood of events that depend on each other {s conditioned

by the|r€lationship between them (e.g. a second event can be inevitable if a first event ojccurs) so that
Separ tavccaccmant nfhoth thaivr Bl alibhaondce ic nat nacaccary Tha Lilbalibhand Af walagan independent

T e I e Tt O T T Ot Tt T I T I T IS e T T T T O Ot T o T e c e O YT Ty T I e IS I o ot o rerev ot

events are all essential contributors to the likelihood of a consequence to which they contribute.

EXAMPLE The likelihood of a Denial-of-Service attack on a server depends on the current threat landscape
and the vulnerability and accessibility of the server. However, the likelihood of malicious packets can be 100 %
once the attack has started and its assessment does not help the assessment of the likelihood of the Denial-of-
Service attack.

To avoid unnecessary complexity of assessment, it is important to identify any dependencies between
the events contributing to a risk scenario and in the first instance to assess the likelihoods of those
events that are independent of each other.

The overall likelihood of business consequences of an information security event typically depends on
the likelihood of potentially several lower-level contributory events and their consequences. Rather
than attempting to estimate the likelihood of business consequences in a single high-level assessment,
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it can be more valid to start by aggregating the likelihoods of the individually assessed lower-level
events that contribute to it.

7.3.4 Determining the levels of risk
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.2 d) 3).

Input: A list of risk scenarios with their consequences related to assets or events and their likelihood
(quantitative or qualitative).

Action: The level of risk should be determined as a combination of the assessed likelihood and the
assessed consequences for all relevant risk scenarios.

Trigger: Detefmining levels of risk becomes necessary if the information security riskscare to be
evaluated.

Output: A listfof risks with level values assigned.

Implementatipn guidance:

The level of rigk can be determined in many possible ways. It is commonly determined as a combination
of the assess¢d likelihood and the assessed consequences for all relevant\risk scenarios. Alternative
calculations chpn include an asset value as well as likelihood and consequeénce. In addition, the calcfilation
is not necessdrily linear, e.g. it can be likelihood squared combined with consequence. In any cdse the
level of risk should be determined using the criteria established as described in 6.4.3.4.

7.4 Evaluating the information security risks

7.4.1 Comparing the results of risk analysis with the risk criteria
NOTE Thi$ subclause relates to ISO/IEC 27001:2022,6.1.2 €) 1).
Input: A list of risk criteria and risks with level'values assigned.

Action: Level pf risks should be compared/against risk evaluation criteria, particularly risk acceptance
criteria.

Trigger: Comparing the results «of risk analysis with the risk criteria becomes necessary|if the
information sgpcurity risks are tebe prioritized for treatment.

Qutput: A listfof suggestions for decisions on additional actions regarding the management of risks.

Implementatipn guidance:

Once the riskk hayve'been identified and both likelihood and severity of consequence values asgigned,
organizationg should apply their risk acceptance criteria to determine whether or not the risksican be

1 1 1 1 1 1 111 - - 1 L
accepted. If tl ey canmnotoeaccepted; tiremrtney sioura ve prioritizea tor-treatnrent:

To evaluate risks, organizations should compare the assessed risks with the risk criteria defined during
the establishment of context.

Risk evaluation decisions should be based on the comparison of assessed risk with defined acceptance
criteria, ideally taking into account the degree of confidence in the assessment. In some cases, such as the
frequent occurrence of relatively low consequence events, it can be helpful to consider their cumulative
effect over some timescale of interest, rather than the risk of each event considered individually, as this
can provide a more realistic representation of overall risks.

There can be uncertainties in defining the boundary between those risks that require treatment and
those that do not. Under certain circumstances, using a single level as the acceptable level of risk that
divides risks that require treatment from those which do not is not always appropriate. In some cases,
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it can be more effective to include an element of flexibility into the criteria by incorporating additional
parameters such as cost and effectiveness of possible controls.

The levels of risk can be validated based on consensus among risk owners and business and technical
specialists. It is important that risk owners have a good understanding of the risks they are accountable
for that accords with the results of objective assessment. Consequently, any disparity between assessed
levels of risk and those perceived by risk owners should be investigated to determine which better
approximates to reality.

7.4.2

NOTE

Prioritizing the analysed risks for risk treatment

This subclause relates to ISO/IEC 27001:2022, 6.1.2 €) 2).

Input: A list of the results of risks compared with risk criteria.

Action

Triggel: Prioritizing the analysed risks for risk treatment becomes necessary, ifthe inform

risks 4

Outpu

Impler

Risk ej
about

— wi
Risk ¢

legal and regulatory requirements and the'views of relevant interested parties. Prioritiz

in the

8 In

8.1 ¢

The in
in the

The oy
6.1.3 K
treatm
treatm

: The risks on the list should be prioritized for risk treatment, considering assessed

re to be treated.
[ A list of prioritized risks with risk scenarios that lead to thosédisks.

hentation guidance:

Faluation uses the understanding of risk obtained by risk'analysis to make proposa
'he next step to take. Those should refer to:

nether a risk treatment is required;
iorities for risk treatment considering assgssed levels of risks.

Fiteria used to prioritize risks should consider the objectives of the organizatior

Fisk evaluation activity are mainlyzbased on the acceptance criteria.

formation security risk treatment process

reneral

put of the information security risk treatment is based on the risk assessment pro
form of a prieritized set of risks to be treated, based on risk criteria.

tput of this process is a set of necessary information security controls [see ISO/IE
)] that.are to be deployed or enhanced in relation to one another, in accordance
erit plan [see ISO/IEC 27001:2022, 6.1.3 €)]. Deployed in this way, the effectiveng

evels of risks.

ption security

s for deciding

, contractual,
htion as taken

ess outcomes

> 27001:2022,
with the risk
ss of the risk

ent nlan is toa maodifu the information securityv risk facinag the groanization sa th
r J J o o

t it meets the

organi

zation’s criteria for acceptance.

8.2 Selecting appropriate information security risk treatment options

NOTE

This subclause relates to ISO/IEC 27001:2022, 6.1.3 a).

Input: A list of prioritized risks with event or risk scenarios that lead to those risks.

Action

: Risk treatment options should be chosen.

Trigger: Selecting appropriate information security risk treatment options becomes necessary if no
risk treatment plan is existing or the plan is incomplete.

Output: A list of prioritized risks with the selected risk treatment options.
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Implementation guidance:

Several options for risk treatment include:

changing

the severity of the consequence;

risk retention, by informed choice;

sharing the consequences via insurance):

risk avoidance, by deciding not to start or continue with the activity that gives rise to the risk;

risk modification, by changing the likelihood of the occurrence of an event or a consequence or

risk sharing, by splitting responsibilities with other parties, either internally or externally (e.g.

EXAMPLE 1
potential of a
the office. The
option of risk 3
office.

EXAMPLE 2
so that it is nof
systems.

In the case of
the organizat

An example of risk avoidance is an office location situated in a flood-zone, where ther
lood and resultant damages to the office and restrictions to the availability of andyor ag
relevant physical controls can prove insufficient to reduce this risk, in which case, the tre
voidance can be the best available option. This can involve closing or stopping‘operation

Another example of risk avoidance is choosing not to collect certain information from indji
necessary for the organization to manage, store and transmit the innformation in its infor

risk sharing, at least one control is required to modify thelikelihood or consequen
on delegates the responsibility of implementing the control to another party.

Risk treatment options should be selected based on the outcoig of the risk assessment, the ex

costs for imp

ementing these options and the expected benefits from these options, both indiv

and in the comptext of other controls. Risk treatment shouldbe prioritized according to levels of

defined, time
established in

constraints and necessary sequence of implementations, and risk evaluation ouft

affected partiles, and the most appropriate ways of communicating risk to these parties.

8.3 Detern
risk treatmg¢
NOTE Thi
Input: A list o

Action: Deter
that are neces

ent options
subclause relates to ISOAEC 27001:2022, 6.1.3 b).
Fprioritized riskswith the selected risk treatment options.

mine all controls, from the chosen control sets as selected from an appropriate §
sary for treating the risks based on the risk treatment options chosen, such as to 1

retain, avoid ¢r sharethe risks.

Trigger: ISMS

conformity; managing information security risks.

b is the
cess to
atment
of that

fiduals

mation

ce, but

pected
dually
risk as
comes

7.4. While choosing the option, it can be\.considered how a particular risk is perceived by

nining all controls that are necessary to implement the information secyrity

ource,
hodify,

Output: Alln

cessarv controls
J

Implementation guidance:

Special attention should be given to determine the necessary controls. Each control should be checked
to determine if it is necessary by asking:

— what effect this control has on the likelihood or consequence of this risk;

— in which way the control maintains the risk level.

Only controls that have more than a negligible effect on the risk should be designated as “necessary”.
One or more controls should be applied to every risk evaluated as requiring treatment.
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There are many sources of control sets. They can be found in ISO/IEC 27001:2022, Annex A, in sector-
specific codes of practice (e.g. ISO/IEC 27017) and other national, regional, industrial control sets. An
organization can also determine one or more “custom” controls (see ISO/IEC 27003).

If a custom control is defined, the control wording should accurately and fairly describe what the control
is and how it operates. As applicable and appropriate, this wording can usefully include such aspects as:

— isita documented control;
— who owns the control;

— how itis monitored;

— hqgw it can be evidenced;

— any exceptions;

— frequency of operation of the control;

— thp tolerance for the control;

— if |t is not obvious then the reason why the control exists.

If the fontrol is outside the tolerance, the control is not operating effectively enough tp manage the
identiffied risk.

EXAMRLE1 “A documented malware management process.iSdn place, owned by the IT security manager. This
exclud¢s Macs and is monitored through the vendor consple\with reports on performance senf weekly to the
C1o.”

Such 4 detailed approach to control wording can“be useful if the custom controls are plso intended
to support the organization in control assurahce reporting. However, it is more impoftant that the
wording of controls should have meaning te\people in the organization and help them mjake decisions
about the management of those controls-afad associated risks.

The dé¢termination of controls can‘ificlude new controls not yet implemented, or can [include using
contrals that exist in the organization. However, a control that is already in operati¢n should not
automptically be included in thé\risk assessment because:

— thE control is not necessary to manage one or more information security risks;

— it fan be a controlthat does in some way help manage one or more information security risks but is
ndt sufficientlyteffective to be included in the risk assessment or managed by the ISMSS, or;

— it ¢an be currently operating for reasons not related to information security (e.g. quality, efficiency,
effectiveness or compliance), or;

— itysielrrently operating but from an information security perspective can be removed as it does not
have enmoughreffect tojustify TS TOMUITUINgG Status a5 all eSSertial COmtrot:

If a control is used for purposes other than solely the management of information security risks, care
should be taken to ensure that the control is managed to achieve the information security objectives as
well as the non-information security objectives.

EXAMPLE 2  Internal CCTV to control quality of the production process as well as for information security
reasons (to protect from fraud).

When determining controls from an existing control set (e.g. ISO/IEC 27001:2022, Annex A, or a sector
specific control list) the wording of the control should match what is necessary to manage the risk and
accurately reflect what the control is or should be. If the overall approach is to use an existing control
set (e.g. ISO/IEC 27001:2022, Annex A, or a sector specific control list) and the control set does not
contain a control that accurately describes the necessary control, then consideration should be given to
defining a custom control that accurately describes the control.
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Controls can be classified as preventive, detective and corrective:

a) preventive control: a control that is intended to prevent the occurrence of an information security
event that can lead to the occurrence of one or more consequences;

b) detective control: a control that is intended to detect the occurrence of an information security
event;

c) corrective control: a control that is intended to limit the consequences of an information security

event.

Control-type describes whether a control acts, or intends to act, to prevent or detect an event or react

to its conseq

ancalg)
TTee oy

EXAMPLE 3

to reduce the likelihood of the occurrence of risk and can be therefore categorized as being preventive.

The utility of
construction

mix of prevenftive, detective and corrective controls:

detective

correctivi

preventiv
used.

When utilizing controls, organizations should first decide:if.it is possible to detect the occurre

an event. If tl
an event, dets
working.

EXAMPLE 4
being used to p

Detective confrols can work as appropriate-but they can still be ineffective.

EXAMPLE 5
malware trave
the event therd

In general, de
where their 1
at next. If the
Implementati

An information security policy is a control that maintains risk, but policy compliance!isi1]

rategorizing controls as preventive, detective and corrective lies in theiruse, to ens
bf risk treatment plans are resilient to control failures. Provided theneis an appr

controls should mitigate risk if the preventive controls fail;
e controls should mitigate risk if the detective controls fail;

e controls should reduce the likelihood that the corrective controls should ever hav

nat is the case, detective controls should be\implemented. If it is not possible to

do

tended

re the
riate

e to be

nce of
detect

bctive controls can be ineffective, with nddway of telling whether a preventive coptrol is

If it is not clear if a computer has bécéime part of a “botnet”, it cannot be known if the ¢
revent it becoming part of a botnetwork as intended.

ontrols

Implementing Intrusion ‘\Detection/Prevention Systems can be an effective way to prevent

"sing the network but they are of no use if there is no monitoring of the systems/alerts to a
is an outbreak thatisinot contained.

tective contrgls-are ultimately ineffective in instances where they can be bypas
otificatiomydoes not result in appropriate action. Corrective controls should be

detectiveycontrols fail, then there is likely to be one or more undesirable conseqt
bn of the corrective controls can assist in the limitation of those consequences. Alf

corrective co
well in advan

]:e of the occurrence of any event.

trolstake effect after the onset of the consequence, it is often necessary to deplo

Ction in

sed, or
ooked
ences.
hough
V them

EXAMPLE 6

Hard disk encryption does not prevent a laptop from being stolen or subsequent attempts to
extract the data. It does, however, reduce the severity of the consequences linked to a disclosure. The control, of
course, needs to be deployed before the laptop is stolen.

The categorization of controls is not absolute and depends on the context in which use of a control is

described.

EXAMPLE 7

Backup does not prevent the occurrence of an event that would otherwise result in data loss

(e.g. a disc head crash or loss of a laptop), but it does assist to reduce the consequence. Some organizations can
therefore consider this to be a corrective control rather than a preventive control. Similarly, encryption does
not prevent the loss of information, but if the event is described as “personal data revealed to attacker”, then
encryption is a preventive, rather than a corrective control.
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The order in which the controls addressing the risks are organized depends on various factors. Many
techniques can be used. It is the respective risk owners’ responsibility to decide the balance between
the costs of investing in controls and assuming consequences in case the risks are materialized.

The identification of existing controls can determine that these controls exceed current needs. A cost-
benefit analysis should be undertaken before removing redundant or unnecessary controls (especially if
the controls have high maintenance costs). Since controls can influence each other, removing redundant
controls can reduce the overall security in place. Controls should not be included in the risk treatment
unless they are necessary controls to manage one or more of the identified information security risks.
A control should have an effect on the consequence or likelihood of the identified information security
risks. Controls should not be included in the risk treatment if they are operating for reasons not related
to information security.

Consid
If the 4
criteri

eration should be given to controls that are implemented but known to have somé weaknesses.
ssessment of all the risks that a control with weaknesses is managing are within the acceptance
b, then it is not necessary to improve the control. Even though the contrékis not operating fully
effectiyely, it is not always necessary to improve it to make it fully effectivecItshould nqt be assumed
that all controls must operate at full effectiveness for the organization to pianage its riskf successfully.
It is pdssible to specify that each individual control has a level of tolerance‘for failure below which the
contrgl can be regarded as not operating effectively enough to manage the identified rigks. As long as

the control is operating inside the tolerance, it does not need any improvement.

8.4 Comparing the controls determined with those in ISO/IEC 27001:2022, Annex A
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.3¢).

Input: [All necessary controls (see 8.3).

Action Compare all necessary controls with those listed in ISO/IEC 27001:2022, Annex A

Trigger: Identification of any missing controls becomes necessary if risk treatment plans are formulated.
Output: All controls applicable to the risk treatment.

Implementation guidance:

ISO/IHC 27001:2022, 6.1.3 c), tequires an organization to compare the controls that it hds determined
as being necessary to implement its chosen risk treatment options with the contfols listed in
ISO/IEC 27001:2022, Annex A. The purpose of this is to act as a safety check to verify that no necessary

controls have been gmitted from the risk assessment. This safety check is not in plafe to identify
any orpitted controls from ISO/IEC 27001:2022, Annex A, in the risk assessment. It is 4 safety check
to identify any anissing necessary controls from any source by comparing the contrdls with other
standqrds and(lists of controls. Omitted controls identified during this check can be sector specific or
custom conttrols or from ISO/IEC 27001:2022, Annex A. The guidelines for determining dontrols in 8.3
should bé followed when considering if any missing controls should be added to the risk assessment.

EXAMPLE It is important that a control that is already operating in the organization is not automatically
added into the risk assessment without further consideration.

[tis important to remember that this comparison of the controls is undertaken using the risk assessment
and is not undertaken using the Statement of Applicability. The principle is to look at each risk in turn
and compare the controls determined as necessary for the risk with the controls in ISO/IEC 27001:2022,
Annex A, to help identify if there are any missing necessary controls for each risk.

8.5 Producing a Statement of Applicability
NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.3 d).
Input: All controls applicable to the risk treatment (see 8.4).

Action: Produce a Statement of Applicability.
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Trigger: Documentation of all necessary controls, their justification and implementation status.
Output: Statement of Applicability.

Implementation guidance:

In accordance with ISO/IEC 27001:2022, 6.1.3 d), the Statement of Applicability (SOA) should contain at
least:

a) the necessary controls;

b) justification for their inclusion;

c) whether they are implemented or not;
d) justificatjon for exclusions of controls from ISO/IEC 27001:2022, Annex A.

The SOA can pasily be produced by examining the risk assessment to identify the ne€cessary c¢ntrols
and risk treatment plan to identify those that are planned to be implemented. Only eontrols identlfied in
the risk assespment can be included in the SOA. Controls cannot be added to the SOA'independent of the
risk assessmgnt. There should be consistency between the controls necessary. to realize selected risk
treatment options and the SOA. The SOA can state that the justification forthe'inclusion of a control is
the same for 4ll controls and that they have been identified in the risk assessment as necessary tp treat
one or more 1jfisks to an acceptable level. No further justification for the iriclusion of a control is needed
for any of theg controls. The implementation status of all of the controls contained in the SOA fan be
stated as “implemented”, “partially implemented” or “not impleménted”. This can be either indiv|dually
against each dontrol or as an overall statement.

EXAMPLE The SOA contains the statement: “All the controlsshave been implemented”. No additional analysis
or informationl|is required to complete the SOA.

8.6 Information security risk treatment plan

8.6.1 Formyulation of the risk treatment plan
NOTE This subclause relates to ISO/IEC27001:2022, 6.1.3 e).
Input: Resultd from risk assessments.

Action: Formylate risk treatment plan.

Trigger: The njeed of the organization to treat risks.

Output: Risk freatmentplan.

Implementatibn.guidance:

The purpose of thisactivity s to create pramn(s)for treating specific setsof the Tisksthratareon the
list of prioritized risks (see Clause 7). A risk treatment plan is a plan to modify risk such that it meets
the organization’s risk acceptance criteria (see 6.4.2). There are two possible interpretations of the
term “plan” in the context of risk treatment. The first is a project plan, i.e. a plan to implement the
organization’s necessary controls. The second is a design plan, i.e. the plan that not only identifies
necessary controls but also describes how the controls interact with their environment and each other
to modify risks. In practice, both can be used.

Once the controls are in place, the project plan ceases to have any value other than as a historical record,
whereas the design plan is still useful.

Every risk that needs treatment should be treated in one of the risk treatment plans. An organization
can choose to have several risk treatment plans, which together implement all required aspects of
risk treatment. These can be organized on the basis of where the information resides (e.g. one plan
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for the data centre, another for mobile computing, etc.), by asset (e.g. different plans for different asset
classifications) or by events (such as those used when assessing risk using the event-based method).

While creating the risk treatment plan, organizations should consider the following:
— priorities in relation with the level of risk and urgency of treatment;

— whether different types of controls (preventive, detective, corrective) or their composition are
applicable;

— whether it is necessary to wait for a control to be settled before starting to implement a new one on
the same asset;

— whether there is a delay between the time the control is implemented and the momént where it is
fully effective and operational.

For eath treated risk the treatment plan should include the following informatioh:
— thp rationale for selection of the treatment options, including the expected’benefits t¢ be gained;
— thpse who are accountable and responsible for approving and implémenting the plan
— the proposed actions;

— the resources required, including contingencies;

— the performance indicators;

— thE constraints;

— the required reporting and monitoring;

— when actions are expected to be undertaken and completed;

— injplementation status.

The rigk treatment plan actions should be ranked by priority in relation with the level of risk and
urgengy of treatment. The higher(the level of risk, and in some cases the frequency of rigk occurrence,
the sopner the control is to be(implemented.

For each listed risk within‘the risk treatment plan, detailed implementation informatjon should be
tracked and can include.but is not limited to:

— ndmes of risk @wners and persons responsible for the implementation;
— inmplementation dates or timelines;

— contrelactivities planned to test the implementation result;

— implementation status;

— costlevel (investment, operation).

8.6.2 Approval by risk owners

NOTE This subclause relates to ISO/IEC 27001:2022, 6.1.3 f).
Input: Risk treatment plan(s).

Action: Approval of risk treatment plan(s) by risk owners.
Trigger: The need for risk treatment plan(s) to be approved.
Output: Approved risk treatment plan(s).
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Implementation guidance:

The information security risk treatment plan should be approved by the risk owners once it is
formulated. Risk owners should also decide on the acceptance of residual information security risks.

This decision

should be based on defined risk acceptance criteria.

The results of the risk assessment, the risk treatment plan and the remaining risks should be
understandable to the risk owners so that they can discharge their accountabilities properly.

8.6.3 Acceptance of the residual information security risks

NOTE

This subclause relates to ISO/IEC 27001:2022, 6.1.3 f).

Input: Approv

Action: Deter

Trigger: The 1
Output: Accey]
Implementati

In order to de
of residual lil
and related e
the conseque
of residual ri
acceptable.

Risk treatme
criteria.

In some case
criteria being

EXAMPLE

are an important business opportunity, r because the cost of risk modification is too high.

However, it if
cases, risk ow
the risk owng
override norn

ed risk treatment plan(s) and risk acceptance criteria.

mine whether the residual risks are acceptable.

eed for the organization to decide on retaining residual risks.
ted residual risks.

bn guidance:

termine the residual risks, risk treatment plans should feed/into the follow up asse;s
kelihood and consequence. The proposed controls outlined in the risk treatment
ffectiveness should be considered in light of whether they will reduce the likelih

Kks is then considered by the risk owner to.détermine whether the residual rig

ht plans should describe how assessed\tisks are to be treated to meet risk acce

5, the level of residual risk does-not always meet risk acceptance criteria, becay
applied do not take into accounitprevailing circumstances.

It can be argued that it is negessary to retain risks because the benefits accompanying t}

not always possible*to revise the risk acceptance criteria in a timely manner. [
ners can retain ‘risks that do not meet normal acceptance criteria. If this is nec
r should explicitly comment on the risks and include a justification for the deci
nal risk aceeptance criteria.

Risk accepta
acceptance d
plans and res
on the risk as

ce caminvolve a process to achieve endorsements of treatments prior to a fin
cision.' It is important for risk owners to review and approve proposed risk tre:
Iting residual risks, and record any conditions associated with such approval. Dep

sment
plans
od or

hce, or both, and whether the level of residual £isks is allocated to the risks. Thie level

ks are

ptance

se the

e risks

n such
Pssary,
bion to

pl risk
itment
bnding

sessment process and risk acceptance criteria, thils can require a manager witi a

level of authority than the risk owner to agree to the risk acceptance.

higher

[t can take some time to implement a plan to treat assessed risks. Risk criteria can allow levels of risk
to exceed a desired threshold to a defined extent if there is a plan in place to reduce that risk in an
acceptable time. Risk acceptance decisions can take into account timeframes in risk treatment plans
and whether or not risk treatment implementation progress is in line with what is planned.

Some risks can vary over time (regardless of whether this change is due to implementation of a risk
treatment plan). Risk acceptance criteria can consider this and have risk acceptance thresholds that
depend on the length of time that an organization can be exposed to an assessed risk.
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9 Operation

9.1 Performing information security risk assessment process

NOTE

This subclause relates to ISO/IEC 27001:2022, 8.2.

Input: Documents about the information security risk assessment process including risk assessment
and risk acceptance criteria.

Action|
Trigge
Outpu

Impler

The in
should
or wh
should
the ris
ISMS (
has od
securi

When
that af

EXAMH
acerta

If the
recom
assess

a)
b)
c)

[ 'The risk assessment process should be performed In accordance with Clause 7.
I: The need of the organization to assess risks, at planned intervals or based-dn)&ve

[ Evaluated risks.

hentation guidance:

nts.

formation security risk assessment process defined and applied in ISO/IEC 27
be integrated into the organizational operations and it should\b€ performed at pla
n significant changes are proposed or occur. The informatien security risk assess
take into account the criteria established in ISO/IEC 2700132022, 6.1.2 a). The inte
k assessment is performed should be appropriate to the ISMS. When a significant
hr its context) or a change in the threat landscape feg. a new type of information se
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making plans for routine risk assessments, organizations should take account of]
plies to their general business processés-and associated budget cycles.

LE If there is an annual budget cyele, the organization can be required to submit fund
n time of year. Funds are then granted (diminished or denied) later.

pbrocurement processes are\involved, there can be another budget cycle before 1
mendations can be implemented and their effectiveness assessed prior to the nex
ment. In such cases, risk-assessments should be scheduled:

make their risk treatment recommendations in time for funding application;
be reassessed following the results of budget allocations;

performrthe next routine assessment, once recommendations have been implemer
ocurenient activity.

01:2022, 6.1,
ned intervals
ment process
rvals at which
change of the
curity attack)
| information
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ing requests at

isk treatment
t routine risk

ted, after any

9.2

Performing information security risk treatment process

NOTE

Input:

This subclause relates to ISO/IEC 27001:2022, 8.3.

Evaluated risk(s).

Action: The risk treatment process should be performed in accordance with Clause 8.

Trigger: The need of the organization to treat risks, at planned intervals or based on events.

Qutput: Retained or accepted residual risks.

Implementation guidance:

ISO/IEC 27001:2022, 8.3, specifies requirements for organizations to implement their risk treatment

plans.

©150/1

Considerations included in 8.6 are also relevant to this subclause.
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10 Leveraging related ISMS processes

10.1 Context of the organization

NOTE This subclause relates to ISO/IEC 27001:2022, Clause 4.
Input: Information on the organization, its internal and external context.

Action: All relevant data should be considered to identify and describe internal and external issues

influencing i

Trigger: 1SO/
information s

Output: Risk-

tormation security risk management and requirements or interested parties.

EC 27001:2022 specifies requirements for such information to be able-to "es
curity objectives.

elated internal and external issues influencing information security nisk managen
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EXAMPLE 2
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outcomes should ensure preservation of the confidéntiality, integrity and avail

by applying the risk management process and-Knowing which risks are aded

entify risks, the organization should understand in sufficient detail the circumsta
anization operates. This means the orgaftization should gather information cond
nd external context of the organization, its interested parties and their requirg
P7001:2022, 4.1 and 4.2). Gathering this information should be done before any a
b organization to assess its information security risks, or indeed any other risks t}
nded outcome of the ISMS (see ¥SO/IEC 27001:2022, 6.1.1).

ition should consider all’jinternal and external risk sources. The organiz
iz of interested parties that are opposed to the organization and their interests is

An example of an interested party with interests that are opposed to the organization’s ob
The attacker desires an organization with weak security level. The organization takes §
interest by having the opposite (strong security level), i.e. the organization considers g
the objectives of the ISMS. The organization ensures, through effective information s
hese interests are not met.

hseérvices or activities that are not completely within the scope of the ISMS shqg

ontext

ISMS.
ability
uately

nces in
erning
ments
[tempt
jat can

ation’s
highly

ectives
ccount
ossible
pcurity

uld be

the‘organization’s information security risk assessment.

An example of such a situation is the sharing of assets (e.g. facilities, IT systems and databases)
with other organizations or the outsourcing of a business function.

How other relevant factors influencing information security are considered depends on the
organization’s choice of risk identification and analysis methods.

The organization’s information security objectives (see ISO/IEC 27001:2022, 6.2) can constrain the risk
acceptance criteria (e.g. the acceptable level of risk can be a function of the potential rewards associated
with different business activities). Furthermore, the information security policy can constrain risk
treatment (e.g. certain risk treatment options can be excluded by that policy).

10.2 Leadership and commitment

NOTE This subclause relates to ISO/IEC 27001:2022, 5.1.

32 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=bbffaadf3fe4a55e7746d46aff1f9e46

ISO/IEC 27005:2022(E)

Input: Information on information security risk assessment results or information security risk
treatment results requiring approval or endorsement.

Action: Appropriate level of management should consider results related to information security risks,
to decide on or endorse further actions.

Trigger: ISO/IEC 27001 requires appropriate level of management to be involved in all information
security risk related activities.

Qutput: Information security risk related decisions or endorsement.

Implementation guidance:

Top management is accountable for managing risks and should lead and drive risk|assessments,
including:

— ensuring that the necessary resources are allocated to managing risk;

— aspigning authority, responsibility and accountability at appropriate levels'within th¢ organization
as|it relates to risk management;

— communicating with appropriate interested parties.

10.3 Communication and consultation
NOTE1 This subclause relates to ISO/IEC 27001:2022, 7.4.
NOTE 2 ISO/IEC 27001 refers directly to the communication part of this activity.

Input: [nformation on risks, their causes, consequerices and their likelihood identified through the risk
management processes.

Action} Information on risks, their causes,consequences, their likelihood and the controls being taken
to treat them should be communicated to, or obtained from, the external and internal interjested parties.

Triggek: ISO/IEC 27001 requires such*communication.

Output: Relevant interested parties’ perceptions and continual understanding of the prganization’s
information security risk management process and results.

Implerhentation guidanice:

The cqmmunicatieniand consultation activity aims to achieve agreement on how to manage risks by
exchanging andfer-sharing information about risk with the risk owners and other relevnt interested
parties. The«information includes, but is not limited to, the existence, nature, form, likelihood,

be identified.
Risk ownership can be deliberately confused or concealed. Even when risk owners can be identified,
they can be reluctant to acknowledge that they are responsible for the risks that they own, and
obtaining their participation in the risk management process can be difficult. There should be a defined
communication procedure for informing those concerned about risk ownership.

ISO/IEC 27001:2022, 6.1.3 f), requires the risk owners to approve the risk treatment plan(s) and to
decide on the acceptance of residual risks. Communication between risk owners and staff responsible
for the implementation of the ISMS is an important activity. There should be an agreement on how to
manage risks by exchanging and/or sharing information about risk with the risk owners, and perhaps
other interested parties and decision-makers. The information includes, but is not limited to, the
existence, nature, form, likelihood, significance, treatment and acceptance of risks. Communication
should be bi-directional.
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Depending on the nature and sensitivity of the risk(s), there can be a need to limit some information
about risks, their assessment and treatment on a need-to-know basis to those responsible for
identifying, assessing and treating them. Risk communication should be controlled on a “need to know”
basis, taking into account the level of detail required by different interested parties, in consultation
with the risk owners or potential owners, with the aim of avoiding publicizing the more sensitive risks
and their associated known weaknesses.

Perceptions of risk can vary due to differences in assumptions, concepts, needs, issues and concerns
of the appropriate interested parties as they relate to risk or the issues under discussion. Interested
parties are likely to make judgments on the acceptance of risk, based on their perception of risk.
This is especially important to ensure that the interested parties’ perceptions of risk, as well as
their perceptions of benefits, can be identified and documented and the underlying reasons clearly

understood a

Communicati
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and outcomes

as methods for risk assessment are selected, can also improve ownership of outcomes by inte

parties. Inter
design. Asare
cases where i

nd addressed.

bn and consultation concerning risks can result in improved interested p
vith what is being done and appropriate interested parties taking ownership of de
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bd and
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objectives andl providing the necessary resources.

Risk communrcation should be carried out in order to:
provide afssurance of the outcome of the organization’s riskimianagement;
collect rigk information;
share the|results from the risk assessment and present the risk treatment plan;

avoid or feduce both the occurrence and conseéquence of information security breaches dug to the

lack of mitual understanding among risk owirers and interested parties;
support riisk owners;
obtain new information securityknowledge;

coordinat

T

e with other partiestand plan responses to reduce the consequences of any inciden

give a serlse of responsihility to risk owners and other parties with a legitimate interest at ri

improve gwareness:

An organizat
emergencies.

jon should develop risk communication plans for normal operations as well [as for
The'risk communication and consultation activity should be performed continually.

The coordinatiom betweer ajor TISK OWTIETS ard Tetevalt imterested parties carm be actiiieved by the
formation of a committee where debate about risks, their prioritization and appropriate treatment, and
acceptance can take place.

Risk communications can be voluntarily forwarded to external third parties for enabling better risk
management or response coordination or awareness and can also be required by regulators or business
partners under certain circumstances.

It is important to cooperate with the appropriate public relations or communications unit within the
organization to coordinate all tasks related to risk communication. This is crucial in the event of crisis
communication activation, e.g. in response to particular incidents.
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10.4 Documented information

10.4.1 General
NOTE This subclause relates to ISO/IEC 27001:2022, 7.5.

ISO/IEC 27001 specifies requirements for organizations to retain documented information concerning
the risk assessment process (see ISO/IEC 27001:2022, 6.1.2) and results (see ISO/IEC 27001:2022, 8.2);
the risk treatment process (ISO/IEC 27001:2022, 6.1.3) and results (ISO/IEC 27001:2022, 8.3).

10.4.2 Documented information about processes

Input: [Knowledge on the information security risk assessment and treatment process€s jn accordance
with Clauses 7 and 8, defined by the organization.

Action| Information about the information security risk assessment and treatmént‘procegses should be
docuniented and retained.

Trigger: ISO/IEC 27001 requires documented information about the “Yinformation [security risk

assessment and treatment processes.

Output: Documented information required by interested parties{e.g. certification body) ¢r determined
by thelorganization as being necessary for the effectiveness of,the-information security risk assessment
procegds or information security risk treatment process.

Implerhentation guidance:
Docunpented information about the information secutity risk assessment process should fontain:

a) adefinition of the risk criteria (including the'tisk acceptance criteria and the criteria fpr performing
information security risk assessments);

b) repsoning for the consistency, validity-and comparability of results;

c) a Iescription of the risk identification method (including the identification of risk owhers);

d) a dlescription of the method for analysing the information security risks (including tle assessment
of[potential consequences, Tealistic likelihood and resultant level of risk);

e) adescription of themethod for comparing the results with the risk criteria and the pifioritization of
rigks for risk tredtment.

Docunpented information about the information security risk treatment process sljould contain
descriptions of:

— the method for selecting appropriate information security risk treatment options;

— the method for determining necessary controls;

— how ISO/IEC 27001:2022, Annex A, is used to determine that necessary controls have not been
inadvertently overlooked;

— how risk treatment plans are produced;

— how risk owners’ approval is obtained.

10.4.3 Documented information about results
Input: The information security risk assessment and treatment results.
Action: Information about the information security risk assessment and treatment results should be

documented and retained.
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Trigger: ISO/IEC 27001 requires documented information about the information security risk
assessment and treatment results.

Output: Documented information about the information security risk assessment and treatment
results.

Implementation guidance:

As organizations are required to perform risk assessments at planned intervals or when significant
changes are proposed or occur, there should at least be evidence of a schedule, and risk assessments
being performed in accordance with that schedule. If a change is proposed, or has occurred, then there
should be evidence of the performance of an associated risk assessment. Otherwise, the organization
should explaifrwhy ttrechange tssigmificantormot:

Documented jnformation about the information security risk assessment results should cofitain
a) the identified risks, their consequence and likelihood;

b) the identity of the risk owner(s);

c) theresults of applying the risk acceptance criteria;

d) the priority for risk treatment.

Recording of the rationale for risk decisions is also recommended, in<order to both learn from efror in
individual cages and facilitate continual improvement.

Documented nformation about the information security riskdreatment results should contain:
— identificaftion of the necessary controls;

— where appropriate and available, evidence that these necessary controls act to modify risks, 4o as to
meet the prganization’s risk acceptance criteria:

10.5 Monitgring and review

10.5.1 General
NOTE This subclause relates to ISO/IEC 27001:2022, 9.1.

The organization’s monitoring,process (see ISO/IEC 27001:2022, 9.1) should encompass all aspcts of
the risk assespment and risk treatment processes for the purposes of:

a) ensuring|that the yrisk treatments are effective, efficient and economical in both design and
operation;

b) obtaining infermation to improve future risk assessments;

c) analysing and learning lessons from incidents (including near misses), changes, trends, successes
and failures;

d) detecting changes in the internal and external context, including changes to risk criteria and the
risks themselves, which can require revision of risk treatments and priorities;

e) identifying emerging risks.

Retained risk scenarios, coming from the risk management activities, can be transposed into monitoring
scenarios in order to ensure an effective monitoring process. Further details about monitoring scenarios
are given in A.2.7.
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10.5.2 Monitoring and reviewing factors influencing risks
NOTE This subclause relates to ISO/IEC 27001:2022, 9.1.

Input: All risk information obtained from the risk management activities.

Action: Risks and their factors (i.e. value of assets, consequences, threats, vulnerabilities, likelihood of
occurrence) should be monitored and reviewed to identify any changes in the context of the organization
at an early stage, and to maintain an overview of the complete risk picture.

Trigger— Reviewlng orgamnizational poticy amnmd amny detection of CiTanges to the CUurTernt operating or

threat|environment.

Output: Continual alignment of the management of risks with the organization’s busingss objectives,
and with risk acceptance criteria.

Implerhentation guidance:

ISO/IEC 27001:2022, 9.1, requires organizations to evaluate their idformation security| performance
(and IPMS effectiveness). In accordance with this requirement, organizations should ise their risk
treatment plan(s) as a subject for their performance evaluations;~To do this, an organization should
first define one or more information needs, e.g. to describezwhat top management wishes to know
about the organization’s ability to defend itself against threat's)Using this as a top-level spgcification, an
organization should then determine the measurementsthat it needs to make and how spich measures
should be combined in order to satisfy the information{need.

Risks gre not static. Event scenarios, asset values, threats, vulnerabilities, likelihoods and consequences
can chpnge abruptly without any indication. Coristant monitoring should be carried out tp detect these
changgs. This can be supported by external sexvices that provide information regarding rjew threats or
vulnerfabilities. Organizations should ensurethe continual monitoring of relevant factors) such as:

sources of risk, including freshly reported vulnerabilities in IT;

b) ngw assets that have been incltided in the risk management scope;

c) ndgcessary modification of‘asset values (e.g. due to changed business requirements);
d) identified vulnerabitities to determine those becoming exposed to new or re-emergirg threats;

nges in patterns of use of existing or new technologies that can open up [new possible

portunities for attack;
f) changesdnlaws and regulations;

g) chlanges inrisk appetite and perceptions of what is now acceptable and what is no longer acceptable;

h) information security incidents, both inside and outside of the organization.

New sources of risk or changes in likelihood or consequences can increase risks previously assessed.
Review of low and retained risks should examine each risk separately, and all such risks as an aggregate
as well, to assess their potential accumulated consequence. If risks no longer fall into the low or
acceptable risk category, they should be treated using one or more of the options in 8.2.

Factors that affect the likelihood of the occurrence of events and their corresponding consequences
can change, as can factors that affect the suitability or cost of the various treatment options. Major
changes affecting the organization should be a reason for a more specific review. The risk monitoring
activities should be regularly repeated and the selected options for risk treatment should be reviewed
periodically.
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New threats, vulnerabilities or changes in likelihood or consequences can increase risks previously
assessed as low ones. Review of low and retained risks should consider each risk separately, and all
such risks as an aggregate as well, to assess their potential accumulated consequence. If risks do not
fall into the low or acceptable risk category, they should be treated using one or more of the options
considered in Clause 8.

Factors that affect the likelihood of the occurrence of threats and their corresponding consequences
can change, as can factors that affect the suitability or cost of the various treatment options. Major
changes affecting the organization should be reason for a more specific review. The risk monitoring
activities should be regularly repeated and the selected options for risk treatment should be reviewed
periodically.

The outcome pfrisk monitoring activities can be input to other risk review activities. The organ]zation
should review all risks regularly, and when major changes are proposed or occur in accordandge with
ISO/IEC 2700[:2022, Clause 8.

10.6 Management review
NOTE This subclause relates to ISO/IEC 27001:2022, 9.3.

Input: Resultq of information security risk assessment(s), status of informatien security risk treatment
plan.

Action: The r¢sults of information security risk assessment and status of the information security risk
treatment plgn should be reviewed to confirm that residual risks meet risk acceptance criterfa, and
that the risk treatment plan addresses all relevant risks and theip'risk treatment options.

Trigger: A paift of scheduled calendar of review activities,

Output: Changes of the risk acceptance criteria and the\¢riteria for performing information
security risk assessments, updated information security risk treatment plan or SOA.

10.7 Corredtive action
NOTE This subclause relates to ISO/IEC27001:2022, 10.1.

Input: The rigk treatment plan is preving ineffective, meaning that the residual risk will renpain at
unacceptable [levels after the treatment plan is complete.

Action: Revisg the risk treatment plan and implement it to modify the residual risk to an accqptable
level.

Trigger: The decision forrevising the risk treatment plan.

Output: A revjsedrisk treatment plan and its implementation.

Implementatiomrguidarnce:

Nonconformities related to effectiveness of the risk treatment plan can be raised by an internal or
external audit, or through monitoring and indicators. The treatment plan should be revised to reflect:

— the outcomes of the information security risk treatment process;

— progressive implementation of the plan (e.g. a control is implemented as-specified, as-designed, as-
built);

— identified difficulties in implementation of controls (e.g. technical or financial issues, inconsistencies
with internal or external factors such as privacy considerations).

There are also cases where even if the residual risks are acceptable after the treatment plan is complete,
the users will reject its use, or attempt to circumvent because these controls are not accepted by the
users in terms of ease of use (e.g. not ergonomic, too complicated or too long).
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ganization should review the effectiveness of the revised treatment plan.

10.8 Continual improvement

NOTE

This subclause relates to ISO/IEC 27001:2022, 10.2

Input: All risk information obtained from the risk management activities.

Action: The information security risk management process should be continually monitored, reviewed
and improved as necessary.

Trigger: Organization seeks to improve and mature from the lessons learnt during the information

securi

Outpu
busing

Impler
Ongoi

as we;ﬁ

ensure

The on
activit
to the
the re
overlo

[y rIsKk management process.

- Continual relevance of the information security risk management process to the
ss objectives or updating the process.

hentation guidance:

g monitoring and review that the context, the outcome of the riskassessment and r
as management plans, remain relevant and appropriate to the, circumstances ig
that the information security risk management process is ¢orrect.

oanization should make sure that the information security Tisk management proce
ies remain appropriate in the present circumstances,and ‘are followed. Any agreed i
process, or actions necessary to improve compliance with the process, should

bponsible managers. These managers should be given assurance that no risk or r
bked or underestimated and that the necessary actions are taken and decisions

provide a realistic risk understanding and ability to-respond.

It shoy
manag

1d be noted that the change management.process should continually provide feedb
ement process in order to ensure thatvariations to information systems able to md

prom

Additi
verific
strate

tly taken into account, even modifying risk assessment activities to properly evalu

nally, the organization should’ regularly verify the criteria used to measure f{
tion should ensure that all*elements are still valid and consistent with busine
ies and policies, and that ¢changes to the business context are taken into considerati

brganization’s

sk treatment,
necessary to

5s and related
[mprovements
be notified to
sk element is
are made to

hck to the risk
dify risks are
hte them.

he risk. This
ss objectives,
pbn adequately

during the information security risk management process. This monitoring and review aftivity should

addre

le

ri

as|

s (but not be limited:\to):

al and environmental context;
petition‘context;

k asséssment approach;

etwalue and categories;

Cco

nsequence criteria;

likelihood criteria;

risk evaluation criteria;
risk acceptance criteria;
total cost of ownership;

necessary resources.

The organization should ensure that risk assessment and risk treatment resources are continually
available to review risk, to address new or changed threats or vulnerabilities, and to advise management
accordingly.
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Risk management monitoring can result in modifying or adding to the approach, methodology or tools
used depending on:

— the organization’s risk maturity;
— changes identified;
— risk assessment iteration;

— the aim of the information security risk management process (e.g. business continuity, resilience to
incidents, compliance);

— the object of the information security risk management process (e.g. organization, business unit,
informatijon process, its technical implementation, application, connection to the internet):

The risk manpgement cycles related to the scope of risk assessment and risk treatment are’presented
in 5.2.
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Annex A
(informative)

Examples of techniques in support of the risk assessment process

A.1 Information security risk criteria

Al1

Criteria related to risk assessment

A.1.1.1 Risk assessment general considerations

In gen
differi
refere

bral, personal uncertainty dominates information risk assessment, and'different arn
hg tendencies to uncertainty when interpreting points on likelihood and consequen
1ce scales should relate the consequence, likelihood and risk categories to common u

specified objective values, possibly expressed in terms such as financial loss in monet
notionfl frequency of occurrence in a finite period which are specific for the quantitative

Partic

hlarly where the qualitative approach is adopted, risk. analysts should undergo

alysts exhibit
ce scales. The
hambiguously
hry units and
approach.

training and

periodic practice against an anchoring reference scale to miaintain the calibration of theirjjudgement.

A.1.1.

A.1.1.2.1 Consequences scale

Qualitative approach

.1 presents an example of consequence scale.

Table A.1>— Example of consequence scale

Con

sequences

Description

astrophic

Sector or regulatory consequences beyond the organization
Substantially impacted sector ecosystem(s), with consequences that can be Jong lasting.

And/or: difficulty for the State, and even an incapacity, to ensure a regulatqry function or
one of its missions of vital importance.

And/or: critical consequences on the safety of persons and property (health crisis, major
environmental pollution, destruction of essential infrastructures, etc.).

Disastrous consequences for the organization

Incapacity for the organization to ensure all or a portion of its activity, with ppssible serious

4 - Critical

consequences on the safety of persons and property. The organization will most likely not
overcome the situation (its survival is threatened), the activity sectors or state sectors in
which it operates will likely be affected slightly, without any long-lasting consequences.

3 - Serious

Substantial consequences for the organization

High degradation in the performance of the activity, with possible significant consequences
on the safety of persons and property. The organization will overcome the situation with
serious difficulties (operation in a highly degraded mode), without any sector or state impact.

2 - Significant

Significant but limited consequences for the organization

Degradation in the performance of the activity with no consequences on the safety of per-
sons and property. The organization will overcome the situation despite a few difficulties
(operation in degraded mode).
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Table A.1 (continued)
Consequences Description
Negligible consequences for the organization
1 - Minor No consequences on operations or the performance of the activity or on the safety of persons

and property. The organization will overcome the situation without too much difficulty
(margins will be consumed).

A.1.1.2.2 Likelihood scale

Table A.2 and Table A.4 present examples of alternative ways to represent likelihood scales. Likelihood

can be expre;
The probabil

is expected t¢
same thing fr
organization

stic representation indicates the average likelihood of a risk event occurrin
specified perjod, whereas the frequentist representation indicates the number of times theyrish
occur on average in a specified time period. As the two approaches mepely“expr

[ event
bss the

bm two different perspectives, either representation can be used, depending on wh
inds most convenient for a given category of risks.

However, if b(

th approaches are used as alternatives within the same organizdtion, it is importa

each notionallly equivalent rank on both scales represents the same actuaklikelihood. Otherwi

results of asspssment depend on which scale is used, rather than on thé actual likelihood of t
source being assessed. If both approaches are used, the probabilistic leveDfor each notional rank
be calculated jmathematically from the frequentist value of the equivdlent rank or vice versa dep
on which approach is used to define the primary scale.

If either of th¢ two approaches alone is used, it is not necessawy for the increments of the scale t
closely defingd, as prioritization of likelihoods can still beiachieved regardless of the absolute
used. Although Table A.2 and Table A.4 use completely different increments and ranges of like
depending on|the organization's context and the categery of risk being assessed, either can be g
effective for apalysis if used exclusively. They wouldnot, however, be usable safely as alternatives
same contextfas the values attached to equivalentrankings do not correlate.

The categorie
to assign to e

5 and values used in Table A.2 and Table A.4 are only examples. The most appropriat
ich level of likelihood depends on the risk profile and risk appetite of the organizat

Table A:2 — Example of likelihood scale

ich the

Int that
se, the
ne risk
should
ending

b be so
values
ihood,
qually
in the

b value
on.

Likelihpod Description

The risk source will most certainly reach its objective by using one of the cong

5 - Almost ceftain methods of attack.

The likelihood of the risk scenario is very high.

idered

The risk source will probably reach its objective by using one of the considered

4 - Very likel ods of attack.

<

meth-

faukl 1ol 1ol 1l el e L
TTIT TIRTIITTUUUW UT'UIT TISK SLTIIATTU IS TITEIT.

3 - Likely of attack.

The likelihood of the risk scenario is significant.

The risk source is able to reach its objective by using one of the considered methods

2 - Rather unlikely considered methods of attack.

The likelihood of the risk scenario is low.

The risk source has relatively little chance of reaching its objective by using one of the

1 - Unlikely sidered methods of attack.

The likelihood of the risk scenario is very low.

The risk source has very little chance of reaching its objective by using one of the con-

» o«
)

Verbal labels such as “low”, “medium” and “high” can be attached to the rankings when using

either

approach to likelihood assessment. These can be useful when discussing levels of likelihood with
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interested parties who are not risk specialists. However, they are subjective and therefore unavoidably
ambiguous. Consequently, they should not be used as primary descriptors when performing or
reporting assessments.

A.1.1.2.3 Level of risk

The utility of qualitative scales and the consistency of risk assessments that derive from them depend
entirely on the consistency with which the category labels are interpreted by all interested parties.
The levels of any qualitative scale should be unambiguous, its increments should be clearly defined,
the qualitative descriptions for each level should be expressed in objective language and the categories
should not overlap with each other.

Consehuently, when using verbal descriptors of likelihood, consequence or risk, thgse should be
formally referenced to unambiguous scales anchored to numerical (as in Table A.4}op ratiometric (as
in Table A.2) reference points. All interested parties should be made aware of the| refergnce scales to
ensurg that interpretation of qualitative assessment data and results is consistent.

Table 4.3 presents an example of qualitative approach.

Table A.3 — Example of qualitative approach togisk criteria

o Consequence

Likelihood y

Catastrophic Critical Serious Significant  Minor
Almost certain Very high ~ Very high High High Mediun
Very likely Very high High High Medium Low
Likely High High Medium Low Low
Rather unlikely Medium Medium Low Low Very loy
Unlikely Low Low Low Very low Very loy

The dgsign of a qualitative risk matrix’should be guided by the organization’s risk acceptance criteria
(see 6.4.2 and A.1.2).

EXAMRLE An organization is.sometimes more concerned about extreme consequences despite their unlikely
occurrence, or primarily congerned about high frequency events with lesser consequences.

When [designing a risk\matrix, whether qualitative or quantitative, an organization's fisk profile is
normallly asymmetrical. Trivial events are generally the most frequent and expected frequency typically
reducgs as consequences increase, culminating in very low likelihoods of extreme cons¢quences. It is
also upicommopfor the business exposure represented by a high likelihood/low consequerjce event to be
equivdlent te-that represented by a low likelihood/high consequence event. Although a rifk matrix that
is symmetrical about its low/low to high/high diagonal can seem easy to create and naivgly acceptable,
it is upnlikély to represent accurately any organization's real risk profile, and can therefore yield
invalid results. To ensure that a risk matrix is realistic and can fulfil the requirement for continuous
improvement (see ISO/IEC 27001:2022, 10.2), the reasoning both for allocating each category to the
likelihood and consequence scales and the risk matrix, and regarding how the categories accord
with the organization's risk profile, should be documented when the scales and matrix are defined
or amended. As a minimum, the uncertainties intrinsic to using incremental scale matrices should be
described with due cautions to their users.

The utility of qualitative scales and the consistency of risk assessments that derive from them depend
entirely on the consistency with which the category labels are interpreted by all interested parties.
The levels of any qualitative scale should be unambiguous, its increments should be clearly defined,
the qualitative descriptions for each level should be expressed in objective language and the categories
should not overlap with each other.
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ntitative approach

A.1.1.3.1 Finite scales

The level of risk can be calculated using any method and taking into account any relevant factors, but it
is usually shown by multiplying the likelihood by the consequence.

Likelihood represents the probability or frequency of an event occurring within a given timeframe.
This timeframe is typically annually (per year) but can be as large (e.g. per century) or little (e.g. per
second) as the organization wants.

Likelihood scales should be defined in practical terms that reflect the context of the organization, so

they help it tg
setting realis
the scale are
making asses

EXAMPLE 1
typically takes
the organizatid

Likelihoods a
scale maxim
limits of the
of bounds” cy
being an exce

Usually, it is
reporting of r

EXAMPLE 2
etc.).

The widths
chosen cons

EXAMPLE 3
logarithms of t

4

too far apart, each category within it includes an excessively wide range of likeli
sment uncertain.

The highest finite likelihood point on the scale can usefully be defined in terms of the
for the organization to respond to events, and the lowest finite point in terms of the dur
n's long-term strategic planning.

bove and below the defined limits of the scale can usefully beyexpressed as “greatg
m” and “less than scale minimum”, clearly indicating thereby that likelihoods beyq

fined scale are extreme cases to be considered exceptionally (possibly using speci
iteria). Outside these limits, the specific likelihood is-less important than the fa
pbtion in the given direction.

helpful to measure consequence using a finangial figure, as this allows aggregat
isk.

Monetary consequence scales are typically.based on factors of 10 (100 to 1 000; 1 000 to

the categories of a likelihood-scale should be selected with reference to those
uence scale to avoid an excesSive range of risk falling into each category.

If likelihood and consequéngee are represented by the indices of an exponential scale
he values on the scale), these should be summed.

manage risk and are easy for all interested parties to understand. That primarilyE

eans

ic limits to the range of represented likelihoods. If the maximum and minimum, limits of

oods,

time it
tion of

r than
nd the
al “out
ct of it

on for

10 000,

of the

i.e. the

The risk value can then be caleulated as follows: antilog [log (likelihood value) + log (consequence

value)].
Table A.4 — Example logarithmic likelihood scale
Appreximate average frequency Log expression Scale value
Ever'y hour (approximately 105) 5
Lvery o hours (approximately 10%) 4
Twice a week (approximately 103) 3
Once a month (approximately 103) 2
Once a year (101 1
Once a decade (109 0
EXAMPLE 4 In Table A.4, an example of a high frequency event is a computer assisted event password attack

or a distributed Denial-of-Service attack from a botnet. Indeed, attack frequencies can be much higher.

EXAMPLE 5

44

In Table A.4, an example of a low frequency event is volcanic eruptions. Even if an event is
predicted to happen only once per century that does not mean it would not occur during the lifetime of an ISMS.
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Table A.5 shows an example of logarithmic consequence scale. One purpose of considering frequency is
to ensure that protective measures are strong enough to withstand high frequency attack sequences,

even when the likelihood of such an attack sequence is low.

Table A.5 — Example logarithmic consequence scale

If both|
up wit]
or sec
numbé
are ch

EXAMHE
factor
times 1

Consequence (aloss of) Log expression Scale value
£1000 000 (109) 6
£100 000 (109) 5
£10 000 (104 4
£1000 (103) 3
£100 (10%) 2
Less than £100 (109 1

likelihood and consequence scales use a logarithmic base 10 to assign level, risk an
h too many risks on the same risk level and can be unable to make an\appropriate
irity investment decision. In that case, it can be useful to reduceithe base and
r of considered levels. It should be noted that if different bases for'likelihood and
bsen, then a useful formula to sum up two factors cannot be applied.

LE 6  If the likelihood is doubled when going from one level to the next, whereas the cd
f 10 more expensive, the formula will result in risks a) and b}, where risk b) has a consequ
hore expensive than risk a) but only half the likelihood of risk a) ending up on the same ri

econo

Table

ically incorrect.

4 and Table A.5 list ranges of likelihoodvand consequence that cover most

hlysts can end
prioritization

increase the
consequences

nsequence is a
ence level of 10
Kk level. This is

eventualities

across| widely differing organizations. No single organization is likely to encounter the|range of risk
represented by the entirety of these example scales. The context of the organization and the scope of the
ISMS ghould be used to define realistic upper'and lower limits for both likelihoods and ¢onsequences,

beari
value.

A.1.2

The cj
unaccq

EXAMH
be con;
unacce

By usi
can pr
may al

g in mind that quantifying ranges ofrisk in excess of 1 000 to 1 is likely to be of liny

Risk acceptance criterijd

iteria for the acceptancé of risk can simply be a value above which the risks
ptable.

LE1 InTableA.3/if the value medium is chosen, all risks with a value of very low, low or
idered acceptable’by the organization and all risks with a value of high or very high woulg
ptable.

g a colour-coded risk matrix mirroring the scales for consequence and likelihood,
esent the risk distribution from one or several risk assessments graphically. Such

ited practical

are deemed

medium would
be considered

prganizations
a risk matrix

sobe used for signalling the risk organization’s attitude to the risk values and indid

ate whether a

risk ndrmmatty shoutd-beaccepted ortreated:

EXAMPLE 2

evaluation grades, as presented in Table A.6.

[t can be beneficial to choose other models using colours to a risk matrix.

EXAMPLE 3

If a risk matrix is used for comparing the results from an originally performed r

A risk matrix using three colours, e.g. red, amber and green can be applied to represent three risk

isk assessment

with the results of a reassessment for the same risks, the risk reduction can be more easily presented if more
colours are applied to present risk levels.

Itis also possible to add determination of which level of management is authorized to accept a risk with
a certain risk value to such a model.

Table A.6 presents an example of evaluation scale.
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Table A.6 — Example of evaluation scale combined with three-colour risk matrix

Level of ris

k Risk evaluation Description

Low (green)

Acceptable as is The risk can be accepted without further action.

improvement over the medium and long term.

A follow-up in terms of risk management should be conducted
Moderate (amber) | Tolerable under control and actions should be set up in the framework of cont

inuous

Measures for reducing the risk should absolutely be taken

High (red) Unacceptable in the short-term. Otherwise, all or a portion of the activity
should be refused.

A.2 Practigal techniques

A.2.1 Information security risk components

When identifying and assessing information security risks, the following components should bg taken
into account:
— components related to the past:
— secutfity events and incidents (both inside the organization and-outside);
— risk Jources;
— expldited vulnerabilities;
— measjured consequences;
— componehts related to the future:
— thregts;
— vulngrabilities;
— consgquences;
— risk gcenarios.
Relationships|between information security risk components are presented in Figure A.1 and disfussed
inA.2.2toA.4.7
r-r - ———rTrT """ """"\--"""--""--""-"-"-"-"-"-""-"=--"-"-"-="-="-="-="-="-—"-=—-= A
| Event based|approach I
: | : Desired end ptate
. Business asset/ !
Risk source Consequences
events concerned _:—‘
| L e e et _—:_—.:'J—’ LeveTof sk
| ' '
: = | Supporting asset [— Likelihood
I I
| |
I Interested party I ' Asset based approach
e e e el . koo e e o ot m e e e e eme s emesEmee e - d
Key
—» threat
Figure A.1 — Information security risk assessment components
Details about “Desired end state” can be found in A.2.3 b).
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Assets

When applying the asset-based approach to the risk identification, the assets should be identified.

In the risk assessment process, within the development of risk scenarios, the identification of events,
consequences, threats, vulnerabilities, should be linked to assets.

In the risk treatment process, each control is applicable to a subset of the assets.

The as

sets can be divided into two categories:

imary/business assets — information or processes of value for an organization;

— supporting assets — components of the information system on which one or severatb

ar

The pr
their c

The suypporting assets are often used in the asset-based approach (identification an

vulner]
asset(s

Busine
impac

For thi
value {

related to the risk but can also affect the understanding of the likelihood of threats under

EXAMH

e based.

imary/business assets are often used in the event-based approach (identification
pnsequences on business assets).

abilities and threats on these assets) and in the risk treatment/process (specif]
) to which each control should be applied).

ss and supporting assets are related, therefore risk sources identified for support
business assets.

o the organization. Misjudging the asset value‘can lead to a misjudgement of the

LE1 A supporting asset is hosting a businéss asset (information in this case).

Data a

its objgctive related to the business asset®y exploiting a vulnerability on the supportin
distinguishing different types of assets, dependencies between assets should be documg
propagation assessed, so that it can be documented that the same risk is not assessed twi

it occ
are us

EXAMH
busine

uA
MM

«

S
op

e protected by internal and externalicontrols in order to prevent a risk source fi

s on the supporting asset, @nd once when it affects the primary assets. Asset deper
eful tools to represent sich' dependencies and ensure that all dependencies have beg

LE2  ThegraphinFigure A.2 indicates dependent assets for the “showing order and invo
s asset and can belread as follows:

ministrator” (type: human resource), who, if not properly trained, propagates a risk to th
aintain IT")(type: service), which propagates the risk to the asset.

brvet” (type: hardware) or to the asset “Network” (type network connectivity). The se
erating or the misconfigured network causes the asset.

1siness assets

of events and

d analysis of
ication of the

ng assets can

s reason, it is important to identify the relationshipsbetween the assets, and to understand their

consequences
fonsideration.

om achieving
b asset. When
nted and risk
ce, once when
dency graphs
n considered.

ice processing”

P asset.

ver, if it stops

“Web portal” (type: application), to stop running or to be unavailable.

Without “web portal”, the business process “showing order and invoice processing” does not offer the intended
process to the customers.
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& \- &

A.2.3 Risk sources and desired end state

hed -
N
Showing ordef a:(x /N eb portal Server

invoice procegsing

Network Maintain IT Administrator
Y 4
o — &
e o
/
L \\‘//

Information

Figure A.2 — Example of an asset dependéncy graph

This paragraph proposes to characterize this type of pisk sources. Two main criteria structufe this

descriptive approach:

— the motivation;

— the ability to act.

a) Risk sourde identification

Table A.7 pregents examples and usual methods of attack.

Table A.7 — Examples and usual methods of attack

Risk source

Examiples and usual methods of attack

State-related

States, intelligence agencies

Method: Attacks generally conducted by professionals, working under a calendai and a
method of attack that are predefined. This attacker profile is characterized by its abjility to

TATTy OUt all O {eTSIvVe Operatiom OvVer a tong period of tinre (Stabte Tesources, procedures) and
to adapt its tools and methods to the topology of the target. By extension, these actors have
the means of purchasing or discovering 0-Day vulnerabilities and some are able to infiltrate
isolated networks and to conduct successive attacks in order to reach a target or targets (e.g.
by means of an attack aimed at the supply chain).

Organized crime

Cybercriminal organizations (mafias, gangs, criminal outfits)

Method: Online scams or in person, ransom request or attack via ransomware, use of bot-
nets, etc. Due in particular to the proliferation of attack kits that are readily available online,
cybercriminals are conducting increasingly sophisticated and organized operations for
lucrative or fraudulent purposes. Some have the means of purchasing or discovering 0-Day
vulnerabilities.

48
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Table A.7 (continued)

Risk source

Examples and usual methods of attack

Terrorist

Cyber-terrorists, cyber-militias

Method: Attacks that are usually not very sophisticated but which are conducted with de-
termination for the purposes of destabilization and destruction: denial of service (aimed
for example at making the emergency services of a hospital centre unavailable, untimely
shutdowns of an energy production industrial system), exploitation of vulnerabilities of

Internet sites and defacement.

Ideological activist

Cyber-hacktivists, interest groups, sects

Method: The methods of attack and sophistication of the attacks are relatively similar to those

of cyber-terrorists but are motivated by less destructive intentions. Some
these attacks in order to convey an ideology, a message (e.g. massive useof's
as a sounding board).

hctors conduct
bcial networks

Specidlized outfits

“Cyber-mercenary” profile with IT capacities that are generally high-from a t4
point. Because of this, it should be distinguished from script-kiddies with
however the spirit of a challenge and search for recognition.but-with a lucr3
Such groups can be organized as specialized outfits that propose veritable ha

Method: This type of experienced hacker is often at thelorigin of the designin

chnical stand-
yhom it shares
tive objective.
Cking services.

g and creating

of attack kits and tools that are available online (possibly for a fee) which cap then be used

“turnkey” by other groups of attackers. There are-no particular motivatid
financial gain.

ns other than

Amateur

Profile of the script-kiddies hacker or who/has’good IT knowledge; motivatg
for social recognition, fun, challenge.

Method: Basic attacks but with the capacity of use the attack kits that are avj

d by the quest

hilable online.

Avenger

The motivations of this attacker profile are guided by a spirit of acute vengea
of injustice (e.g. employee dismissed for serious fault, discontented service pro
a contract that was not renewed, etc.).

Method: This attacker profile is characterized by its determination and its i
edge of the systems and-organizational processes. This can make it formidaQ
it with substantial pewer to do harm.

hce or a feeling
yider following

iternal knowl-
le and provide

Patho
tackel

ogical at-

The motivations.of this attacker profile are of a pathological or opportunistic
sometimes guided by the motive for a gain (e.g. unfair competitor, dishonest c
and fraudster).

Method:Here, either attackers have a knowledge base in computing thatleads t

subcontract the IT attack by calling upon a specialized outfit. In certain case

hature and are
ient, scammer,

nem to attempt

, attackers can

to campromise the IS of their target, or they use the attack kits available onli{e, or decide to

direct their attention to an internal source (discontented employee, unscru
provider) and attempt to corrupt the latter.

ulous service

b) Mg

delling a risk source’s motivation — desired end state

There is a wide range of motivations; they can be political, financial, ideological, but also social or even
represent a one-off or pathological psychological condition.

While it is not possible to directly express a motivation, it can be illustrated through the risk source’s
intention and expressed in the form of a desired end state (DES): the overall situation that the risk
source wants to reach after the confrontation. A systematic classification of situations, associated with
general categories of action, can guide the contextualized analysis.

Table A.8 presents an example classification of motivations to express the DES.
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Table A.8 — Example classification of motivations to express the DES

Conquer |Long-term capture of resources or economic markets, gaining political power or imposing values
Acquire |Predatory approach, resolutely offensive, driven by capturing resources or benefits
Prevent |Offensive approach to limit the actions of a third party
Maintain |Efforts to maintain an ideological, political, economic or social situation
Adopting a strictly defensive fallback stance, or an explicitly threatening attitude (e.g. intimidation)
Defend in order to prevent the aggressive behaviour of a clearly designated opponent or prevent their
action by slowing them down, etc.
Survive Protecting an entity at all costs, which can lead to extremely aggressive actions

c) Target objgctives

To reach the DES, the risk source focuses on one or several objectives impacting the business ag
the target system. These are the target objectives of the risk source.

Table A9 preq

ents examples of target objectives.

Table A.9 — Examples of target objectives

sets of

Target object]

jve

Description

Spying

Intelligence operation (state-related, economic). In mrahy cases, the attacker aims for alon
installation in the information system and with total¥discretion. Weaponry, space, aeron
the pharmaceutical sector, energy and certain.activities of the State (economics, finan
foreign affairs) are privileged targets.

o-term
autics,
Ce, and

Strategic pre-
sitioning

po-

being clearly established (e.g. compromising telecom operator networks, infiltration
information internet sites in order-to launch an operation of political or economic in
with a strong echo). Sudden and massive compromising of computers in order to form a
can be affiliated with this category.

Pre-positioning generally aimed at an.attack over the long term, without the end p{

rpose
f mass
luence
botnet

Influence

Operation aimed at diffusing false information or at altering it, mobilizing opinion leac

the social networks, destreying reputations, disclosing confidential information, degradﬁlg the

image of an organization or of a State. The end purpose is generally to destabilize or
perceptions.

ers on

odify

tioning

Obstacle to fulnc-

Sabotage operation aimed for example at making an internet site unavailable, causing infor
saturation, preventing the use of a digital resource, making a physical installation unav
Industrial'systems can be particularly exposed and vulnerable through IT networks with
they are.interconnected (e.g. sending commands in order to generate hardware dama
breakdown requiring extensive maintenance). Distributed Denial-of-Service attacks
are-commonly used techniques for neutralizing digital resources.

mation
ilable.
which
be or a
DDoS)

Lucrative

Operation aiming for a financial gain, either directly or indirectly. Generally linked to org

Aanized

crime, mention can be made of: fraud on the internet, monevlaundering, extortion or em

ezzle-

ment, financial market manipulation, forgery of administrative documents, identify theft, etc.
Certain operations for profit can make use of a method of attack that is part of the categories
hereinabove (e.g. spying and data theft, ransomware in order to neutralize an activity) but the

end purpose remains financial.

Challenge, fun

Operation aimed at fulfilling an exploit for the purposes of social recognition, challenge or

simply for fun.

Although the objective is primarily for fun and without any particular desire to harm, th
of operation can have serious consequences for the victim.

istype

The difference between a DES and a target objective can be illustrated by the example of a risk source
whose aim is to win a deal (DES) that seeks to steal confidential information on negotiations from its
competitor (strategic objective). Sometimes the target in question (the desired information) does not
ultimately result in the DES.
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