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Fore

ISO/IEC 27005:2008(E)

word

ISO (the International Organization for Standardization) and IEC (the International EI
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
techng

Interna

The m

Standgrds adopted by the joint technical committee are circulated to national bodies for voting.
rnational Standard requires approval by at least 75 % of the national bodies casting a votg.

an Intq

Attentipn is drawn to the possibility that some of the elements of this decument may be the su

rights.

ISO/IE
Subco

This
ISO/Ig

logy, ISO and IEb have established a joint tecr;nical committee, ISO/IEC JTC 1.

tional Standards are drafted in accordance with the rules given in the ISO/IEC Direetives,

ISO and IEC shall not be held responsible for identifying any_ér-all such patent rights.

C 27005 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 27, IT Security techniques.

first edition of ISO/IEC 27005 cancels>~and replaces ISO/IEC TR 133354
C TR 13335-4:2000, of which it constitutes a technical revision.

ectrotechnical

of information

Part 2.

ain task of the joint technical committee is to prepare International Standards. Draft International

Publication as

bject of patent

h technology,

3:1998, and
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Introduction

This International Standard provides guidelines for Information Security Risk Management in an organization,
supporting in particular the requirements of an ISMS according to ISO/IEC 27001. However, this International
Standard does not provide any specific methodology for information security risk management. It is up to the
organization to define their approach to risk management, depending for example on the scope of the ISMS,
context of risk management, or industry sector. A number of existing methodologies can be used under the
framework degcribednthis nternationa Standard to fmplement the Tequirements of an 1SS

This Internatipnal Standard is relevant to managers and staff concerned with information-security risk
management ithin an organization and, where appropriate, external parties supporting such activities.
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INTERNATIONAL STANDARD

ISO/IEC 27005:2008(E)

Information technology — Security techniques — Information
security risk management

1 S

This In

This Ipternational Standard supports the general concepts specified in ISO/IEC 27001 and
he satisfactory implementation of information security based on a risk management approach.

assist

Knowl
ISO/IE

This |
goverr
organi

2 Normative references

The fq

cope

ternational Standard provides guidelines for information security risk management:

pdge of the concepts, models, processes and terminologies déscribed in ISO/IH
C 27002 is important for a complete understanding of this International Standard.

hternational Standard is applicable to all types of organizations (e.g. commercid

ment agencies, non-profit organizations) which intend toxmanage risks that could cg
vation’s information security.

llowing referenced documents are indispensable for the application of this documsg

refere

document (including any amendments) applies.

ISO/IEC 27001:2005, Information techhology — Security techniques — Information security

syste

ISO/IB
securi

3 T

For the purposes’ of this document, the terms and definitions given in ISO/IEC 27001, ISO/IEC

followi

ces, only the edition cited applies. For“undated references, the latest edition of t

s — Requirements

C 27002:2005, Information’ technology — Security techniques — Code of practice f
y management

brms and definitions

ng apply.

s designed to

C 27001 and

| enterprises,
mpromise the

nt. For dated
he referenced

management

Dr information

P7002 and the

31
impac

t

adverse change to the level of business objectives achieved

3.2

information security risk
potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm
to the organization

NOTE

It is measured in terms of a combination of the likelihood of an event and its consequence.
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3.3
risk avoidance
decision not to become involved in, or action to withdraw from, a risk situation

[ISO/IEC Guide 73:2002]
3.4
risk communication

exchange or sharing of information about risk between the decision-maker and other stakeholders

[ISO/IEC Guide 73:2002]

3.5
risk estimatign
process to asgign values to the probability and consequences of a risk

[ISO/IEC Guide 73:2002]

NOTE 1 In the context of this International Standard, the term “activity” is used instead of the term “process”|for risk
estimation.

NOTE 2 In the context of this International Standard, the term “likelihood” is used(instead of the term “probabjlity” for
risk estimation.

3.6
risk identificdtion
process to fingd, list and characterize elements of risk

[ISO/IEC Guide 73:2002]

NOTE In the context of this International Standard, the term “activity” is used instead of the term “process”|for risk
identification.

3.7
risk reduction
actions taken fo lessen the probability, negative consequences, or both, associated with a risk

[ISO/IEC Guide 73:2002]

NOTE In the context of this International Standard, the term “likelihood” is used instead of the term “probabjlity” for
risk reduction.

3.8
risk retention
acceptance of|the purden of loss or benefit of gain from a particular risk

[ISO/IEC Guide—%3:2602}

NOTE In the context of information security risks, only negative consequences (losses) are considered for risk
retention.

3.9
risk transfer
sharing with another party the burden of loss or benefit of gain, for a risk

[ISO/IEC Guide 73:2002]

NOTE In the context of information security risks, only negative consequences (losses) are considered for risk
transfer.

2 © ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=2a9d898bd1f1285eed00de1fd428180b

ISO/IEC 27005:2008(E)

4 Structure of this International Standard

This standard contains the description of the information security risk management process and its activities.

The background information is provided in Clause 5.

A general overview of the information security risk management process is given in Clause 6.

All information security risk management activities as presented in Clause 6 are subsequently described in the
following clauses:

Caontext establishment in Clause 7

Additid
contex
risk m
Annex

vulnerabilities).

Examj

Constraints for risk reduction are presented in Annex'F.

All risk

Input:
Action

Implen

Risk assessment in Clause 8,
Risk treatment in Clause 9,

Risk acceptance in Clause 10,
Risk communication in Clause 11,

Risk monitoring and review in Clause 12.
nal information for information security risk management activities is presented in the
t establishment is supported by Annex A (Defining the scope and boundaries of the inforr]

Anagement process). Identification and valuation of assets.and impact assessments ar
B (examples for assets), Annex C (examples of typical-threats) and Annex D (exam

les of information security risk assessment approaches are presented in Annex E.

management activities as presented from Clause 7 to Clause 12 are structured as follow
dentifies any required informationto perform the activity.
| Describes the activity.

pnentation guidance: Rrovides guidance on performing the action. Some of this guidang

suitabl

Outpu

5 B

e in all cases and sq other ways of performing the action may be more appropriate.

: Identifies any.information derived after performing the activity.

ackground

annexes. The
nation security
b discussed in
bles of typical

e may not be

A syst

bmatic nppmnnh to infarmation melrify risk management is necessary ta idpnfify nrgnni

rational needs

regarding information security requirements and to create an effective information security management
system (ISMS). This approach should be suitable for the organization’s environment, and in particular should
be aligned with overall enterprise risk management. Security efforts should address risks in an effective and
timely manner where and when they are needed. Information security risk management should be an integral
part of all information security management activities and should be applied both to the implementation and
the ongoing operation of an ISMS.

Information security risk management should be a continual process. The process should establish the
context, assess the risks and treat the risks using a risk treatment plan to implement the recommendations
and decisions. Risk management analyses what can happen and what the possible consequences can be,

before

deciding what should be done and when, to reduce the risk to an acceptable level.
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Information se

curity risk management should contribute to the following:

= Risks being identified

= Risks being assessed in terms of their consequences to the business and the likelihood of their
occurrence

= The likelih

ood and consequences of these risks being communicated and understood

= Priority order for risk treatment being established

= Priority for actions to reduce risks occurring

= Stakeholders being involved when risk management decisions are made and kept informed of the risk

At

toatie
T otataS

managem
= Effectiven
= Risks and
= Informatio
= Managers
The informatiq

part of the org
planned or pa

6 Overvie

The informati
assessment
(Clause 11), a

bss of risk treatment monitoring

the risk management process being monitored and reviewed regularly

h being captured to improve the risk management approach

and staff being educated about the risks and the actions taken to mitigate them

n security risk management process can be applied to the organization as a whole, any d

anization (e.g. a department, a physical location, a service), any-information system, exig
ticular aspects of control (e.g. business continuity planning).

w of the information security risk management process

bn security risk management process consists: of context establishment (Clause 7
Clause 8), risk treatment (Clause 9), risk “acceptance (Clause 10), risk commun
nd risk monitoring and review (Clause 12).

screte
ting or

), risk
ication
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CONTEXT ESTABLISHMENT

RISK IDENTIFICATION

Q
——

RISK ESTIMATION

| Lo = Zdce B Sodie f= Dol e b= S e b= Do B Tl B =T e b= Sod e G T e B =Tl e = Sde f= S el

RISK DECISION POINT 1
Assessment satisfactory
¥
O

RISK COMMUNICATION

=
w
=
I
o
]
Z
<
€]
<
o
o
=
=
O
-
v
2]
o'

RISK TREATMENT

O

DECISION POINT 2 No

O@&r&atmsnt satisfactory
o
N

RISK ACCEPTANCE

END OF FIRST OR SUBSEQUENT ITERATIONS

Figure 1 — Information security risk management process

As Figure 1 illustrates, the information security risk management process can be iterative for risk assessment
and/or risk treatment activities. An iterative approach to conducting risk assessment can increase depth and

detail of the assessment at each iteration. The iterative approach provides

a good balance between

minimizing the time and effort spent in identifying controls, while still ensuring that high risks are appropriately

assessed.
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The context is established first. Then a risk assessment is conducted. If this provides sufficient information to

effectively determine the actions required to modify the risks to an acceptable level then the task is co
and the risk treatment follows. If the information is insufficient, another iteration of the risk assessme

mplete
nt with

revised context (e.g. risk evaluation criteria, risk acceptance criteria or impact criteria) will be conducted,

possibly on limited parts of the total scope (see Figure 1, Risk Decision Point 1).

The effectiveness of the risk treatment depends on the results of the risk assessment. It is possible that the
risk treatment will not immediately lead to an acceptable level of residual risk. In this situation, another
iteration of the risk assessment with changed context parameters (e.g. risk assessment, risk acceptance or
impact criteria), if necessary, may be required, followed by further risk treatment (see Figure 1, Risk Decision

Point 2).

The risk accgptance activity has to ensure residual risks are explicitly accepted by the managers
organization. This is especially important in a situation where the implementation of controls is(omi
postponed, e.g. due to cost.

During the whole information security risk management process it is important that risks_and’their tre
are communidated to the appropriate managers and operational staff. Even before the treatment of th
information alout identified risks can be very valuable to manage incidents and may help to reduce p
damage. Awafeness by managers and staff of the risks, the nature of the controls in _place to mitigate th
and the areaq of concern to the organization assist in dealing with incidents and unexpected events
most effectivd manner. The detailed results of every activity of the information security risk manag

process and f

ISO/IEC 2700
shall be risk
requirement.
organization. ]
application of

In an ISMS, e
all part of the

to an acceptalple level are implemented according_ to the risk treatment plan. In the “check” phase of the

managers wil
incidents and
application of

The following
phases of the

Ta

m the two risk decision points should be documented.

| specifies that the controls implemented within the scope;-boundaries and context of thg
based. The application of an information security risk*management process can satig
'here are many approaches by which the process ‘can be successfully implemented
'he organization should use whatever approach best suits their circumstances for each {
he process.

stablishing the context, risk assessment, developing risk treatment plan and risk acceptar]

of the
fted or

htment
risks,
tential
e risks
in the
ement

ISMS
fy this
in an
pecific

ce are

plan” phase. In the “do” phase of the ISMS, the actions and controls required to reduce the risk

determine the need for revisions of the risk assessment and risk treatment in the
changes in circumstances.. In “the "act” phase, any actions required, including ad
he information security risk:thahagement process, are performed.

table summarizes the information security risk management activities relevant to th
SMS process:

ble 1 — Alignmeént of ISMS and Information Security Risk Management Process

ISMS Process Information Security Risk Management Process

Establishing the context

ISMS,
ight of
Hitional

e four

Rick accaccmant
RIOKASSeSSHeHT

Plan
Developing risk treatment plan
Risk acceptance
Do Implementation of risk treatment plan
Check Continual monitoring and reviewing of risks
Act Maintain and improve the Information Security Risk

Management Process
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7 Context establishment

71

General considerations

Input: All information about the organization relevant to the information security risk management context
establishment.

Action: The context for information security risk management should be established, which involves setting the
basic criteria necessary for information security risk management (7.2), defining the scope and boundaries
(7.3), and establishing an appropriate organization operating the information security risk management (7.4).

Implementation guidance:

It is egsential to determine the purpose of the information security risk management as this-affe
procegs and the context establishment in particular. This purpose can be:

Implen

NOTE
the sc

Output: The specification of basic criteria, the scope‘and boundaries, and the organization for t
securify risk management process.

7.2

Depending on the scope and objectivesyof the risk management, different approaches can b
approdch might also be different for.each iteration.

An ap

as: risk evaluation criteria, impact criteria, risk acceptance criteria.
Additignally, the organization should assess whether necessary resources are available to:

= Pdrform risk assessment and establish a risk treatment plan
= Ddfine and implement policies and procedures, including implementation of the controls selg

= M
= M

NOTE
operat

Sypporting an ISMS

Legal compliance and evidence of due diligence
Preparation of a business continuity plan
Preparation of an incident response plan

= Ddscription of the information security requirements for a product, a se€rvice or a mechanism

ISO/IEC 27001 does not use the term “context”. However, all of Clause 7 relates to the requ

Basic Criteria

propriate risk management approach should be selected or developed that addresses bas|

xnitor controls
nitor-the information security risk management process

cts the overall

nentation guidance for context establishment elements needed-to.support an ISMS is further discussed in
Clausgs 7.2, 7.3 and 7.4 below.

rements “define

gqpe and boundaries of the ISMS” [4.2.1 a)], “define an ISMS policy” [4.2.1 b)] and “define the flisk assessment
approagh” [4.2.1 c)], specified in ISO/IEC 27001.

he information

p applied. The

c criteria such

cted

ementation and

See also ISO/IEC 27001 (Clause 5.2.1) concerning the provision of resources for the impl

ion of an ISMS.

Risk evaluation criteria

Risk evaluation criteria should be developed for evaluating the organization's information security risk
considering the followings:

0]

The strategic value of the business information process
The criticality of the information assets involved
Legal and regulatory requirements, and contractual obligations

perational and business importance of availability, confidentiality and integrity

Additionally, risk evaluation criteria can be used to specify priorities for risk treatment.

© IS0/

EC 2008 — All rights reserved
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Impact criteria

Impact criteria should be developed and specified in terms of the degree of damage or costs to the
organization caused by an information security event considering the following:

NOTE

confidentiality, iptegrity and availability.

Risk accepta

Risk acceptar
organization's

An organizatig
during development:

= Risk acce
for senior
= Risk acce
the estimgd
= Different r
compliang
if this is sf
= Risk acce
accepted
defined tin

Risk acceptan
associated wit

following:

NOTE

Business
Legal and
Operation
Technolog
Finance

Social and

Sed

Level of classification of the impacted information asset

Breaches of information security (e.g. loss of confidentiality, integrity and availability)
Impaired operations (internal or third parties)

Loss of business and financial value

Disruption of plans and deadlines

Damage of reputation

Breaches of legal, regulatory or contractual requirements

also ISO/IEC 27001 [Clause 4.2.1 d) 4] concerning the impact criteria identification for\les

nce criteria

ce criteria should be developed and specified. Risk acceptance criterid 'often depend
policies, goals, objectives and the interests of stakeholders.

n should define its own scales for levels of risk acceptance. The following should be cong

btance criteria may include multiple thresholds, with a desited target level of risk, but pr
managers to accept risks above this level under defined.circumstances

btance criteria may be expressed as the ratio of estitmated profit (or other business ber
ted risk

sk acceptance criteria may apply to different ¢lasses of risk, e.g. risks that could result
e with regulations or laws may not be accepted; while acceptance of high risks may be 3
ecified as a contractual requirement

f there is approval and commitment, {6 take action to reduce it to an acceptable level W
ne period

ce criteria may differ according-to how long the risk is expected to exist, e.g. the risk n
h a temporary or short term>activity. Risk acceptance criteria should be set up consider|

Criteria
regulatory aspects

L

D

y

humanitarian factors

Ris

ses of

on the

idered

pvision
efit) to

n non-
llowed

ptance criteria may include requirements for future additional treatment, e.g. a risk may be

ithin a

hay be
ng the

acCeptance criteria correspond to “criteria for accepting risks and identify the acceptable level

of risk”

specified in ISO/IEC 27001 Clause 4.2.1 c) 2).

More information can be found in Annex A.

7.3 The scope and boundaries

The organization should define the scope and boundaries of information security risk management.

The scope of the information security risk management process needs to be defined to ensure that all relevant
assets are taken into account in the risk assessment. In addition, the boundaries need to be identified
[see also ISO/IEC 27001 Clause 4.2.1 a)] to address those risks that might arise through these boundaries.
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Information about the organization should be collected to determine the environment it operates in and its
relevance to the information security risk management process.

When defining the scope and boundaries, the organization should consider the following information:

= The organization's strategic business objectives, strategies and policies

= Business processes

= The organization’s functions and structure

= Legal, regulatory and contractual requirements applicable to the organization
= The organization's information security policy

= The organization’s overall approach to risk management

= Information assets

= Inferfaces (i.e. information exchange with the environment)
Additignally, the organization should provide justification for any exclusion from-the scope.

Examples of the risk management scope may be an IT application, IT infrastructure, a businesg process, or a
defined part of an organization.

NOTE The scope and boundaries of the information security risk management is related to the scope|and boundaries
of the IBMS required in ISO/IEC 27001 4.2.1 a).

Furthef information can be found in Annex A.

7.4 OQOrganization for information security risk. management

The organization and responsibilities for the infermation security risk management process shpuld be set up
and maintained. The following are the main roles and responsibilities of this organization:

= Dgvelopment of the information security risk management process suitable for the organizatjon

= |d¢ntification and analysis of the stakeholders

=  Ddfinition of roles and responsibilities of all parties both internal and external to the organization

= Egtablishment of the required relationships between the organization and stakeholderg, as well as
interfaces to the organization’s high level risk management functions (e.g. operational risk management),
as|well as interfaces to.other relevant projects or activities

= Ddfinition of decision  escalation paths

=  Sgecification of records to be kept

This organizationishould be approved by the appropriate managers of the organization.

NOTE JISO/IEC 27001 requires determination and provision of the resources needed to establish, implement,
operatd, monitor, review, maintain and improve an ISMS [5.2.1 a)]. The organization for risk management|operations may
be regqrded as one of the resources required by ISO/IEC 27001.

8 Information security risk assessment

8.1 General description of information security risk assessment
NOTE Risk assessment activity is referred to as process in ISO/IEC 27001.

Input: Basic criteria, the scope and boundaries, and the organization for the information security risk
management process being established.

Action: Risks should be identified, quantified or qualitatively described, and prioritized against risk evaluation
criteria and objectives relevant to the organization.

© ISO/IEC 2008 — All rights reserved 9
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Implementatio

n guidance:

A risk is a combination of the consequences that would follow from the occurrence of an unwanted event and
the likelihood of the occurrence of the event. Risk assessment quantifies or qualitatively describes the risk and
enables managers to prioritize risks according to their perceived seriousness or other established criteria.

Risk assessment consists of the following activities:

Risk analysis (Clause 8.2) which comprises:

Risk identification (Clause 8.2.1)
Risk estimation (Clause 8.2.2)

Risk evaluation (Clause 8.3)

Risk assessm
vulnerabilities

determines th¢ potential consequences and finally prioritizes the derived risks and ranks them against t

evaluation crit

Risk assessm

identify potentially high risks that warrant further assessment. The next iteration can involve further in

consideration
information to
scope, and po

It is up to the
of the risk ass

Discussion on

Output: A list g

8.2 Risk analysis

8.2.1 Risk iq

8.21.1 Intn
The purpose
insight into hag
8.2.1 should ¢

NOTE Act
methodology af

8.21.2 Ide

ent determines the value of the information assets, identifies the applicable threa
that exist (or could exist), identifies the existing controls and their effect on the risk ide]

bria set in the context establishment.

ent is often conducted in two (or more) iterations. First a high level assessment is carried
of potentially high risks revealed in the initial iteration. Wheré/this provides insu
assess the risk then further detailed analyses are conducted; probably on parts of th

ssibly using a different method.

brganization to select its own approach to risk assessment-based on the objectives and t
bssment.

information security risk assessment approaches can be found in Annex E.

f assessed risks prioritized according to risk-eValuation criteria.

entification

oduction to risk identification

Df risk identification~is*to determine what could happen to cause a potential loss, and
w, where and why-the loss might happen. The steps described in the following subclay
bllect input data for the risk estimation activity.

vities deschibed in subsequent clauses may be conducted in a different order depending
plied.

ntification of assets

s and
htified,
he risk

out to
-depth
fficient
e total

he aim

0 gain
ses of

on the

Input: Scope and boundaries for the risk assessment to be conducted, list of constituents with owners,
location, function, etc.

Action: The

assets within the established scope should be identified (relates to

Clause 4.2.1 d) 1)).

Implementatio

n guidance:

ISO/IEC 27001,

An asset is anything that has value to the organization and which therefore requires protection. For the
identification of assets it should be borne in mind that an information system consists of more than hardware

and software.

10
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Asset identification should be performed at a suitable level of detail that provides sufficient information for the
risk assessment. The level of detail used on the asset identification will influence the overall amount of
information collected during the risk assessment. The level can be refined in further iterations of the risk
assessment.

An asset owner should be identified for each asset, to provide responsibility and accountability for the asset.
The asset owner may not have property rights to the asset, but has responsibility for its production,
development, maintenance, use and security as appropriate. The asset owner is often the most suitable
person to determine the asset’s value to the organization (see 8.2.2.2 for asset valuation).

The review boundary is the perimeter of assets of the organization defined to be managed by the information

security risk management process.

More ipformation on the identification and valuation of assets as related to information secufity-Gan be found in
Annex|B.

Output: A list of assets to be risk-managed, and a list of business processes rélated to aspets and their
relevance.

8.2.1.3 Identification of threats

Input: |Information on threats obtained from incident reviewing, asset owners, users and ¢ther sources,

includi
Action

Implen

ng external threat catalogues.
| Threats and their sources should be identified (relateso ISO/IEC 27001, Clause 4.2.1d

hentation quidance:

A thre
organi
accide
the or
damag
This m

Some

at has the potential to harm assets such,as information, processes and systems
vations. Threats may be of natural or hidman origin, and could be accidental or dg
htal and deliberate threat sources should be identified. A threat may arise from within g
hpanization. Threats should be identified generically and by type (e.g. unauthorized ac
e, technical failures) and then where appropriate individual threats within the generic ¢
eans no threat is overlooked, including the unexpected, but the volume of work required i

threats may affect more thanone asset. In such cases they may cause different impacts

2)).

and therefore
liberate. Both
r from outside
ions, physical
ass identified.
5 limited.

depending on

which pssets are affected.
Input tb the threat identification and estimation of the likelihood of occurrence (see 8.2.2.3) may be obtained
from the asset owners jor users, from human resources staff, from facility management and information

securif

y specialistss.physical security experts, legal department and other organizations includin

weathé¢r authorities;insurance companies and national government authorities. Aspects of en

j legal bodies,
vironment and

culturg must be.considered when addressing threats.
Internal_&xperience from incidents and past threat assessments should be considered ih the current
assessment_ |t mighf he warthwhile to caonsult other threat r‘ntnlngnpe (mnyhp specific to an rrganization or

business) to complete the list of generic threats, where relevant. Threat catalogues and statistics are available
from industry bodies, national governments, legal bodies, insurance companies etc.

When using threat catalogues, or the results of earlier threat assessments, one should be aware that there is
continual change of relevant threats, especially if the business environment or information systems change.

More information on threat types can be found in Annex C.

Output: A list of threats with the identification of threat type and source.

© ISO/IEC 2008 — All rights reserved
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8.21.4

Identification of existing controls

Input: Documentation of controls, risk treatment implementation plans.

Action: Existing and planned controls should be identified.

Implementatio

n guidance:

Identification of existing controls should be made to avoid unnecessary work or cost, e.g. in the duplication of
controls. In addition, while identifying the existing controls, a check should be made to ensure that the controls
are working correctly — a reference to already existing ISMS audit reports should limit the time expended in
this task. If a control does not work as expected, this may cause vulnerabilities. Consideration should be given

to the situation where a selected control (or strategy) fails in operation and therefore complementary,c|

are required
supported by
how it reducq
Management

o0 address the identified risk effectively. In an ISMS, according to ISO/IEC 27001,
he measurement of control effectiveness. A way to estimate the effect of the cantral is
s the threat likelihood and ease of exploiting the vulnerability, or impact of-the in
eviews and audit reports also provide information about the effectiveness of €xisting cont

Controls that @re planned to be implemented according to the risk treatment implementation plans shg

considered in

An existing or
or not sufficie
another, more

For the identifi

Reviewing
implemen
existing of
Checking
informatio
controls a
Conductin
controls s
effectively|
Reviewing

Output: A list g

8.21.5 Ide
Input: A list of

Action: Vulner

he same way like those already implemented.

planned control might be identified as ineffective, or not sufficient) or not justified. If not j
nt, the control should be checked to determine whether it‘should be removed, repla
suitable control, or whether it should stay in place, for example, for cost reasons.

cation of existing or planned controls, the following activities can be helpful:

documents containing information about the controls (for example, risk tre
ation plans). If the processes of information “security management are well documen
planned controls and the status of their implémentation should be available;
with the people responsible for information security (e.g. information security offic
N system security officer, building manager or operations manager) and the users as tg
e really implemented for the information process or information system under considerati
g an on-site review of the physical controls, comparing those implemented with the list ¢
nould be there, and checking those implemented as to whether they are working correc
or
results of internal audits

f all existing and planned controls, their implementation and usage status.
ntification of.vulnerabilities

known threats, lists of assets and existing controls.

abilities that can be exploited by threats to cause harm to assets or to the organization

bntrols
this is
to see
cident.
ols.

uld be

stified
ced by

btment
ted all

pr and
which
bN;

f what
ly and

should

= 2700 4 -l

be identified (r

Implementatio

lat 4 ITaYaVi 4 (1 40 N\
IACOS U TOUNIMTE U Z7TU0U T, UiaUoT =.Z. 1T U J)].

n guidance:

Vulnerabilities

= Organizati
=  Personnel
= Hardware,
12

may be identified in following areas:

on

Processes and procedures
Management routines

Physical environment
Information system configuration

software or communications equipment

Dependence on external parties
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The presence of a vulnerability does not cause harm in itself, as there needs to be a threat present to exploit it.
A vulnerability that has no corresponding threat may not require the implementation of a control, but should be
recognized and monitored for changes. It should be noted that an incorrectly implemented or malfunctioning
control or control being used incorrectly could itself be a vulnerability. A control can be effective or ineffective
depending on the environment in which it operates. Conversely, a threat that does not have a corresponding
vulnerability may not result in a risk.

Vulnerabilities can be related to properties of the asset that can be used in a way, or for a purpose, other than
that intended when the asset was purchased or made. Vulnerabilities arising from different sources need to be

consid

ered, for example, those intrinsic or extrinsic to the asset.

Examples of vulnerabilities and methods for vulnerability assessment can be found in Annex D.

Outpu
relate

8.2.1.6

Input:
related

Action
should

Implen

A con
damag

This a

. A list of vulnerabilities in relation to assets, threats and controls; a list of vulnerdbiliti
o any identified threat for review.

Identification of consequences

A list of assets, a list of business processes, and a list of threats and yulnerabilities, whe
to assets and their relevance.

The consequences that losses of confidentiality, integrity and)availability may have
be identified (see ISO/IEC 27001 4.2.1 d) 4)).

nentation guidance:

sequence can be loss of effectiveness, adverse @perating conditions, loss of busine
e, etc.

Ctivity identifies the damage or consequences to the organization that could be caused

scenafio. An incident scenario is the description of a threat exploiting a certain vulneral

vulner
scena
may a
financi
Conse
asset.

NOTE

Organ
to):

In
(W

hbilities in an information security incident (see ISO/IEC 27002, Clause 13). The impact
ios is to be determined considering-impact criteria defined during the context establishn
fect one or more assets or part-of an asset. Thus assets may have assigned values
al cost and because of the- business consequences if they are damaged or

guences may be of a temporary nature or may be permanent as in the case of the de

ISO/IEC 27001(describes the occurrence of incident scenarios as “security failures".

zations should identify the operational consequences of incident scenarios in terms of

estigation and repair time
orkjtime lost

0]

bs that do not

e appropriate,

on the assets

5S, reputation,

by an incident
ility or set of
of the incident
nent activity. It
both for their
compromised.
struction of an

but not limited

portunity lost

Im

Health and Safety
Financial cost of specific skills to repair the damage

age reputation and goodwill

Details on assessment of technical vulnerabilities can be found in B.3 Impact Assessment.

Output: A list of incident scenarios with their consequences related to assets and business processes.
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8.2.2 Risk estimation

8.2.21 Risk estimation methodologies

Risk analysis may be undertaken in varying degrees of detail depending on the criticality of assets, extent of
vulnerabilities known, and prior incidents involving in the organization. An estimation methodology may be
qualitative or quantitative, or a combination of these, depending on the circumstances. In practice, qualitative
estimation is often used first to obtain a general indication of the level of risk and to reveal the major risks.
Later it may be necessary to undertake more specific or quantitative analysis on the major risks because it is
usually less complex and less expensive to perform qualitative than quantitative analysis.

The form of a

alysis should be consistent with the risk evaluation criteria developed as part of establish

ng the

context.
Further details
(a) Qualitative
Qualitative es
consequences
advantage of

is the depend

These scales
different risks.

= As aninitigl screening activity to identify risks that require more detailed analysis
=  Where thi$ kind of analysis is appropriate for decisions
=  Where thg numerical data or resources are inadequate for a quantitative estimation

Qualitative analysis should use factual information and.data where available.

(b) Quantitativ

Quantitative €
qualitative est
of the analysi
models used.
it can be rel
disadvantage
quantitative a
worth and acc

The way in w
provide a levg

!

of estimation methodologies are now described:

estimation:

(e.g. Low, Medium and High) and the likelihood that those consequences will ocg
ualitative estimation is its ease of understanding by all relevant personnel while a disadvi
nce on subjective choice of the scale.

can be adapted or adjusted to suit the circumstances and different descriptions may be u
Qualitative estimation may be used:

e estimation:

stimation uses a scale with \numerical values (rather than the descriptive scales u
mation) for both consequences and likelihood, using data from a variety of sources. The
5 depends on the accuracy and completeness of the numerical values and the validity
Quantitative estimation.in most cases uses historical incident data, providing the advanta

s the lack of suchydata on new risks or information security weaknesses. A disadvantage
pproach may..0ccur where factual, auditable data is not available thus creating an illu
Liracy of the‘risk assessment.

nich consequences and likelihood are expressed and the ways in which they are comb
| af-risk will vary according to the type of risk and the purpose for which the risk asseq

timation uses a scale of qualifying attributes to describe the- magnitude of pdotential

ur. An
Antage

sed for

sed in
quality
of the
pe that

ated directly to the“ information security objectives and concerns of the organizafion. A

of the
sion of

ned to
sment

output is to

he™ used. _The um‘prtainty and \mrinhility of bath consequences and likelihood sho

iIld be

considered in the analysis and communicated effectively.

8.2.2.2 Assessment of consequences
Input: A list of identified relevant incident scenarios, including identification of threats, vulnerabilities, affected
assets, consequences to assets and business processes.

Action: The business impact upon the organization that might result from possible or actual information
security incidents should be assessed, taking into account the consequences of a breach of information
security such as loss of confidentiality, integrity or availability of the assets (relates to ISO/IEC 27001,
Clause 4.2.1 e) 1)).
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Implementation Guidance:

After identifying all assets under review, values assigned to these assets should be taken into account while
assessing the consequences.

The business impact value can be expressed in qualitative and quantitative forms, but any method of
assigning monetary value may generally provide more information for decision making and hence facilitate a
more efficient decision making process.

Asset valuation begins with classification of assets according to their criticality, in terms of the importance of
assets to fulfilling the business objectives of the organization. Valuation is then determined using two

measures:

possible), and

thg business consequences of loss or compromise of the asset, such as the potential ady

and/or legal or regulatory consequences from the disclosure, modification;-~non-ava

d

This
conse
import

Asset
affect
vulner
Asses

Conse
or by ¢

Conse
releva

truction of information, and other information assets

thg replacement value of the asset: the cost of recovery cleanup and replacing the inforr]\ation (if at all

erse business
lability and/or

aluation can be determined from a business impact analysis.(The value, determined by the

uence for business, is usually significantly higher than the simple.réplacement cost, def
nce of the asset to the organization in meeting its business objéctives.

valuation is a key factor in the impact assessment of an incident scenario, because thg
more than one asset (e.g. dependent assets), or only-a part of an asset. Differer
hbilities will have different impacts on assets, such &@sya loss of confidentiality, integrity
sment of consequences is thus related to asset valdation based on the business impact a

quences or business impact may be determined by modelling the outcomes of an event g
xtrapolation from experimental studies or past'data.

quences may be expressed in termsof*monetary, technical or human impact criteria, o
nt to the organization. In some -gases, more than one numerical value is requir

consequences for different times, places,)groups or situations.

Conse
vulner

More i

Outpu

criterig.

8.2.2.3

guences in time and finance.should be measured with the same approach used for threat
hbility. Consistency has to.be maintained on the quantitative or the qualitative approach.

hformation both on-asset valuation and impact assessment can be found in Annex B.

: A list of assessed consequences of an incident scenario expressed with respect to asse

Assessment of incident likelihood

ending on the

incident may
t threats and
or availability.
nalysis.
r set of events,

I other criteria
bd to specify

likelihood and

[s and impact

Input:

A list of identified relevant incident cr‘nnnrinc, inr\luding identification of fhrnafc, af

ected assets,

exploited vulnerabilities and consequences to assets and business processes. Furthermore, lists of all existing
and planned controls, their effectiveness, implementation and usage status.

Action:

The likelihood of the incident scenarios should be assessed (relates to

Clause 4.2.1 €) 2)).

Implementation guidance:

ISO/IEC 27001,

After identifying the incident scenarios, it is necessary to assess the likelihood of each scenario and impact
occurring, using qualitative or quantitative estimation techniques. This should take account of how often the
threats occur and how easily the vulnerabilities may be exploited, considering:

ex

perience and applicable statistics for threat likelihood

© ISO/IEC 2008 — All rights reserved
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for deliberate threat sources: the motivation and capabilities, which will change over time, and resources

available to possible attackers, as well as the perception of attractiveness and vulnerability of assets for a
possible attacker

for accidental threat sources: geographical factors e.g. proximity to chemical or petroleum plants, the

possibility of extreme weather conditions, and factors that could influence human errors and equipment

malfunctio

n

vulnerabilities, both individually and in aggregation
existing controls and how effectively they reduce vulnerabilities

For instance, an information system may have a vulnerability to the threats of masquerading of user identity
and misuse of resources. The vulnerability of masquerading of user identity may be high because of lack of

user authentic

tion. On the other hand, the likelihood of misuse of resources may be low, despite lack

authentication
Depending on
their elementg
nature of thred

Output: Likelih

8.224 LeV
Input: A list of

likelihood (qug

Action: The |4
Clause 4.2.1 4

Implementatio|

because ways to misuse resources are limited.

the need for accuracy, assets could be grouped, or it might be necessary to split-asse
and relate the scenarios to the elements. For example, across geographical locatiof
ts to the same types of assets may change, or the effectiveness of existing eantrols may y

ood of incident scenarios (quantitative or qualitative).

el of risk estimation

incident scenarios with their consequences related to assets‘and business processes arj
ntitative or qualitative).

vel of risk should be estimated for all relevant incident scenarios (relates to ISO/IEC

) 4).

h guidance:

Risk estimatid
quantitative or
can consider ¢
The estimated
Examples of d

Output: A list ¢

8.3 Risk e\
Input: A list of

Action: Level
to ISO/IEC 27

n assigns values to the likelihood and*the consequences of a risk. These values r:lx1
qualitative. Risk estimation is basedoh assessed consequences and likelihood. Additio
ost benefit, the concerns of stakeholders, and other variables, as appropriate for risk eva
risk is a combination of the likelihood of an incident scenario and its consequences.
ifferent information security,risk estimation methods or approaches can be found in Anne

f risks with value levels assigned.

faluation
risks with value levels assigned and risk evaluation criteria.

pf risks should be compared against risk evaluation criteria and risk acceptance criteria (f

DOy Clause 4.2.1 e) 4)).

Implementatio

n guidance:

of user

ts into

s, the
ary.

d their

7001,

ay be
ally, it
uation.

elates

The nature of the decisions pertaining to risk evaluation and risk evaluation criteria that will be used to make
those decisions would have been decided when establishing the context. These decisions and the context
should be revisited in more detail at this stage when more is known about the particular risks identified. To
evaluate risks, organizations should compare the estimated risks (using selected methods or approaches as
discussed in Annex E) with the risk evaluation criteria defined during the context establishment.

16
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Risk evaluation criteria used to make decisions should be consistent with the defined external and internal
information security risk management context and take into account the objectives of the organization and
stakeholder views etc. Decisions as taken in the risk evaluation activity are mainly based on the acceptable
level of risk. However, consequences, likelihood, and the degree of confidence in the risk identification and
analysis should be considered as well. Aggregation of multiple low or medium risks may result in much higher

overall

risks and need to be addressed accordingly.

Considerations should include:

= [Information security properties: if one criterion is not relevant for the organization (e.g. loss of
confidentiality), then all risks impacting this criterion may not be relevant

= The
pro
cor

Risk €
actiong

=W
= Pr

During
taken

Outpu

lead ta

9 In

9.1

Input:
to thos

Action
define

Implen

b importance of the business process or activity supported by a particular asset or set
cess is determined to be of low importance, risks associated with it should_be“¢
sideration than risks that impact more important processes or activities

valuation uses the understanding of risk obtained by risk analysis to make-decision
. Decisions should include:

hether an activity should be undertaken
orities for risk treatment considering estimated levels of risks

nto account in addition to the estimated risks.

. A list of risks prioritized according to risk evaluatian‘criteria in relation to the incident
those risks.

formation security risk treatment

Seneral description of risk treatment

A list of risks prioritized according-to risk evaluation criteria in relation to the incident scen
e risks.

.

nentation guidance:

There
avoida

NOTE

are four options available for risk treatment: risk reduction (see 9.2), risk retention
nce (see.9.4) and risk transfer (see 9.5).

ISO/IEC 27001 4.2.1. f) 2) uses the term “accepting risk” instead of “retaining risk”.

assets: if the
iven a lower

5 about future

the risk evaluation stage, contractual, legal and regulatory-requirements are factors that should be

scenarios that

arios that lead

Controls to reduce, (Jetain, avoid, or transfer the risks should be selected and a risk {reatment plan

see 9.3), risk

Figure 2 illustrates the risk treatment activity within the information security risk management process as
presented in Figure 1.
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17


https://iecnorm.com/api/?name=2a9d898bd1f1285eed00de1fd428180b

ISO/IEC 27005:2008(E)

RISK ASSESSMENT
RESULTS

SATISFACTORY
ASSESSMENT

mISK decision point 1

Risk treatment

RISK TREATMENT OPTIONS

RISK RISK RISK RISK

REDUCTION RETENTION AVOIRDANCE TRANSFER

RESIDUAL RISKS

Risk decision point 2

SATISFACTORY
TREATMENT

Figure 2 — The risk treatment activity

Risk treatment options should be selected based on the outcome of the risk assessment, the expected cost
for implementing these options and the expected benefits from these options.

When large reductions in risks may be obtained with relatively low expenditure, such options should be
implemented. Further options for improvements may be uneconomic and judgement needs to be exercised as
to whether they are justifiable.

In general, the adverse consequences of risks should be made as low as reasonably practicable and
irrespective of any absolute criteria. Managers should consider rare but severe risks. In such cases, controls
that are not justifiable on strictly economic grounds may need to be implemented (for example, business
continuity controls considered to cover specific high risks).
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The four options for risk treatment are not mutually exclusive. Sometimes the organization can benefit
substantially by a combination of options such as reducing the likelihood of risks, reducing their consequences,
and transferring or retaining any residual risks.

Some risk treatments can effectively address more than one risk (e.g. information security training and
awareness). A risk treatment plan should be defined which clearly identifies the priority ordering in which
individual risk treatments should be implemented and their timeframes. Priorities can be established using
various techniques, including risk ranking and cost-benefit analysis. It is the organization’s managers’
responsibility to decide the balance between the costs of implementing controls and the budget assignment.

The identification of existing controls may determine that existing controls exceed current needs, in terms of
cost comparisons, including maintenance. If removing redundant or unnecessary controls is considered
(espedially if the controls have high maintenance costs), information security and cost factors s:l:ould be taken
into aqcount. Since controls may influence each other, removing redundant controls might(rediice the overall
securify in place. In addition, it may be cheaper to leave redundant or unnecessary contrals in place than to
remove them.

Risk treatment options should be considered taking into account:
= Hqw risk is perceived by affected parties
The most appropriate ways to communicate to those parties

Context establishment (see 7.2 — Risk evaluation criteria) provides information on legal
requirgments with which the organization needs to comply. The risk' to organizations is failure
treatment options to limit this possibility should be implemented. All constraints - organizatig

gnd regulatory

fo comply and
nal, technical,

structyral etc. - that are identified during the context establishment activity should be taken into account during
the risk treatment.

Once the risk treatment plan has been defined, residtual risks need to be determined. This invol
or re-ieration of the risk assessment, taking into.aceount the expected effects of the proposed
Should the residual risk still not meet the organization's risk acceptance criteria, a further it
treatmpnt may be necessary before proceeding to risk acceptance. More information carn
ISO/IHC 27002, Clause 0.3.

ves an update
risk treatment.
eration of risk

be found in

Outpui: Risk treatment plan and residual risks subject to the acceptance decision of the
managers.

organization’s

9.2 Risk reduction

Action| risk can be re-

aSsesy

The level of risk should be reduced through the selection of controls so that the residual
ed as being.aceeptable.

Implementation.guidance:

Appropriate “and JuStIerd controls should be selected to meet the requwements |dent|f|e

1 by the risk
éria as well as
legal, regulatory and contractual requwements ThIS selectlon should aIso take account of cost and timeframe
for implementation of controls, or technical, environmental and cultural aspects. It is often possible to lower
the total cost of ownership of a system with properly selected information security controls.

In general, controls may provide one or more of the following types of protection: correction, elimination,
prevention, impact minimization, deterrence, detection, recovery, monitoring and awareness. During control
selection it is important to weigh the cost of acquisition, implementation, administration, operation, monitoring,
and maintenance of the controls against the value of the assets being protected. Furthermore, the return on
investment in terms of risk reduction and potential to exploit new business opportunities afforded by certain
controls should be considered. Additionally, consideration should be given to specialized skills that may be
needed to define and implement new controls or modify existing ones.

ISO/IEC 27002 provides detailed information on controls.
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There are many constraints that can affect the selection of controls. Technical constraints such as
performance requirements, manageability (operational support requirements) and compatibility issues may
hamper the use of certain controls or could induce human error either nullifying the control, giving a false
sense of security or even increasing the risk beyond not having the control (e.g. requiring complex passwords
without proper training, leading to users writing passwords down). Moreover, it could be the case that a control
would affect performance. Managers should try to identify a solution that satisfies performance requirements
while guaranteeing sufficient information security. The result of this step is a list of possible controls, with their
cost, benefit, and priority of implementation.

Various constraints should be taken into account when selecting controls and during implementation. Typically,
the following are considered:

Time condtraints
Financial ¢gonstraints
Technical|constraints
Operationgl constrains
Cultural constraints
Ethical copstraints
Environméntal constraints
Legal constraints

Ease of uge

Personnell constraints
Constraints for integrating new and existing controls

More informat|on on the constraints for risk reduction can be found in Anhex F.

9.3 Risk rdtention
Action: The dgcision on retaining the risk without further action 'should be taken depending on risk evaluption.

NOTE ISQJIEC 27001 4.2.1 f 2) “knowingly and objectively accepting risks, providing they clearly satisfy the
organization’ pdlicies and the criteria for accepting risks” describes the same activity.

Implementation guidance:

If the level of fisk meets the risk acceptancecriteria, there is no need for implementing additional contrgls and
the risk can be retained.

9.4 Risk ayoidance
Action: The agqtivity or conditien that gives rise to the particular risk should be avoided.

Implementation quidance:

When the identified-risks are considered too high, or the costs of implementing other risk treatment ¢ptions
exceed the bgnefits, a decision may be made to avoid the risk completely, by withdrawing from a pIarTned or
existing activity or set of activities, or changing the conditions under which the activity is operated. For
example, for risks caused by nature it may be most cost effective alternative to physically move the
information processing facilities to a place where the risk does not exist or is under control.

9.5 Risk transfer

Action: The risk should be transferred to another party that can most effectively manage the particular risk
depending on risk evaluation.

Implementation guidance:

Risk transfer involves a decision to share certain risks with external parties. Risk transfer can create new risks
or modify existing, identified risks. Therefore, additional risk treatment may be necessary.

20 © ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=2a9d898bd1f1285eed00de1fd428180b

ISO/IEC 27005:2008(E)

Transfer can be done by insurance that will support the consequences, or by sub-contracting a partner whose
role will be to monitor the information system and take immediate actions to stop an attack before it makes a
defined level of damage.

It should be noted that it may be possible to transfer the responsibility to manage risk but it is not normally

possible to transfer the liability of an impact. Customers will usually attribute an adverse impact as being the
fault of the organization.

10 Information security risk acceptance

|n9ut; Risk treatment pl:m and residual risk assessment cllhjnnf to_the acceptance decision of the
organigation’s managers.

Action
record

The decision to accept the risks and responsibilities for the decision should be madé¢ and formally
bd (this relates to ISO/IEC 27001 paragraph 4.2.1 h)).

Implementation guidance:

Risk tfeatment plans should describe how assessed risks are to be treated-to meet risk acceptance criteria

(see Q
propos
approv

Risk a
or beld

lause 7.2 Risk acceptance criteria). It is important for responsible‘managers to review
ed risk treatment plans and resulting residual risks, and recerd/any conditions associg
al.

cceptance criteria can be more complex than just detefmining whether or not a residual n
w a single threshold.

In so

applied do not take into account prevailing circumstances. For example, it might be argued that
to accept risks because the benefits accompanying the risks are very attractive, or because t
reductlon is too high. Such circumstances indicate that risk acceptance criteria are inadequate

revise
In suc
necesy
decisid

Outpu

acceptance criteria.

11 In

Input:

Action

e cases the level of residual risk may not meet risk acceptance criteria because the

if possible. However, it is not alwaysipossible to revise the risk acceptance criteria in a {

cases, decision makers may haveto accept risks that do not meet normal acceptance ¢
bary, the decision maker should-explicitly comment on the risks and include a justif
n to override normal risk acceptance criteria.

. A list of accepted risks-with justification for those that do not meet the organizatior]

formation:security risk communication
All riskinformation obtained from the risk management activities (see Figure 1).

Infermation about risk should be exchanged and/or shared between the decision-m3

and approve
ted with such

sk falls above

criteria being
tis necessary
ne cost of risk
and should be
imely manner.
iteria. If this is
cation for the

s normal risk

ker and other

stake

olders.

Implementation guidance:

Risk communication is an activity to achieve agreement on how to manage risks by exchanging and/or
sharing information about risk between the decision-makers and other stakeholders. The information includes,
but is not limited to the existence, nature, form, likelihood, severity, treatment, and acceptability of risks.

Effective communication among stakeholders is important since this may have a significant impact on
decisions that must be made. Communication will ensure that those responsible for implementing risk
management, and those with a vested interest understand the basis on which decisions are made and why
particular actions are required. Communication is bi-directional.

© ISO/IEC 2008 — Al rights reserved 21


https://iecnorm.com/api/?name=2a9d898bd1f1285eed00de1fd428180b

ISO/IEC 27005:2008(E)

Perceptions of risk can vary due to differences in assumptions, concepts and the needs, issues and concerns
of stakeholders as they relate to risk or the issues under discussion. Stakeholders are likely to make
judgments on the acceptability of risk based on their perception of risk. This is especially important to ensure
that the stakeholders’ perceptions of risk, as well as their perceptions of benefits, can be identified and
documented and the underlying reasons clearly understood and addressed.

Risk communication should be carried out in order to achieve the following:

To provide assurance of the outcome of the organization’s risk management

To collect risk information

To share the results from the risk assessment and present the risk treatment plan
To avoid or reduce both occurrence and consequence of information security breaches due to the lack of
mutual unflerstanding among decision makers and stakeholders

To support decision-making

To obtain hew information security knowledge

To co-ordinate with other parties and plan responses to reduce consequences of any incident
To give dgcision makers and stakeholders a sense of responsibility about risks

To improve awareness

An organizatign should develop risk communication plans for normal operations @s well as for emefgency
situations. Thgrefore, risk communication activity should be performed continually.

The co-ordination between major decision makers and stakeholders may.be)achieved by the formatign of a
committee where debate about risks, their prioritization and appropriate treatment, and acceptance cgn take
place.
It is important fo cooperate with the appropriate public relations of.communications unit within the organization
to coordinate |all tasks related to risk communication. This is\erucial in the event of crisis commurication
actions, for example, in response to particular incidents.

Output: Continual understanding of the organization’s “information security risk management process and
results.

12 Informdtion security risk monitoering and review

12.1 Monitoring and review of risk factors

Input: All risk information obtained from the risk management activities (see Figure 1).
Action: Risks pnd their factors (i.e. value of assets, impacts, threats, vulnerabilities, likelihood of occufrence)
should be monitored and teviewed to identify any changes in the context of the organization at an early|stage,

and to maintaip an oyerview of the complete risk picture.

Implementationnglidance:

Risks are not static. Threats, vulnerabilities, likelihood or consequences may change abruptly without any
indication. Therefore constant monitoring is necessary to detect these changes. This may be supported by
external services that provide information regarding new threats or vulnerabilities.

Organizations should ensure that the following are continually monitored:

= New assets that have been included in the risk management scope

= Necessary modification of asset values, e.g. due to changed business requirements

= New threats that could be active both outside and inside the organization and that have not been
assessed

= Possibility that new or increased vulnerabilities could allow threats to exploit these new or changed
vulnerabilities

= Identified vulnerabilities to determine those becoming exposed to new or re-emerging threats
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Increased impact or consequences of assessed threats, vulnerabilities and risks in aggreg
in an unacceptable level of risk
Information security incidents

New threats, vulnerabilities or changes in likelihood or consequences can increase risks previo

ation resulting

usly assessed

as low ones. Review of low and accepted risks should consider each risk separately, and all such risks as an

aggregate as well, to assess their potential accumulated impact. If risks do not fall into the low
risk category, they should be treated using one or more of the options considered in Clause 9.

or acceptable

Factors that affect the likelihood and consequences of threats occurring could change, as could factors that
affect the suitability or cost of the various treatment options. Major changes affecting the organization should
be reason for a more specific review. Therefore, the risk monitoring activities should be regularly repeated and

the selected options for risk treatment should be reviewed periodically.

The oyitcome of risk monitoring activities may be input to other risk review activities. The ‘oergar

review| all risks regularly, and when major changes occur (according to ISO/IEC 27001, Clause 4
Outpuf: Continual alignment of the management of risks with the organization’s/business objec
risk acceptance criteria.

12.2 Risk management monitoring, reviewing and improving

Input: All risk information obtained from the risk management activities’(see Figure 1).

Action| The information security risk management process ‘should be continually monitored,
improved as necessary and appropriate.

Implementation guidance:

Ongoing monitoring and review is necessary tosensure that the context, the outcome of the ris
and rigk treatment, as well as management plans, remain relevant and appropriate to the circum

The ofganization should make sure that*the information security risk management proces
activities remain appropriate in the present circumstances and are followed. Any agreed impro

ization should
.2.3)).

ives, and with

reviewed and

k assessment
stances.

s and related
ements to the

procegs or actions necessary to improve compliance with the process should be notified to tihe appropriate

manaders to have assurance that no risk or risk element is overlooked or underestimated
necessgary actions are taken and decisions are made to provide a realistic risk understanding
respor}d.

Additignally, the organization should regularly verify that the criteria used to measure the risk ar

and that the
and ability to

d its elements

are st|ll valid and«consistent with business objectives, strategies and policies, and that clanges to the

busingss context\are taken into consideration adequately during the information security risK
proceds. This‘monitoring and review activity should address (but not be limited to):

Legal.and environmental context

management

Combetition-context
g

Risk assessment approach
Asset value and categories
Impact criteria

Risk evaluation criteria
Risk acceptance criteria
Total cost of ownership
Necessary resources

The organization should ensure that risk assessment and risk treatment resources are continually available to
review risk, to address new or changed threats or vulnerabilities, and to advise management accordingly.
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Risk management monitoring can result in modifying or adding the approach, methodology or tools used
depending on:

= Changes identified

= Risk assessment iteration

= Aim of the information security risk management process (e.g. business continuity, resilience to incidents,
compliance)

= Object of the information security risk management process (e.g. organization, business unit, information
process, its technical implementation, application, connection to the internet)

Output: Continual relevance of the information security risk management process to the organization’s
business objegtives-er-updating-the-process:
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Evalus
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Annex A
(informative)

Defining the scope and boundaries of
the information security risk management process

te the organization The study of the organization recalls the characteristic elements-defin

of an ¢
These

The di
structy
organi

For e}
manag

The orfganization's main purpose The main purpose of an organization can be defined as the

rganization. This concerns the purpose, business, missions, values and strategies of thi
should be identified together with the elements contributing to their development, (e.g. sul

ficulty of this activity lies in understanding exactly how the organization s’ structured. Ide
re will provide an understanding of the role and importance of-eaeh division in
vation's objectives.

ample, the fact that the information security manager reports to the top managers
ers may indicate top managers' involvement in information security.

exists

Its bus
it to ag

Its mis

servicgs provided and/or products manufactired should be identified in relation to the end users

its field of activity, its market segment, etc.).

iness The organization's business, defined by the*techniques and know-how of its empld
complish its missions. It is specific to the organization's field of activity and often defines i

sion The organization achieves its purpgse by accomplishing its mission. To identify its

Its valles Values are major principles or-a well-defined code of conduct applied to the exercise
This Ff
suppli

Take t
missio
safety

Structdre of the organization There are different types of structure:

ay concern the personnel, selations with outside agents (customers, etc.), the quali

d or services provided.

he example of an organization whose purpose is public service, whose business is transp
hs include transparting children to and from school. Its values may be the punctuality of t
during transport.

Di
st

isionahstructure: each division is placed under the authority of a division manager respor
ategic; administrative and operational decisions concerning his unit

ng the identity
5 organization.
contracting).
ntifying its real
achieving the
rather than IT
reason why it
yees, enables
s culture.
missions, the

of a business.
y of products

ort and whose
e service and

sible for the

F

rk and

nctional structure: functional anfhnrify is exercised on the prr\r\nr‘lnrne7 the nature of the w

sometimes the decisions or planning (e.g. production, IT, human resources, marketing, etc.)

Remarks:

vice versa

In

any organizational structure the following levels can be distinguished:

the decision-making level (definition of strategic orientations);
the leadership level (co-ordination and management);

the operational level (production and support activities).
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Organization chart The organization's structure is represented schematically in an organization chart. This
representation should highlight the lines of reporting and delegation of authority, but should also include other
relationships, which, even if they are not based on any formal authority, are nevertheless lines of information
flow.

The organization’s strategy This requires a formal expression of the organization's guiding principles. The
organization’s strategy determines the direction and development needed in order to benefit from the issues at

stake and of the major changes it is planning.

A.2 List of

the constraints affecting the organization

All the constrjaints affecting the organization and determining its information security orientation_shg

taken into acc
or outside the
and emergend

The organizat
possibly over
implemented.

operating or d
service, efc.

These strateg
Consequently
fundamental ¢
result in rethin
requirements

The list of con

Constraints of

punt. Their source may be within the organization in which case it has some controliove
organization and therefore generally non-negotiable. Resource constraints (budget, pers
y constraints are among the most important ones.

on sets its objectives (concerning its business, behaviour, etc.) committingit to a certai
a long period. It defines what it wants to become and the meansithat will need

evelopment strategies with the aim, for example, of cutting operating costs, improving qu

es probably include information and the information system (IS), which assist in their app

characteristics concerning the identity, mission\\ahd strategies of the organizatic
lements in the analysis of the problem since the breach of an information security aspec|
king these strategic objectives. In addition, it is.essential that proposals for information s
emain consistent with the rules, uses and means in force in the organization.

straints includes but is not limited to:

a political nature

These may c(
has to apply g
made by a go

For example,
problems.

Constraints of

overnment decisions. They\are usually decisions concerning strategic or operational orie
ernment division or decisioh-making body and should be applied.

the computerizationh*“of invoices or administrative documents introduces information §

a strateqicunature

Constraints c3
are expressed

n arise.from planned or possible changes to the organization's structures or orientation
in(the organization's strategic or operational plans.

uld be
r them
onnel)

N path,
to be

In specifying this path, the organization takes into account developments in techniqué¢s and
know-how, thg expressed wishes of users, customers, etc. This objective can\ be expressed in the f

prm of
ality of

ication.
n are
t could
ecurity

ncern government administrations, public institutions or more generally any organizatipn that

htation

ecurity

. They

For example, international co-operation in the sharing of sensitive information may necessitate agreements
concerning secure exchange.

Territorial constraints

The organization's structure and/or purpose may introduce specific constraints such as the distribution of sites
over the entire national territory or abroad.

Examples include postal services, embassies, banks, subsidiaries of a large industrial group, etc.
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Constraints arising from the economic and political climate

An organization's operation may be profoundly changed by specific events such as strikes or national and
international crises.

For example, some services should be able to continue even during a serious crisis.

Structural constraints

The nature of an organization's structure (divisional, functional or other) may lead to a specific information
security policy and security organization adapted to the structure.

For exampte;,—armintermationat—structure—shoutd—be—abfetorecorcite—security requirernernts—specific to each
country.

Functipnal constraints

Functipnal constraints arise directly from the organization's general or specific missions.

For example, an organization that operates around the clock should ensure its resources arg continuously
available.

Constraints concerning personnel

The nature of these constraints varies considerably. They are linked to: level of responsibility, recruitment,
qualifi¢ation, training, security awareness, motivation, availability, etc.

For example, the entire personnel of a defence organization should have authorisation to|handle highly
confidéntial information.

Constraints arising from the organization's calendar.

These|constraints may result from restructuring or setting up new national or international poljcies imposing
certair] deadlines.

For example, the creation of a security.division.

Constraints related to methods

Methogls appropriate to the“organization's know-how will need to be imposed for aspects slich as project
planning, specifications; development and so on.

For example, a typical constraint of this kind is the need to incorporate the organization's legal gbligations into
the segurity policy:

Constraints of ‘a cultural nature

In someorganizations work abits orthe mainm business have fed toa specific “cutture“withirmthe organization,
one which may be incompatible with the security controls. This culture is the personnel's general reference
framework and may be determined by many aspects, including education, instruction, professional experience,
experience outside work, opinions, philosophy, beliefs, social status, etc.

Budgetary constraints

The recommended security controls may sometimes have a very high cost. While it is not always appropriate
to base security investments on cost-effectiveness, economic justification is generally required by the
organization’s financial department.

For example, in the private sector and some public organizations, the total cost of security controls should not

exceed the cost of the potential consequences of the risks. Top management should therefore assess and
take calculated risks if they want to avoid excessive security costs.
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A.3 List of the legislative and regulatory references applicable to the organization

The regulatory requirements applicable to the organization should be identified. These may be laws, decrees,
specific regulations in the organization's field or internal/external regulations. This also concerns contracts and
agreements and more generally any obligations of a legal or regulatory nature.

A.4 List of

the constraints affecting the scope

By identifying the constraints it is possible to list those that have an impact on the scope and determine which

are nevertheles

constraints de
constraints.

Constraints ar

sing from pre-existing processes

Application pr
Even though 2
all the sub-pro

Technical con

pjects are not necessarily developed simultaneously. Some depend on pre-existing prog
process can be broken down into sub-processes, the process is not necessarily influen
cesses of another process.

straints

Technical con
rooms or sites

Files (requ
General a
architectu
Applicatio
Package s
norms, se
Hardware
Communi
Building in

voltages, ¢tc.)

Financial cons

straints, relating to infrastructure, generally arise from installed hardware and softwar
housing the processes:

[chitecture (requirements concerning topology (centralised, distributed, client-server), phy
e, etc.)

n software (requirements concerning specificisoftware design, market standards, etc.);
oftware (requirements concerning standards, level of evaluation, quality, compliance with
Curity, etc.)

(requirements concerning standards;guality, compliance with norms, etc.)

tation networks (requirements concerning coverage, standards, capacity, reliability, etc.)
frastructure (requirements concerning civil engineering, construction, high voltages, low

traints

The implemer
However, the
security can b

Environmenta

tation of security (controls is often restricted by the budget that the organization can c
b negotiated‘on‘the basis of the security study.

constraints

Environmenta

censtraints arise from the geographical or economic environment in which the process

irements concerning organization, media management, management of access rules, etq.

ation's

Woes of

esses.
ced by

e, and

Sical

pmmit.

financial constraint should still to be the last to be considered as the budget allocafjon for

esS are

implemented:

4 L 4 + Lvial lai I ot ' H L 4 4
OUTTa Y, UHTTTate, TTiatut ar TTIoR S, yTuyiapiiialr SituatulT, CUUTTUTTITC UIMTTTATT ;" Tlo,

Time constraints

The time required for implementing security controls should be considered in relation to the ability to upgrade
the information system; if the implementation time is very long, the risks for which the control was designed
may have changed. Time is a determining factor for selecting solutions and priorities.

Constraints related to methods

Methods appropriate to the organization's know-how should be used for project planning, specifications,
development and so on.
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Organizational constraints

Various constraints may follow from organizational requirements:

Operation (requirements concerning lead-times, supply of services, surveillance, monitoring, emergency
plans, degraded operation, etc.)

Maintenance (requirements for incident troubleshooting, preventive actions, rapid correction, etc.)

Human resources management (requirements concerning operator and user training, qualification for
posts such as system administrator or data administrator, etc.)

Administrative management (requirements concerning responsibilities, etc.)

Development management (requirements concerning development tools, computer-aided software
engineering, acceptance plans, organization to be set up, etc.)

Management of external relations (requirements concerning organization of third-party relatlons, contracts,
et¢.)
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Annex B
(informative)

Identification and valuation of assets and impact assessment

B.1 Examples of asset identification

To perform as|
kinds of asset

The prima

The suppd

B.1.1 The iq

To describe
processes ang
of the process

The primary a
assets such

drawing up a
studies will ng
study boundar

Primary asset

1 - Business p

;

et valuation, an organization first needs to identify its assets (at an appropriate level of deta
5 can be distinguished:

ry assets:
= Business processes & activities
= Information

rting assets (on which the primary elements of the scope rely) of all types:
Hardware

Software

Network

Personnel

Site

Organization’s structure

entification of primary assets

he scope more accurately, this activity .consists in identifying the primary assets (by
activities, information). This identification is carried out by a mixed work group represe|
(managers, information systems spegialists and users).

5sets are usually the core processes and information of the activity in the scope. Other {
s the organization's processes can also be considered, which will be more appropri

information security policy~or a business continuity plan. Depending on the purpose
t require an exhaustive analysis of all the elements making up the scope. In such cas
ies can be limited to.the key elements of the scope.

5 are of two types:

rocesses (or-sub-processes) and activities, for example:

Processes
Processes

whese.loss or degradation make it impossible to carry out the mission of the organizatior
thiat,contain secret processes or processes involving proprietary technology

). Two

siness
htative

rimary
Ate for

some
ps, the

Processes

requireme

that_if modified _can grpnﬂy affect the nr‘r‘nmlnliqhmpnt of the nrgnni7nfinn'q missian

Processes that are necessary for the organization to comply with contractual, legal or regulatory

nts

2 — Information:

More generally, primary information mainly comprises:

Strategic i

Vital information for the exercise of the organization's mission or business
Personal information, as can be defined specifically in the sense of the national laws regarding privacy

nformation required for achieving objectives determined by the strategic orientations

involve a high acquisition cost

30

High-cost information whose gathering, storage, processing and transmission require a long time and/or
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Processes and information that are not identified as sensitive after this activity will have no defined
classification in the remainder of the study. This means that even if such processes or information are
compromised, the organization will still accomplish the mission successfully.

However, they will often inherit controls implemented to protect the processes and information identified as
sensitive.

B.1.2 List and description of supporting assets

The scope consists of assets that should be identified and described. These assets have vulnerabilities that
are exploitable by threats aiming to impair the primary assets of the scope (processes and information). They
are of various types:

Hardware
The hardware type consists of all the physical elements supporting processes.

Data processing equipment (active)

Automatic information processing equipment including the items required to operate independently.

Transportable equipment

Portable computer equipment.
Examples: laptop computer, Personal Digital Assistant.(PDA).

Fixed equipment

Computer equipment used on the organization's premises.
Examples: server, microcomputer usedas a workstation.

Processing peripherals

Equipment connected to a_computer via a communication port (serial, parallel link, etc|) for entering,
conveying or transmitting-data.

Examples: printer, removable disc drive.

Data medium (passive)

These areimedia for storing data or functions.

Flectronic medium

Aninformation medium that can be connected to a computer or computer network for| data storage.
Despite their compact size, these media may contain a large amount of data. They can be used with
standard computing equipment.

Examples: floppy disc, CD ROM, back-up cartridge, removable hard disc, memory key, tape.
Other media
Static, non-electronic media containing data.
Examples: paper, slide, transparency, documentation, fax.
Software

Software consists of all the programmes contributing to the operation of a data processing set.
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Operating system

This includes all the programmes of a computer making up the operational base from which all the
other programmes (services or applications) are run. It includes a kernel and basic functions or
services. Depending on the architecture, an operating system may be monolithic or made up of a
micro-kernel and a set of system services. The main elements of the operating system are all the
equipment management services (CPU, memory, disc, and network interfaces), task or process
management services and user rights management services.

Service, maintenance or administration software

Software characterised by the fact that it complements the operating system services and is not directly

at the

the glolpal operation of the information system).

Packagé¢ software or standard software

Standa

one-off|or specific developments) with medium, release and maintenance. They provide servi
users and applications, but are not personalised or specific in the way that business applications

Examples: data base management software, electronic messaging (software, groupware, di
softwarg, web server software, etc.

Businespk application

Network

Standlard business application

thieoretically limitless, range of fields.

competency management software,_administrative software, etc.

Specific business application

This is software in whi¢h various aspects (primarily support, maintenance, upgrading, etc
been specifically developed to give users direct access to the services and functions they
from their information“system. There is a very wide, theoretically unlimited, range of fields.

Examples: Invoice management of telecom operators' customers, real time monitoring app
for rocket launching.

rvice of the users or applications (even though it is usually essential or even indispensdble for

d software or package software are complete products commercialised1as’ such (rathgr than

ces for
are.

rectory

This is commercial software designed to give users direct access to the services and fumnctions
they require from their information system-in“their professional context. There is a very wide,

Ekxamples: accounts software, machinge' tool control software, customer care software, personnel

) have
equire

ication

The network type consists of all telecommunications devices used to interconnect several physically remote
computers or elements of an information system.

Medium and supports

32

Communications and telecommunications media or equipment are characterised mainly
physical and technical characteristics of the equipment (point-to-point, broadcast) and
communication protocols (link or network - levels 2 and 3 of the OSI 7-layer model).

by the
by the

Examples: Public Switching Telephone Network (PSTN), Ethernet, GigabitEthernet, Asymmetric
Digital Subscriber Line (ADSL), wireless protocol specifications (e.g. WiFi 802.11), Bluetooth,

FireWire.
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Passive or active relay

This sub-type includes all devices that are not the logical terminations of comm

unications (IS

vision) but are intermediate or relay devices. Relays are characterised by the supported network
communication protocols. In addition to the basic relay, they often include routing and/or filtering
functions and services, employing communication switches and routers with filters. They can

often be administrated remotely and are usually capable of generating logs.

Examples: bridge, router, hub, switch, automatic exchange.

Communication interface

Personnel

The p4

Users

rsonnel type consists of all the groups of people involved in the(information system.

Decision maker

Dperation/ Maintenance staff

The communication interfaces of the processing units are connected to the proee
are characterised by the media and supported protocols, by any installed filtering;
generation functions and their capacities and by the possibility and requirem
administration.

Examples: General Packet Radio Service (GPRS), Ethernet adaptor:

Decision makers are the owners of the primary assets (information and funct
managers of the organization or specific project.

Examples: top management, project leader.

Users are the personnel who-handle sensitive elements in the context of their ag
have a special responsibility in this respect. They may have special access
information system to catry out their everyday tasks.

Examples: human resources management, financial management, risk manager.

These.are' the personnel in charge of operating and maintaining the information
have(special access rights to the information system to carry out their everyday tash

Esing units but
0g or warning
ent of remote

ons) and the

tivity and who
rights to the

system. They
S.

Examples: system administrator, data administrator, back-up, Help Desk, application deployment

operator, security officers.

Developers

Site

Developers are in charge of developing the organization's applications. They have

access to part

of the information system with high-level rights but do not take any action on the production data.

Examples: business application developers.

The site type comprises all the places containing the scope or part of the scope, and the physical means
required for it to operate.
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Location

External environment

This concerns all locations in which the organization's means of security cannot be applied.

Examples: homes of the personnel, premises of another organization, environment outside

the site (urban area, hazard area).

Premises

This place is bounded by the organization's perimeter directly in contact with the outside.

This may be a physical protective boundary obtained by creating physical barriers or.
of surveillance around buildings.

Examples: establishment, buildings.

A zone is formed by a physical protective boundary forming partitions with
organization's premises. It is obtained by creating physical barriers aroun
organization's information processing infrastructures.

Examples: offices, reserved access zone, secure zone.

bsential services

All the services required for the organization's'equipment to operate.
bmmunication

Telecommunications services andiequipment provided by an operator.
Examples: telephone line, PABX, internal telephone networks.

ilities

Services and means (sources and wiring) required for providing power to infor
technology equipment and peripherals.

Examples:\low voltage power supply, inverter, electrical circuit head-end.
Water_supply

\Waste disposal

means

in the
d the

mation

Organization

Services and means (equipment, control) for cooling and purifying the air.

Examples: chilled water pipes, air-conditioners.

The organization type describes the organizational framework, consisting of all the personnel structures
assigned to a task and the procedures controlling these structures.

34
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Authorities
These are organizations from which the studied organization derives its authority. They may
be legally affiliated or external. This imposes constraints on the studied organization in
terms of regulations, decisions and actions.

Examples: administrating body, Head office of an organization.

Structure of the organization

This consists of the various branches of the organization, including its cross-functional
activities, under the control of its management.

Examples: human resources management, IT management, purchasing |management,
business unit management, building safety service, fire service, audit management.

Project or system organization

This concerns the organization set up for a specific project or service.
Examples: new application development project, informiation system migration project.

Subcontractors / Suppliers / Manufacturers

These are organizations that provide the{erganization with a service or fesources and
bound to it by contract.

Examples: facilities management company, outsourcing company, consultancly companies.

B.2 Asset valuation

The n¢xt step after asset identification js t0 agree upon the scale to be used and the criteria for assigning a
particylar location on that scale to each asset, based on valuation. Because of the diversity of assets found
within mnost organizations it is likelythat some assets that have a known monetary value will bI valued in the
local unit of currency while others which have a more qualitative value may be assigned a vallie ranging, for
examgle, from “very low” to "very high”. The decision to use a quantitative scale versus a qualjtative scale is
really & matter of organizatiohal preference, but should be relevant to the assets being valued. Both valuation
types ¢ould be used for the same asset.

Typical terms used:for the qualitative valuation of assets include words such as: negligible, [very low, low,
medium, high, very~high, and critical. The choice and range of terms suitable to an organizafjon is strongly
depenglent on‘an‘organization's needs for security, organizational size, and other organization specific factors.

Criteri*

The criteria used as the basis for assigning a value to each asset should be written out in unambiguous terms.
This is often one of the most difficult aspects of asset valuation since the values of some assets may have to
be subjectively determined and since many different individuals are likely to be making the determination.
Possible criteria used to determine an asset’s value include its original cost, its replacement or re-creation
cost or its value may be abstract, e.g. the value of an organization’s reputation.

Another basis for the valuation of assets is the costs incurred due to the loss of confidentiality, integrity and
availability as the result of an incident. Non-repudiation, accountability, authenticity and reliability should also
be considered, as appropriate. Such a valuation would provide the important element dimensions to asset
value, in addition to replacement cost, based on estimates of the adverse business consequences that would
result from security incidents with an assumed set of circumstances. It is emphasized that this approach
accounts for consequences that are necessary to factor into the risk assessment.
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Many assets may during the course of valuation have several values assigned. For example: a business plan
may be valued based on the labour expended to develop the plan, it might be valued on the labour to input the
data, and it could be valued based on its value to a competitor. Each of the assigned values will most likely
differ considerably. The assigned value may be the maximum of all possible values or may be the sum of
some or all of the possible values. In the final analysis, which value or values are assigned to an asset should
be carefully determined since the final value assigned enters into the determination of the resources to be
expended for the protection of the asset.

Reduction to the common base

Ultimately, all asset valuations need to be reduced to a common base. This may be done with the aid of
criteria such as those that follow. Criteria that may be used to assess the possible consequences resulting

from a loss of
assets are:

Violation g
Impairmer
Loss of gg
Breach as
Endanger
Adverse €
Breach of
Breach of
Financial |
Disruption
Endanger

Another apprg

= |nterruptio]

= Loss of cl

= Disruption

= Disruption|

= Infringeme
= Breach of

= Danger to

confidentiality, integrity, availability, non-repudiation, accountability, authenticity, or relia

f legislation and/or regulation

t of business performance
odwill/negative effect on reputation
sociated with personal information
ment of personal safety

ffects on law enforcement
confidentiality

public order

0SS

to business activities

ment of environmental safety

ach to assess the consequences could be:

h of service
= inability to provide the service
stomer confidence
= loss of credibility in the internal information system
= damage to reputation
of internal operation
= disruption in the organization itself
= additional internakeost
of a third party's operation:
= disruption.inthird parties transacting with the organization
= various ftypes of injury
nt of laws / regulations:
= inability to fulfill legal obligations
contract:
= \_ihability to fulfill contractual obligations
personnel / user safety:
= danger for the organization's personnel and / or users

= Attack on

sers' private life

bility of

= Financial |

osses

»= Financial costs for emergency or repair:

36

= in terms of personnel,
= in terms of equipment,
= in terms of studies, experts' reports

Loss of goods / funds / assets

Loss of customers, loss of suppliers
Judicial proceedings and penalties
Loss of a competitive advantage
Loss of technological / technical lead
Loss of effectiveness / trust

Loss of technical reputation
Weakening of negotiating capacity
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Industrial crisis (strikes)
Government crisis
Dismissal

Material damage

These criteria are examples of issues to be considered for asset valuation. For carrying out valuations, an
organization needs to select criteria relevant to its type of business and security requirements. This might
mean that some of the criteria listed above are not applicable, and that others might need to be added to the

list.

Scale

After gstablishing the criteria to be considered, the organization should agree on a seal
organigation-wide. The first step is to decide on the number of levels to be used. There ar

to be used
no rules with

regard| to the number of levels that are most appropriate. More levels provide a greater level of granularity but
sometimes a too fine differentiation makes consistent assignments throughout the drganization difficult.

Normdglly, any number of levels between 3 (e.g. low, medium, and high) and 10 can be used
consisfent with the approach the organization is using for the whole risk assessment process.
An ordanization may define its own limits for asset values, like “low”, “medium”, or “high”. Thes
be ass$essed according to the criteria selected (e.g. for possible financial loss, they shoul
monetary values, but for considerations such as endangerment of personal safety, monetary va
complégx and may not be appropriate for all organizations). Finally, itlis)entirely up to the organiz

considered as being “low” or a “high” consequence. A ¢onsequence that might be d
rganization could be low or even negligible for a very large-organization.

Dependencies

The mpre relevant and numerous the business processes supported by an asset, the greater th
asset. [Dependencies of assets on business processés and other assets should be identified as
might |nfluence the values of the assets. For example, the confidentiality of data should be kepf
life-cy¢le, at all stages, including storage -and processing, i.e. the security needs of dats
procegsing programmes should be directly~related to the value representing the confidential
stored|and processed. Also, if a business process is relying on the integrity of certain data bein
a programme, the input data of this\programme should be of appropriate reliability. Moreover,
informgtion will be dependent on:the hardware and software used for its storage and proces
hardware will be dependent on the power supply and possibly air conditioning. Thus info

s long as it is

e limits should
d be given in
luation can be
ption to decide
sastrous for a

e value of this
well since this
throughout its

storage and
ty of the data
g produced by
he integrity of
5ing. Also, the
rmation about

depenglencies will assist in the.identification of threats and particularly vulnerabilities. Additionally, it will help

to asspre that the true yalue of the assets (through the dependency relationships) is given
thereby indicating the appropriate level of protection.

The vglues of assets on which other assets are dependent may be modified in the following way;

If the values of the dependent assets (e.g. data) are lower or equal to the value of the asset
. software), its value remains the same

to the assets,

considered

software) should be increased according to:

The degree of dependency
The values of the other assets

If the values of the dependent asset (e.g. data) is greater, then the value of the asset considered (e.g.

An organization may have some assets that are available more than once, like copies of software
programmes or the same type of computer used in most of the offices. It is important to consider this fact
when doing the asset valuation. On one hand, these assets are overlooked easily, therefore care should be
taken to identify all of them; on the other hand, they could be used to reduce availability problems.
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Output

The final output of this step is a list of assets and their values relative to disclosure (preservation of
confidentiality), modification (preservation of integrity, authenticity, non-repudiation and accountability), non-
availability and destruction (preservation of availability and reliability), and replacement cost.

B.3 Impact assessment

An information security incident can impact more than one asset or only a part of an asset. Impact is related to
the degree of success of the incident. As a consequence, there is an important difference between the asset
value and the—impact rnculfing from the incident Impact is considered as hn\/ing either an immediate

(operational) gffect or a future (business) effect that includes financial and market consequences.

Immediate (operational) impact is either direct or indirect.
Direct:
a) The finangial replacement value of lost (part of) asset

b) The cost pf acquisition, configuration and installation of the new asset or back-Up
c) The cost pf suspended operations due to the incident until the service provided by the asset(s) is rgstored
d) Impact repults in a information security breach
Indirect:

a) Opportunijty cost (financial resources needed to replace or repair an asset would have been used
elsewherg)

b) The cost ¢f interrupted operations

c) Potential misuse of information obtained through a security breach
d) Violation ¢f statutory or regulatory gbligations

e) Violation of ethical codes of cenduct

As such, the [first assessment-(with no controls of any kind) will estimate an impact as very close|to the

(combination ¢f the) concerned asset value(s). For any next iteration for this (these) asset(s), the imppct will
be different (nprmally much lower) due to the presence and the effectiveness of the implemented contro]s.
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The following table gives examples of typical threats. The list can be used during the threat assessment
process. Threats may be deliberate, accidental or environmental (natural) and may result, for example, in
damage or loss of essentlal serwces The foIIowmg I|st |nd|cates for each threat type where D (deliberate), A

(accidentatyEAenvirenmen

mrattpn assets, A is

used fpr aII human actlons that can acc:|dentally damage |nformat|on assets and E is used for all incidents

that arp not based on human actions. The groups of threats are not in priority order.
Type Threats Qrigin
Fire A|D, E
Water damage A|lD, E
) Pollution A|lD, E
Physical damage - -
Major accident A|lD, E
Destruction of equipment or media AlD, E
Dust, corrosion, freezing A|lD, E
Climatic phenomenon E
Seismic phenomenon E
Natural events Volcanic phenomenon E
Meteorological phenomenon E
Flood E
Failure ef.air-conditioning or water supply system A\, D
Loss of essential
i Loss(of power supply A|D, E
services
Failure of telecommunication equipment A\, D
Electromagnetic radiation A|D, E
Dlsturbahce dudly Thermal radiation A|D, E
radiation
Electromagnetic pulses A|lD, E
Interception of compromising interference signals D
Remote spying D
Eavesdropping D
Theft of media or documents D
Theft of equipment D
Cemproml_s © @] Retrieval of recycled or discarded media D
information
Disclosure A, D
Data from untrustworthy sources A, D
Tampering with hardware D
Tampering with software A D
Position detection D
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Type Threats Origin
Equipment failure A
Equipment malfunction A
Technical failures | Saturation of the information system A, D
Software malfunction A
Breach of information system maintainability A, D
Unauthorised use of equipment D
Fraudulent copying of software D
Unauthorised
actions Use of counterfert or copied software A, D
Corruption of data D
lllegal processing of data D
Error in use A
. Abuse of rights A, D
Cozzgrgfse o Forging of rights D
Denial of actions D
Breach of personnel availability A D E

Pabrlticular atteption should be paid to human threat sources. These jare specifically itemized in the following
table:
Origin of threat Motivation Possible consequences
Challenge » Hacking
Ego * Social engineering
Hacker, crpcker Rebellion + System intrusion, break-ins
Status * Unauthorized system access
Money
Destruction.of information » Computer crime (e.g. cyber stalkipg)

Computer cfiminal

lllegal(information disclosure
Monetary gain

WUnauthorized data alteration

* Fraudulent act (e.g. replay,
impersonation, interception)

* Information bribery
* Spoofing

» System intrusion

Terrorist

Blackmail
Destruction
Exploitation
Revenge

Political Gain

Media Coverage

* Bomb/Terrorism

* Information warfare

» System attack (e.g. distributed denial

of service)
» System penetration

» System tampering
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Origin of threat Motivation Possible consequences
Competitive advantage  Defence advantage
Economic espionage * Political advantage

. . * Economic exploitation
Industrial espionage

(Intelligence, * Information theft
ML, [T * Intrusion on personal privacy
governments, other
government * Social engineering
interests) » System penetration

» Unauthorized system acegss (access
to classified, proprietary;’arjd/or
technology-related informatfion)

Curiosity * Assault on anfemployee
Ego * Blackmail
Intelligence * Browsing of proprietary information
Monetary gain » Computer abuse
Revenge »Fraud and theft
( Inlsi(:erg g Unintentional errors and omissions * Information bribery
poorly trained, i -~
) isg?*/untled, (e.g. data entry error, programming efror) | Input of falsified, corrupted data
maligious, negligent, « Interception
dfshonest, or
terminated + Malicious code (e.g. virus] logic bomb,

« Sale of personal informatipn
» System bugs

» System intrusion
» System sabotage

» Unauthorized system accgss
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Annex D
(informative)

Vulnerabilities and methods for vulnerability assessment

D.1 Examples of vulnerabilities

that might exploit these vulnerabilities. The lists can provide help during the assessment of thre

The following fable gives examples for vulnerabilities in various security areas, including examples of:Ehreats

vulnerabilities
exploit these

to determine relevant incident scenarios. It is emphasized that in some cases otherthre

ulnerabilities as well.

s and
S may

Types Examples of vulnerabilities Examples of threats
Insufficient maintenance/faulty installation | Breach of infermation systen
of storage media maintainability
Lack of periodic replacement schemes Destruction 6f-equipment or media
Susceptibility to humidity, dust, soiling Dust, corrgsion, freezing
Sensitivity to electromagnetic radiation Electromagnetic radiation

S, Igggrro'of efficient configuration change Error in use
Susceptibility to voltage variations Loss of power supply
Susceptibility to temperature variations Meteorological phenomenon
Unprotected storage Theft of media or documents
Lack of care at disposal Theft of media or documents
Uncontrolled copying Theft of media or documents
No or insufficient software testing Abuse of rights
Well-known flaws in the software Abuse of rights
No 'logout“when leaving the workstation Abuse of rights
Fli)riiggfaelr:;ljre;se of storage media without Abuse of rights
Lack of audit trail Abuse of rights

S VWrong allocation of access rights ADBUSE of rights

Widely-distributed software

Corruption of data

Applying application programs to the
wrong data in terms of time

Corruption of data

Complicated user interface Error in use
Lack of documentation Error in use
Incorrect parameter set up Error in use
Incorrect dates Error in use
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Lack of identification and authentication
mechanisms like user authentication

Forging of rights

Unprotected password tables

Forging of rights

Poor password management

Forging of rights

Unnecessary services enabled

lllegal processing of data

Immature or new software

Software malfunction

Unclear or incomplete specifications for
developers

Software malfunction

Lack of effective change control

Software malfunction

Uncontrolled downloading and use of
software

Tampering with software

Lack of back-up copies

Tampering with software

Lack of physical protection of the building,
doors and windows

Theft of media,of documents

Failure to produce management reports

Unauthorised use of equipment

Lack of proof of sending or receiving a
message

Denial of actions

Unprotected communication lines

Eavesdropping

Unprotected sensitive traffic

Eavesdropping

Poor joint cabling

Failure of telecommunication eq

Single point of failure

Failure of telecommunication eq

Netwprk Lack of identification and authentication of | . .
sender and receiver orging of rights
Insecure network architecture Remote spying
Transfer of passwords in clear Remote spying
zrr]:gﬁgrl:séeof rou{;ﬁ;v)vork management Saturation of the information sy
Unprotéected public network connections Unauthorised use of equipment
Absence of personnel Breach of personnel availability
Inadequate recruitment procedures Destruction of equipment or medi
Insufficient security training Error in use
Incorrect use of software and hardware Error in use

Personnel Lack of security awareness Error in use

Lack of monitoring mechanisms

lllegal processing of data

Unsupervised work by outside or cleaning
staff

Theft of media or documents

Lack of policies for the correct use of
telecommunications media and messaging

Unauthorised use of equipment
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