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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document is intended to assist organizations to evaluate the information security performance
and the effectiveness of an information security management system in order to fulfil the requirements
of ISO/IEC 27001:2013, 9.1: monitoring, measurement, analysis and evaluation.

The results of monitoring and measurement of an information security management system (ISMS)
can be supportive of decisions relating to ISMS governance, management, operational effectiveness and
continual improvement.

As with other ISO/IEC 27000 documents, this document should be considered, interpreted and adapted
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manag
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Information technology — Security techniques —
Information security management — Monitoring,
measurement, analysis and evaluation

1 Scope
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3 Terms and definitions
For the¢ purposes of this docurerit, the terms and definitions given in ISO/IEC 27000 appl|

ISO and IEC maintain terminological databases for use in standardization at the following
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4 Stlructure and overview
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'y performance and the effectiveness of an information security management systs
he requirements of ISO/IEC 27001:2013, 9.1. It establishes:

e monitoring and measurement of information security performance;

e monitoring and measurement of the effectiveness of an information security|
stem (ISMS) including its processes and controls;

e analysis and evaluation of the results of monitoring and measurement.

bcument is applicable to all types and sizes of organizations:.

prmative references

utes requirements of this document. For,dated references, only the edition cite

hre no normative references in thisdocument.
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addresses:

This document is structured as follows:

a) Rationale (Clause 5);

b) Characteristics (Clause 6);

c) Types of measures (Clause 7);

d) Processes (Clause 8).

The ordering of these clauses is intended to aid understanding and map to ISO/IEC 27001:2013, 9.1

requir

ements, as is illustrated in Figure 1.

Starting with the information needed to fulfil that requirement, referred to as information needs, the
organization determines the measures that it will use to fulfil those information needs. The process
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of monitoring and measurement produces data which is then analysed. The results of analysis are
evaluated in fulfilment of the organization’s information needs.

In addition, Annex A describes a measurement model for information security, including the relationship
between the components of the measurement model and the requirements of ISO/IEC 27001:2013, 9.1.

Annex B provides a wide range of examples. These examples are intended to provide practical guidance
on how organizations can monitor, measure, analyse and evaluate their chosen ISMS processes and
areas of information security performance. These examples use the suggested template given in Table 1.
Annex C provides a further example using an alternative free-form text-based format.

ISO/IEC 27001:2013, 9.1 ISO/IEC 27004:2016 clauses
4 N

a) What tol monitor 6.2 What to monitor

and measyre 6.3 What to measure
\. y,

¢) When t¢ monitor

and measTre 6.4 When to monitor,

> < measure, analyse,
e) When tHe results
) and evaluate c
should be gnalysed -\~ Annex B:
\and evaluafted ) )\ Measurement

construct examples

d) Who shgll monitor Annex C: An exampl

[1]

~N
\and measire ) (6.5 Who will monitor, of free-text form
’ 3 measure, analyse, measurement
f) Who shgll analyse and evaldate \constructlon
and evaludte the \ J
\results ) p .
7, Types of measures
( IR ) 8 Processes
b) Monitofing, . \,\(} L )
measurermnient, analysis, ' e N\
and evalugtion methods Annex A: An
\. J information security
&measurement model

Figure 1 — Mapping to ISO/IEC 27001:2013, 9.1 requirements

5 Rationale

5.1 The need for measurement

The overall objective of an ISMS is the preservation of confidentiality, integrity and availability of
information within its scope. There are ISMS activities that concern the planning of how to do this, and
the implementation of those plans. However, by themselves, these activities cannot guarantee that the
realisation of those plans fulfil the information security objectives. Therefore, in the ISMS as defined
by ISO/IEC 27001, there are several requirements to evaluate if the plans and activities ensure the
fulfilment of the information security objectives.
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5.2 Fulfilling the ISO/IEC 27001 requirements

ISO/IEC 27001:2013, 9.1 requires the organization to evaluate the information security performance
and the effectiveness of the ISMS. Measure types able to fulfil these requirements can be found in
Clause 7.

ISO/IEC 27001:2013, 9.1 further requires the organization to determine:
a) what needs to be monitored and measured, including information security processes and controls;

b) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid
results;

c) when the monitoring and measuring shall be performed;

d) who shall monitor and measure;
e) when the results from monitoring and measurement shall be analysed and\evaluatedf and

f)  who shall analyse and evaluate these results.

Finally, ISO/IEC 27001:2013, 9.1 requires the organizationcto retain appropriate| documented
infornjation as evidence of the monitoring and measurement fesults (See 8.9).

ISO/IEC 27001:2013, 9.1 also notes that methods selected-should produce comparable and reproducible
result§ in order for them to be considered valid (See 64).

5.3 Validity of results

ISO/IHC 27001:2013, 9.1 b) requires that organizations choose methods for measuremenft, monitoring,
analysfis and evaluation to ensure validctesults. The clause notes that to be valid, results should
be corpparable and reproducible. To achieve this, organizations should collect, analyse, and report
measulres, taking the following points.into consideration:

a) inforder to get comparable tesiilts on measures that are based on monitoring at diffgrent points in
times, it is important to enstre that scope and context of the ISMS are not changed;

anges in the methods or techniques used for measuring and monitoring do not generally lead to
comparable results;-In order to retain comparability, specific tests such as parallel ppplication of
the original as well as the changed methods can be required;

c) if pubjectiye elements are part of the methods or techniques used for measuring and monitoring,
specificssteps can be needed to obtain reproducible results. As an example, questionnaire results
shbuld.be evaluated against defined criteria; and

d) insome Tations, Teproaucid Y [T Oy DE PIVEIT ITT SPC CUTT [ICCS. FOT

3 ; 3 D 2 ; xample, there
are situations where results are non-reproducible, but are valid when aggregated.

5.4 Benefits

Fulfilling ISMS processes and controls and ensuring information security performance can provide a
number of organizational and financial benefits. Major benefits can include:

a) Increased accountability: Monitoring, measurement, analysis and evaluation can increase
accountability for information security by helping to identify specific information security
processes or controls that are implemented incorrectly, are not implemented, or are ineffective.

b) Improved information security performance and ISMS processes: Monitoring, measurement,
analysis and evaluation can enable organizations to quantify improvements in securing information

© ISO/IEC 2016 - All rights reserved 3
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within the scope of their ISMS and demonstrate quantifiable progress in accomplishing the
organization’s information security objectives.

c) Evidence of meeting requirements: Monitoring, measurement, analysis and evaluation can
provide documented evidence that helps demonstrate fulfilling of ISO/IEC 27001 (and other
standards) requirements, as well as applicable laws, rules, and regulations.

d) Support decision-making: Monitoring, measurement, analysis and evaluation can support risk-
informed decision-making by contributing quantifiable information to the risk management
process. It can allow organizations to measure successes and failures of past and current
information security investments, and should provide quantifiable data that can support resource
allocation for future investments.

6 Characferistics

6.1 Genergl

Monitoring arjd measurement is the first step in a process to evaluate informatipn s€curity perforjmance

and ISMS effeftiveness.

Faced with a
that can be nj
issue because
attributes. As
there is a dist
missed altoge

In order to d
wishes to acH
allow it to det

Organization:
need and wha
correspond td

6.2 Whatt

Monitoring d
information n

Systems, prod

potentially overwhelming variety of attributes of information security-related e
easured, it is not entirely obvious which ones should he\measured. This is an imp
it is impracticable, costly and counterproductive to-theasure too many or the
ide from the obvious costs of measuring, analysing’and reporting numerous attr
inct possibility that key issues can be obscured-within a large volume of informa

ther if suitable measures are not in place.

btermine what to monitor and measure, thé organization should first consider ¥
ieve in evaluating information security, performance and ISMS effectiveness. T}
ermine its information needs.

should next decide what measures are needed to support each discrete infor}
t data are required to derive the'requisite measures. Hence, measurement should
the information needs of the-organization.

0 monitor

btermines the status of a system, a process or an activity in order to meet a sp
eed.

esses and.dctivities which can be monitored include, but are not limited to:

ntities
ortant
wrong
ibutes,
fion or

vhat it
is can

mation
hlways

pcified

a) implementation-of ISMS processes;

b) incident management;

c) vulnerability management;

d) configuration management;

e) security awareness and training;

f) access control, firewall and other event logging;
g) audit;

h) risk assessment process;

i) risk treatment process;

j)  third party risk management;
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k) business continuity management;

D)

m) system monitoring.

physical and environmental security management; and

These monitoring activities produce data (event logs, user interviews, training statistics, incident
information, etc.) that can be used to support other measures. In the process of defining attributes to be
measured, additional monitoring can be required to provide supporting information.

Note that monitoring can allow an organization to determine whether a risk has materialized, and
thereby indicate what action it can take to treat such a risk itself. Note also that there can be certain

types ¢ sect sthatha s ShHorHg:
of such controls to support measurement, organizations should ensure that the meastre
takes into account whether the data used was obtained before or after any treatmentacti

6.3 hat to measure

Measufrement is an activity undertaken to determine a value, status op trend in pe
effectiyeness to help identify potential improvement needs. Measurenterit can be applie
procegses, activities, controls and groups of controls.

Asan ¢xample, consider I[SO/IEC 27001:2013, 7.2 ), which requireSian organization to take
applicable, to acquire necessary competence. An organizatiof, can determine whether 3
who require training have received it and whether the training was delivered as planne
measured by the number or percentage of people trained.)An organization can also deter
the individuals who have been trained actually acquired and retained the necessary comp
can belmeasured with a post-training questionnaire);

With yegards to ISMS processes, organizations’should note that there are a number

using outputs
ment process
on was taken.

rformance or
[ to any ISMS

action, where
1l individuals
1. This can be
mine whether
etence (which

of clauses in
For example,
ny corrective
hould first be
n should first
cess for doing

ISO/IEC 27001 that explicitly require the effectiveness of some activity to be determined
ISO/IEC 27001:2013, 10.1 d) requires.grganizations to “review the effectiveness of (
action|taken”. In order to perform such-areview, the effectiveness of corrective actions §
determined in terms of some definedform of measure. In order to do this the organizatic
definelan appropriate information'need and a measure, or measures, to satisfy it. The pro
this isjexplained in Clause 8.

ISMS grocesses and activitiesthat are candidates for measurement include:

a) planning;

b) leadership;

c) rigk management;

d) pdliéy management;

e) resource management;

f) communicating;

g) management review;

h) documenting; and

i) auditing.

With regards to information security performance, the most obvious candidates are the organization’s
information security controls or groups of such controls (or even the entire risk treatment plan). These
controls are determined through the process of risk treatment and are referred to in ISO/IEC 27001 as
necessary controls. They can be ISO/IEC 27001:2013, Annex A controls, sector-specific controls (e.g. as
defined in standards such as ISO/IEC 27010), controls specified by other standards and controls that

© ISO/IEC 2016 - All rights reserved 5


https://iecnorm.com/api/?name=9647226a6a539a95d4b743107a005b19

ISO/IEC 27004:2016(E)

have been designed by the organization. As the purpose of a control is to modify risk, there are a variety
of attributes that can be measured, such as:

j)
k)
D)

m)

the degre
the degre

e to which a control reduces the likelihood of the occurrence of an event;

e to which a control reduces the consequence of an event;

the frequency of events that a control can cope with before failure; and

how long after the occurrence of an event does it take for the control to detect that the event has
occurred.

6.4 When

Organization;
based on ind
individual me
and reporting
incidents can
based on spe
case of arepo
were detected

Organization;

O IO tOT, TEaSUre, andlyse and evatuate

should define specific timeframes in which to monitor, measure, analyse, and ev]

ividual information needs, required measures, and the lifecycle of data’supp
asures. The data supporting measures can be collected more frequentlyhan the a
of such measures to individual interested parties. For example, while’data on sq
be collected continually, reporting of such data to external interested parties shd
Fific requirements, such as severity (possibly requiring immediaté notification as
rtable breach) or aggregated values (as might be the case for att€mpted intrusions
| and blocked).

should note that in order to satisfy certain information needs, before analyg

hluate,
orting
nalysis
curity
uld be
in the
which

is and

evaluation can proceed, an appropriate volume of data needs¢tobe collected in order to provide

a meaningful
addition, the
fine-tuning b
therefore det
measurement
and evaluatio

Organization:
to address sp
from a manug
Furthermore,
and potential

An organizat
activities intg

requirement for organizations to have such a programme.

6.5 Who w

Organization:

basis for assessment and comparison (e.g. when'conducting statistical analy
processes of monitoring, measurement, analysis, and evaluation can need testil
pfore the resulting measures can be useful‘to the organization. Organizations

of the ISMS) and for how long monitorifng and collection should continue before a
h can commence.

can adjust their measurement timeframes, as they update their measurement act
pcific environmental changes listed in 8.2. For example, if an organization is transit
| data source to an automated-source, a change in frequency of collection can be re
a baseline is needed to-compare two sets of measures taken at different points i
y by different methods but aiming to fulfil the same information need.

a measurement programme. It is important to note, however, that ISO/IEC 27001

ill monitor, measure, analyse and evaluate

(eonsidering requirements of ISO/IEC 27001:2013, 9.1 and 5.3) should specif

is). In
1g and
should

brmine a limit to the duration of any fine-tuning (so as to proceed with the real objective,

nalysis

jvities,
ioning
uired.

time

on can choose toystructure their monitoring, measurement, analysis, and evaluation

has no

y who

. 1 1 1 L Lo 1. LI | 1 1 h W4 - -
monitors, medgsures, dITAIySTS dITU CVAIUdTS IIT CETTITS O IIMATVIUUdIS OT TOIES, VIOTITCOT TG, TIEdS Ul

ement,

analysis, and evaluation can be performed using either manual or automated means. Whether
the measurement is performed manually or automatically, organizations can define the following
measurement-related roles and responsibilities:

a) measurement client: the management or other interested parties requesting or requiring
information about the effectiveness of an ISMS, controls or group of controls;

b)

that links measurable attributes to a specified information need;

measurement planner: the person or organizational unit that defines the measurement constructs

measurement reviewer: the person or organizational unit that validates that the developed

measurement constructs are appropriate for evaluating information security performance and the
effectiveness of an ISMS, controls or group of controls;
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information owner: the person or organizational unit that owns the information that provides

input into measures. This person is responsible for providing the data and is also frequently (but
not always) responsible for conducting measurement activities;

e)

storing the data;

f)
g)

results of analysis.

Organ

information collector: the person or organizational unit responsible for collecting, recording and

information analyst: the person or organizational unit responsible for analysing data; and

information communicator: the person or organizational unit responsible for communicating the

Individluals performing different roles and responsibilities throughout the proegesses

divers

7 T

7.1

For th
result
a) pd
of
in
ef
ha

b)

These
infornj

Note t
with t
effecti

7.2 ]

Perfor
procec
activit
extent

b skill sets and associated awareness and training.

rpes of measures

reneral

e purposes of this guidance, the performance of plannedCactivities and the effect
can be measured by applying the two following types 6f measures:

rformance measures: measures that express the planned results in terms of the ¢
the planned activity, such as head counts, miléstone accomplishment, or the de
formation security controls have been implemented;

fectiveness measures: measures that expr@ss the effect that realization of the plan
s on the organization’s information security objectives.

measures can be inherently organization-specific since each organization has its o
ation security objectives, policiesand requirements.

hat the terms “performanee:measures” and “effectiveness measures” should no
ne ISO/IEC 27001:2013,9.L requirement to evaluate information security performg
veness.

Performance imeasures

mance measures can be used to demonstrate progress in implementing ISMS procesy
ures andspecific security controls. Whereas effectiveness concerns the extent to v

can require

veness of the

haracteristics
pree to which

ned activities

wn particular

 be confused
nce and ISMS

es,associated
hich planned

ies havesbeen realised and intended results achieved, performance measures shou

d concern the

to-which information security processes and controls have been implemented. These measures

help d

ptermine whether the ISMS processes and information security controls have been implemented

as specified.

Performance measures use data that can be obtained from minutes, attendance records, project plans,
automated scanning tools and other commonly-used means of documenting, recording, and monitoring
ISMS activities.

The collection, analysis, and reporting of measures should be automated wherever possible, in order to
reduce the cost and effort required and the potential for human error.
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Example 1

Example 2

When measuring the degree of implementation of specific information security controls, such as
the percentage of laptops with hard disk encryption, the results of this measure will likely be, at
first, less than 100%. When the result reaches and remains at 100%, it can be concluded that the
information systems have fully implemented the security controls addressed by this measure, and
measurement activities can refocus on other controls in need of improvement.

Foranew IS
and other m
at all meeti
many attend
reason. At fi
should reach
to focus its 1

MS, the organization should first seek to ensure that top management attends therg
betings that can be called. The planned (or intended) result in this case is full atteng
\gs, barring sickness and permitted prior commitments. The measure is(simply]
versus how many ought to attend, with a possible modifier that absencéwas for
I'st, the results of these measures might indicate a shortfall. However, with time, rq
| and remain close to their planned targets. At this point, the organization should
heasurement efforts on effectiveness measures (see 7.3).

view
lance

how
good
sults
begin

After most pe
measurement
measures bec
improvement

shift away frdm these measures and towards effectiveness meaSures (see 7.3).

According to
performance

7.3 Effectil

Effectiveness
the ISMS risk
security obje

rformance measures reach and remain at 100%, the organization should begin to fqg
efforts on effectiveness measures. Organizations should‘nnever fully retire perfor
ause they can be helpful in pointing out specific sectirity controls that are in n
however, over time, the emphasis and resources being applied to measurement

hnd effectiveness at planned intervals.

yeness measures

measures should be used to deseribe the effectiveness and impact that the realisat
treatment plan and ISMS processes and controls have on the organization’s infor}
ctives. These measures should be used to determine whether ISMS processs
becurity controls are. operating as intended and achieving their desired out
on those objectives, effectiveness measures can be used to quantify, e.g.:

gs produced by the ISMS or through costs incurred from addressing information se

e of customer trust gained/maintained by the ISMS; and

Fement of other information security objectives.

cusits
mance
eed of
should

[SO/IEC 27001:2013, 9.1, it is likewise impaxtant to also measure the effectivenpess of
the managemient system (discussed next). To operate a Suitable ISMS, organizations should m

casure

ions of
mation
ps and
Comes.

curity

information
Depending up
a) costsaviy
incidents
b) the degré
c) the achie
Effectiveness

measures can be created by combining data obtained Irom automated monitorl

ng and

evaluation tools with manually-derived data about ISMS activity. This can require tracking a variety
of measures across the organization in a manner that can be directly tied to the ISMS activities and
information security events. To achieve this, an organization should have an established capability to:

d)

through performance measures;

e) collectda
f) manually
8)
h) interpret
8

ta from automated monitoring and evaluation tools;

collect data from ISMS activities;

normalize and analyse data originating from multiple automated and manual sources; and

and report this data to decision makers.

evaluate the degree to which ISMS processes, controls, or groups of controls have been implemented
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These effectiveness measures combine information about the realisation of the risk treatment plan
with a variety of information about resources and can provide inputs to the risk management process.
They can also provide the most direct insight into the value of information security to the organization

and ca

n be the ones that ought to be of most interest to top management.

Example 3

Exploitations of known vulnerabilities are known to cause a large portion of information security
incidents. The greater the number of known vulnerabilities and the longer that they are not
addressed (e.g. patched), the greater the probability of their exploitation by associated threats and
the greater the related risk exposure. An effectiveness measure can help an organization determine
its rigk

A trg
meas
each
mult
with

Example 4

Lk avpnasuracancad by cuch volnarahilitine
oStre-eaSeany-5He

ey =4 v roorrrere o

ining course can have specific training objectives for each course modude. An ¢
ure can help the organization to determine the extent to which eachctrdinee hag
lesson and is able to apply their new knowledge and skills. Theseymeasures ust
ple data points, such as: results of post-training tests; examinatjon 6f incident dat
training topics; or analysis of help desk calls correlated with training topics.

ffectiveness
understood
ally require
a correlated

8 Pi

8.1 ¢

Monitgring, measurement, analysis and evaluation.(see Figure 2) consists of the followin

a) id
b) cr
c) es
d) m
e) an
f) ey

In add
proces

[0CESSES

reneral

bntify information needs;

pate and maintain measures;

tablish procedures;

bnitor and measure;

alyse results; and

aluate informatign)security performance and ISMS effectiveness.

tion, there is'an ISMS management process that covers the review and improvemer
ses, see 88

b processes:

t of the above
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( )
Identify information
needs
\_ J
Evaluate information .
. Create and maintain
security performance
T measures
and ISMSeffectiveness J
Analyse results Establish procedures

[ )

L Monitor and measure J‘

igure 2 — Monitoring, measuremient, analysis and evaluation processes

8.2 Identify information needs

The creation ¢f measures should Begin with identification of information needs, which can assist in the
understandinfg of the operational characteristics and/or performance of any aspect of the ISMS, quch as
any of the follpwing:

a) interestedl party neéds;
b) the stratdgic direetion of the organization;

c) informatjon‘security policy and objectives; and

d) the risk treatment plan.

The following activities should be performed to identify relevant information needs:

e) examine the ISMS, its processes and other elements such as:
1) information security policy and objectives, control objectives and controls;
2) legal, regulatory, contractual and organizational requirements for information security; and
3) the information security risk management process outcomes.

f) prioritize the identified information needs based on criteria, such as:

1) risk treatment priorities;

10 © ISO/IEC 2016 - All rights reserved
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capabilities and resources of an organization;

interested party needs;

the information security policy and objectives, and control objectives;

information required to meet organizational, legal, regulatory, and contractual obligations; and

the value of the information to be obtained in relation to the cost of measurement;

select a subset of information needs required to be addressed in measurement activities from the

ioritized list; and

2)

3)

4)

5)

6)
g)

pr
h) dd
8.3 ¢
8.3.1
Organ

cument and communicate the selected information needs to all relevant interested parties.
Create and maintain measures

General

zations should create measures once and thereafter review and) systematically|update these

measufres at planned intervals or when the ISMS’s environment undergoes substantial fhanges. Such

s can include, among others:

e scope of the ISMS;

canizational structure;

ferested parties including interested party roles, responsibilities and authorities;
siness objectives and requirements;

bal and regulatory requirements;

hievement of desired and stable results for several subsequent cycles; and
froduction or disposition of\information processing technologies and systems.
g or updating such medsures can include, among others, the followings steps:
entify current security practices that can support information needs;

velop or update measures;

cument measures and define implementation priority; and

ep management informed and engaged.

ng‘measures is expected to take less time and effort than the initial creation.

changg
a) th
b) or
c) in
d) by
e) le
f) ac
g) in
Creati
h) id
i) ds
j) dg
k) ke
Updat
8.3.2

Identify current security practices that can support information needs

Once an information need is identified, organizations should inventory existing measurement and
security practices as a potential component of measurement. Existing measurement and security
practices can include measurement associated with:

a)

risk management;

b) project management;

‘)
d)

Cco

mpliance reporting; and

security policies.
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8.3.3 Develop or update measures

Measures should respond to the information need. They can rely on the current practices or they
need new ones. Newly identified measures can also involve an adaptation of existing measures or
measurement processes. In any case, the identified measures should be defined in sufficient detail to
enable these measures to be implemented.

Examples of data that can be collected to support security measures include:
a) output of various logs and scans;

b) statistics on training and other human resource activities;

c) relevant gurveys and questionnaires;

d) incident dtatistics;

e) results offinternal audits;

f) results offbusiness continuity/disaster recovery exercises; and
g) reports fifom management reviews.

These and other potential sources of data, which can be of either of internal or external origin, should
be examined @nd types of available data identified.

The selected fneasures should support the priority of the information needs and can consider:
h) ease of dgta collection;
i) availability of human resources to collect and manage'data;

j) availability of appropriate tools;

k) number df potentially relevant performancg ‘indicators supported by the measure;
1) ease of inferpretation;

m) number df users of developed measurement results;

n) evidence showing the measure’s fitness for purpose or information need; and

0) costs of cpllecting, mandging, and analysing the data.

Organizationg should document each measure in a form that ties the measure to the rglevant
information rfeed (or(needs) and provides sufficient information about the characteristics des¢ribing
the measure dnd how to collect, analyse, and report it. Suggested information descriptors are prpvided
in Table 1.

The examples in Annex B use Table 1 as a template. Two examples have an additional information
descriptor (called “action”), which defines the action to be taken in the event that the target is not met.
Organizations may include this information descriptor if they consider it useful. There is no single way
to specify such measurement constructs and Annex C demonstrates an alternative free-form approach.

It should be noted that different measures may need to be provided to meet the needs of different
measurement clients (see Table 1), which can be internal or external. For example, measures for
addressing top management information needs can differ from those for system administrator
consumption (e.g. either interested party can have a specific range or focus, or granularity).

Each measure should correspond to, at least, one information need, while a single information need
might require several measures.

Organizations should take care when using subjective measures as measures formed by combining two
or more subjective measures can adversely affect the final result.
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Table 1 — Example security measure descriptors

Information Meaning or purpose
descriptor gorpurp
Measure ID Specific identifier.
Information need Over-arching need for understanding to which the measure contributes.
Measure Statement of measurement, generally described using a word such as “percentage”,
“number”, “frequency” and “average”.
Formula/scoring How the measure should be evaluated, calculated or scored.
Desired result of the measurement, e.g., a milestone or a statistical measure or a set of
Target thresholds. Note that ongoing monitoring can be required to ensure continued attainment
of the target.
Implemmentation Evidence that validates that the measurementis performed, helps identify jossible causes
evider|ce of poor results, and provides input to the process. Data to provide input info the formula.
Frequénc How frequently the data should be collected and reported. Thereean be a regson for having
q y multiple frequencies.
Respohsible parties The person responsible for gathering and processing the measure. Af the least, an
p p Information Owner, Information Collector and Measurenient Client should be identified.
Potential data sources can be databases, tracking.toels, other parts of, th¢ organization,
Data spurce S e e ae )
external organizations, or specific individual rples.
Reporting How the measure should be collected and reparted, e.g., as text, numerically, graphically (pie
forma chart, line chart, bar graph etc.), as part of 4 ‘dashboard’ or another form of presentation.

It is very important to define measures in such way-as/to collect data once and use it for multiple
purposes. Ideally, the same data should support a variety of measures that can respond to different
interested parties’ information needs. Note also«that what is easiest to measure need not be most
meanipgful or most relevant.

Targets should state the desired end states:for specific measures with respect to the I§JMS processes
and controls, the achievement of information security objectives, and for the effectiveneps of the ISMS
to be gvaluated.

Establjshment of targets can be-facilitated if historic data that pertains to developed or selected
measures is available. Trends-observed in the past can in some cases provide insight into ranges of
performance that have existed previously and guide the creation of realistic targgts. However,
organizations should be«cautioned that without due consideration, setting targets bas¢d upon what
was pfeviously achieyéd)or previous performance can also perpetuate a status quo or| even impede
continpal improvement!

8.3.4 | Docunient measures and prioritize for implementation

Followjing definition of the required measures, their compilation should be documented ahd prioritized
for implementation based on the priority of each information need and feasibility of obtajning the data.
Performance measures should be implemented Tirst to ensure that ISMS processes and controls have
been implemented. Once performance measures are producing targeted values, effectiveness measures
can be implemented as well. See also 6.4 for guidance on when to perform monitoring and related
activities.

8.3.5 Keep management informed and engaged

Management on different organizational levels needs to be involved in developing and implementing
measures, so that the measures reflect management’s needs. Furthermore, management should receive
regular updates in appropriate formats and styles, to ensure that it remains informed concerning the
security measurement activities throughout the process of measures development, implementation
and application.
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8.4 Establish procedures
To implement defined and prioritized measures the following steps should be taken:

a) interested parties who should be participating in the security measurement process should be
made aware of measurement activities and the rationale behind it; and

b) data collection and analysis tools should be identified and, if needed, modified, to effectively and
efficiently gather measures.

Organizations should establish procedures for data collection, analysis, and reporting of measures, for
example by:

c) data colldction, including secure data storage and verification. The procedures should defire how
datais collected, stored, verified and which context information is necessary for furtherprocgssing.
Data verification can be performed by applying such techniques as:

1) ensuring a value lies within a range of possible values;
2) checking against a list of expected values; and
3) captyring contextual information, e.g., the time at which a datum was-collected.

d) data analysis and reporting of analysis of measures. The procedures should specify the data
analysis ffechniques and the frequency for reporting the resulting\measures;

e) reporting methods and formats, which can include:
1) scorgcards to provide strategic information by integrating high-level performance indicptors;

NOTE These may be termed ‘key performance indicators’ (see the information security measufrement
model in Annex A).

2) execytive and operational dashboards fé¢used on strategic objectives, rather than on specific
contrjols and processes;

3) repoyting formats ranging from simple and static styles, such as a list of measures for 4 given
time [period, to more sophisticated cross-referencing reports with nested groupings, [rolling
sumrharies, and dynamic dril<through or linking. Reports can be more useful when thgre is a
need|to present interested\parties with raw data in an easy-to-read format; and

4) gauges to represent dynamic values including alerts, additional graphical elemenfs and
labelling of end-points.

8.5 Monitdr and' measure

Procedures fdr.fgonitoring and measurement accomplished by either manual or automated means, and
for storage ald-vmﬁcaﬁonwhnﬁd—bnbﬁﬂ?d—wmﬁtmmmﬁfy?ng the

data collected against a checklist to ensure that the effects on the analysis of missing data are minimal
and that the values are correct or within recognized bounds. For the purpose of analysing, sufficient
data should be collected to ensure that the results of analysis are reliable.

Organizations should collect, analyse, evaluate and report measures to relevant interested parties
with established periodicity. When any of the conditions stated in 8.3.1 occur, the organization should
consider updating its monitoring, measurement, analysis, and evaluation processes.

Prior to publishing information in reports, dashboards, etc., the organization should determine how
collected data and results can be shared, and with whom, as some information security-related data
can be sensitive from a confidentiality perspective.
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Moreover, there is benefit to having a process to check and evaluate the collection process to confirm
that the right measures are being collected and in a manner such that they are repeatable, precise and
consistent.

8.6 Analyse results

Collected data should be analysed in relation to the target for each individual measure. Guidance for
performing statistical analysis can be found in ISO/TR 10017.

The data analysis results should be interpreted. The person analysing the results (communicator)
should be able to draw some initial conclusions based on the results. However, since the communicator(s)

might
revie

Data 3
impler
impler]

8.7 1

In accq

a)

€X
se

b) ex

It ther
data W
interp

ed by other interested parties. All interpretations should take into account the

nalysis should identify gaps between the expected and actual measurement
hented ISMS, controls or groups of controls. Identified gaps can point to\needs for 1

Lvaluate information security performance and ISMS effectiveness
rdance with 5.2, organizations should:

press their information needs in terms of the organization’s questions concernin
curity performance and ISMS effectiveness; and

press their measures in terms of those information needs.

efore follows that the analysis of the results of monitoring and measurement
rhich can be used to satisfy the information needs (see Annex A). Evaluation is
reting that data to answer the organization’s information security performar

ns need to be
fontext of the

results of an
mproving the

hented ISMS, including its scope, policies, objectives, controls, processes and proceglures.

b information

will provide
he process of
ce and ISMS

effectiveness questions.

8.8 Review and improve monitoring, measurement, analysis and evaluation{processes

Monit ove with the

needs
a)
b)
c)
d)

dring, measurement, analysis, and evaluation processes should continually impi
pf the ISMS. Continual improvement activities can include, among other things:

soliciting feedback from interested parties;

refising colle¢tion and analysis techniques, based on lessons learned and other feedfack;

reyising implementation procedures; and

information security benchmarking data.

8.9 Retain and communicate documented information

In order to fulfil the requirements of ISO/IEC 27001:2013, 9.1, it is only necessary for organizations
to retain documented information as evidence of the organization’s monitoring and measurements.
Organizations are at liberty to decide what is appropriate. Organizations can, for example, document
the process and the methods used to analyse and evaluate the results.

Reports that are used to communicate measurement results to relevant interested parties should be
prepared using appropriate reporting formats. The conclusions of the analysis should be reviewed by
relevant interested parties to ensure proper interpretation of the data. The results of data analysis
should be documented for communication to interested parties.
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The information communicator should determine how to communicate the information security
measurement results, such as:

a) which measurement results should be reported internally and externally;
b) listings of measures corresponding to individual interested parties, and interested parties;

c) specific measurement results to be provided, and the type of presentation, tailored to the needs of
each group; and

d) means for obtaining feedback from the interested parties to be used for evaluating the usefulness
of measurement results and the effectiveness of information security measurement.
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Annex A
(informative)

An information security measurement model

The measurement information model described in Figure A.1 is presented and explained in
ISO/IEC 15939 and can be applled to ISMS It descrlbes how attrlbutes of relevant entities can be
: he model is a

For expmple, the information need can be how well the employees are informed about'thje mformatlon
securify policy. Entities include processes, controls, documented information) systems, devices,

auditing process, information classification, management of access rights, jnformation s¢curity policy,
The measurement information model helps to determine what theneasurement planner needs to

ISO/IEC 27001:2013, 9.1 requires that organizations evaluate the information security| performance
and thle effectiveness of the ISMS. This often involves the, identification of indicators, anjd from these,
according to the significance and importance of the indicators to the organization’s purposes, key
performance indicators (KPI - sometimes also referredto’as ‘key success indicators’) can be identified.

To detprmine such indicators, an organization canestablish base measures and derive a measure from
them by using a measurement function that combines two or more base measures.

The measurement model in this Annex (using base measure, derived measure, performdnce indicator
and me¢asurement result) is an example of.the approach to fulfil the ISMS requirements for;ﬁqeasurement.
There pre other possible ways of looking-at the process of measurement, analysis and evalluation.
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Evaluation

i_ Information

needs

Information

process that satisfies the product

| The outcome of the measurement
| information needs

I
Explanation relating the

| quantitative information in the
| indicator to the information needs
in the language of the

| measurement users

Interpretation

Variable assigned a value by
applying the analysis model to
base and/or derived measures

Indicator

Algorithm for combining
measures and decision criteria

(analysis)

Variable assigned a

y

value by applying the
measurement function
to two or more values
of base measures

Measurabl
concept

Derived
measure

Derived
measure

Algorithm for combining
two or more base
measures

Measurement
function

Measurement'

|
Monitoring:

Variable assigned a value
by applying the method
to one attribute

Base
nieasure

Base
measure

Operations mapping
an attribute to a,scale

Measurement

method

Measurement

method

Mo ..
| Entlty | Property relevant to
| information needs Attribute
I |
- r--—-—-—-----" Y- - - Y= (= - = = == = _
Figare A.1 — Key relationships in the measurement information model
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Annex B

(informative)

Measurement construct examples

B.1 General

The ekamples in Annex B follow the principles set out in this document. The
measurement construct examples to specific clauses or control objeetive
C 27001:2013.

maps
1SO/IH

table below

numbers

Related ISMS processes

and controls

(Clause or control number in

ISO/IEC 27001:2013)

Measurement construct example names

51,71

B.2 Resource allocation

7.5.2,A.5.1.2 B.3 Policy review

5.1,9.3 B.4 Management commitment

8.2,8.3 B.5 Risk exposurée

9.2,A18.2.1 B.6 Audit programme

10 B.7 Improvement actions

10 B.8 Security incidents cost

10,A.16.1.6 B.9 iearning form information security incidents
10.1 B.10 Corrective action implementation

A.7.2 B.11 ISMS training or ISMS awareness

A72.2 B.12 Information security training
A.7.2.1,A.7.2.2 B.13 Information security awareness compliance
A7.2.2 B.14 ISMS awareness campaigns effectiveness

A.7.2.2,A9.3.1 A316.1

B.15 Social engineering preparedness

A9.31

B.16 Password quality - manual

A9.3.1 B.17 Password quality - automated

A.9.2:5 B.18 Review of user access rights

ATR1.2 B.19 Physical entry controls system evaluation
A11.1.2 B.20 Physical entry controls effectiveness

AT 2% B2t Mamagementof periodic mmaimtearnce
A12.1.2 B.22 Change management

A12.21 B.23 Protection against malicious code
A12.2.1 B.24 Anti-malware

A12.21,A172.1

B.25 Total availability

A12.2.1,A.13.1.3

B.26 Firewall rules

A12.4.1

B.27 Log files review

Al12.6.1

B.28 Device configuration

Al12.6.1,A.18.2.3

B.29 Pentest and vulnerability assessment

Al2.6.1

B.30 Vulnerability landscape

A.15.1.2

B.31.1/B.31.2 Security in third party agreements
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Related ISMS processes
and controls
(Clause or control number in
ISO/IEC 27001:2013)

Measurement construct example names

A.l6 B.32 Security incident management effectiveness
A.16.1 B.33 Security incidents trend

A16.1.3 B.34 Security event reporting

A18.2.1 B.35 ISMS review process

A.18.2.3 B.36 Vulnerability coverage

A cross refer
is included fo

once of the rn]af—innchip to clauses or control nh}iﬂr‘h'vn numbers in ICﬂI/TF‘(‘ 27001:2013

I each example. In addition, for two examples (B.20 and B.28) an additional infor

mation

descriptor called “action” is included. This defines the action to be taken in the event that the'target is
not met. Organizations may include this information descriptor if they consider it useful. Indeed, there
is no single Way to specify such measurement constructs and Annex C demonstrates‘an altefnative
free-form apgroach.
B.2 Resoupce allocation
Information descriptor Meaning or purpose
Measure ID Organization-defined
Information n¢ed Quantify resources which are being allocated to information security with rfespect
to original budgets
Measure Breakdown of resources allocated\to information security (internal pergonnel,
contracted personnel, hardware, software, services) within annual budgef]
Formula/scoring Allocated resources/used resources within a budgeted period of time
Target 1
Implementatiqn evidence Information securityrésource monitoring
Frequency Yearly
Responsible parties Information Qwner: information security manager
InformationyCollector: information security manager
Information Customer: board of directors
Data source Information security budget
[formation security effective expenditure
Information security resources usage reports
Reporting format Radar diagram with a resource category for each axis and the double indicdtion of
allocated and used resources

Relationship

20

I50/1EC 27001:2015, 5.1: Leadership and commitment
ISO/IEC 27001:2013, 7.1: Resources
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Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

To evaluate whether the policies for information security are reviewed at planned

intervals or if significant changes occur

Measure Percentage of policy reviewed

Formula/scoring Number of information security policies that were reviewed in previous year/
Number of information security policies in place * 100

Target] Green: >80, Orange >=40%, Red <40%

Implementation evidence

Document history mentioning review of document or docwment
date of last review

list indicating

Frequ¢ncy Collect: after planned interval defined for reviews (e.g-yearly or after significant
changes)
Report: for each collection
Responsible parties Information owner: Policy owner who has approved management|responsibility
for the development, review and evaludtion of the policy
Information collector: Internal auditer
Measurement client: Chief inforntation security officer
Data spurce Review plan of policies, history section of a security policy, list of documents
Reporting format Pie chart for current situation and line chart for compliance evolution fepresentation
Relatignship ISO/IEC 27001:2013, A.5.1.2: Review of the policies for informption security

ISO/IEC 270012013, 7.5.2: Creating and updating of documente

d information

© ISO/IEC 2016 - All rights reserved
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B.4 Management commitment

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess management commitment and information security review activities
regarding management review activities

Measure a) Management review meetings completed to date
; b) Average participation rates in management review meetings to date
Formula/scorilng a) Divide [management review meetings performed] by [managementfeview
meetings scheduled]
b) Compute mean and standard deviation of all participation ratesto management
review meetings
Target Resulting ratio of indicator a) should fall between 0.7 and\1.1 to conclude the

achievement of the control objective and no action. Evenif itfails, it should pe still
over 0.5 to conclude the least achievement. With regard'to indicator b), Conhputed
confidence limits based on the standard deviation inidicate the likelihood that an
actual result close to the average participation-rate will be achieved. Very wide
confidence limits suggest a potentially large departure and the need for contifigency
planning to deal with this outcome.

Implementatign evidence

1.1 Count management review meetings'scheduled to date

1.2 Per management review meetings to date, count managers planned to fpttend
and add a new entry with a defaultwalue for unplanned meetings performed in an
ad hoc manner

2.1.1 Count planned management review meetings held to date
2.1.2 Count unplanned management review meetings held to date
2.1.3 Count rescheduled management review meetings held to date

2.2 For all management review meetings that were held, count the nunjber of
managers who attended

Frequency

Collect: Monthly

AnalySis:‘Quarterly

Report: Quarterly

Measurement revision: Review and update every 2 years

Period of measurement: Applicable 2 years

Responsible parties

Information owner: Quality system manager (assuming combined management
system of QMS and ISMS)

Information collector: Quality manager; Information security manager

Measurement client: Managers responsible for ISMS; Quality system manager

Data source

1. Information security management review plan/schedule

2. Management review minutes/records

Reporting format

Line chartdepicting indicator with criteria over several data collection and reporting
periods with the statement of measurement results. The number of data collection

and reporting periods should be defined by the organization.

Relationship

22

ISO/IEC 27001:2013, 9.3: Management review
ISO/IEC 27001:2013, 5.1: Leadership and commitment
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Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess exposure of the organization to information security risks

Measure

a) High and medium risks beyond acceptable threshold

b) Timely review of high and medium risks

Formuta/scoring

3 o MR T NP 1 1 et MR 1 1 ; ;
dJ T T ESITOTTU TOT MIGIT aITt MEUTUTIT TISKS SIToud 0T Uelned dira resp nsible parties

alerted if the threshold is breached

b) Number of risks without status update

Target 1
Implementation evidence Updated risk register
Frequéncy Collect: minimum quarterly
Report: each quarter
Responsible parties Information owner: Security staff
Information collector: Security staff,
Data spurce Information risk register
Reporting format Trend of high risks
Trend of accepted high andumedium risks
Relatignship ISO/IEC 27001:2013§8.2: Information security risk assessment

ISO/IEC 27001:2013, 8.3: Information Security Risk Treatment
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B.6 Audit programme

Information descriptor Meaning or purpose
Measure ID Organization-defined
Information need Completeness of the audit programme
Measure Total number of audit performed compared with the total number of audits planned
Formula/scoring (Total number of audits performed) / (Total number of audits planned) * 100.
Target 0504
Implementatign evidence Audit programme and related reports monitoring
Frequency Yearly
Responsible parties Information owner: Audit manager
Information collector: Audit manager
Information customer: Top management
Data source Audit programme and audit reports
Reporting format Trend chart linking the ratio of completed audits @gainst the programme f¢r each
sampled year

Relationship ISO/IEC 27001:2013, 9.2: Internal audit
ISO/IEC 27001:2013, A.18.2.1: Indepéndent review of information se¢urity
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B.7 Improvement actions

Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

Verify the status of improvement actions and their managementaccording with plans

Measure Percentage of actions on time, costs and quality (i.e. requirements) against all
planned actions
The actions should be the ones planned (i.e. opened, stand-hy and jn progress) in
the beginning of the timeframe

Formula/scoring [(Actions on time, costs and quality) / (Number of actions)] 100

Target 90%

Implerhentation evidence Status monitoring of each action

Frequé¢ncy Quarterly

Responsible parties Information Owner: project management office

Information Collector: project management office

Information Customer: information secunity manager

Data spurce Relevant project plans

Reporting format List of all relevant actions and their status (actual time, costs and gpality forecast
against the planned ones) with'the percentage of actions on time, cofts and quality
against the relevant number of actions in the timeframe

Relati¢nship ISO/IEC 27001:2013§Clause 10: Improvement

Note that this measure may be improved>by weighting each action considering their cfiticality (e.g.,

action

A list d

5 that address high risks).

f all relevant actions should betogether with the synthetic result, so that a high n

critical but within acceptable beundaries won’t hide a low number of critical actions outs

bound

nries.

imber of non-
de acceptable
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B.8 Security incident cost

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Considerations about costs arising from lack of information security

Measure Sum of costs for each information security incident occurred in the sampling period
Formula/scoring Sum (costs of each information security incident)

Target Less-than-anacceptable-threshold-defined-by-the erganization

Implementatign evidence Systematic gathering of costs for each information security incidents

Frequency Quarterly

Responsible parties Information owner: Computer security incident response team~(CSIRT)

Information collector: Information security manager

Information customer: Top management

Data source Incident reports

Reporting format Column chart showing costs of information security incidents for this and prjevious
sampling periods.

It can be followed by a drill-down with:
— average cost of each information security incident;

— average cost of each information security incident for each information
security incident category (categories should be previously defined).

Relationship ISO/IEC 27001:2013, Clatise 10: Improvement
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B.9 Learning from information security incidents

Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

Verify whether security incidents trigger actions for improving the

current security situation

Measure Number of security incidents that trigger information security improvement actions
Formula/scoring Sum of security incidents that triggered actions/Sum of security incidents
Target Value should be higher than the threshold defined by the organizagion

Implementation evidence

Action plan with link to security incidents

Frequéncy Collect: Quarterly
Report: Every semester
Responsible parties Information owner: Computer security incident response team (CYIRT)

Information collector: Information security mamnager

Information customer: Information security'manager

Data s

purce

Incident reports

Repor

ing format

Column chart showing costs of inforfnation security incidents for th
sampling periods.

It can be followed by a drill-dewn with:
— average cost of eagh information security incident;

— average cost.@f each information security incident for ea

security incident category (categories should be previously defined).

s and previous

h information

Relati

nship

ISO/IEC 27001:2013, Clause 10: Improvement
ISO/IEC 27001:2013, A.16.1.6: Learning from information secy
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B.10 Corrective action implementation

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Assess performance of corrective action implementation

Measure a) Status expressed as a ratio of corrective action not implemented

b) Status expressed as a ratio of corrective action not implemented without reason

I C) Irend of statuses

Formula/scorilng a) Divide [Corrective action not implemented to date] by [Corrective4dctions
planned to date]

b) Divide [Corrective action not implemented without reason}’by [Corjective
actions planned to date]

c) Compare Statuses with Previous statuses

Target In order to conclude the achievement of the objective’and no action, the rdtios of
indicator a) and b) should fall respectively between 04 and 0.0 and betwgen 0.2
and 0.0, and Trend of indicator c) should have been declining for the last 2 feport-
ing periods. The indicator c) should be presented in comparison with previous
indicators so that the trend in corrective action implementation can be examined.

Implementatign evidence 1. Count corrective actions planned to bedmplemented to date
2. Count corrective actions recorded.ds implemented by due date

3. Count corrective actions recorded as planned actions not taken with the feason

Frequency Collect: Quarterly

Analysis: Quarterly

Report: Quarterly

Measurement Reyision: Review annually

Period of Measurement: Applicable 1 year

Responsible parties Informationyowner: Managers responsible for ISMS
Inforration collector: Managers responsible for ISMS

Measurement client: Managers responsible for ISMS; Information security mpnager

Data source Corrective action reports

Reporting format Stacked bar chart with the statement of measurement results including an ex¢cutive
summary of findings and possible management actions, that depicts total number
of corrective actions, separated into implemented, not implemented without a
legitimate reason, and not implemented with a legitimate reason.

Relationship ISO/IEC 27001:2013, 10.1: Nonconformity and corrective action
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B.11ISMS training or ISMS awareness

Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

To measure how many employees received an ISMS related awareness training and
establish control compliance with the organization’s information security policy

otherwise Yellow: if 11>60% and 12>30%
otherwise Red

Red - intervention is required, causation analysis must be conducte
reasons for non-compliance and poor performance

Yellow - indicator should be watched:closely for possible slippage

Green - no action is required

Measure Percentage of employees having participated to an ISMS awareness training

Formula/scoring 11 = [Number of employees who received ISMS training/number of employees who
have to receive ISMS training] * 100
[2 = [Number of employees who renewed their ISMS trainifig in the last year /
number of employee in scope] * 100

Target] Green: if 11>90 and 12>50%

o Red

d to determine

Implementation evidence

Participation lists of all awareness trainings; count of logs/regist
training field/row filler as*Received”

Fies with ISMS

Frequ

PNCY

Collect: Monthly, first werking day of the month
Analysis: Quarterly

Report: Quarterly

Measurement,Revision: Review annually

Period of'Measurement: Annual

Respo

hsible parties

Information owner: Training manager - Human resources
Infermation collector: Training management - Human resource de|

Measurement client: Managers responsible for an ISMS, Chie
security officer

partment

f information

Datas

burce

Employee database, training records, participation list of awarene

5S trainings

Repor

ing format

Bar graph with bars colour-coded based on target. Short summary of what the measure

means and possible management actions should be attached to thej
OR

bar chart.

Pie chart for current situation and line chart for compliance evolution

epresentation.

Relationship

ISO/IEC 27001:2013, A.7.2: Competence.
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B.12 Information security training

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To evaluate compliance with annual information security awareness training
requirement

Measure Percentage of personnel who received annual information security awareness training

Formula/scoring [Number of employees who received annual information security awareness

training/number of employees who need to receive annual information-sgcurity
awareness training] * 100

Target 0-60% - Red; 60-90% - Yellow; 90-100% Green. For Yellow, if progress of 4t least
10% per quarter is not achieved, rating is automatically red.

Red - intervention is required, causation analysis must be conducted to det¢rmine
reasons for non-compliance and poor performance.

Yellow - indicator should be watched closely for possibleslippage to Red.

Green - no action is required.

Implementatiqn evidence Count oflogs/registries with annual informationSécurity awareness training field/
row filler as “Received”

Frequency Collect: Monthly, first working day of théimonth
Analysis: Quarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Anmual

Responsible parties Information owner: Information security officer and Training manager
Information collector: Training management - Human resource department

Measurement-client: Managers responsible for an ISMS; Security manag¢ment;
Training management

Data source Employee database, training records

Reporting format Bargtaph with bars colour-coded based on target. Short summary of what thg meas-
ure-means and possible management actions should be attached to the barjchart.

Relationship ISO/IEC 27001:2013, A.7.2.2: Information security awareness, education and
training.
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B.13 Information security awareness compliance

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess status of compliance with organization security awareness policy among

relevant personnel

Measure

1. Progress to date

2. Progress to date with signing

|
Formdla/scoring

Derive the “progress to date” by adding status for all personnel
planned to be completed to date

Derive “progress to date with signing” by divide personnel having
by personnel planned for signing to date

a) [divide progress to date by (personnel planned tojdate times 100}
to date with signing

b) Compare status with previous statuses

having signed,
signed to date

| and progress

Target

a) Resulting ratios should fall respectively between 0.9 and 1.1 anq
and 1.01 to conclude the achievement ofthe control objective and 1

b) Trend should be upward or stable

between 0.99
o action; and

Implementation evidence

1.1. Count number of personfié]*scheduled to have signed and
training to date

1.2. Ask responsible individual for percent of personnel who have
training and signed

2.1. Count number of‘personnel scheduled to have signed by this d:

2.2. Count numper of personnel having signed user agreements

ompleted the

completed the

ite

Frequ¢ncy

Collect: Monthly, first working day of the month
Analysis: Quarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Annual

Responsible parties

Information owner: Information security officer and Training man
Information collector: Training management; Human resource dep

Measurement client: Managers responsible for an ISMS; Security
training management

hger
artment

management.

Data spurce

1.1. Information security awareness training plan/schedule: Personnel i(fentified inplan

1.2 Personnel who have completed or in progress in the training: Personnel status
with regard to the training

2.1. Plan for signing user agreements/schedule: Personnel identified in plan for signing

2.2. Personnel having signed agreements: Personnel status with regard to the
signing of agreements

Reporting format

Standard Font = Criteria have been met satisfactorily
Italic Font = Criteria have been met unsatisfactorily

Bold Font = Criteria have not been met
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Relationship ISO/IEC 27001:2013, A.7.2.2: Management responsibilities

ISO/IEC 27001:2013, A.7.2.1: Information security awareness, education and
training
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B.14 ISMS awareness campaigns effectiveness

Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

To measure if employees have understood content of awareness campaign

Measure Percentage of employees passing a knowledge test before and after ISMS awareness
campaign

Formula/scoring Choose a given number of employees who were targeted by an awareness campaign
and let them fill out a short knowledge test about topics of the awarepess campaign
Percentage of people passed the test

Target Green: 90-100% of people passed the test, Orange: 60-90%,'6f people passed the

test, Red: <60% of people passed the test

Implementation evidence

Awareness campaign documents/information pfovided to emp
employees who followed awareness campaign; knowledge tests

loyees; list of

Frequéncy Collect: one month after awareness campaign
Report: for each collection
Responsible parties Information owner: Human resources
Information collector: Human resotrces
Measurement client: Information security manager
Data spurce Employee database, awareness campaign information, knowledge est results
Reporting format Pie chart for representing’percentage of staff members passed thg test situation
and line chart for eygliition representation if extra training has been organised
for a specific topic
Relati¢gnship ISO/IEC 27001:2013, A.7.2.2: Information security awareness, pducation and

training
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B.15 Social engineering preparedness

Information descriptor Meaning or purpose
Measure ID Organization-defined
Information need To evaluate whether staff is prepared to react properly in case of some social

engineering attacks

Measure Percentage of staff that react correctly to a test, e. g., who did not click on a link in
a given test consisting in sending a phishing email to (a selected part of the) staff

Formula/scoring a=Number of staff having clicked on the link/number of staff participating in fhe test

b = 1-Number of staff having reported the dangerous email throughCapprdpriate
channels

¢ =Number of staff having followed the instruction given when-clicking on tle link,
i.e. start revealing a password/number of staff participating

d = An appropriate weighted sum of the above parameter; depending on the hature

of the test
Target d: 0-60: Red, 60-80: Yellow, 90-100: Green
Implementatiqn evidence Count of activity on a simulated command and-cantrol addressed by the link. Take

care to respect personnel privacy aspects,.and to anonymise data so thiat test
participants do not have to fear negative’consequences from this test.

Frequency Collect: monthly to annually, dependingon'the criticality of social engineering gttacks

Report: for each collection

Responsible parties Information owner: Chief information security officer
Information collector: IT security officer trained to respect privacy aspectfs

Measurement client: Riskowner

Data source List of staff, or users-efa given service; Awareness support, communication|(email
or intranet)

Reporting format Test report indicating test details, measurements, analysis of resulfls, and
recommepdation, based on target and agreed treatment

Relationship ISO/IEC 27001:2013, A.16.1: Management of information security in¢idents
and-improvements

ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication information

ISO/IEC 27001:2013, A.7.2.2: Information security awareness, education and
training
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B.16 Password quality - manual

Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

To assess the quality of the passwords used by the Users to access the

organization’s IT systems

Measu

re

Total number of passwords that comply with organization’s password quality policy

a) Ratio of passwords which meet organization’s password guality

policy

b) Trends of compliance status regarding password quality policy

Formula/scoring

Count number of passwords in user password database
Determine the number of passwords which satisfy organization’s p

¥ of [Total number of passwords that comply with organization’s pa
policy for each user]

a) Ratio of passwords which meet organization’s password quality
b) Trends of compliance status regarding(password quality policy

c) Divide [Total number of passwords.complied with organizati
quality policy] by [Number of registered passwords]

d) Compare ratio with the preyious ratio

issword policy

ssword quality

policy

bn’s password

Target

Control objective is achievedand no action required if the resulting
0.9.If the resulting ratio js bétween 0.8 and 0.9 the control objective

but positive trend indicates improvement. If the resulting rati
immediate action sheuld be taken.

F ratio is above
s not achieved,
b is below 0.8

Implementation evidence

1 Count number of passwords on user password database
2 Determine thé-number of passwords which satisfy organization’s p

Configuration file, password setting or configuration tool

hssword policy

Frequyg

ENCy

Collect;Depending on the criticality but minimum yearly
Ahnalysis: After each collection

Report: After each analysis

Measurement Revision: Yearly

Period of Measurement: Yearly

Respo

hsible parties

Information owner: System administrator
Information collector: Security staff

Measurement client: Managers responsible for an ISMS, Security m

anager

Datas

Ource

Hserpassword database; Tdividuat passwords

Reporting format

Trend line that depicts the number of passwords compliant with

password quality policy, superimposed with trend lines produced during previous

reporting periods.

organization’s

Relationship

ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication information
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B.17 Password quality - automated

Information descriptor Meaning or purpose
Measure ID Organization-defined
Information need To assess the quality of the passwords used by the Users to access the

organization’s IT systems

Measure 1 Total number of passwords

2 Total number of uncrackable passwords

|
Formula/scorilng 1 Ratio of passwords crackable within 4 hours
2 Trend of the ratio 1
a) Divide [Number of uncrackable passwords] by [Total numberofpasswofds]

b) Compare ratio with the previous ratio

Target Control objective is achieved and no action required if the résulting ratio i§ above
0.9.If the resulting ratio is between 0.8 and 0.9 the conttol-objective is not achieved,
but positive trend indicates improvement. If the\reSulting ratio is belpw 0.8
immediate action should be taken.

Implementatign evidence 1 Run query on employee account records

2 Run password cracker on employee systenraccount records using hybrid|attack

Frequency Collect: Weekly

Analysis: Weekly

Report: Weekly

Measurement revision: Review and update every year

Period of measurementrApplicable 3 years

Responsible parties Information owner: System administrator
Information cellector: Security staff

Measurement client: Managers responsible for an ISMS, Security manager

Data source Employee system account database

Reporting format Trend line that depicts password crackability for all records tested superingposed
withl/lines produced during previous tests.

Relationship ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication informatiof
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B.18 Review of user access rights

Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

Measure on how many systematic user access rights reviews are
critical systems

performed on

Measure Percentage of critical systems where user access rights are periodically reviewed
Formula/scoring [Number of information systems classified as critical where periodic access rights

reviews are performed/Total number of information systems classified s critical] * 100
Target] Green: 90-100%, Orange: 70-90%, Red <70%

Implementation evidence

Proofs of reviews (e.g. email, ticket in ticketing system, formula p1
completion)

oofing review

Frequ¢ncy Collect: After any changes such as promotion, demotion 'orterminationjof employment
Report: each semester
Responsible parties Information owner: Risk owner

Information collector: Chief information security officer

Measurement client: Information seéurity manager

Data spurce Assetinventory, system used to track ifreviews were performed, e.g., T{cketing system
Reporting format Pie chart for current situationandline chart for compliance evolution fepresentation
Relati¢gnship ISO/IEC 27001:2013, A9:2.5: Review of user access rights
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B.19 Physical entry controls system evaluation

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To show the existence, extent and quality of the system used for access control
Measure Strength of physical entry controls system

Formula/scoring Scale from 0-5

AT . 1
U TIIETE IS ITU dCCESS CUIIT U1 S YSLCIII

1 There is an access system where PIN code (one factor system).is.uged for
entry control

2 There is an access control card system where pass card (one-factor sysfem) is
used for entry control

3 There is an access card system where pass card and/PIN code is uded for
entry control

4 Previous + log functionality activated

5 Previous + PIN code is replaced by biometric authentication (fingerprint, voice
recognition, retina scan etc.)

Target Value 3= satisfactory

Implementatiqn evidence Qualitative assessment where each subset grade is a part of the grade above. (ontrol
the type of entry control system and inspect the following aspects:

— Access control card system eXistence
— PIN code usage
— Log functionality

— Biometric authentication

Frequency Collect: Yearly

Analysis: Yearly

Report: Yeatly

MeaSurement revision: 12 months

Period of measurement: Applicable 12 months

Responsible parties Information owner: Facility manager
Information collector: Internal auditor/external auditor

Measurement client: Management committee

Data source Identity management records
Reporting format Graphs
Relationship ISO/IEC 27001:2013, A.11.1.2: Physical entry controls
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B.20 Physical entry controls effectiveness

Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

1. Ensure an environment of comprehensive security and accountability for

personnel, facilities, and products

2. Integrate physical and information security protection mechanisms to ensure

appropriate protection of the organization’s information resources

Measu're

Number of unauthorized entry into facilities containing information-slystems (subset

of physical security incidents)

Formula/scoring

Current number of physical security incidents allowing unauthorized entry into

facilities containing information systems/previous valpe

(Note that these measures need to take into accountrganization-specific context

such as the total number of physical security incidents)

Target

Below 1.0

Implethentation evidence

Systematic analysis of physical security ipeident reports and accesfs control logs

Frequ

nCy

Quarterly for data gathering and reportihg

Respo

hsible parties

Information owner: Physical security officer

Information collector: ComputerSecurity incident response team (CSIRT)

Information customer: Chief iaiformation officer, Chief information 4

ecurity officer

Data spurce Physical security incident reports
Physical access controllogs
Reporting format Plot showing trend of unauthorized entry into facilities containinlg information
systems for thexmost recent sampling periods
Relati¢gnship ISO/IEC 27001:2013, A.11.1.2: Physical entry controls
Action| Review and improve physical security controls applied to informfation systems.
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B.21 Management of periodic maintenance

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To evaluate timeliness of maintenance activities in relation to schedule

Measure Maintenance delay per completed maintenance event

. For each completed event, subtract [Date of actual maintenance] from [Date of

Formula/scoring .
scheduled maintenance]
1. Organization-specific, for example, if average delay is consistently shoying at
over 3 days, the causes need to be examined

Target 2. Ratio of completed maintenance events should be greater than.0.9

3. Trend should be stable or close to 0
4. Trend should be stable or upwards

1 Dates of scheduled maintenance
) ) 2 Dates of completed maintenance
Implementatiqn evidence
3 Total number of planned maintenance events

4 Total number of completed maintenance évents

Collect: quarterly

Frequency

Report: annually

Information owner: System adrinistrator
Responsible Parties Information collector: Security staff

Measurement client: Security manager, IT manager

1 Plan/schedule of system maintenances
Data source )
2 Records of system maintenances

Line chart that depicts the average deviation of maintenance delay, superinpposed
with linespreduced during previous reporting periods and the numbers of systems
Format within the'scope

Anexplanation of findings and recommendation for potential management]action

Relationship [SO/IEC 27001:2013, A.11.2.4: Equipment maintenance
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B.22 Change management

Information descriptor

Meaning or purpose

Measure ID Organization-defined

Information need Evaluate whether change management best practice as well hardening policy are
respected

Measure Percentage of new installed systems that were respected change management best
practice and hardening policy

Formufla/scoring Number of newly installed applications or systems where evidencef of respecting
the change management best practices are available/number’ef nfewly installed
applications

Target All systems must follow the change management guidelines

Implerhentation evidence

Ticketing system, e-mails, reports, checklist used for‘configuratior]

Frequé¢ncy Collect: Every semester
Report: Yearly to management, each semestefto Information security manager
Responsible parties Information owner: Risk owner

Information collector: Risk owner

Measurement client: Information security manager

Data spurce Ticketing system, e-mails, repérts, checklist used for configuration| configuration
review tool report

Reporting format Pie chart for current situation and line chart for compliance evolution fepresentation

Relati¢gnship ISO/IEC 27001:2013, A.12.1.2: Change management
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B.23 Protection against malicious code

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To assess the effectiveness of the protection system against malicious software attacks

Measure

Trend of detected attacks that were not blocked over multiple reporting periods

Formula/scori

ng

Number of security incidents caused by malicious software/number of detected

and blocked attacks caused by malicious software

Target

Trend line should remain under specified reference, resulting in a dowuw
constant trend

ard or

Implementatic

n evidence

1 Count number of security incidents caused by malicious software
incident reports

2 Count number of records of blocked attacks

in the

Frequency

Collect: Daily

Analysis: Monthly

Report: Monthly

Measurement Revision: Review annually

Period of Measurement: Applicable 1 year

Responsible p

hrties

Information owner
Information collector

Measurement client

Data source

1 Incident reports

2 Logs of countermeasure software for malicious software

Reporting format

Trend line that depicts ratio of malicious software detection and preventio
lines produced during previous reporting periods

n with

Relationship

NOTE Org
incorrect analy

— “numb
such mea

hnizations adgpting this measure should consider the following issues that may leag
sis of suchimeasure:

er of detected and blocked attacks caused by malicious software” can be very hig
suré.can result in very small ratios;

ISO/IEC 27001:2013, A.12.2.1: Controls against malware

to an

n; thus

— if in Jmeperiod there s amr Icrease of Spreading of a SPeciiic viras, ammr organizatt

n may

experience an increase of malware attacks and incidents; in this case the ratio remains the same,
even if the increase of incidents can raise concern.
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B.24 Anti-malware
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Information descriptor

Meaning or purpose

Measure ID Organization-defined
Information need Number of malware affected systems which do not have an updated anti-malware
solution
Measure Percentage of malware affected systems connected to the organization’s network
with obsolete (e.g. more than one week) antimalware signatures
Formufla/scoring (Number of obsolete antivirus) / (Total workstation)
Target] 0 or a small value decided by the organization
Implementation evidence Monitoring of antivirus activities in each malware affected system
Frequéncy Daily
Responsible parties Information owner: IT operations
Information collector: IT operations
Information customer: Chief information security officer
Data spurce Monitoring tools
Antimalware console
Reporting format Numbers per system classes (workstations, servers, 0/s)
Relatignship ISO/IEC 27001:2013, A.12:2.1: Controls against malware
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B.25 Total availability

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Availability of IT services for each service, compared with the defined maximum
downtime

Measure For each IT service the end-to-end availability is compared with the maximum
availability (i.e., excluding the previously defined downtime windows)

Formula/scoring (Total availability)/(Maximum availability excluding downtime windows)

Target Service availability target

Implementatign evidence Monitoring of end-to-end availability of each IT service

Frequency Monthly

Responsible parties Information owner: IT operations

Information collector: IT quality

Information customer: Chief information officer

Data source Monitoring tools
Reporting format For each service, two lines:

1. line linking the actual availability (percentage) of each sampled pgriod

2. line (for comparison purposes) showing the availability target
Relationship [SO/IEC 27001:2013, A.17.2.1; Availability of information processing facilities
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B.26 Firewall rules
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Information descriptor

Meaning or purpose

Measu

relID

Organization-defined

Information need

Evaluate current firewall performance

Measure Unused firewall rules on border firewalls
Formula/scoring Countofborder firewall rules which have been used 0 times in the last sampling period
Targety C

Implerhentation evidence

Records of usage counters on each firewall rules

Frequ¢ncy Bi-annual or yearly
Responsible parties Information owner: network manager/information security manager
Information collector: network analyst/security analyst
Information customer: network manager/inforymation security manager
Data spurce Firewall management console, firewall review report
Reporting format Countor list of unused firewall rules to belmarked for review and pdssible deletion
Relati¢gnship ISO/IEC 27001:2013, A.13.1.3: Segregation in networks

© ISO/IEC 2016 - All rights reserved
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B.27 Log files review

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To assess the status of compliance of the regular review of critical system log files

Measure Percentage of audit log files reviewed when required per time period

Formula/scoring [# of log files reviewed within specified time period/total # of log files]*100
R alitbalaosa: 2007 chhoaa1ld b Szagaadiand Lo o0 £ dara £, oA

Target Resultbelow20%0shottdbeexaminedtorcauses-otunderpertormanee

Implementatign evidence

Add up total number of log files listed in the review log list

Frequency

Collect: Monthly (depending on the criticality, it could go to daily of real-time)
Analysis: Monthly (depending on the criticality, it could go to daily or real-fime)
Report: Quarterly

Measurement Revision: Review and update every 2 yeafrs

Period of Measurement: Applicable 2 years

Responsible parties

Information owner: Security manager
Information collector: Security staff

Measurement client: Managers responsible for an ISMS, Security manager

Data source

System; individual log files; evidence ofithe log review

Reporting format

Line chart that depicts the trend with a summary of findings and any sugjgested

management actions

Relationship

ISO/IEC 27001:2013, A.124.1: Event logging
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