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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procedufes used to develop this document and those intended for its further maintena
described in|the ISO/IEC Directives, Part 1. In particular the different approval criteria nee
the different|types of document should be noted. This document was drafted in accordance wi
editorial rulep of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is dilrawn to the possibility that some of the elements of this document\may be the s

of patent ri

rights. Details of any patent rights identified during the development of the'document will be
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Introduction

This document is intended to assist organizations to evaluate the information security performance
and the effectiveness of an information security management system in order to fulfil the requirements
of ISO/IEC 27001:2013, 9.1: monitoring, measurement, analysis and evaluation.

The results of monitoring and measurement of an information security management system (ISMS)
can be supportive of decisions relating to ISMS governance, management, operational effectiveness and
continual improvement.

As with other ISO/IEC 27000 documents, this document should be considered, interpreted and adapted

to sui

applic
factor

€ach organization's Specilic situation. The concepts and approaches are intended
hble but the particular measures that any particular organization requires depend
5 (such as its size, sector, maturity, information security risks, compliance ob

management style) that vary widely in practice.

This document is recommended for organizations implementing an ISMS thatjmeets the
of ISO/IEC 27001. However, it does not establish any new requirements)for ISMS which conform to
ISO/IBC 27001 or impose any obligations upon organizations to obseryé the guidelines pr

o be broadly
bn contextual
igations and

requirements

bsented.
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Information technology — Security techniques —
Information security management — Monitoring,
measurement, analysis and evaluation

p
security performance and the effectiveness of an information security management systé
fulfil the requirements of ISO/IEC 27001:2013, 9.1. It establishes:

a) the monitoring and measurement of information security performance;

b) the monitoring and measurement of the effectiveness of an information security
system (ISMS) including its processes and controls;

c) the analysis and evaluation of the results of monitoring and measurement.

This document is applicable to all types and sizes of organizations.

2 Nprmative references

The fgllowing documents are referred to in the text in such a way that some or all of

information
m in order to

management

their content

constitutes requirements of this document. For dated references, only the edition cited applies. For

undatgd references, the latest edition of the refefénced document (including any amendm

There|are no normative references in this-decument.

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 27000 applj
ISO and IEC maintain terminological databases for use in standardization at the following

— IHC Electropediat available at http://www.electropedia.org/

— IS0 Online brewsing platform: available at http://www.iso.org/obp

4 Structure and overview

ents) applies.

V.

addresses:

This document is structured as follows:
a) Rationale (Clause 5);

b) Characteristics (Clause 6);

c) Types of measures (Clause 7);

d) Processes (Clause 8).

The ordering of these clauses is intended to aid understanding and map to ISO/IEC 27001:2013, 9.1

requirements, as is illustrated in Figure 1.

Starting with the information needed to fulfil that requirement, referred to as informati
organization determines the measures that it will use to fulfil those information needs

© ISO/IEC 2016 - All rights reserved
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of monitoring and measurement produces data which is then analysed. The results of analysis are
evaluated in fulfilment of the organization’s information needs.

In addition, Annex A describes a measurement model for information security, including the relationship
between the components of the measurement model and the requirements of ISO/IEC 27001:2013, 9.1.

Annex B provides a wide range of examples. These examples are intended to provide practical guidance
on how organizations can monitor, measure, analyse and evaluate their chosen ISMS processes and
areas of information security performance. These examples use the suggested template given in Table 1.
Annex C provides a further example using an alternative free-form text-based format.

ISO/IEC 27001:2013 9.1 ISO/IEC 27004:2016 clauses
4 N

a) What tg monitor 6.2 What to monitor

and meas{ire 6.3 What to measure
\_ J

¢) When tp monitor
and measlre

6.4 When to monitor,

> < measure, analyse,

e) When the results and evaluate {

should be fnalysed \OJ [Annex B:
\and evalujted ) '\ Measurement

construct examples

d) Who shiall monitor Annex C: An exampl¢

and meas{ire 4 N
L ) 6.5 Who will ronitor, of free-text form
e N measure, aridlyse, measurement
f) Who shall analyse and evaltate \construction
and evalugte the . J
\results ) p <
7 Types of measures
( A 8 Processes
b) Monitdring, 20\ )
measurenpent, analysis, N e N\
and evaluption methods Annex A: An
\. J information security
&measurement model

Figure 1 — Mapping to ISO/IEC 27001:2013, 9.1 requirements

5 Rationale

5.1 The need for measurement

The overall objective of an ISMS is the preservation of confidentiality, integrity and availability of
information within its scope. There are ISMS activities that concern the planning of how to do this, and
the implementation of those plans. However, by themselves, these activities cannot guarantee that the
realisation of those plans fulfil the information security objectives. Therefore, in the ISMS as defined
by ISO/IEC 27001, there are several requirements to evaluate if the plans and activities ensure the
fulfilment of the information security objectives.

2 © ISO/IEC 2016 - All rights reserved
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5.2 Fulfilling the ISO/IEC 27001 requirements

ISO/IEC 27001:2013, 9.1 requires the organization to evaluate the information security performance
and the effectiveness of the ISMS. Measure types able to fulfil these requirements can be found in
Clause 7.

ISO/IEC 27001:2013, 9.1 further requires the organization to determine:

a)
b)

results;

what needs to be monitored and measured, including information security processes and controls;

the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid

‘)
d)

en the monitoring and measuring shall be performed;

o shall monitor and measure;

e) when the results from monitoring and measurement shall be analysed and evaluated

f)  who shall analyse and evaluate these results.

The

apping of these requirements is provided in Figure 1.

Finally, ISO/IEC 27001:2013, 9.1 requires the organization>-to retain appropriate
information as evidence of the monitoring and measurement tzesults (See 8.9).

ISO/IH
result

5.3

ISO/IH
analys

C27001:2013, 9.1 also notes that methods selectedshould produce comparable and|
5 in order for them to be considered valid (See 64):

Validity of results

C 27001:2013, 9.1 b) requires that organizations choose methods for measuremen
is and evaluation to ensure validsresults. The clause notes that to be valid, r

be cofparable and reproducible. To a¢hieve this, organizations should collect, analys

res, taking the following pointsinto consideration:

order to get comparable.résults on measures that are based on monitoring at diffe
mes, it is important to ensure that scope and context of the ISMS are not changed;

anges in the methods or techniques used for measuring and monitoring do not gen
mparable results..In order to retain comparability, specific tests such as parallel
e original as wel as the changed methods can be required;

subjective<elements are part of the methods or techniques used for measuring an
ecific.Steps can be needed to obtain reproducible results. As an example, questior
ould be evaluated against defined criteria; and

and

documented

reproducible

, monitoring,
psults should
b, and report

rent points in

erally lead to
hpplication of

1 monitoring,
naire results

measu
a) in
ti
b) ch
cq
th
c) if
SH
sh
d) in

are situations where results are non-reproducible, but are valid when aggregated.

5.4 Benefits

34 3 A | s lie ) . N 3 H L3 3 £ A
SUTITC STTUATIUILTS, TCPTUUULTUTITU y CAIT UTITy  UCT gTVEIT TIT SPTUITIC TIT CUTITIS TATICL TS TUT T2

ample, there

Fulfilling ISMS processes and controls and ensuring information security performance can provide a
number of organizational and financial benefits. Major benefits can include:

a)

Increased accountability: Monitoring, measurement, analysis and evaluation can increase

accountability for information security by helping to identify specific information security
processes or controls that are implemented incorrectly, are not implemented, or are ineffective.

b)

Improved information security performance and ISMS processes: Monitoring, measurement,

analysis and evaluation can enable organizations to quantify improvements in securing information

© ISO/IEC 2016 - All rights reserved
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within the scope of their ISMS and demonstrate quantifiable progress in accomplishing the
organization’s information security objectives.

Evidence of meeting requirements: Monitoring, measurement, analysis and evaluation can

provide documented evidence that helps demonstrate fulfilling of ISO/IEC 27001 (and other

standard

d)

s) requirements, as well as applicable laws, rules, and regulations.

Support decision-making: Monitoring, measurement, analysis and evaluation can support risk-

informed decision-making by contributing quantifiable information to the risk management
process. It can allow organizations to measure successes and failures of past and current
information security investments, and should provide quantifiable data that can support resource
allocation for future investments.

6 Characf

6.1 Gener

Monitoring aJ
and ISMS effd

Faced with a

feristics
h1

1d measurement is the first step in a process to evaluate information security perfor
ctiveness.

potentially overwhelming variety of attributes of information security-related e

that can be npeasured, it is not entirely obvious which ones should be.measured. This is an imp

issue becaus
attributes. Aj
there is a dis
missed altogg

b it is impracticable, costly and counterproductive to~measure too many or the
ide from the obvious costs of measuring, analysing and reporting numerous attr
finct possibility that key issues can be obscured-within a large volume of informat
ther if suitable measures are not in place.

In order to

etermine what to monitor and measure, the organization should first consider v

wishes to achieve in evaluating information security~performance and ISMS effectiveness. Th
allow it to defermine its information needs.

Organizationf should next decide what measures are needed to support each discrete infory
need and what data are required to derive the requisite measures. Hence, measurement should 3
correspond tp the information needs of the-organization.

6.2 What to monitor

Monitoring
information 1

Systems, pro

termines the status of a system, a process or an activity in order to meet a spq
eed.

esses andactivities which can be monitored include, but are not limited to:

mance

ntities
prtant
vrong
butes,
ion or

rhat it
is can

nation
lways

ecified

a) implementatien.of ISMS processes;

b) incident management;

c) vulnerability management;

d) configuration management;

e) security awareness and training;

f) access control, firewall and other event logging;
g) audit;

h) risk assessment process;

i) risk treatment process;

j)  third party risk management;

4 © ISO/IEC 2016 - All rights reserved
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k) business continuity management;

D)

m) system monitoring.

physical and environmental security management; and

These monitoring activities produce data (event logs, user interviews, training statistics, incident
information, etc.) that can be used to support other measures. In the process of defining attributes to be
measured, additional monitoring can be required to provide supporting information.

Note that monitoring can allow an organization to determine whether a risk has materialized, and
thereby indicate what action it can take to treat such a risk itself. Note also that there can be certain

types
of suc
takes

6.3

Measy
effect
proce

Asan
applic
who r
measu

the inglividuals who have been trained actually acquired and retained the necessary comp

can bg

With
ISO/IH
ISO/IH
action
detert]
defind

fillfUl llldtiUll SoCTLUI lt_y LUlltl U}D that ]llclVC t}lC CAP};LI‘\: pu1 PUDC Uf lllUllitUl ills. ‘VAVIIICII
N controls to support measurement, organizations should ensure that the measufe
nto account whether the data used was obtained before or after any treatmentacti

What to measure

rement is an activity undertaken to determine a value, status ‘or'trend in pe

ses, activities, controls and groups of controls.

nsing outputs
ment process
bn was taken.

-formance or

veness to help identify potential improvement needs. Measurement can be applied to any ISMS

example, consider ISO/IEC 27001:2013, 7.2 ¢), which requiresyan organization to take
hble, to acquire necessary competence. An organization can determine whether

red by the number or percentage of people trained)An organization can also deter

measured with a post-training questionnaijre).

regards to ISMS processes, organizations’should note that there are a number
C 27001 that explicitly require the effectiveness of some activity to be determined
C 27001:2013, 10.1 d) requires, efganizations to “review the effectiveness of q
taken”. In order to perform such-a'review, the effectiveness of corrective actions s

an appropriate informationiheed and a measure, or measures, to satisfy it. The pro

action, where

1l individuals
bquire training have received it and whether the training was delivered as planne}.‘ This can be

ine whether
ptence (which

of clauses in
For example,
ny corrective
hould first be

nined in terms of some definedform of measure. In order to do this the organization should first

cess for doing

this is|explained in Clause 8.

ISMS processes and activities that are candidates for measurement include:

a) planning;

b) lepdership;

c) ripk management;

d) pTlicy management;

e) resource management;
f) communicating;

g) management review;
h) documenting; and

i) auditing.

With regards to information security performance, the most obvious candidates are the organization’s
information security controls or groups of such controls (or even the entire risk treatment plan). These
controls are determined through the process of risk treatment and are referred to in ISO/IEC 27001 as
necessary controls. They can be ISO/IEC 27001:2013, Annex A controls, sector-specific controls (e.g. as
defined in standards such as ISO/IEC 27010), controls specified by other standards and controls that

© ISO/IEC 2016 - All rights reserved 5
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have been designed by the organization. As the purpose of a control is to modify risk, there are a variety
of attributes that can be measured, such as:

j)
k)
D)

m)

the degree to which a control reduces the likelihood of the occurrence of an event;
the degree to which a control reduces the consequence of an event;

the frequency of events that a control can cope with before failure; and

occurred.

how long after the occurrence of an event does it take for the control to detect that the event has

6.4 When [fo monitor, measure, analyse and evaluate

Organizationf should define specific timeframes in which to monitor, measure, analyse, and ev
based on indlividual information needs, required measures, and the lifecycle of data“supp

individual mg
and reportin
incidents can
based on spe|
case of a repd
were detecte

Organization
evaluation c4
a meaningfu
addition, the
fine-tuning b
therefore det|
measuremen
and evaluatidg

Organization
to address sp
from a manud
Furthermore

asures. The data supporting measures can be collected more frequently than the a
b of such measures to individual interested parties. For example, while data on se
be collected continually, reporting of such data to external intereSted parties sho
cific requirements, such as severity (possibly requiring immediate notification as
rtable breach) or aggregated values (as might be the case forattémpted intrusions
1 and blocked).

5 should note that in order to satisfy certain inforniation needs, before analys
n proceed, an appropriate volume of data needs/to-be collected in order to p
basis for assessment and comparison (e.g. when' conducting statistical analy9
processes of monitoring, measurement, analysis, and evaluation can need testir
efore the resulting measures can be usefulito the organization. Organizations
ermine a limit to the duration of any fine-tuning (so as to proceed with the real obj
[ of the ISMS) and for how long monitoring-and collection should continue before ar

n can commence.

5 can adjust their measurement tilneframes, as they update their measurement acti
ecific environmental changes listed in 8.2. For example, if an organization is transit
1l data source to an automated source, a change in frequency of collection can be red

a baseline is needed to-compare two sets of measures taken at different points i

and potentially by different methods'but aiming to fulfil the same information need.

An organizat
activities intq
requirement

6.5 Who w

Organizationp

ion can choose to,structure their monitoring, measurement, analysis, and eval
a measurement programme. It is important to note, however, that ISO/IEC 27001
for organizatiens to have such a programme.

7ill monitor, measure, analyse and evaluate

(considering requirements of ISO/IEC 27001:2013, 9.1 and 5.3) should specif;

nnnnnnnnnnnnnnnnnnn zaly Ale oy palac Monitaring sanaciie

hluate,
orting
alysis
curity
uld be
in the
which

s and
rovide
is). In
g and

should

pctive,
alysis

vities,
ioning
uired.
h time

llation
has no

7 who

monitors, me

atAn o afindiids
douircvo, ullul] JCUO dIIu LVMAM(AL\'J lll L\,l lllo Ul lllulv Auuulo Ul 1TUI

1L\
TS IVIUTITCOT IS, ticasur

ment,

analysis, and evaluation can be performed using either manual or automated means. Whether
the measurement is performed manually or automatically, organizations can define the following
measurement-related roles and responsibilities:

a) measurement client: the management or other interested parties requesting or requiring
information about the effectiveness of an ISMS, controls or group of controls;

b)

that links measurable attributes to a specified information need;

measurement planner: the person or organizational unit that defines the measurement constructs

measurement reviewer: the person or organizational unit that validates that the developed

measurement constructs are appropriate for evaluating information security performance and the
effectiveness of an ISMS, controls or group of controls;

© ISO/IEC 2016 - All rights r
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d) information owner: the person or organizational unit that owns the information that provides
input into measures. This person is responsible for providing the data and is also frequently (but
not always) responsible for conducting measurement activities;

e) information collector: the person or organizational unit responsible for collecting, recording and
storing the data;

f) information analyst: the person or organizational unit responsible for analysing data; and

g) information communicator: the person or organizational unit responsible for communicating the

results of analysis.

Organgzationsecamrcombine-some;orpossiblyatboftheserotes——————————

Huals performing different roles and responsibilities throughout the processes
e skill sets and associated awareness and training.

Indivi
divers

7 Types of measures

7.1 [General

For thle purposes of this guidance, the performance of planned’activities and the effecti

can require

veness of the

resultp can be measured by applying the two following types ©f measures:

a) performance measures: measures that express the pldnned results in terms of the characteristics
ofl the planned activity, such as head counts, milestone accomplishment, or the degree to which
infformation security controls have been implemented;

b) efffectiveness measures: measures that express the effect that realization of the planped activities

hds on the organization’s information security objectives.

These|measures can be inherently organization-specific since each organization has its oy
informpation security objectives, policies'and requirements.

Note that the terms “performance-measures” and “effectiveness measures” should nof]

vn particular

be confused

with the ISO/IEC 27001:2013,9:} Tequirement to evaluate information security performance and ISMS

effectjveness.

7.2 erformance measures

Perfoimance meaSures can be used to demonstrate progress in implementing ISMS process
procedlures and-specific security controls. Whereas effectiveness concerns the extent to w
activities have been realised and intended results achieved, performance measures shoul
extent to. Which information security processes and controls have been implemented. Th

s, associated
rhich planned
d concern the
pse measures

help determine whether the ISMS processes and information security controls have been

implemented

as specitied.

Performance measures use data that can be obtained from minutes, attendance records, project plans,
automated scanning tools and other commonly-used means of documenting, recording, and monitoring

ISMS activities.

The collection, analysis, and reporting of measures should be automated wherever possib
reduce the cost and effort required and the potential for human error.

© ISO/IEC 2016 - All rights reserved
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Example 1

Example 2

When measuring the degree of implementation of specific information security controls, such as
the percentage of laptops with hard disk encryption, the results of this measure will likely be, at
first, less than 100%. When the result reaches and remains at 100%, it can be concluded that the
information systems have fully implemented the security controls addressed by this measure, and
measurement activities can refocus on other controls in need of improvement.

Foranewl
and other

many atten
reason. At fj
should reac

at all meetipgs, barring sickness and permitted prior commitments. The measure is Simply

to focus its measurement efforts on effectiveness measures (see 7.3).

S, the organization should first seek to ensure that top management attends there
etings that can be called. The planned (or intended) result in this case is full attend

versus how many ought to attend, with a possible modifier that absence was for
rst, the results of these measures might indicate a shortfall. However, with time, re|
h and remain close to their planned targets. At this point, the organization should &

view
ance
how
cood
sults
egin

After most pe
measuremen
measures be
improvement]
shift away frq

According to
the managen
performance

7.3 Effectiveness measures

Effectiveness
the ISMS risk
security objd
information
Depending uj
a)

cost savi

incidents;

b)
‘)

the degrég

the achie

rformance measures reach and remain at 100%, the organization should begin to fo
| efforts on effectiveness measures. Organizations should”never fully retire perfor
fause they can be helpful in pointing out specific security controls that are in n
; however, over time, the emphasis and resources being applied to measurement ¢
m these measures and towards effectiveness measures (see 7.3).

ISO/IEC 27001:2013, 9.1, it is likewise important to also measure the effectivern
ent system (discussed next). To operate a*switable ISMS, organizations should m¢
and effectiveness at planned intervals.

measures should be used to describe the effectiveness and impact that the realisat
treatment plan and ISMS priecesses and controls have on the organization’s infory
ctives. These measuresishould be used to determine whether ISMS processd
Security controls are ‘eperating as intended and achieving their desired outc
on those objectives,effectiveness measures can be used to quantify, e.g.:

ngs produced by the ISMS or through costs incurred from addressing information se

e of customer trust gained/maintained by the ISMS; and

vement of other information security objectives.

cus its
mance
ced of
hould

ess of
basure

ons of
nation
s and
omes.

curity

Effectiveness

TMEISUTES CAIT De Credated by combiming data obtaimed fronr autonrated TmoTmitorit

g and

evaluation tools with manually-derived data about ISMS activity. This can require tracking a variety
of measures across the organization in a manner that can be directly tied to the ISMS activities and
information security events. To achieve this, an organization should have an established capability to:

d)

through performance measures;

e)
f)
g)
h)

normaliz

collect data from automated monitoring and evaluation tools;

manually collect data from ISMS activities;

e and analyse data originating from multiple automated and manual sources; and

interpret and report this data to decision makers.

evaluate the degree to which ISMS processes, controls, or groups of controls have been implemented
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These effectiveness measures combine information about the realisation of the risk treatment plan
with a variety of information about resources and can provide inputs to the risk management process.
They can also provide the most direct insight into the value of information security to the organization
and can be the ones that ought to be of most interest to top management.

Example 3

Exploitations of known vulnerabilities are known to cause a large portion of information security
incidents. The greater the number of known vulnerabilities and the longer that they are not
addressed (e.g. patched), the greater the probability of their exploitation by associated threats and
the greater the related risk exposure. An effectiveness measure can help an organization determine

: L | 1.1 1 1 h R
1tS ripK TXPUSUIT Caustt U0y SUCIT VUIIICT dDTITTIES.

Example 4

A trdining course can have specific training objectives for each course module. An ¢ffectiveness
meagure can help the organization to determine the extent to which each-trainee has{understood
each|lesson and is able to apply their new knowledge and skills. These/measures usufally require
multfple data points, such as: results of post-training tests; examinatien 'of incident dath correlated
with|training topics; or analysis of help desk calls correlated with training topics.

8 Processes

8.1 [eneral
Monitpring, measurement, analysis and evaluation (s$ee Figure 2) consists of the following processes:
a) identify information needs;

b) crleate and maintain measures;
c) egtablish procedures;

d) nitor and measure;

e) :I)

f) evaluate information security performance and ISMS effectiveness.

alyse results; and

In addjition, there js\an ISMS management process that covers the review and improvemenit of the above
processes, see 848.
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( )
Identify information
needs
\_ J
Evaluate information .
. Create and maintain
security performance me
asures =
and IgIVIS effectiveness J k
Analyse results Establish procedures

[ )

L Monitor and measure J‘

Higure 2 — Monitoring, measurement, analysis and evaluation processes

8.2 Identify information needs

The creation pf measures should begin with identification of information needs, which can assist]in the
understanding of the operatiomalcharacteristics and/or performance of any aspect of the ISMS, sjuch as
any of the following:

a) interested party needs;
b) the strat¢gic direction of the organization;

c) informatjensecurity policy and objectives; and

d) the risk treatment plan.

The following activities should be performed to identify relevant information needs:

e) examine the ISMS, its processes and other elements such as:
1) information security policy and objectives, control objectives and controls;
2) legal, regulatory, contractual and organizational requirements for information security; and
3) the information security risk management process outcomes.

f) prioritize the identified information needs based on criteria, such as:

1) risk treatment priorities;
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2) capabilities and resources of an organization;

3) interested party needs;

4) the information security policy and objectives, and control objectives;

5) information required to meet organizational, legal, regulatory, and contractual ob

6)

ligations; and

the value of the information to be obtained in relation to the cost of measurement;

g) select a subset of information needs required to be addressed in measurement activities from the
prioritized list; and

h) dg¢cument and communicate the selected information needs to all relevant interested

8.3

8.3.1

Organlizations should create measures once and thereafter review afd systematically

meast
chang

a) th
b) of

d b
e) le
f) ag

c) inlterested parties including interested party roles;responsibilities and authorities;

Create and maintain measures

General

res at planned intervals or when the ISMS’s environment und€rgoes substantial (
bs can include, among others:

e scope of the ISMS;

ganizational structure;

siness objectives and requirements;
bal and regulatory requirements;

hievement of desired and stable results for several subsequent cycles; and

Creati
h) id
i) de

j)  d¢cument measures and define implementation priority; and

k) ke
Updat

g) in[‘roduction or disposition of infermation processing technologies and systems.

g or updating such megasiires can include, among others, the followings steps:
entify current security practices that can support information needs;

velop or update measures;

ep management informed and engaged.

ingimeasures is expected to take less time and effort than the initial creation.

parties.

update these
hanges. Such

8.3.2

Identify current security practices that can support information needs

Once an information need is identified, organizations should inventory existing measurement and
security practices as a potential component of measurement. Existing measurement and security
practices can include measurement associated with:

a) risk management;

b) project management;

c) compliance reporting; and

d) security policies.

© ISO/IEC 2016 - All rights reserved
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8.3.3 Develop or update measures

Measures should respond to the information need. They can rely on the current practices or they
need new ones. Newly identified measures can also involve an adaptation of existing measures or
measurement processes. In any case, the identified measures should be defined in sufficient detail to
enable these measures to be implemented.

Examples of data that can be collected to support security measures include:
a) output of various logs and scans;

b) statistics on training and other human resource activities;

c) relevant purveys and questionnaires;

d) incident gtatistics;

e) results of internal audits;

f) results of business continuity/disaster recovery exercises; and
g) reports from management reviews.

These and other potential sources of data, which can be of either of internal or external origin, $hould
be examined pnd types of available data identified.

The selected measures should support the priority of the information needs and can consider:
h) ease of data collection;

i) availability of human resources to collect and manage data;

i) availabilIy of appropriate tools;

k) number ¢f potentially relevant performancéindicators supported by the measure;
1) ease of infterpretation;

m) number ¢f users of developed measurement results;

n) evidence|showing the measure’s fitness for purpose or information need; and

0) costs of dollecting, mandging, and analysing the data.

Organizationp should document each measure in a form that ties the measure to the relevant
information meed (or{ngeds) and provides sufficient information about the characteristics desdribing
the measure and how*to collect, analyse, and report it. Suggested information descriptors are provided
in Table 1.

The examples in Annex B use Table 1 as a template. Two examples have an additional information
descriptor (called “action”), which defines the action to be taken in the event that the target is not met.
Organizations may include this information descriptor if they consider it useful. There is no single way
to specify such measurement constructs and Annex C demonstrates an alternative free-form approach.

It should be noted that different measures may need to be provided to meet the needs of different
measurement clients (see Table 1), which can be internal or external. For example, measures for
addressing top management information needs can differ from those for system administrator
consumption (e.g. either interested party can have a specific range or focus, or granularity).

Each measure should correspond to, at least, one information need, while a single information need
might require several measures.

Organizations should take care when using subjective measures as measures formed by combining two
or more subjective measures can adversely affect the final result.
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Table 1 — Example security measure descriptors

Information Meaning or purpose
descriptor gorpurp
Measure ID Specific identifier.
Information need Over-arching need for understanding to which the measure contributes.
Measure Statement of measurement, generally described using a word such as “percentage”,
“number”, “frequency” and “average”.
Formula/scoring How the measure should be evaluated, calculated or scored.
Desired result of the measurement, e.g., a milestone or a statistical measure or a set of
Target thresholds. Note that ongoing monitoring can be required to ensure continued attainment
of the target.
Implementation Evidence that validates that the measurementis performed, helps identify plossible causes
evidence of poor results, and provides input to the process. Data to provide input intjo the formula.
Frequbne How frequently the data should be collected and reported. There-gan be a reason for having
qupncy multiple frequencies.
Respansible parties The person responsible for gathering and processing the measure. Af the least, an
p p Information Owner, Information Collector and Measurement Client should[be identified.
Potential data sources can be databases, tracking tools, other parts of, the organization,
Data dource S e e ae )
external organizations, or specific individual roles)
Reporting How the measure should be collected and reperted, e.g., as text, numerically, graphically (pie
formaf chart, line chart, bar graph etc.), as part of ajdashboard’ or another form of presentation.

It is very important to define measures in such way-as'to collect data once and use it for multiple
purpoges. Ideally, the same data should support a vafiety of measures that can respongd to different
interested parties’ information needs. Note also,.that what is easiest to measure need| not be most
meaningful or most relevant.

Targets should state the desired end states\for specific measures with respect to the ISMS processes
and cantrols, the achievement of information security objectives, and for the effectivenegs of the ISMS
to be ¢valuated.

Establishment of targets can be>facilitated if historic data that pertains to developefl or selected
measyres is available. Trends-observed in the past can in some cases provide insight into ranges of
perforimance that have existed previously and guide the creation of realistic targéts. However,
organjzations should be cautioned that without due consideration, setting targets basg¢d upon what
was previously achievéd)or previous performance can also perpetuate a status quo or|even impede
continual improvement.

8.3.4 | Document measures and prioritize for implementation

Following(definition of the required measures, their compilation should be documented and prioritized
for implementation based on the priority of each information need and feasibility of obtaihing the data.
Performmance measures stioutd be implemented firstto ensure tirat 1SMSprocessesamnd controls have
been implemented. Once performance measures are producing targeted values, effectiveness measures
can be implemented as well. See also 6.4 for guidance on when to perform monitoring and related

activities.

8.3.5 Keep management informed and engaged

Management on different organizational levels needs to be involved in developing and implementing
measures, so that the measures reflect management’s needs. Furthermore, management should receive
regular updates in appropriate formats and styles, to ensure that it remains informed concerning the
security measurement activities throughout the process of measures development, implementation
and application.
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8.4 Establish procedures
To implement defined and prioritized measures the following steps should be taken:

a) interested parties who should be participating in the security measurement process should be
made aware of measurement activities and the rationale behind it; and

b) data collection and analysis tools should be identified and, if needed, modified, to effectively and
efficiently gather measures.

Organizations should establish procedures for data collection, analysis, and reporting of measures, for
example by:

c) data coll¢ction, including secure data storage and verification. The procedures should define how
datais cdllected, stored, verified and which context information is necessary for further(processing.
Data verification can be performed by applying such techniques as:

1) ensufing a value lies within a range of possible values;
2) checking against a list of expected values; and
3) cap':l:ring contextual information, e.g., the time at which a datum wasollected.

d) data anallysis and reporting of analysis of measures. The procédures should specify the data
analysis fechniques and the frequency for reporting the resulting measures;

e) reporting methods and formats, which can include:
1) scorgcards to provide strategic information by integrating high-level performance indicgtors;

NOTE These may be termed ‘key performance indieators’ (see the information security measufement
model in Annex A).

2) execpitive and operational dashboards-focused on strategic objectives, rather than on specific
controls and processes;

3) reporting formats ranging from'simple and static styles, such as a list of measures for 4 given
time|period, to more sophisticated cross-referencing reports with nested groupings, yolling
suminaries, and dynamic drill*through or linking. Reports can be more useful when thefre is a
need|to present interested parties with raw data in an easy-to-read format; and

4) gaugps to represent ,dynamic values including alerts, additional graphical elements and
labelling of end-pdints.

8.5 Monitpr and-measure

Procedures f¢r momtormg and measurement accompllshed by either manual or automated meaits, and
for storage ahdv D : ihg the
data collected against a checkllst to ensure that the effects on the analy51s of missing data are mlnlmal
and that the values are correct or within recognized bounds. For the purpose of analysing, sufficient
data should be collected to ensure that the results of analysis are reliable.

Organizations should collect, analyse, evaluate and report measures to relevant interested parties
with established periodicity. When any of the conditions stated in 8.3.1 occur, the organization should
consider updating its monitoring, measurement, analysis, and evaluation processes.

Prior to publishing information in reports, dashboards, etc., the organization should determine how
collected data and results can be shared, and with whom, as some information security-related data
can be sensitive from a confidentiality perspective.
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Moreover, there is benefit to having a process to check and evaluate the collection process to confirm
that the right measures are being collected and in a manner such that they are repeatable, precise and
consistent.

8.6 Analyse results

Collected data should be analysed in relation to the target for each individual measure. Guidance for
performing statistical analysis can be found in ISO/TR 10017.

The data analysis results should be interpreted. The person analysing the results (communicator)

should be able to draw some initial conclusions based on the results. However, since the communicator(s)
might notha diractluvinualuad in tha tachnical and managamant nracaccac cuich caonclhiics ns need to be

TIO T D - T e ety Ty OV C o I e et e Co ot T S T o o 5 C T T T e P o e oo EooaereorerasT

reviewed by other interested parties. All interpretations should take into account the dontext of the
measyres.

Data gnalysis should identify gaps between the expected and actual meastirement results of an
impleﬂzented ISMS, controls or groups of controls. Identified gaps can point teineeds for improving the
implemented ISMS, including its scope, policies, objectives, controls, processes and procedures.

8.7 Evaluate information security performance and ISMS éffectiveness
In accprdance with 5.2, organizations should:

a) ejpress their information needs in terms of the organization’s questions concerning information
sqcurity performance and ISMS effectiveness; and

b) ejpress their measures in terms of those information needs.

It therefore follows that the analysis of the results of monitoring and measurement|will provide
data which can be used to satisfy the information needs (see Annex A). Evaluation is the process of
interpreting that data to answer the organization’s information security performanjce and ISMS
effectjveness questions.

8.8 Review and improve monitoring, measurement, analysis and evaluation [processes

Monitpring, measurement, afalysis, and evaluation processes should continually imprjove with the
needs|of the ISMS. Continual improvement activities can include, among other things:

a) sdliciting feedback\from interested parties;
b) rqvising colleetioh and analysis techniques, based on lessons learned and other feedbpck;

c) rqvisingimplementation procedures; and

d) inlformation security benchmarking data.

8.9 Retain and communicate documented information

In order to fulfil the requirements of ISO/IEC 27001:2013, 9.1, it is only necessary for organizations
to retain documented information as evidence of the organization’s monitoring and measurements.
Organizations are at liberty to decide what is appropriate. Organizations can, for example, document
the process and the methods used to analyse and evaluate the results.

Reports that are used to communicate measurement results to relevant interested parties should be
prepared using appropriate reporting formats. The conclusions of the analysis should be reviewed by
relevant interested parties to ensure proper interpretation of the data. The results of data analysis
should be documented for communication to interested parties.
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The information communicator should determine how to communicate the information security
measurement results, such as:

a) which measurement results should be reported internally and externally;
b) listings of measures corresponding to individual interested parties, and interested parties;

c) specific measurement results to be provided, and the type of presentation, tailored to the needs of
each group; and

d) means for obtaining feedback from the interested parties to be used for evaluating the usefulness
of measurement results and the effectiveness of information security measurement.

16 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=1c1dcd31fb4bc1d56d19671c57aae962

ISO/IEC 27004:2016(E)

Annex A
(informative)

An information security measurement model

The measurement information model described in Figure A.1 is presented and explained in
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Figure A.1 — Key relationships in the measurement information model
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Annex B
(informative)

Measurement construct examples

B.1 General

The ¢xamples in Annex B follow the principles set out in this document. The)|table below
maps | measurement construct examples to specific clauses or control objective | numbers in
[SO/IHC 27001:2013.

Related ISMS processes Measurement construct example naines

and controls

(Clause or control number in

ISO/IEC 27001:2013)

51,71 B.2 Resource allocation

7.5.2,A.5.1.2 B.3 Policy review

5.1,9.3 B.4 Management commitment

8.2,8.3 B.5 Risk exposuré

9.2,A.18.2.1 B.6 Audit programme

10 B.7 Improvement actions

10 B.8 Security incidents cost

10,A.16.1.6 B.9Learning form information security incidents

10.1 B:10 Corrective action implementation

A.7.2 B.11 ISMS training or ISMS awareness

A72.2 B.12 Information security training

A.7.2.1,A.7.2.2 B.13 Information security awareness compliance

A7.2.2 B.14 ISMS awareness campaigns effectiveness

A.7.2.2,A9.3.1,A.16.1 B.15 Social engineering preparedness

A9.3.1 B.16 Password quality - manual

A9.3.1 B.17 Password quality - automated

A9.2:5 B.18 Review of user access rights

AsIDT.2 B.19 Physical entry controls system evaluation

A11.1.2 B.20 Physical entry controls effectiveness

AE2-4 B2t Managementofperiediemaintenanee

A12.1.2 B.22 Change management

A12.21 B.23 Protection against malicious code

Al12.21 B.24 Anti-malware

A12.2.1,A17.2.1 B.25 Total availability

A12.2.1,A.13.1.3 B.26 Firewall rules

A12.4.1 B.27 Log files review

A12.6.1 B.28 Device configuration

A.12.6.1,A.18.2.3 B.29 Pentest and vulnerability assessment

Al12.6.1 B.30 Vulnerability landscape

A.15.1.2 B.31.1/B.31.2 Security in third party agreements

© ISO/IEC 2016 - All rights reserved
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Related ISMS processes Measurement construct example names
and controls

(Clause or control number in
ISO/IEC 27001:2013)

A.l6 B.32 Security incident management effectiveness
A.16.1 B.33 Security incidents trend

A16.1.3 B.34 Security event reporting

A18.2.1 B.35 ISMS review process

A.18.2.3 B.36 Vulnerability coverage

A cross referpnee he-retatio p—te—clattses—or ebfective-numbers—+156 064:2013
is included fgr each example. In addition, for two examples (B.20 and B.28) an additional infofrhation
descriptor called “action” is included. This defines the action to be taken in the event that the tapget is
not met. Orggnizations may include this information descriptor if they consider it useful.-Indeed| there
is no single Way to specify such measurement constructs and Annex C demonstrates*an alterjpative
free-form approach.

B.2 Resource allocation

Information flescriptor Meaning or purpose

Measure ID Organization-defined

Information need Quantify resources which are being alloéated to information security with rgspect
to original budgets

Measure Breakdown of resources allocated.to information security (internal persjonnel,
contracted personnel, hardware;software, services) within annual budget

Formula/scorjng Allocated resources/used resources within a budgeted period of time

Target 1

Implementatipn evidence Information security£€source monitoring

Frequency Yearly

Responsible parties Information Qwner: information security manager

Information‘Collector: information security manager

Information Customer: board of directors

Data source Infoymation security budget
Information security effective expenditure

Information security resources usage reports

Reporting format Radar diagram with a resource category for each axis and the double indication of
allocated and used resources

Relationship ISO/TEC 2700172013, 517 Leadership and COmmitment
ISO/IEC 27001:2013, 7.1: Resources
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Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To evaluate whether the policies for information security are reviewed at planned

intervals or if significant changes occur

Measure

Percentage of policy reviewed

Formut

la/scoring
/ &

Number of information security pnlir‘ipc that were reviewed in

previous year/

Number of information security policies in place * 100

Targe

Green: >80, Orange >=40%, Red <40%

Imple

mentation evidence

Document history mentioning review of document or dotument
date of last review

ist indicating

Frequpncy Collect: after planned interval defined for reviews {e.g/yearly or affer significant
changes)
Report: for each collection

Responsible parties Information owner: Policy owner who hassapproved management responsibility

for the development, review and evaluation of the policy
Information collector: Internal audjtor

Measurement client: Chief inforiation security officer

Data qource Review plan of policies, history’section of a security policy, list of dpcuments
Reporting format Pie chart for current situation and line chart for compliance evolution fepresentation
Relatipnship ISO/IEC 27001:2013; A.5.1.2: Review of the policies for information security

ISO/IEC 270012013, 7.5.2: Creating and updating of documente

d information
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B.4 Management commitment

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess management commitment and information security review activities
regarding management review activities

Measure

a) Management review meetings completed to date

bl Avaracga narticination ratacin managamant raviaww maoaotingc to datg
B-AveFafe-paeipatioRrateSH-hah GgemeRreview-eeds ot

Formula/scorjng

a) Divide [management review meetings performed] by [management.review
meetings scheduled]

b) Compute mean and standard deviation of all participation rates to‘management
review meetings

Target

Resulting ratio of indicator a) should fall between 0.7 and 1.1 to concluge the
achievement of the control objective and no action. Even.if it'fails, it should e still
over 0.5 to conclude the least achievement. With regard-to indicator b), Conjputed
confidence limits based on the standard deviation indicate the likelihood that an
actual result close to the average participation tate will be achieved. Very wide
confidence limits suggest a potentially large depatture and the need for contijgency
planning to deal with this outcome.

Implementatipn evidence

1.1 Count management review meetings.scheduled to date

1.2 Per management review meetings to date, count managers planned to attend
and add a new entry with a defaultvalue for unplanned meetings performed in an
ad hoc manner

2.1.1 Count planned managenient review meetings held to date
2.1.2 Count unplanned management review meetings held to date
2.1.3 Count rescheduled management review meetings held to date

2.2 For all manadgement review meetings that were held, count the numper of
managers whe:attended

Frequency

Collect: Monthly

Analysis: Quarterly

Réport: Quarterly

Measurement revision: Review and update every 2 years

Period of measurement: Applicable 2 years

Responsible parties

Information owner: Quality system manager (assuming combined management
system of QMS and ISMS)

Information collector: Quality manager; Information security manager

Measurement client: Managers responsible for ISMS; Quality system manager

Data source

1. Information security management review plan/schedule

2. Management review minutes/records

Reporting format

Line chartdepicting indicator with criteria over several data collection and reporting
periods with the statement of measurement results. The number of data collection

and reporting periods should be defined by the organization.

Relationship

22

ISO/IEC 27001:2013, 9.3: Management review
ISO/IEC 27001:2013, 5.1: Leadership and commitment
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B.5 Risk exposure

ISO/IEC 27004:2016(E)

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess exposure of the organization to information security risks

Measure a) High and medium risks beyond acceptable threshold
b) Timely review of high and medium risks

FormyTa/scoring a) Threshold for high and medium risks should be defined and respqnsible parties
alerted if the threshold is breached
b) Number of risks without status update

Targe 1

Implementation evidence Updated risk register

Frequency

Collect: minimum quarterly

Report: each quarter

Responsible parties

Information owner: Security staff

Information collector: Security staff

Data s

ource

Information risk register

Reporting format

Trend of high risks

Trend of accepted high and medium risks

Relati

bnship

ISO/IEC 27001:2013,8.2: Information security risk assessmen
ISO/IEC 27001:2013, 8.3: Information Security Risk Treatmer

-

© ISO/IEC 2016 - All rights reserved

23


https://iecnorm.com/api/?name=1c1dcd31fb4bc1d56d19671c57aae962

ISO/IEC 27004:2016(E)

B.6 Audit programme

Information descriptor Meaning or purpose
Measure ID Organization-defined
Information need Completeness of the audit programme
Measure Total number of audit performed compared with the total number of audits planned
Formula/scoring (Total number of audits performed) / (Total number of audits planned) * 100.
Target >55%
Implementatipn evidence Audit programme and related reports monitoring
Frequency Yearly
Responsible parties Information owner: Audit manager
Information collector: Audit manager
Information customer: Top management
Data source Audit programme and audit reports
Reporting forpnat Trend chart linking the ratio of completed audits(against the programme fdr each
sampled year

Relationship ISO/IEC 27001:2013, 9.2: Internal audit
ISO/IEC 27001:2013, A.18.2.1: Indep€ndent review of information sequrity
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B.7 Improvement actions

04:2016(E)

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Verify the status of improvement actions and their managementaccording with plans

Measure

Percentage of actions on time, costs and quality (i.e. requirements) against all

planned actions

Tha actionschould ba tha gnac plr\nnnA (i a r\pnnnr] stand. b nd-i
—e-acteH HOte-Be-—t1t + raHeetie- Hees Herh

n progress) in

L2
uuuuu oyt

the beginning of the timeframe

Formyla/scoring

[(Actions on time, costs and quality) / (Number of actions)] *{100

Targe

90%

Implefnentation evidence

Status monitoring of each action

Frequpncy

Quarterly

Responsible parties

Information Owner: project management officé
Information Collector: project management office

Information Customer: information security manager

Data dource

Relevant project plans

Reporjting format

List of all relevant actions and their status (actual time, costs and qyiality forecast

against the planned ones) withthe percentage of actions on time, cof
against the relevant numberof actions in the timeframe

ts and quality

Relatipnship

ISO/IEC 27001:2013pClause 10: Improvement

Note fhat this measure may be improved;by weighting each action considering their cr
actionfs that address high risks).

A list of all relevant actions shouldbe together with the synthetic result, so that a high ny
criticdl but within acceptable boundaries won'’t hide a low number of critical actions outsi

boundaries.

iticality (e.g.,

Imber of non-
de acceptable

© ISO/IEC 2016 - All rights reserved
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B.8 Security incident cost

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Considerations about costs arising from lack of information security

Measure Sum of costs for each information security incident occurred in the sampling period
Formula/scoring Sum (costs of each information security incident)

Target tesstiramamacceptabte threstotd defined by theorgamization

Implementatipn evidence Systematic gathering of costs for each information security incidents

Frequency Quarterly

Responsible parties Information owner: Computer security incident response team-(CSIRT)

Information collector: Information security manager

Information customer: Top management

Data source Incident reports

Reporting forpnat Column chart showing costs of information securityjincidents for this and previous
sampling periods.

It can be followed by a drill-down with:
— average cost of each informationsecurity incident;

— average cost of each information security incident for each inforrhation
security incident category (categories should be previously defined).

Relationship ISO/IEC 27001:2013, Clause 10: Improvement
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B.9 Learning from information security incidents

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Verify whether security incidents trigger actions for improving the

current security situation

Measure Number of security incidents that trigger information security improvement actions
Formt ln’/qr‘nring Sum of securitvincidents that friggprpd ar‘finncl/Qnm of securitvincidents
Targe Value should be higher than the threshold defined by the organizatjon
Implementation evidence Action plan with link to security incidents
Frequency Collect: Quarterly
Report: Every semester
Responsible parties Information owner: Computer security incident response team (CS|RT)
Information collector: Information security manager
Information customer: Information security: manager
Data gource Incident reports
Reporting format Column chart showing costs of infonmation security incidents for thif and previous

sampling periods.
It can be followed by a drill<down with:
— average cost of.each information security incident;

— average cost@f each information security incident for eac

security incident category (categories should be previously defined

h information

).

Relati

bnship

ISO/IEC 27001:2013, Clause 10: Improvement

ISO/IEC27001:2013, A.16.1.6: Learning from information secufrity incidents

© ISO/IEC 2016 - All rights reserved
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B.10 Corrective action implementation

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Assess performance of corrective action implementation

Measure a) Status expressed as a ratio of corrective action not implemented

b) Status expressed as a ratio of corrective action not implemented without reason

c) Trend of statuses

Formula/scorjng a) Divide [Corrective action not implemented to date] by [Corrective aftions
planned to date]

b) Divide [Corrective action not implemented without reaspn|]by [Corrective
actions planned to date]

c) Compare Statuses with Previous statuses

Target In order to conclude the achievement of the objective and no action, the rafios of
indicator a) and b) should fall respectively between\0#4 and 0.0 and betwefen 0.2
and 0.0, and Trend of indicator c) should have beén declining for the last 2 report-
ing periods. The indicator c) should be presented in comparison with pr¢vious
indicators so that the trend in corrective action implementation can be exaipined.

Implementatipn evidence 1. Count corrective actions planned to besimplemented to date
2. Count corrective actions recorded as'implemented by due date

3. Count corrective actions recorded as planned actions not taken with the feason

Frequency Collect: Quarterly

Analysis: Quarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Applicable 1 year

Responsible parties Information‘owner: Managers responsible for ISMS
Information collector: Managers responsible for ISMS

Measurement client: Managers responsible for ISMS; Information security mgnager

Data source Corrective action reports

Reporting format Stacked bar chart with the statement of measurement results including an exgcutive
summary of findings and possible management actions, that depicts total nimber
of corrective actions, separated into implemented, not implemented without a
legitimate reason, and not implemented with a legitimate reason.

Relationship ISO/IEC 27001:2013, 10.1: Nonconformity and corrective action
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B.11ISMS training or ISMS awareness

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To measure how many employees received an ISMS related awareness training and
establish control compliance with the organization’s information security policy

Measure Percentage of employees having participated to an ISMS awareness training
Formuyla/scoring 11 = [Numher of emplayeeswhao received ISMS training /numher of employees who
have to receive ISMS training] * 100
12 = [Number of employees who renewed their ISMS trainingin the last year /
number of employee in scope] * 100
Targe Green: if 11>90 and 12>50%
otherwise Yellow: if [1>60% and 12>30%
otherwise Red
Red - intervention is required, causation analysis must be conductedl to determine
reasons for non-compliance and poor performance
Yellow - indicator should be watched closely for possible slippage tp Red
Green - no action is required
Implementation evidence Participation lists of all awareness trainings; count of logs/registifies with ISMS
training field/row filler as.“Received”
Frequpncy Collect: Monthly, first wiorking day of the month
Analysis: Quarterly
Report: Quarterly
MeasurementRevision: Review annually
Period of Measurement: Annual
Respansible parties Inforhation owner: Training manager - Human resources
Information collector: Training management - Human resource department
Measurement client: Managers responsible for an ISMS, Chief information
security officer
Data qource Employee database, training records, participation list of awarenegs trainings
Reporfting format Bar graph with bars colour-coded based on target. Short summary of whiat the measure
means and possible management actions should be attached to the[bar chart.
OR
Pie chart for current situation and line chart for compliance evolution representation.
Relationship ISO/IEC 27001:2013, A.7.2: Competence.
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B.12 Information security training

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

requirement

To evaluate compliance with annual information security awareness training

Measure

Percentage of personnel who received annual information security awareness training

Formula/scor

training/number of employees who need to receive annual information(se
awareness training] * 100

[Nnmhpr of pmplnvppc who received annual information secnritv awareness

curity

Target

10% per quarter is not achieved, rating is automatically red.

Red - intervention is required, causation analysis must be conducted to det¢
reasons for non-compliance and poor performance.

Yellow - indicator should be watched closely for possible’slippage to Red.

Green - no action is required.

0-60% - Red; 60-90% - Yellow; 90-100% Green. For Yellow, if progress of aft least

rmine

Implementati

bn evidence

Count oflogs/registries with annual informatiefSecurity awareness training
row filler as “Received”

field/

Frequency

Collect: Monthly, first working day of thé,month
Analysis: Quarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Annual

Responsible p

arties

Information owner: Information security officer and Training manager
Information colleetor: Training management - Human resource departmern

Measuremengt ¢lient: Managers responsible for an ISMS; Security managg
Training management

[

ment;

Data source

Employeedatabase, training records

Reporting for

mat

Bargraph with bars colour-coded based on target. Short summary of what the

ure means and possible management actions should be attached to the bar

meas-
chart.

Relationship

ISO/IEC 27001:2013, A.7.2.2: Information security awareness, educati
training.

bn and
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B.13 Information security awareness compliance

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess status of compliance with organization security awareness policy among
relevant personnel

Measure

1. Progress to date

2 Praoaoracctadatavzith cianing
—FOEFesSS+to-aate- W5t

= (=)

Formyla/scoring

Derive the “progress to date” by adding status for all personnelhaving signed,
planned to be completed to date

Derive “progress to date with signing” by divide personnel having figned to date
by personnel planned for signing to date

a) [divide progress to date by (personnel planned te date times 100)| and progress
to date with signing

b) Compare status with previous statuses

Targe

a) Resulting ratios should fall respectively between 0.9 and 1.1 and|between 0.99
and 1.01 to conclude the achievement-of'the control objective and njo action; and

b) Trend should be upward or stable

Implementation evidence

1.1. Count number of personmehscheduled to have signed and dompleted the
training to date

1.2. Ask responsible individual for percent of personnel who have fompleted the
training and signed

2.1. Count number*of personnel scheduled to have signed by this date

2.2. Count numpber of personnel having signed user agreements

Frequpncy

Collect: Morithly, first working day of the month
Analysis: Quarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Annual

Responsible parties

Information owner: Information security officer and Training manager
Information collector: Training management; Human resource department

Measurement client: Managers responsible for an ISMS; Security|management.
training management

Data douircCe

1.1. Information security awareness training plan/schedule: Personnel identified in plan

1.2 Personnel who have completed or in progress in the training: Personnel status
with regard to the training

2.1. Plan for signing user agreements/schedule: Personnel identified in plan for signing

2.2. Personnel having signed agreements: Personnel status with regard to the
signing of agreements

Reporting format

Standard Font = Criteria have been met satisfactorily
Italic Font = Criteria have been met unsatisfactorily

Bold Font = Criteria have not been met
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Relationship ISO/IEC 27001:2013, A.7.2.2: Management responsibilities

ISO/IEC 27001:2013, A.7.2.1: Information security awareness, education and
training
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B.14 ISMS awareness campaigns effectiveness

04:2016(E)

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To measure if employees have understood content of awareness campaign

Measure

Percentage of employees passing a knowledge test before and after IS
campaign

MS awareness

Formt ln’/qr‘nring

Choose a given numbher of pmplnvppc who were taroeted hv an awareness campaign

Percentage of people passed the test

and let them fill outa short knowledge testabout t;pics of the awatehess campaign

Targe

Green: 90-100% of people passed the test, Orange: 60-90%:-0f peo
test, Red: <60% of people passed the test

ble passed the

Implementation evidence

Awareness campaign documents/information pfovided to emp
employees who followed awareness campaign; knowledge tests

loyees; list of

Frequency

Collect: one month after awareness campaign

Report: for each collection

Responsible parties

Information owner: Human resources
Information collector: Human resotirces

Measurement client: Information‘security manager

Data dource

Employee database, awarenéss campaign information, knowledge {

est results

Reporjting format

Pie chart for representiig/percentage of staff members passed the
and line chart for evelution representation if extra training has b

for a specific topic

test situation
ben organised

Relatipnship

ISO/IEC 2700172013, A.7.2.2: Information security awareness, ¢
training

bducation and

© ISO/IEC 2016 - All rights reserved
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B.15 Social engineering preparedness

Information descriptor Meaning or purpose
Measure ID Organization-defined
Information need To evaluate whether staff is prepared to react properly in case of some social

engineering attacks

Measure Percentage of staff that react correctly to a test, e. g., who did not click on a link in
a given test consisting in sending a phishing email to (a selected part of the) staff

Formula/scorjng a=Number of staff having clicked on the link/number of staff participating ix-the test

b = 1-Number of staff having reported the dangerous email through‘@ppropriate
channels

¢ =Number of staff having followed the instruction given when €licking on the link,
i.e. start revealing a password/number of staff participating

d = An appropriate weighted sum of the above parameter, depending on the pature

of the test
Target d: 0-60: Red, 60-80: Yellow, 90-100: Green
Implementatipn evidence Count of activity on a simulated command and eontrol addressed by the link. Take

care to respect personnel privacy aspects,<and to anonymise data so that test
participants do not have to fear negative .consequences from this test.

Frequency Collect: monthly to annually, depending‘on the criticality of social engineering dttacks

Report: for each collection

Responsible parties Information owner: Chief information security officer
Information collector: IT security officer trained to respect privacy aspect$

Measurement client: Risk'owner

Data source List of staff, or users-of'a given service; Awareness support, communication [email
or intranet)

Reporting format Test report indicating test details, measurements, analysis of resultf, and
recommendation, based on target and agreed treatment

Relationship ISOMEE 27001:2013, A.16.1: Management of information security indidents
and improvements

ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication informatior

ISO/IEC 27001:2013, A.7.2.2: Information security awareness, educatipn and
training

34 © ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=1c1dcd31fb4bc1d56d19671c57aae962

ISO/IEC 270

B.16 Password quality - manual

04:2016(E)

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To assess the quality of the passwords used by the Users to access the

organization’s IT systems

Measure Total number of passwords that comply with organization’s password quality policy
AJRatoolpasswordsuwhich meel graanization’'s password guatity policy
b) Trends of compliance status regarding password quality policy

Formyla/scoring Count number of passwords in user password database
Determine the number of passwords which satisfy organization’s password policy
¥ of [Total number of passwords that comply with organization’s pagsword quality
policy for each user]
a) Ratio of passwords which meet organization’s’password quality policy
b) Trends of compliance status regardingpassword quality policy
c) Divide [Total number of passwords-eomplied with organizatign’s password
quality policy] by [Number of registered passwords]
d) Compare ratio with the previous ratio

Targe Control objective is achievedand no action required if the resulting ratio is above
0.9.Ifthe resulting ratio ishetween 0.8 and 0.9 the control objective if not achieved,
but positive trend indicates improvement. If the resulting ratiq is below 0.8
immediate action shguld be taken.

Implementation evidence 1 Count number of passwords on user password database
2 Determine thénumber of passwords which satisfy organization’s password policy
Configuration file, password setting or configuration tool

Frequency Collecti-Depending on the criticality but minimum yearly
Amalysis: After each collection
Report: After each analysis
Measurement Revision: Yearly
Period of Measurement: Yearly

Responsible parties Information owner: System administrator
Information collector: Security staff
Measurement client: Managers responsible for an ISMS, Security mpnager

Data seuree Hser-password-databasendividualpassweords

Reporting format Trend line that depicts the number of passwords compliant with organization’s
password quality policy, superimposed with trend lines produced during previous
reporting periods.

Relationship ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication information

© ISO/IEC 2016 - All rights reserved
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B.17 Password quality - automated

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To assess the quality of the passwords used by the Users to access the
organization’s IT systems

Measure 1 Total number of passwords
2 Totalnumhbar of unecraclhahla nacowrnrde
2-Totalnumberoefune: ble-passweord

Formula/scorjng 1 Ratio of passwords crackable within 4 hours

2 Trend of the ratio 1
a) Divide [Number of uncrackable passwords] by [Total number. of passwords]

b) Compare ratio with the previous ratio

Target Control objective is achieved and no action required if the résulting ratio is|above
0.9.If the resulting ratio is between 0.8 and 0.9 the contrelobjective is not aclieved,
but positive trend indicates improvement. If the'xeSulting ratio is belqw 0.8
immediate action should be taken.

Implementatipn evidence 1 Run query on employee account records

2 Run password cracker on employee system account records using hybrid pttack

Frequency Collect: Weekly

Analysis: Weekly

Report: Weekly

Measurement revision: Review and update every year

Period of measurement:-Applicable 3 years

Responsible parties Information owner:System administrator
Information colleetor: Security staff

Measurement-client: Managers responsible for an ISMS, Security manager

Data source Employeesystem account database

Reporting format Trefiddine that depicts password crackability for all records tested superimposed
with'lines produced during previous tests.

Relationship ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication informatior
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B.18 Review of user access rights

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Measure on how many systematic user access rights reviews are
critical systems

performed on

Measure

Percentage of critical systems where user access rights are periodically reviewed

Formut

la/scoring
/ &

[Numbher of information systems classified as critical where periodi
reviews are performed/Total number of information systems classifiedg

c access rights
s critical] * 100

Targe Green: 90-100%, Orange: 70-90%, Red <70%

Implementation evidence Proofs of reviews (e.g. email, ticket in ticketing system, formula prjoofing review
completion)

Frequency Collect: After any changes such as promotion, demotion or'termination pf employment
Report: each semester

Responsible parties Information owner: Risk owner

Information collector: Chief information 'security officer

Measurement client: Information security manager

Data Jource Assetinventory, system used to track if reviews were performed, e.g., Titketing system
Reporting format Pie chart for current situationdndline chart for compliance evolution fepresentation
Relatipnship ISO/IEC 27001:2013, A:9:2.5: Review of user access rights

© ISO/IEC 2016 - All rights reserved
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B.19 Physical entry controls system evaluation

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To show the existence, extent and quality of the system used for access control
Measure Strength of physical entry controls system

Formula/scoring Scale from 0-5

U There 1s no access control system

1 There is an access system where PIN code (one factor system)-is‘usgd for
entry control

2 There is an access control card system where pass card (one factor systlem) is
used for entry control

3 There is an access card system where pass card and] PIN code is usgd for
entry control

4 Previous + log functionality activated

5 Previous + PIN code is replaced by biometric@uthentication (fingerprint|, voice
recognition, retina scan etc.)

Target Value 3= satisfactory

Implementatipn evidence Qualitative assessment where each subset grade is a part of the grade above. Qontrol
the type of entry control system and‘inspect the following aspects:

— Access control card system éxistence
— PIN code usage
— Log functionality

— Biometric authentication

Frequency Collect: Yearly

Analysis: Yeatly

Report: Yearly

Measurement revision: 12 months

Period of measurement: Applicable 12 months

Responsible parties Information owner: Facility manager
Information collector: Internal auditor/external auditor

Measurement client: Management committee

Data source Identity management records
Reporting format Graphs
Relationship ISO/IEC 27001:2013, A.11.1.2: Physical entry controls
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B.20 Physical entry controls effectiveness

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

1. Ensure an environment of comprehensive security and accountability for

personnel, facilities, and products

2. Integrate physical and information security protection mechanisms to ensure

appropriate protection of the organization’s information resources

Measyre Number of unauthorized entry into facilities containing informatiofysystems (subset
of physical security incidents)

Formyla/scoring Current number of physical security incidents allowing unauthorited entry into
facilities containing information systems/previous value
(Note that these measures need to take into account’organization-specific context
such as the total number of physical security incidents)

Targe Below 1.0

Implefnentation evidence Systematic analysis of physical security incident reports and acces$ control logs

Frequency Quarterly for data gathering and reporting

Responsible parties Information owner: Physical securityofficer

Information collector: Computer&ecurity incident response team (

Information customer: Chiefinformation officer, Chief information s

CSIRT)

ecurity officer

Data gource Physical security incidentyeports
Physical access contr@lllogs
Reporfting format Plot showing trend*of unauthorized entry into facilities containinlg information

systems for thesmost recent sampling periods

Relati

Actior

bnship

ISO/IEC 27001:2013, A.11.1.2: Physical entry controls

Review and improve physical security controls applied to inform

htion systems.
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B.21 Management of periodic maintenance

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To evaluate timeliness of maintenance activities in relation to schedule

Measure Maintenance delay per completed maintenance event

. For each completed event, subtract [Date of actual maintenance] from [Date of

Formula/scoring .
scheduled maintenance]
1. Organization-specific, for example, if average delay is consistently shéwing at
over 3 days, the causes need to be examined

Target 2. Ratio of completed maintenance events should be greater than 0.9

3. Trend should be stable or close to 0
4. Trend should be stable or upwards

1 Dates of scheduled maintenance
) ) 2 Dates of completed maintenance
Implementatipn evidence
3 Total number of planned maintenance event$

4 Total number of completed maintenance events

Collect: quarterly

Frequency

Report: annually

Information owner: System administrator
Responsible Parties Information collector: Security staff

Measurement client: Security manager, IT manager

1 Plan/schedule of systém maintenances
Data source )
2 Records of systém maintenances

Line chart thatdepicts the average deviation of maintenance delay, superimposed
with linesproduced during previous reporting periods and the numbers of syjstems
Format within the-scope

An éxplanation of findings and recommendation for potential management pction

Relationship ISO/IEC 27001:2013, A.11.2.4: Equipment maintenance
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B.22 Change management
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Information descriptor

Meaning or purpose

Measure ID Organization-defined

Information need Evaluate whether change management best practice as well hardening policy are
respected

Measure Percentage of new installed systems that were respected change management best
practice and hardening policy

Formyla/scoring Number of newly installed applications or systems where evidences of respecting
the change management best practices are available/number 0f newly installed
applications

Targe All systems must follow the change management guidelines

Implementation evidence Ticketing system, e-mails, reports, checklist used for\configuration|

Frequpency Collect: Every semester
Report: Yearly to management, each semestef.to’Information securfity manager

Responsible parties Information owner: Risk owner

Information collector: Risk owner

Measurement client: Information sécurity manager

Data dource Ticketing system, e-mails, reports, checklist used for configuration,|configuration
review tool report

Reporting format Pie chart for current situation and line chart for compliance evolution fepresentation

Relatipnship ISO/IEC 27001:2013; A.12.1.2: Change management
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B.23 Protection against malicious code

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To assess the effectiveness of the protection system against malicious software attacks

Measure Trend of detected attacks that were not blocked over multiple reporting periods
Formula/scoring Number of security incidents caused by malicious software/number of detected
and blocked attacks caused hy malicious software
Target Trend line should remain under specified reference, resulting in a downwhard or

constant trend
Implementatipn evidence 1 Count number of security incidents caused by malicious software |n the
incident reports
2 Count number of records of blocked attacks
Frequency Collect: Daily
Analysis: Monthly
Report: Monthly
Measurement Revision: Review annually
Period of Measurement: Applicable 1 year
Responsible parties Information owner
Information collector
Measurement client
Data source 1 Incident reports
2 Logs of countermeasure software for malicious software
Reporting forpnat Trend line that depicts ratio of malicious software detection and preventioh with
lines produced during previous reporting periods
Relationship ISO/IEC 27001:2013, A.12.2.1: Controls against malware
NOTE Orgdanizations adepting this measure should consider the following issues that may lead| to an
incorrect analysis of such/measure:
— “number of detected and blocked attacks caused by malicious software” can be very high; thus
such medsureé can result in very small ratios;
— if in rgatizati

BA—mapmiad +l oo 3 S -cran. £ oo din o £ o Bacific xrize. PR 3
T PCTTOUTIICT OIS alT HICTCasSC—UT SpTtautitg UT o SPCCITICTVIT OS5, dll OT g dITZatro

may

experience an increase of malware attacks and incidents; in this case the ratio remains the same,
even if the increase of incidents can raise concern.
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Information descriptor

Meaning or purpose

Measure ID Organization-defined
Information need Number of malware affected systems which do not have an updated anti-malware
solution
Measure Percentage of malware affected systems connected to the organization’s network
with obsolete (e.g. more than one week) antimalware signatures
Formyla/scoring (Number of obsolete antivirus) / (Total workstation)
Targe 0 or a small value decided by the organization
Implementation evidence Monitoring of antivirus activities in each malware affected system
Frequency Daily
Responsible parties Information owner: IT operations
Information collector: IT operations
Information customer: Chief information security officer
Data gource Monitoring tools
Antimalware console
Reporjting format Numbers per system classes (wérkstations, servers, 0/s)
Relatipnship ISO/IEC 27001:2013, A.12.2.1: Controls against malware
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B.25 Total availability

Information descriptor

Meaning or purpose

Measure ID Organization-defined
Information need Availability of IT services for each service, compared with the defined maximum
downtime
Measure For each IT service the end-to-end availability is compared with the maximum
availability (i.e., excluding the previously defined downtime windows)
Formula/scorjng (Total availability) /(Maximum availability excluding downtime windows)
Target Service availability target
Implementatipn evidence Monitoring of end-to-end availability of each IT service
Frequency Monthly
Responsible parties Information owner: IT operations
Information collector: IT quality
Information customer: Chief information officer
Data source Monitoring tools
Reporting format For each service, two lines:
1. line linking the actual availability (percentage) of each sampled pejriod
2. line (for comparison purposes)’showing the availability target
Relationship [SO/IEC 27001:2013, A.17.2.1: Availability of information processing fa¢ilities
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Firewall rules

ISO/IEC 27004:2016(E)

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Evaluate current firewall performance

Measure Unused firewall rules on border firewalls
Formula/scoring Countofborder firewall rules which have been used 0 times in the last sampling period
Targe 0
Implementation evidence Records of usage counters on each firewall rules
Frequpncy Bi-annual or yearly
Responsible parties Information owner: network manager/information secugity manager
Information collector: network analyst/security analyst
Information customer: network manager/information security mahager
Data dource Firewall management console, firewall review report
Reporfting format Countorlist of unused firewall rules to be niarked for review and pofsible deletion
Relatipnship ISO/IEC 27001:2013, A.13.1.3: Segregation in networks

© ISO/IEC 2016 - All rights reserved
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B.27 Log files review

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To assess the status of compliance of the regular review of critical system log files

Measure Percentage of audit log files reviewed when required per time period
Formula/scoring [# of log files reviewed within specified time period/total # of log files]*100
Target Resuttbetow 2096 stould-beexamimed forcauses of unmderperfornrarnce

Implementatipn evidence

Add up total number of log files listed in the review log list

Frequency

Collect: Monthly (depending on the criticality, it could go to daily of real-time)
Analysis: Monthly (depending on the criticality, it could go to daily or real-fime)
Report: Quarterly

Measurement Revision: Review and update every 2 years

Period of Measurement: Applicable 2 years

Responsible parties

Information owner: Security manager
Information collector: Security staff

Measurement client: Managers responsible for an ISMS, Security manager

Data source

System; individual log files; evidenceyfthe log review

Reporting format

Line chart that depicts the trend with a summary of findings and any suggested

management actions

Relationship

ISO/IEC 27001:2013, A.12:4.1: Event logging
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