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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document provides guidance on the requirements for an information security management system
(ISMS) as specified in ISO/IEC 27001 and provides recommendations (‘should’), possibilities (‘can’)
and permissions (‘may’) in relation to them. It is not the intention of this document to provide general
guidance on all aspects of information security.

Clauses 4 to 10 of this document mirror the structure of ISO/IEC 27001:2013.

This document does not add any new requirements for an ISMS and its related terms and definitions.
Organizations should refer to ISO/IEC 27001 and ISO/IEC 27000 for requirements and definitions.

e - 1 e A Yok W Fal | 1.1 o + 1 | L. | - + .
OrganjzationstmpltementimgamrtSMSareumder moobligatiomrtoobserve theguidance i this document.

An ISMS emphasizes the importance of the following phases:

— urjderstanding the organization’s needs and the necessity for establishing information security
pdlicy and information security objectives;

— aspessing the organization’s risks related to information security;

— implementing and operating information security processes)'controls and other| measures to
treat risks;

— m¢nitoring and reviewing the performance and effectiveness of the ISMS; and
— prctising continual improvement.
An ISMS, similar to any other type of management system, includes the following key conjponents:
a) pdlicy;
b) pdrsons with defined responsibilities;
c) management processes related to:
1)| policy establishment;
2)| awareness and competence provision;
3)[ planning;
4)[ implementation;
5)| operation;

6)| performance assessment;

7)management review; and

8) improvement; and
d) documented information.
An ISMS has additional key components such as:
e) information security risk assessment; and
f) information security risk treatment, including determination and implementation of controls.

This document is generic and intended to be applicable to all organizations, regardless of type, size or
nature. The organization should identify which part of this guidance applies to it in accordance with its
specific organizational context (see ISO/IEC 27001:2013, Clause 4).

© ISO/IEC 2017 - All rights reserved v
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For example, some guidance can be more suited to large organizations, but for very small organizations

(e.g. with fewer than 10 persons) some of the guidance can be unnecessary or inappropriate.

The descriptions of Clauses 4 to10 are structured as follows:

— Requiredactivity: presentskeyactivitiesrequiredinthe corresponding subclause of ISO/IEC27001;

— Explanation: explains what the requirements of ISO/IEC 27001 imply;

— Guidance: provides more detailed or supportive information to implement “required ac
including examples for implementation; and

— Other information: provides further information that can be considered.

, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and"prda
guidance on I$O/IEC 27001:2013. Among these documents, ISO/IEC 27003 is a basic and compreh

tivity”

viding
ensive

document that provides guidance for all the requirements of ISO/IEC 27001, but it’dees nagt have

detailed descriptions regarding “monitoring, measurement, analysis and evaluation“;and infori
security risk management. ISO/IEC 27004 and ISO/IEC 27005 focus on specific contents and giv
detailed guidhnce on “monitoring, measurement, analysis and evaluation” and information s¢
risk managenjent.

There are seyeral explicit references to documented information in ISO/IEC 27001. Neverthel
organization [can retain additional documented information that it determines as necessary

mation
P more
curity

PSS, an
for the

effectiveness pf its management system as part of its response to ISQ/IEC 27001:2013, 7.5.1 b). I these

cases, this ddqcument uses the phrase “Documented information/ on this activity and its outc
mandatory only in the form and to the extent that the orgamization determines as necessary
effectiveness pf its management system (see ISO/IEC 27001:2013, 7.5.1 b)).”

bme is
for the
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Information technology — Security techniques —
Information security management systems — Guidance

1 Scope
This document provides explanation and guidance on ISO/IEC 27001:2013.

2 Normative references

The following documents are referred to in the text in such a way that some-gr 'all of|their content
constifutes requirements of this document. For dated references, only the edition citefl applies. For
undated references, the latest edition of the referenced document (including\any amendments) applies.

ISO/IHC 27000:2016, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IHC 27001:2013, Information technology — Security techniquies— Information security management
systems — Requirements

3 Terms and definitions
For the¢ purposes of this document, the terms and definitions given in ISO/IEC 27000:201¢ apply.

ISO and IEC maintain terminological database$.for use in standardization at the following addresses:

— IE[ Electropedia: available at http://y#www.electropedia.org/

— ISP Online browsing platform: available at http://www.iso.org/obp

4 Context of the organization

4.1 Understandingthe organization and its context
Requifed activity:

The organization determines external and internal issues relevant to its purpose and affecting its
ability|to achieVe the intended outcome(s) of the information security management system (ISMS).

Explanation

As an integral function of the ISMS, the organization continually analyses itself and the world
surrounding it. This analysis is concerned with external and internal issues that in some way affect
information security and how information security can be managed, and that are relevant to the
organization’s objectives.

Analysis of these issues has three purposes:
— understanding the context in order to decide the scope of the ISMS;
— analysing the context in order to determine risks and opportunities; and

— ensuring that the ISMS is adapted to changing external and internal issues.

© ISO/IEC 2017 - All rights reserved 1
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External issues are those outside of the organization’s control. This is often referred to as the
organization’s environment. Analysing this environment can include the following aspects:

a)
b)
‘)
d)
e)
f)

These aspect
security and
organization’s

For example,

g)
h)
i)
j)

Internal issue
following asp

k)
D)

t)

social and cultural;

political, legal, normative and regulatory;

financial and macroeconomic;

technological;

natural; and

competit

the legal

character
(natural 3

technical

the gener

the organ
policies, g
governan|
standard

contractu
of the ISM

processes

the capalilities;in terms of resources and knowledge (e.g. capital, time, persons, processes, sy

and techr

ve.

5 of the organization’s environment continually present issues that affect infori
how information security can be managed. The relevant external issuesydepend
specific priorities and situation.

external issues for a specific organization can include:

mplications of using an outsourced IT service (legal aspect);

spect);
advances of hacking tools and use of cryptography{technological aspect); and
pl demand for the organization’s services (socialcultural or financial aspects).

s are subject to the organization’s control, Analysing the internal issues can incly
pCts:

ization’s culture;

bjectives, and the strategies to@chieve them;

ce, organizational structur€,roles and responsibilities;
5, guidelines and models adopted by the organization;

al relationships that can directly affect the organization’s processes included in the
S;

and procedtres;

ologies);

nation
on the

istics of the nature in terms of possibility of disasters such-as'fire, flood and earthquakes

de the

scope

rstems

physical i

nfrastructure and environment;

information systems, information flows and decision making processes (both formal and
informal); and

previous audits and previous risk assessment results.

The results of this activity are used in 4.3, 6.1 and 9.3.

Guidance

Based on an understanding of the organization’s purpose (e.g. referring to its mission statement or
business plan) as well as the intended outcome(s) of the organization’s ISMS, the organization should:

— review the external environment to identify relevant external issues; and

© ISO/IEC 2017 - All rights reserved
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— review the internal aspects to identify relevant internal issues.

In order to identify relevant issues, the following question can be asked: How does a certain category
of issues (see a) to t) above) affect information security objectives? Three examples of internal issues
serve as an illustration by:

Example 1 on governance and organizational structure (see item m)): When establishing an ISMS,
already existing governance and organizational structures should be taken into account. As an
example, the organization can model the structure of its ISMS based on the structure of other existing
management systems, and can combine common functions, such as management review and auditing.

Example 2 on policy, objectives and strategies (see item 1)): An analysis of existing policies, objectives

and st
object

Examp
issues
variou

As bot
scope,

Docunpented information on this activity and its outcome is mandatory only in the for
extent
(seelS§

Other

In ISO
organi
partne
or priy

There

1y

2)

3)

4)

th

ategies, camr imdicate witat the orgamnization internds to-acthieve and row threfform
ves can be aligned with business objectives to ensure successful outcomes.

le 3 on information systems and information flows (see item s)): When determ
the organization should identify, at a sufficient level of detail, the information flow
s information systems.

h the external and the internal issues will change over time, the iSsues and their in
constraints and requirements of the ISMS should be reviewed.fegularly.

that the organization determines as necessary for the.effectiveness of its manag
0/IEC 27001:2013, 7.5.1 b)).

information

zation includes but is not limited to sole-trader, company, corporation, firm, enterpr
rship, charity or institution, or part or:¢cembination thereof, whether incorporated
ate.” Some of these examples are whole legal entities, whilst others are not.

hre four cases:

e organization is a legal or*administrative entity (e.g. sole-trader, company, corp

enfterprise, authority, parthership, charity or institution whether incorporated or
prjivate);

the organization is@subset of a legal or administrative entity (e.g. part of a company

e

th

companies, corporations, firms); and

th

erprise);

b organization is a set of a legal or administrative entities (e.g. a consortium of sole-1

e organization is a set of subsets of legal or administrative entities (e.g. clubs, trade

ption security

ning internal
s between its

Fluence on the

m and to the
bment system

[EC 27000, the definition of “organization®‘has a note which states that: “The concept of

ise, authority,
or not, public

oration, firm,

hot, public or

[, corporation,

raders, larger

associations).

4.2 Understanding the needs and expectations of interested parties

Required activity

The organization determines interested parties relevant to the ISMS and their requirements relevant to
information security.

Explanation

Interested party is a defined term (see ISO/IEC 27000:2016, 2.41) that refers to persons or organizations
that can affect, be affected by, or perceive themselves to be affected by a decision or activity of the
organization. Interested parties can be found both outside and inside the organization and can have
specific needs, expectations and requirements for the organization’s information security.

© ISO/IEC 2017 - All rights reserved
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External interested parties can include:

a) regulator

s and legislators;

b) shareholders including owners and investors;

c) suppliers

including subcontractors, consultants, and outsourcing partners;

d) industry associations;

e) competitors;

f) customer

s and consumers; and

g) activistg

Internal inter]

Foups.

psted parties can include:

h) decision fnakers including top management;

i) process o
j)  supportf
k) employed
1) informati
The results of
Guidance

The following
— identify e
— identify i
— identify |

As the needs,
their influenc

Documented
extent the or
ISO/IEC 2700

Other inform

wners, system owners, and information owners;
inctions such as IT or Human Resources;

s and users; and

on security professionals.

this activity are used in 4.3 and 6.1.

steps should be taken:

xternal interested parties;

nternal interested parties; and
pquirements of interested:pdrties.

expectations and requirement of interested parties change over time, these chang
e on the scope, constraints and requirements of the ISMS should be reviewed regul

nformation @n'this activity and its outcome is mandatory only in the form and
ranization -determines as necessary for the effectiveness of its management syste
1:2013, 7.5:1 b)).

ation

es and
hrly.

to the
m (see

No other info

e
IIIALIVUIL.

4.3 Determining the scope of the information security management system

Required activity

The organization determines the boundaries and applicability of the ISMS to establish its scope.

Explanation

The scope defines where and for what exactly the ISMS is applicable and where and for what it is not.

Establishing the scope is therefore a key activity that determines the necessary foundation for all other
activities in the implementation of the ISMS. For instance, risk assessment and risk treatment, including
the determination of controls, will not produce valid results without having a precise understanding of

© ISO/IEC 2017 - All rights reserved
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where exactly the ISMS is applicable. Precise knowledge of the boundaries and applicability of the ISMS
and the interfaces and dependencies between the organization and other organizations is critical as
well. Any later modifications of the scope can result in considerable additional effort and costs.

The following factors can affect the determination of the scope:

a)
b)

‘)
d)

e)

the external and internal issues described in 4.1;

the interested parties and their requirements that are determined according to
ISO/IEC 27001:2013,4.2;

the readiness of the business activities to be included as part of ISMS coverage;

al] support functions, i.e. functions that are necessary to support these busines§ activities (e.g.
hyman resources management; IT services and software applications; facility~mpnagement of
buildings, physical zones, essential services and utilities); and

all functions that are outsourced either to other parts within the organization or t¢ independent
suppliers.

The scppe of an ISMS can be very different from one implementation to,arother. For instapce, the scope

can in¢lude:

Guidapce

To establish the scope of an ISMS;:@ multi-step approach can be followed:

f)

g)

h)

orle or more specific processes;

orle or more specific functions;

orle or more specific services;

orle or more specific sections or locations;
ar] entire legal entity; and

ar] entire administrative entity and one or more of its suppliers.

ddtermine the preliminary scope: this activity should be conducted by a small, but representative
grpup of managemengrepresentatives;

ddtermine the refined scope: the functional units within and outside the preliminary scope should
bd reviewed,possibly followed by inclusion or exclusion of some of these functional upnits to reduce
the numberof interfaces along the boundaries. When refining the preliminary scoge, all support
fuhctions:should be considered that are necessary to support the business activiti¢s included in
the seope;

determine the fimat scope: the Tefined scope should be evatuated by ait management within the
refined scope. If necessary, it should be adjusted and then precisely described; and

approval of the scope: the documented information describing the scope should be formally
approved by top management.

The organization should also consider activities with impact on the ISMS or activities that are
outsourced, either to other parts within the organization or to independent suppliers. For such
activities, interfaces (physical, technical and organizational) and their influence on the scope should be
identified.

Documented information describing the scope should include:

j)

the organizational scope, boundaries and interfaces;

© ISO/IEC 2017 - All rights reserved 5
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k) the information and communication technology scope, boundaries and interfaces; and
1) the physical scope, boundaries and interfaces.
Other information

No other information.

4.4 Information security management system

Required activity

Th : : ol il : 1 L ko 1 s ers 2l ICNAIC
€ organlzagrotrestantsies mprenrets, matratsana-contiaany mprovesthe oo

Explanation

ISO/IEC 2700[1:2013, 4.4 states the central requirement for establishing, implementiig,’ mainfaining
and continually improving an ISMS. While the other parts of ISO/IEC 27001 desCribe the reguired
elements of an ISMS, 4.4 mandates the organization to ensure that all requiredielements are met in
order to estaljlish, implement, maintain and continually improve the ISMS.

Guidance
No specific gyidance.
Other information

No other information.

5 Leadership

5.1 Leadership and commitment

Required actlivity

Top managenjent demonstrates leadership and commitment with respect to the ISMS.
Explanation

Leadership a)jd commitmentare’essential for an effective ISMS.

Top management is defingd\(see ISO/IEC 27000) as a person or group of people who directs and c¢ntrols
the organizatiion of the {SMS at the highest level, i.e. top management has the overall responsibility
for the ISMS. [This means that top management directs the ISMS in a similar way to other areaq in the
organization, [for éxample the way budgets are allocated and monitored. Top management can d¢legate
authority in fhelorganization and provide resources for actually performing activities reldted to
information security and the ISMS, but It still retains overall responsibility.

As an example, the organization implementing and operating the ISMS can be a business unit within
a larger organization. In this case, top management is the person or group of people that directs and
controls that business unit.

Top management also participates in management review (see 9.3) and promotes continual
improvement (see 10.2).

Guidance
Top management should provide leadership and show commitment through the following:

a) top management should ensure that the information security policy and the information security
objectives are established and are compatible with the strategic direction of the organization;

6 © ISO/IEC 2017 - All rights reserved
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d)

f)

g)

h)
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top management should ensure that ISMS requirements and controls are integrated into the
organization’s processes. How this is achieved should be tailored to the specific context of the
organization. For example, an organization that has designated process owners can delegate the
responsibility to implement applicable requirements to these persons or group of people. Top
management support can also be needed to overcome organizational resistance to changes in
processes and controls;

top management should ensure the availability of resources for an effective ISMS. The resources
are needed for the establishment of the ISMS, its implementation, maintenance and improvement,
as well as for implementing information security controls. Resources needed for the ISMS include:

1)
2)
3)
4)
Th
in
in

to
or]

financial resources;

personnel;
facilities; and
technical infrastructure.

licates whether the resources are adequate for the organization;

canization and the need to conform to ISMS requirements. This can be done by gi

e needed resources depend on the organization’s context, such as the size, the cdmplexity, and
fernal and external requirements. The management review Shotld provide infgrmation that

b management should communicate the need for information security management in the

ving practical

examples that illustrate what the actual need is-id the context of the organization and by
communicating information security requirements;

to
inj
re
ca|

b management should ensure that the ISMS-achieves its intended outcome(s) by s
plementation of all information security,, management processes, and in parti
questing and reviewing reports on the status and effectiveness of the ISMS (see 5.3 b)
h be derived from measurements (see.2 b) and 9.1 a)), management reviews and

Lpporting the
ular through
.Such reports
audit reports.

Top management can also set performance objectives for key personnel involved with the ISMS;

to
in
of]
st

to

p management should direct*and support persons in the organization directly
formation security and the ISMS. Failing to do this can have a negative impact on the
the ISMS. Feedback from top management can include how planned activities are
Fategic needs for the organization and also for prioritizing different activities in thg

b management sliould assess resource needs during management reviews and set

cojntinual improvement and for monitoring effectiveness of planned activities; and

to
se
in

In casq
leadership and commitment can be improved by engagement with the person or group of people that
controls and directs the larger organization. If they understand what is involved in implementing an
ISMS, they can provide support for top management within the ISMS scope and help them provide
leadership and demonstrate commitment to the ISMS. For example, if interested parties outside the
scope of the ISMS are engaged in decision making concerning information security objectives and risk
criteria and are kept aware of information security outcomes produced by the ISMS, their decisions
regarding resource allocations can be aligned to the requirements of the ISMS.

b managernent should support persons to whom roles and responsibilities relating {
curity management have been assigned, so that they are motivated and able to direq
formation security activities within their area.

ps'where the organization implementing and operating an ISMS is part of a larger

nvolved with
effectiveness
hligned to the
ISMS;

objectives for

0 information
t and support

organization,

Other information

No other information.
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5.2 Policy

Required activity

Top management establishes an information security policy.
Explanation

The information security policy describes the strategic importance of the ISMS for the organization
and is available as documented information. The policy directs information security activities in the
organization.

tes what the needs for information security are in the actual context of the organization.

The policy st3

Guidance

ection
erage.

The informatjon security policy should contain brief, high level statements of intent-and dif
concerning information security. It can be specific to the scope of an ISMS, or can hayewider cov|

All other pol pld be

aligned to the

cies, procedures, activities and objectives related to information, security sho
information security policy.

concerns relating to information security. The extent of the information security policy should be in
ith the purpose and culture of the organization and should seek a balance betwegn ease
1 completeness. It is important that users of the palicy can identify themselves wjth the
ction of the policy.

The informa“:'a/]ron security policy should reflect the organization’s business situation, culture, issyes and

accordance
of reading an
strategic dire

zation
bm for
 large
zation,
uld be

The informat
or describe t

on security policy can either include information security objectives for the organ
he framework for how information security objectives are set (i.e. who sets th
the ISMS and|how they should be deployed within the'scope of the ISMS). For example, in ver)
organizationd, high level objectives should be set by the top management of the entire organi
then, according to a framework established in the’information security policy, the objectives shg
detailed in a Way to give a sense of direction to-all interested parties.

The informat on its

commitment

ion security policy should ‘contain a clear statement from the top management
o satisfy information secutity related requirements.

The informat
continual imyj

ion security policywshould contain a clear statement that top management su
rovement in all activities. It is important to state this principle in the policy, §

persons within the scope of the-ISMS are aware of it.

The informat
Therefore, its

on security policy should be communicated to all persons within the scope of thg
format/and language should be appropriate so that it is easily understandable

pports

o that

ISMS.
by all

recipients.

Top managenjentshould decide to which interested parties the policy should be communicatgd. The
information security policy can be written In such a way that It Is possible to communicate It to relevant
external interested parties outside of the organization. Examples of such external interested parties
are customers, suppliers, contractors, subcontractors and regulators. If the information security policy
is made available to external interested parties, it should not include confidential information.

The information security policy may either be a separate standalone policy or included in a
comprehensive policy, which covers multiple management system topics within the organization (e.g.
quality, environment and information security).

The information security policy should be available as documented information. The requirements in
ISO/IEC 27001 do not imply any specific form for this documented information, and therefore is up to
the organization to decide what form is most appropriate. If the organization has a standard template
for policies, the form of the information security policy should use this template.
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Other information
Further information on policies related to information security can be found in ISO/IEC 27002.

Further information about the relationship between the information security policy and other policies
in a policy framework can be found in Annex A.

5.3 Organizational roles, responsibilities and authorities
Required activity

Top management ensures that responsibilities and authorities for roles relevant to information security
are as§igned and communicated throughout the organization.

Explanation

Top management ensures that roles and responsibilities as well as the necessary, authoritjes relevant to
informjation security are assigned and communicated.

The pyrpose of this requirement is to assign responsibilities and authoriti€s to ensure canformance of
the ISMS with the requirements of ISO/IEC 27001, and to ensure repotting on the perfofmance of the
[SMS tp the top management.

Guidapce

Top mpanagement should regularly ensure that the respénsibilities and authorities for|the ISMS are
assignpd so that the management system fulfils the requirements stated in ISO/IEL 27001. Top
management does not need to assign all roles, responsibilities and authorities, but it shoyld adequately
delegate authority to do this. Top management:should approve major roles, resporlsibilities and
authoifities of the ISMS.

Responsibilities and authorities related to information security activities should be assighed. Activities
include:

a) coordinating the establishment;” implementation, maintenance, performance rgporting, and
inprovement of the ISMS;

b) advising on information security risk assessment and treatment;
c) dgsigning informatiensecurity processes and systems;

d) sefting standards-concerning determination, configuration and operation of information security
coptrols;

e) managinginformation security incidents; and

f) repiewing and auditing the ISMS.

Beyond the roles specifically related to information security, relevant information security
responsibilities and authorities should be included within other roles. For example, information
security responsibilities can be incorporated in the roles of:

g) information owners;

h) process owners;

i) assetowners (e.g. application or infrastructure owners);
j) risk owners;

k) information security coordinating functions or persons (this particular role is normally a
supporting role in the ISMS);
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anagers;

m) line managers; and

n) informati

on users.

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).

Other information

No other info

mation.

6 Plannin

6.1 Action

6.1.1 Gene
Overview

ISO/IEC 2700
opportunities
treatment.

The structure
a) risksand

b) informati
informati

The first cate
6.1.1 (general

definition, top management’s commitment to information security, resources for operating thg

etc. Opportur
ISMS, the con
security conti

The second c4
availability of
with 6.1.2 (in

Organization;

g

5 to address risks and opportunities

ral

1:2013, 6.1 is concerned with the planning of actions*to address all types of ris

of ISO/IEC 27001 subdivides risks into two categories during planning:
opportunities relevant to the intended outcome(s) of the ISMS as a whole; and

on security risks that relate to the loss of confidentiality, integrity and availab
on within the scope of the ISMS.

rory should be handled in accordance with requirements specified in ISO/IEC 27001
). Risks that fall into this category can be risks relating to the ISMS itself, the ISMS

ities that fall into this category can be opportunities relating to the outcome(s)
hmercial value of anISMS, the efficiency of operating ISMS processes and infor}
ols, etc.

tegory consists of all risks that directly relate to the loss of confidentiality, integri
information within the scope of the ISMS. These risks should be handled in acco

maychoose to use different techniques for each category.

formation/security risk assessment) and 6.1.3 (information security risk treatment).

ks and

that are relevant to the ISMS. This includes risk assessment and planning f¢r risk

lity of

:2013,
scope
ISMS,
of the
mation

ty and
rdance

The subdivision of requirements for addressing risks can be explained as follows:

— it encourages compatibility with other management systems standards for those organizations
that have integrated management systems for different aspects like quality, environment and
information security;

— itrequires thatthe organization defines and applies complete and detailed processes for information
security risk assessment and treatment; and

— it emphasizes that information security risk management is the core element of an ISMS.

ISO/IEC 27001:2013, 6.1.1 uses the expressions ‘determine the risks and opportunities’ and ‘address
these risks and opportunities’. The word “determine” can be considered to be equivalent to the word
“assess” used in ISO/IEC 27001:2013, 6.1.2 (i.e. identify, analyse and evaluate). Similarly, the word

“address” can

10

be considered equivalent to the word “treat” used in ISO/IEC 27001:2013, 6.1.3.
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Required activity

When planning for the ISMS, the organization determines the risks and opportunities considering
issues referred to in 4.1 and requirements referred to in 4.2.

Explanation

For risks and opportunities relevant to the intended outcome(s) of the ISMS, the organization
determines them based on internal and external issues (see 4.1) and requirements from interested
parties (see 4.2). Then the organization plans its ISMS to:

a) ensure that intended outcomes are delivered by the ISMS, e.g. that the information security risks

ar, knauwntaothe rick auwnors and troatod ta an qr‘napfnh]n lavel:
HH OVt O-—t1re-+ Wre ottt ettt torore-rev-e;

b) prevent or reduce undesired effects of risks relevant to the intended outcome(s)-of\the ISMS; and

c) achieve continual improvement (see 10.2), e.g. through appropriate miechanisins to detect
arld correct weaknesses in the management processes or taking opportunities for improving
information security.

Risks fonnected to a) above could be unclear processes and responsijbilities, poor awafeness among
employees, poor engagement from management, etc. Risks connected’to b) above could be poor risk
management or poor awareness of risks. Risks connected to c) above could be poor mandgement of the
ISMS documentation and processes.

When [an organization pursues opportunities in its activities, these activities then affe¢t the context
of the|organization (ISO/IEC 27001:2013, 4.1) or the-needs and expectations of interjested parties
(ISO/IEC27001:2013, 4.2), and can change the risks to the organization. Examples of such ppportunities
can be} focusing its business on some areas of produgts or services, establishing marketirlg strategy for
some geographical regions, or expanding business partnerships with other organizationg,

Opporfunities also exist in continual imprevements of the ISMS processes and documehtation, along
with gvaluation of the intended outcomes delivered by the ISMS. For example, consideration of a
relativiely new ISMS often results in idéntification of opportunities to refining processeq by clarifying
interfgces, reducing administrative dverhead, eliminating parts of processes that are notcost effective,
by refining documentation and ingtoducing new information technology.

The planning in 6.1.1 includes the determination of:
d) actions to address therisks and opportunities; and
e) the way to:
1)| integraté.and implement these actions into the ISMS processes; and

2)| evaluate the effectiveness of these actions.

Guidahee

The organization should:

f) determine risks and opportunities that can affect the achievement of the goals described in a), b)
and c), considering the issues referred to in 4.1 and the requirements referred to in 4.2; and

g) develop a plan to implement the determined actions and to evaluate the effectiveness of those
actions; actions should be planned considering integration of information security processes
and documentation in existing structures; all these actions are linked with information security
objectives (6.2) against which the information security risks are assessed and treated (see 6.1.2
and 6.1.3).

The general requirement to continually improve the ISMS stated in ISO/IEC 27001:2013, 10.2 is
supported by the requirement to achieve continual improvement given in 6.1.1 with other relevant
requirements of ISO/IEC 27001:2013, 5.1 g), 5.2 d), 9.1, 9.2 and 9.3.
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The actions required in 6.1.1 can be different for strategical, tactical and operational levels, for different

sites, or for di

Several appro

fferent services or systems.

aches can be taken to meet the requirements of 6.1.1, two of which are:

ISMS separately from information security risks; and

considering all risks simultaneously.

considering risks and opportunities associated with planning, implementing and operating the

An organization that is integrating an ISMS into an established management system can find that the
requirements of 6.1.1 are met by the organization’s existing business planning methodology. Where

this is the cas

f6.1.1.

Documented
extent the or
ISO/IEC 2700

Other inform

Further infor

P o Eo ot - et i Tt OV Syt rror et e et o et o o - oV e oo e e e e S e ey

nformation on this activity and its outcome is mandatory only in the form-and
banization determines as necessary for the effectiveness of its managemerit)syste
1:2013, 7.5.1 b)).

ation

mation about risk management can be found in ISO 31000.

NOTE Thelterm “risk” is defined as the “effect of uncertainty on objectives”((see ISO/IEC 27000:2016
6.1.2 Information security risk assessment
Required actlivity

The organizat
Explanation

The organizat

a) establish
1) theri

2) critey
asses

b) ensures

ion defines and applies an information security risk assessment process.

ion defines an information securityrisk assessment process that:
bs and maintains:
sk acceptance criteria; and

ia for performing information security risk assessments, which can include critg
sing the consequenceand likelihood, and rules for the determination of the level of ri

fhat repeated (information security risk assessments produce consistent, val

comparable results.

The informat

on secufity risk assessment process is then defined along the following sub-proces

identific

<)
1y

to the
m (see

2.68).

ria for
bk; and

d and

Ses:

a[ion of information security risks:
identIfy T1SKS associated wi € 1055 of contidentiality, integrity and avaitabi

information within the scope of the ISMS; and

2)

appropriate authority and responsibility for managing identified risks.

d)
iy

analysis of the information security risks:

ty for

identify the risk owners associated with these risks, i.e. identify and appoint persons with the

assess the potential consequences in case the identified risks materialize, e.g. direct business

impacts such as monetary loss or indirect business impacts such as damage in reputation.
Assessed consequences can be reported with quantitative or qualitative values;

2)

probability or frequency) or qualitative values; and

12

assess the realistic likelihood of occurrence of the identified risks, with quantitative (i.e.
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3) determine the levels of identified risk as a predefined combination of assessed consequences

1y

and assessed likelihoods; and

evaluation of the information security risks:

compare the results of risk analysis with the risk acceptance criteria established

before; and

2) prioritize the analysed risks for risk treatment, i.e. determine urgency of treatment for risks

that are considered as unacceptable, and sequence if several risks need treatmen

The information security risk assessment process is then applied.

The in
and rdg
risk p1
manag

The in
of the

Accorq
that c
accept

After
risks,
level ¢

formation security risk criteria should be established considering the context of thg
quirements of interested parties and should be defined in accordance with top fnanagement’s

eferences and risk perceptions on one hand and should allow:for’a feasible and ap
ement process on the other hand.

formation security risk criteria should be established in*connection with the intend
SMS.

ing to ISO/IEC 27001:2013, 6.1.2 a), criteria concérning information security ris
bnsider the assessment of likelihood and consequences should be established.
Ance criteria should be established.

the organization should also establish a method for combining them in order tq
f risk. Consequences and likelihoods may be expressed in a qualitative, quantit

quant

Risk a

ative manner.

ceptance criteria relates o' risk assessment (in its evaluation phase, when the
understand if a risk is(agceptable or not), and risk treatment activities (when thg
understand if the proposed risk treatment is sufficient to reach an acceptable leve

t.

organization

propriate risk

ed outcome(s)

k assessment
Further, risk

establishing criteria for assessing consequences and likelihoods of informaftion security

determine a
hitive or semi-

organization
organization
of risk).

cost-benefits

it leads to consistent, valid and comparable results

detail so that

Whatever the chosen method, the information security risk assessment process should ensure that:

all risks, at the needed level of detail, are considered;

— its results are consistent and reproducible (i.e. the identification of risks, their analysis and their
evaluation can be understood by a third party and results are the same when different persons
assess the risks in the same context); and

— theresults of repeated risk assessments are comparable (i.e. it is possible to understand if the levels

of

risk are increased or decreased).

Inconsistencies or discrepancies in the results when the whole or part of the information security risk
assessment process is repeated can indicate that the chosen risk assessment method is not adequate.
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Guidance on identification of information security risks (6.1.2 c))

Risk identification is the process of finding, recognizing and describing risks. This involves the
identification of risk sources, events, their causes and their potential consequences.

The aim of risk identification is to generate a comprehensive list of risks based on those events that
might create, enhance, prevent, degrade, accelerate or delay the achievement of information security
objectives.

Two approaches are commonly used for the identification of information security risks:

— event-based approach: considers risk sourcesin a generic way. Events considered can have happened
.- . . ; . ata, in

case they can be based on theoretical analysis and expert opinions; and

— approach|based on identification of assets, threats, and vulnerabilities: considers two differenf types
of risk sofirces: assets with their intrinsic vulnerabilities, and threats. Potential events congidered
here are [ways as to how threats could exploit a certain vulnerability of an asset to impgct the
organizafion’s objectives.

Both approadhes are consistent with the principles and generic guidelinés;on risk assessnjent in
SO 31000.

Other approathes of risk identification may be used if they have proven-a similar practical usefulness
and if they cah ensure the requirements in 6.1.2 b).

NOTE Thel approach based on assets, threats, and vulnerabilities corresponds to the information security
risk identificatjon approach by, and compatible with, the requiremefits in ISO/IEC 27001 to ensure that pfevious
investments in|risk identification are not lost.

It is not recorpmended that the risk identification be.toe detailed in the first cycle of risk assesgment.
Having a high level but clear picture of the information security risks is far better than haviing no
picture at all.

Guidance on dnalysis of the information security risks (6.1.2 d))
Risk analysis has the objective to deterndine the level of the risk.

ISO 31000 is [referenced in ISO/IEC 27001 as a general model. ISO/IEC 27001 requires that fgr each
identified risk the risk analysissis*based on assessing the consequences resulting from the rigk and
assessing the[likelihood of theseconsequences occurring to determine a level of risk.

Techniques for risk analysisbased on consequences and likelihood can be:

1) qualitativye, using'ascale of qualifying attributes (e.g. high, medium, low);

2) quantitatjive, using a scale with numerical values (e.g. monetary cost, frequency or probabrlity of
occurrente};or

3) semi-quantitative, using qualitative scales with assigned values.
Whatever technique for risk analysis is used, its level of objectivity should be considered.

There are several methods for analysing the risks. The two approaches mentioned (event based
approach and approach based on identification of assets, threats, and vulnerabilities) can be suitable
for information security risk analysis. Risk identification and analysis processes can be most effective
when carried out with the help of experts in the relevant risks under discussion.
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Guidance on evaluation of the information security risks (6.1.2 €))

Evaluation of analysed risks involves using the organization’s decision making processes to compare the
assessed level of risk for each risk with the pre-determined acceptance criteria in order to determine
the risk treatment options.

This final step of the risk assessment verifies whether the risks that have been analysed in the previous
steps can be accepted according to the acceptance criteria defined under 6.1.2 a), or need further
treatment. The step in 6.1.2 d) delivers information about the magnitude of the risk but no immediate
information about the urgency of implementing risk treatment options. Depending on the circumstances
in which risks occur, they can have different priorities for treatment. Therefore, the output of this step
should be a list of risks in priority order. It is useful to retain further information about these risks from
the risk identification and risk analysis steps to support decisions for risk treatment.

Otherlinformation

ISO/IEC 27005 provides guidance for performing information security risk assessments.

6.1.3 | Information security risk treatment
Requifred activity
The orjganization defines and applies an information security risk’treatment process.

Explanation

Information security risk treatment is the overall process of selecting risk treatgent options,
determining appropriate controls to implement such options, formulating a risk treatrhent plan and
obtainfing approval of the risk treatment plan by the.risk owner(s).

results of its

Risk tijeatment options are:

a) avjpiding the risk by-deciding not to start or continue with the activity that gives risq to the risk or
by removing the risk’source (e.g. closing an e-commerce portal);

b) taking additienal risk or increasing risk in order to pursue a business opportunity (e}g. opening an
e-fommerce,portal);

c¢) mpdifying the risk by changing the likelihood (e.g. reducing vulnerabilities) or the fonsequences
(elewdiversifying assets) or both;

d) sharing the risk with other parties by insurance, sub-contracting or risk financing; and

[¢)

e) retaining the risk based on the risk acceptance criteria or by informed decision (e.g. maintaining
the existing e-commerce portal as it is).

Each individual risk should be treated in line with information security objectives by one or more of
these options, in order to meet risk acceptance criteria.

Guidance on determining necessary controls (6.1.3 b))

Special attention should be given to the determination of the necessary information security controls.
Any control should be determined based on information security risks previously assessed. If an
organization has a poor information security risk assessment, it has a poor foundation for its choice of
information security controls.
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Appropriate ¢
)

ontrol determination ensures:

all necessary controls are included, and no unnecessary controls are chosen; and

g) the design of necessary controls satisfies an appropriate breadth and depth.

As a consequence of a poor choice of controls, the proposed information security risk treatment can be:

h)
)

ineffective; or

inefficient and therefore inappropriately expensive.

To ensure that information security risk treatment is effective and efficient, it is therefore important

to be able to

assessment apd risk treatment processes.

It can be ned
security risk.
it may requir
recover from

When determining controls, the organization should also take into accguht controls needle
outside suppliers of e.g. applications, processes and functions. Typically, these c¢ntrols

services from
are mandated
including way
There may be]
being part of

of the approa

determining (

Guidance on d

ISO/IEC 2700
this docume
to ensure th
can also iden
modifying inf]

emonstrate the relationship from the necessary controls back to the results ofit

essary to use multiple controls to achieve the required treatment of the 'infori
For example, if the option to change the consequences of a particulat.event is ¢
e controls to effect prompt detection of the event as well as controls to respond
the event.

by entering information security requirements in the agtéements with these suy
s to get information about to which extent these requirements are met (e.g. right of]
situations where the organization wishes to determiine and describe detailed cont
ts own ISMS even though the controls are carried'out by outside suppliers. Indepen
h taken, the organization always should consider controls needed at their supplier
ontrols for its ISMS.

omparing controls with those in ISO/IE€27001:2013, Annex A (6.1.3 c))

1:2013, Annex A contains a comprehensive list of control objectives and controls. Uj
are directed to the generic representation of controls in ISO/IEC 27001:2013, A
no necessary controls are overlooked. Comparison with ISO/IEC 27001:2013, A

Lify alternative controls to those determined in 6.1.3 b) which can be more effeg

prmation security risk.

Control objec
listed in ISO/
should be ad

Not every co
ISO/IEC 2700
justification f

Lives are implicitly included in the controls chosen. The control objectives and c
EC 27001:2013, Anhéex A are not exhaustive and additional control objectives and ¢
ed as needed.

htrol within~ISO/IEC 27001:2013, Annex A needs to be included. Any control
1:2013,(Annex A that does not contribute to modifying risk should be excludg
br the'exclusion should be given.

redudcing a Statement of Applicability (SoA) (6.1.3d

!

ne risk

mation
hosen,
to and

d for

pliers,
audit).
rols as
dently
E when

sers of
nnex A
nnex A
tive at

ntrols
ntrols

within
d and

Guidance on

The SoA contains:

all necessary controls (as determined in 6.1.3 b) and 6.1.3 ¢)) and, for each control:

— the justification for the control’s inclusion; and

— whether the control is implemented or not (e.g. fully implemented, in progress, not yet
started); and

the justification for excluding any of the controls in ISO/IEC 27001: 2013, Annex A.

Justification for including a control in part relies on the effect of the control in modifying an information
security risk. A reference to information security risk assessment results and the information security
risk treatment plan should be sufficient, along with the information security risk modification expected
by the implementation of necessary controls.
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Justification for excluding a control contained within ISO/IEC 27001:2013, Annex A can include the
following:

— it has been determined that the control is not necessary to implement the chosen information
security risk treatment option(s);

the control is not applicable because it is outside the scope of the ISMS (e.g. ISO/IEC 27001:2013,
A.14.2.7 Outsourced development is not applicable if all the organization’s system development is
performed in-house); and

— it is obviated by a custom control (e.g. in ISO/IEC 27001:2013, A.8.3.1 management of removable
media could be excluded if a custom control prevents the use of removable media).

NOTE A custom control is a control not included in ISO/IEC 27001:2013, Annex A.

A usef]
along

Annex
the ris
or exc

l SoA can be produced as a table containing all 114 controls of ISO/IEC 27001:2
he rows plus rows with the additional controls that are not mentioned-irDISO/IE
A, if needed. One column of the table can indicate whether a control,is\necessary
k treatment option(s) or can be excluded. A next column can containcthe justificatio
usion of a control. A last column of the table can indicate the current implementd

the control. Further columns can be used, such as for details not required by ISO/IEC 270

useful
impler]
policie

Althoy
respo

for subsequent reviews; these details can be a more detailed  description of how
hented or a cross-reference to a more detailed description and documented i
s relevant for implementing the control.

gh it is not a specific requirement of ISO/IEC 27001, organizations can find it use
sibilities for the operation of each control included“in the SoA.

Guidamce on formulating an information security &isk treatment plan (6.1.3 €))

ISO/IE
plan. |
documn

se
— ndg
— im
Other

Iis

€X

If any

C 27001 does not specify a structure<or content for the information security r
lowever, the plan should be formulated from the outputs of 6.1.3 a) to c). Thus th
ent for each treated risk:

ected treatment option(s);

cessary control(s); and

plementation status:

iseful content gah-include:

k owner(s);"and

pectedresidual risk after the implementation of actions.

\ctiolr is required by the risk treatment plan, then it should be planned indicating r¢

and d

013, Annex A
[ 27001:2013,
to implement
n for inclusion
tion status of
D1 but usually
the control is
formation or

ful to include

sk treatment
e plan should

sponsibilities

ns.

Fa¥d (cna alcn 6 7)- such an actian nlan can ho ronracontad hu o lict afthoco actid
e et = oarctaa et B prat- e e e prese e ooy ot O oot

A useful information security risk treatment plan can be designed as a table sorted by risks identified
during the risk assessment, showing all the determined controls. As an example, there can be columns
in this table which indicate the names of the persons responsible for providing the controls. Further
columns can indicate the date of implementation of the control, information about how the control (or a
process) is intended to operate and a column about the target implementation status.

As an example for part of the risk treatment process, consider the theft of a mobile phone. The
consequences are loss of availability and potential undesirable disclosure of information. If the
assessment of the risk showed that the level of risk is out of acceptance, the organization can decide to
change the likelihood, or change the consequences of the risk.
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To change the likelihood of loss or theft of a mobile phone, the organization can determine that a
suitable control is to oblige employees through a mobile device policy to take care of mobile phones and
periodically check for loss.

To change the consequence of loss or theft of a mobile phone, the organization can determine controls

such as:

— an incident management process so users can report the loss;

— a Mobile Device Management (MDM) solution to delete the content of the phone if lost; and

— abackup plan of mobile devices for recovering the phone’s content.

When prepar
and MDM), ju
of mobile pho

Comparing th
that the mobi
directly align

ng its SoA (6.1.3 d)), the organization can include its chosen controls (mobile devite
ctifying their inclusion based on their effect of changing the likelihood and conseq
he loss or theft, resulting in reduced residual risk.

ese controls with those listed in ISO/IEC 27001:2013, Annex A (6.1.3€)), it can b
e device policy is aligned with ISO/IEC 27001:2013, A.6.2.1, but the MDM control d
and should be considered as an additional custom control. If MDM and other contr

determined a
should be inc

If the organi

(access contrgl policy) that it lacked control of access to mobile phones and modify its mobile
policy to mandate the use of PINs on all mobile phones. This shoiild then be a further control to
the consequences of loss or theft of mobile phones.

When formul
include action

Guidance on d

When the inf
authorization
criteria or jus

Through its nhanagement processes thé organization should record the risk owner’s acceptancs

residual risk 4

As an examp
described und
risk, and the 1

Other inform

Further infor

5 necessary control(s) in an organization’s information security risk treatment pla
ded in the SoA (see “Guidance on producing an SoA (6.1.3 d}).

tion wants to further reduce the risk, it can consider frem ISO/IEC 27001:2013,

s to implement mobile device policy and MPM and assign responsibilities and timef]
btaining risk owners” approval (6.1.3.f

brmation security risk treatment-plan is formulated, the organization should obt
from the risk owners. Such atithorization should be based on defined risk acce
tified concession if there is ahy deviance from them.

ind management approval of the plan.
ler guidance on.6.1.3 e) by columns indicating the effectiveness of the control, the r¢

isk owner’s approval.

ation

policy
ilences

e seen
es not
pls are
h, they

A.9.1.1
device
thange

hting its information security risk treatment.plan (6.1.3 €)), the organization should then

Fames.

hin the
ptance

of the

e, this risk owner’s approval can be documented by amending the risk treatment plan

psidual

mation on risk treatment can be found in ISO/IEC 27005 and ISO 31000.

6.2

Information security objectives and planning to achieve them

Required activity

The organization establishes information security objectives and plans to achieve them at relevant

functions and

18

levels.
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Explanation

Information security objectives help to implement strategic goals of an organization as well as to
implement the information security policy. Thereby, objectives in an ISMS are the information security
objectives for confidentiality, integrity and availability of information. Information security objectives
also help to specify and measure the performance of information security controls and processes, in
accordance with the information security policy (see 5.2).

The organization plans, establishes and issues information security objectives to relevant functions
and levels.

Requirements in ISO/IEC 27001 concerning information security objectives apply to all information

securit

requir
object

Requiy
unders
intere

The rd
object

Inform
for pel
securi

Inform

ed to meet the criteria in 6.2. If the policy contains a framework for setting object
ves produced by that framework are required to meet the requirements of 6.2.

ements to be taken into account when establishing objectives are those dete
tanding the organisation and its context (see 4.1) as well as the.needs and ex
ted parties (see 4.2).

ves to ensure that they remain appropriate to the circumstanges of an organizatio

ation security objectives are inputs for risk assessment: risk acceptance criteri
forming information security risk assessments (see 6.1.2) take into account thes
'y objectives and thus ensure that levels of risk are-aligned with them.

ation security objectives as per ISO/IEC 2700%.are:

a) consistent with the information security policy;

b) m
ob

pasurable if practicable; this means that it is important to be able to determine whe
jective has been met;

c) connected to applicable information security requirements, and results from risk as

ris

k treatment;

d) communicated; and

e) up
The or
When
f) w

dated as appropriate.

planning-how to achieve its information security objectives, the organization deter

hat willbe done;

g w

ganization retdins documented information on the information security objectives,

bjectives are
ives, then the

Fmined when
pectations of

sults from risk assessments and risk treatments are used as<dnput to the on-gding review of

1.

h and criteria
e information

ther or not an

sessment and

mines:

pat resources will be required:

h) who will be responsible;

i)  when it will be completed; and

j)  how the results will be evaluated.

The above requirement concerning planning is generic and applicable to other plans required by

ISO/IE

C 27001. Plans to consider for an ISMS include:

— plans for improving the ISMS as described in 6.1.1 and 8.1;

— plans for treating identified risks as described in 6.1.3 and 8.3; and
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any other plans that are found necessary for effective operation (e.g. plans for developing
competence and increasing awareness, communication, performance evaluation, internal audits
and management reviews).

Guidance

The information security policy should state the information security objectives or provide a framework
for setting the objectives.

Information security objectives can be expressed in various ways. The expression should be suitable to
meet the requirement of being measurable (if practicable) (ISO/IEC 27001:2013, 6.2 b)).

nformation securitv ahiactivoacs can ho ovinrocscod in torme of:
For example, informationsecurity objectivescanbe expressedintermsof:

The following guidance applies to the bullets addressed in the‘explanation:

20

numericall values with their limits, e.g. “not go over a certain limit”, and “reach level 4”;
the targets for measurements of information security performance;

the targets for measurements of the effectiveness of the ISMS (see 9.1);

complianfe with ISO/IEC 27001;

complianfe with ISMS procedures;

the need to complete actions and plans; and

risk critefia to be met.

see a) abgve. The information security policy specifies the requirements for information s¢curity
in an orgpnization. All other specific requirements -set for relevant functions and levels shquld be
consistent with them. If the information security policy has information security objectivef, then
any otheq specific information security objective should be linked to the ones in the information
security golicy. If the information security policy only provides the framework for setting objdctives,
then that|framework should be followed.and should ensure that more specific objectives areflinked
to the moyre generic ones;

see b) abpve. Not every objective-can be measurable, but making objectives measurable supports
nt and improvement. It is highly desirable to be able to describe, qualitatiyely or
quantitatjvely, the degree (to)which an objective has been met. For example, to guide priorities for
additiond] effort if objectives are not met, or to provide insights into opportunities for improved
effectiverjess if objectives are exceeded. It should be possible to understand whether they have
been achleved ornget;"how achievement of objectives is determined, and whether it is posgible to
determing the degree of achievement of objectives using quantitative measurements. Quantfitative
descriptipns of ebjective attainment should specify how associated measurement is done. It njay not
be possible’tor quantitatively determine the degree of attainment of all objectives. ISO/IEC|27001
requires objectivesto bemeasurabteif practicable;

see c) above. Information security objectives should be aligned with information security needs;
for this reason, risk assessment and treatment results should be used as inputs when setting
information security objectives;

seed)above. Information security objectives should be communicated to relevantinternal interested
parties of the organization. They may also be communicated to external interested parties, e.g.
customers, stakeholders, to the extent they need to know and are affected by the information
security objectives; and

see e) above. When information security needs change over time, related information security
objectives should be updated accordingly. Their update should be communicated as required in d),
to internal and external interested parties as appropriate.
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The organization should plan how to achieve its information security objectives. The organisation may
use any methodology or mechanism it chooses to plan for the achievement of its information security
objectives. There may be a single information security plan, one or more project plans, or actions
included in other organisational plans. Whatever form planning takes, the resulting plans should define
as a minimum (see f) to j) above):

— the activities to be done;
— therequired resources to be committed to execute the activities;
— the responsibilities;

— th

— the methods and measurements to evaluate whether the results achieve objectives, which includes
tiing of such evaluations.

[SO/IHC 27001 requires organizations to retain documented information on-the information security
objectlves. Such documented information can include:

— plans, actions, resources, responsibilities, deadlines and evaluation‘'miethods; and
— requirements, tasks, resources, responsibilities, evaluation frégiency and methods.
Otherlinformation

No otHer information.

7 Support

7.1 Resources
Requifed activity

The organization determines and-provides the resources for establishing, implementing, maintaining
and continually improving the ISMS.

Explanation
Resoufces are fundamental to perform any kind of activity. Categories of resources can irjclude:
a) pdrsons to drive'and operate the activities;
b) timne to pexform activities and time to allow results to settle down before making a ngw step;

c) financial resources to acquire, develop and implement what is needed;

d) information to support decisions, measure performance of actions, and improve knowledge; and

e) infrastructure and other means that can be acquired or built, such as technology, tools and
materials, regardless of whether they are products of information technology or not.

These resources are to be kept aligned with the needs of the ISMS and hence are to be adapted when
required.

Guidance
The organization should:

f) estimate the resources needed for all the activities related to the ISMS in terms of quantity and
quality (capacities and capabilities);

g) acquire the resources as needed;
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h) provide the resources;

maintain

i)
j)

review th

the resources across the whole ISMS processes and specific activities; and

e provided resources against the needs of the ISMS, and adjust them as required.

Documented information on this activity and its outcome is mandatory only in the form and to the
extent that the organization determines as necessary for the effectiveness of its management system
(see ISO/IEC 27001:2013, 7.5.1 b)).

Other information

No other info

mation.

7.2 Comp¢g

Required actlivity

The organizat
and ensures t

Explanation

Competence i
knowledge, e}

Competence
management)
subjects).

Competence 1
should be ma

Acquisition o
through expe
external pers

For competen

e.g. to cover unexpected temporary shortage of internal personnel - organizations can hire or cd

external reso
Guidance
The organizat

a) determin

tence

ion determines the competence of persons needed for information security perfor
hat the persons are competent.

5 the ability to apply knowledge and skills to achieve intended results. It is influen
perience and wisdom.

can be specific (e.g. about technology or spetific management areas such 3
or general (e.g. soft skills, trustworthiness, and basic technological and man

elates to persons that work under contreléfthe organization. This means that comp
haged for persons that are employees,of the organization and for other people as neg

[ higher or new competence andskills can be achieved both internally and extg
Fience, training (e.g. courses, séminars and workshops), mentoring, hiring or contt
hNs.

irces, whose competence is to be described and verified.

ion should¢

e the expected competence for each role within the ISMS and decide if it needs
fed/(e.g. in a job description);

nance,

ced by

s risk
hgerial

etence

eded.

brnally
acting

ce that is only tempordrily needed - for a specific activity or for a short period df time,

ntract

to be

education, experience, or certifications);

assign the roles within the ISMS (see 5.3) to persons with the required competence either by:

identifying persons within the organization who have the competence (based e.g. on their

planning and implementing actions to have persons within the organization obtain the

competence (e.g. through provision of training, mentoring, reassignment of current
employees); or

documen
b)

1)

2)

3)
0)

EXAMPLE
22

engaging new persons who have the competence (e.g. through hiring or contracting);

evaluate the effectiveness of actions in b) above;

1 Consider if persons have acquired competence after the training.

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=56e64b7eccf20ecfd664d651de0d8699

d)
e)

ISO/IEC 27003:2017(E)

EXAMPLE 2 Analyse the competence of newly hired or contracted persons some time after their
arrival in the organization.

EXAMPLE 3 Verify if the plan for acquiring new persons has been completed as expected.
verify that the persons are competent for their roles; and

ensure that the competence evolves over time as necessary and that it meets expectations.

Appropriate documented information is required as evidence of competence. The organization should
therefore retain documentation about the necessary competence affecting information security
performance and how this competence is met by relevant persons.

Other|information

No otHer information.

7.3

Requifed activity

Awareness

The pgrsons doing work under the organization’s control are made\aware of the information security
policy)| their contribution to the effectiveness of the ISMS, benefits) of improved information security

performance and implications of not conforming to the requirements of the ISMS.

Explanation

Awareness of persons working under the organization’s control refers to having the necessary
undergtanding and motivation about what is expected of them with regard to information security.

Awareness concerns persons who have to know,‘anderstand, accept and:

a)
b)

support the objectives stated in the inférmation security policy; and

follow the rules to correctly perfornitheir daily tasks in support of information secufity.

Additipnally, the persons doing work under the organization’s control also need to knowy, understand
and acpept the implications of not'conforming with the ISMS requirements. Implications can be negative

consequences for information Security or repercussions for the person.

These persons need to he'aware that an information security policy exists and where to find information
about |t. Many staff ifn_an organization do not need to know the detailed content of the pplicy. Instead,
they ghould know,\“understand, accept and implement the information security opjectives and
requirgments dérived from the policy that affect their job role. These requirements can pe included in

the stgndards.er'procedures they are expected to follow to do their job.

Guidapce

The organization should:

)

d)

e)
f)

g)

prepare a programme with the specific messages focused on each audience (e.g. internal and
external persons);

include information security needs and expectations within awareness and training materials on
other topics to place information security needs into relevant operational contexts;

prepare a plan to communicate messages at planned intervals;

verify the knowledge and understanding of messages both at the end of an awareness session and
at random between sessions; and

verify whether persons act according to the communicated messages and use examples of ‘good’
and 'bad’ behaviour to reinforce the message.
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Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).

Other information

Further information on awareness in the field of information security can be found in
ISO/IEC 27002:2013, 7.2.2.

7.4 Communication

Required activity

The organizafion determines the needs for internal and external communications related to the [SMS.
Explanation

Communicatipn is a key process within an ISMS. Adequate communication is necessary with ifternal
and external Interested parties (see 4.2).

Communicatipn can be between internal interested parties at all levels’of the organization or
between the ¢rganization and external interested parties. Communicatign,can be initiated within the
organization pr by an external interested party.

Organization§ need to determine:

their chapges, knowledge on information security risks,requirements to suppliers and feedhack on

— which co{ent needs to be communicated, e.g. information-security policies, objectives, procgdures,
the infor

ation security performance;
— the prefefred or optimal point in time for communj€ation activities;

— who is tp be involved in communication.aetivities, and which is the target audience df each
communifation effort;

— who is to|initiate communication actiVities, e.g. specific content can require communication to be
initiated by a specific person or organization; and

— which prpcesses are driving, or initiating communication activities, and which processes are
targeted pr affected by communication activities.

Communicatipn can take place’regularly or as needs arise. It can be either proactive or reactive.

Guidance

Communicatipn r€lies on processes, channels and protocols. These should be chosen to ensyre the
communicatefd. fiessage is integrally received, correctly understood and, when relevant, acte(ii upon
appropriately:

Organizations should determine which content needs to be communicated, such as:

a) plans and results of risk management to interested parties as needed and appropriate, in the
identification, analysis, evaluation, and treatment of the risks;

b) information security objectives;

c) achieved information security objectives including those that can support their position in
the market (e.g. ISO/IEC 27001 certificate granted; claiming conformance with personal data
protection laws);

d) incidents or crises, where transparency is often key to preserve and increase trust and confidence
in the organization’s capability to manage its information security and deal with unexpected
situations;
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roles, responsibilities and authority;

anges to the ISMS;

other interested parties; and

ers of services and authorities.

information exchanged between functions and roles as required by the ISMS’s processes;

other matters identified by reviewing the controls and processes within the scope of the ISMS;

matters (e.g. incident or crisis notification) that require communication to regulatory bodies or

requests or other communications from external parties such as customers, potential customers,

communicating changes to services or crisis});

e)

f)

g) ch

h)

i)

j)
us,

The on

k) wl
al
of]
ex

1) th
id

m) th
i
ef
as

n) th

o) th
to
ch
in

p) th
an

Com

extent
[SO/IE

Other

I:[J
Docunpented informiation on this activity and its outcome is mandatory only in the foj

ganization should identify the requirements for communication on relevant issties

ho is allowed to communicate externally and internally (e.g. in special cases;such as §
ocating to specific roles with the appropriate authority. For example} official cd
Ficers can be defined with the appropriate authority. They could be d\public relati
ternal communication and a security officer for internal communication;

e triggers or frequency of communication (e.g. for communication of an event, the
entification of the event);

a)

¢ contents of messages for key interested parties (e.g. customers, regulators, g
portant internal users) based on high level impact“scenarios. Communication
fective if based on messages prepared and pre-appnoved by an appropriate level of
part of a communication plan, the incident respense plan or the business continuit

e intended recipients of the communicationin some cases, a list should be maint

e communication means and channelsiCommunication should use dedicated means
make sure that the message is_official and bears the appropriate authority. Cd

Fformation transmitted; and

e designed process and the' method to ensure messages are sent and have been corr
d understood.

nication should'be classified and handled according to the organization’s requiren
the organization determines as necessary for the effectiveness of its managemer
C 2700132013, 7.5.1 b)).

information

data breach),
mmunication
ns officer for

trigger is the

eneral public,
can be more
management
y plan;

hined (e.g. for

and channels,
mmunication

annels should address any needs for the protection of the confidentiality and integrity of the

pctly received

hents.

m and to the
t system (see

No other information.

7.5 Documented information

7.5.1

General

Required activity

The organization includes documented information in the ISMS as directly required by ISO/IEC 27001,
as well as determined by the organization as being necessary for the effectiveness of the ISMS.
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Explanation

Documented information is needed to define and communicate information security objectives,
policy, guidelines, instructions, controls, processes, procedures, and what persons or groups of people
are expected to do and how they are expected to behave. Documented information is also needed
for audits of the ISMS and to maintain a stable ISMS when persons in key roles change. Further,
documented information is needed for recording actions, decisions and outcome(s) of ISMS processes
and information security controls.

Documented information can contain:

— information about information security objectives, risks, requirements and standards;

— informatijon about processes and procedures to be followed; and

records
and outcg

There are ma
the time, as al

ISO/IEC 2700
that additiond

The amount o

In total, the
allow the pert

Guidance

The organiz:
effectiveness

The documen
is what is nee

Examples of ¢
ensuring effe

— the result
the roles,
reports o

resourceg

the expe

the input (e.g. for management reviews) and the outcomes of processes (iridlirding
mes of operational activities).

hy activities within the ISMS that produce documented informationsthat is used, 1
@ input for another activity.

| requires a set of mandatory documented information and coritaihs a general requit
1 documented information is required if it is necessary for-the effectiveness of the

f documented information needed is often related to the'size of the organization.

mandatory and additional documented information contains sufficient informat
ormance evaluation requirements specified in Clause 9 to be carried out.

ition should determine what documented information is necessary for en|
pf its ISMS in addition to mandatory.documented information required by ISO/IEC

ed information should be therg.to fit the purpose. Factual and ‘to the point’ infor}
Hed.

ocumented information that can be determined by the organization to be necess
‘tiveness of its ISMS are:

s of the context establishment (see Clause 4);
responsibilities and authorities (see Clause 5);
F the diffenent phases of the risk management (see Clause 6);

determined and provided (see 7.1);

y plans

host of

ement
SMS.

ion to

suring
27001,

nation

hry for

Ted competence (see /7.2);

plans and results of awareness activities (see 7.3);
plans and results of communication activities (see 7.4);
documented information of external origin that is necessary for the ISMS (see 7.5.3);

process to control documented information (see 7.5.3);

policies, rules and directives for directing and operating information security activities;

information security status (see Clause 9);

26

action plans; and

processes and procedures used to implement, maintain and improve the ISMS and the overall
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— evidence of the results of ISMS processes (e.g. incident management, access control, information
security continuity, equipment maintenance, etc.).

Documented information can be of internal or external origin.
Other information

If the organization wants to manage its documented information in a document management system,
this can be built according to the requirements in ISO 30301.

7.5.2 Creating and updating

Requifedactivity

When | creating and updating documented information, the organization ensures ‘it appropriate
identiffication and description, format and media, and review and approval.

Explanation

The orjganization identifies in detail how the documented information js bést structured|and defines a
suitable documentation approach.

Review and approval by appropriate management ensures that the.documented informatfion is correct,
suitable for the purpose, and in an adequate form and detail for'thé intended audience. Rejgular reviews
ensurg¢ continued suitability and adequacy of documented information.

Guidapce

Docunpented information may be retained in any_ forin, e.g. traditional documents (in b¢th paper and
electrgnic form), web pages, databases, computer logs, computer generated reports, audio and video.
Moreoper, documented information may consist'of specifications of intent (e.g. the informption security
policy] or records of performance (e.g. theiresults of an audit) or a mixture of both. [The following
guidar|ce applies directly to traditional documents and should be interpreted appropriately when
applied to other forms of documented infformation.

Organjzations should create a struetured documented information library, linking different parts of
documjented information by:

a) dgtermining the structure of the documented information framework;
b) dgtermining the standard structure of the documented information;
c) providing templates for different types of documented information;

d) ddtermining the responsibilities for preparing, approving, publishing and nphanaging the
ddcunmiented information; and

d ot g o d docaaanting tha eayziciony o d ool nracaco i A—pRcora—caorntin 1 t blt
e CCTCT llllllllls aTrrv uU\’ulll\'llLllls CIIC T U VIOIUIT diItTu ulll.ll uvar lJl ULLOO LU LCIlIioul v LuIILIIl .la Sul a 1 1 y

and adequacy.

Organizations should define a documentation approach that includes common attributes of every
document, which allow clear and unique identification. These attributes usually include document
type (e.g. policy, directive, rule, guideline, plan, form, process or procedure), the purpose and scope,
title, date of publication, classification, reference number, version number, and a revision history. The
identification of the author and the person(s) currently responsible for the document, its application
and evolution, as well as the approver(s) or approval authority should be included.

Format requirements can include definition of suitable documentation languages, file formats, software
version for working with them and graphical content. Media requirements define on which physical
and electronic media the information should be available.

Statements and writing style should be tailored to the audience and scope of the documentation.
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Duplication of information in documented information should be avoided and cross-references used
rather than replicating the same information in different documents.

The documentation approach should ensure timely review of the documented information and that
all documentation changes are subject to approval. Suitable review criteria can be timing related (e.g.
maximum time periods between document reviews) or content related. Approval criteria should be
defined, which ensures that the documented information is correct, suitable for the purpose, and in an
adequate form and detail for the intended audience.

Other information

No other information.

7.5.3 Control of documented information

Required actiivity

The organiza pilable

where and wl

Fion manages documented information throughout its lifecycle and\ ' makes it av
en needed.

Explanation

Once approve
information is
relevance thr

Note that acti
can be perfor

d, the documented information is communicated to its intended audience. Docun
available where and when it is needed, while preserving its integrity, confidentiali
bughout the whole lifecycle.

[vities described “as applicable” in ISO/IEC 2700432013, 7.5.3 need to be performed
med and are useful, considering the organizatien’s needs and expectations.

nented

[ty, and

if they

Guidance

A structured documented information library ¢an be used to facilitate access to docurhented
information.

All of the docyimented information should be'classified (see ISO/IEC 27001:2013, A.8.2.1) in accofdance
with the organization’s classification scheme. Documented information should be protectgd and
handled in acfordance with its classification level (see ISO/IEC 27001:2013, A.8.2.3).

A change management process fortdocumented information should ensure that only authorised persons

have the rig}
Documented

Documented
For this, the o

nformation sh@uld be protected to ensure it keeps its validity and authenticity.

nformatien_should be distributed and made available to authorized interested
ganization should establish who are the relevant interested parties for each docur]

t to change and-distribute it as needed through appropriate and predefined means.

arties.
hented

information (or gréups of documented information), and the means to use for distribution, fpccess,
retrieval and usé. (e‘g. a web site w1th approprlate access control mechanlsms) The dlstrlbutlon should
comply with 3

The organization should establish the appropriate retention period for documented information
according to its intended validity and other relevant requirements. The organization should ensure that
information is legible throughout its retention period (e.g. using formats that can be read by available
software, or verifying that paper is not corrupted).

The organization should establish what to do with documented information after its retention period
has expired.

The organization should also manage documented information of external origin (i.e. from customers,
partners, suppliers, regulatory bodies, etc.).

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).
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Other information

No other information.

8 Operation

8.1 Operational planning and control
Required activity

The organization plans, implements and controls the processes to meet its information security
requirpments and to achieve its information security objectives.

The orjganization keeps documented information as necessary to have confidence'that processes are
carriedl out as planned.

The orjganization controls planned changes and reviews the consequences ef.unintended changes, and
ensurgs that outsourced processes are identified, defined and controlled.

Explanation

The piocesses that an organization uses to meet its informatien,security requirementg are planned,
and orlce implemented, they are controlled, particularly whenichanges are required.

Buildipg on the planning of the ISMS (see 6.1 and 6.2)¢ the organization performs the necessary
operatfional planning and activities to implement the processes needed to fulfil the informption security
requirgments.

Procegses to meet information security requiremerits include:

a) ISMS processes (e.g. management review, ihternal audit); and

b) prpcesses required for implementing the information security risk treatment plan.
Implerpentation of plans results in.gpérated and controlled processes.

The organization ultimately rémains responsible for planning and controlling any outsouriced processes
in ordér to achieve its information security objectives. Thus the organization needs to:

c) ddtermine outsourced processes considering the information security risks r¢lated to the
oUtsourcing; and

d) ensure that\wutsourced processes are controlled (i.e. planned, monitored and rgviewed) in a
manner_that provides assurance that they operate as intended (also considering information
segurity,objectives and the information security risk treatment plan).

After he ;mplomnnfafinn 1S nnmp]nfnr‘]l the prnr‘nccnc are man:\gnﬂ, monitored—and reviewed to

ensure that they continue to fulfil the requirements determined after understanding the needs and
expectations of interested parties (see 4.2).

Changes of the ISMS in operation can be either planned or they occur unintended. Whenever the
organization makes changes to the ISMS (as a result of planning or unintentionally), it assesses the
potential consequences of the changes to control any adverse effects.

The organization can get confidence about the effectiveness of the implementation of plans by
documenting activities and using documented information as input to the performance evaluation
processes specified in Clause 9. The organization therefore establishes the required documented
information to keep.
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Guidance

The processes that have been defined as a result of the planning described in Clause 6 should be
implemented, operated and verified throughout the organization. The following should be considered
and implemented:

e) processes that are specific for the management of information security (such as risk management,
incident management, continuity management, internal audits, management reviews);

f) processes emanating from information security controls in the information security risk

treatmen

g) reporting
security
security

h) meeting
security
different

t plan;

mation

hrea, for example incident reports, reports on measuring the fulfilment of information

dbjectives, reports on performed activities; and

area. Information security activities should be co-ordinated by representative

of the information security area.

For planned ¢
i) plan their
j) implemer]
k) monitor 4

1) collect an

hanges, the organization should:

implementation and assign tasks, responsibilities, deadlin€s and resources;

t changes according to the plan;

heir implementation to confirm that they are implemented according to the plan; a

d retain documented information on the execution of the changes as evidence th

structures (frequency, participants, purpose and authorization) within-the information

E from

parts of the organization with relevant roles and job functions for effective management

hd
t they

have beel carried out as planned (e.g. with responsibilities, deadlines, effectiveness evaluations).

For observed
m) review th

n) determin

o) planand

p) collect an
adverse e

If part of the d

q) determin

r) establish

unintended changes, the organizatipnshould:
eir consequences;
e whether any adverse effeets’have already occurred or can occur in the future;

mplement actions to mitigate any adverse effects as necessary; and

ffects.

e all outsourcing relationships;

appropriate interfaces to the suppliers;

d retain documented information on unintended changes and actions taken to mlitigate

rganizatigh’s functions or processes are outsourced to suppliers, the organization ghould:

s) address information security related issues in the supplier agreements;

t) monitor and review the supplier services to ensure that they are operated as intended and
associated information security risks meet the risk acceptance criteria of the organization; and

u) manage c

hanges to the supplier services as necessary.

Other information

No other information.
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8.2 Information security risk assessment
Required activity

The organization performs information security risk assessments and retains documented information
on their results.

Explanation

When performing information security risk assessments, the organization executes the process
defined in 6.1.2. These assessments are either executed according to a schedule defined in advance,
or in response to significant changes or information security incidents. The results of the information
Securl :)’ ) lD}\ aDDCDDlllClltD dal'c1 Ctaiucd ;11 dUL ulllCllth ;llfUl 1uatiuu do UV ;dClle that thC lJ OCeSS ln M

has befn performed as defined.

Docunented information from information security risk assessments is essential for information
securify risk treatment and is valuable for performance evaluation (see Clausec9).

Guidapce
Organjzations should have a plan for conducting scheduled informatieh'security risk assgssments.

When |any significant changes of the ISMS (or its context) or-information security incidents have
occurtjed, the organization should determine:

a) which of these changes or incidents require an additioral information security risk asfessment; and
b) hdw these assessments are triggered.

The leyel of detail of the risk identification should be refined step by step in further itegrations of the
information security risk assessment in the conféxt of the continual improvement of the [SMS. A broad
infornjation security risk assessment should beperformed at least once a year.

Otherlinformation

ISO/IEC 27005 provides guidance forperforming information security risk assessments.

8.3 Information security.risk treatment
Requifed activity

The ofganization implements the information security risk treatment plan and retaing documented
infornmjation on théresults of the information security treatment.

Explanation

In ord¢r e treat information security risks, the organization needs to carry out the informption security
i Abraant o cacc dafinad in Heiaa-aopnaration—oftha ISMS vhaonavax ha 1

risk treatmentprocess—definredin-6-13-—Durinsoperation-of-the ISMS—whenevertheridk assessment

is updated according to 8.2, the organization then applies the risk treatment according to 6.1.3 and

updates the risk treatment plan. The updated risk treatment plan is again implemented.

The results of the information security risk treatment are retained in documented information as
evidence that the process in 6.1.3 has been performed as defined.

Guidance

The information security risk treatment process should be performed after each iteration of the
information security assessment process in 8.2 or when the implementation of the risk treatment plan
or parts of it fails.

The progress of implementation of the information security risk treatment plan should be driven and
monitored by this activity.
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Other information

No other information.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation
Required activity

The organization evaluates the information security performance and the effectiveness of the ISMS.

Explanation

The objective|of monitoring and measurement is to help the organization to judge whether the infended
outcome of information security activities including risk assessment and treatmentds achieyed as
planned.

Monitoring d¢termines the status of a system, a process or an activity, whilst méasurement is a grocess
to determine p value. Thus monitoring can be achieved through a succession®f similar measurg¢ments
over some tinje period.

For monitorinlg and measurement, the organization establishes:

a) what to njonitor and measure;

b) who monjtors and measures, and when; and

c) methods fo be used so as to produce valid results (i,e.’comparable and reproducible).

For analysis ajnd evaluation, the organization establishes:

d) who analyses and evaluates the results fronixmonitoring and measurement, and when; and
e) methods o be used so as to produce valid results.

There are twq aspects of evaluation:

f) evaluating the information.security performance, for determining whether the organization is
doing as ¢xpected, which ingludes determining how well the processes within the ISMS megt their
specificafions; and

g) evaluating the effectiveness of the ISMS, for determining whether or not the organization i§ doing
the right|things;which includes determining the extent to which information security objectives
are achieyed.

Note that as[“as”’a iforing,

measurement, analysis and evaluation can be determmed they need to be determined.
Guidance

A good practice is to define the ‘information need’ when planning the monitoring, measurement,
analysis and evaluation. An information need is usually expressed as a high level information security
question or statement that helps the organization evaluate information security performance and ISMS
effectiveness. In other words, monitoring and measurement should be undertaken to achieve a defined
information need.

Care should be taken when determining the attributes to be measured. It is impracticable, costly and
counterproductive to measure too many, or the wrong attributes. Besides the costs of measuring,
analysing and evaluating numerous attributes, there is a possibility that key issues could be obscured
or missed altogether.
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There are two generic types of measurements:

h) performance measurements, which express the planned results in terms of the characteristics
of the planned activity, such as head counts, milestone accomplishment, or the degree to which
information security controls are implemented; and

i) effectiveness measurements, which express the effect that realization of the planned activities
has on the organization’s information security objectives.

It can be appropriate to identify and assign distinctive roles to those participating in the monitoring,
measurement, analysis and evaluation. Those roles can be measurement client, measurement planner,
measurement reviewer, information owner, information collector, information analyst and information

commymicator of input oroutput of evatuatiom tsee t1SOAEC 270042616, 65—

The rgsponsibilities for monitoring and measurement and those for analysis and evaluafion are often
assigngd to separate persons whom different competence is required.

Other|information

Monitgring, measurement, analysis and evaluation is critical to the suceess’of an effectivie ISMS. There
are a number of clauses in ISO/IEC 27001 that explicitly require detérmination of the effectiveness of
some {ctivities. For example, ISO/IEC 27001:2013, 6.1.1 €), 7.2 ¢) or-10:1 d).

Furthdr information can be found in ISO/IEC 27004, which-provides guidance on| meeting the
requirgments of ISO/IEC 27001:2013, 9.1. In particular, it expands on all of the concefts mentioned
above,[such as roles and responsibilities, and forms, and gives numerous examples.

9.2 Internal audit
Requifred activity

The ofganization conducts internal auditsitfo provide information on conformity of the ISMS to the
requirpments.

Explapation

Evaludting an ISMS at plannegd-intervals by means of internal audits provides assurancg of the status
of the|ISMS to top management. Auditing is characterized by a number of principles: |ntegrity; fair
preserjtation; due professional care; confidentiality; independence; and evidence-based approach (see
ISO 19p11).

Internpl audits provide information on whether the ISMS conforms to the organjzation’s own
requirements for'its ISMS as well as to the requirements in ISO/IEC 27001. The orgarjization’s own
requirgments.nclude:

a) repguirements stated in the information security policy and procedures;

b) requirements produced by the framework for setting information security objectives, including
outcomes of the risk treatment process;

c) legal and contractual requirements; and
d) requirements on the documented information.
Auditors also evaluate whether the ISMS is effectively implemented and maintained.

An audit programme describes the overall framework for a set of audits, planned for specific time
frames and directed towards specific purposes. This is different from an audit plan, which describes
the activities and arrangements for a specific audit. Audit criteria are a set of policies, procedures
or requirements used as a reference against which audit evidence is compared, i.e. the audit criteria
describe what the auditor expects to be in place.
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An internal audit can identify nonconformities, risks and opportunities. Nonconformities are managed
according to requirements in 10.1. Risks and opportunities are managed according to requirements in
4.1 and 6.1.

The organization is required to retain documented information about audit programme(s) and audit
results.

Guidance

Managing an audit programme

An audit programme defmes the structure and respon51b111t1es for plannmg, conductmg, reportmg
and following— :
appropriate, have the rlght scope minimize the impact on the operatlons of the orgamzatln and
maintain the [necessary quality of audits. An audit programme should also ensure the competé¢nce of
audit teams, appropriate maintenance of audit records, and the monitoring and review of thecoperptions,
risks and effgctiveness of audits. Further, an audit programme should ensure thatcthe ISMS (i.e. all
relevant procgsses, functions and controls) is audited within a specified time frame) Finally, an audit
programme should include documented information about types, duration, locations, and scheflule of
the audits.

The extent anld frequency of internal audits should be based on the size and\nature of the organjzation
as well as on|the nature, functionality, complexity and the level of maturity of the ISMS (risktbased
auditing).

The effectiveness of the implemented controls should be examinéd within the scope of internal pudits.
An audit programme should be designed to ensure coverage“of all necessary controls and should
include evaluption of the effectiveness of selected controlsiover time. Key controls (according|to the
audit prograrhme) should be included in every audit whéreas controls implemented to managg lower
risks may be qudited less frequently.

The audit programme should also consider that processes and controls should have been in opg¢ration
for some time| to enable evaluation of suitable evidence.

Internal audifs concerning an ISMS can be performed effectively as a part of, or in collaboratiof with,
other internal audits of the organization,'The audit programme can include audits related to jone or
more management system standards{ conducted either separately or in combination.

An audit programme should ine¢lude documented information about: audit criteria, audit mgthods,
selection of afdit teams, processes for handling confidentiality, information security, health and|safety
provisions forf auditors, and other similar matters.

Competence dnd evaludtion of itor

Regarding co[lpetence and evaluation of auditors, the organization should:

e) identify competence requirements for its auditors;

f) selectinternal or external auditors with the appropriate competence;
g) have a process in place for monitoring the performance of auditors and audit teams; and

h) include personnel on internal audit teams that have appropriate sector specific and information
security knowledge.

Auditors should be selected considering that they should be competent, independent, and adequately
trained.

Selecting internal auditors can be difficult for smaller companies. If the necessary resources and
competence are not available internally, external auditors should be appointed. When organizations
use external auditors, they should ensure that they have acquired enough knowledge about the context
of the organization. This information should be supplied by internal staff.
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Organizations should consider that internal employees acting as internal auditors can be able to
perform detailed audits considering the organization’s context, but may not have enough knowledge
about performing audits.

Organizations should then recognize characteristics and potential shortcomings of internal versus
external auditors and establish suitable audit teams with the necessary knowledge and competence.

Performing the audit

When performing the audit, the audit team leader should prepare an audit plan considering results of
previous audits and the need to follow up on previously reported nonconformities and unacceptable
risks. The audit plan should be retained as documented information and should include criteria, scope
and methodsof theaudit:

The aydit team should review:
— adequacy and effectiveness of processes and determined controls;

— fulfilment of information security objectives;

— compliance with requirements defined in ISO/IEC 27001:2013, Clauses 4 to 10;
— compliance with the organization’s own information security requirements;

— copnsistency of the Statement of Applicability against the ‘eutcome of the information security risk
treatment process;

— consistency of the actual information security risktreatment plan with the identified assessed risks
arld the risk acceptance criteria;

— re|evance (considering organization’s size(nd complexity) of management reviey inputs and
oytputs; and

— injpacts of management review outputs (including improvement needs) on the organjzation.

The ejtent and reliability of available’ monitoring over the effectiveness of controls ag produced by
the ISMS (see 9.1) may allow theauditors to reduce their own evaluation efforts, provigled they have
confirmed the effectiveness ofthé measurement methods.

If the qutcome of the audit includes nonconformities, the auditee should prepare an actior plan for each
nonconformity to be agteed with the audit team leader. A follow-up action plan typically includes:

i) dgscription of.thedetected nonconformity;

j)  ddscription of the cause(s) of nonconformity;

k) dgscription of short term correction and longer term corrective action to elimindte a detected
ndneonformity within a defined timeframe; and

1) the persons responsible for implementing the plan.
Audit reports, with audit results, should be distributed to top management.

Results of the previous audits should be reviewed and the audit programme adjusted to better manage
areas experiencing higher risks due to nonconformity.

Other information

Further information can be found in ISO 19011, which provides general guidance on auditing
management systems, including the principles of auditing, managing an audit programme and
conducting management system audits. It also provides guidance on the evaluation of competence of
persons or group of people involved in the audit, including the person managing the audit programme,
auditors and audit teams.
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