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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

described in|the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the different|types of document should be noted. This document was drafted in accordance with the
editorial rulep of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

The procedures used to develop this document and those intended for its further maintena%Ee are

Attention is dilrawn to the possibility that some of the elements of this document|\may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the ‘document will be|in the
Introduction pnd/or on the ISO list of patent declarations received (see wwiniso.org/patents).

Any trade name used in this document is information given for the cofivenience of users and ddes not
constitute anlendorsement.

For an explapnation on the voluntary nature of standards, the“meaning of ISO specific terms and
expressions felated to conformity assessment, as well as ififormation about ISO’s adherence to the
World Trade Prganization (WTO) principles in the TechnicalBarriers to Trade (TBT) see the following
URL: www.isp.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security
techniques.

This second ¢dition of ISO/IEC 27003 cancels and replaces the first edition (ISO/IEC 27003:20[L0), of
which it consfitutes a minor revision.

The main changes compared to the preyious edition are as follows:

— the scopq and title have been thanged to cover explanation of, and guidance on the requiremgnts of,
ISO/IEC 27001:2013 rather than the previous edition (ISO/IEC 27001:2005);

— the strucfure is now aligned to the structure of ISO/IEC 27001:2013 to make it easier for the uyser to
use it together withA4SO/IEC 27001:2013;

— the prevjous €dition had a project approach with a sequence of activities. This edition ipstead
provides|guidance on the requirements regardless of the order in which they are implemented.
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Introduction

This document provides guidance on the requirements for an information security management system
(ISMS) as specified in ISO/IEC 27001 and provides recommendations (‘should’), possibilities (‘can’)
and permissions (‘may’) in relation to them. It is not the intention of this document to provide general
guidance on all aspects of information security.

Clauses 4 to 10 of this document mirror the structure of ISO/IEC 27001:2013.

This document does not add any new requirements for an ISMS and its related terms and definitions.
Organizations should refer to ISO/IEC 27001 and ISO/IEC 27000 for requirements and definitions.
Organfizations implementing an ISMS are under no obligation to observe the guidance i, this document.

An ISMS emphasizes the importance of the following phases:

— uiderstanding the organization’s needs and the necessity for establishingyinformdtion security
policy and information security objectives;

— agsessing the organization’s risks related to information security;

— implementing and operating information security processes,\¢ontrols and other|measures to
trieat risks;

— mpnitoring and reviewing the performance and effectiveness of the ISMS; and
— ptactising continual improvement.

An ISMS, similar to any other type of management system, includes the following key components:
a) policy;

b) peérsons with defined responsibilities;

c) mlnagement processes related to:

1) policy establishment;

2) awareness and competence provision;
3) planning;

4) implementatioh;

5) operation;

6] performance assessment;

7] “management review; and

8) improvement; and
d) documented information.
An ISMS has additional key components such as:
e) information security risk assessment; and
f) information security risk treatment, including determination and implementation of controls.

This document is generic and intended to be applicable to all organizations, regardless of type, size or
nature. The organization should identify which part of this guidance applies to it in accordance with its
specific organizational context (see ISO/IEC 27001:2013, Clause 4).
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For example, some guidance can be more suited to large organizations, but for very small organizations
(e.g. with fewer than 10 persons) some of the guidance can be unnecessary or inappropriate.

The descriptions of Clauses 4 to10 are structured as follows:
— Requiredactivity: presentskeyactivitiesrequiredinthe corresponding subclause of ISO/IEC27001;
— Explanation: explains what the requirements of ISO/IEC 27001 imply;

— Guidance: provides more detailed or supportive information to implement “required activity”
including examples for implementation; and

— Otherin

ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005 form a set of documents supporting and proyiding
guidance on ISO/IEC 27001:2013. Among these documents, ISO/IEC 27003 is a basic and cogmprehpnsive
document thht provides guidance for all the requirements of ISO/IEC 27001, but itr.does nof have
detailed desdriptions regarding “monitoring, measurement, analysis and evaluation.and inforrpation
security risk management. ISO/IEC 27004 and ISO/IEC 27005 focus on specific cafitents and give more
detailed guidance on “monitoring, measurement, analysis and evaluation” and information security
risk management.

There are seyeral explicit references to documented information in ISO/JEC 27001. Neverthelgss, an
organization [can retain additional documented information that it determines as necessary fpr the
effectiveness|of its management system as part of its response to ISOAEC 27001:2013, 7.5.1 b). I these
cases, this dgcument uses the phrase “Documented informatiol on this activity and its outcome is
mandatory ohly in the form and to the extent that the organjzdtion determines as necessary ])or the
effectiveness|of its management system (see ISO/IEC 27001:2013, 7.5.1 b)).”
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Information technology — Security techniques —
Information security management systems — Guidance

1 Scope
This document provides explanation and guidance on ISO/IEC 27001:2013.

2 Nprmative references

The fgllowing documents are referred to in the text in such a way that some.or.all of [their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undatgd references, the latest edition of the referenced document (including any amendmgnts) applies.

ISO/IHC 27000:2016, Information technology — Security techniques — Information securityf management
systenys — Overview and vocabulary

ISO/IKC 27001:2013, Information technology — Security techniques< Information securit)yy management
systenys — Requirements

3 Terms and definitions
For the purposes of this document, the terms and«definitions given in ISO/IEC 27000:2014 apply.

ISO and IEC maintain terminological databases for use in standardization at the followingladdresses:

— IHC Electropedia: available at http://www.electropedia.org/

— IS0 Online browsing platform: available at http://www.iso.org/obp

4 Context of the organization

4.1 pPUnderstandingthe organization and its context
Required activity

The ofganization determines external and internal issues relevant to its purpose and| affecting its
abilityf to achieve the intended outcome(s) of the information security management system (ISMS).

Explapation

As an integral function of the ISMS, the organization continually analyses itself and the world
surrounding it. This analysis is concerned with external and internal issues that in some way affect
information security and how information security can be managed, and that are relevant to the
organization’s objectives.

Analysis of these issues has three purposes:
— understanding the context in order to decide the scope of the ISMS;
— analysing the context in order to determine risks and opportunities; and

— ensuring that the ISMS is adapted to changing external and internal issues.

© ISO/IEC 2017 - All rights reserved 1
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External issues are those outside of the organization’s control. This is often referred to as the
organization’s environment. Analysing this environment can include the following aspects:

a) social and cultural;

b) political,

c) financial

legal, normative and regulatory;

and macroeconomic;

d) technological;

e) natural; and

f) competit

These aspect
security and
organization’

For example,
g) thelegal

h) characte
(natural

i) technical
j)  the genet

Internal issug
following asp

k) the organization’s culture;

1) policies,
m) governar

n) standard

0) contractyal relationships that can directly affect the organization’s processes included in thej

of the ISN
p) processe

q) the capal
and tech

jve.

s of the organization’s environment continually present issues that affectinfory
how information security can be managed. The relevant external issues, depend
5 specific priorities and situation.

external issues for a specific organization can include:
implications of using an outsourced IT service (legal aspect);

[istics of the nature in terms of possibility of disasters such-as fire, flood and earthg
ispect);

advances of hacking tools and use of cryptography<(technological aspect); and
al demand for the organization’s services (social.cultural or financial aspects).

s are subject to the organization’s control. Ahalysing the internal issues can inclu
ects:

bbjectives, and the strategies to-achieve them;
ce, organizational structure;roles and responsibilities;

s, guidelines and models-adopted by the organization;

1S;
5 and proeedures;

ilities;in terms of resources and knowledge (e.g. capital, time, persons, processes, s
ologies);

nation
bn the

uakes

de the

scope

stems

r) physical

nirastructure and environment;

s) information systems, information flows and decision making processes (both formal and
informal); and

t) previous

audits and previous risk assessment results.

The results of this activity are used in 4.3, 6.1 and 9.3.

Guidance

Based on an understanding of the organization’s purpose (e.g. referring to its mission statement or
business plan) as well as the intended outcome(s) of the organization’s ISMS, the organization should:

— review the external environment to identify relevant external issues; and
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— review the internal aspects to identify relevant internal issues.

In order to identify relevant issues, the following question can be asked: How does a certain category
of issues (see a) to t) above) affect information security objectives? Three examples of internal issues
serve as an illustration by:

Example 1 on governance and organizational structure (see item m)): When establishing an ISMS,
already existing governance and organizational structures should be taken into account. As an
example, the organization can model the structure of its ISMS based on the structure of other existing
management systems, and can combine common functions, such as management review and auditing.

Example 2 on policy, objectives and strategies (see item 1)): An analysis of existing policies, objectives

and st
object]

Examj
issues
variou

As bot
scope

Docun
extent
(see IS

Othern

In ISC
organ
partng
or prijy

There

1) tH

e
p1

th
el

2)

th
cq

3)

4) th

rategies, can indicate what the organization intends to achieve and how the INform3
ives can be aligned with business objectives to ensure successful outcomes.

the organization should identify, at a sufficient level of detail, the information flow
s information systems.

h the external and the internal issues will change over time, the issués and their inf]
constraints and requirements of the ISMS should be reviewed £egularly.

hented information on this activity and its outcome is mandatory only in the for
that the organization determines as necessary for the effectiveness of its managg
0/1IEC 27001:2013, 7.5.1 b)).

information

/IEC 27000, the definition of “organization’~has a note which states that: “Th
zation includes but is not limited to sole-trader, company, corporation, firm, enterpr
brship, charity or institution, or part or.¢ombination thereof, whether incorporated
hate.” Some of these examples are whele legal entities, whilst others are not.

are four cases:

e organization is a legal or/fadministrative entity (e.g. sole-trader, company, corp
terprise, authority, partnership, charity or institution whether incorporated or
ivate);

e organization is.a.subset of a legal or administrative entity (e.g. part of a company
terprise);

e organization is a set of a legal or administrative entities (e.g. a consortium of sole-t
mpanies, corporations, firms); and

e griganization is a set of subsets of legal or administrative entities (e.g. clubs, trade

htion security

ple 3 on information systems and information flows (see item s)): When determining internal

s between its
luence on the
m and to the

ment system

e concept of
ise, authority,
or not, public

pration, firm,

hot, public or

corporation,

raders, larger

hssociations).

4.2 Understanding the needs and expectations of interested parties

Required activity

The organization determines interested parties relevant to the ISMS and their requirements relevant to
information security.

Explanation

Interested party is a defined term (see ISO/IEC 27000:2016, 2.41) that refers to persons or organizations
that can affect, be affected by, or perceive themselves to be affected by a decision or activity of the
organization. Interested parties can be found both outside and inside the organization and can have
specific needs, expectations and requirements for the organization’s information security.
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External interested parties can include:

a) regulators and legislators;

b) shareholders including owners and investors;

c) suppliers including subcontractors, consultants, and outsourcing partners;

d) industry

associations;

e) competitors;

f) customers and consumers; and

g) activistg
Internal inter]
h) decision

i) process d

roups.
ested parties can include:
makers including top management;

wners, system owners, and information owners;

j)  support flunctions such as IT or Human Resources;

k) employeg
1) informat
The results o
Guidance

The following
— identify ¢
— identify i
— identify 1

As the needs
their influend

Documented
extent the or]
ISO/IEC 2700

s and users; and
on security professionals.

F this activity are used in 4.3 and 6.1.

steps should be taken:

xternal interested parties;
nternal interested parties; and
equirements of interested.parties.

expectations and requirement of interested parties change over time, these chang
e on the scope, corstraints and requirements of the ISMS should be reviewed reguls

information pn-this activity and its outcome is mandatory only in the form and
panization-determines as necessary for the effectiveness of its management systel
1:2013, 7-5:1'b)).

Other information

bs and
irly.

to the
n (see

No other info

mation

4.3 Determining the scope of the information security management system

Required activity

The organization determines the boundaries and applicability of the ISMS to establish its scope.

Explanation

The scope defines where and for what exactly the ISMS is applicable and where and for what it is not.

Establishing the scope is therefore a key activity that determines the necessary foundation for all other
activities in the implementation of the ISMS. For instance, risk assessment and risk treatment, including
the determination of controls, will not produce valid results without having a precise understanding of

© ISO/IEC 2017 - All rights reserved
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where exactly the ISMS is applicable. Precise knowledge of the boundaries and applicability of the ISMS
and the interfaces and dependencies between the organization and other organizations is critical as
well. Any later modifications of the scope can result in considerable additional effort and costs.

The following factors can affect the determination of the scope:

a)
b)

‘)
d)

e)

the external and internal issues described in 4.1;

the interested parties and their requirements that are determined according to
ISO/IEC 27001:2013,4.2;

the readiness of the business activities to be included as part of ISMS coverage;

all support functions, i.e. functions that are necessary to support these business dctivities (e.g.
hyiman resources management; IT services and software applications; facility management of
buildings, physical zones, essential services and utilities); and

al] functions that are outsourced either to other parts within the organization or tq independent
syppliers.

The sdope of an ISMS can be very different from one implementation to‘another. For instance, the scope

can influde:

Guidance

To estpblish the scope of an ISMS{.a ' multi-step approach can be followed:

f)

g)

h)

one or more specific processes;

one or more specific functions;

one or more specific services;

olie or more specific sections or locations;
anp entire legal entity; and

anp entire administrative entity and one or more of its suppliers.

dé¢termine the preliminary scope: this activity should be conducted by a small, but representative
group of managementrepresentatives;

dé¢termine the refined scope: the functional units within and outside the preliminary|scope should
b¢ reviewed,pessibly followed by inclusion or exclusion of some of these functional uhits to reduce
the number of interfaces along the boundaries. When refining the preliminary scopj, all support
functionsishould be considered that are necessary to support the business activitigs included in
the scope;

deétermine—thefinat scope: therefined Scope shottdbeevattated Iu_y att Nratrageire nt within the
refined scope. If necessary, it should be adjusted and then precisely described; and

approval of the scope: the documented information describing the scope should be formally
approved by top management.

The organization should also consider activities with impact on the ISMS or activities that are
outsourced, either to other parts within the organization or to independent suppliers. For such
activities, interfaces (physical, technical and organizational) and their influence on the scope should be
identified.

Documented information describing the scope should include:

j)

the organizational scope, boundaries and interfaces;

© ISO/IEC 2017 - All rights reserved 5
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k) the information and communication technology scope, boundaries and interfaces; and

1) the physi

cal scope, boundaries and interfaces.

Other information

No other information.

4.4 Information security management system

Required activity

The organiza
Explanation

ISO/IEC 270(

and continually improving an ISMS. While the other parts of ISO/IEC 27001 describe the re

elements of 4
order to estal

Guidance

No specific g[]n'idance.

Other infor

No other info

5 Leader

5.1 Leade

Required ac

Top managenpent demonstrates leadership and commitment with respect to the ISMS.

Explanation

Leadership al

Top managenpent is defined (see ISO/IEC 27000) as a person or group of people who directs and cq

the organizaf
for the ISMS.
organization,
authority in

to estabiishes, Tmpiements, maimntains and continuattly fmproves the [SMS:

1:2013, 4.4 states the central requirement for establishing, implementing, ‘maint

n ISMS, 4.4 mandates the organization to ensure that all required;elements are
plish, implement, maintain and continually improve the ISMS.

ation

Fmation.
ship

'ship and commitment

ivity

1d commitmentare essential for an effective ISMS.

ion of thédSMS at the highest level, i.e. top management has the overall respons
This means that top management directs the ISMS in a similar way to other areas
for €xample the way budgets are allocated and monitored. Top management can d¢
the organization and provide resources for actually performing activities rela

aining
quired
met in

ntrols
ibility
in the
legate
ted to

information security amdthetSMS; butitstittretaims overattrespomsibitity:

As an example, the organization implementing and operating the ISMS can be a business unit within
a larger organization. In this case, top management is the person or group of people that directs and

controls that

business unit.

Top management also participates in management review (see 9.3) and promotes continual
improvement (see 10.2).

Guidance

Top management should provide leadership and show commitment through the following:

a)

top management should ensure that the information security policy and the information security

objectives are established and are compatible with the strategic direction of the organization;

© ISO/IEC 2017 - All rights reserved
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d)

f)

g)

h)
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top management should ensure that ISMS requirements and controls are integrated into the
organization’s processes. How this is achieved should be tailored to the specific context of the
organization. For example, an organization that has designated process owners can delegate the
responsibility to implement applicable requirements to these persons or group of people. Top
management support can also be needed to overcome organizational resistance to changes in

processes and controls;

top management should ensure the availability of resources for an effective ISMS. The resources
are needed for the establishment of the ISMS, its implementation, maintenance and improvement,
as well as for implementing information security controls. Resources needed for the ISMS include:

1) financial resources;

2) personnel;

3) facilities; and

4) technical infrastructure.

The needed resources depend on the organization’s context, such as the size, the co
i

inldicates whether the resources are adequate for the organization;

tdp management should communicate the need for infermation security manag

ejamples that illustrate what the actual need is 4n the context of the organiz
cqmmunicating information security requirements;

i

cdn be derived from measurements (see\6.2 b) and 9.1 a)), management reviews and
Tqp management can also set perform@nce objectives for key personnel involved with t

ernal and external requirements. The management reviewSheuld provide infqg
ojganization and the need to conform to ISMS requirements. This can be done by giy

tﬂ? management should ensure that the ISMS. achieves its intended outcome(s) by st
plementation of all information security management processes, and in partid
rgquesting and reviewing reports on the status and effectiveness of the ISMS (see 5.3 b))

tdp management should direct<and support persons in the organization directly i
information security and the ISMS. Failing to do this can have a negative impact on the

mplexity, and
rmation that

bment in the
ying practical
htion and by

ipporting the
ular through
. Such reports
hudit reports.
he ISMS;

nvolved with
effectiveness

oflthe ISMS. Feedback from\top management can include how planned activities are aligned to the

stirategic needs for the organization and also for prioritizing different activities in the

tdp management shoirld assess resource needs during management reviews and set
cqntinual improvement and for monitoring effectiveness of planned activities; and

S

th management should support persons to whom roles and responsibilities relating t
i

formdtion security activities within their area.

In casps\where the organization implementing and operating an ISMS is part of a larger
leadership and commitment can be improved by engagement with the person or group of people that
controls and directs the larger organization. If they understand what is involved in implementing an
ISMS, they can provide support for top management within the ISMS scope and help them provide
leadership and demonstrate commitment to the ISMS. For example, if interested parties outside the
scope of the ISMS are engaged in decision making concerning information security objectives and risk
criteria and are kept aware of information security outcomes produced by the ISMS, their decisions
regarding resource allocations can be aligned to the requirements of the ISMS.

ISMS;

bbjectives for

b information

curity management have been assigned, so that they are motivated and able to diredt and support

organization,

Other information

No other information.

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=18430bb2f6c2123a22d596bc059ff62b

ISO/IEC 27003:2017(E)

5.2 Policy

Required activity

Top management establishes an information security policy.

Explanation

The information security policy describes the strategic importance of the ISMS for the organization
and is available as documented information. The policy directs information security activities in the

organization.

The policy st;

Aatacwhat tho nande forinformnatinn cncvibyy ann i thn Aot al comtbngt Aftbhn g

ation.

Guidance

The informat
concerning in

All other po
aligned to thg

The informat|
concerns rela
accordance W
of reading an
strategic dirg

The informat
or describe t
the ISMS and

organizations,

then, accordi
detailed in a

The informat
commitment

The informa
continual im
persons with

The informat
Therefore, it
recipients.

greSswHattthe-ReeastorHtrerhatohR-Secds TCy ot O T oIrc U ECOR e+t e-0F SO

ion security policy should contain brief, high level statements of intent and dir
formation security. It can be specific to the scope of an ISMS, or can have wider cov

icies, procedures, activities and objectives related to information,security shoy
information security policy.

jon security policy should reflect the organization’s businesgsituation, culture, issu
ting to information security. The extent of the informatien security policy should
ith the purpose and culture of the organization and should seek a balance betwee
d completeness. It is important that users of the policy can identify themselves wi
ction of the policy.

jon security policy can either include information security objectives for the organi
he framework for how information security’ objectives are set (i.e. who sets the
how they should be deployed within the<cope of the ISMS). For example, in very

high level objectives should be set by-the top management of the entire organiz

ection
brage.

1ld be

s and

be in
h ease
th the

zation
m for

large
ration,

g to a framework established in the information security policy, the objectives should be

vay to give a sense of direction to-all interested parties.

ion security policy should.contain a clear statement from the top management
to satisfy information secukrity related requirements.

ion security policy, should contain a clear statement that top management suj
brovement in all agtivities. It is important to state this principle in the policy,
n the scope of theISMS are aware of it.

ion securityspolicy should be communicated to all persons within the scope of the
format-and language should be appropriate so that it is easily understandable

on its

bports

s that

ISMS.
by all

d. The

Top managen

hentshould decide to which interested parties the policy should be communicate

information security poticy camrbewrittemrimsuchra way thatitis possibte tocommmurnicate it toTelevant
external interested parties outside of the organization. Examples of such external interested parties
are customers, suppliers, contractors, subcontractors and regulators. If the information security policy
is made available to external interested parties, it should not include confidential information.

The information security policy may either be a separate standalone policy or included in a
comprehensive policy, which covers multiple management system topics within the organization (e.g.
quality, environment and information security).

The information security policy should be available as documented information. The requirements in
ISO/IEC 27001 do not imply any specific form for this documented information, and therefore is up to
the organization to decide what form is most appropriate. If the organization has a standard template
for policies, the form of the information security policy should use this template.
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Other information
Further information on policies related to information security can be found in ISO/IEC 27002.

Further information about the relationship between the information security policy and other policies
in a policy framework can be found in Annex A.

5.3 Organizational roles, responsibilities and authorities
Required activity

Top management ensures that responsibilities and authorities for roles relevant to information security
are aspigned and communicated throughout the organization.

Explapation

Top mpnagement ensures that roles and responsibilities as well as the necessary‘authorities relevant to
infornmpation security are assigned and communicated.

The pyirpose of this requirement is to assign responsibilities and authoriti€s to ensure conformance of
the ISMS with the requirements of ISO/IEC 27001, and to ensure reporting on the perfofmance of the
[SMS to the top management.

Guidance

Top nfanagement should regularly ensure that the responsibilities and authorities for [the ISMS are
assigrled so that the management system fulfils thé\pequirements stated in ISO/IEC 27001. Top
management does not need to assign all roles, responsibilities and authorities, but it should adequately
delegdte authority to do this. Top management.should approve major roles, respongibilities and
authorities of the ISMS.

Resngsibilities and authorities related to information security activities should be assigred. Activities
includg:

a) cqordinating the establishment,) implementation, maintenance, performance reporting, and
inpprovement of the ISMS;

b) advising on information sedurity risk assessment and treatment;
c) dg¢signing informatidgn'security processes and systems;

d) sdgtting standards-concerning determination, configuration and operation of information security
cqntrols;

e) managinginformation security incidents; and

f) rdviewing and auditing the ISMS.

Beyond the roles specifically related to information security, relevant information security
responsibilities and authorities should be included within other roles. For example, information
security responsibilities can be incorporated in the roles of:

g) information owners;

h) process owners;

i) assetowners (e.g. application or infrastructure owners);
j) risk owners;

k) information security coordinating functions or persons (this particular role is normally a
supporting role in the ISMS);
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D

project managers;

m) line managers; and

n)

information users.

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see

ISO/IEC 2700

1:2013, 7.5.1 b)).

Other information

No other info

mation

6 Plannir

6.1 Action

6.1.1 Gengdral

Overview

ISO/IEC 270(
opportunities
treatment.

The structury

a) risksand
b) informat

informat
The first cate

6.1.1 (genera
definition, to
etc. Opportu

ISMS, the cofnmercial value of an\ISMS, the efficiency of operating ISMS processes and infory

security cont

The second c
availability o

with 6.1.2 (infformation/security risk assessment) and 6.1.3 (information security risk treatment].

Organization

18

s to address risks and opportunities

1:2013, 6.1 is concerned with the planning of actionsto address all types of risk
that are relevant to the ISMS. This includes risk ‘assessment and planning fq

e of ISO/IEC 27001 subdivides risks into two categories during planning:

opportunities relevant to the intended outcome(s) of the ISMS as a whole; and

on within the scope of the ISMS.

bory should be handled in accotdance with requirements specified in ISO/IEC 27001
). Risks that fall into this category can be risks relating to the ISMS itself, the ISMS
b management’s commitiment to information security, resources for operating the
nities that fall into this“category can be opportunities relating to the outcome(s)

ols, etc.

htegory consists of all risks that directly relate to the loss of confidentiality, integri
[ information within the scope of the ISMS. These risks should be handled in accof

5 may choose to use different techniques for each category.

(s and
r risk

on security risks that relate to theoss of confidentiality, integrity and availabillity of

:2013,
scope
ISMS,
of the
nation

ty and
dance

The subdivision of requirements for addressing risks can be explained as follows:

— it encourages compatibility with other management systems standards for those organizations
that have integrated management systems for different aspects like quality, environment and
information security;

security risk assessment and treatment; and

— it emphasizes that information security risk management is the core element of an ISMS.

itrequires that the organization defines and applies complete and detailed processes for information

ISO/IEC 27001:2013, 6.1.1 uses the expressions ‘determine the risks and opportunities’ and ‘address
these risks and opportunities’. The word “determine” can be considered to be equivalent to the word
“assess” used in ISO/IEC 27001:2013, 6.1.2 (i.e. identify, analyse and evaluate). Similarly, the word
“address” can be considered equivalent to the word “treat” used in ISO/IEC 27001:2013, 6.1.3.

10
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Required activity

When planning for the ISMS, the organization determines the risks and opportunities considering

issues referred to in 4.1 and requirements referred to in 4.2.
Explanation

For risks and opportunities relevant to the intended outcome(s) of the ISMS, the

organization

determines them based on internal and external issues (see 4.1) and requirements from interested

parties (see 4.2). Then the organization plans its ISMS to:

a) ensure that intended outcomes are delivered by the ISMS, e.g. that the information security risks
dlfe RNow O eriskownmersand cactcato—a acCePTanICTICVTT,

b) pievent or reduce undesired effects of risks relevant to the intended outcome(s)of the¢ ISMS; and

c) adhieve continual improvement (see 10.2), e.g. through appropriate mechanisths to detect

afd correct weaknesses in the management processes or taking opportunities f
ormation security.

Risks |connected to a) above could be unclear processes and responsjbilities, poor awar
employees, poor engagement from management, etc. Risks connected to b) above could
management or poor awareness of risks. Risks connected to c) above could be poor mana
ISMS documentation and processes.

When|an organization pursues opportunities in its activities, these activities then affed
of thel organization (ISO/IEC 27001:2013, 4.1) or the{needs and expectations of inter
(ISO/IEC 27001:2013, 4.2), and can change the risks tothe organization. Examples of such

can bg: focusing its business on some areas of products or services, establishing marketin
some geographical regions, or expanding business partnerships with other organizations

Oppor
with

relativ
interf
by ref

bvaluation of the intended outcomes' delivered by the ISMS. For example, consi
ely new ISMS often results in identification of opportunities to refining processes
ces, reducing administrative everhead, eliminating parts of processes that are not
ning documentation and intreducing new information technology.

The planning in 6.1.1 includes\the determination of:
d) ad

e)

tions to address therisks and opportunities; and
the way to:
1)

2)

integraté and implement these actions into the ISMS processes; and

evaluate the effectiveness of these actions.

Guidance

br improving

eness among
be poor risk
bement of the

t the context
ested parties
bpportunities
g strategy for

tunities also exist in continual improvements of the ISMS processes and documentation, along

deration of a
by clarifying
rost effective,

The organization should:

f) determine risks and opportunities that can affect the achievement of the goals described in a), b)
and c), considering the issues referred to in 4.1 and the requirements referred to in 4.2; and
g) develop a plan to implement the determined actions and to evaluate the effectiveness of those

actions; actions should be planned considering integration of information security processes
and documentation in existing structures; all these actions are linked with information security
objectives (6.2) against which the information security risks are assessed and treated (see 6.1.2

and 6.1.3).

The general requirement to continually improve the ISMS stated in ISO/IEC 27001:2

supported by the requirement to achieve continual improvement given in 6.1.1 with o
requirements of ISO/IEC 27001:2013, 5.1 g), 5.2 d), 9.1, 9.2 and 9.3.
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The actions required in 6.1.1 can be different for strategical, tactical and operational levels, for different
sites, or for different services or systems.

Several approaches can be taken to meet the requirements of 6.1.1, two of which are:

considering risks and opportunities associated with planning, implementing and operating the

ISMS sep

arately from information security risks; and

considering all risks simultaneously.

An organization that is integrating an ISMS into an established management system can find that the
requirements of 6. 1 1 are met by the organlzatlons ex1st1ng busmess planmng methodology Where

this is the cagerez . - IPTLASRNUSE AR D

ISO/IEC 2700{1:2013, 7.5.1 b)).

Other infor

Further infor

ation

mation about risk management can be found in ISO 31000.

NOTE Thg term “risk” is defined as the “effect of uncertainty on objectives{(Sge ISO/IEC 27000:2016,

6.1.2 Infonmation security risk assessment

Required ac

The organiza

Explanation

The organiza

a)

b)

establish
1) ther

2) crite

[ivity

Fion defines and applies an information security risk assessment process.

Fion defines an information security £isk assessment process that:
s and maintains:
sk acceptance criteria; and

ia for performing information security risk assessments, which can include crite

assegsing the consequence.and likelihood, and rules for the determination of the level of ris

ensures
compara

The informat

<)

d)

12

that repeated(information security risk assessments produce consistent, vali
ble results.

jon secufity risk assessment process is then defined along the following sub-proces

identificgtion of information security risks:

of 6.1.1.

to the
n (see

2.68).

ria for
k; and

d and

beS:

1) idemify risks—associated—with—the—toss—of Luufidcutia}ity, tntegrity atrd—avaitabitt
information within the scope of the ISMS; and

y for

2) identify the risk owners associated with these risks, i.e. identify and appoint persons with the
appropriate authority and responsibility for managing identified risks.

analysis of the information security risks:

1) assess the potential consequences in case the identified risks materialize, e.g. direct business
impacts such as monetary loss or indirect business impacts such as damage in reputation.

Asse

ssed consequences can be reported with quantitative or qualitative values;

2) assess the realistic likelihood of occurrence of the identified risks, with quantitative (i.e.

prob

ability or frequency) or qualitative values; and
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3) determine the levels of identified risk as a predefined combination of assessed consequences

1y

and assessed likelihoods; and

evaluation of the information security risks:

compare the results of risk analysis with the risk acceptance criteria established

before; and

2) prioritize the analysed risks for risk treatment, i.e. determine urgency of treatment for risks
that are considered as unacceptable, and sequence if several risks need treatment.

The information security risk assessment process is then applied.

Thei
and r

mana

Thei
of the

Accor
that ¢
accept

After
risks,
level (
quant

Risk 3
should
should

Risk ¢
consid

The ri

Guida

formation security risk criteria should be established considering the,context of the
quirements of interested parties and should be defined in accdrdance with top 1
risk preferences and risk perceptions on one hand and should allowfor a feasible and appropriate risk

ement process on the other hand.

formation security risk criteria should be established irkconnection with the intendg
[SMS.

ling to ISO/IEC 27001:2013, 6.1.2 a), criteria eOneerning information security ris
onsider the assessment of likelihood and censequences should be established.
ance criteria should be established.

establishing criteria for assessing ¢onsequences and likelihoods of informa
the organization should also establish a method for combining them in order to
f risk. Consequences and likelihgeds may be expressed in a qualitative, quantita
tative manner.

cceptance criteria relates o risk assessment (in its evaluation phase, when the
| understand if a risk is‘a¢ceptable or not), and risk treatment activities (when the
| understand if the proposed risk treatment is sufficient to reach an acceptable level

icceptance critefia ‘can be based on a maximum level of acceptable risks, on
erations, or gn'‘cdnsequences for the organization.

Kk acceptance criteria should be approved by the responsible management.

hce on\producing consistent, valid and comparable assessment results (6.1.2 b))

results of its

organization
hanagement’s

bd outcome(s)

k assessment
Further, risk

ion security
determine a
tive or semi-

organization
organization
of risk).

cost-benefits

The ri

kkassessment process should be based on methods and tools designed in sufficient

detail so that

itlead

s to consistent, valid and comparable results.

Whatever the chosen method, the information security risk assessment process should ensure that:

all risks, at the needed level of detail, are considered;

— its results are consistent and reproducible (i.e. the identification of risks, their analysis and their
evaluation can be understood by a third party and results are the same when different persons
assess the risks in the same context); and

— theresults of repeated risk assessments are comparable (i.e. it is possible to understand if the levels
of risk are increased or decreased).

Inconsistencies or discrepancies in the results when the whole or part of the information security risk
assessment process is repeated can indicate that the chosen risk assessment method is not adequate.
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Guidance on identification of information security risks (6.1.2 c))

Risk identification is the process of finding, recognizing and describing risks. This involves the
identification of risk sources, events, their causes and their potential consequences.

The aim of risk identification is to generate a comprehensive list of risks based on those events that
might create, enhance, prevent, degrade, accelerate or delay the achievement of information security
objectives.

Two approaches are commonly used for the identification of information security risks:
— event-based approach: considers risk sourcesin a generic way. Events considered can have happened

3 ds 1 Ao papan I o 4=l ande L 4=l £ b= 4=l - 1 ) - - 1 3
in the pagtorcamrocantrcipatct 1o tie Tatur e T tire st case tiey catr mmvorve mrstoreat tata, In

the secorld case they can be based on theoretical analysis and expert opinions; and

— approacl based on identification of assets, threats, and vulnerabilities: considers two differenttypes
of risk squrces: assets with their intrinsic vulnerabilities, and threats. Potential evénts consjdered
here are|ways as to how threats could exploit a certain vulnerability of an asset to impdct the
organization’s objectives.

Both approathes are consistent with the principles and generic guidelinés-on risk assessmient in
SO 31000.

Other approdches of risk identification may be used if they have proven‘a similar practical usefulness
and if they can ensure the requirements in 6.1.2 b).

NOTE Thg approach based on assets, threats, and vulnerabilities)corresponds to the information s¢curity
risk identificafion approach by, and compatible with, the requirements in ISO/IEC 27001 to ensure that previous
investments ir] risk identification are not lost.

It is not reconmended that the risk identification be t60 detailed in the first cycle of risk assessment.
Having a high level but clear picture of the information security risks is far better than having no
picture at all.

Guidance on dnalysis of the information security risks (6.1.2 d))
Risk analysis|has the objective to deterniine the level of the risk.

ISO 31000 is|referenced in ISO/IEC 27001 as a general model. ISO/IEC 27001 requires that fof each
identified risk the risk analysis.is-based on assessing the consequences resulting from the rigk and
assessing the|likelihood of those)consequences occurring to determine a level of risk.

Techniques fqr risk analysis-based on consequences and likelihood can be:
1) qualitatiye, using ajscale of qualifying attributes (e.g. high, medium, low);

2) quantitafive,‘using a scale with numerical values (e.g. monetary cost, frequency or probability of
occurrenice)or

3) semi-quantitative, using qualitative scales with assigned values.
Whatever technique for risk analysis is used, its level of objectivity should be considered.

There are several methods for analysing the risks. The two approaches mentioned (event based
approach and approach based on identification of assets, threats, and vulnerabilities) can be suitable
for information security risk analysis. Risk identification and analysis processes can be most effective
when carried out with the help of experts in the relevant risks under discussion.
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Guidance on evaluation of the information security risks (6.1.2 €))

Evaluation of analysed risks involves using the organization’s decision making processes to compare the
assessed level of risk for each risk with the pre-determined acceptance criteria in order to determine
the risk treatment options.

This final step of the risk assessment verifies whether the risks that have been analysed in the previous
steps can be accepted according to the acceptance criteria defined under 6.1.2 a), or need further
treatment. The step in 6.1.2 d) delivers information about the magnitude of the risk but no immediate
information about the urgency of implementing risk treatment options. Depending on the circumstances
in which risks occur, they can have different priorities for treatment. Therefore, the output of this step
should be a list of risks in priority order. It is useful to retain further information about these risks from
the rigk identification and risk analysis steps to support decisions for risk treatment.

Otherlinformation

ISO/IBC 27005 provides guidance for performing information security risk assessments.

6.1.3 | Information security risk treatment

Required activity

The organization defines and applies an information security riskjtreatment process.
Explapation

Information security risk treatment is the overallyprocess of selecting risk treatment options,
deternining appropriate controls to implement sugh ‘options, formulating a risk treatnjent plan and
obtain}ing approval of the risk treatment plan by thex'isk owner(s).

All stgps of the information security risk treatment process (6.1.3 a) to f)) as well as the| results of its
applicption are retained by the organization\as documented information.

Guidance
Guidanhce on information securitytisk treatment options (6.1.3 a))
Risk treatment options are:

a) avyoiding the risk by deciding not to start or continue with the activity that gives rise|to the risk or
by removing the risk/source (e.g. closing an e-commerce portal);

b) tdking additional risk or increasing risk in order to pursue a business opportunity (elg. opening an
e{commereeportal);

c¢) mlodifying the risk by changing the likelihood (e.g. reducing vulnerabilities) or the ¢onsequences
(elgsdiversifying assets) or both;

d) sharing the risk with other parties by insurance, sub-contracting or risk financing; and

e) retaining the risk based on the risk acceptance criteria or by informed decision (e.g. maintaining
the existing e-commerce portal as it is).

Each individual risk should be treated in line with information security objectives by one or more of
these options, in order to meet risk acceptance criteria.

Guidance on determining necessary controls (6.1.3 b))

Special attention should be given to the determination of the necessary information security controls.
Any control should be determined based on information security risks previously assessed. If an
organization has a poor information security risk assessment, it has a poor foundation for its choice of
information security controls.
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Appropriate control determination ensures:

f)
g) the desig

all necessary controls are included, and no unnecessary controls are chosen; and

n of necessary controls satisfies an appropriate breadth and depth.

As a consequence of a poor choice of controls, the proposed information security risk treatment can be:

h)
)

ineffective; or

inefficient and therefore inappropriately expensive.

To ensure that information security risk treatment is effective and efficient, it is therefore important

to be able to
assessment a

It can be ne
security risk
it may requiy
recover from

When deterr
services fron

are mandatedl by entering information security requirements in the agfeements with these sup

including way
There may bg
being part of
of the approa
determining

Guidance on ¢

ISO/IEC 2700
this documer
to ensure thd

can also idenftify alternative controls tosthose determined in 6.1.3 b) which can be more effec

modifying inf

Control objed
listed in ISO/
should be adc

demonstrate the relationship from the necessary controls back to the results ofith
hd risk treatment processes.

essary to use multiple controls to achieve the required treatment of the.infory
For example, if the option to change the consequences of a particulat event is c
e controls to effect prompt detection of the event as well as controls‘to respond
the event.

hining controls, the organization should also take into accsunt controls need
| outside suppliers of e.g. applications, processes and functions. Typically, these cd

s to get information about to which extent these requiréments are met (e.g. right of
situations where the organization wishes to determine and describe detailed cont
its own ISMS even though the controls are carried.out by outside suppliers. Indepen
Ch taken, the organization always should considet controls needed at their suppliers
controls for its ISMS.

omparing controls with those in ISO/IE€27001:2013, Annex A (6.1.3 c))

1:2013, Annex A contains a comprehensive list of control objectives and controls. U
t are directed to the generic representation of controls in ISO/IEC 27001:2013, Ay
t no necessary controls are ovéerlooked. Comparison with ISO/IEC 27001:2013, Ay

ormation security risk.

tives are implicitly included in the controls chosen. The control objectives and cg
EC27001:2013, Annex A are not exhaustive and additional control objectives and cd
ed as needed.

Not every cg
ISO/IEC 270
justification

ntrol withintISO/IEC 27001:2013, Annex A needs to be included. Any control )
1:2013,,Annex A that does not contribute to modifying risk should be exclude
r thesexclusion should be given.

Guidance on |

1e risk

nation
hosen,
o and

bd for
ntrols
pliers,
hudit).
Fols as
dently
when

bers of
inex A
nex A
[ive at

ntrols
ntrols

within
d and

broducing a Statement of Applicability (SoA) (6.1.3 d

The SoA contains:

— all necessary controls (as determined in 6.1.3 b) and 6.1.3 c)) and, for each control:

— the justification for the control’s inclusion; and

— whether the control is implemented or not (e.g. fully implemented, in progress, not yet

started); and
— the justification for excluding any of the controls in ISO/IEC 27001: 2013, Annex A.

Justification for including a control in part relies on the effect of the control in modifying an information
security risk. A reference to information security risk assessment results and the information security
risk treatment plan should be sufficient, along with the information security risk modification expected
by the implementation of necessary controls.
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Justification for excluding a control contained within ISO/IEC 27001:2013, Annex A ca
following:

n include the

— it has been determined that the control is not necessary to implement the chosen information

security risk treatment option(s);

the control is not applicable because it is outside the scope of the ISMS (e.g. ISO/IEC 27001:2013,

A.14.2.7 Outsourced development is not applicable if all the organization’s system development is

performed in-house); and

— it is obviated by a custom control (e.g. in ISO/IEC 27001:2013, A.8.3.1 management
media could be excluded if a custom control prevents the use of removable media).

of removable

NOTE A custom control is a control not included in ISO/IEC 27001:2013, Annex A.

A useful SoA can be produced as a table containing all 114 controls of ISO/IEC 27001:2

along fthe rows plus rows with the additional controls that are not mentioned.in) ISO/IE(

Anney A, if needed. One column of the table can indicate whether a control is\necessary

the rigk treatment option(s) or can be excluded. A next column can containthe justificatior

or exdlusion of a control. A last column of the table can indicate the current implementa

the coptrol. Further columns can be used, such as for details not required by ISO/IEC 270(

usefull for subsequent reviews; these details can be a more detailed ‘description of how

implemented or a cross-reference to a more detailed description and documented in

policig¢s relevant for implementing the control.
Althoygh it is not a specific requirement of ISO/IEC 27004, organizations can find it use
responsibilities for the operation of each control includedin the SoA.

hce on formulating an information security«isk treatment plan (6.1.3 €))

Guida

ISO/IH
plan. However, the plan should be formulated from the outputs of 6.1.3 a) to c). Thus th
docunpent for each treated risk:

sqlected treatment option(s);

n¢cessary control(s); and

— inpplementation status,

Otherfuseful content can.include:

— i

ripk owner(s)rand

eypected.residual risk after the implementation of actions.

If any pctio

and dd

n'is required by the risk treatment plan, then it should be planned indicating re|

A useful information security risk treatment plan can be designed as a table sorted by ri

C 27001 does not specify a structure or content for the information security ri

D13, Annex A
27001:2013,
to implement
| for inclusion
kion status of
1 but usually
the control is
formation or

ful to include

sk treatment
e plan should

sponsibilities

badlines (see also 6.2); such an action plan can he represented hy a list of these actians.

sks identified

during the risk assessment, showing all the determined controls. As an example, there can be columns
in this table which indicate the names of the persons responsible for providing the controls. Further
columns can indicate the date of implementation of the control, information about how the control (or a

process) is intended to operate and a column about the target implementation status.

As an example for part of the risk treatment process, consider the theft of a mobile phone. The
consequences are loss of availability and potential undesirable disclosure of information. If the

assessment of the risk showed that the level of risk is out of acceptance, the organization
change the likelihood, or change the consequences of the risk.
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To change the likelihood of loss or theft of a mobile phone, the organization can determine that a
suitable control is to oblige employees through a mobile device policy to take care of mobile phones and
periodically check for loss.

To change the consequence of loss or theft of a mobile phone, the organization can determine controls

such as:
— anincide
— a Mobile

— abackup

nt management process so users can report the loss;
Device Management (MDM) solution to delete the content of the phone if lost; and

plan of mobile devices for recovering the phone’s content.

When preparjng its SoA (6.1.3 d)), the organization can include its chosen controls (mobile deyice
and MDM), justifying their inclusion based on their effect of changing the likelihood and consequences
of mobile phdne loss or theft, resulting in reduced residual risk.

Comparing these controls with those listed in ISO/IEC 27001:2013, Annex A (6.1.3-g)), it can b

that the mobi
directly align
determined a
should be inc

If the organiz
(access contr
policy to mar]
the conseque

When formul

e device policy is aligned with ISO/IEC 27001:2013, A.6.2.1, but the MDM control dd
and should be considered as an additional custom control. If MDM awnd other contr

uded in the SoA (see “Guidance on producing an SoA (6.1.3 d)).

ation wants to further reduce the risk, it can consider, from ISO/IEC 27001:2013, ]
pl policy) that it lacked control of access to mobile phones and modify its mobile
date the use of PINs on all mobile phones. This should then be a further control to ¢
hces of loss or theft of mobile phones.

ating its information security risk treatmentplan (6.1.3 €)), the organization shoul

include actions to implement mobile device policy and MDM and assign responsibilities and timefi
Guidance on Ibtaining risk owners” approval (6.1.3 {))

When the inf
authorization
criteria or jus

Through its 1
residual risk

As an examp
described un
risk, and the

brmation security risk treatment\plan is formulated, the organization should obtg
from the risk owners. Such .atithorization should be based on defined risk accej
tified concession if there isany deviance from them.

hanagement processes the organization should record the risk owner’s acceptance
hnd management approval of the plan.

le, this risk owner’s approval can be documented by amending the risk treatmen
ler guidance @n6.1.3 e) by columns indicating the effectiveness of the control, the re
isk owneyp’s‘approval.

Other information

Further infor

6.2

mation on risk treatment can be found in ISO/IEC 27005 and ISO 31000.

policy

b seen
es not
bls are

s necessary control(s) in an organization’s information security risk treatment plam, they

19.1.1
Hevice
hange

1 then
ames.

in the
btance

of the

t plan
sidual

Information security objectives and planning to achieve them

Required activity

The organization establishes information security objectives and plans to achieve them at relevant
functions and levels.

18
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03:2017(E)

Information security objectives help to implement strategic goals of an organization as well as to
implement the information security policy. Thereby, objectives in an ISMS are the information security

objectives for confidentiality, integrity and availability of information. Information secur
also help to specify and measure the performance of information security controls and
accordance with the information security policy (see 5.2).

ity objectives
processes, in

The organization plans, establishes and issues information security objectives to relevant functions

and levels.

Requirements in ISO/IEC 27001 concerning information security objectives apply to all information

securifty objectives. If the Information security policy contains objectives, then those g
required to meet the criteria in 6.2. If the policy contains a framework for setting object
objectfives produced by that framework are required to meet the requirements of 6:2.

Requirements to be taken into account when establishing objectives are those deter
underftanding the organisation and its context (see 4.1) as well as the ileeds and ex
interefted parties (see 4.2).

The r¢sults from risk assessments and risk treatments are used as/input to the on-go

objectjives to ensure that they remain appropriate to the circumstances of an organization.

Information security objectives are inputs for risk assessment:"risk acceptance criteriz
for performing information security risk assessments (see 631.2) take into account thes
security objectives and thus ensure that levels of risk arealigned with them.

Information security objectives as per ISO/IEC 27004 are:
a) cdnsistent with the information security policy;

b) n:rasurable if practicable; this means that'it is important to be able to determine whe
objective has been met;

c) cqnnected to applicable information security requirements, and results from risk as
rigk treatment;

d) cqmmunicated; and

e) updated as appropriate:

The organization retains documented information on the information security objectives
When|planning how to achieve its information security objectives, the organization deter

f) what will'be done;

bjectives are
ives, then the

mined when
pectations of

ng review of

) and criteria
b information

ther or not an

sessment and

mines:

g) whatresources will be required;

h) who will be responsible;
i)  when it will be completed; and
j)  how the results will be evaluated.

The above requirement concerning planning is generic and applicable to other plans
ISO/IEC 27001. Plans to consider for an ISMS include:

— plans for improving the ISMS as described in 6.1.1 and 8.1;

— plans for treating identified risks as described in 6.1.3 and 8.3; and
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any other plans that are found necessary for effective operation (e.g. plans for developing
competence and increasing awareness, communication, performance evaluation, internal audits
and management reviews).

Guidance

The information security policy should state the information security objectives or provide a framework
for setting the objectives.

Information security objectives can be expressed in various ways. The expression should be suitable to
meet the requirement of being measurable (if practicable) (ISO/IEC 27001:2013, 6.2 b)).

- o A s loa e 1 ph - 4= £
For example, rornrationr security oojectives talr e exXpressea T ternrs ot

The following guidance applies to the bullets addressed in thedexplanation:

20

numericgl values with their limits, e.g. “not go over a certain limit”, and “reach level 4”;
the targefts for measurements of information security performance;

the targefts for measurements of the effectiveness of the ISMS (see 9.1);

compliance with ISO/IEC 27001;

compliarnjce with ISMS procedures;

the need[to complete actions and plans; and

risk criteria to be met.

see a) abpve. The information security policy specifies the requirements for information security
in an organization. All other specific requirements-set for relevant functions and levels should be
consistent with them. If the information security policy has information security objectives, then
any other specific information security objeetive should be linked to the ones in the information
security policy. If the information security policy only provides the framework for setting objeftives,
then that| framework should be followed'and should ensure that more specific objectives are Jinked
to the mqdre generic ones;

see b) abjove. Not every objective-can be measurable, but making objectives measurable supports
achievenjent and improvement: It is highly desirable to be able to describe, qualitatively or
quantitatively, the degree(to'which an objective has been met. For example, to guide prioritjes for
additiongl effort if obje€tives are not met, or to provide insights into opportunities for improved
effectivefess if objectives are exceeded. It should be possible to understand whether they have
been achjeved or net; how achievement of objectives is determined, and whether it is possjble to
determine the degree of achievement of objectives using quantitative measurements. Quantjtative
descriptipns of objective attainment should specify how associated measurement is done. It may not
be possibleito quantitatively determine the degree of attainment of all objectives. ISO/IEC 7001

3 Li H Lo ralkla if oo i Ll
requires UUJCbtAVCO to-bemeasturantet Pt actteabre:

see c) above. Information security objectives should be aligned with information security needs;
for this reason, risk assessment and treatment results should be used as inputs when setting
information security objectives;

seed)above. Information security objectives should be communicated to relevantinternal interested
parties of the organization. They may also be communicated to external interested parties, e.g.
customers, stakeholders, to the extent they need to know and are affected by the information
security objectives; and

see e) above. When information security needs change over time, related information security
objectives should be updated accordingly. Their update should be communicated as required in d),
to internal and external interested parties as appropriate.
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The organization should plan how to achieve its information security objectives. The organisation may
use any methodology or mechanism it chooses to plan for the achievement of its information security
objectives. There may be a single information security plan, one or more project plans, or actions
included in other organisational plans. Whatever form planning takes, the resulting plans should define
as a minimum (see f) to j) above):

— the activities to be done;
— therequired resources to be committed to execute the activities;

— the responsibilities;

}TE 4o 1. | | 4= £ Aot ades |
— t LITIITIIIITS dlITU TTITITS TULITS U AULIVILITS, dIlU

— the methods and measurements to evaluate whether the results achieve objectives; which includes
timing of such evaluations.

ISO/IRC 27001 requires organizations to retain documented information on-the informgtion security
objectfives. Such documented information can include:

— plans, actions, resources, responsibilities, deadlines and evaluationimethods; and
— rgquirements, tasks, resources, responsibilities, evaluation fréquency and methods.
Otherjinformation

No other information.

7 Support

7.1 Resources
Required activity

The organization determines and provides the resources for establishing, implementing} maintaining
and cqntinually improving the ISMS.

Expla[nation
Resoufrces are fundaméntal to perform any kind of activity. Categories of resources can include:
a) persons to drive.and operate the activities;

b) tine to p€rform activities and time to allow results to settle down before making a ngw step;

c) financial resources to acquire, develop and implement what is needed;

d) information to SUppoOrt decisions, Measure performance ot actions, and improve knowledge; and

e) infrastructure and other means that can be acquired or built, such as technology, tools and
materials, regardless of whether they are products of information technology or not.

These resources are to be kept aligned with the needs of the ISMS and hence are to be adapted when
required.

Guidance
The organization should:

f) estimate the resources needed for all the activities related to the ISMS in terms of quantity and
quality (capacities and capabilities);

g) acquire the resources as needed;
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h) providet
i)
j)

maintain

he resources;

the resources across the whole ISMS processes and specific activities; and

review the provided resources against the needs of the ISMS, and adjust them as required.

Documented information on this activity and its outcome is mandatory only in the form and to the
extent that the organization determines as necessary for the effectiveness of its management system
(see ISO/IEC 27001:2013, 7.5.1 b)).

Other information

No other info

mation

7.2 Compé
Required act

The organiza
and ensures {

Explanation

Competence
knowledge, e

Competence
management]
subjects).

rtence
ivity

Fion determines the competence of persons needed for information security perforr
hat the persons are competent.

s the ability to apply knowledge and skills to achieve intended results. It is influen
xperience and wisdom.

can be specific (e.g. about technology or specCific management areas such a
or general (e.g. soft skills, trustworthiness,“and basic technological and mang

Competence 1
should be ma

elates to persons that work under controlof the organization. This means that comp
aged for persons that are employees of'the organization and for other people as ne

Acquisition gf higher or new competence and\skills can be achieved both internally and exte
through expdrience, training (e.g. courses, seminars and workshops), mentoring, hiring or contr

external per

For compete
e.g. to cover U
external reso

Guidance

The organiza

ns.

ce that is only temporarily needed - for a specific activity or for a short period o

urces, whose competence is to be described and verified.

Lion should:

a) determin

e the expected competence for each role within the ISMS and decide if it needs

nance,

ced by

s risk
gerial

btence
eded.

rnally
acting

[ time,

nexpected temporary shortage of internal personnel - organizations can hire or contract

to be

documer1ted (e'g.in a job description);

b) assign the roles within the ISMS (see 5.3) to persons with the required competence either by:

1) identifying persons within the organization who have the competence (based e.g. on their
education, experience, or certifications);

2) planning and implementing actions to have persons within the organization obtain the
competence (e.g. through provision of training, mentoring, reassignment of current
employees); or

3) engaging new persons who have the competence (e.g. through hiring or contracting);

c) evaluate the effectiveness of actions in b) above;

EXAMPLE 1 Consider if persons have acquired competence after the training.
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EXAMPLE 2 Analyse the competence of newly hired or contracted persons some time after their
arrival in the organization.

EXAMPLE 3 Verify if the plan for acquiring new persons has been completed as expected.
verify that the persons are competent for their roles; and

ensure that the competence evolves over time as necessary and that it meets expectations.

Appropriate documented information is required as evidence of competence. The organization should
therefore retain documentation about the necessary competence affecting information security
performance and how this competence is met by relevant persons.

Otherlinformation

No other information.

7.3

Required activity

Awareness

The persons doing work under the organization’s control are maderaware of the information security
policy| their contribution to the effectiveness of the ISMS, benefits of improved informgtion security

perfolmance and implications of not conforming to the requirenients of the ISMS.

Explapation

Awargness of persons working under the organization’s control refers to having the necessary
underftanding and motivation about what is expected of them with regard to informatior] security.

Awargness concerns persons who have to knowfainderstand, accept and:

a)
b)

sypport the objectives stated in the infermation security policy; and

follow the rules to correctly perform their daily tasks in support of information security.

Additionally, the persons doing werk under the organization’s control also need to know, understand
and adcept the implications of netconforming with the ISMS requirements. Implications cgn be negative

consequences for information‘security or repercussions for the person.

These[persons need to beiaware that an information security policy exists and where to finfl information
about|it. Many staff ifi an organization do not need to know the detailed content of the p¢licy. Instead,
they should knowj\understand, accept and implement the information security olbpjectives and
requirements dérived from the policy that affect their job role. These requirements can he included in

the standards'or procedures they are expected to follow to do their job.

Guidanece

The organization should:

)

d)

e)
f)

g)

prepare a programme with the specific messages focused on each audience (e.g. internal and
external persons);

include information security needs and expectations within awareness and training materials on
other topics to place information security needs into relevant operational contexts;

prepare a plan to communicate messages at planned intervals;

verify the knowledge and understanding of messages both at the end of an awareness session and
at random between sessions; and

verify whether persons act according to the communicated messages and use examples of ‘good’
and 'bad’ behaviour to reinforce the message.
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Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).

Other information

Further information on awareness in the field of information security can be found in
ISO/IEC 27002:2013, 7.2.2.

7.4 Communication

Required activity

The organizafion determines the needs for internal and external communications related to.the' ISMS.
Explanation

Communication is a key process within an ISMS. Adequate communication is nece§sary with internal
and external [nterested parties (see 4.2).

Communicatijon can be between internal interested parties at all levely jof the organization or
between the prganization and external interested parties. Communicatien\can be initiated within the
organization jor by an external interested party.

Organizationp need to determine:

— which coptent needs to be communicated, e.g. informationsecurity policies, objectives, procedures,
their chapges, knowledge on information security risks, réquirements to suppliers and feedback on
the information security performance;

— the prefefred or optimal point in time for commuflication activities;

— who is tp be involved in communication activities, and which is the target audience of each
communjcation effort;

— who is tq initiate communication activities, e.g. specific content can require communication to be
initiated py a specific person or orgasization; and

— which pfocesses are driving or initiating communication activities, and which processes are
targeted jor affected by communication activities.

Communication can take place regularly or as needs arise. It can be either proactive or reactive.

Guidance

communicatgdd {mesSsage is integrally received, correctly understood and, when relevant, acted upon
appropriately:

Communicat%nn relies on processes, channels and protocols. These should be chosen to ensufre the

Organizations should determine which content needs to be communicated, such as:

a) plans and results of risk management to interested parties as needed and appropriate, in the
identification, analysis, evaluation, and treatment of the risks;

b) information security objectives;

c) achieved information security objectives including those that can support their position in
the market (e.g. ISO/IEC 27001 certificate granted; claiming conformance with personal data
protection laws);

d) incidents or crises, where transparency is often key to preserve and increase trust and confidence
in the organization’s capability to manage its information security and deal with unexpected
situations;
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e) roles, responsibilities and authority;

f) information exchanged between functions and roles as required by the ISMS’s processes;

g) changes to the ISMS;

h) other matters identified by reviewing the controls and processes within the scope of the ISMS;

i) matters (e.g. incident or crisis notification) that require communication to regulatory bodies or

other interested parties; and

j)  requests or other communications from external parties such as customers, potential customers,

usersof services and authorities

The organization should identify the requirements for communication on relevant issties:

k) oisallowed to communicate externally and internally (e.g. in special cases,such as 4

data breach),

allocating to specific roles with the appropriate authority. For examplg, official communication

offficers can be defined with the appropriate authority. They could be 4 public relatid
external communication and a security officer for internal communication;

1) tHe triggers or frequency of communication (e.g. for communication of an event, the
identification of the event);

m) the contents of messages for key interested parties (e{g. customers, regulators, g
impportant internal users) based on high level impact-scenarios. Communication
efffective if based on messages prepared and pre-approved by an appropriate level of]
aq part of a communication plan, the incident respenSe plan or the business continuit)

n) the intended recipients of the communicationjin some cases, a list should be maint:
cdmmunicating changes to services or crisis);

0) thecommunication means and channel§:*Communication should use dedicated means

channels should address any needs for the protection of the confidentiality and in
infformation transmitted; and

p) the designed process andhe method to ensure messages are sent and have been corrsg
and understood.

ns officer for

trigger is the

eneral public,
can be more
management
y plan;

nined (e.g. for

hnd channels,

td make sure that the message is official and bears the appropriate authority. Communication

regrity of the

ectly received

Commnjunication should(be classified and handled according to the organization’s requirenjents.

Docurmented information on this activity and its outcome is mandatory only in the for

m and to the

extent the orgafization determines as necessary for the effectiveness of its managemenft system (see

ISO/IHC 27004:2013, 7.5.1 b)).

Otherlinformation

No other information.
7.5 Documented information

7.5.1 General

Required activity

The organization includes documented information in the ISMS as directly required by ISO/IEC 27001,
as well as determined by the organization as being necessary for the effectiveness of the ISMS.

© ISO/IEC 2017 - All rights reserved
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Explanation

Documented information is needed to define and communicate information security objectives,
policy, guidelines, instructions, controls, processes, procedures, and what persons or groups of people
are expected to do and how they are expected to behave. Documented information is also needed
for audits of the ISMS and to maintain a stable ISMS when persons in key roles change. Further,
documented information is needed for recording actions, decisions and outcome(s) of ISMS processes
and information security controls.

Documented information can contain:

— information about information security objectives, risks, requirements and standards;

informat

records (
and outc

There are m3
the time, as a

ISO/IEC 2700
that addition

The amount (

In total, the
allow the per

Guidance

The organiz
effectiveness

The documer]
is what is nesd

Examples of
ensuring effe

— theresul
the roles
reports g

resource

on about processes and procedures to be followed; and

f the input (e.g. for management reviews) and the outcomes of processes (including
bmes of operational activities).

h input for another activity.

1 requires a set of mandatory documented information and contains a general requir
hl documented information is required if it is necessary for.the effectiveness of the I

f documented information needed is often related to thé size of the organization.

mandatory and additional documented information contains sufficient informat
formance evaluation requirements specified in €latise 9 to be carried out.

htion should determine what documented information is necessary for en
of its ISMS in addition to mandatory-decumented information required by ISO/IEC }

ted information should be there to fit the purpose. Factual and ‘to the point’ inforr
ded.

locumented information that can be determined by the organization to be necessz
ctiveness of its ISMS are:

s of the context eStablishment (see Clause 4);
responsibilities and authorities (see Clause 5);
f the different phases of the risk management (see Clause 6);

5 determined and provided (see 7.1);

plans

ny activities within the ISMS that produce documented information/that is used, npost of

ement
SMS.

ion to

suring
p7001.

nation

ry for

processt

the expeLtcd competence (occ E),
plans and results of awareness activities (see 7.3);
plans and results of communication activities (see 7.4);

documented information of external origin that is necessary for the ISMS (see 7.5.3);

o control documented information (see 7.5.3);

policies, rules and directives for directing and operating information security activities;

information security status (see Clause 9);
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action plans; and

processes and procedures used to implement, maintain and improve the ISMS and the overall
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— evidence of the results of ISMS processes (e.g. incident management, access control, information
security continuity, equipment maintenance, etc.).

Documented information can be of internal or external origin.
Other information

If the organization wants to manage its documented information in a document management system,
this can be built according to the requirements in ISO 30301.

7.5.2 Creating and updating

Required activity

When| creating and updating documented information, the organization ensure$ itd appropriate
identification and description, format and media, and review and approval.

Explapation

The ofganization identifies in detail how the documented information jis bé€st structured [and defines a
suitable documentation approach.

Reviey and approval by appropriate management ensures that the documented informatjon is correct,
suitablle for the purpose, and in an adequate form and detail forthe intended audience. Regular reviews
ensure continued suitability and adequacy of documented infermation.

Guidance

Documented information may be retained in any form, e.g. traditional documents (in bqth paper and
electrpnic form), web pages, databases, computerlogs, computer generated reports, audio and video.
Moreqver, documented information may consistof specifications of intent (e.g. the information security
policy) or records of performance (e.g. the\résults of an audit) or a mixture of both. The following
guidance applies directly to traditional¢gdocuments and should be interpreted approgriately when
applied to other forms of documented information.

Orgagﬁzations should create a struictured documented information library, linking diffdgrent parts of
documented information by:

a) dg¢termining the structure of the documented information framework;
b) determining the standard structure of the documented information;
c) providing teniplates for different types of documented information;

d) d¢termining the responsibilities for preparing, approving, publishing and njanaging the
d¢cumented information; and

e ddtofaining

g lal suitability
and adequacy.

Organizations should define a documentation approach that includes common attributes of every
document, which allow clear and unique identification. These attributes usually include document
type (e.g. policy, directive, rule, guideline, plan, form, process or procedure), the purpose and scope,
title, date of publication, classification, reference number, version number, and a revision history. The
identification of the author and the person(s) currently responsible for the document, its application
and evolution, as well as the approver(s) or approval authority should be included.

Format requirements can include definition of suitable documentation languages, file formats, software
version for working with them and graphical content. Media requirements define on which physical
and electronic media the information should be available.

Statements and writing style should be tailored to the audience and scope of the documentation.
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Duplication of information in documented information should be avoided and cross-references used
rather than replicating the same information in different documents.

The documentation approach should ensure timely review of the documented information and that
all documentation changes are subject to approval. Suitable review criteria can be timing related (e.g.
maximum time periods between document reviews) or content related. Approval criteria should be
defined, which ensures that the documented information is correct, suitable for the purpose, and in an

adequate form and detail for the intended audience.

Other information

No other information.

7.5.3 Cont
Required acf

The organizg
where and w

Explanation

Once approve
information i
relevance thn

Note that act
can be perfor

Guidance

A structured
information.

All of the doc
with the org
handled in ac

A change mar
have the rig]
Documented

Documented
For this, the @

ol of documented information
[ivity

tion manages documented information throughout its lifecycle and ‘\makes it av
len needed.

5 available where and when it is needed, while preserving'its integrity, confidentialif
oughout the whole lifecycle.

vities described “as applicable” in ISO/IEC 27004;2013, 7.5.3 need to be performed
med and are useful, considering the organization’s needs and expectations.

imented information should be(¢lassified (see ISO/IEC 27001:2013, A.8.2.1) in acco
anization’s classification scheme. Documented information should be protecte
cordance with its classification level (see ISO/IEC 27001:2013, A.8.2.3).

jagement process fordocumented information should ensure that only authorised p
1t to change and-distribute it as needed through appropriate and predefined 1
information should be protected to ensure it keeps its validity and authenticity.

informatien-should be distributed and made available to authorized interested p

hilable

d, the documented information is communicated to its intended audience. Documented

y, and

if they

documented information library gan be used to facilitate access to documented

dance
d and

Prsons
neans.

hrties.

rganizatigh should establish who are the relevant interested parties for each docunjented

information (or greups of documented information), and the means to use for distribution, gccess,
retrieval andfuse'(e!g. a web site with appropriate access control mechanisms). The distribution should
comply with anyfrequirements related to protecting and handling of classified information.

The organization should establish the appropriate retention period for documented information
according to its intended validity and other relevant requirements. The organization should ensure that
information is legible throughout its retention period (e.g. using formats that can be read by available
software, or verifying that paper is not corrupted).

The organization should establish what to do with documented information after its retention period
has expired.

The organization should also manage documented information of external origin (i.e. from customers,
partners, suppliers, regulatory bodies, etc.).

Documented information on this activity and its outcome is mandatory only in the form and to the
extent the organization determines as necessary for the effectiveness of its management system (see
ISO/IEC 27001:2013, 7.5.1 b)).
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Other information

No other information.

8 Operation

8.1 Operational planning and control
Required activity

The organization plans, implements and controls the processes to meet its information security
requirlements and to achieve its information security objectives.

The ofganization keeps documented information as necessary to have confidence,that processes are
carried out as planned.

The ofganization controls planned changes and reviews the consequences of unintended|changes, and
ensures that outsourced processes are identified, defined and controlled.

Explapation

The pfocesses that an organization uses to meet its informatipn-security requirements|are planned,
and onjce implemented, they are controlled, particularly when changes are required.

Buildihg on the planning of the ISMS (see 6.1 and 6.2); the organization performs the necessary
operational planning and activities to implement the processes needed to fulfil the information security
requifements.

Procegses to meet information security requirements include:

a) ISMS processes (e.g. management review, internal audit); and

b) pipocesses required for implementing-the information security risk treatment plan.
Implementation of plans results in operated and controlled processes.

The oiiganization ultimately rémains responsible for planning and controlling any outsourg¢ed processes
in ordpr to achieve its information security objectives. Thus the organization needs to:

c) d¢termine outsourced processes considering the information security risks rdlated to the
oytsourcing; and

d) ensure that/outsourced processes are controlled (i.e. planned, monitored and reviewed) in a
mfnner that provides assurance that they operate as intended (also considering information
sdcurity objectives and the information security risk treatment plan).

After lthe” implementation is completed, the processes are managed, monitored andl|reviewed to
ensure that they continue to fulfil the requirements determined after understanding the needs and
expectations of interested parties (see 4.2).

Changes of the ISMS in operation can be either planned or they occur unintended. Whenever the
organization makes changes to the ISMS (as a result of planning or unintentionally), it assesses the
potential consequences of the changes to control any adverse effects.

The organization can get confidence about the effectiveness of the implementation of plans by
documenting activities and using documented information as input to the performance evaluation
processes specified in Clause 9. The organization therefore establishes the required documented
information to keep.
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Guidance

The processes that have been defined as a result of the planning described in Clause 6 should be
implemented, operated and verified throughout the organization. The following should be considered
and implemented:

e) processes that are specific for the management of information security (such as risk management,
incident management, continuity management, internal audits, management reviews);

f) processes emanating from information security controls in the information security risk
treatment plan;

g) reporting
security
security

h) meeting
security

different
of the inf]

For planned ¢
i) plan thei
j) implemel

k) monitor {

1) collect and retain documented information on the execution of the changes as evidence th3

have bee
For observed
m) review th

n) determin

o) plan andfimplement actions to mitigate any adverse effects as necessary; and
p) collect amd retain documented information on unintended changes and actions taken to m
adverse gffects.

If part of the ¢rganizatien’s‘functions or processes are outsourced to suppliers, the organization s

q) determin

r) establish|
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area, for example incident reports, reports on measuring the fulfilment of inforr
bbjectives, reports on performed activities; and

structures (frequency, participants, purpose and authorization) within %he inforr
area. Information security activities should be co-ordinated by representatives
parts of the organization with relevant roles and job functions for effective manag
brmation security area.

hanges, the organization should:
- implementation and assign tasks, responsibilities, deadlines and resources;

nt changes according to the plan;

h carried out as planned (e.g. with respaonéibilities, deadlines, effectiveness evaluati
unintended changes, the organizatiofr'should:
eir consequences;

e whether any adverse effects have already occurred or can occur in the future;

e all autsourcing relationships;

appropriate interfaces to the suppliers;

heir implementation to confirm that they are implémented according to the plan; and

nation
nation

nation
from
ement

t they
bns).

tigate

hould:

s) addressi

nformation security related issues in the supplier agreements;

t) monitor and review the supplier services to ensure that they are operated as intended and
associated information security risks meet the risk acceptance criteria of the organization; and

u) manage changes to the supplier services as necessary.

Other information

No other information.
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8.2 Information security risk assessment
Required activity

The organization performs information security risk assessments and retains documented information
on their results.

Explanation

When performing information security risk assessments, the organization executes the process
defined in 6.1.2. These assessments are either executed according to a schedule defined in advance,
or in response to 51gn1f1cant changes or 1nformat10n securlty 1nc1der1ts The results of the information
securi ' locess in 6.1.2
hasb

Docurented information from information security risk assessments is essential for information
security risk treatment and is valuable for performance evaluation (see Clause-9J:

Guidance
Organjizations should have a plan for conducting scheduled informatign-security risk assessments.

When| any significant changes of the ISMS (or its context) or information security ircidents have
occurted, the organization should determine:

a) which of these changes or incidents require an additionalinformation security risk asyessment; and
b) how these assessments are triggered.

The lgvel of detail of the risk identification should\be refined step by step in further itefations of the
infori:]:ation security risk assessment in the confext of the continual improvement of the ISMS. A broad
information security risk assessment should be performed at least once a year.

Otherinformation

ISO/IBC 27005 provides guidance forperforming information security risk assessments.

8.3 [nformation security visk treatment
Required activity

The ofganization implements the information security risk treatment plan and retaing documented
infornI‘ation on theresults of the information security treatment.

Explapation

In orderde treat information security risks, the organization needs to carry out the information security
risk tteatment process defined in 613 During operation aof the ISMS_whenever the risk assessment
is updated according to 8.2, the organization then applies the risk treatment according to 6.1.3 and
updates the risk treatment plan. The updated risk treatment plan is again implemented.

The results of the information security risk treatment are retained in documented information as
evidence that the process in 6.1.3 has been performed as defined.

Guidance

The information security risk treatment process should be performed after each iteration of the
information security assessment process in 8.2 or when the implementation of the risk treatment plan
or parts of it fails.

The progress of implementation of the information security risk treatment plan should be driven and
monitored by this activity.
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Other information

No other information.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

Required activity

The organization evaluates the information security performance and the effectiveness of the ISMS.

Explanation

The objective
outcome of i
planned.

Monitoring d
to determine
over some tin

For monitorifg and measurement, the organization establishes:

a) whatto]
b) who mon
c¢) methods
For analysis 4
d) who anal
e) methods
There are tw

f)

evaluatir
doing as
specifica

evaluatin
the right
are achie

g)

of monitoring and measurement is to help the organization to judge whether the int
hformation security activities including risk assessment and treatment.is achiey

btermines the status of a system, a process or an activity, whilst measurementisap
a value. Thus monitoring can be achieved through a successiofi-of similar measure
e period.

nonitor and measure;

itors and measures, and when; and

to be used so as to produce valid results (i.excomparable and reproducible).

nd evaluation, the organization establishes:

yses and evaluates the results fromhonitoring and measurement, and when; and
to be used so as to produce valid results.

b aspects of evaluation:

g the information_Security performance, for determining whether the organizaf
pxpected, which inicludes determining how well the processes within the ISMS mee
Fions; and

g the effectiveness of the ISMS, for determining whether or not the organization is
things, which includes determining the extent to which information security obijé
ved.

ended
red as

rocess
ments

ion is
t their

doing
ctives

Note that as

“as”applicable” (ISO/IEC 27001:2013, 9.1, b)) means that if methods for monit

oring,

measurement, analysis and evaluation can be determined, they need to be determined.

Guidance

A good practice is to define the ‘information need’ when planning the monitoring, measurement,
analysis and evaluation. An information need is usually expressed as a high level information security
question or statement that helps the organization evaluate information security performance and ISMS
effectiveness. In other words, monitoring and measurement should be undertaken to achieve a defined
information need.

Care should be taken when determining the attributes to be measured. It is impracticable, costly and
counterproductive to measure too many, or the wrong attributes. Besides the costs of measuring,
analysing and evaluating numerous attributes, there is a possibility that key issues could be obscured
or missed altogether.
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There are two generic types of measurements:

h) performance measurements, which express the planned results in terms of the characteristics
of the planned activity, such as head counts, milestone accomplishment, or the degree to which
information security controls are implemented; and

i) effectiveness measurements, which express the effect that realization of the planned activities
has on the organization’s information security objectives.

It can be appropriate to identify and assign distinctive roles to those participating in the monitoring,
measurement, analysis and evaluation. Those roles can be measurement client, measurement planner,
measurement reviewer, information owner, information collector, information analyst and information
commfunicator of Input or output of evaluation (see ISU/IEC 27004:2016, 6.5].

The r¢sponsibilities for monitoring and measurement and those for analysis and evaluation are often
assigned to separate persons whom different competence is required.

Otherlinformation

Monitpring, measurement, analysis and evaluation is critical to the suceess’of an effective ISMS. There
are a humber of clauses in ISO/IEC 27001 that explicitly require detérmination of the effectiveness of
some activities. For example, ISO/IEC 27001:2013, 6.1.1 €), 7.2 ¢) or-10.1 d).

Furthe¢r information can be found in ISO/IEC 27004, which—provides guidance on|meeting the
requirlements of ISO/IEC 27001:2013, 9.1. In particular, it expands on all of the concepfts mentioned
above[ such as roles and responsibilities, and forms, and gives numerous examples.

9.2 [nternal audit
Required activity

The ofganization conducts internal auditstto provide information on conformity of the ISMS to the
requifements.

Explapation

Evaluating an ISMS at planned‘intervals by means of internal audits provides assurance| of the status
of the|ISMS to top management. Auditing is characterized by a number of principles: integrity; fair
presemtation; due professional care; confidentiality; independence; and evidence-based dpproach (see
ISO 19011).

Internal audits provide information on whether the ISMS conforms to the organization’s own
requitlements fop-its ISMS as well as to the requirements in ISO/IEC 27001. The organfzation’s own
requirementsinclude:

a) rdquirements stated in the information security policy and procedures;

b) requirements produced by the framework for setting information security objectives, including
outcomes of the risk treatment process;

c) legal and contractual requirements; and
d) requirements on the documented information.
Auditors also evaluate whether the ISMS is effectively implemented and maintained.

An audit programme describes the overall framework for a set of audits, planned for specific time
frames and directed towards specific purposes. This is different from an audit plan, which describes
the activities and arrangements for a specific audit. Audit criteria are a set of policies, procedures
or requirements used as a reference against which audit evidence is compared, i.e. the audit criteria
describe what the auditor expects to be in place.
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An internal audit can identify nonconformities, risks and opportunities. Nonconformities are managed
according to requirements in 10.1. Risks and opportunities are managed according to requirements in
4.1 and 6.1.

The organization is required to retain documented information about audit programme(s) and audit

results.

Guidance

Managing an audit programme

An audit programme defines the structure and responsibilities for planning, conducting, reporting
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have the right scope, minimize the impact on the operations of the organizatig
necessary quality of audits. An audit programme should also ensure the compete
ppropriate maintenance of audit records, and the monitoring and review of the‘oper
pctiveness of audits. Further, an audit programme should ensure that-the ISMS

esses, functions and controls) is audited within a specified time frame) Finally, ar
hould include documented information about types, duration, locations, and sched

d frequency of internal audits should be based on the size and nature of the organi
the nature, functionality, complexity and the level of maturity of the ISMS (risk

hess of the implemented controls should be examined within the scope of internal §
gramme should be designed to ensure coveragevof all necessary controls and §
ation of the effectiveness of selected controls.over time. Key controls (according

hudited less frequently.

gramme should also consider that processes and controls should have been in ope
to enable evaluation of suitable evidence.

[s concerning an ISMS can be ‘performed effectively as a part of, or in collaboration
| audits of the organization,"The audit programme can include audits related to
ment system standards; conducted either separately or in combination.

sramme should include documented information about: audit criteria, audit me|
1dit teams, procésses for handling confidentiality, information security, health and
- auditors, and ether similar matters.
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ernal or external auditors with the appropriate competence;

ocess in place for monitoring the performance of auditors and audit teams; and

security knowledge.

include personnel on internal audit teams that have appropriate sector specific and information

Auditors should be selected considering that they should be competent, independent, and adequately
trained.

Selecting internal auditors can be difficult for smaller companies. If the necessary resources and
competence are not available internally, external auditors should be appointed. When organizations
use external auditors, they should ensure that they have acquired enough knowledge about the context
of the organization. This information should be supplied by internal staff.
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Organizations should consider that internal employees acting as internal auditors can be able to
perform detailed audits considering the organization’s context, but may not have enough knowledge
about performing audits.

Organizations should then recognize characteristics and potential shortcomings of internal versus
external auditors and establish suitable audit teams with the necessary knowledge and competence.

Performing the audit

When performing the audit, the audit team leader should prepare an audit plan considering results of

previous audits and the need to follow up on previously reported nonconformities and unacceptable

risks. The audit plan should be retained as documented information and should include criteria, scope

and n:lethoas of the audit.
a

The aydit team should review:

— adequacy and effectiveness of processes and determined controls;

— fulfilment of information security objectives;

— cdmpliance with requirements defined in ISO/IEC 27001:2013, Clatisés 4 to 10;

— cdmpliance with the organization’s own information security(requirements;

— cdnsistency of the Statement of Applicability against the‘outcome of the information|security risk
treatment process;

— cqnsistency of the actual information security risk¥reatment plan with the identified 4ssessed risks
and the risk acceptance criteria;

— rdlevance (considering organization’s sizegand complexity) of management reviey inputs and
orItputs; and

— impacts of management review outpits (including improvement needs) on the organization.

The extent and reliability of available monitoring over the effectiveness of controls as|produced by
the ISMS (see 9.1) may allow the-auditors to reduce their own evaluation efforts, provided they have
confirimed the effectiveness ofthe measurement methods.

If the putcome of the auditiincludes nonconformities, the auditee should prepare an action|plan for each
noncopformity to be agfeed with the audit team leader. A follow-up action plan typically includes:

i) description of the detected nonconformity;
j)  descriptioiof the cause(s) of nonconformity;

k) de¢scription of short term correction and longer term corrective action to eliminafe a detected
nqmconformity within a defined timeframe; and

1) the persons responsible for implementing the plan.
Audit reports, with audit results, should be distributed to top management.

Results of the previous audits should be reviewed and the audit programme adjusted to better manage
areas experiencing higher risks due to nonconformity.

Other information

Further information can be found in ISO 19011, which provides general guidance on auditing
management systems, including the principles of auditing, managing an audit programme and
conducting management system audits. It also provides guidance on the evaluation of competence of
persons or group of people involved in the audit, including the person managing the audit programme,
auditors and audit teams.

© ISO/IEC 2017 - All rights reserved 35


https://iecnorm.com/api/?name=18430bb2f6c2123a22d596bc059ff62b

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Context of the organization
	4.1 Understanding the organization and its context
	4.2 Understanding the needs and expectations of interested parties
	4.3 Determining the scope of the information security management system
	4.4 Information security management system
	5 ​Leadership
	5.1 ​Leadership and commitment
	5.2 ​Policy
	5.3 Organizational roles, responsibilities and authorities
	6 ​Planning
	6.1 Actions to address risks and opportunities
	6.1.1 General
	6.1.2 Information security risk assessment
	6.1.3 Information security risk treatment
	6.2 Information security objectives and planning to achieve them
	7 Support
	7.1 Resources
	7.2 Competence
	7.3 Awareness
	7.4 Communication
	7.5 Documented information
	7.5.1 General
	7.5.2 Creating and updating
	7.5.3 Control of documented information
	8 Operation
	8.1 Operational planning and control
	8.2 Information security risk assessment
	8.3 Information security risk treatment
	9 ​Performance evaluation
	9.1 ​Monitoring, measurement, analysis and evaluation
	9.2 ​Internal audit
	9.3 ​Management review
	10 Improvement
	10.1 Nonconformity and corrective action
	10.2 ​Continual improvement
	Annex A (informative)  Policy framework
	Bibliography

