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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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www.iec.ch/national-committees.

Vi

©ISO/IEC 2022 - All rights r

eserved


https://iecnorm.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

Introduction

0.1 Background and context

This document is designed for organizations of all types and sizes. It is to be used as a reference for
determining and implementing controls for information security risk treatment in an information
security management system (ISMS) based on ISO/IEC 27001. It can also be used as a guidance
document for organizations determining and implementing commonly accepted information security
controls. Furthermore, this document is intended for use in developing industry and organization-
specific information security management guidelines, taking into consideration their specific
information security risk environment(s). Organizational or environment-specific controls other than

those |

Organ
create
physic

The v4
and b
and ot
accide

Inforni
proces
specifi
and inj
holisti
impler
coherdg

Many

securg
can be
manag
requir

A suc
partic
matte

A suitd
organi
assets
organi

ncluded 1n this document can be determined through risk assessment as necessary.

zations of all types and sizes (including public and private sector, commer¢ial’apd non-profit)

collect, process, store, transmit and dispose of information in many forms; includ
al and verbal (e.g. conversations and presentations).

lue of information goes beyond written words, numbers and images) knowledge, c
ands are examples of intangible forms of information. In an intérgonnected worlg
her associated assets deserve or require protection against various risk sources, wh
htal or deliberate.

ation security is achieved by implementing a suitable*set of controls, including
ses, procedures, organizational structures and software and hardware function
c security and business objectives, the organization should define, implement, m
prove these controls where necessary. An ISMS&uch as that specified in ISO/IEC

ng electronic,

bncepts, ideas
|, information
ether natural,

olicies, rules,
5. To meet its
bnitor, review
7001 takes a

c, coordinated view of the organization’s infexmation security risks in order to determine and

hent a comprehensive suite of information se€curity controls within the overall fr
nt management system.

nformation systems, including thei management and operations, have not been d
in terms of an ISMS as specified-in ISO/IEC 27001 and this document. The level of
achieved only through technoldgical measures is limited and should be supported

hmework of a

esigned to be
security that
y appropriate

ement activities and organizational processes. Identifying which controls should be in place

ps careful planning and attention to detail while carrying out risk treatment.

essful ISMS requires -support from all personnel in the organization. It can
pation from other interested parties, such as shareholders or suppliers. Advice
experts can alSobe needed.

ble, adequate’and effective information security management system provides ass
zation’s(Mmanagement and other interested parties that their information and oth
are _kept reasonably secure and protected against threats and harm, thereby
zation' to achieve the stated business objectives.

also require
from subject

urance to the
er associated
enabling the

0.2 Information security requirements

It is essential that an organization determines its information security requirements. There are three

main sources of information security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. This can be facilitated or supported through an information security-
specific risk assessment. This should result in the determination of the controls necessary to
ensure that the residual risk to the organization meets its risk acceptance criteria;

b) the legal, statutory, regulatory and contractual requirements that an organization and its

interested parties (trading partners, service providers, etc.) have to comply with and their socio-
cultural environment;

© ISO/IEC 2022 - All rights reserved
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<)

the set of principles, objectives and business requirements for all the steps of the life cycle of
information that an organization has developed to support its operations.

0.3 Controls

A control is defined as a measure that modifies or maintains risk. Some of the controls in this document
are controls that modify risk, while others maintain risk. An information security policy, for example,
can only maintain risk, whereas compliance with the information security policy can modify risk.
Moreover, some controls describe the same generic measure in different risk contexts. This document
provides a generic mixture of organizational, people, physical and technological information security
controls derived from internationally recognized best practices.

0.4 Determimrimgtomntrols

Determining
a clearly defi
acceptance, ri

controls is dependent on the organization’s decisions following a risk assesSmén
hed scope. Decisions related to identified risks should be based on the criteria fi
sk treatment options and the risk management approach applied by the organizatid

determination of controls should also take into consideration all relevant nationalhand intern

legislation an
interact with

The organizaf
controls, the
operate a con
regarding the
competing re

There should
resulting bus
risk assessme
managing inf
against these

Some of the ¢
management
controls and

0.5 Develop

This docume
Not all of the

controls and g
of the organiz
additional gui
for future ref¢

pne another to provide defence in depth.

ion can design controls as required or identify them from any source. In specifyin
organization should consider the resources and investment needed to impleme
krol against the business value realized. See ISO/IEC TR 27016 for guidance on de
investment in an ISMS and the economic consequences-of these decisions in the con
Juirements for resources.

[, with
br risk
n. The
htional

d regulations. Control determination also depends on the manner'in which c¢ntrols

g such
nt and
Cisions
text of

be a balance between the resources deployedfor implementing controls and the p
ness impact from security incidents in thé absence of those controls. The res

brmation security risks and for implementing controls determined necessary to [
risks.

bntrols in this document can beconsidered as guiding principles for information sg

ther risk treatment optiens-can be found in ISO/IEC 27005.
ing organization-specific guidelines
It can be regarded as a starting point for developing organization-specific guid

uidelines notincluded in this document can also be required to address the specifid
ation andithe risks that have been identified. When documents are developed cont
delinesOr controls, it can be useful to include cross-references to clauses in this dod
brencel

u
nt should help guide and determine the'@ppropriate management action, priorjges for

ential
s of a

rotect

curity

and as being applicable for niost organizations. More information about determining

elines.

rontrols and guidance in this document can be applicable to all organizations. Addjitional

needs
aining
ument

0.6 Life cycl

- 3 e
CUIDIUCT AUIUIIS

Information has a life cycle, from creation to disposal. The value of, and risks to, information can vary
throughout this life cycle (e.g. unauthorized disclosure or theft of a company’s financial accounts is
not significant after they have been published, but integrity remains critical) therefore, information
security remains important to some extent at all stages.

Information systems and other assets relevant to information security have life cycles within which
they are conceived, specified, designed, developed, tested, implemented, used, maintained and
eventually retired from service and disposed of. Information security should be considered at every
stage. New system development projects and changes to existing systems provide opportunities to
improve security controls while taking into account the organization’s risks and lessons learned from
incidents.

viil © ISO/IEC 2022 - All rights reserved
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0.7 Related International Standards

While this document offers guidance on a broad range of information security controls that are
commonly applied in many different organizations, other documents in the ISO/IEC 27000 family
provide complementary advice or requirements on other aspects of the overall process of managing
information security.

Refer to ISO/IEC 27000 for a general introduction to both ISMS and the family of documents.
ISO/IEC 27000 provides a glossary, defining most of the terms used throughout the ISO/IEC 27000
family of documents, and describes the scope and objectives for each member of the family.

There are sector-specific standards that have additional controls which aim at addressing specific
areas fe: i i 9 for energy,
tandards are
included in the Bibliography and some of them are referenced in the guidance and.othdr information
s in Clauses 5-8.
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Information security, cybersecurity and privacy
protection — Information security controls

1 Scope

This document provides a reference set of generic information security controls including
implementation guidance. This document is designed to be used by organizations:

a) within the context of an information security management system (ISMS) based on I§O/IEC 27001;
b) forimplementing information security controls based on internationally recegnized hest practices;

c) for developing organization-specific information security management guidelines.

2 Normative references

There pre no normative references in this document.

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions
For th¢ purposes of this document, the followingderms and definitions apply.
[SO and [EC maintain terminology databases$for use in standardization at the following afldresses:

— ISP Online browsing platform: available at https://www.iso.org/obp

— IE[ Electropedia: available athttps://www.electropedia.org/

3.1.1
accesg control
means to ensure that physical and logical access to assets (3.1.2) is authorized and restricted based on
busingss and information security requirements

3.1.2
asset
anything thathas value to the organization

Note 1 koveritry: In the context of information security, two kinds of assets can be distinguished:

— the primary assets:
— information;
— business processes (3.1.27) and activities;
— the supporting assets (on which the primary assets rely) of all types, for example:
— hardware;
— software;
— network;

— personnel (3.1.20);

© ISO/IEC 2022 - All rights reserved 1
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site;

organ

3.1.3
attack

02:2022(E)

ization’s structure.

successful or unsuccessful unauthorized attempt to destroy, alter, disable, gain access to an asset (3.1.2)
or any attempt to expose, steal, or make unauthorized use of an asset (3.1.2)

3.14

authentication
provision of assurance that a claimed characteristic of an entity (3.1.11) is correct

3.1.5
authenticity
property that]

3.1.6

chain of cust
demonstrabld
another

Note 1 to entryj
[SOURCE: ISO

3.1.7

confidential
information t
(3.1.11) or prd

3.1.8
control
measure that

Note 1 to entry
other conditio

Note 2 to entry
[SOURCE: ISO

3.19
disruption
incident, whe
expected deli

an entity (3.1.11) is what it claims to be

pdy
possession, movement, handling and location of material fromoné€ point in tim

: Material includes information and other associated assets (3.1.2)\n the context of ISO/IEC

IEC 27050-1:2019, 3.1, modified — “Note 1 to entry” added]

information
hat is not intended to be made available or disclosed to unauthorized individuals, 6
cesses (3.1.27)

maintains and/or modifies risk

r: Controls include, but are notlimited to, any process (3.1.27), policy (3.1.24), device, pra
s and/or actions which maihtain and/or modify risk.

: Controls may not always exert the intended or assumed modifying effect.

31000:2018, 3.8]

Lher anticipated or unanticipated, that causes an unplanned, negative deviation fr
eryof' products and services according to an organization’s objectives

P until

27002.

ntities

Ctice or

bm the

[SOURCE: ISO

22301:2019 3 1(\]

3.1.10

endpoint device
network connected information and communication technology (ICT) hardware device

Note 1 to entry: Endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,
printers or other specialized hardware including smart meters and Internet of things (IoT) devices.

3.1.11
entity
item relevant

for the purpose of operation of a domain that has recognizably distinct existence

Note 1 to entry: An entity can have a physical or a logical embodiment.

© ISO/IEC 2022 - All rights reserved
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EXAMPLE A person, an organization, a device, a group of such items, a human subscriber to a telecom
service, a SIM card, a passport, a network interface card, a software application, a service or a website.

[SOURCE: ISO/IEC 24760-1:2019, 3.1.1]

3.1.12
information processing facility
any information processing system, service or infrastructure, or the physical location housing it

[SOURCE: ISO/IEC 27000:2018, 3.27, modified — "facilities" has been replaced with facility.]

3.1.13

information security breach
comprpmise of information security that leads to the undesired destruction, loss, alteratil)n, disclosure
of, or dccess to, protected information transmitted, stored or otherwise processed

3.1.14
information security event
occurtence indicating a possible information security breach (3.1.13) or failure of controls|(3.1.8)

[SOURCE: ISO/IEC 27035-1:2016, 3.3, modified — “breach of information security” has been replaced
with “Information security breach”]

3.1.15
information security incident
one orjmultiple related and identified information security évents (3.1.14) that can harm an prganization’s
assets[3.1.2) or compromise its operations

[SOURLCE: ISO/IEC 27035-1:2016, 3.4]

3.1.16
information security incident management
exercige of a consistent and effective approach to the handling of information security inciflents (3.1.15)

[SOURLE: ISO/IEC 27035-1:2016, 3.5]

3.1.17
information system
set of|applications, serviges, information technology assets (3.1.2), or other informgtion-handling
compdnents

[SOURLE: ISO/IEC 27000:2018, 3.35]

3.1.18
interested party
stakeHoldéer

person er.erganization that can affect, be affected by, or perceive itself to be affected by a decision or
activity

[SOURCE: ISO/IEC 27000:2018, 3.37]

3.1.19
non-repudiation
ability to prove the occurrence of a claimed event or action and its originating entities (3.1.11)

3.1.20
personnel
persons doing work under the organization’s direction

Note 1 to entry: The concept of personnel includes the organization’s members, such as the governing body, top
management, employees, temporary staff, contractors and volunteers.

© ISO/IEC 2022 - All rights reserved 3
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personally identifiable information

PII

any information that (a) can be used to establish a link between the information and the natural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person.

Note 1 to entry: The “natural person” in the definition is the PII principal (3.1.22). To determine whether a PII
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural

person.

[SOURCE: ISO/IEC 29100:2011/Amd.1:2018, 2.9]

3.1.22
PII principal
natural perso

Note 1 to entr
synonym “dat3

[SOURCE: ISO
3.1.23

PII processor

privacy stake
accordance w

[SOURCE: ISO

3.1.24
policy

n to whom the personally identifiable information (PIl) (3.1.21) relates

y: Depending on the jurisdiction and the particular data protection and pyivacy legislat
subject” can also be used instead of the term “PII principal”.

IEC 29100:2011, 2.11]

holder that processes personally identifiable information~(PIl) (3.1.21) on behalf of
ith the instructions of a PII controller

IEC 29100:2011, 2.12]

intentions andl direction of an organization, as formally expressed by its top management

[SOURCE: ISO

3.1.25
privacy imp4
PIA

overall proces
the treatmen
information (1

[SOURCE: ISO

3.1.26
procedure
specified way

IEC 27000:2018, 3.53]

ct assessment
s (3.1.27) of identifying, analysing, evaluating, consulting, communicating and pl

[ of potential privacy impacts with regard to the processing of personally iden
PII) (3.1.21), framed within an organization’s broader risk management framework

IEC 2913442017, 3.7, modified — Note 1 to entry removed.]

todarry out an activity or a process (3.1.27)

on, the

and in

hnning
Hifiable

[SOURCE: ISO

3.1.27
process

30000:2009, 3.12]

set of interrelated or interacting activities that uses or transforms inputs to deliver a result

[SOURCE: ISO

3.1.28
record

9000:2015, 3.4.1, modified— Notes to entry removed.]

information created, received and maintained as evidence and as an asset (3.1.2) by an organization or
person, in pursuit of legal obligations or in the transaction of business

© ISO/IEC 2022 - All rights reserved
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Note 1 to entry: Legal obligations in this context include all legal, statutory, regulatory and contractual
requirements.

[SOURCE: ISO 15489-1:2016, 3.14, modified— “Note 1 to entry” added.]

3.1.29

recovery point objective

RPO

point in time to which data are to be recovered after a disruption (3.1.9) has occurred

[SOURCE: ISO/IEC 27031:2011, 3.12, modified — "must" replaced by "are to be".]

3.1.30
recovery time objective
RTO

period of time within which minimum levels of services and/or products and the'supporting systems,
applications, or functions are to be recovered after a disruption (3.1.9) has occurred

[SOURCE: ISO/IEC 27031:2011, 3.13, modified — "must" replaced by "are to,be".]

3.1.31
reliabjlity
property of consistent intended behaviour and results

3.1.32
rule

accepted principle or instruction that states the organization’s expectations on what is jjequired to be
done, yhat is allowed or not allowed

Note 1 o entry: Rules can be formally expressed in topic*specific policies (3.1.35) and in other type$ of documents.

3.1.33
sensitive information
information that needs to be protected from unavailability, unauthorized access, modification or public
disclogure because of potential adverse effects on an individual, organization, nationfl security or
public|safety

3.1.3
threa
potentjial cause of an unwanted incident, which can result in harm to a system or organization

[SOURLE: ISO/IEC 27000:2018, 3.74]

3.1.35
topic-$pecific:policy
intentjons'and direction on a specific subject or topic, as formally expressed by the apprapriate level of
managenient (1

Note 1 to entry: Topic-specific policies can formally express rules (3.1.32) or organization standards.
Note 2 to entry: Some organizations use other terms for these topic-specific policies.
Note 3 to entry: The topic-specific policies referred to in this document are related to information security.

EXAMPLE Topic-specific policy on access control (3.1.1), topic-specific policy on clear desk and clear screen.

3.1.36
user
interested party (3.1.18) with access to the organization’s information systems (3.1.17)

EXAMPLE Personnel (3.1.20), customers, suppliers.
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3.1.37
user endpoint device
endpoint device (3.1.10) used by users to access information processing services

Note 1 to entry: User endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,
etc.

3.1.38
vulnerability
weakness of an asset (3.1.2) or control (3.1.8) that can be exploited by one or more threats (3.1.34)

[SOURCE: ISO/IEC 27000:2018, 3.77]

3.2 Abbreyiated terms

ABAC attfibute-based access control
ACL acdess control list
BIA buginess impact analysis

BYOD bripg your own device

CAPTCHA corppletely automated public Turing test to tell computers-and humans apart

CPU certral processing unit

DAC discretionary access control

DNS domain name system

GPS glo.[)lal positioning system

[AM ideptity and access management

ICT infprmation and communication technology
ID identifier

IDE integrated development environment

IDS intfusion deteetion system

loT intprnet of'things

IP intpraetprotocol

IPS intrusion prevention system

IT information technology

ISMS information security management system
MAC mandatory access control

NTP network time protocol

PIA privacy impact assessment

PII personally identifiable information
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PIN
PKI
PTP
RBAC
RPO

RTO

personal identification number
public key infrastructure
precision time protocol
role-based access control
recovery point objective

recovery time objective

ISO/IEC 27002:2022(E)

SAST
SD
SDN
SD-WA
SIEM
SMS
SQL
SSO
SWID
UEBA
UPS
URL
USB
VM
VPN

WiFi

Static application Security testing
secure digital

software-defined networking
software-defined wide area networking
security information and event management
short message service

structured query language

single sign on

software identification

user and entity behaviour analytics
uninterruptible power supply:

uniform resource locator

universal serial bus

virtual machine

virtual private’network

wirelessfidelity

4 ST‘ucture of this document

4.1 C(Clauses

This document is structured as follows:

a) Organizational controls (Clause 5)

b) People controls (Clause 6)

c) Physical controls (Clause 7)

d) Technological controls (Clause 8)

There are 2 informative annexes:

— Annex A — Using attributes
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— Annex B — Correspondence with ISO/IEC 27002:2013

Annex A explains how an organization can use attributes (see 4.2) to create its own views based on the
control attributes defined in this document or of its own creation.

Annex B shows the correspondence between the controls in this edition of ISO/IEC 27002 and the
previous 2013 edition.

4.2 Themes and attributes

The categoriz

ation of controls given in Clauses 5 to 8 are referred to as themes.

Controls are d
a) people, if
b) physical,

c) technolog
d) otherwis

The organiza
controls as s¢
present contr
and provides

By way of ej3
correspondin

a) Control ty

Control t
modifies
consist o
security
Correctiv

b) Informat

Informat
character
Confident

c) Cybersec
Cybersec

ategorized as:

they concern individual people;

f they concern physical objects;

ical, if they concern technology;

e they are categorized as organizational.

fion can use attributes to create different views which are_different categorizat
en from a different perspective to the themes. Attributes’can be used to filter,
pls in different views for different audiences. Annex Acexplains how this can be ac
hn example of a view.

ample, each control in this document has beén associated with five attribute
p attribute values (preceded by "#" to make them searchable), as follows:

'pe

ype is an attribute to view controls from the perspective of when and how the (
the risk with regard to the occurrenee of an information security incident. Attribute
[ Preventive (the control that.{9 intended to prevent the occurrence of an infor}
ncident), Detective (the control acts when an information security incident occuf
e (the control acts after aminformation security incident occurs).

on security properties

on security preperties is an attribute to view controls from the perspective of
istic of information the control will contribute to preserving. Attribute values cor
iality, Integrity and Availability.

irity concepts

1rity concepts is an attribute to view controls from the perspective of the asso

ons of
bort or
hieved

5 with
ontrol
values

nation
s) and

which
sist of

Ciation

of contr

1 4= 1 e 4= h P 41 1 ads. £ 1 | H
IS LU LyDTIsSTLUlIty CULILTPLS  UTTIHITU TIT LHIT LYy UTISTLUTLILYy " 1TTHdIIICTVWUTLT R UTSLTT

bed in

ISO/IEC TS 27110. Attribute values consist of Identify, Protect, Detect, Respond and Recover.

d) Operational capabilities

Operational capabilities is an attribute to view controls from the practitioner’s perspective of
information security capabilities. Attribute values consist of Governance, Asset_management,
Information_protection, Human_resource_security, Physical_security, System_and_network_

security,

Application_security, Secure_configuration, Identity_and_access_manag

ement,

Threat_and_vulnerability_management, Continuity, Supplier_relationships_security, Legal_and_
compliance, Information_security_event_management and Information_security_assurance.
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Security domains

Security domains is an attribute to view controls from the perspective of four information security
domains: “Governance and Ecosystem” includes “Information System Security Governance &
Risk Management” and “Ecosystem cybersecurity management” (including internal and external
stakeholders); “Protection” includes “IT Security Architecture”, “IT Security Administration”,

“Identity and access management

» o«
)’

IT Security Maintenance” and “Physical and e

nvironmental

security”; “Defence” includes “Detection” and “Computer Security Incident Management”;
“Resilience” includes “Continuity of operations” and “Crisis management”. Attribute values consist
of Governance_and_Ecosystem, Protection, Defence and Resilience.

The attributes given in this document are selected because they are considered generic enough to be

used Hy different types of organizations. Organizations can choose to disregard one-of more of the
attributes given in this document. They can also create attributes of their own (with the'orresponding
attribyte values) to create their own organizational views. Clause A.2 includes‘exarmples of such
attribytes.
4.3 Control layout
The layout for each control contains the following:
— Cantrol title: Short name of the control;
— Attribute table: A table shows the value(s) of each attribute for the given control;
— Cqntrol: What the control is;
— P:[rpose: Why the control should be implemented;
— Guidance: How the control should be implemented;
— Other information: Explanatory text er‘references to other related documents.
Subheadings are used in the guidance text for some controls to aid readability where guiddnce is lengthy
and addresses multiple topics. Such headings are not necessarily used in all guidance text. Subheadings
are underlined.
5 Organizational controls
5.1 Policies for information security
Comtrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevéntive #Confidentiality #ldentify #Governance #Governande_and_Eco-
#integrity system #Re bilience
#Availability
Control

Information security policy and topic-specific policies should be defined, approved by management,
published, communicated to and acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.

Purpose

To ensure continuing suitability, adequacy, effectiveness of management direction and support
for information security in accordance with business, legal, statutory, regulatory and contractual
requirements.
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At the highest level, the organization should define an “information security policy” which is approved
by top management and which sets out the organization’s approach to managing its information

security.

The information security policy should take into consideration requirements derived from:

a) business strategy and requirements;

b) regulations, legislation and contracts;

c) thecurre

t and projected information security risks and threats.

The informat
a) definitio]
b) informati

c) principle

on security policy should contain statements concerning:
of information security;
on security objectives or the framework for setting information security objective

to guide all activities relating to information security;

d) commit:]ent to satisfy applicable requirements related to informatiom-security;

e) commit

f) assignme]
g) procedur
Top managen

At a lower lg
needed, to fuy
are typically
cover certain
information s

Examples of s
a) access co

b) physical 4

C) asset manpagement;

d) informati

ent to continual improvement of the information securitynmanagement system;
nt of responsibilities for information security management to defined roles;

es for handling exemptions and exceptions.

ent should approve any changes to the infornration security policy.

vel, the information security policy should be supported by topic-specific poli
ther mandate the implementation ofinfformation security controls. Topic-specific g

security areas. Topic-specific,policies should be aligned with and complementary
pcurity policy of the organization.

uch topics include:
htrol;

nd environmental security;

on transfer;

e) secure configlration and handling of user endpoint devices;

ries as
olicies

structured to address the needs. '0f certain target groups within an organization or to

to the

f) networking security;

g) information security incident management;

h) backup;

i) cryptography and key management;

j)  information classification and handling;

k) management of technical vulnerabilities;

1) secure development.
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The responsibility for the development, review and approval of the topic-specific policies should be
allocated to relevant personnel based on their appropriate level of authority and technical competency.
The review should include assessing opportunities for improvement of the organization’s information
security policy and topic-specific policies and managing information security in response to changes

to:

a) the organization’s business strategy;

b) the organization’s technical environment;

c) regulations, statutes, legislation and contracts;

d) in
e) th
f)  les

The r
manag
consid

The 7
persor]

..... 5

e current and projected information security threat environment;

sons learned from information security events and incidents.

ement reviews and audits into account. Review and update of other related polig
ered when one policy is changed to maintain consistency.

I formation security policy and topic-specific policies should be communicate
nel and interested parties in a form that is relevant,ndccessible and understa

bview of information security policy and topic-specific policies_should take the results of

ies should be

1 to relevant
hdable to the

intended reader. Recipients of the policies should be required to acknowledge they understand and

agree [to comply with the policies where applicable. THe organization can determing the formats

and ngmes of these policy documents that meet the organization’s needs. In some orgahizations, the

information security policy and topic-specific policies‘can be in a single document. Thg organization

can najme these topic-specific policies as standards, directives, policies or others.

If the Information security policy or any topie=specific policy is distributed outside the|organization,

care should be taken not to improperly disclose confidential information.

Table 1 illustrates the differences between information security policy and topic-specificfpolicy.

Table 1 — Differences between information security policy and topic-specifid policy
Information security policy Topic-specific[policy

Level pf detail General or high-level Specific and dqtailed

Documented and formally .

approped by Top management Appropriate level of inanagement

Other|information

Topic-$pecific policies can vary across organizations.

5.2 Information security roles and responsibilities

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Governance #Governance_and_Ecosys-
#Integrity tem #Protection #Resilience
#Availability

Control

Information security roles and responsibilities should be defined and allocated according to the
organization needs.
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To establish a defined, approved and understood structure for the implementation, operation and
management of information security within the organization.

Guidance

Allocation of information security roles and responsibilities should be done in accordance with the
information security policy and topic-specific policies (see 5.1). The organization should define and
manage responsibilities for:

protection of information and other associated assets;

a)

b) carrying

c) informati
to risk ow

d) all persor

These respor
specific sites
responsibiliti
determine th3

Each securit
communicate

specific inforfnation security role should be competent in the‘knowledge and skills required by t
supported to keep up to date with developments related to the role and required i order

and should be
to fulfil the re

Other inforn;
Many organiz
development

mitigating col

However, resj

but specific information security processes;

on security risk management activities and in particular acceptance of residual ris
mers);

nel using an organization’s information and other associated assets.

and information processing facilities. Individuals with allocatéd information se
bs can assign security tasks to others. However, they remain accountable and
it any delegated tasks have been correctly performed.

/' area for which individuals are responsible should be defined, documentg
d. Authorization levels should be defined and documented. Individuals who tak

sponsibilities of the role.
ation

ations appoint an information security manager to take overall responsibility
hnd implementation of information security and to support the identification of ris
ntrols.

ponsibility for resourcifigyand implementing the controls often remains with ind

ks (e.g.

sibilities should be supplemented, where necessary, with more Jdetailed guidance for

curity
should

d and
e on a
he role

or the
ks and

vidual

managers. Orfe common practice is to appoint an owner for each asset who then becomes respgnsible

for its day-to-

Depending on the size and ‘resourcing of an organization, information security can be cove

dedicated rolg

day protection.

s or duties,Carried out in addition to existing roles.

red by

5.3 Segregatiomof duties
Control type Information Cybersecurity | Operational | Security domaihs
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Governance #Governance_and_Ecosys-
#Integrity #ldentity_and_ac- |tem
#Availability cess_management
Control

Conflicting duties and conflicting areas of responsibility should be segregated.

Purpose

To reduce the

12

risk of fraud, error and bypassing of information security controls.
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Guidance

Segregation of duties and areas of responsibility aims to separate conflicting duties between different
individuals in order to prevent one individual from executing potential conflicting duties on their own.

The organization should determine which duties and areas of responsibility need to be segregated. The
following are examples of activities that can require segregation:

a) initiating, approving and executing a change;
b) requesting, approving and implementing access rights;

c) designing, implementing and reviewing code;

d) dgveloping software and administering production systems;

e) usding and administering applications;

f) uging applications and administering databases;

g) ddsigning, auditing and assuring information security controls.

The plossibility of collusion should be considered in designing\the segregation cqntrols. Small
organizations can find segregation of duties difficult to achievé;but the principle shoyld be applied
as far|as is possible and practicable. Whenever it is difficult to segregate, other controls should be
considered, such as monitoring of activities, audit trails and management supervision.

Care should be taken when using role-based access control systems to ensure that pefrsons are not
grantgd conflicting roles. When there is a large number‘of roles, the organization should donsider using
autompted tools to identify conflicts and facilitaté«their removal. Roles should be carefully defined and
provisjoned to minimize access problems if a role’is removed or reassigned.

Other|information

No othler information.

5.4 Management responsibilities

Conftrol type Infermation Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Governance #Governance_gnd_Ecosys-
#ntegrity tem
#Availability
Contrel

Managenient should require all personnel to apply information security in accordance with the
established information security policy, topic-specific policies and procedures of the organization.

Purpose

To ensure management understand their role in information security and undertake actions aiming to
ensure all personnel are aware of and fulfil their information security responsibilities.

Guidance

Management should demonstrate support of the information security policy, topic-specific policies,
procedures and information security controls.

Management responsibilities should include ensuring that personnel:

a) are properly briefed on their information security roles and responsibilities prior to being granted
access to the organization’s information and other associated assets;
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b) are provided with guidelines which state the information security expectations of their role within
the organization;

c) are mandated to fulfil the information security policy and topic-specific policies of the organization;

d) achieve a level of awareness of information security relevant to their roles and responsibilities
within the organization (see 6.3);

e) compliance with the terms and conditions of employment, contract or agreement, including the
organization’s information security policy and appropriate methods of working;

f) continue to have the appropriate information security skills and qualifications through ongoing
professiopal-education;

g) where pricticable, are provided with a confidential channel for reporting violations of infermation
security policy, topic-specific policies or procedures for information security (“whistlebloying”).
This can|allow for anonymous reporting, or have provisions to ensure that knowledge |of the
identity df the reporter is known only to those who need to deal with such repofts;

h) areprovigled with adequate resources and project planning time for implementing the organization’s
security-Telated processes and controls.

Other information

No other information.

5.5 Contadt with authorities

Control typg Information Cybersecurity Operational Security domajins
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Protect #Governance #Defence
#Corrective #Integrity #Respond-#Recover #Resilience
#Availability
Control

The organization should establish and maintain contact with relevant authorities.
Purpose

To ensure appropriate flow ofiinformation takes place with respect to information security bgtween
the organizatjon and relevant legal, regulatory and supervisory authorities.

Guidance
The organizafion“should specify when and by whom authorities (e.g. law enforcement, regulatory
bodies, superyisotry authorities) should be contacted and how identified information securit idents

should be reported in a timely manner.

Contacts with authorities should also be used to facilitate the understanding about the current and
upcoming expectations of these authorities (e.g. applicable information security regulations).

Other information
Organizations under attack can request authorities to take action against the attack source.

Maintaining such contacts can be a requirement to support information security incident management
(see 5.24 to 5.28) or the contingency planning and business continuity processes (see 5.29 and 5.30).
Contacts with regulatory bodies are also useful to anticipate and prepare for upcoming changes in
relevant laws or regulations that affect the organization. Contacts with other authorities include
utilities, emergency services, electricity suppliers and health and safety [e.g. fire departments (in
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connection with business continuity), telecommunication providers (in connection with line routing
and availability) and water suppliers (in connection with cooling facilities for equipment)].

5.6 Contact with special interest groups

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Respond |#Governance #Defence
#Corrective #Integrity #Recover
#Availability
Contret

The orjganization should establish and maintain contact with special interest groups-orother specialist
securify forums and professional associations.

Purpagse
To ensre appropriate flow of information takes place with respect to information security.
Guidapce

Membership of special interest groups or forums should be considered as a means to:
a) injprove knowledge about best practices and stay up to, date with relevant security iffformation;
b) ensure the understanding of the information secufity environment is current;
c) refeive early warnings of alerts, advisories arid\patches pertaining to attacks and vulnerabilities;
d) galin access to specialist information security advice;

e) shpare and exchange information: @bout new technologies, products, serviceq, threats or
v{lnerabilities;

f) prjovide suitable liaison points\éwhen dealing with information security incidents (seg 5.24 to 5.28).

Other|information

No othler information.

5.7 Threat intelligence

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Detect #Threat_and_vulner- | #Deferlce
#Detective HiTtegTity #Respomd abitity mmamagement—T#Resitience
#Corrective #Availability
Control

Information relating to information security threats should be collected and analysed to produce threat
intelligence.

Purpose

To provide awareness of the organization’s threat environment so that the appropriate mitigation
actions can be taken.
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Information about existing or emerging threats is collected and analysed in order to:

a) facilitate informed actions to prevent the threats from causing harm to the organization;

b) reduceth

e impact of such threats.

Threat intelligence can be divided into three layers, which should all be considered:

a) strategic threat intelligence: exchange of high-level information about the changing threat
landscape (e.g. types of attackers or types of attacks);

b) tactical 4
involved;

c) operation
Threat intelli
a) relevant

b) insightfu
threat lay

C) contextu:
time of ey

d) actionabl
Threat intelli
a) establish

b) identifyiq
appropriz

c) collecting

d) processin
corrobor

e) analysing
f) communi

Threat intelli

reat intelligence: information about attacker methodologies, tools and techn

al threat intelligence: details about specific attacks, including technical indicdtors.
rence should be:
i.e. related to the protection of the organization);

(i.e. providing the organization with an accurate and detailed understanding
dscape);

1, to provide situational awareness (i.e. adding contextto the information based
ents, where they occur, previous experiences and prévalence in similar organizatig

b (i.e. the organization can act on information. quickly and effectively).
rence activities should include:

ng objectives for threat intelligence production;

Ite to provide information requibed for the production of threat intelligence;
information from selected(sources, which can be internal and external;

g information collected to prepare it for analysis (e.g. by translating, formatt
iting information);

information to.wnderstand how it relates and is meaningful to the organization;
cating andsharing it to relevant individuals in a format that can be understood.

rence Should be analysed and later used:

a) by implementing processes to include information gathered from threat intelligence sourc

logies

of the

on the
ns);

g, vetting and selecting internal anid external information sources that are necessary and

ing or

PS into

the organization’s information security risk management processes;

b) asadditional input to technical preventive and detective controls like firewalls, intrusion detection

system, o

r anti malware solutions;

c) asinputto the information security test processes and techniques.

The organization should share threat intelligence with other organizations on a mutual basis in order
to improve overall threat intelligence.

Other information

Organizations can use threat intelligence to prevent, detect, or respond to threats. Organizations can
produce threat intelligence, but more typically receive and make use of threat intelligence produced by

other sources
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Threat intelligence is often provided by independent providers or advisors, government agencies or
collaborative threat intelligence groups.

The effectiveness of controls such as 5.25, 8.7, 8.16 or 8.23, depends on the quality of available threat
intelligence.

5.8 Information security in project management

Operational
capabilities

Information Security domains

security properties
#Confidentiality

Himtegrity

#Availability

Control type Cybersecurity

concepts
#ldentify #Protect

#Preventive #Governance #Governance_and_Ecosys-

tenm#Protectt

100

Control

Information security should be integrated into project management.

Purpagse

ure information security risks related to projects and deliverables are effectively addressed in

I management throughout the project life cycle.

To eng
projec

Guidapce

Inforn
are ad
of its @
ICT, fa

The pr
a)

in
pr
b)

in
fo
pr
in
an

P

eV

ation security should be integrated into project management to ensure information
ressed as part of the project management. ThiS«an be applied to any type of proj
omplexity, size, duration, discipline or application area (e.g. a project for a core bus
Cility management or other supporting processes).

oject management in use should require-that:

formation security risks are assessed and treated at an early stage and periodicg
oject risks throughout the project life cycle;

formation security requirehtents [e.g. application security requirements (8.26),
" complying with intellectual property rights (5.32), etc.] are addressed in the ¢
ojects;

formation security)risks associated with the execution of projects, such as secur
d external communication aspects are considered and treated throughout the proj

ogress on‘information security risk treatment is reviewed and effectiveness of th
aluated.and tested.

security risks
pct regardless
iness process,

\lly as part of

requirements
prly stages of

ty of internal
pct life cycle;

b treatment is

ollowed up at

rfommittee.

Responsibilities and authorities for information security relevant to the project should be defined and
allocated to specified roles.

Information security requirements for products or services to be delivered by the project should be
determined using various methods, including deriving compliance requirements from information
security policy, topic-specific policies and regulations. Further information security requirements can
be derived from activities such as threat modelling, incident reviews, use of vulnerability thresholds
or contingency planning, thus ensuring that the architecture and design of information systems are
protected against known threats based on the operational environment.

Information security requirements should be determined for all types of projects, not only ICT
development projects. The following should also be considered when determining these requirements:
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a) whatinformation is involved (information determination), what are the corresponding information
security needs (classification; see 5.12) and the potential negative business impact which can result

from lack of adequate security;

b) the required protection needs of information and other associated assets involved, particularly in
terms of confidentiality, integrity and availability;

c) the level of confidence or assurance required towards the claimed identity of entities in order to
derive the authentication requirements;

d) access provisioning and authorization processes, for customers and other potential business users
as well as for privileged or technical users such as relevant project members, potential operation

staff or extermatsupptiers;

e) informing users of their duties and responsibilities;

f) require
g) require
monitori

h) complian
organizat

i) level of cx

security

contracts|

Other inform

nts derived from business processes, such as transaction logging and snoritorin
repudiatipn requirements;

b, non-

nts mandated by other information security controls (e.g. interfaces to logging and
g or data leakage detection systems);

ion operates;

ation

re with the legal, statutory, regulatory and contractual_environment in whi

nfidence or assurance required for third parties té,meet the organization’s infori
olicy and topic-specific policies including relevant security clauses in any agreem

The project dlevelopment approach, such as waterfall life cycle or agile life cycle, should s
ecurity in a structured way that can be adapted to suit the assessed severity

information 9
information s
security requ
to more effe(
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ecurity risks, based on the character of the project. Early consideration of infor}

irements for the product or service (e.g. at the planning and design stages), c3
tive and cost-efficient solutions for quality and information security. ISO 215

pvide guidance on concepts-and processes of project management that are import
hce of projects.

b provides guidapce-on the use of risk management processes to identify controls t
Pcurity requirements.

th the
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5.9 Inventpry of information and other associated assets
Control tyge Information Cybersecurity Operational Security domgins
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Asset_manage- #Governance_and_Eco-
#Integrity ment system #Protection
#Availability
Control

An inventory of information and other associated assets, including owners, should be developed and

maintained.

Purpose

To identify the organization’s information and other associated assets in order to preserve their
information security and assign appropriate ownership.

18
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Guidance

Inventory

The organization should identify its information and other associated assets and determine their
importance in terms of information security. Documentation should be maintained in dedicated or
existing inventories as appropriate.

The inventory of information and other associated assets should be accurate, up to date, consistent and
aligned with other inventories. Options for ensuring accuracy of an inventory of information and other
associated assets include:

a)

C

in

............

yentory;

b) automatically enforcing an inventory update in the process of installing, chaniging o

' removing an

aspet.
The logation of an asset should be included in the inventory as appropriate:
The inyentory does not need to be a single list of information and otherassociated asset$. Considering
that the inventory should be maintained by the relevant functions,\it'can be seen as a set of dynamic
inventpries, such as inventories for information assets, hardware, software, virtual machines (VMs),
facilitips, personnel, competence, capabilities and records.
Each gsset should be classified in accordance with thedelassification of the informatjon (see 5.12)
associated to that asset.
The granularity of the inventory of information and other associated assets should|be at a level
appropriate for the needs of the organization. Sometimes specific instances of assets in the information
life cy¢le are not feasible to be documented due-to the nature of the asset. An example of a short-lived
asset ip a VM instance whose life cycle can bg of short duration.
Ownership
For the identified information andother associated assets, ownership of the asset should be assigned
to an Individual or a group and.the classification should be identified (see 5.12, 5.13)] A process to
ensurg timely assignment of asséet ownership should be implemented. Ownership shoulfd be assigned
when gssets are created oniwhen assets are transferred to the organization. Asset ownership should be
reassigned as necessarywhen current asset owners leave or change job roles.
Ownerf duties
The agset owner,should be responsible for the proper management of an asset over the whole asset life
cycle, ¢nsuring that:
a) infermation and other associated assets are inventoried;
b) information and other associated assets are appropriately classified and protected;
c) the classification is reviewed periodically;
d) components supporting technology assets are listed and linked, such as database, storage, software
components and sub-components;
e) requirements for the acceptable use of information and other associated assets (see 5.10) are
established;
f) access restrictions correspond with the classification and that they are effective and are reviewed
periodically;
g) information and other associated assets, when deleted or disposed, are handled in a secure manner

and removed from the inventory;
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h) they are involved in the identification and management of risks associated with their asset(s);
i) they support personnel who have the roles and responsibilities of managing their information.
Other information

Inventories of information and other associated assets are often necessary to ensure the effective
protection of information and can be required for other purposes, such as health and safety, insurance
or financial reasons. Inventories of information and other associated assets also support risk
management, audit activities, vulnerability management, incident response and recovery planning.

Tasks and responsibilities can be delegated (e.g. to a custodian looking after the assets on a daily basis),
but the perso alaval gvnnp url‘\r\ r‘n]agqfnr] fhnm rnmqnnc anrnnnfa]'\]n

ther to
of the

It can be usefjul to designate groups of information and other associated assets which act-toge
provide a parficular service. In this case, the owner of this service is accountable for the delivery
service, includling the operation of its assets.

See ISO/IEC 1p770-1 for additional information on information technology (IT) asset managemepnt. See
[SO 55001 forfadditional information on asset management.

5.10 Acceptfable use of information and other associated assets

Control typé¢ Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset~management |#Governance_and_E¢osys-
#Integrity #Information_pro- tem #Protection
#Availability tection
Control
Rules for the| acceptable use and procedures for; handling information and other associated |assets

should be identified, documented and implemerited.
Purpose
To ensure inf¢grmation and other assdciated assets are appropriately protected, used and handlefd.
Guidance

Personnel andl external party users using or having access to the organization’s information and other
associated aspets should be'made aware of the information security requirements for protectipg and
handling the jorganizatign’s information and other associated assets. They should be responsiple for
their use of afjy information processing facilities.

The organizatiofyshould establlsh a toplc spec1f1c pollcy on the acceptable use oflnformatlon and other
associated ass or-handle
assets. The toplc spec1f1c pollcy on acceptable use should prov1de clear dlrectlon on how 1nd1v1duals
are expected to use information and other associated assets. The topic-specific policy should state:

a)

b) permitted and prohibited use of information and other associated assets;

expected and unacceptable behaviours of individuals from an information security perspective;

c) monitoring activities being performed by the organization.

Acceptable use procedures should be drawn up for the full information life cycle in accordance with its
classification (see 5.12) and determined risks. The following items should be considered:

a) accessrestrictions supporting the protection requirements for each level of classification;

b) maintenance of a record of the authorized users of information and other associated assets;
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otection of the original information;

(see 7.8);

authorized recipient (see 7.10);

f)

method(s) (see 8.10).

protection of temporary or permanent copies of information to a level consistent with the

storage of assets associated with information in accordance with manufacturers’ specifications

clear marking of all copies of storage media (electronic or physical) for the attention of the

authorization of disposal of information and other associated assets and supported deletion

[t can pe the case that the assets concerned do not directly belong to the organization,
cloud gervices. The use of such third-party assets and any assets of the organizdtion as
such gxternal assets (e.g. information, software) should be identified as applicable apd controlled,
for expmple, through agreements with cloud service providers. Care should-also be {
collabgrative working environment is used.

5.11 Return of assets

uch as public
sociated with

aken when a

Conitrol type Information Cybersecurity Qperational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_manage- #Protection
#Integrity ment
#Availability
Control
Persorjnel and other interested parties as appropriate should return all the organization’s assets in
their possession upon change or termination of their employment, contract or agreement
Purpagse

To prd

tect the organization’s assets as part of the process of changing or terminating

contract or agreement.

Guida

The ch
physic

In cas
their o
traced

nce

ange or termination process should be formalized to include the return of all prej
bl and electfonic assets owned by or entrusted to the organization.

ps where-personnel and other interested parties purchase the organization’s equ
wn personal equipment, procedures should be followed to ensure that all relevant
ahdtransferred to the organization and securely deleted from the equipment (see

employment,

Fiously issued

pment or use
nformation is
7.14).

In cases where personnel and other interested parties have knowledge that is important to ongoing
operations, that information should be documented and transferred to the organization.

During the notice period and thereafter, the organization should prevent unauthorized copying of
relevant information (e.g. intellectual property) by personnel under notice of termination.

The organization should clearly identify and document all information and other associated assets to
be returned which can include:

a) us

er endpoint devices;

b) portable storage devices;

c) sp

ecialist equipment;
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d) authentication hardware (e.g. mechanical keys, physical tokens and smartcards) for information
systems, sites and physical archives;

e) physical copies of information.
Other information

It can be difficult to return information held on assets which are not owned by the organization. In such
cases, it is necessary to restrict the use of information using other information security controls such
as access rights management (5.18) or use of cryptography (8.24).

5.12 Classification of information

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Information_pro- |#Protection
#Integrity tection #Defende
#Availability
Control

Information should be classified according to the information security needs of the organization based
on confidentiglity, integrity, availability and relevant interested party requirements.

Purpose

To ensure identification and understanding of protection needs of information in accordance with its
importance tq the organization.

Guidance

The organization should establish a topic-specific policy on information classification and commynicate
it to all relevalnt interested parties.

The organization should take into account requirements for confidentiality, integrity and availabhiility in
the classificatlion scheme.

Classificationp and associated protective controls for information should take account of bysiness
needs for sharing or restrictingsinformation, for protecting integrity of information and for agsuring
availability, a$ well as legal requirements concerning the confidentiality, integrity or availability of the
information. Assets other than information can also be classified in compliance with classificaftion of
information, yhich is stofed'in, processed by or otherwise handled or protected by the asset.

Owners of infprmatioen-should be accountable for their classification.

The classification scheme should 1nclude conventlons for cla551f1cat10n and crlterla for review] of the
classification loxe accords A - d of the
value, sensitivity and crltlcallty of 1nformat10n through the1r 11fe cycle

The scheme should be aligned to the topic-specific policy on access control (see 5.1) and should be able
to address specific business needs of the organization.

The classification can be determined by the level of impact that the information's compromise would
have for the organization. Each level defined in the scheme should be given a name that makes sense in
the context of the classification scheme’s application.

The scheme should be consistent across the whole organization and included in its procedures so that
everyone classifies information and applicable other associated assets in the same way. In this manner,
everyone has a common understanding of protection requirements and applies appropriate protection.

The classification scheme used within the organization can be different from the schemes used by
other organizations, even if the names for levels are similar. In addition, information moving between
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organizations can vary in classification depending on its context in each organization, even if their
classification schemes are identical. Therefore, agreements with other organizations that include
information sharing should include procedures to identify the classification of that information and to
interpret the classification levels from other organizations. Correspondence between different schemes
can be determined by looking for equivalence in the associated handling and protection methods.

Other information

Classification provides people who deal with information with a concise indication of how to handle
and protect it. Creating groups of information with similar protection needs and specifying information
security procedures that apply to all the information in each group facilitates this. This approach
reduces the need for case-by-case risk assessment and custom design of controls.

Infornmation can cease to be sensitive or critical after a certain period of time. For example, when the
infornjation has been made public, it no longer has confidentiality requirements but‘can still require
protedtion for its integrity and availability properties. These aspects should be taken|into account,
as ovef-classification can lead to the implementation of unnecessary controls yésulting in additional
expenge or, on the contrary, under-classification can lead to insufficiefit~controls tp protect the
infornjation from compromise.

As an[example, an information confidentiality classification schemeican be based on four levels as
follows:

a) dipclosure causes no harm;
b) dipclosure causes minor reputational damage or minef.operational impact;
c) dipclosure has a significant short-term impact onroperations or business objectives;

d) dipclosure has a serious impact on long term business objectives or puts the syrvival of the
organization at risk.

5.13 Labelling of information

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevé¢ntive #Confidentiality #Protect #Information_ #Defence
#Integrity protection #Protection
#Availability
Control

An appropriaté set of procedures for information labelling should be developed and injplemented in
accordance with the information classification scheme adopted by the organization.

Purpagse

To facilitate the communication of classification of information and support automation of information
processing and management.

Guidance

Procedures for information labelling should cover information and other associated assets in all
formats. The labelling should reflect the classification scheme established in 5.12. The labels should
be easily recognizable. The procedures should give guidance on where and how labels are attached in
consideration of how the information is accessed or the assets are handled depending on the types of
storage media. The procedures can define:

a) caseswhere labelling is omitted (e.g.labelling of non-confidential information to reduce workloads);

b) how to label information sent by or stored on electronic or physical means, or any other format;
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c¢) how to handle cases where labelling is not possible (e.g. due to technical restrictions).

Examples of labelling techniques include:

a) physical labels;

b) headers and footers;
c) metadata;

d) watermarking;

e) rubber-stamps.

Digital information should utilize metadata in order to identify, manage and control inforn
especially with regard to confidentiality. Metadata should also enable efficient and correctsearch

information.

etadata should facilitate systems to interact and make decisions based onythe ass

classification [labels.

The procedurjes should describe how to attach metadata to information, what labels to use anf
data should bg handled, in line with the organization’s information model and ICT architecture.

Relevant add
on its informd

Personnel an
should be prq
handled accor

Output from {
an appropriat

Other inform

Labelling of ¢

tional metadata should be added by systems when they process information dep
tion security properties.

I other interested parties should be made aware of labelling procedures. All per
vided with the necessary training to ensure that\information is correctly labell
dingly.

ystems containing information that is classified as being sensitive or critical shoulg
e classification label.

ation

assified information is a key requirement for information sharing.

Other useful metadata that can be attache@d-to the information is which organizational process d

the informati

Labelling of i
assets can be

Some system
information a|
to contain. It i

bn and at what time.

hformation and other associated assets can sometimes have negative effects. Claj
easier to identify/by~malicious actors for potential misuse.

do not labeltindividual files or database records with their classification but pro
I the highestlevel of classification of any of the information that it contains or is per
s usual insuch systems to determine and then label information when it is exporte

nation,
ing for
ciated

d how

bnding

sonnel
bd and

| carry

reated

ssified

ect all
mitted
d.

5.14 Informlation transfer
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management #Protection
#Integrity #Information_protection
#Availability
Control

Information transfer rules, procedures, or agreements should be in place for all types of transfer
facilities within the organization and between the organization and other parties.
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Purpose

To maintain the security of information transferred within an organization and with any external
interested party.

Guidance
General

The organization should establish and communicate a topic-specific policy on information transfer
to all relevant interested parties. Rules, procedures and agreements to protect information in transit
should reflect the classification of the information involved. Where information is transferred between

the organizationandthird partiestransfer agreements{including recipientauthentication) should be

established and maintained to protect information in all forms in transit (see 5.10).

Information transfer can happen through electronic transfer, physical storage‘media transfer and

verbal|transfer.

For all|types of information transfer, rules, procedures and agreements sheuld include:

a) controls designed to protect transferred information from intereeption, unauthgrized access,
c%ying, modification, misrouting, destruction and denial of ‘service, including leyels of access
coptrol commensurate with the classification of the information involved and any special controls
thpt are required to protect sensitive information, such.as use of cryptographic techniques (see
8.24);

b) controls to ensure traceability and non-repudiatiof, including maintaining a chain ¢f custody for
information while in transit;

c) identification of appropriate contacts related*to the transfer including informatior] owners, risk
owners, security officers and information:¢ustodians, as applicable;

d) repponsibilities and liabilities in the eyent of information security incidents, such as 1¢ss of physical
stprage media or data;

e) use of an agreed labelling systeni for sensitive or critical information, ensuring that the meaning
of[the labels is immediately~understood and that the information is appropriately grotected (see
5.13);

f) reliability and availability of the transfer service;

g) the topic-specific'policy or guidelines on acceptable use of information transfer facilities (see 5.10);

h) refention and disposal guidelines for all business records, including messages;

NOTE local legislation and regulations can exist regarding retention and disposal of businesf records.

i) the_consideration of any other relevant legal, statutory, regulatory and contractual requirements

(see 5.31, 5.32, 5.33, 5.34) related to transfer of information (e.g. requirements for electronic
signatures).

Electronic transfer

Rules, procedures and agreements should also consider the following items when using electronic
communication facilities for information transfer:

a) detection of and protection against malware that can be transmitted through the use of electronic
communications (see 8.7);

b) protection of communicated sensitive electronic information that is in the form of an attachment;

c) prevention against sending documents and messages in communications to the wrong address or

number;
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d)

f)

g)

h)

Physical stordge media transfer

obtaining approval prior to using external public services such as instant messaging, social
networking, file sharing or cloud storage;

stronger levels of authentication when transferring information via publicly accessible networks;

restrictions associated with electronic communication facilities (e.g. preventing automatic
forwarding of electronic mail to external mail addresses);

advising personnel and other interested parties not to send short message service (SMS) or instant
messages with critical information since these can be read in public places (and therefore by
unauthorized persons) or stored in devices not adequately protected;

advising persennelandotherintercsted partiesaboutthe problems ol using fascmachines or

..........................

services, hamely:
1) unauthorized access to built-in message stores to retrieve messages;

2) delibgrate or accidental programming of machines to send messages to specific numbers.

When transfefrring physical storage media (including paper), rules, procedurés’and agreements should

also include:

a)
b)

c)

d)

f)

g)
h)

responsiljilities for controlling and notifying transmission, dispatch and receipt;
ensuringfcorrect addressing and transportation of the message;

packaging that protects the contents from any physieal damage likely to arise during fransit
and in agcordance with any manufacturers’ specifications, for example protecting against any
environmnjental factors that can reduce the effectiveness of restoring storage media sfich as
exposure| to heat, moisture or electromagnetic\fields; using minimum technical standards for
packaging and transmission (e.g. the use of opague envelopes);

a list of afithorized reliable couriers agreed by management;

courier identification standards;

dependinig on the classification level of the information in the storage media to be transportgd, use
tamper eyident or tamper-resistant controls (e.g. bags, containers);

procedurgs to verify the(identification of couriers;

approved| list of third parties providing transportation or courier services depending pn the
classification of the)information;

keeping lpgs 'for identifying the content of the storage media, the protection applied as yvell as
recording ‘the list of authorised recipients, the times of transfer to the transit custodiahs and
receipt at the destination.

Verbal transfer

To protect verbal transfer of information, personnel and other interested parties should be reminded

that they should:

a) not have confidential verbal conversations in public places or over insecure communication
channels since these can be overheard by unauthorized persons;

b) not leave messages containing confidential information on answering machines or voice messages
since these can be replayed by unauthorized persons, stored on communal systems or stored
incorrectly as a result of misdialling;

c) bescreened to the appropriate level to listen to the conversation;
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d) ensure thatappropriate room controls are implemented (e.g. sound-proofing, closed door);

e) begin any sensitive conversations with a disclaimer so those present know the classification level
and any handling requirements of what they are about to hear.

Other information

No other information.

5.15 Access control

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevé¢ntive #Confidentiality #Protect #ldentity_and_ac- #Rrotejction
#Integrity cess_management
#Availability
Contrel
Rules [to control physical and logical access to information and other’/associated assg¢ts should be

establ
Purpo

To ens
assets

Guida

Ownel
requir
takes §

These

a) dd
as
b) se
c) ph
7.4

d) in
se

e) re

shed and implemented based on business and information security requirements.
se

ure authorized access and to prevent unauthorized ace€ess to information and ot}

nce

s of information and other associated assets should determine information security
ements related to access control. A topic¢-specific policy on access control should be
iccount of these requirements and should be communicated to all relevant interest

requirements and the topic-specific policy should consider the following:

termining which entities . require which type of access to the information and ot}
sets;

curity of applications\(see 8.26);

ysical access, which needs to be supported by appropriate physical entry control

);

formatign)dissemination and authorization (e.g. the need-to-know principle) an
curityslevels and classification of information (see 5.10, 5.12, 5.13);

Ktrictions to privileged access (see 8.2);

er associated

rand business
Hefined which
pd parties.

er associated

5 (see 7.2, 7.3,

| information

f) segregation of duties (see 5.3);

g) relevant legislation, regulations and any contractual obligations regarding limitation of access to
data or services (see 5.31, 5.32, 5.33, 5.34, 8.3);

h) segregation of access control functions (e.g. access request, access authorization, access
administration);

i) formal authorization of access requests (see 5.16 and 5.18);

j) the management of access rights (see 5.18);

k) logging (see 8.15).
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Access control rules should be implemented by defining and mapping appropriate access rights and
restrictions to the relevant entities (see 5.16). An entity can represent a human user as well as a
technical or logical item (e.g. a machine, device or a service). To simplify the access control management,
specific roles can be assigned to entity groups.

The following should be taken into account when defining and implementing access control rules:

a) consistency between the access rights and information classification;

b) consistency between the access rights and the physical perimeter security needs and requirements;
c) considering all types of available connections in distributed environments so entities are only

provided padth-accessto-informationand other associatedassetsincluding networksand network

services, fthat they are authorized to use;

d) consideripg how elements or factors relevant to dynamic access control can be reflected:
Other information

There are oft¢n overarching principles used in the context of access control. Two ofthe most frequently
used principl¢s are:

a) need-to-KHnow: an entity is only granted access to the information Wwhich that entity requlires in
order to perform its tasks (different tasks or roles mean different héed-to-know informatipn and
hence different access profiles);

b) need-to-yse: an entity is only assigned access to information technology infrastructure where a
clear needl is present.

Care should bg taken when specifying access control rules.to consider:

a) establishing rules based on the premise of least privilege, “Everything is generally forbidden|unless
expressly] permitted”, rather than the weakert rule, “Everything is generally permitted junless
expresslyl forbidden”;

b) changes ih information labels (see 5.13)that are initiated automatically by information prodessing
facilities gnd those initiated at the discretion of a user;

c) changes in user permissions that are initiated automatically by the information system and those
initiated by an administratos;

d) when to define and regularly review the approval.

Access contrdl rules sheuld be supported by documented procedures (see 5.16, 5.17, 5.18, 8.2, 8.3
8.5, 8.18) and|defined\responsibilities (see 5.2, 5.17).

There are seyeral~ways to implement access control, such as MAC (mandatory access control), DAC
(discretionary access control), RBAC (role-based access control) and ABAC (attribute-based [access
control).

Access control rules can also contain dynamic elements (e.g. a function that evaluates past accesses or
specific environment values). Access control rules can be implemented in different granularity, ranging
from covering whole networks or systems to specific data fields and can also consider properties
such as user location or the type of network connection that is used for access. These principles and
how granular access control is defined can have a significant cost impact. Stronger rules and more
granularity typically lead to higher cost. Business requirements and risk considerations should be used
to define which access control rules are applied and which granularity is required.
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5.16 Identity management

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control

The full life cycle of identities should be managed.

Purpga
To all

se

pbw for the unique identification of individuals and systems accessing.‘thé

brganization’s
ights.

1 where they
approval and

approval and

d (e.g. if their
Ly has left the

iple identities

htities and of

d to a person.

P organization
hted risks are
e 5.19) as well

infornmjation and other associated assets and to enable appropriate assignment of,access 1
Guidapce
The prjocesses used in the context of identity management should ensurg that:
a) for identities assigned to persons, a specific identity is only linked to a single person to be able to
hdld the person accountable for actions performed with thisspecific identity;
b) identities assigned to multiple persons (e.g. shared identities) are only permitte
are necessary for business or operational reasons.@nd are subject to dedicated
ddcumentation;
c) identities assigned to non-human entities are subject to appropriately segregated
inflependent ongoing oversight;
d) identities are disabled or removed in a timely fashion if they are no longer require
aspociated entities are deleted or no lenger used, or if the person linked to an identi
organization or changed the role);
e) inja specific domain, a single idéntity is mapped to a single entity, [i.e. mapping of mult
to[the same entity within thésame context (duplicate identities) is avoided];
f) refords of all significant events concerning the use and management of user ide
authentication information are kept.
The o1)ganization should have a supporting process in place to handle changes to information related
to user identities;These processes can include re-verification of trusted documents relate
When psingidentities provided or issued by third parties (e.g. social media credentials), thg
should ensure the third-party identities provide the required trust level and any associ
known and sufficiently treated. This can include controls related to the third parties (se
as controls related to associated authentication information (see 5.17).
Other information
Providing or revoking access to information and other associated assets is usually a multi-step
procedure:
a) confirming the business requirements for an identity to be established;
b) verifying the identity of an entity before allocating them a logical identity;
c) establishing an identity;
d) configuring and activating the identity. This also includes configuration and initial setup of related

authentication services;
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e) providing or revoking specific access rights to the identity, based on appropriate authorization or
entitlement decisions (see 5.18).

5.17 Authentication information

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control

Allocation and management of authentication information should be controlled by a mamagement

process, including advising personnel on the appropriate handling of authentication information

Purpose

To ensure prdper entity authentication and prevent failures of authentication procésses.

Guidance

Allocation of duthentication information

The allocation) and management process should ensure that:

a) personal [passwords or personal identification numbers)(PINs) generated automatically during
enrolmerft processes as temporary secret authenticationinformation are non-guessable and hinique

for each gerson, and that users are required to changé them after the first use;

b) procedurgs are established to verify the identity.of a user prior to providing new, replacenjent or
temporarny authentication information;

c) authentidation information, including temporary authentication information, is transmitted
to users |n a secure manner (e.g. over‘an authenticated and protected channel) and the|use of

unprotecfed (clear text) electronic niail messages for this purpose is avoided;

d) users ackinowledge receipt of authentication information;

e) default afithentication inferimation as predefined or provided by vendors is changed immegiately
following|installation of systems or software;

f) records

significafit-events concerning allocation and management of authentication information

are kept 4nd their_confidentiality is granted, and that the record-keeping method is approved (e.g.

by using gn approved password vault tool).

Any person having access to or using authentication information should be advised to ensure that:

a) secret authentication information such as passwords are kept confidential. Personal secret
authentication information is not to be shared with anyone. Secret authentication information used
in the context of identities linked to multiple users or linked to non-personal entities are solely
shared with authorized persons;

b) affected or compromised authentication information is changed immediately upon notification of
or any other indication of a compromise;

c¢) when passwords are used as authentication information, strong passwords according to best
practice recommendations are selected, for example:

30
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1) passwords are not based on anything somebody else can easily guess or obtain using person-
related information (e.g. names, telephone numbers and dates of birth);

2) passwords are not based on dictionary words or combinations thereof;
3) use easy to remember passphrases and try to include alphanumerical and special characters;
4) passwords have a minimum length;

d) the same passwords are not used across distinct services and systems;

e) the obligation to follow these rules is also included in terms and conditions of employment (see
6.2).

Passwprd management system

When passwords are used as authentication information, the password management system should:

a) allow users to select and change their own passwords and include a.confirmation|procedure to
address input errors;

b) enforce strong passwords according to good practice recdmmendations [see| c¢) of "User
regponsibilities];

c) force users to change their passwords at first login;

d) enforce password changes as necessary, for example-after a security incident, or upop termination
or{change of employment when a user has known/passwords for identities that remain active (e.g.
shiared identities);

e) prevent re-use of previous passwords;

f) prevent the use of commonly-used) passwords and compromised usernamgs, password
combinations from hacked systems;

g) ndtdisplay passwords on the scréen when being entered;
h) stpre and transmit passwords‘in protected form.

Passwprd encryption and "hashing should be performed according to approved (¢ryptographic
technifjues for passwords(see 8.24).

Other|information

Passwprds or passphrases are a commonly used type of authentication information and §re a common
meang of verifyihg a user’s identity. Other types of authentication information are cryptggraphic keys,
data stored on hardware tokens (e.g. smart cards) that produce authentication codes §nd biometric
data 51|1ch as iris scans or fingerprints. Additional information can be found in the ISO/IE( 24760 series.

Requiring frequent change of passwords can be problematic because users can get annoyed by the
frequent changes, forget new passwords, note them down in unsafe places, or choose unsafe passwords.
Provision of single sign on (SSO) or other authentication management tools (e.g. password vaults)
reduces the amount of authentication information that users are required to protect and can thereby
increase the effectiveness of this control. However, these tools can also increase the impact of disclosure
of authentication information.

Some applications require user passwords to be assigned by an independent authority. In such cases, a),
c) and d) of "Password management system" do not apply.
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5.18 Access rights

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control

Access rights to information and other associated assets should be provisioned, reviewed, modified
and removed in accordance with the organization’s topic-specific policy on and rules for access control.

Purpose

To ensure acc
business reqy

Guidance
Provision and

The provisiof
entity’s authe

a)

b)

f)

g)

h)

j)

k)

32

obtaining

of the information and other associated assets (see 5.9);Separate approval for access rig

managen]

consideri
access co

consideri
of the acc

ensuring
other ass
are remo,

consideri
expiratio

verifying
access co
segregati

ess to information and other associated assets is defined and authorized accotding
irements.

revocation of access rights

ling process for assigning or revoking physical and logical-access rights granted
hticated identity should include:

authorization from the owner of the information and other associated assets for t

ent can also be appropriate;

hg the business requirements and the organization’s topic-specific policy and ry
htrol;

ess rights and separation of confli¢ting roles;

access rights are removed when someone does not need to access the informati
pciated assets, in particularensuring access rights of users who have left the organ
bed in a timely fashion;

hg giving temporaty access rights for a limited time period and revoking them
h date, in particular for temporary personnel or temporary access required by perg

that the devel of access granted is in accordance with the topic-specific polid
htrol (s€e)5.15) and is consistent with other information security requirements §
pn of duties (see 5.3);

to the

to an

he use
hts by

les on

hg segregation of duties, including Segregating the roles of approval and implementation

bn and
zation

at the
onnel;

ies on
uch as

zation

ensuring
procedur

that access rights are activated (e.g. by service providers) only after author

es are successtully completed;

maintaining a central record of access rights granted to a user identifier (ID, logical or physical) to
access information and other associated assets;

modifying access rights of users who have changed roles or jobs;

removing or adjusting physical and logical access rights, which can be done by removal, revocation
or replacement of keys, authentication information, identification cards or subscriptions;

maintaining a record of changes to users’ logical and physical access rights.
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Review of access rights

Regular reviews of physical and logical access rights should consider the following:

a) users’ access rights after any change within the same organization (e.g. job change, promotion,
demotion) or termination of employment (see 6.1 to 6.5);

b) authorizations for privileged access rights.

Consideration before change or termination of employment

A user’s access rights to information and other associated assets should be reviewed and adjusted or

remov

ed before any change or termination of emplovment based on the evaluation of ris

factors such

as:

a) w
te

b) th
c) th
Other

Consid
summ
access

Consid
specify

In cas
delibe
resign

nether the termination or change is initiated by the user or by management and f
‘mination;

e current responsibilities of the user;
e value of the assets currently accessible.

information

he reason for

eration should be given to including clauses«in personnel contracts and service

es of management-initiated terminatien, disgruntled personnel or external pai
rately corrupt information or sabotage information processing facilities. In cas
ng or being dismissed, they can be.témpted to collect information for future use.

 sanctions if unauthorized access is attempted by personnel (see 5.20, 6.2, 6.4, 6.6).

hrize a number of access rights into typical user access’profiles. Access requests and reviews of

eration should be given to establishing user access roles-based on business requlirements that
rights are easier managed at the level of such rolesthan at the level of particular raiLhts.

ontracts that

'ty users can
bs of persons

ould be done

Cloning is an efficient way for orgdnizations to assign access to users. However, it sh

with cFre based on distinct roles identified by the organization rather than just clonifg an identity

with a]l associated access rights:»Cloning has an inherent risk of resulting in excessive adcess rights to

information and other associated assets.

5.19 Information security in supplier relationships

Conjtrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Av:\ilqhi]ify tion

Control

Processes and procedures should be defined and implemented to manage the information security
risks associated with the use of supplier’s products or services.

Purpose

To maintain an agreed level of information security in supplier relationships.

Guidance

The organization should establish and communicate a topic-specific policy on supplier relationships to
all relevant interested parties.
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The organization should identify and implement processes and procedures to address security risks
associated with the use of products and services provided by suppliers. This should also apply to the
organization’s use of resources of cloud service providers. These processes and procedures should
include those to be implemented by the organization, as well as those the organization requires the
supplier to implement for the commencement of use of a supplier’s products or services or for the
termination of use of a supplier’s products and services, such as:

a)

b)

f)

g)

h)

j)

k)

D)

34

identifying and documenting the types of suppliers (e.g. ICT services, logistics, utilities, financial
services, ICT infrastructure components) which can affect the confidentiality, integrity and
availability of the organization's information;

establishing how to evaluate and select suppliers according to the sensitivity of information,

products

site assessments, certifications);

evaluatin
controls
by the su

pplier that ensure integrity of the supplier’s information and informdtion processi

hence thg organization’s information security;

defining fhe organization’s information, ICT services and the physical inffastructure that su
can accesfs, monitor, control or use;

defining the types of ICT infrastructure components and services provided by suppliers wh
affect the| confidentiality, integrity and availability of the organization's information;

assessing and managing the information security risks associated with:

1) the syippliers’ use of the organization’s informatién-and other associated assets, includin
originating from potential malicious supplier pérsonnel;

and services (e.g. with market analysis, customer references, review of documerts, on-

o and selecting supplier’s products or services that have adequate information s¢curity
ind reviewing them; in particular, accuracy and completeness of contfols implemented

hg and

bpliers

ch can

Io risks

2) malfgnctioning or vulnerabilities of the products (including software components and sub-
components used in these products) or:s€rvices provided by the suppliers;

monitorifpg compliance with established information security requirements for each t
supplier gnd type of access, including third-party review and product validation;

mitigatin
means;

handling

responsiljilities of bothithe organization and suppliers;

resilience

ype of

b non-compliance of a supplier, whether this was detected through monitoring or by other

incidents and (contingencies associated with supplier products and services indluding

and, if mecessary, recovery and contingency measures to ensure the availability| of the

supplier’y information and information processing and hence the availability of the organization’s
information;

awareness and training for the organization’s personnel interacting with supplier personnel
regarding appropriate rules of engagement, topic-specific policies, processes and procedures
and behaviour based on the type of supplier and the level of supplier access to the organization’s
systems and information;

managing the necessary transfer of information, other associated assets and anything else that
needs to be changed and ensuring that information security is maintained throughout the transfer

period;

requirements to ensure a secure termination of the supplier relationship, including:

1) de-provisioning of access rights;

2) information handling;
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determining ownership of intellectual property developed during the engagement;

information portability in case of change of supplier or insourcing;
records management;

return of assets;

secure disposal of information and other associated assets;

ongoing confidentiality requirements;

n) level of personnel security and physical security expected from supplier's personnel and facilities.

The pr
supply
or no
avoid i
in adv

Other

In casd

should:

a) consider the guidance given in this control in making de¢isions about choosing a sy

pY]
b) inj

Inforn
should
assets
agreer|
risks ¥y
organi

Risks
by suj
breach

other harm on entities-other than the organization).

ocedures for continuing information processing in the event that the supplier bece
its products or services (e.g. because of an incident, because the supplier is nolohg
longer provides some components due to technology advancements) shqould be

iny delay in arranging replacement products or services (e.g. identifying ah altern
ince or always using alternative suppliers).

information

s where itis not possible for an organization to place requirements on a supplier, thg

oduct or service;

plement compensating controls as necessarybased on a risk assessment.

mes unable to
br in business,
ronsidered to
ative supplier

P organization

pplier and its

ation can be put at risk by suppliers with inadequate information security manager
be determined and applied to manage:the supplier's access to information and ot
For example, if there is a special need for confidentiality of the information,

an also be caused by inadequate controls of ICT infrastructure components or sery
pliers. Malfunctioning or vulnerable components or services can cause informsj
es in the organization or to another entity (e.g. they can cause malware infecti

hent. Controls
er associated
on-disclosure

hents or cryptographic techniqueséan be used. Another example is personal dgta protection
Vhen the supplier agreement involves transfer of, or access to, information acrosq borders. The
zation needs to be aware that the legal or contractual responsibility for protectinig information
remaips with the organization.

ices provided
ition security
bn, attacks or

See ISQ/IEC 27036-2 for more detail.
5.20 Addressing information security within supplier agreements
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion

Control

Relevant information security requirements should be established and agreed with each supplier based

on the

type of supplier relationship.

Purpose

To maintain an agreed level of information security in supplier relationships.
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Guidance

Supplier agreements should be established and documented to ensure that there is clear understanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.

The following terms can be considered for inclusion in the agreements in order to satisfy the identified
information security requirements:

a)

b)

<)

d)

f)

g)

h)

j)

k)

D

p)

36

description of the information to be provided or accessed and methods of providing or accessing
the information;

classificaq
5.13);

mapping petween the organization’s own classification scheme and the classification schemg of the
supplier;

legal, stafutory, regulatory and contractual requirements, including data protection, handling
of personally identifiable information (PII), intellectual property rights and copyright|and a
descriptipn of how it will be ensured that they are met;

obligatiof of each contractual party to implement an agreed set‘of controls, including |access
control, gerformance review, monitoring, reporting and auditing,'and the supplier’s obligatjons to
comply wlith the organization’s information security requirements;

rules of gcceptable use of information and other associatéd)assets, including unacceptabld use if
necessary;

procedurgs or conditions for authorization and removal of the authorization for the use|of the
organizafion’s information and other associated’assets by supplier personnel (e.g. throjyigh an
explicit lf{st of supplier personnel authorized\to use the organization’s information and other
associatefl assets);

informatjon security requirements regarding the supplier’s ICT infrastructure; in particular,
minimun] information security requitements for each type of information and type of acg¢ess to
serve as the basis for individual supplier agreements based on the organization’s business| needs
and risk driteria;

indemnit]es and remediation‘for failure of contractor to meet requirements;

incident managementtyréquirements and procedures (especially notification and collabgration
during infident remediation);

training |and <awareness requirements for specific procedures and information sg¢curity
requiremgents.(e.g. for incident response, authorization procedures);

relevant provisions for sub-contracting, inctuding tie controts tirat ieed to be imptenternted, such
as agreement on the use of sub-suppliers (e.g. requiring to have them under the same obligations of
the supplier, requiring to have a list of sub-suppliers and notification before any change);

relevant contacts, including a contact person for information security issues;

any screening requirements, where legally permissible, for the supplier’s personnel, including
responsibilities for conducting the screening and notification procedures if screening has not been
completed or if the results give cause for doubt or concern;

the evidence and assurance mechanisms of third-party attestations for relevant information
security requirements related to the supplier processes and an independent report on effectiveness
of controls;

right to audit the supplier processes and controls related to the agreement;
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on timely correction of relevant issues raised in the report;

supplier’s obligation to periodically deliver a report on the effectiveness of controls and agreement

r) defect resolution and conflict resolution processes;

s) providing backup aligned with the organization’s needs (in terms of frequency and type and
storage location);

t) ensuring the availability of an alternate facility (i.e. disaster recovery site) not subject to the same
threats as the primary facility and considerations for fall back controls (alternate controls) in the
event primary controls fail;

u) havingachange management processthatensures-advance notification to-the organization and
the possibility for the organization of not accepting changes;

v) physical security controls commensurate with the information classification;

w) information transfer controls to protect the information during physical transfer or logical
transmission;

x) tefmination clauses upon conclusion of the agreement including records management, return of
aspets, secure disposal of information and other associated asséts,”and any ongoing donfidentiality
olligations;

y) prvision of a method of securely destroying the organization’s information stored by the supplier
as[soon as it is no longer required;

z) ensuring, at the end of the contract, handover support to another supplier or to thg organization
itdelf.

The oyganization should establish and maintain’a register of agreements with externdl parties (e.g.

contracts, memorandum of understanding, information-sharing agreements) to keep tfack of where

their ipformation is going. The organization should also regularly review, validate and update their
agreerpents with external parties to enstire they are still required and fit for purpose with relevant
informjation security clauses.

Other|information

The agreements can vary, considerably for different organizations and among the different types

of su

liers. Therefore,~¢are should be taken to include all relevant requirements f

infornjation security risks.

For dgtails on supplier agreements, see ISO/IEC 27036 series. For cloud service agl

r addressing

eements, see

ISO/IEC 190867s¢éries.
5.21 Managing information security in the ICT supply chain
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion

Control

Processes and procedures should be defined and implemented to manage the information security
risks associated with the ICT products and services supply chain.

Purpose

To maintain an agreed level of information security in supplier relationships.
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Guidance

The following topics should be considered to address information security within ICT supply chain
security in addition to the general information security requirements for supplier relationships:

a)
b)

f)

g)

h)

j)

k)

D)

defining information security requirements to apply to ICT product or service acquisition;

requiring that ICT services suppliers propagate the organization’s security requirements
throughout the supply chain if they sub-contract for parts of the ICT service provided to the
organization;

requiring that ICT products suppliers propagate appropriate security practices throughout the

supply chadinifthese productsincude componentspurchased oracquired from-othersuppliers or

other entjties (e.g. sub-contracted software developers and hardware component providers);

requesting that ICT products suppliers provide information describing the softwaré|comppnents
used in pfoducts;

requesting that ICT products suppliers provide information describing the implemented s¢curity
functiond of their product and the configuration required for its secure operation;

implementing a monitoring process and acceptable methods for validdting that delivergd ICT
products fnd services comply with stated security requirements. Examples of such supplier review
methods pan include penetration testing and proof or validationof\third-party attestations for the
supplier’d information security operations;

implementing a process for identifying and documenting _product or service components that
are critidal for maintaining functionality and thereforé require increased attention, sqrutiny
and further follow up required when built outside of\the organization especially if the sfipplier
outsourc¢s aspects of product or service components to other suppliers;

obtaining assurance that critical components and their origin can be traced throughout the supply
chain;

obtaining assurance that the deliveredJCT products are functioning as expected without any
unexpected or unwanted features;

implementing processes to ensure that components from suppliers are genuine and unaltered from
their spegification. Example measures include anti-tamper labels, cryptographic hash verifi¢ations
or digital signatures. Monitoring for out of specification performance can be an indicgtor of
tampering or counterfeifs; Prevention and detection of tampering should be implemented during
multiple $tages in the'system development life cycle, including design, development, integration,
operatiorls and maiftenance;

obtaining assurance that ICT products achieve required security levels, for example, through formal
certificatjom 0ran evaluation scheme such as the Common Criteria Recognition Arrangement;

defining rules for sharing of information regarding the supply chain and any potential issues and
compromises among the organization and suppliers;

implementing specific processes for managing ICT component life cycle and availability and
associated security risks. This includes managing the risks of components no longer being available
due to suppliers no longer being in business or suppliers no longer providing these components due
to technology advancements. Identification of an alternative supplier and the process to transfer
software and competence to the alternative supplier should be considered.

Other information

The specific ICT supply chain risk management practices are built on top of general information
security, quality, project management and system engineering practices but do not replace them.
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Organizations are advised to work with suppliers to understand the ICT supply chain and any matters
that have an important effect on the products and services being provided. The organization can
influence ICT supply chain information security practices by making clear in agreements with their
suppliers the matters that should be addressed by other suppliers in the ICT supply chain.

ICT should be acquired from reputable sources. The reliability of software and hardware is a matter
of quality control. While it is generally not possible for an organization to inspect the quality control
systems of its vendors, it can make reliable judgments based on the reputation of the vendor.

ICT supply chain as addressed here includes cloud services.

Examples of ICT supply chains are:

a) cloud services provisioning, where the cloud service provider relies on the software developers,
telecommunication service providers, hardware providers;

b) Iof, where the service involves the device manufacturers, the cloud servicé providers (e.g. the
[oT platform operators), the developers for mobile and web applicatioris; the vendqr of software
lifraries;

c) hgsting services, where the provider relies on external service desks including firdt, second and
thjrd support levels.

See ISQ/IEC 27036-3 for more details including risk assessment'guidance.

Softwdre identification (SWID) tags can also help to achi€ye better information security|in the supply
chain, py providing information about software provendngce. See ISO/IEC 19770-2 for motje details.

5.22 Monitoring, review and change management of supplier services
Conitrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevé¢ntive #Confidentiality #Identify #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion
#Deferlce
#Information_secu-
rity_aspurance

Control

The organization.should regularly monitor, review, evaluate and manage change in suppligr information
securify practiees and service delivery.

Purpase

To mdintain an agrﬂpd level of information security and service dp]ivnry in line Wwith Supp]ier

agreements.

Guidance

Monitoring, review and change management of supplier services should ensure the information
security terms and conditions of the agreements are complied with, information security incidents
and problems are managed properly and changes in supplier services or business status do not affect
service delivery.

This should involve a process to manage the relationship between the organization and the supplier to:

a) monitor service performance levels to verify compliance with the agreements;
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b)

d)

f)

g)

h)

j)
k)

D

monitor changes made by suppliers including:
1) enhancements to the current services offered;
2) development of any new applications and systems;

3) modifications or updates of the supplier’s policies and procedures;

4) new or changed controls to resolve information security incidents and to improve information

security;

monitor changes in supplier services including:

1) changes and enhancement to networks;
2) use ot new technologies;

3) adoption of new products or newer versions or releases;
4) new (levelopment tools and environments;

5) changes to physical location of service facilities;

6) change of sub-suppliers;

7) sub-dontracting to another supplier;

review service reports produced by the supplier and arrange yégular progress meetings as re
by the agfeements;

quired

conduct dqudits of suppliers and sub-suppliers, in conjunction with review of independent ayditor’s

reports, if available and follow-up on issues identified;

provide ifformation about information security'incidents and review this information as re
by the agreements and any supporting guidelines and procedures;

quired

review syipplier audit trails and records of information security events, operational prgblems,

failures, ffracing of faults and disruptions related to the service delivered;

respond fo and manage any identified information security events or incidents;

identify ipformation security vulnerabilities and manage them;

review infformation security aspects of the supplier’s relationships with its own suppliers;

ensure that the Supplier maintains sufficient service capability together with workable
designed|to enSute that agreed service continuity levels are maintained following major 3
failures o disaster (see 5.29, 5.30, 5.35, 5.36, 8.14);

plans
ervice

ensure that suppliers assign responsibilities for reviewing compliance and enforcing the

requirements of the agreements;

m) evaluate regularly that the suppliers maintain adequate information security levels.

The responsibility for managing supplier relationships should be assigned to a designated individual
or team. Sufficient technical skills and resources should be made available to monitor that the
requirements of the agreement, in particular the information security requirements, are being met.
Appropriate actions should be taken when deficiencies in the service delivery are observed.

Other information

See ISO/IEC 27036-3 for more detail.
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Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion

Control

Processes for acquisition, use, management and exit from cloud services should be established in
accordance with the organization’s information security requirements.

Purpag
To spe
Guida

The on
all rele

The on
associ
anorg

The ug
effort
is esse
the clo

The on

a)
b)

‘)
d)

e)
f)
g)

h)

j)

al

ro

w]
m

ha
ha

CITud service selection criterialand scope of cloud service usage;

se
cify and manage information security for the use of cloud services.
nce

ganization should establish and communicate topic-specific policy on the use of clo
vant interested parties.

ganization should define and communicate how it intends:te“manage information
hted with the use of cloud services. It can be an extension of part of the existing app
hnization manages services provided by external parties (see 5.21 and 5.22).

e of cloud services can involve shared responsibility for information security and|
between the cloud service provider and the organization acting as the cloud servig
ntial that the responsibilities for both the cloud service provider and the organiza
ud service customer, are defined and implémented appropriately.

ganization should define:

relevant information security requirements associated with the use of the cloud s

es and responsibilities telated to the use and management of cloud services;

hnaged by the organization as the cloud service customer;
w to obtain‘and utilize information security capabilities provided by the cloud sery

w to obtain assurance on information security controls implemented by cloud serv

ud services to

Kecurity risks
roach for how

collaborative
e customer. It
[ion, acting as

Prvices;

nich information seeurity controls are managed by the cloud service provider and which are

rice provider;
ice providers;

uses multiple

w{to anage controls, interfaces and changes in services when an organization

procedures for handling information security incidents that occur in relation to the use of cloud
services;

its approach for monitoring, reviewing and evaluating the ongoing use of cloud services to manage
information security risks;

how to change or stop the use of cloud services including exit strategies for cloud services.

Cloud service agreements are often pre-defined and not open to negotiation. For all cloud services,
the organization should review cloud service agreements with the cloud service provider(s). A cloud
service agreement should address the confidentiality, integrity, availability and information handling
requirements of the organization, with appropriate cloud service level objectives and cloud service
qualitative objectives. The organization should also undertake relevant risk assessments to identify
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the risks associated with using the cloud service. Any residual risks connected to the use of the cloud
service should be clearly identified and accepted by the appropriate management of the organization.

An agreement between the cloud service provider and the organization, acting as the cloud service
customer, should include the following provisions for the protection of the organization’s data and
availability of services:

a) providing solutions based on industry accepted standards for architecture and infrastructure;
b) managing access controls of the cloud service to meet the requirements of the organization;

c) implementing malware monitoring and protection solutions;

d) processirlg and storing the organization’s sensitive information in approved locations (e.g.
particulaf country or region) or within or subject to a particular jurisdiction;

e) providing dedicated support in the event of an information security incident in the eloud gervice
environnjent;

f) ensuring(that the organization’s information security requirements are met in the event of cloud
services being further sub-contracted to an external supplier (or prohibjting cloud servicefs from
being suby-contracted);

g) supporting the organization in gathering digital evidence, taking’/into consideration lays and
regulatiops for digital evidence across different jurisdictions;

h) providing appropriate support and availability of services for'an appropriate time frame when the
organizatlion wants to exit from the cloud service;

i) providing required backup of data and configuration‘information and securely managing backups
as applicpble, based on the capabilities of the cledd service provider used by the organifation,
acting as fhe cloud service customer;

j)  providing and returning information such\as configuration files, source code and data that are
owned by the organization, acting as the cloud service customer, when requested duripg the
service pfovision or at termination of service.

The organization, acting as the cloud(service customer, should consider whether the agreement ghould
require cloud service providers to provide advance notification prior to any substantive cugtomer
impacting chgnges being made to:the way the service is delivered to the organization, including:

a) changes tpo the technical infrastructure (e.g. relocation, reconfiguration, or changes in hardware or
software] that affect,or*change the cloud service offering;

b) processing or storing information in a new geographical or legal jurisdiction;

c) use of peer<loud service providers or other sub-contractors (including changing existing or using
new parttesy

The organization using cloud services should maintain close contact with its cloud service providers.
These contacts enable mutual exchange of information about information security for the use of the
cloud services including a mechanism for both cloud service provider and the organization, acting as the
cloud service customer, to monitor each service characteristic and report failures to the commitments
contained in the agreements.

Other information
This control considers cloud security from the perspective of the cloud service customer.

Additional information relating to cloud services can be found in ISO/IEC 17788, ISO/IEC 17789 and
ISO/IEC 22123-1. Specifics related to cloud portability in support of exit strategies can be found in
ISO/IEC 19941. Specifics related to information security and public cloud services are described in
ISO/IEC 27017. Specifics related to PII protection in public clouds acting as PII processor are described
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in ISO/IEC 27018. Supplier relationships for cloud services are covered by ISO/IEC 27036-4 and cloud
service agreements and their contents are dealt with in the ISO/IEC 19086 series, with security and

privacy specifically covered by ISO/IEC 19086-4.

5.24 Information security incident management planning and preparation

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Respond #Recover |#Governance #Defence
#Integrity #Information_securi-
#Availability ty_event_management
Contrel
The ofganization should plan and prepare for managing information security incidentp by defining,

establ
respor

Purpag

To ens
comm

Guida

Roles :

shing and communicating information security incident management Iprocess|
sibilities.

se

ure quick, effective, consistent and orderly response to information security incidg
inication on information security events.

nce

ind responsibilities

es, roles and

nts, including

The ojjganization should establish appropriate information security incident manageme¢nt processes.
Roles 4nd responsibilities to carry out the incident'management procedures should be ddtermined and
effectively communicated to the relevant internal’'and external interested parties.

The following should be considered:

a) establishing a common method foryeporting information security events including ppint of contact
(s¢e 6.8);

b) establishing an incident (management process to provide the organization with fapability for
managing information security incidents including administration, documentatipn, detection,
triage, prioritizationSanalysis, communication and coordinating interested parties;

c) esftablishing an,incident response process to provide the organization with capability|for assessing,
regponding tetahd learning from information security incidents;

d) only allowing competent personnel to handle the issues related to information secyrity incidents
withinthe organization. Such personnel should be provided with procedure documentation and
pdriedic training;

e) establishing a process to identify required training, certification and ongoing professional

development for incident response personnel.

Incident management procedures

The objectives for information security incident management should be agreed with management and
it should be ensured that those responsible for information security incident management understand
the organization’s priorities for handling information security incidents including resolution time
frame based on potential consequences and severity. Incident management procedures should be
implemented to meet these objectives and priorities.

Management should ensure that an information security incident management plan is created
considering different scenarios and procedures are developed and implemented for the following
activities:
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a) evaluation of information security events according to criteria for what constitutes an information
security incident;

b) monitoring (see 8.15 and 8.16), detecting (see 8.16), classifying (see 5.25), analysing and reporting
(see 6.8) of information security events and incidents (by human or automatic means);

¢) managinginformation security incidents to conclusion, including response and escalation (see 5.26),
according to the type and the category of the incident, possible activation of crisis management and
activation of continuity plans, controlled recovery from an incident and communication to internal
and external interested parties;

d) coordination with internal and external interested parties such as authorities, external interest

groups ard-forunTs; supphersamdcients {see 5-5amd 567;

e) logging ifjcident management activities;

f) handling pf evidence (see 5.28);

g) root causp analysis or post-mortem procedures;

d) creation

Any externa
defined time

fincident reports.

ion of lessons learned and any improvements to the incident management procediires or

Hetails
to the

orting

nts are

requirements on.reporting of incidents to relevant interested parties withiin the
rame (e.g. breach)notification requirements to regulators) should be considered when
incident management procedures.

Information decurity-incidents can transcend organizational and national boundaries. To respjond to
such incidents, it is-beneficial to coordinate response and share information about these incidents with
external orgahizdtions as appropriate

Detailed guidance on information security incident management is provided in the ISO/IEC 27035

series.

5.25 Assessment and decision on information security events

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Respond  |#Information_securi- |#Defence
#Integrity ty_event_management
#Availability
44 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

Control

The organization should assess information security events and decide if they are to be categorized as
information security incidents.

Purpose

To ensure effective categorization and prioritization of information security events.
Guidance

A categorization and prioritization scheme of information security incidents should be agreed for the
identification of the consequences and priority of an incident. The scheme should include the criteria to
categol;ize events as information security incidents. The point of contact should assess eadh information
securify event using the agreed scheme.

Personnel responsible for coordinating and responding to information secGrity inc|{dents should
perform the assessment and make a decision on information security events.

Results of the assessment and decision should be recorded in detail for the jpurpose of fuure reference
and vefrification.

Other|information

The ISP/IEC 27035 series provides further guidance on incident management.

5.26 Response to information security incidents

Conftrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corr¢ctive #Confidentiality #Respond #Recover |#Information_securi- |#Defgnce
#Integrity ty_event_management
#Availability
Control

Infornjation security incidentgshould be responded to in accordance with the documenteld procedures.
Purpagse

To enspre efficient and effective response to information security incidents.
Guidapce

The ofganization should establish and communicate procedures on information secyirity incident
resporseto all relevant interested parties.

Inforntatiomsecurity incidents shoutd—be Tespomded to by a desigmated tearmm withr the required
competency (see 5.24).

The response should include the following:
a) containing, if the consequences of the incident can spread, the systems affected by the incident;
b) collecting evidence (see 5.28) as soon as possible after the occurrence;

c) escalation, as required including crisis management activities and possibly invoking business
continuity plans (see 5.29 and 5.30);

d) ensuring that all involved response activities are properly logged for later analysis;

e) communicating the existence of the information security incident or any relevant details thereof to
all relevant internal and external interested parties following the need-to-know principle;
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f)

g)
h)

j)

coordinating with internal and external parties such as authorities, external interest groups and
forums, suppliers and clients to improve response effectiveness and help to minimize consequences
for other organizations;

once the incident has been successfully addressed, formally closing and recording it;

conducting information security forensic analysis, as required (see 5.28);

performing post-incident analysis to identify root cause. Ensure itis documented and communicated
according to defined procedures (see 5.27);

identifying and managing information security vulnerabilities and weaknesses including those

related tqcontrolswhich have caused contributed toor failed to preventthe incident

Other infornjation

The ISO/IEC 47035 series provides further guidance on incident management.

5.27 Learnipng from information security incidents

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Protect |#Informatien_secu- |#Defence

#Integrity rity_eyent_manage-
#Availability ment

Control

Knowledge gdined from information security incidents should be used to strengthen and imprqgve the

information security controls.

Purpose

To reduce thellikelihood or consequences of future incidents.

Guidance

The organization should establish proeedures to quantify and monitor the types, volumes and cpsts of

information spcurity incidents.

The informatjon gained fromthe evaluation of information security incidents should be used to:

a) enhance the incidentmanagement plan including incident scenarios and procedures (see 5.24);

b) identify ecurring or serious incidents and their causes to update the organization’s information
security fisk‘assessment and determine and implement necessary additional controls to reduce
the likelihedd or consequences of future similar incidents. Mechanisms to enable that include
collecting, quantifying and monitoring information about incident types, volumes and costs;

c) enhance user awareness and training (see 6.3) by providing examples of what can happen, how to

respond to such incidents and how to avoid them in the future.

Other information

The ISO/IEC 27035 series provides further guidance.
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5.28 Collection of evidence

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Detect #Respond  |#Information_secu- |#Defence
#Integrity rity_event_manage-
#Availability ment
Control

The organization should establish and implement procedures for the identification, collection,
acquisition and preservation of evidence related to information security events.

Purpag

To ens
for the

Guida

Intern
inform
differd

se

ure a consistent and effective management of evidence related to information secyrity incidents

purposes of disciplinary and legal actions.
nce

hl procedures should be developed and followed when déaling with eviden

fe related to

ation security events for the purposes of disciplinary and-legal actions. The requirements of

jurisdi

nt jurisdictions should be considered to maximize chafees of admission acrosg the relevant

tions.

In general, these procedures for the management of evidence should provide instru
identiffication, collection, acquisition and preservation of’evidence in accordance with d
of storjage media, devices and status of devices (i.e. powered on or off). Evidence typical

collec
forum

a) re

tions for the
lifferent types
y needs to be

ed in a manner that is admissible in the apprepriate national courts of law or anothgr disciplinary

It should be possible to show that:

cords are complete and have not beefittampered with in any way;

b) copies of electronic evidence are probably identical to the originals;

c) an
Wherdg

sought

Digita
ensurg

Other
When

y information system from'which evidence has been gathered was operating correctly at the
tine the evidence was recorded.

available, certificatien or other relevant means of qualification of personnel and t¢ols should be

, S0 as to strengthen the value of the preserved evidence.

evidence cantranscend organizational or jurisdictional boundaries. In such case
d that the{drganization is entitled to collect the required information as digital evi

information

5, it should be
Hence.

aivinformation security event is first detected, it is not always obvious whether or not the

event will result in court action. Therefore, the danger exists that necessary evidence is destroyed
intentionally or accidentally before the seriousness of the incident is realized. It is advisable to involve
legal advice or law enforcement early in any contemplated legal action and take advice on the evidence
required.

ISO/IEC 27037 provides definitions and guidelines for identification, collection, acquisition and

preser

vation of digital evidence.

The ISO/IEC 27050 series deals with electronic discovery, which involves the processing of electronically

stored

information as evidence.
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5.29 Information security during disruption

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cor- |#Confidentiality #Protect #Respond |#Continuity #Protection
rective #Integrity #Resilience
#Availability

Control

The organization should plan how to maintain information security at an appropriate level during

disruption.

Purpose

To protect infprmation and other associated assets during disruption.

Guidance

The organizgtion should determine its requirements for adapting information security c¢ntrols
during disruption. Information security requirements should be included.in the business continuity
management processes.

Plans should |pe developed, implemented, tested, reviewed and evaluated to maintain or restqre the
security of irfformation of critical business processes following ifiterruption or failure. Secufrity of

information should be restored at the required level and in the required time frames.

The organizagion should implement and maintain:

a) informatijon security controls, supporting systems-and tools within business continuity apd ICT
continuity plans;

b) processe§ to maintain existing information-sécurity controls during disruption;

c) compensating controls for informatief)security controls that cannot be maintained

disruptiop.

Other information

In the context of business cortinuity and ICT continuity planning, it can be necessary to
the information security requirements depending on the type of disruption, compared to

during

adapt
ormal

operational donditions. As_part of the business impact analysis and risk assessment performed
within busingss continuity management, the consequences of loss of confidentiality and integrity of
information should he ¢onsidered and prioritized in addition to the need for maintaining availability.

Information gn business continuity management systems can be found in ISO 22301 and ISO R2313.

Further guidgnce/on business impact analysis (BIA) can be found in ISO/TS 22317.

5.30 ICT readiness for business continuity

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Availability #Respond #Continuity #Resilience
Control

ICT readiness should be planned, implemented, maintained and tested based on business continuity
objectives and ICT continuity requirements.
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Purpose

To ensure the availability of the organization’s information and other associated assets during

disruption.

Guidance

ICT readiness for business continuity is an important component in business continuity management
and information security management to ensure that the organization’s objectives can continue to be

met during disruption.

The ICT contmulty requlrements are the outcome of the busmess 1mpact analy51s (BIA) The BIA process

should—
busin
impact should be used to identify prioritized act1v1t1es which should be a551gned d
objectjve (RTO). The BIA should then determine which resources are needed to suppd
activitfies. An RTO should also be specified for these resources. A subset ofcthése res
includeg ICT services.

The BJA involving ICT services can be expanded to define performancé and capacity re

e disruption of
the resulting
ecovery time
rt prioritized
urces should

Juirements of

ICT syptems and recovery point objectives (RPO) of information regtired to support actjivities during
disrupftion.
Based |on the outputs from the BIA and risk assessment involving ICT services, the organjzation should
identifly and select ICT continuity strategies that consider options for before, during and affler disruption.
The bysiness continuity strategies can comprise one orymore solutions. Based on the strategies, plans
should be developed, implemented and tested to meetfheTequired availability level of ICT services and
in the required time frames following interruption tejor failure of, critical processes.
The orjganization should ensure that:
a) anadequate organizational structure isin place to prepare for, mitigate and respond tp a disruption
supported by personnel with the ne¢essary responsibility, authority and competencej
b) IC[l continuity plans, including response and recovery procedures detailing how thg organization
is planning to manage an ICTservice disruption, are:
1)| regularly evaluated through exercises and tests;
2)| approved by management;
c) IC[l continuity plans include the following ICT continuity information:
1)| performance and capacity specifications to meet the business continuity requirements and
objectives as specified in the BIA;
2)[ ~RTO of each prioritized ICT service and the procedures for restoring those compti)nents;
3) RPO of the prioritized ICT resources defined as information and the procedures for restoring

the information.

Other information

Managing ICT continuity forms a key part of business continuity requirements concerning availability

to be able to:

a) respond and recover from disruption to ICT services regardless of the cause;
b) ensure continuity of prioritized activities are supported by the required ICT services;
c) respond before a disruption to ICT services occurs, and upon detection of at least one incident that

can result in a disruption to ICT services.
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Further guidance on ICT readiness for business continuity can be found in ISO/IEC 27031.

Further guidance on business continuity management systems can be found in ISO 22301 and ISO 22313.

Further guidance on BIA can be found in ISO/TS 22317.

5.31 Legal, statutory, regulatory and contractual requirements

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Legal_and_compli- |#Governance_and_
Hintoagrityu ance Ecosvstem-#Protec-
o J J
#Availability tion
Control

Legal, statutd
organization’s
date.

Purpose

To ensure cd
information s

Guidance
General

External req
taken into co

a) developin
b) designing
c)
security 1
d) performi
treatmen
e) determin
security;
f) determin
supply of

!

classifying information and other'associated assets as part of the process for setting infor}

ry, regulatory and contractual requirements relevant to information-security a
approach to meet these requirements should be identified, documénted and kep

Pcurity.

irements including legal, statutory, regulatory or contractual requirements sho
sideration when:

g information security policies andprocedures;

, implementing or changing information security controls;

equirements for internakneeds or for supplier agreements;

g information security risk assessments and determining information securif
f activities;

ing processes along with related roles and responsibilities relating to infor}

ing suppliers’ contractual requirements relevant to the organization and the sg
products and services.

hd the
L up to

mpliance with legal, statutory, regulatory and contracfual requirements related to

uld be

mation

y risk

mation

ope of

Legislation and regulations

The organization should:

a)

to be aware of the requirements for their type of business;

b) takeinto

consideration compliance in all relevant countries, if the organization:

conducts business in other countries;

identify all legislation and regulations relevant to the organization’s information security in order

— uses products and services from other countries where laws and regulations can affect the
organization;
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— transfers information across jurisdictional borders where laws and regulations can affect the

organization;

c) review the identified legislation and regulation regularly in order to keep up to date with the

ch

anges and identify new legislation;

d) define and document the specific processes and individual responsibilities to meet these
requirements.

Cryptography

Cryptography is an area that often has specific legal requirements. Compliance with the relevant

sideration:

a) re
fu

b) re
cr

c) re
d) m
in

.............................

Strictions on import or export of computer hardware and software for performing
hctions;

Ktrictions on import or export of computer hardware and software which is des
yptographic functions added to it;

strictions on the usage of cryptography;

hndatory or discretionary methods of access by the dountries’ authorities
Fformation;

e) validity of digital signatures, seals and certificates.

It is 1
regul
jurisdi

Contrd

Contrd

ecommended to seek legal advice when ensuring compliance with relevant lg
ions, especially when encrypted information or cryptography tools are 1
tional borders.

ts

ctual requirements related to information security should include those stated in:

b) c
c) in
Other
No oth

5.32 1

a) CItracts with clients;

tracts with suppliers (s€e\5.20);
surance contracts.
information

er information.

ntellectual property rights

ryptographic

gned to have

to encrypted

gislation and
hoved across

Contrel I-ypn Information f‘yhnrcnr“rify n?arnfinnnl Secu

ity domains

security properties concepts capabilities

#Preventive #Confidentiality #ldentify #Legal_and_compli- |#Governance_and_
#Integrity ance Ecosystem

#Availability

Control

The organization should implement appropriate procedures to protect intellectual property rights.

Purpose

To ensure compliance with legal, statutory, regulatory and contractual requirements related to
intellectual property rights and use of proprietary products.
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Guidance

The following guidelines should be considered to protect any material that can be considered
intellectual property:

a) defining and communicating a topic-specific policy on protection of intellectual property rights;

b) publishing procedures for intellectual property rights compliance that define compliant use of
software and information products;

€) acquiring software only through known and reputable sources, to ensure that copyright is not
infringed upon;

d) maintain]ng appropriate asset registers and identifying all assets with requirements to)protect
intellectual property rights;

e) maintain]ng proof and evidence of ownership of licences, manuals, etc.;

f) ensuring|that any maximum number of users or resources [e.g. central procéssing units ((CPUs)]
permittedl within the licence is not exceeded;

g) carrying put reviews to ensure that only authorized software and licensed’products are installed;
h) providing procedures for maintaining appropriate licence conditiofis;
i) providing procedures for disposing of or transferring software to others;

j) complying with terms and conditions for software and information obtained from public nefworks
and outsife sources;

k) not duplifating, converting to another format or extracting from commercial recordings [video,
audio) other than permitted by copyright law or'the applicable licences;

1) not copying, in full or in part, standards {(€4g. ISO/IEC International Standards), books, afticles,
reports of other documents, other than permitted by copyright law or the applicable licencep.

Other information

Intellectual pfoperty rights include software or document copyright, design rights, trademarks, gatents
and source code licences.

Proprietary spftware products-are usually supplied under a licence agreement that specifies Jicence
terms and copditions, for example, limiting the use of the products to specified machines or limiting
copying to thg creationvof\backup copies only. See the ISO/IEC 19770 series for details about IT asset
management.

Data can be afquired from outside sources. It is generally the case that such data is obtained undler the
terms of a dafa.sharing agreement or similar legal instrument. Such data sharing agreements should
make it clear what processing is permitted for the acquired data. It is also advisable that the provenance
of the data is clearly stated. See ISO/IEC 23751:—1 for details about data sharing agreements.

Legal, statutory, regulatory and contractual requirements can place restrictions on the copying
of proprietary material. In particular, they can require that only material that is developed by the
organization or thatis licensed or provided by the developer to the organization, can be used. Copyright
infringement can lead to legal action, which can involve fines and criminal proceedings.

Aside from the organization needing to comply with its obligations towards third party intellectual
property rights, the risks of personnel and third parties failing to uphold the organization’s own
intellectual property rights should also be managed.

1) Under preparation. Stage at the time of publication: ISO/IEC PRF 23751:2022.
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5.33 Protection of records

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality #ldentify #Protect |#Legal_and_compliance |#Defence
#Integrity #Asset_management
#Availability #Information_protec-
tion
Control

Records should be protected from loss, destruction, falsification, unauthorized access and unauthorized
releasé.

Purpagse

To engure compliance with legal, statutory, regulatory and contractual réguirements, as well as
commyinity or societal expectations related to the protection and availability ef records.

Guidapce

The o1ganization should take the following steps to protect the authenticity, reliability,|integrity and
usability of records, as their business context and requirements for their management change over
time:

a) isgue guidelines on the storage, handling chain of custody and disposal of records, which includes
prevention of manipulation of records. These guidelines should be aligned with the prganization’s
topic-specific policy on records management and-other records requirements;

b) draw up a retention schedule defining recerds and the period of time for which they should be
refained.

The system of storage and handling shduld ensure identification of records and of their retention
period taking into consideration national'or regional legislation or regulations, as well as fommunity or
societql expectations, if applicable. This system should permit appropriate destruction of records after
that p¢riod if they are not neededby the organization.

When |deciding on protection-of specific organizational records, their corresponding information
securify classification, based on the organization’s classification scheme, should bg considered.
Records should be categorized into record types (e.g. accounting records, business transafction records,
persornel records, legal records), each with details of retention periods and type of allopvable storage
mediafwhich can bephysical or electronic.

Data sforage systems should be chosen such that required records can be retrieved in pn acceptable
time frame-and format, depending on the requirements to be fulfilled.

Wherd eléctronic storage media are chosen, procedures to ensure the ability to access Fecords (both
storage media and format readability) throughout the retention period should be established to
safeguard against loss due to future technology change. Any related cryptographic keys and programs
associated with encrypted archives or digital signatures, should also be retained to enable decryption
of the records for the length of time the records are retained (see 8.24).

Storage and handling procedures should be implemented in accordance with recommendations
provided by manufacturers of storage media. Consideration should be given to the possibility of
deterioration of media used for storage of records.

Other information

Records document individual events or transactions or can form aggregations that have been designed
to document work processes, activities or functions. They are both evidence of business activity and
information assets. Any set of information, regardless of its structure or form, can be managed as a
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record. This includes information in the form of a document, a collection of data or other types of digital
or analogue information which are created, captured and managed in the course of business.

In the management of records, metadata is data describing the context, content and structure of
records, as well as their management over time. Metadata is an essential component of any record.

It can be necessary to retain some records securely to meet legal, statutory, regulatory or contractual
requirements, as well as to support essential business activities. National law or regulation can set the
time period and data content for information retention. Further information about records management
can be found in ISO 15489.

5.34 Privacy and protection of PII

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality t#ldentify #Protect |#Information_protection(#Protecti¢on
#Integrity #Legal_and_complianee
#Availability
Control

The organization should identify and meet the requirements regardingthe preservation of privacy and
protection of PII according to applicable laws and regulations and contrdctual requirements.

Purpose

To ensure compliance with legal, statutory, regulatory and €ontractual requirements related|to the
information spcurity aspects of the protection of PII.

Guidance

The organization should establish and communicate a topic-specific policy on privacy and protedtion of
PII to all releant interested parties.

The organizdtion should develop and implement procedures for the preservation of priva¢y and
protection of PII. These procedures sheuld be communicated to all relevant interested parties inyolved
in the procesging of personally identifidble information.

Compliance yvith these procedures and all relevant legislation and regulations concerning the
preservation pf privacy and pretection of PII requires appropriate roles, responsibilities and controls.
Often this is est achievediby“the appointment of a person responsible, such as a privacy officdgr, who
should provide guidanceto'personnel, service providers and other interested parties on their indjvidual
responsibilities and thie)specific procedures that should be followed.

Responsibility forhandling PII should be dealt with taking into consideration relevant legislatipn and
regulations.

Appropriate technical and organizational measures to protect PII should be implemented.
Other information

A number of countries have introduced legislation placing controls on the collection, processing,
transmission and deletion of PII. Depending on the respective national legislation, such controls can
impose duties on those collecting, processing and disseminating PII and can also restrict the authority
to transfer PII to other countries.

ISO/IEC 29100 provides a high-level framework for the protection of PII within ICT systems. Further
information on privacy information management systems can be found in ISO/IEC 27701. Specific
information regarding privacy information management for public clouds acting as PII processors can
be found in ISO/IEC 27018.
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ISO/IEC 29134 provides guidelines for privacy impact assessment (PIA) and gives an example of the
structure and content of a PIA report. Compared with ISO/IEC 27005, this is focused on PII processing
and relevant to those organizations that process PII. This can help identify privacy risks and possible
mitigations to reduce these risks to acceptable levels.

5.35 Independent review of information security

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cor- |#Confidentiality #ldentify #Protect #Information_secu- |#Governance_and_
rective #Integrity rity_assurance Ecosystem
FAvVallability
Control
The organization’s approach to managing information security and its implementation including people,
procegses and technologies should be reviewed independently at planned intervals, or when significant
changg¢s occur.
Purpgase
To engure the continuing suitability, adequacy and effectivenessof the organization’s approach to

manag
Guida
The on

Manag
assess
securi

Such 1
intern
review
condu
make §

The r¢
review

If the independent teviews identify that the organization’s approach and implementatiof

inform
not co
topic-s

ing information security.
nce
ganization should have processes to conduct indépendent reviews.

ement should plan and initiate periodic, independent reviews. The reviews s
ng opportunities for improvement and the need for changes to the approach t

eviews should be carried out by\individuals independent of the area under re
h] audit function, an independefb manager or an external party organization specis
s). Individuals carrying out\these reviews should have the appropriate competeng
‘ting the reviews should-net be in the line of authority to ensure they have the ing
in assessment.

sults of the independent reviews should be reported to the management who
s and, if appropriate, to top management. These records should be maintained.

ation security is inadequate [e.g. documented objectives and requirements are n
mpliant-with the direction for information security stated in the information secur
pecific policies (see 5.1)], management should initiate corrective actions.

hould include
b information

'y, including the information security.policy, topic-specific policies and other contrgls.

yiew (e.g. the
1lizing in such
e. The person
ependence to

initiated the

| to managing
ot met or are
ity policy and

In ad

ition to the periodic independent reviews, the organization should consider conducting
independent reviews when:

a) laws and regulations which affect the organization change;

b) significant incidents occur;

c) the organization starts a new business or changes a current business;

d) the organization starts to use a new product or service, or changes the use of a current product or
service;

e) the organization changes the information security controls and procedures significantly.
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Other information

ISO/IEC 27007 and ISO/IEC TS 27008 provide guidance for carrying out independent reviews.

5.36 Compliance with policies, rules and standards for information security

Control type Information Cybersecurity Operational capabil- | Security domains
security properties concepts ities
#Preventive #Confidentiality #ldentify #Protect |#Legal_and_compli- #Governance_and_
#Integrity ance Ecosystem
#Availability #Information_securi-
H-assuranee
Control

Compliance ¥
standards shq

Purpose

To ensure tha
information s

Guidance

Managers, se

security reqiiirements defined in the information security “policy, topic-specific policies,

standards an|
should be con|

If any non-cor

a) identifyt

b) evaluate
c) implemer
d) review ¢

weaknes§

Results of rej
owners shoul
to the person
the area of th

[ information security is implemented and operated in accordaneé with the organiz

vith the organization’s information security policy, topic-specific polidies, rulg
uld be regularly reviewed.

ecurity policy, topic-specific policies, rules and standards.

vice, product or information owners should identify how to review that infor}

d other applicable regulations are met. Automatic measurement and reporting
sidered for efficient regular review.

hpliance is found as a result of the review, managers should:
he causes of the non-compliance;

he need for corrective actions‘to achieve compliance;

t appropriate corrective-actions;

prrective actions taken to verify its effectiveness and identify any deficieng
es.

Fiews and cotrective actions carried out by managers, service, product or infor}
l be recorded and these records should be maintained. Managers should report the
b carryingout independent reviews (see 5.35) when an independent review takes p
bir responsibility.

bs and

ation’s

mation
rules,
r tools

ies or

mation
results
lace in

Corrective ac
by the next sc

[ions should be completed in a timely manner as appropriate to the risk. If not com

pleted

heduled review, progress should at least be addressed at that review.

Other information

Operational monitoring of system use is covered in 8.15, 8.16, 8.1
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Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Recover |#Asset_management #Governance_and_
#Corrective #Integrity #Physical_security Ecosystem #Protec-
#Availability #System_and_net- tion
work_security #Defence
#Application_security
#Secure_configuration
#ldentity_and_access_
management
#Threat_and_vulnera-
bility_management
#Continuity
#Information_securi-
ty_event_managemeérnt
Control
Operating procedures for information processing facilities should hé«doecumented and njade available
to pergonnel who need them.
Purpagse
To enspre the correct and secure operation of informatioi\processing facilities.
Guidapce
Docunented procedures should be prepared for the organization’s operational activities associated
with inpformation security, for example:
a) when the activity needs to be performed in the same way by many people;
b) when the activity is performed rarely and when next performed the procedure is [ikely to have
been forgotten;
c) when the activity is new dnd'presents a risk if not performed correctly;
d) prjior to handing overithe activity to new personnel.
The operating procedures should specify:
a) the responsible individuals;
b) the secute'installation and configuration of systems;
c) proeessing and handling of information, both automated and manual;
d) backup (see 8.13) and resilience;
e) scheduling requirements, including interdependencies with other systems;
f) instructions for handling errors or other exceptional conditions [e.g. restrictions on the use of
utility programs (see 8.18)], which can arise during job execution;
g) support and escalation contacts including external support contacts in the event of unexpected
operational or technical difficulties;
h) storage media handling instructions (see 7.10 and 7.14);
i) system restart and recovery procedures for use in the event of system failure;
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j) the management of audit trail and system log information (see 8.15 and 8.17) and video monitoring
systems (see 7.4);

k) monitoring procedures such as capacity, performance and security (see 8.6 and 8.16);
1)  maintenance instructions.

Documented operating procedures should be reviewed and updated when needed. Changes to
documented operating procedures should be authorized. Where technically feasible, information
systems should be managed consistently, using the same procedures, tools and utilities.

Other information

No other information.

6 People controls

6.1 Screening

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Humanresource_ |#Governance_gind_
#Integrity security Ecosystem
#Availability
Control

Background verification checks on all candidates to becoirie personnel should be carried out prrior to
joining the organization and on an ongoing basis takingdnto consideration applicable laws, regulations
and ethics andl be proportional to the business requirements, the classification of the informatiop to be
accessed and the perceived risks.

Purpose

To ensure all personnel are eligible and suitable for the roles for which they are considered and femain
eligible and stjiitable during their employment.

Guidance

A screening process should be performed for all personnel including full-time, part-time and temporary
staff. Where these individuals are contracted through suppliers of services, screening requirgments
should be included in the contractual agreements between the organization and the suppliers.

Information on allcandidates being considered for positions within the organization should be collected
and handled aklng into con51derat10n any approprlate leglslatlon ex1st1ng in the relevant jurisdiction.
In some jurisé 3 ehand
about the screening act1v1t1es

Verification should take into consideration all relevant privacy, PII protection and employment-based
legislation and should, where permitted, include the following:

a) availability of satisfactory references (e.g. business and personal references);
b) averification (for completeness and accuracy) of the applicant’s curriculum vitae;
c) confirmation of claimed academic and professional qualifications;

d) independentidentity verification (e.g. passport or other acceptable document issued by appropriate
authorities);
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e) more detailed verification, such as credit review or review of criminal records if the candidate
takes on a critical role.

When an individual is hired for a specific information security role, the organization should make sure
the candidate:

a) has the necessary competence to perform the security role;
b) can be trusted to take on the role, especially if the role is critical for the organization.

Where a job, either on initial appointment or on promotion, involves the person having access to
information processing facilities and, in particular, if these involve handling confidential information
(e.g. fipancialinformationpersonalinformation or health care information} the organization should

............. )
also cqnsider further, more detailed verifications.

Procedures should define criteria and limitations for verification reviews (e.g. who|is eligible to screen
peopld and how, when and why verification reviews are carried out).

In situptions where verification cannot be completed in a timely manner, mitigating contfols should be
implernented until the review has been finished, for example:

a) ddlayed onboarding;

b) ddlayed deployment of corporate assets;
c) ornboarding with reduced access;

d) termination of employment.

Verifidation checks should be repeated periodically to confirm ongoing suitability |of personnel,
depengling on the criticality of a person’s role.

Other|information

No othler information.

6.2 Terms and conditions.of employment

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevé¢ntive #Confidentiality #Protect #Human_resource_ |#Govefnance_and_
f#lntegrity security Ecosystem
#Availability
Contrel
The empldyment contractual agreements should state the personnel’s and the ¢rganization’s

responsibilities for information security.
Purpose

To ensure personnel understand their information security responsibilities for the roles for which they
are considered.

Guidance

The contractual obligations for personnel should take into consideration the organization’s information
security policy and relevant topic-specific policies. In addition, the following points can be clarified and
stated:

© ISO/IEC 2022 - All rights reserved 59


https://iecnorm.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 270

02:2022(E)

confidentiality or non-disclosure agreements that personnel who are given access to confidential

information should sign prior to being given access to information and other associated assets (see

legal responsibilities and rights [e.g. regarding copyright laws or data protection legislation (see

responsibilities for the classification of information and management of the organization’s

information and other associated assets, information processing facilities and information services
handled by the personnel (see 5.9 to 5.13);

a)
6.6);
b)
5.32 and 5.34)];
<)
d)

responsibilities for the handling of information received from interested parties;

e) actions ta

Information s

be taken if personnel disregard the organization’s security requirements (see 6:4)

employment process.

The organizaf
security. The

ion should ensure that personnel agree to terms and conditions concerning infori
be terms and conditions should be appropriate to the nature and extent of acceg

ecurity roles and responsibilities should be communicated to candidates daring the pre-

mation
s they

will have to the organization’s assets associated with information systems and services. The tergs and

conditions co}
security polic

Where appro
continue for a

Other inform

icerning information security should be reviewed when laws;tegulations, the infor}
y or topic-specific policies change.

briate, responsibilities contained within the terms and'conditions of employment
defined period after the end of the employment (se®/6.5).

ation

A code of copduct can be used to state personnel’s information security responsibilities reg

confidentialit
associated as

An external
contractual a

If the organiz

y, PII protection, ethics, appropriate uSe”of the organization’s information and
bets, as well as reputable practices expected by the organization.

party, with which supplier personnel are associated, can be required to entg
preements on behalf of the contracted individual.

ation is not a legal entityland does not have employees, the equivalent of conti

agreement and terms and conditions'can be considered in line with the guidance of this control.

mation

should

arding

other

r into

actual

6.3 Infornjation security @wareness, education and training
Control type Iiifermation Cybersecurity Operational Security domains
seeurity properties concepts capabilities
#Preventive #Eonfidentiality #Protect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability
Control

Personnel of the organization and relevant interested parties should receive appropriate information
security awareness, education and training and regular updates of the organization's information

security polic

Purpose

y, topic-specific policies and procedures, as relevant for their job function.

To ensure personnel and relevant interested parties are aware of and fulfil their information security
responsibilities.
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Guidance
General

An information security awareness, education and training programme should be established in line
with the organization’s information security policy, topic-specific policies and relevant procedures on
information security, taking into consideration the organization’s information to be protected and the
information security controls that have been implemented to protect the information.

Information security awareness, education and training should take place periodically. Initial
awareness, education and training can apply to new personnel and to those who transfer to new
positions or roles with substantially different information security requirements.

Persorjnel’s understanding should be assessed at the end of an awareness, education ortraining activity
to testlknowledge transfer and the effectiveness of the awareness, education and training programme.

Awareness

An information security awareness programme should aim to makes personnel ayare of their
responsibilities for information security and the means by which those responsibilities are discharged.

The awareness programme should be planned taking into consideration the roles of pefsonnel in the
organization, including internal and external personnel (e.g. external consultants, supplipr personnel).
The agtivities in the awareness programme should be scheduled over time, preferably regularly, so
that tHe activities are repeated and cover new personnel. It should also be built on lessons learnt from
infornjation security incidents.

The ayvareness programme should include a number“of awareness-raising activities vip appropriate
physicpl or virtual channels such as campaigns, booklets, posters, newsletters, website$, information
sessiols, briefings, e-learning modules and e-mails.

Information security awareness should cover general aspects such as:
a) management’s commitment to information security throughout the organization;

b) familiarity and compliance needsconcerning applicable information security rules ard obligations,
taking into account information security policy and topic-specific policies, stahdards, laws,
statutes, regulations, contracts and agreements;

c) pdrsonal accountability for one’s own actions and inactions, and general responsibilities towards
sefuring or protecting information belonging to the organization and interested partjies;

d) basicinformafion security procedures [e.g. information security event reporting (6.8)[] and baseline
cItrols [e-g‘password security (5.17)];

e) contact jpoints and resources for additional information and advice on informdtion security
matteps, including further information security awareness materials.

Education and training

The organization should identify, prepare and implement an appropriate training plan for technical
teams whose roles require specific skill sets and expertise. Technical teams should have the skills for
configuring and maintaining the required security level for devices, systems, applications and services.
If there are missing skills, the organization should take action and acquire them.

The education and training programme should consider different forms [e.g. lectures or self-studies,
being mentored by expert staff or consultants (on-the-job training), rotating staff members to follow
different activities, recruiting already skilled people and hiring consultants]. It can use different means
of delivery including classroom-based, distance learning, web-based, self-paced and others. Technical
personnel should keep their knowledge up to date by subscribing to newsletters and magazines or by
attending conferences and events aimed at technical and professional improvement.
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Other information

When composing an awareness programme, it is important not only to focus on the 'what’ and "how’,
but also the 'why’, when possible. It is important that personnel understand the aim of information
security and the potential effect, positive and negative, on the organization of their own behaviour.

Information security awareness, education and training can be part of, or conducted in collaboration
with, other activities, for example general information management, ICT, security, privacy or safety

training.

6.4 Disciplinary process

Control type Information Cybersecurity Operational Security donpains
security properties concepts capabilities
#Preventive #[Cor- |#Confidentiality #Protect #Respond |#Human_resource_ |#Goyernance_and_
rective #Integrity security Ecosystem
#Availability

Control

A disciplinary
other relevan

Purpose

To ensure per
security polic
parties who ¢

Guidance

The discipling
policy violatig

The formal di
factors such 4

a) thenatur
b) whether {
c) whether
d)

The responsg

whether ¢r not the violator was properly trained.

process should be formalized and communicated to take actions against persont
F interested parties who have committed an information security policy violation.

sonnel and other relevant interested parties undetstand the consequences of infor}
y violation, to deter and appropriately deal with{personnel and other relevant intg
bmmitted the violation.

ry process should not be initiated without prior verification that an information se
n has occurred (see 5.28).

sciplinary process should provide for a graduated response that takes into considg
S:

e (who, what, when, how) and gravity of the breach and its consequences;
he offence was intentional (malicious) or unintentional (accidental);

r not this is:a\first or repeated offence;

should take into consideration relevant legal, statutory, regulatory contractu

business requ

el and

mation
rested

curity

ration

bl and

irements as well as other factors as required. The disciplinary process should §

Iso be

used as a deterrent to prevent personnel and other relevant interested parties from violating the
information security policy, topic-specific policies and procedures for information security. Deliberate
information security policy violations can require immediate actions.

Other information

Where possible, the identity of individuals subject to disciplinary action should be protected in line
with applicable requirements.

When individuals demonstrate excellent behaviour with regard to information security, they can be
rewarded to promote information security and encourage good behaviour.
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6.5 Responsibilities after termination or change of employment

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability #Asset_management
Control

Information security responsibilities and duties that remain valid after termination or change of
employment should be defined, enforced and communicated to relevant personnel and other interested

parties.

Purpase

To protect the organization’s interests as part of the process of changing or terinjnating e
contralcts.

Guida

The p
securi
includ
respor
duties
terms
that c

nnce

'y responsibilities and duties should remain valid affer termination or char
b confidentiality of information, intellectual property dnd other knowledge obtair

still valid after termination of employment or centract should be contained in th
and conditions of employment (see 6.2), contrdet or agreement. Other contracts g
bntinue for a defined period after the end -of the individual’'s employment can

infornmjation security responsibilities.

Chang
respor]

Inforn
should

bs of responsibility or employment ;should be managed as the termination o

ation security roles and responsibilities held by any individual who leaves or cha
be identified and transferred to another individual.

A prodess should be establishéd,for the communication of the changes and of operating

persor]

nel, other interested parties and relevant contact persons (e.g. to customers and s

The prjocess for the termination or change of employment should also be applied to exter

(i.e.sul

ppliers) when atérmination occurs of personnel, the contract or the job with the or

when there is a change of the job within the organization.

Other

In manjy grgdnizations, the human resources functlon is generally respon51ble for the overa

proceds

information

mployment or

rocess for managing termination or change of employment,should define which information

ge. This can
ed, as well as

sibilities contained within any other confidentiality agreement (see 6.6). Respomsibilities and

e individual’s
r agreements
also contain

f the current

sibility or employment combined with the initiation of the new responsibility or enployment.

hges job roles

brocedures to
[ppliers).

nal personnel
ganization, or

1 termination
0 manage the

lnformatlon securlty aspects of the relevant procedures In the case of personnel prov1ded through an
external party (e.g. through a supplier), this termination process is undertaken by the external party in
accordance with the contract between the organization and the external party.

6.6 Confidentiality or non-disclosure agreements

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Human_resource_security |#Governance_and_

#Information_protection
#Supplier_relationships

Ecosystem
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Confidentiality or non-disclosure agreements reflecting the organization’s needs for the protection of
information should be identified, documented, regularly reviewed and signed by personnel and other
relevant interested parties.

Purpose

To maintain confidentiality of information accessible by personnel or external parties.

Guidance

information

applicable to
information 5
into consider
permissible a
agreements, t

a) adefiniti

b) the expe
confident

c) therequi

d) theresponsibilities and actions of signatories to avoid unatithorized information disclosure;

e) the owne|
protectio

f) the perm

g) the right
circumst

h) the procd
leakage;

i) the terms
j)  the exped

The organizat

agreements for thejurisdiction to which they apply (see 5.31, 5.32, 5.33, 5.34).

ising legally enforceable terms. Confidentiality or non-disclosure agreemen
interested parties and personnel of the organization. Based on an organi
ecurity requirements, the terms in the agreements should be determided by
ition the type of information that will be handled, its classification level, its use
ccess by the other party. To identify requirements for confidentiality or non-disg
he following elements should be considered:

n of the information to be protected (e.g. confidential informatien);

ted duration of an agreement, including cases where it-can be necessary to mj
iality indefinitely or until the information becomes publicly’available;

red actions when an agreement is terminated;

rship of information, trade secrets and intellectual property, and how this relates
h of confidential information;

to audit and monitor activitiesthat involve confidential information for highly se
Ances;

ss for notification and reporting of unauthorized disclosure or confidential infori

for information fo)be returned or destroyed at agreement termination;
ted actionsto'be taken in the case of non-compliance with the agreement.

ion shaould take into consideration the compliance with confidentiality and non-disq

Requirement;

S are
ation’s
aking
nd the
losure

hintain

to the

tted use of confidential information;and rights of the signatory to use the information;

nsitive

nation

losure

for'confidentiality and non-disclosure agreements should be reviewed periodica

ly and

when changes occur that influence these requirements.

Other information

Confidentiality and non-disclosure agreements protect the organization's information and inform
signatories of their responsibility to protect, use and disclose information in a responsible and
authorized manner.
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6.7 Remote working

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management |#Protection
#Integrity #Information_protec-
#Availability tion
#Physical_security
#System_and_net-
work_security
Control
Securify measures should be implemented when personnel are working remotely to prote¢t information

access
Purpo
To ens
Guida

Remot
the on
equipy]
“flexiby

NOTE
and reg

Organ

ed, processed or stored outside the organization’s premises.

se

ure the security of information when personnel are working remotély,
hce

e working occurs whenever personnel of the organization’ work from a locati
ganization’s premises, accessing information whether i1 hardcopy or electron
hent. Remote working environments include those refetred to as “teleworking”, “tel
le workplace”, “virtual work environments" and “remote maintenance”.

)

It is possible that not all the recommendations\in‘this guidance can be applied due to |
ulations in different jurisdictions.

worki

g that defines the relevant conditions\and restrictions. Where deemed applicable,

matters should be considered:

a)

the existing or proposed physieal security of the remote working site, taking int
pHysical security of the location and the local environment, including the different

where personnel are located;

b)

rufles and security mechanisms for the remote physical environment such as |

capinets, secure transportation between locations and rules for remote access, clear

arld disposal of irfformation and other associated assets, and information security ey

(s¢e 6.8);

the expected physical remote working environments;

the communications security requirements, taking into account the need for remn

thp“organization’s systems, the sensitivity of the information to be accessed and p3

zations allowing remote working activities should issue a topic-specific polig

bn outside of
cally via ICT
pcommuting”,

pcal legislation

y on remote
the following

b account the
jurisdictions

bckable filing
desk, printing
ent reporting

ote access to
ssed over the

co

mmunication link and the sensitivity of the systems and applications;

information on privately owned equipment;

f)

working site (e.g. family and friends);

g)

h)
co

us

nfiguration of wireless network services;

e of security measures, such as firewalls and protection against malware;
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the use of remote access such as virtual desktop access that supports processing and storage of

the threat of unauthorized access to information or resources from other persons at the remote

the threat of unauthorized access to information or resources from other persons in public places;

the use of home networks and public networks, and requirements or restrictions on the
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j)  secure mechanisms for deploying and initializing systems remotely;

k) secure mechanisms for authentication and enablement of access privileges taking into
consideration the vulnerability of single-factor authentication mechanisms where remote access to
the organization’s network is allowed.

The guidelines and measures to be considered should include:

a) the provision of suitable equipment and storage furniture for the remote working activities, where
the use of privately-owned equipment that is not under the control of the organization is not
allowed;

b) adefinitippoftheworkpermitted the classificationofinformationthatcanbe heldand theinternal

systems gnd services that the remote worker is authorized to access;

c) the provision of training for those working remotely and those providing support.|This should
include hpw to conduct business in a secure manner while working remotely;

d) the provigion of suitable communication equipment, including methods for se€uring remote fccess,
such as re¢quirements on device screen locks and inactivity timers; the enabling of device lgcation
tracking;linstallation of remote wipe capabilities;

e) physical Jecurity;

f) rules and|guidance on family and visitor access to equipment andinformation;
g) the provifion of hardware and software support and maintenance;

h) the provifion of insurance;

i) the procedures for backup and business continuity;

j) audit and|security monitoring;

k) revocation of authority and access rights and the return of equipment when the remote wprking
activities|are terminated.

Other information

No other information.

6.8 Informjation security event reporting

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Information_secu- |#Defence
#Integrity rity_event_manage-
#Avallability ment
Control

The organization should provide a mechanism for personnel to report observed or suspected
information security events through appropriate channels in a timely manner.

Purpose

To support timely, consistent and effective reporting of information security events that can be
identified by personnel.

Guidance

All personnel and users should be made aware of their responsibility to report information security
events as quickly as possible in order to prevent or minimize the effect of information security incidents.
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They should also be aware of the procedure for reporting information security events and the point of
contact to which the events should be reported. The reporting mechanism should be as easy, accessible
and available as possible. Information security events include incidents, breaches and vulnerabilities.

Situations to be considered for information security event reporting include:

a) ineffective information security controls;

b) breach of information confidentiality, integrity or availability expectations;
c¢) human errors;

d) non-compliance with the information security policy, topic-specific policies or applicable standards;

e) breaches of physical security measures;

f) sypstem changes that have not gone through the change management process;
g) malfunctions or other anomalous system behaviour of software or hardware;
h) acfess violations;

i) vdlnerabilities;

j) suspected malware infection.

Persor
vulner
also cg

nel and users should be advised not to attempf to prove suspected informg
abilities. Testing vulnerabilities can be interpreted’as a potential misuse of the sy
use damage to the information system or service, and it can corrupt or obscure dig

tion security
stem and can
Fital evidence.

Ultimdtely, this can result in legal liability for the individual performing the testing.
Other|information

See the ISO/IEC 27035 series for additional information.

7 Physical controls

7.1 Physical security perimeters

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity
#Availability
Control

Security perimeters should be defined and used to protect areas that contain information and other
associated assets.

Purpose

To prevent unauthorized physical access, damage and interference to the organization’s information
and other associated assets.

Guidance

The following guidelines should be considered and implemented where appropriate for physical
security perimeters:

a) defining security perimeters and the siting and strength of each of the perimeters in accordance
with the information security requirements related to the assets within the perimeter;
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b)

having physically sound perimeters for a building or site containing information processing
facilities (i.e. there should be no gaps in the perimeter or areas where a break-in can easily occur).
The exterior roofs, walls, ceilings and flooring of the site should be of solid construction and all
external doors should be suitably protected against unauthorized access with control mechanisms
(e.g. bars, alarms, locks). Doors and windows should be locked when unattended and external
protection should be considered for windows, particularly at ground level; ventilation points
should also be considered;

alarming, monitoring and testing all fire doors on a security perimeter in conjunction with the
walls to establish the required level of resistance in accordance with suitable standards. They
should operate in a failsafe manner.

Other inforn

Physical prote
premises and

A secure ared
security barr
between are3

ation

ction can be achieved by creating one or more physical barriers around the or'gahiz
information processing facilities.

can be a lockable office or several rooms surrounded by a continuous’internal p
ier. Additional barriers and perimeters to control physical accéss'can be ned
s with different security requirements inside the security perimeter. The organ

ation’s

hysical
essary
zation

should consider having physical security measures that can be strengthened-during increased|threat

situations.

7.2 Physichl entry

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #ldentity_and_Ac-
#Availability cess_Management

Control

Secure areas
Purpose

To ensure onl
occurs.

Guidance
General

Access points

thould be protected by appropriate entry controls and access points.

y authorized physicdahaccess to the organization’s information and other associated

suchas delivery and loading areas and other points where unauthorized perso

assets

FS can

enter the premises should be controlled and, if possible, isolated from information processing farilities

to avoid unauthorized access.

The following guidelines should be considered:

a)

b)

68

restricting access to sites and buildings to authorized personnel only. The process for the
management of access rights to physical areas should include the provision, periodical review,
update and revocation of authorizations (see 5.18);

securely maintaining and monitoring a physical logbook or electronic audit trail of all access and
protecting all logs (see 5.33) and sensitive authentication information;

establishing and implementing a process and technical mechanisms for the management of access
to areas where information is processed or stored. Authentication mechanisms include the use of
access cards, biometrics or two-factor authentication such as an access card and secret PIN. Double
security doors should be considered for access to sensitive areas;
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d)

f)

g)

h)

j)
k)

Visitons

The following guidelines should be considered:

a)
b)

A

d)

Delivefly and léading areas and incoming material

The following guidelines should be considered:

a)

b)

)

d)

ISO/IEC 27002:2022(E)

setting up a reception area monitored by personnel, or other means to control physical access to
the site or building;

inspecting and examining personal belongings of personnel and interested parties upon entry and
exit;

NOTE Local legislation and regulations can exist regarding the possibility of inspecting personal
belongings.

requiring all personnel and interested parties to wear some form of visible identification and
to immediately notify security personnel if they encounter unescorted visitors and anyone not
wearing visible identification. Easily distinguishable badges should be considered to better identify

4+ 1 1 < 1o
p LI IIIATICIIU Cllll}luy CoS, ouyyucl O dIIU VISILUL S,

grpnting supplier personnel restricted access to secure areas or information proeegsing facilities
orlly when required. This access should be authorized and monitored;

giying special attention to physical access security in the case of buildings holding assets for
mpltiple organizations;

dgsigning physical security measures so that they can be stredgthened when the] likelihood of
pHysical incidents increases;

securing other entry points such as emergency exits from unauthorized access;

sefting up a key management process to ensure<{thé management of the phypical keys or
authentication information (e.g. lock codes, combination locks to offices, rooms |and facilities
suich as key cabinets) and to ensure a log book or annual key audit and that acceps to physical
keys or authentication information is controlled*(see 5.17 for further guidance on duthentication
information).

authenticating the identity of yisitors by an appropriate means;
repording the date and time,of entry and departure of visitors;

orlly granting access.for visitors for specific, authorized purposes and with instryctions on the
sefurity requirements of the area and on emergency procedures;

supervising all.visitors, unless an explicit exception is granted.

restricting access to delivery and loading areas from outside of the building to identified and
authorized personnel;

designing the delivery and loading areas so that deliveries can be loaded and unloaded without
delivery personnel gaining unauthorized access to other parts of the building;

securing the external doors of delivery and loading areas when doors to restricted areas are
opened;

inspecting and examining incoming deliveries for explosives, chemicals or other hazardous
materials before they are moved from delivery and loading areas;

registering incoming deliveries in accordance with asset management procedures (see 5.9 and
7.10) on entry to the site;
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f) physically segregating incoming and outgoing shipments, where possible;

g) inspecting incoming deliveries for evidence of tampering on the way. If tampering is discovered, it
should be immediately reported to security personnel.

Other information

No other information.

7.3 Securing offices, rooms and facilities

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability
Control

Physical security for offices, rooms and facilities should be designed and implemented.
Purpose

To prevent unpauthorized physical access, damage and interference %o ‘the organization’s information
and other asspciated assets in offices, rooms and facilities.

Guidance
The following guidelines should be considered to secure éffices, rooms and facilities:
a) siting crifical facilities to avoid access by the public;

b) whereapplicable, ensuring buildings are unebtrusive and give minimum indication of their pyrpose,
with no pbvious signs, outside or inside~the building, identifying the presence of inforination
processirng activities;

c) configurihg facilities to prevent-€onfidential information or activities from being visible and
audible fijom the outside. Electromagnetic shielding should also be considered as appropriat;

d) not makihg directories, internial telephone books and online accessible maps identifying lo¢ations
of confid¢ntial informationprocessing facilities readily available to any unauthorized person.

Other information

No other informatien:

7.4 Physical'security monitoring

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Physical_security |#Protection
#Detective #Integrity #Defence
#Availability
Control

Premises should be continuously monitored for unauthorized physical access.

Purpose

To detect and deter unauthorized physical access.
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Guidance

Physical premises should be monitored by surveillance systems, which can include guards, intruder
alarms, video monitoring systems such as closed-circuit television and physical security information
management software either managed internally or by a monitoring service provider.

Access to buildings that house critical systems should be continuously monitored to detect unauthorized

access

or suspicious behaviour by:

sensitive areas within and outside an organization’s premises;

licahle ctandards and parindirauy tnctlng con

installing video monitoring systems such as closed-circuit television to view and record access to

act, sound or

a)

b) in
m
1)
2)
3)

c) us
al
ro

The d

undetg

Monitgring systems should be protected-from unauthorized access in order to preven

inform
disablg

The al

btion detectors to trigger an intruder alarm such as:

TrocroTre—>rorrerorrory TCrTT

installing contact detectors that trigger an alarm when a contact is made gr|broke
where a contact can be made or broken (such as windows and doors and undersi
to be used as a panic alarm;

motion detectors based on infra-red technology which trigger an alarm when an|
through their field of view;

installing sensors sensitive to the sound of breaking glass which can be used
alarm to alert security personnel;

ing those alarms to cover all external doors and accéssible windows. Unoccupied af

nin any place
neath objects)

object passes

to trigger an

eas should be

irmed at all times; cover should also be provided for other areas (e.g. computer or communications

oms).

bsign of monitoring systems should be_Kept confidential because disclosure
cted break-ins.

ation, such as video feeds, from\being accessed by unauthorized persons or s
ed remotely.

that allows an easy exit route\for the person who sets the alarm. The control panel and

worki%ﬂx

shoul

Any m

regulafions including data protection and PII protection legislation, especially regarding t

of pers

Other

hrm system control panelshiould be placed in an alarmed zone and, for safety alar

have tamperprooftmechanisms. The system should regularly be tested to ens
g as intended, particularly if its components are battery powered.

onitoring and recording mechanism should be used taking into consideration 1

onnel andyrecorded video retention periods.

information

can facilitate

I surveillance
ystems being

ms, in a place
the detectors
ure that it is

pcal laws and
ne monitoring

No otl

e ITTfoTTITation:

7.5 Protecting against physical and environmental threats

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity
#Availability
Control

Protection against physical and environmental threats, such as natural disasters and other intentional
or unintentional physical threats to infrastructure should be designed and implemented.
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Purpose

02:2022(E)

To prevent or reduce the consequences of events originating from physical and environmental threats.

Guidance

Risk assessments to identify the potential consequences of physical and environmental threats
should be performed prior to beginning critical operations at a physical site, and at regular intervals.
Necessary safeguards should be implemented and changes to threats should be monitored. Specialist
advice should be obtained on how to manage risks arising from physical and environmental threats
such as fire, flood, earthquake, explosion, civil unrest, toxic waste, environmental emissions and other
forms of natural disaster or disaster caused by human beings.

Physical pren
a) local topd
b) urban thy

or terrori

Based on risk
appropriate ¢

containing storage media or information processing systems. Water pumps or equivalent

against electrical surges or similar events t@ minimize the consequences of such events;

a) fire: inst
trigger fi
informati
substanc

b) flooding:
should bd

c) electrical

d) explosive

on persor
Other inforn|

Safes or other
such as a fire,

Organization;
designing the
using bollard

ises location and construction should take account of:
graphy, such as appropriate elevation, bodies of water and tectonic fault lines;

eats, such as locations with a high profile for attracting political unrest;eriminal g
st attacks.

bntrols considered in the following contexts as examples:

lling and configuring systems able to detect fires at an“early stage to send ala
e suppression systems in order to prevent fire damage.to storage media and to 1

e with regard to the surrounding environment (e.8. gas in confined spaces);

installing systems able to detect flooding atvan early stage under the floors of

readily made available in case floodinggecurs;

surges: adopting systems able tocprotect both server and client information sy

s and weapons: performing tandom inspections for the presence of explosives or w¢
nel, vehicles or goods entering sensitive information processing facilities.

ation

forms of secure-storage facilities can protect information stored therein against dis
earthquake, floed or explosion.

can consider the concepts of crime prevention through environmental design
controls-to secure their environment and reduce urban threats. For example, ins
b, statues or water features can serve as both a feature and a physical barrier.

ctivity

assessment results, relevant physical and environmental threats'should be identified and

‘ms or
elated

on processing systems. Fire suppression should be performed using the most appr¢priate

areas
means

rstems

bapons

asters

when
ead of

7.6 Working in secure areas

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity
#Availability
Control

Security measures for working in secure areas should be designed and implemented.
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Purpose

To protect information and other associated assets in secure areas from damage and unauthorized
interference by personnel working in these areas.

Guidance

The security measures for working in secure areas should apply to all personnel and cover all activities
taking place in the secure area.

The following guidelines should be considered:

a) making personnel aware only of the existence of, or activities within, a secure area on a need-to-
krjow basis;

b) avpiding unsupervised work in secure areas both for safety reasons and teredude chances for
malicious activities;

c) pHysically locking and periodically inspecting vacant secure areas;

d) ndt allowing photographic, video, audio or other recording equipment, such as cameras in user
enldpoint devices, unless authorized;

e) appropriately controlling the carrying and use of user endp6int devices in secure areps;
f) pdsting emergency procedures in a readily visible or accessible manner.
Otherfinformation

No othler information.

7.7 Clear desk and clear screen

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentialityr #Protect #Physical_security |#Protection
Control

Clear fesk rules for papers and removable storage media and clear screen rules fol information
procegsing facilities should be defined and appropriately enforced.

Purpase

To redpce thexisks of unauthorized access, loss of and damage to information on desks, Jcreens and in
other qcceSsible locations during and outside normal working hours.

Guidahce

The organization should establish and communicate a topic-specific policy on clear desk and clear
screen to all relevant interested parties.

The following guidelines should be considered:

a) locking away sensitive or critical business information (e.g. on paper or on electronic storage
media) (ideally in a safe, cabinet or other form of security furniture) when not required, especially
when the office is vacated;

b) protecting user endpoint devices by key locks or other security means when not in use or
unattended;
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f)

g)

leaving user endpoint devices logged off or protected with a screen and keyboard locking
mechanism controlled by a user authentication mechanism when unattended. All computers and
systems should be configured with a timeout or automatic logout feature;

making the originator collect outputs from printers or multi-function devices immediately. The use
of printers with an authentication function, so the originators are the only ones who can get their
printouts and only when standing next to the printer;

securely storing documents and removable storage media containing sensitive information and,
when no longer required, discarding them using secure disposal mechanisms;

establishing and communicating rules and guidance for the configuration of pop-ups on screens
(e.g. turnf i i ups; 1 ibte; i TOTTS; [screen
sharing of in a public area);

clearing densitive or critical information on whiteboards and other types of display when no|longer
required.

The organizaf
sweep prior {
behind drawe

ion should have procedures in place when vacating facilities including conducting
o leaving to ensure the organization’s assets are not left behind (e.g. documents

rs or furniture).

a final
fallen

Other informjation

No other infofmation.

7.8 Equipment siting and protection

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability

Control

Equipment shiould be sited securely and protected.

Purpose

To reduce thg risks from, physical and environmental threats, and from unauthorized acceps and

damage.

Guidance

The following guidelines should be considered to protect equipment:

a) siting equipment to minimize unnecessary access into work areas and to avoid unauthorized

b)

<)

d)

74

access;

carefully positioning information processing facilities handling sensitive data to reduce the risk of
information being viewed by unauthorized persons during their use;

adopting controls to minimize the risk of potential physical and environmental threats [e.g. theft,
fire, explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, electrical
supply interference, communications interference, electromagnetic radiation and vandalism];

establishing guidelines for eating, drinking and smoking in proximity to information processing
facilities;

monitoring environmental conditions, such as temperature and humidity, for conditions which can
adversely affect the operation of information processing facilities;
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f)

g)

h)

No otHer information.
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applying lightning protection to all buildings and fitting lightning protection filters to all incoming
power and communications lines;

considering the use of special protection methods, such as keyboard membranes, for equipment in
industrial environments;

protecting equipment processing confidential information to minimize the risk of information
leakage due to electromagnetic emanation;

physically separating information processing facilities managed by the organization from those
not managed by the organization.

7.9 S$ecurity of assets off-premises
Cantrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevé¢ntive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability
Control

Off-sitg assets should be protected.

Purpagse

To prejent loss, damage, theft or compromise-of off-site devices and interruption to the prganization’s

operafjions.

Guidapce

Any dgvice used outside the organization’s premises which stores or processes informati¢n (e.g. mobile
device), including devices owned by the organization and devices owned privately and ysed on behalf
of the prganization [bring yout"own device (BYOD)] needs protection. The use of these devices should

be authorized by management.

The following guidelines should be considered for the protection of devices which stdre or process

infornjation outside\the organization’s premises:

a)

b)

c)

d)

e)

f)

ndt leaving equipment and storage media taken off premises unattended in public and unsecured
plices;

olserving manufacturers’ instructions for protecting equipment at all times (e.g. protpction against
exposure to strong electromagnetic fields, water, heat, humidity, dust);

when off-premises equipment is transferred among different individuals or interested parties,
maintaining a log that defines the chain of custody for the equipment including at least names and
organizations of those who are responsible for the equipment. Information that does not need to be
transferred with the asset should be securely deleted before the transfer;

where necessary and practical, requiring authorization for equipment and media to be removed
from the organization’s premises and keeping a record of such removals in order to maintain an
audit trail (see 5.14);

protecting against viewing information on a device (e.g. mobile or laptop) on public transport, and
the risks associated with shoulder surfing;

implementing location tracking and ability for remote wiping of devices.
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Permanent installation of equipment outside the organization’s premises [such as antennas and
automated teller machines (ATMs)] can be subject to higher risk of damage, theft or eavesdropping.
These risks can vary considerably between locations and should be taken into account in determining
the most appropriate measures. The following guidelines should be considered when siting this

equipment ou
a)
b)
c)

tside of the organization’s premises:

physical security monitoring (see 7.4);

protecting against physical and environmental threats (see 7.5);

physical access and tamper proofing controls;

casc caontrals

d) logical ac

Other inforn|

More informaltion about other aspects of protecting information storing and processing equipms

user endpoint

ation

devices can be found in 8.1 and 6.7.

nt and

7.10 Storage media
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #Protect #Physical_security |#Protection

#Integrity #ASset_management
#Availability

Control

Storage medip should be managed through their life<cycle of acquisition, use, transportatign and

disposal in acfordance with the organization’s classification scheme and handling requirements

Purpose

To ensure only authorized disclosure, modification, removal or destruction of information on gtorage

media.

Guidance

Removable stprage media

The following guidelines for.the management of removable storage media should be considered:

a) establishing a topic-specific policy on the management of removable storage media and
communifcatingstich topic- specific policy to anyone who uses or handles removable storage media;

b) where nefeSsary and practical, requiring authorization for storage media to be removed from the
organization and keeping a record of such removals in order to maintain an audit trail;

c) storing all storage media in a safe, secure environment according to their information classification
and protecting them against environmental threats (such as heat, moisture, humidity, electronic
field or ageing), in accordance with manufacturers’ specifications;

d) if information confidentiality or integrity are important considerations, using cryptographic
techniques to protect information on removable storage media;

e) tomitigate the risk of storage media degrading while stored information is still needed, transferring
the information to fresh storage media before becoming unreadable;

f) storing multiple copies of valuable information on separate storage media to further reduce the
risk of coincidental information damage or loss;
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g) considering the registration of removable storage media to limit the chance for information loss;

h) only enabling removable storage media ports [e.g. secure digital (SD) card slots and universal serial
bus (USB) ports] if there is an organizational reason for their use;

i) where there is a need to use removable storage media, monitoring the transfer of information to

su

ch storage media;

j) information can be vulnerable to unauthorized access, misuse or corruption during physical
transport, for instance when sending storage media via the postal service or via courier.

In this control, media includes paper documents. When transferring physical storage media, apply

securi
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7.11 |

B measuEes i

reuse or disposal

lures for the secure reuse or disposal of storage media should be established to
confidential information leakage to unauthorized persons. The procedures for se
al of storage media containing confidential information should be proportional to {
information. The following items should be considered:

Ktorage media containing confidential information need to_be.reused within the
curely deleting data or formatting the storage media before\reuse (see 8.10);

Eposing of storage media containing confidential information securely when not ne¢
g. by destroying, shredding or securely deleting theleontent);

ving procedures in place to identify the items thdt can require secure disposal;

hny organizations offer collection and disposal services for storage media. Care sh
selecting a suitable external party supplie¥’with adequate controls and experience]

boing the disposal of sensitive items.jn‘order to maintain an audit trail;

len accumulating storage media for disposal, giving consideration to the aggre
nich can cause a large quantity ef non-sensitive information to become sensitive.

assessment should be performed on damaged devices containing sensitive data
er the items should be-physically destroyed rather than sent for repair or discarded

information

confidentialinformation on storage media is not encrypted, additional physical prg
e media sheuld be considered.

bupporting utilities

minimize the
cure reuse or
he sensitivity

organization,

pded anymore

ould be taken

gation effect,

to determine
(see 7.14).

tection of the

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Integrity #Protect #Detect #Physical_security |#Prote
#Detective #Availability

ction

Control

Information processing facilities should be protected from power failures and other disruptions caused
by failures in supporting utilities.

Purpose

To prevent loss, damage or compromise of information and other associated assets, or interruption to
the organization’s operations due to failure and disruption of supporting utilities.
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Organizations depend on utilities (e.g. electricity, telecommunications, water supply, gas, sewage,
ventilation and air conditioning) to support their information processing facilities. Therefore, the
organization should:

a) ensure equipment supporting the utilities is configured, operated and maintained in accordance
with the relevant manufacturer’s specifications;

b)

with other supporting utilities;

uinment sunnartinag the utilities icincenocted and testod roeogularlutao oncuro thoir
C) ensure equipmentsupporting-theu pectedand tested regularly ¢

ensure utilities are appraised regularly for their capacity to meet business growth and interactions

functioni
d) ifnecess3
e) ifnecess3

f) ensureed
facilities

ensure ed
in a secuy]

g)

Emergency li
off power, w3
Emergency cd

Other inform

Additional re
more than on

hg;
ry, raise alarms to detect utilities malfunctions;
ry, ensure utilities have multiple feeds with diverse physical routing;

uipment supporting the utilities is on a separate network from theinfermation proc
f connected to a network;

uipment supporting the utilities is connected to the internétonly when needed ar
e manner.

bhting and communications should be provided. Emergency switches and valves
ter, gas or other utilities should be located near(eémergency exits or equipment
ntact details should be recorded and available te/personnel in the event of an outag

ation

dundancy for network connectivity canbe obtained by means of multiple route
e utility provider.

proper

essing

d only

to cut
fooms.
Fe.

5 from

7.12 Cabling security
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Availability
Control

Cables carryi
interference d

Purpose

1g power, data or supporting information services should be protected from intercgption,
r damage.

To prevent loss, damage, theft or compromise of information and other associated assets and
interruption to the organization’s operations related to power and communications cabling.

Guidance

The following guidelines for cabling security should be considered:

a) power and telecommunications lines into information processing facilities being underground
where possible, or subject to adequate alternative protection, such as floor cable protector and
utility pole; if cables are underground, protecting them from accidental cuts (e.g. with armoured
conduits or signals of presence);

b)
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segregating power cables from communications cables to prevent interference;
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c) for sensitive or critical systems, further controls to consider include:

1)

2)
3)

4)
5)

installation of armoured conduit and locked rooms or boxes and alarms at inspection and
termination points;

use of electromagnetic shielding to protect the cables;

periodical technical sweeps and physical inspections to detect unauthorized devices being
attached to the cables;

controlled access to patch panels and cable rooms (e.g. with mechanical keys or PINs);

use of fibre-optic cables;

d) labelling cables at each end with sufficient source and destination details to enabl

identification and inspection of the cable.

Specialist advice should be sought on how to manage risks arising from “cabling

b the physical

incidents or

malfunctions.

Other|information

Sometjmes power and telecommunications cabling are shared resqtisees for more than on¢ organization

occupying co-located premises.

7.13 Equipment maintenance

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Proteeb #Physical_security  |#Protection
#Integrity #Asset_management |#Resilience
#Availability

Control

Equipment should be maintainedftcorrectly to ensure availability, integrity and con

inforn{
Purpag
To pr¢

ation.

se

bvent loss, damage, theft or compromise of information and other associate

interryiption to the 0rganization’s operations caused by lack of maintenance.

Guida
The fo

nce

lowing guidelines for equipment maintenance should be considered:

identiality of

d assets and

a) madirtaiming equipent i accordarnce withthesupplier's Tecommended service f
specifications;

b) implementing and monitoring of a maintenance programme by the organization;

equency and

c) only authorized maintenance personnel carrying out repairs and maintenance on equipment;

d) keeping records of all suspected or actual faults, and of all preventive and corrective maintenance;

e) implementing appropriate controls when equipment is scheduled for maintenance, taking into
account whether this maintenance is performed by personnel on site or external to the organization;

subjecting the maintenance personnel to a suitable confidentiality agreement;

f) supervising maintenance personnel when carrying out maintenance on site;

g) authorizing and controlling access for remote maintenance;
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taken off premises for maintenance;

j)

complying with all maintenance requirements imposed by insurance;

equipment has not been tampered with and is functioning properly;

k)

equipment is to be disposed of.

Other information

applying security measures for assets off-premises (see 7.9) if equipment containing information is

before putting equipment back into operation after maintenance, inspecting it to ensure that the

applying measures for secure disposal or re-use of equipment (see 7.14) if it is determined that

Equipment in|

supply (UPS)
detection sys

cludes technical components of information processing facilities, uninterruptibte
and batteries, power generators, power alternators and converters, physical [int
ems and alarms, smoke detectors, fire extinguishers, air conditioning and lifts:

power
rusion

7.14 Secure disposal or re-use of equipment
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical sseeurity  |#Protection
#Asset_management

Control

Items of equij
licensed softv

Purpose
To prevent lec

Guidance

Equipment shiould be verified to ensure whether or not storage media is contained prior to disp

re-use.

Storage medi
the informati

information pon-retrievable.rather than using the standard delete function. See 7.10 for d

guidance on s

bment containing storage media should be verified to ensure that any sensitive dg
are has been removed or securely overwritten'prior to disposal or re-use.

kage of information from equipment-to be disposed or re-used.

h containing confidential or copyrighted information should be physically destro
on should be destnoyed, deleted or overwritten using techniques to make the o

ecure disposaltof storage media and 8.10 for guidance on information deletion.

Labels and nj
network, sho

equipment at

a)
b)

11d be removed prior to disposal, including reselling or donating to charity.

The organizatli

arkings\identifying the organization or indicating the classification, owner, sys

ta and

pbsal or

yed or

riginal

btailed

em or

the end of lease or when moving out of premises. This depends on factors such as:

its lease agreement to return the facility to original condition;

user access lists, video or image files);

<)

the ability to reuse the controls at the next facility.

Other information

illance

minimizing the risk of leaving systems with sensitive information on them for the next tenant (e.g.

Damaged equipment containing storage media can require a risk assessment to determine whether
the items should be physically destroyed rather than sent for repair or discarded. Information can be
compromised through careless disposal or re-use of equipment.

80

©ISO/IEC 2022 - All rights r

eserved


https://iecnorm.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

In addition to secure disk deletion, full-disk encryption reduces the risk of disclosure of confidential
information when equipment is disposed of or redeployed, provided that:

a) the encryption process is sufficiently strong and covers the entire disk (including slack space, swap

fil
b) th

es);

e cryptographic keys are long enough to resist brute force attacks;

c) the cryptographic keys are themselves kept confidential (e.g. never stored on the same disk).

For further advice on cryptography, see 8.24.

Techn

ques for securely overwriting storage media differ according to the storage me

ia technology

and the classification level of the information on the storage media. Overwriting «to
reviewed to make sure that they are applicable to the technology of the storage media.

See IS

D/IEC 27040 for detail on methods for sanitizing storage media.

8 Technological controls

8.1 User endpoint devices

bls should be

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains

#Prevé¢ntive #Confidentiality #Protect #Asset_management #Prptection
#Integrity #Information_protection
#Availability

Contrel

Infornjation stored on, processed by or accessible via user endpoint devices should be prqtected.

Purpagse

To profect information against the ¥isks introduced by using user endpoint devices.

Guidapce

General

The ornganization should establish a topic-specific policy on secure configuration and ha

endpo
consi

nt devices).The topic-specific policy should be communicated to all relevant g
r the fallowing:

a) the type of information and the classification level that the user endpoint device

p
b) re

c) re

€ess, store or support;

hdling of user
ersonnel and

s can handle,

gistration of user endpoint devices;

quirements for physical protection;

d) restriction of software installation (e.g. remotely controlled by system administrators);

e) requirements for user endpoint device software (including software versions) and for applying
updates (e.g. active automatic updating);

f) rules for connection to information services, public networks or any other network off premises
(e.g. requiring the use of personal firewall);

g) ac

cess controls;

h) storage device encryption;
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protection against malware;

remote disabling, deletion or lockout;
backups;

usage of web services and web applications;
end user behaviour analytics (see 8.16);

the use of removable devices, including removable memory devices, and the possibility of disabling
physical ports (e.g. USB ports);

the use of partitioning capabilities, if supported by the user endpoint device, which can sdcurely
separate [the organization's information and other associated assets (e.g. software) fron] other
informatijon and other associated assets on the device.

Consideration] should be given as to whether certain information is so sensitive that'‘it can dnly be
accessed via fiser endpoint devices, but not stored on such devices. In such casesy/additional te¢hnical
safeguards c3n be required on the device. For example, ensuring that downloading files for joffline

working is digabled and that local storage such as SD card is disabled.

As far as pogsible, the recommendations on this control should be enforced through configyration

management [see 8.9) or automated tools.

rr nsibilit

All users should be made aware of the security requireménts and procedures for protectinig user
endpoint devices, as well as of their responsibilities for implementing such security measures| Users

should be advjised to:

a)
b)

d)

log-off active sessions and terminate services when no longer needed;

protect user endpoint devices from unauthérized use with a physical control (e.g. key Jock or
special locks) and logical control (e.g. password access) when not in use; not leave devices carrying
importanit, sensitive or critical business‘information unattended;

use devides with special care in public places, open offices, meeting places and other unprdtected
areas (e.d. avoid reading confidential information if people can read from the back, use grivacy
screen filfers);

physically protect user endpoint devices against theft (e.g. in cars and other forms of trajsport,
hotel roopns, conference'centres and meeting places).

A specific procedure.taking into account legal, statutory, regulatory, contractual (including insyrance)
and other sedurity requirements of the organization should be established for cases of theft or|loss of

user endpoint dévices.

Use of personal devices

Where the organization allows the use of personal devices (sometimes known as BYOD), in addition to
the guidance given in this control, the following should be considered:

a)

b)

82

separation of personal and business use of the devices, including using software to support such
separation and protect business data on a private device;

providing access to business information only after users have acknowledged their duties (physical
protection, software updating, etc.), waiving ownership of business data, allowing remote wiping
of data by the organization in case of theft or loss of the device or when no longer authorized to use
the service. In such cases, PII protection legislation should be considered;

topic-specific policies and procedures to prevent disputes concerning rights to intellectual property
developed on privately owned equipment;
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d) access to privately owned equipment (to verify the security of the machine or during an
investigation), which can be prevented by legislation;

e) software licensing agreements that are such that organizations can become liable for licensing for
client software on user endpoint devices owned privately by personnel or external party users.

Wireless connections
The organization should establish procedures for:
a) the configuration of wireless connections on devices (e.g. disabling vulnerable protocols);

b) using wireless or wired connections with appropriate bandwidth in accordance with relevant
topic-specific policies (e.g. because backups or software updates are needed).

Other|information

Contrqls to protect information on user endpoint devices depend on whether.the user erfdpoint device
is used only inside of the organization's secured premises and network connections, orl whether it is
exposéd to increased physical and network related threats outside of the organization.

The wireless connections for user endpoint devices are similar to otlier types of network connections
but hgve important differences that should be considered when identifying controls. |In particular,
back-up of information stored on user endpoint devices can someétimes fail because of limited network
bandwidth or because user endpoint devices are not confiected at the times when| backups are
schedyled.

For some USB ports, such as USB-C, disabling the USB«port is not possible because it is fised for other
purposes (e.g. power delivery and display output),

8.2 Privileged access rights

Control type Information Cybersecurity Operational capa- | Security domains
security properties concepts bilities
#Prevéntive #Confidentiality #Protect #ldentity_and_ac- #Protelction
#Integrity cess_management
#Availability
Control

The allocation and use-of privileged access rights should be restricted and managed.
Purpase

To enguresonly authorized users, software components and services are provided wjth privileged
access|rights.

Guidance

The allocation of privileged access rights should be controlled through an authorization process in
accordance with the relevant topic-specific policy on access control (see 5.15). The following should be
considered:

a) identifying users who need privileged access rights for each system or process (e.g. operating
systems, database management systems and applications);

b) allocating privileged access rights to users as needed and on an event-by-event basis in line with
the topic-specific policy on access control (see 5.15) (i.e. only to individuals with the necessary
competence to carry out activities that require privileged access and based on the minimum
requirement for their functional roles);

© ISO/IEC 2022 - All rights reserved 83


https://iecnorm.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 270

02:2022(E)

¢) maintaining an authorization process (i.e. determining who can approve privileged access rights,
or not granting privileged access rights until the authorization process is complete) and a record of
all privileges allocated;

d) defining and implementing requirements for expiry of privileged access rights;

e) taking measures to ensure that users are aware of their privileged access rights and when they are
in privileged access mode. Possible measures include using specific user identities, user interface
settings or even specific equipment;

f) authentication requirements for privileged access rights can be higher than the requirements for
normal access rights. Re-authentication or authentication step-up can be necessary before doing

work wit

g) regularly
rights in
working ¥

h) establish
“root”), d
informati

i) granting
changes
permanel
often aut

j) logginga

k) not shari
person a

Tprivilegedaccess Tights;

and after any organizational change, reviewing users working with privileged

aCCess

brder to verify if their duties, roles, responsibilities and competence still qualify them for

with privileged access rights (see 5.18);

ng specific rules in order to avoid the use of generic administratipn user IDs (5
epending on systems’ configuration capabilities. Managing and pfotecting authent
on of such identities (see 5.17);

uch as
cation

femporary privileged access just for the time window necessary to implement approved

or activities (e.g. for maintenance activities or some “critical changes), rathe
ntly granting privileged access rights. This is often reférred as break glass procedu
mated by privilege access management technologies;

| privileged access to systems for audit purposes;

r than
e, and

hg or linking identities with privileged aceess rights to multiple persons, assigning each
separate identity which allows assigiiing specific privileged access rights. Iddntities

can be gr

1)  only usi
for day-tq
normal n

Other inforn|

Privileged ac
performance
typically reqy

Inappropriatg
that enables

ouped (e.g. by defining an administrator group) in order to simplify the management of
privilegerLaccess rights;

identities with privileged access rights for undertaking administrative tasks apd not

ptwork identity for these activities)].
ation

fess rights are(@ccess rights provided to an identity, a role or a process that allo

ire privileged access rights.

the user to override system or application controls) is a major contributory fa

failures or brg

pachles of systems.

-day general tasks [i.e. checking email, accessing the web (users should have a sejparate

s the

of activities.that typical users or processes cannot perform. System administratolr roles

use.of system administrator privileges (any feature or facility of an information §ystem

tor to

More information related to access management and the secure management of access to information
and information and communications technologies resources can be found in ISO/IEC 29146.

8.3 Information access restriction

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
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Control

Access to information and other associated assets should be restricted in accordance with the
established topic-specific policy on access control.

Purpose

To ensure only authorized access and to prevent unauthorized access to information and other
associated assets.

Guidance

Access_to_information and other associated assets should be restricted in accordance with the
established topic-specific policies. The following should be considered in order to sllpport access

restridtion requirements:

a) ndt allowing access to sensitive information by unknown user identities_ o1 anonyrously. Public
orfanonymous access should only be granted to storage locations that denot contain any sensitive
information;

b) prpviding configuration mechanisms to control access to informatien in systems, applications and
sefvices;

c) controlling which data can be accessed by a particular user;

d) controlling which identities or group of identities have’'which access, such as read, wrjte, delete and
execute;

e) prpviding physical or logical access controls foi~the isolation of sensitive applications, application
ddta, or systems.

Furthgr, dynamic access management techniGues and processes to protect sensitive infprmation that
has high value to the organization should peitonsidered when the organization:

a) ndeds granular control over who ean access such information during what period and in what way;

b) wants to share such information with people outside the organization and maintain control over
who can access it;

c) wants to dynamically manage, in real-time, the use and distribution of such informatjon;

d) wants to protect such information against unauthorized changes, copying and distribution
(including printing);

e) wants to monitor the use of the information;

f)  wants\to record any changes to such information that take place in case a future ifvestigation is

reguired.

Dynamic access management techniques should protect information throughout its life cycle (i.e.
creation, processing, storage, transmission and disposal), including:

a) establishing rules on the management of dynamic access based on specific use cases considering:
1) granting access permissions based on identity, device, location or application;

2) leveraging the classification scheme in order to determine what information needs to be
protected with dynamic access management techniques;

b) establishing operational, monitoring and reporting processes and supporting technical
infrastructure.
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Dynamic access management systems should protect information by:
a) requiring authentication, appropriate credentials or a certificate to access information;

b) restricting access, for example to a specified time frame (e.g. after a given date or until a particular
date);

c) using encryption to protect information;
d) defining the printing permissions for the information;

e) recording who accesses the information and how the information is used;

f) raising alprts if attempts to misuse the information are detected.
Other information

Dynamic accqss management techniques and other dynamic information protection(teehnologies can
support the protection of information even when data is shared beyond the originating organigation,
where traditipnal access controls cannot be enforced. It can be applied to docurhents, emails of other
files containifg information to limit who can access the content and in what way)It can be at a grjanular
level and be aflapted over the life cycle of the information.

Dynamic accgss management techniques do not replace classical acces$smanagement [e.g. usinglaccess
control lists (ACLs)], but can add more factors for conditionality, real*time evaluation, just-in-tinje data
reduction and other enhancements that can be useful for the most’sensitive information. It offers a
way to contrql access outside the organization’s environment.{ncident response can be suppoifted by
dynamic accefs management techniques as permissions can be modified or revoked at any time.

Additional information on a framework for access managément is provided in ISO/IEC 29146.

8.4 Access|to source code

Control tyge Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_access_ |#Protection
#Integrity management
#Availability #Application_security
#Secure_configura-
tion
Control

Read and write access.to source code, development tools and software libraries should be appropyriately
managed.

Purpose

To prevent the introduction of unauthorized functionality, avoid unintentional or malicious changes
and to maintain the confidentiality of valuable intellectual property.

Guidance

Access to source code and associated items (such as designs, specifications, verification plans and
validation plans) and development tools (e.g. compilers, builders, integration tools, test platforms and
environments) should be strictly controlled.

For source code, this can be achieved by controlling central storage of such code, preferably in source
code management system.

Read access and write access to source code can differ based on the personnel’s role. For example, read
access to source code can be broadly provided inside the organization, but write access to source code
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is only made available to privileged personnel or designated owners. Where code components are used
by several developers within an organization, read access to a centralized code repository should be
implemented. Furthermore, if open-source code or third-party code components are used inside an
organization, read access to such external code repositories can be broadly provided. However, write
access should still be restricted.

The following guidelines should be considered to control access to program source libraries in order to
reduce the potential for corruption of computer programs:

a) managing the access to program source code and the program source libraries according to
established procedures;

b) gramting Teadamd-write access to source tode based o business reeds amd managed to address
rigks of alteration or misuse and according to established procedures;

c) upgdating of source code and associated items and granting of access to sourcelcode jn accordance
with change control procedures (see 8.32) and only performing it after appropriate fauthorization
hds been received;

d) ndt granting developers direct access to the source code repository, but through d¢veloper tools
thpt control activities and authorizations on the source code;

e) hdlding program listings in a secure environment, where-read and write accgss should be
appropriately managed and assigned;

f) maintaining an audit log of all accesses and of all chaniges to source code.

If the program source code is intended to be published$additional controls to provide asgurance on its
integrity (e.g. digital signature) should be considered:

Otherlinformation

If access to source code is not properly. gontrolled, source code can be modified or sonpe data in the
development environment (e.g. copies of production data, configuration details) can bg retrieved by
unauthorized persons.

8.5 S$ecure authentication

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protejction
#Integrity cess_management
#Availability
Contrel

Secure—atuthrentication tcx.huulugica ardt 328 gcedures should—be iulp}culcutcd based—on information
access restrictions and the topic-specific policy on access control.

Purpose

To ensure a user or an entity is securely authenticated, when access to systems, applications and
services is granted.

Guidance

A suitable authentication technique should be chosen to substantiate the claimed identity of a user,
software, messages and other entities.

The strength of authentication should be appropriate for the classification of the information to be
accessed. Where strong authentication and identity verification is required, authentication methods
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alternative to passwords, such as digital certificates, smart cards, tokens or biometric means, should be
used.

Authentication information should be accompanied by additional authentication factors for accessing
critical information systems (also known as multi-factor authentication). Using a combination of
multiple authentication factors, such as what you know, what you have and what you are, reduces
the possibilities for unauthorized accesses. Multi-factor authentication can be combined with other
techniques to require additional factors under specific circumstances, based on predefined rules and
patterns, such as access from an unusual location, from an unusual device or at an unusual time.

Biometric authentication information should be invalidated if it is ever compromised. Biometric
authentication can be unavailable depending on the conditions of use (e.g. moisture or aging). To
prepare for tiese issues, biometric authentication should be accompanied with at Ieast one altefnative
authenticatioh technique.

The procedute for logging into a system or application should be designed to minimize the fisk of
unauthorized| access. Log-on procedures and technologies should be implemented. consideripg the
following:

a) not displpying sensitive system or application information until the ldgson process has been
successfully completed in order to avoid providing an unauthorized user with any unnedessary
assistancp;

b) displaying a general notice warning that the system or the application or the service should ¢nly be
accessed py authorized users;

c) not provifling help messages during the log-on procedurefthat would aid an unauthorized uskr (e.g.
if an errqr condition arises, the system should not indicate which part of the data is corfect or
incorrect);

d) validating the log-on information only on complétion of all input data;

e) protecting against brute force log-on attempts on usernames and passwords [e.g. using completely
automateld public Turing test to tell computers and humans apart (CAPTCHA), requiring pagsword
reset after a predefined number of failed-attempts or blocking the user after a maximum number of
errorsj;

f) logging upsuccessful and successful attempts;

g) raising a pecurity event if a potential attempted or successful breach of log-on controls is ddtected
(e.g. sending an alert to._the user and the organization’s system administrators when a ¢ertain
number df wrong password attempts has been reached);

h) displaying or sending the following information on a separate channel on completion of a sucgessful
log-on:

1) date anidtime of the previous successful log-on;

2) details of any unsuccessful log-on attempts since the last successful log-on;

i) not displaying a password in clear text when it is being entered; in some cases, it can be required
to de-activate this functionality in order to facilitate user log-on (e.g. for accessibility reasons or to
avoid blocking users because of repeated errors);

j) not transmitting passwords in clear text over a network to avoid being captured by a network
"sniffer” program;

k) terminating inactive sessions after a defined period of inactivity, especially in high risk locations
such as public or external areas outside the organization’s security management or on user
endpoint devices;
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1) restricting connection duration times to provide additional security for high-risk applications and
reduce the window of opportunity for unauthorized access.

Other information

Additional information on entity authentication assurance can be found is ISO/IEC 29115.

8.6 Capacity management

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive Hrtesrity HeentHytHProteet—HConthty #Gevejnance_and_
#Deteftive #Availability #Detect EcoSysftem #Protec-
tion
Control

The uge of resources should be monitored and adjusted in line with current and expsg
requirgments.

Purpase

To enspre the required capacity of information processing facilitieés, human resources, off
facilitis.

Guidapce
Capaci

faciliti
procegses.

y requirements for information processing\facilities, human resources, offic

Systemp tuning and monitoring should beértapplied to ensure and, where necessary,
availability and efficiency of systems.

The organization should perform stress-tests of systems and services to confirm that suf
capacity is available to meet peak(performance requirements.

Detectfive controls should be-put in place to indicate problems in due time.

Projections of future (capacity requirements should take account of new businesg
requirements and cuyrent and projected trends in the organization’s informatio
capabilities.

Particular atténtion should be paid to any resources with long procurement lead times
Therefore,,managers, service or product owners should monitor the utilization of key syst|

cted capacity

ces and other

s and other

s should be identified, taking into account the business criticality of the concernegl systems and

improve the

ficient system

and system

n processing

or high costs.
Em resources.

Managders”should use capacity information to identify and avoid potential resource li

itations and

dependency on key personnel which can present a threat to system security or services and plan

appropriate action.

Providing sufficient capacity can be achieved by increasing capacity or by reducing
following should be considered to increase capacity:

a) hiring new personnel;
b) obtaining new facilities or space;

c) acquiring more powerful processing systems, memory and storage;

demand. The

d) making use of cloud computing, which has inherent characteristics that directly address issues of
capacity. Cloud computing has elasticity and scalability which enable on-demand rapid expansion

and reduction in resources available to particular applications and services.
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The following should be considered to reduce demand on the organization’s resources:

a) deletion of obsolete data (disk space);

b) disposal of hardcopy records that have met their retention period (free up shelving space);

c¢) decommissioning of applications, systems, databases or environments;

d) optimizing batch processes and schedules;

e) optimizing application code or database queries;

f) denying or restricting bandwidth for resource-consuming services if these are not critical (e.g.

video strIaming).

A documente
Other inform

For more detd

ation

capacity management plan should be considered for mission critical systems.

il on the elasticity and scalability of cloud computing, see ISO/IEC TS 23167.

8.7 Protection against malware
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect |#Systém_and_network_ |#Protection
#Detective #Integrity security #Defence
#Corrective #Availability #Information_protec-
tion
Control

Protection agpinst malware should be implemented and supported by appropriate user awarenefss.

Purpose
To ensure infgrmation and other associated assets are protected against malware.

Guidance

Protection agpinst malware sholild be based on malware detection and repair software, inforjnation
security awafeness, appropriate system access and change management controls. Use of malware
detection angl repair software alone is not usually adequate. The following guidance shopld be

considered:

a)

b)

<)

d)

90

implementing rules and controls that prevent or detect the use of unauthorized software [e.g.
applicatign@llowlisting (i.e. using a list providing allowed applications)] (see 8.19 and 8.32);

implementing controls that prevent or detect the use of known or suspected malicious websites
(e.g. blocklisting);

reducing vulnerabilities that can be exploited by malware [e.g. through technical vulnerability
management (see 8.8 and 8.19)];

conducting regular automated validation of the software and data content of systems, especially
for systems supporting critical business processes; investigating the presence of any unapproved
files or unauthorized amendments;

establishing protective measures against risks associated with obtaining files and software either
from or via external networks or on any other medium;
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electronic storage media. Carrying out regular scans that include:

iy

2)

3)
d

installing and regularly updating malware detection and repair software to scan computers and

scanning any data received over networks or via any form of electronic storage media, for

malware before use;

scanning email and instant messaging attachments and downloads for malware before use.
Carrying out this scan at different places (e.g. at email servers, desktop computers) and when

entering the network of the organization;

scanning webpages for malware when accessed;

based on risk

g)
as|

1)

2)

h) ta

pr
i
ag

dgte. This can be necessary when the protectiontagainst malware causes disrupt

0P
) py
al
m

k)
D)

is
de
in

pr
th

collected in n) and©0) can be used to ensure awareness and training are kept up-to-d4

inj
to

Ve

Kessment outcomes and considering:

defence in depth principles where they would be most effective. For example, th
malware detection in a network gateway (in various application protdgols such
transfer and web) as well as user endpoint devices and servers;

the evasive techniques of attackers (e.g. the use of encrypted files] to deliver m
use of encryption protocols to transmit malware;

ocedures, which can bypass normal controls against malware;

plementing a process to authorize temporarily or_permanently disable some or
hinst malware, including exception approval authorities, documented justificatig

erations;

eparing appropriate business continuity“plans for recovering from malware atta
necessary data and software backup, (including both online and offline backup)
basures (see 8.13);

lating environments where catastrophic consequences can occur;

fining procedures and résponsibilities to deal with protection against malwary¢
Cluding training in theiruse, reporting and recovering from malware attacks;

oviding awarenegss or training (see 6.3) to all users on how to identify and potent

plementing procedures to regularly collect information about new malware, such 3
mailing.lists or reviewing relevant websites;

rifying that information relating to malware, such as warning bulletins, comes f]

is can lead to
as email, file

alware or the

king care to protect against the introduction of malware 'during maintenance and emergency

all measures
n and review
on to normal

cks, including

and recovery

P on systems,

ially mitigate

e receipt, sending-or installation of malware infected emails, files or programs [the information

te];

1s subscribing

rom qualified

ar

is accurate and informative.

Other

information

d Teputable sources {e.g- Tetiable imtermet sites or supptiers of matware detectiom software) and

It is not always possible to install software that protects against malware on some systems (e.g. some
industrial control systems). Some forms of malware infect computer operating systems and computer
firmware such that common malware controls cannot clean the system and a full reimaging of the
operating system software and sometimes the computer firmware is necessary to return to a secure

state.
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8.8 Management of technical vulnerabilities

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Threat_and_ #Governance_and_Ecosys-
#Integrity #Protect vulnerability.  |[tem
#Availability management #Protection #Defence
Control

Information about technical vulnerabilities of information systems in use should be obtained, the
organization’s exposure to such vulnerabilities should be evaluated and appropriate measures should
be taken.

Purpose
To prevent exploitation of technical vulnerabilities.
Guidance
Identifying technical vulnerabilities

The organizafion should have an accurate inventory of assets (see 5.9.te’ 5.14) as a prerequidite for
effective technical vulnerability management; the inventory shouldvinclude the software vendor,
software nanfe, version numbers, current state of deployment (e.g. wWhat software is installed on what
systems) and [the person(s) within the organization responsiblefot the software.

To identify te¢hnical vulnerabilities, the organization should.consider:

a) defining pnd establishing the roles and responsibilities associated with technical vulnerfability
managenjent, including vulnerability monitoring, vulnerability risk assessment, updating| asset
tracking #nd any coordination responsibilities fequired;

b) for software and other technologies (based on the asset inventory list, see 5.9), identifying
informatjon resources that will be used for identifying relevant technical vulnerabilities and
maintainjng awareness about them. Updating the list of information resources based on changes in
the invenfory or when other newyoruseful resources are found;

c) requiring suppliers of information system (including their components) to ensure vulnernability
reporting, handling and diSclosure, including the requirements in applicable contracts (see 3.20);

d) using vulnerability scanning tools suitable for the technologies in use to identify vulnerapilities
and to verify whethekrthe patching of vulnerabilities was successful;

by compgtent-and authorized persons to support the identification of vulnerabilities. Exefcising
caution ap such activities can lead to a compromise of the security of the system;

e) conducti{g planned, documented and repeatable penetration tests or vulnerability assesgments

f) tracking the usage of third-party libraries and source code for vulnerabilities. This should be
included in secure coding (see 8.28).

The organization should develop procedures and capabilities to:

a) detectthe existence of vulnerabilities in its products and services including any external component
used in these;

b) receive vulnerability reports from internal or external sources.

The organization should provide a public point of contact as part of a topic-specific policy on vulnerability
disclosure so that researchers and others are able to report issues. The organization should establish
vulnerability reporting procedures, online reporting forms and making use of appropriate threat
intelligence or information sharing forums. The organization should also consider bug bounty programs
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where rewards are offered as an incentive to assist organizations in identifying vulnerabilities in order
to appropriately remediate them. The organization should also share information with competent
industry bodies or other interested parties.

Evaluating technical vulnerabilities

To evaluate identified technical vulnerabilities, the following guidance should be considered:
a) analyse and verify reports to determine what response and remediation activity is needed;

b) once a potential technical vulnerability has been identified, identifying the associated risks and

the actions to be taken. Such actions can involve updating vulnerable systems or applying other
coptrols-

TakinJ appropriate measures to address technical vulnerabilities

A softyvare update management process should be implemented to ensure the mgst up-to-¢late approved
patchgs and application updates are installed for all authorized software. If changes are pecessary, the
origingl software should be retained and the changes applied to a designated copy. All changes should
be fully tested and documented, so that they can be reapplied, if necessary, t6 future software upgrades.
If required, the modifications should be tested and validated by an independent evaluation body.

The following guidance should be considered to address technical wilnerabilities:

a) taking appropriate and timely action in response tothe identification of potential technical
vUylnerabilities; defining a timeline to react to notifications of potentially relevant technical
vilnerabilities;

b) dgpending on how urgently a technical vulnerability needs to be addressed, carryingfout the action
acpording to the controls related to change management (see 8.32) or by following information
sefurity incident response procedures (se€'5:26);

c) only using updates from legitimate sources (which can be internal or external to the prganization);

d) tepting and evaluating updates before they are installed to ensure they are effectiye and do not
repult in side effects that cannot be tolerated [i.e. if an update is available, assesging the risks
aspociated with installing the’ update (the risks posed by the vulnerability should|be compared
with the risk of installing ‘thle update)];

e) addressing systems-dthigh risk first;
f) dgvelop remediatien (typically software updates or patches);
g) teptto confirrif the remediation or mitigation is effective;

h) prjovide mechanisms to verify the authenticity of remediation;

i) if howipdate is available or the update cannot be installed, considering other controls] such as:

1) applying any workaround suggested by the software vendor or other relevant sources;

2) turning off services or capabilities related to the vulnerability;

3) adapting or adding access controls (e.g. firewalls) at network borders (see 8.20 to 8.22);

4) shielding vulnerable systems, devices or applications from attack through deployment of
suitable traffic filters (sometimes called virtual patching);

5) increasing monitoring to detect actual attacks;

6) raising awareness of the vulnerability.

© ISO/IEC 2022 - All rights reserved 93


https://iecnorm.com/api/?name=7a5cc1aabe212571eb31991b5780c7b4

ISO/IEC 27002:2022(E)

For acquired software, if the vendors regularly release information about security updates for their
software and provide a facility to install such updates automatically, the organization should decide

whether to use the automatic update or not.

Other considerations

An audit log should be kept for all steps undertaken in technical vulnerability management.

The technical vulnerability management process should be regularly monitored and evaluated in order
to ensure its effectiveness and efficiency.

An effective technical vulnerability management process should be aligned with incident management

activities, to
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advantage of the change management processes‘and procedures (see 8.32).
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A weakness with vulnerability scanning is that it is possible it does not fully account for defence in depth:
two countermeasures that are always invoked in sequence can have vulnerabilities that are masked
by strengths in the other. The composite countermeasure is not vulnerable, whereas a vulnerability
scanner can report that both components are vulnerable. The organization should therefore take care
in reviewing and acting on vulnerability reports.

Many organizations supply software, systems, products and services not only within the organization
but also to interested parties such as customers, partners or other users. These software, systems,
products and services can have information security vulnerabilities that affect the security of users.
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Organizations can release remediation and disclose information about vulnerabilities to users (typically
through a public advisory) and provide appropriate information for software vulnerability database
services.

For more information relating to the management of technical vulnerabilities when using cloud
computing, see the ISO/IEC 19086 series and ISO/IEC 27017.

ISO/IEC 29147 provides detailed information on receiving vulnerability reports and publishing
vulnerability advisories. ISO/IEC 30111 provides detailed information about handling and resolving
reported vulnerabilities.

8.9 Configuration management

Conjtrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prevé¢ntive #Confidentiality #Protect #Secure_configuration/| #Protection
#Integrity
#Availability
Control

Configurations, including security configurations, of hardware, software, services and nefworks should
be established, documented, implemented, monitored and reviewed.

Purpase

To engure hardware, software, services and networks function correctly with required security
settings, and configuration is not altered by unauthorized or incorrect changes.

Guidapce
General

The organization should define and implement processes and tools to enforce the defined donfigurations
(including security configurations)for hardware, software, services (e.g. cloud services) g4nd networks,
for neyly installed systems as wellas for operational systems over their lifetime.

Roles, [ responsibilities and ‘procedures should be in place to ensure satisfactory ¢ontrol of all
confighration changes.

Standdrd templates

Standdrd templates for the secure configuration of hardware, software, services and neworks should
be defined:

a) ugingspublicly available guidance (e.g. pre-defined templates from vendors and fronr independent

securityorganizations)
4 =) o

b) considering the level of protection needed in order to determine a sufficient level of security;

c) supporting the organization’s information security policy, topic-specific policies, standards and
other security requirements;

d) considering the feasibility and applicability of security configurations in the organization’s context.

The templates should be reviewed periodically and updated when new threats or vulnerabilities need
to be addressed, or when new software or hardware versions are introduced.

The following should be considered for establishing standard templates for the secure configuration of
hardware, software, services and networks:

a) minimizing the number of identities with privileged or administrator level access rights;
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b) disabling unnecessary, unused or insecure identities;

c) disabling or restricting unnecessary functions and services;

d) restricting access to powerful utility programs and host parameter settings;

e) synchronizing clocks;

f) changing vendor default authentication information such as default passwords immediately after
installation and reviewing other important default security-related parameters;

g) invoking time-out facilities that automatically log off computing devices after a predetermined
period of inactivity:

h) verifying[that licence requirements have been met (see 5.32).

Managing con

Established c
should be ma

Changes to co
Configuration

a) up-to-daf]

b) date of thle last change of configuration;

c) versiono

d) relationt

Monitoring cd

Configuration
maintenance
should be rey
and assess a
templates. An
configuration|

Other inform

Documentatid
software.

figurations

bnfigurations of hardware, software, services and networks should be recorded an

nfigurations should follow the change management process/(see 8.32).
records can contain as relevant:

e owner or point of contact information for the asset;

F configuration template;
b configurations of other assets.

nfigurations

s should be monitored with“a comprehensive set of system management too
itilities, remote support, efterprise management tools, backup and restore softwal
iewed on a regular basis to verify configuration settings, evaluate password str
Ctivities performeds Actual configurations can be compared with the defined
y deviations shouldibe addressed, either by automatic enforcement of the defined
or by manual analysis of the deviation followed by corrective actions.

ation

n for_systems often records details about the configuration of both hardwa

System harde

d alog

ntained of all configuration changes. These records should be sectitely stored. This can
be achieved i} various ways, such as configuration databases or configuration templates.

s (e.g.
e) and
bngths
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target
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Hreis-a-typieal partofconfisurationmanagement

Configuration management can be integrated with asset management processes and associated tooling.

Automation is usually more effective to manage security configuration (e.g. using infrastructure as

code).

Configuration templates and targets can be confidential information and should be protected from

unauthorized
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access accordingly.
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Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Information_pro- |#Protection
tection
#Legal_and_compli-
ance
Control

Information stored in information systems, devices or in any other storage media should be deleted

when no longer required.

Purpagse

To pré¢vent unnecessary exposure of sensitive information and to compl§\with leg
regulatory and contractual requirements for information deletion.

Guida
Gener}

Sensit
disclos

When

a) selecting a deletion method (e.g. electronic averwriting or cryptographic erasure)
with business requirements and taking into,consideration relevant laws and regulati

b) refording the results of deletion as evidence;

c) when using service suppliers of information deletion, obtaining evidence of inform
from them.

Wherd third parties store the organization’s information on its behalf, the organization sh

the in¢lusion of requirements_on information deletion into the third-party agreements

during and upon termination of such services.

Deletion methods

In acd

nce

1

ure.

deleting information on systems, applications andsservices, the following should b

ordance with" the organization’s topic-specific policy on data retention and

al, statutory,

ve information should not be kept for longer than it is required to reduce the risk ¢f undesirable

considered:

n accordance
bns;

htion deletion

ould consider
to enforce it

taking into

consideration relevant legislation and regulations, sensitive information should be delgted when no

longer|required;by:

a) configuring systems to securely destroy information when no longer required (e.g. dfter a defined
periodsubjeetto-the-topte-specifie poliey-ondataretentionor-by-stbjectacecessrequest);

b) deleting obsolete versions, copies and temporary files wherever they are located;

c) using approved, secure deletion software to permanently delete information to help ensure
information cannot be recovered by using specialist recovery or forensic tools;

d) using approved, certified providers of secure disposal services;

e) using disposal mechanisms appropriate for the type of storage media being disposed of (e.g.

degaussing hard disk drives and other magnetic storage media).

Where cloud services are used, the organization should verify if the deletion method provided by the
cloud service provider is acceptable, and if it is the case, the organization should use it, or request that
the cloud service provider delete the information. These deletion processes should be automated in
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accordance with topic-specific policies, when available and applicable. Depending on the sensitivity of
information deleted, logs can track or verify that these deletion processes have happened.

To avoid the unintentional exposure of sensitive information when equipment is being sent back to
vendors, sensitive information should be protected by removing auxiliary storages (e.g. hard disk
drives) and memory before equipment leaves the organization’s premises.

Considering that the secure deletion of some devices (e.g. smartphones) can only be achieved through
destruction or using the functions embedded in these devices (e.g. “restore factory settings”), the
organization should choose the appropriate method according to the classification of information
handled by such devices.

Control measpresdescribedim 7% shoutdbeappliedto physicalty destroy the storagedevire and
simultaneously delete the information it contains.

An official re¢ord of information deletion is useful when analysing the cause of a possiblelinforjation
leakage event

Other infornjation
Information gn user data deletion in cloud services can be found in ISO/IEC 27017.

Information dn deletion of PII can be found in ISO/IEC 27555.

8.11 Data njasking

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Information_protection |#Protection
Control

Data masking should be used in accordance with the organization’s topic-specific policy on |access
control and [other related topic-specific .policies, and business requirements, taking applicable
legislation into consideration.

Purpose

To limit the exposure of sensitivé:data including PII, and to comply with legal, statutory, regulatdry and
contractual r¢quirements.

Guidance

Where the prptection-of sensitive data (e.g. PII) is a concern, the organization should consider fhiding
such data by @isingtechniques such as data masking, pseudonymization or anonymization.

Pseudonymization or anonymization techniques can hide PII_disguise the true identity of PII principals
or other sensitive information, and disconnect the link between PII and the identity of the PII principal
or the link between other sensitive information.

When using pseudonymization or anonymization techniques, it should be verified that data has been
adequately pseudonymized or anonymized. Data anonymization should consider all the elements
of the sensitive information to be effective. As an example, if not considered properly, a person can
be identified even if the data that can directly identify that person is anonymised, by the presence of
further data which allows the person to be identified indirectly.

Additional techniques for data masking include:
a) encryption (requiring authorized users to have a key);

b) nulling or deleting characters (preventing unauthorized users from seeing full messages);
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c) varying numbers and dates;

d) substitution (changing one value for another to hide sensitive data);

e) replacing values with their hash.

The following should be considered when implementing data masking techniques:

a) not granting all users access to all data, therefore designing queries and masks in order to show
only the minimum required data to the user;

b) there are cases where some data should not be visible to the user for some records out of a set of
data; in this case, designing and implementing a mechanism for obfuscation of data (e.g. if a patient
ddes not want hospital staff to be able to see all of their records, even in case of emengency, then the
hdspital staff are presented with partially obfuscated data and data can only be accessed by staff
with specific roles if it contains useful information for appropriate treatment);

c) when data are obfuscated, giving the PII principal the possibility to require-that userf cannot see if
the data are obfuscated (obfuscation of the obfuscation; this is used in-health facilitief, for example
if the patient does not want personnel to see that sensitive information such as pregnancies or
refults of blood exams has been obfuscated);

d) arly legal or regulatory requirements (e.g. requiring the masking of payment cardg' information
dyring processing or storage).

The fol]lowing should be considered when using data masking, pseudonymization or anonymization:

a) leyel of strength of data masking, pseudonymization or anonymization according t¢ the usage of
the processed data;

b) acfess controls to the processed data;

c) agreements or restrictions on usage ofithe processed data;
d) prphibiting collating the processed.data with other information in order to identify th¢ PII principal;
e) keeping track of providing and;feceiving the processed data.
Other|information

Anonymization irreversibly alters PII in such a way that the PII principal can no longei| be identified
directly or indirectly.

Pseudpnymizatign replaces the identifying information with an alias. Knowledge of the algorithm
(sometimes referred to as the “additional information”) used to perform the pseudonymjzation allows
for at|least’some form of identification of the PII principal. Such “additional informjation” should
therefore’be’kept separate and protected.

While pseudonymization is therefore weaker than anonymization, pseudonymized datasets can be
more useful in statistical research.

Data masking is a set of techniques to conceal, substitute or obfuscate sensitive data items. Data masking
can be static (when data items are masked in the original database), dynamic (using automation and
rules to secure data in real-time) or on-the-fly (with data masked in an application’s memory).

Hash functions can be used in order to anonymize PII. In order to prevent enumeration attacks, they
should always be combined with a salt function.

Pll in resource identifiers and their attributes [e.g. file names, uniform resource locators (URLs)] should
be either avoided or appropriately anonymized.

Additional controls concerning the protection of PII in public clouds are given in ISO/IEC 27018.
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Additional information on de-identification techniques is available in ISO/IEC 20889.

8.12 Data leakage prevention

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Information_pro- |#Protection
#Detective tection #Defence
Control

waxrani-‘nn Reasures c]nr\n]r*] ]r\n f\nnhnr‘ I"Q‘Y‘f‘

TTIIreory TppTIreTr

Data leakage es that

process, storg or transmit sensitive information.

i—n svuctapmc nai—wnnr]rc f\nr] - r\i-]r\
TeTITO T HHef
A 4 =

Purpose

To detect and prevent the unauthorized disclosure and extraction of information~by individjals or
systems.

Guidance
The organization should consider the following to reduce the risk of data leakage:

a) identifyirjg and classifying information to protect against leakage (e.g. personal inforrmation,
pricing mlodels and product designs);

b) monitoripg channels of data leakage (e.g. email, file transférs, mobile devices and portable Jtorage
devices);

c) acting t¢ prevent information from leaking (€)g. quarantine emails containing sepsitive
information).

Data leakage prevention tools should be used to:

a) identify gnd monitor sensitive information at risk of unauthorized disclosure (e.g. in unstrugtured
data on afuser’s system);

b) detect the disclosure of sensitive’information (e.g. when information is uploaded to untyusted
third-party cloud services or.Sent via email);

c) block usef actions or network transmissions that expose sensitive information (e.g. preventing the
copying df database entries into a spreadsheet).

The organization should determine if it is necessary to restrict a user’s ability to copy and paste or
upload data tp services, devices and storage media outside of the organization. If that is the cajse, the
organization ghould 1mplement technology such as data leakage prevention tools or the configyration
of existing toc
outside of the orgamzatlon s control.

If data export is required, the data owner should be allowed to approve the export and hold users
accountable for their actions.

Taking screenshots or photographs of the screen should be addressed through terms and conditions of
use, training and auditing.

Where data is backed up, care should be taken to ensure sensitive information is protected using
measures such as encryption, access control and physical protection of the storage media holding the
backup.

Data leakage prevention should also be considered to protect against the intelligence actions of an
adversary from obtaining confidential or secret information (geopolitical, human, financial, commercial,
scientific or any other) which can be of interest for espionage or can be critical for the community. The
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data leakage prevention actions should be oriented to confuse the adversary’s decisions for example by
replacing authentic information with false information, either as an independent action or as response
to the adversary’s intelligence actions. Examples of these kinds of actions are reverse social engineering
or the use of honeypots to attract attackers.

Other information

Data leakage prevention tools are designed to identify data, monitor data usage and movement, and
take actions to prevent data from leaking (e.g. alerting users to their risky behaviour and blocking the
transfer of data to portable storage devices).

Data leakage prevention inherently involves monitoring personnel’s communications and online

at should be
on relating to

privacl, data protection, employment, interception of data and telecommunications,that i$ applicable to
monitgring and data processing in the context of data leakage prevention.
Data lgakage prevention can be supported by standard security controls, such’as topic-syecific policies
on accgss control and secure document management (see 5.12 and 5.15).
8.13 Information backup
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corr¢ctive #Integrity #Recover #Continuity #Protection
#Availability
Control
Backup copies of information, software andxsystems should be maintained and regulprly tested in
accordance with the agreed topic-specific pelicy on backup.
Purpagse

To enalple recovery from loss of data-or systems.

Guida

A topig
infornj

Adequ
be rec

Plans
softwa

nce

-specific policy onbackup should be established to address the organization’s data
ation security reguirements.

hte backup-faeilities should be provided to ensure that all essential information and
bvered following an incident or failure or loss of storage media.

should*be developed and implemented for how the organization will back up
réand systems, to address the topic-specific policy on backup.

retention and

software can

information,

When designing a backup plan, the following items should be taken into consideration:

a)
pr

b)

ocedures;

producing accurate and complete records of the backup copies and documented restoration

reflecting the business requirements of the organization (e.g. the recovery point objective, see

5.30), the security requirements of the information involved and the criticality of the information
to the continued operation of the organization in the extent (e.g. full or differential backup) and
frequency of backups;

damage from a disaster at the main site;

d)

Clause 7 and 8.1) consistent with the standards applied at the main site;
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giving backup information an appropriate level of physical and environmental protection (see
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regularly testing backup media to ensure that they can be relied on for emergency use when

necessary. Testing the ability to restore backed-up data onto a test system, not by overwriting the
original storage media in case the backup or restoration process fails and causes irreparable data
damage or loss;

f)

where confidentiality is of importance);

g)

taking care to ensure that inadvertent data loss is detected before backup is taken.

protecting backups by means of encryption according to the identified risks (e.g. in situations

Operational procedures should monitor the execution of backups and address failures of scheduled
backups to ensure completeness of backups according to the topic-specific policy on backups.

Backup meas
meet the obj
combined wit
by the busing
cover all syst
event of a dis:

When the ot
applications 4
determine if g
provided as p

The retentior
any requirem
information (
and should ta

Other inform

For further information on storage security including retention consideration, see ISO/IEC 2704(.

ires for individual systems and services should be regularly tested to ensure. thj
bctives of incident response and business continuity plans (see 5.30). This\sho
h a test of the restoration procedures and checked against the restoration time re
ss continuity plan. In the case of critical systems and services, backupmeasures
bms information, applications and data necessary to recover the complete system|
jster.

ganization uses a cloud service, backup copies of the ofganization’s inforn
nd systems in the cloud service environment should be taken. The organization
nd how requirements for backup are fulfilled when usingtthe information backup
hrt of the cloud service.

period for essential business information should‘be determined, taking into a
ent for retention of archive copies. The orgafizdation should consider the dele
ee 8.10) in storage media used for backup oncethe information’s retention period ¢
ke into consideration legislation and regulations.

ation

it they
uld be
quired
should
in the

hation,
should
ervice
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8.14 Redunfancy of information processing facilities
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Availability #Protect #Continuity #Protection
#Asset_management |#Resilience

Control

Information grocessing facilities should be implemented with redundancy sufficient to meet availability

requirements

Purpose

To ensure the

Guidance

continuous operation of information processing facilities.

The organization should identify requirements for the availability of business services and information
systems. The organization should design and implement systems architecture with appropriate
redundancy to meet these requirements.

Redundancy can be introduced by duplicating information processing facilities in part or in their
entirety (i.e. spare components or having two of everything). The organization should plan and
implement procedures for the activation of the redundant components and processing facilities.
The procedures should establish if the redundant components and processing activities are always
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activated, or in case of emergency, automatically or manually activated. The redundant components
and information processing facilities should ensure the same security level as the primary ones.

Mechanisms should be in place to alert the organization to any failure in the information processing
facilities, enable executing the planned procedure and allow continued availability while the
information processing facilities are repaired or replaced.

The organization should consider the following when implementing redundant systems:

a) contracting with two or more suppliers of network and critical information processing facilities
such as internet service providers;

b) uclng rnr‘nnr‘anf natv]nrks;
c) using two geographically separate data centres with mirrored systems;

d) usging physically redundant power supplies or sources;

e) using multiple parallel instances of software components, with automadtic’load balarjcing between
thpm (between instances in the same data centre or in different data centres);

f) having duplicated components in systems (e.g. CPU, hard disks,\themories) or in fgetworks (e.g.
fiewalls, routers, switches).

Wherg applicable, preferably in production mode, redundant‘information systems shoulfl be tested to
ensurg the failover from one component to another component works as intended.

Other|information

There |s a strong relationship between redundanc¥and ICT readiness for business continyity (see 5.30)
especiplly if short recovery times are required.Many of the redundancy measures can pe part of the
ICT continuity strategies and solutions.

The implementation of redundancies can“introduce risks to the integrity (e.g. processes of copying
data t¢ duplicated components can introduce errors) or confidentiality (e.g. weak security control of
duplicfited components can lead to,compromise) of information and information systemjs, which need
to be gonsidered when designing information systems.

Redundancy in information processing facilities does not usually address application unayailability due
to faulfs within an application.

With the use of public)cloud computing, it is possible to have multiple live versions gf information
procegsing facilities; existing in multiple separate physical locations with automatic failover and load
balanding between them.

Some pf the technologies and techniques for providing redundancy and automatic fafil-over in the
context af cloud services are discussed in ISO/IEC TS 23167.

8.15 Logging

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Information_securi- |#Protection
#Integrity ty_event_management |#Defence
#Availability
Control

Logs that record activities, exceptions, faults and other relevant events should be produced, stored,
protected and analysed.
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Purpose

To record events, generate evidence, ensure the integrity of log information, prevent against
unauthorized access, identify information security events that can lead to an information security
incident and to support investigations.

Guidance
General

The organization should determine the purpose for which logs are created, what data is collected and
logged, and any log-specific requirements for protecting and handling the log data. This should be

documented ip-a-topic-specificpolicy-onlogging.

Event logs shguld include for each event, as applicable:
a) user IDs;
b) system agtivities;

c) dates, tinjes and details of relevant events (e.g. log-on and log-off);

d) device id¢ntity, system identifier and location;

e) network addresses and protocols.

The following events should be considered for logging:

a) successfyl and rejected system access attempts;

b) successful and rejected data and other resource access attempts;

c) changes tpo system configuration;

d) use of priyvileges;

e) use of utility programs and applications;

f) files acce$sed and the type of access, including deletion of important data files;
g) alarms rdised by the access control system;

h) activation and de-activation of security systems, such as anti-virus systems and intrusion defection
systems;

i) creation, modification or deletion of identities;

j) transactipns executed by users in applications. In some cases, the applications are a seryice or
product growvided or run by a third party.

Itis important for all systems to have synchronized time sources (see 8.17) as this allows for correlation
of logs between systems for analysis, alerting and investigation of an incident.

Protection of logs

Users, including those with privileged access rights, should not have permission to delete or de-activate
logs of their own activities. They can potentially manipulate the logs on information processing
facilities under their direct control. Therefore, it is necessary to protect and review the logs to maintain
accountability for the privileged users.

Controls should aim to protect against unauthorized changes to log information and operational
problems with the logging facility including:

a) alterations to the message types that are recorded;
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b) log files being edited or deleted;

c) failure to record events or over-writing of past recorded events if the storage media holding a log
file is exceeded.

For protection of logs, the use of the following techniques should be considered: cryptographic hashing,
recording in an append-only and read-only file, recording in a public transparency file.

Some audit logs can be required to be archived because of requirements on data retention or
requirements to collect and retain evidence (see 5.28).

Where the organization needs to send system or application logs to a vendor to assist with debugging or
troubleshestingerrorslopsshould be desidentificdwhere possibleusing data-maskingtgchniques (see

8.11) fpr information such as usernames, internet protocol (IP) addresses, hostnames 0 organization
name, pefore sending to the vendor.

Event [logs can contain sensitive data and personally identifiable informatien/ Approgriate privacy
protedtion measures should be taken (see 5.34).

Log anfalysis

Log anfalysis should cover the analysis and interpretation of information’security events, tp help identify
unusugl activity or anomalous behaviour, which can represent indicators of compromise.

Analydis of events should be performed by taking into account:
a) thp necessary skills for the experts performing the analysis;
b) dgtermining the procedure of log analysis;

c) therequired attributes of each security-related event;

d) exceptions identified through the use‘of predetermined rules [e.g. security infprmation and
event management (SIEM) or firewalP’rules, and intrusion detection systems (IDSY) or malware
signatures];

e) Kkrlown behaviour patterns. anid standard network traffic compared to anomaloug activity and
bghaviour [user and entity behaviour analytics (UEBA)];

f) repults of trend or pattern analysis (e.g. as a result of using data analytics, big data t¢chniques and
specialized analysi§ tools);

g) avjailable threatintelligence.

Log analysis §hould be supported by specific monitoring activities to help identify] and analyse
anomdlousbehaviour, which includes:

a) repiewing successful and unsuccessful attempts to access protected resources [e.g. [domain name
system (DNS) servers, web portals and file shares];

b) checking DNS logs to identify outbound network connections to malicious servers, such as those
associated with botnet command and control servers;

c) examining usage reports from service providers (e.g. invoices or service reports) for unusual
activity within systems and networks (e.g. by reviewing patterns of activity);

d) including event logs of physical monitoring such as entrance and exit to ensure more accurate
detection and incident analysis;

e) correlating logs to enable efficient and highly accurate analysis.
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Suspected and actual information security incidents should be identified (e.g. malware infection or
probing of firewalls) and be subject to further investigation (e.g. as part of an information security
incident management process, see 5.25).

Other information

System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the use of suitable utility programs or audit tools to perform file interrogation can be considered.

Event logging sets the foundation for automated monitoring systems (see 8.16) which are capable of
generating consolidated reports and alerts on system security.

A SIEM tool off equivalent service can be used to store, correlate, normalize and analyse log inférthation,
and to geneffate alerts. SIEMs tend to require careful configuration to optimize theixbégnefits.
Configuratior]s to consider include identification and selection of appropriate log sources,/tunipg and
testing of rulgs and development of use cases.

Public transpprency files for the recording of logs are used, for example, in certificate transpprency

systems. Suc
tampering.

customer an
being used. F

In cloud env(i

files can provide an additional detection mechanism useful for; guarding against log

ronments, log management responsibilities can be shared-between the cloud gervice
the cloud service provider. Responsibilities vary depending on the type of cloud gervice
rther guidance can be found in ISO/IEC 27017.

8.16 Monitgring activities
Control tyge Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Respond  |#Information_securi- |#Defence
#Corrective #Integrity #Availability ty_event_management
Control

Networks, sy
actions taken

Purpose
To detect ano
Guidance

The monitori
security requ

stems and applications, should be monitored for anomalous behaviour and appr¢priate
to evaluate potential infermation security incidents.

malous behawiolir and potential information security incidents.

hg scope and level should be determined in accordance with business and information
rements and taking into consideration relevant laws and regulations. Monitoring records

should be ma

Ttaimed for defimed retention periods.

The following should be considered for inclusion within the monitoring system:

a) outbound and inbound network, system and application traffic;

b) access to systems, servers, networking equipment, monitoring system, critical applications, etc.;

c) critical or admin level system and network configuration files;

d) logsfrom security tools [e.g. antivirus, IDS, intrusion prevention system (IPS), web filters, firewalls,
data leakage prevention];

e) eventlogsrelating to system and network activity;
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f)

tampered with (e.g. by recompilation to add additional unwanted code);

checking that the code being executed is authorized to run in the system and that it has not been

g) use of the resources (e.g. CPU, hard disks, memory, bandwidth) and their performance.

The organization should establish a baseline of normal behaviour and monitor against this baseline for

anomalies. When establishing a baseline, the following should be considered:

a)

reviewing utilization of systems at normal and peak periods;

b) wusual time of access, location of access, frequency of access for each user or group of users.

y anomalous

The monitoring system should be configured against the established baseline to identi

behavjour, such as:

a) urplanned termination of processes or applications;

b) activity typically associated with malware or traffic originating from knownaliciou
or[network domains (e.g. those associated with botnet command and control servers;

c) krown attack characteristics (e.g. denial of service and buffer overflows);

d) urfusual system behaviour (e.g. keystroke logging, process/injection and deviati
standard protocols);

e) bdttlenecks and overloads (e.g. network queuing, latency-levels and network jitter);

f) urjauthorized access (actual or attempted) to systems’or information;

g) urjauthorized scanning of business applications,Systems and networks;

h) sulccessful and unsuccessful attempts to access protected resources (e.g. DNS server
ar(d file systems);

i) urjusual user and system behaviour-in relation to expected behaviour.

Continuous monitoring via a monitoring tool should be used. Monitoring should be done i

in perjodic intervals, subject to.@rganizational need and capabilities. Monitoring tools §
the abjlity to handle large amounts of data, adapt to a constantly changing threat landsc:
for regl-time notification. The tools should also be able to recognize specific signature
netwofk or application behaviour patterns.

Automlated monitoringsoftware should be configured to generate alerts (e.g. via manager|
email mmessagesOriinstant messaging systems) based on predefined thresholds. The al
should be tuned and trained on the organization’s baseline to minimize false positives. Per]
be dedicated to respond to alerts and should be properly trained to accurately inter
incidents:, There should be redundant systems and processes in place to receive and rej

5 [P addresses

)

bns in use of

5, web portals

n real time or
hould include
Ipe, and allow
s and data or

hent consoles,
prting system
sonnel should
bret potential
pond to alert

Abnormal events should be communicated to relevant parties in order to improve the following
activities: auditing, security evaluation, vulnerability scanning and monitoring (see 5.25). Procedures
should be in place to respond to positive indicators from the monitoring system in a timely manner, in
order to minimize the effect of adverse events (see 5.26) on information security. Procedures should
also be established to identify and address false positives including tuning the monitoring software to
reduce the number of future false positives.

Other information

Security monitoring can be enhanced by:
a)
b)

leveraging threat intelligence systems (see 5.7);

leveraging machine learning and artificial intelligence capabilities;
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c) using blocklists or allowlists;

d) undertaking a range of technical security assessments (e.g. vulnerability assessments, penetration
testing, cyber-attack simulations and cyber response exercises), and using the results of these
assessments to help determine baselines or acceptable behaviour;

e) using performance monitoring systems to help establish and detect anomalous behaviour;
f) leveraginglogs in combination with monitoring systems.

Monitoring activities are often conducted using specialist software, such as intrusion detection
systems. These can be configured to a baseline of normal, acceptable and expected system and network
activities.

Monitoring far anomalous communications helps in the identification of botnets (i.e. set.of devices
under the malicious control of the botnet owner, usually used for mounting distributed dehjal of yervice
attacks on other computers of other organizations). If the computer is being controlled by an external
device, thereis a communication between the infected device and the controller The organjzation
should therefpre employ technologies to monitor for anomalous communications'and take suchjaction
as necessary.

8.17 Clock §ynchronization

Control tyge Information Cybersecurity QOperational Security domains
security properties concepts capabilities
#Detective #Integrity #Protect #Detect #Information_securi- |#Protection
ty_event_management | #Defence

Control

The clocks of information processing systems used by the organization should be synchronized to
approved timg sources.

Purpose

To enable th¢ correlation and analysis.éf security-related events and other recorded data, pnd to
support invesftigations into informatien security incidents.

Guidance

External and|internal requirements for time representation, reliable synchronization and acfuracy
should be dogumented and*implemented. Such requirements can be from legal, statutory, regulatory,
contractual, dtandards~and internal monitoring needs. A standard reference time for use within the
organization $hould-bedefined and considered for all systems, including building management syjstems,
entry and exif systems and others that can be used to aid investigations.

A clock linked to aradio timne broadcast{Ton a national atomic ctock or giobat posttiommng system (GPS)
should be used as the reference clock for logging systems; a consistent, trusted date and time source to
ensure accurate time-stamps. Protocols such as network time protocol (NTP) or precision time protocol
(PTP) should be used to keep all networked systems in synchronization with a reference clock.

The organization can use two external time sources at the same time in order to improve the reliability
of external clocks, and appropriately manage any variance.

Clock synchronization can be difficult when using multiple cloud services or when using both cloud
and on-premises services. In this case, the clock of each service should be monitored and the difference
recorded in order to mitigate risks arising from discrepancies.
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Other information

The correct setting of computer clocks is important to ensure the accuracy of event logs, which can
be required for investigations or as evidence in legal and disciplinary cases. Inaccurate audit logs can
hinder such investigations and damage the credibility of such evidence.

8.18 Use of privileged utility programs

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
Himtegrity WOTK_SECUTItY
#Availability #Secure_configura-
tion
#Application_security

Contr

The ug
restrid

Purpag

To ens
securi

Guida

The fo
applic

a)

b)

‘)
d)

e)

f)
g)

h)
i)

lin
us
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authorization for ad hoc use of utility programs;

ng
se
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at

]

e of utility programs that can be capable of overriding system and-application cont
ted and tightly controlled.

se

[y
nce

|lowing guidelines for the use of utility programs that can be capable of overridin
ition controls should be considered:

hitation of the use of utility programs*to the minimum practical number of trusts
ers (see 8.2);

e of identification, authentication and authorization procedures for utility progrg
ique identification of the p€rson who uses the utility program;

fining and documenting of authorization levels for utility programs;

t making utility programs available to users who have access to applications on s
bregation®f-duties is required;

moviiigor disabling all unnecessary utility programs;

rols should be

ure the use of utility programs does not harm system~and application controls fgr information

g system and

d, authorized

ms, including

y'stems where

axninimum, logical segregation of utility programs from application software. Where practical,

segregating network communications for such programs from application traffic;

limitation of the availability of utility programs (e.g. for the duration of an authorized change);

logging of all use of utility programs.

Other information

Most information systems have one or more utility programs that can be capable of overriding system
and application controls, for example diagnostics, patching, antivirus, disk defragmenters, debuggers,
backup and network tools.
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8.19 Installation of software on operational systems

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality #Protect #Secure_configuration |#Protection
#Integrity #Application_security
#Availability
Control

Procedures and measures should be implemented to securely manage software installation on
operational systems.

Purpose
To ensure the|integrity of operational systems and prevent exploitation of technical vulnerabilities.
Guidance

The following guidelines should be considered to securely manage changes andinstallation of software
on operationgl systems:

a) performipg updates of operational software only by trained administrators upon appr¢priate
managenjent authorization (see 8.5);

b) ensuringlthat only approved executable code and no developiient code or compilers is installed on
operatiorjal systems;

c) onlyinstglling and updating software after extensive and successful testing (see 8.29 and 8.81);
d) updatingfall corresponding program source libraries;

e) using a cpnfiguration control system to keep*control of all operational software as well|as the
system d¢pcumentation;

f) defining 4 rollback strategy before changes are implemented;
g) maintain|ng an audit log of all updates to operational software;

h) archiving old versions of software, together with all required information and pararpeters,
procedurgs, configuration\details and supporting software as a contingency measure, and| for as
long as the software isrequired to read or process archived data.

Any decision [to upgrade to a new release should take into account the business requirements for the
change and the security'of the release (e.g. the introduction of new information security functionality or
the number and séverity of information security vulnerabilities affecting the current version). Software
patches should.béapplied when they can help to remove or reduce information security vulnerapilities
(see 8.8 and 8-197-

Computer software can rely on externally supplied software and packages (e.g. software programs
using modules which are hosted on external sites), which should be monitored and controlled to avoid
unauthorized changes, because they can introduce information security vulnerabilities.

Vendor supplied software used in operational systems should be maintained at a level supported
by the supplier. Over time, software vendors will cease to support older versions of software. The
organization should consider the risks of relying on unsupported software. Open source software used
in operational systems should be maintained to the latest appropriate release of the software. Over
time, open source code can cease to be maintained but is still available in an open source software
repository. The organization should also consider the risks of relying on unmaintained open source
software when used in operational systems.
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When suppliers are involved in installing or updating software, physical or logical access should
only be given when necessary and with appropriate authorization. The supplier’s activities should be
monitored (see 5.22).

The organization should define and enforce strict rules on which types of software users can install.

The principle of least privilege should be applied to software installation on operational systems.
The organization should identify what types of software installations are permitted (e.g. updates and
security patches to existing software) and what types of installations are prohibited (e.g. software
that is only for personal use and software whose pedigree with regard to being potentially malicious
is unknown or suspect). These privileges should be granted based on the roles of the users concerned.

Otherfmformmation

No othler information.

8.20 Networks security

Cantrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #System_and_net- #Profection
#Detegtive #Integrity work=security
#Availability
Contrel

Networks and network devices should be secured, managed and controlled to protect information in
systenps and applications.

Purpgse

To pretect information in networks apd its supporting information processing facilities from
comprpmise via the network.

Guidapce

Contrqls should be implemernted to ensure the security of information in networks ajnd to protect
conne¢ted services from unauthorized access. In particular, the following items should bg considered:

a) thp type and classification level of information that the network can support;

b) establishing responsibilities and procedures for the management of networking efuipment and
dgvices;

c) maintaining up to date documentation including network diagrams and configufation files of
dgvices(e.g. routers, switches);

d) separating operational responsibility for networks from ICT system operations where appropriate
(see 5.3);

e) establishing controls to safeguard the confidentiality and integrity of data passing over public
networks, third-party networks or over wireless networks and to protect the connected systems
and applications (see 5.22, 8.24, 5.14 and 6.6). Additional controls can also be required to maintain
the availability of the network services and computers connected to the network;

f) appropriately logging and monitoring to enable recording and detection of actions that can affect,
or are relevant to, information security (see 8.16 and 8.15);

g) closely coordinating network management activities both to optimize the service to the
organization and to ensure that controls are consistently applied across the information processing
infrastructure;
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h) authenticating systems on the network;

i) restricting and filtering systems connection to the network (e.g. using firewalls);

j) detecting, restricting and authenticating the connection of equipment and devices to the network;
k) hardening of network devices;

1) segregating network administration channels from other network traffic;

m) temporarily isolating critical subnetworks (e.g. with drawbridges) if the network is under attack;

n) disabling vulnerable network protocols.

The organization should ensure that appropriate security controls are applied to the use of virtyalized
networks. Vifftualized networks also cover software-defined networking (SDN, SD-WAN),\Virtyalized
networks car} be desirable from a security viewpoint, since they can permit logical s€paration of
communicatign taking place over physical networks, particularly for systems and applications that are
implemented jusing distributed computing.

Other information

Additional inIrmation on network security can be found in the ISO/IEC 27033 series.

More information concerning virtualized networks can be found in ISOAEC TS 23167.

8.21 Securify of network services

Control type Information Cybersecurity Operational Security dognains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_security
#Availability
Control

Security mechanisms, service levels and'service requirements of network services should be identified,
implemented pnd monitored.

Purpose
To ensure secprity in the use.of network services.
Guidance

The security meaSuires necessary for particular services, such as security features, service lev¢ls and
service requifehdents, should be identified and implemented (by internal or external network gervice
providers). Tlreorgamnizatiom shouldemnsure that retwork service providers fmptement these medsures.

The ability of the network service provider to manage agreed services in a secure way should be
determined and regularly monitored. The right to audit should be agreed between the organization
and the provider. The organization should also consider third-party attestations provided by service
providers to demonstrate they maintain appropriate security measures.

Rules on the use of networks and network services should be formulated and implemented to cover:
a) the networks and network services which are allowed to be accessed;
b) authentication requirements for accessing various network services;

c) authorization procedures for determining who is allowed to access which networks and networked
services;
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d) network management and technological controls and procedures to protect access to network
connections and network services;

e) the means used to access networks and network services [e.g. use of virtual private network (VPN)
or wireless network];

f) time, location and other attributes of the user at the time of the access;

g) monitoring of the use of network services.

The following security features of network services should be considered:

a) technology applied for security of network services, such as authentication, encryption and
ngtwork connection controls;

b) tefhnical parameters required for secured connection with the network seryié€es |n accordance
with the security and network connection rules;

c) carhing (e.g. in a content delivery network) and its parameters that alloW users to chdose the use of
caching in accordance with performance, availability and confidentiality requirements;

d) procedures for the network service usage to restrict access toietwork services o1 applications,
where necessary.

Otherjinformation

Netwark services include the provision of connections, priyate network services and manfaged network

security solutions such as firewalls and intrusion detgction systems. These services cgn range from

simpld unmanaged bandwidth to complex value-added offerings.

More guidance on a framework for access managément is given in ISO/IEC 29146.

8.22 $egregation of networks

Conjtrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Prevé¢ntive #Confidentidlity #Protect #System_and_net- #Profection
#Integrity work_security
#Availability

Control

Group$ of information services, users and information systems should be segregated in the

organization’s‘networks.

Purpase

To split the network In security boundaries and to control traffic between them based on business
needs.

Guidance

The organization should consider managing the security of large networks by dividing them into
separate network domains and separating them from the public network (i.e. internet). The domains
can be chosen based on levels of trust, criticality and sensitivity (e.g. public access domain, desktop
domain, server domain, low- and high-risk systems), along organizational units (e.g. human resources,
finance, marketing) or some combination (e.g. server domain connecting to multiple organizational
units). The segregation can be done using either physically different networks or by using different
logical networks.

The perimeter of each domain should be well-defined. If access between network domains is allowed,
it should be controlled at the perimeter using a gateway (e.g. firewall, filtering router). The criteria for
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segregation of networks into domains, and the access allowed through the gateways, should be based
on an assessment of the security requirements of each domain. The assessment should be in accordance
with the topic-specific policy on access control (see 5.15), access requirements, value and classification
of information processed and take account of the relative cost and performance impact of incorporating
suitable gateway technology.

Wireless networks require special treatment due to the poorly-defined network perimeter. Radio
coverage adjustment should be considered for segregation of wireless networks. For sensitive
environments, consideration should be made to treat all wireless access as external connections and
to segregate this access from internal networks until the access has passed through a gateway in
accordance with network controls (see 8.20) before granting access to internal systems. Wireless access
network for guests should be segregated from those for personnel if personnel only use controlled user
endpoint dev]ces compliant to the organization’s topic-specific policies. WiFi for guests shoulfl have
at least the same restrictions as WiFi for personnel, in order to discourage the use of guestWiFi by
personnel.

Other informjation

Networks oftpn extend beyond organizational boundaries, as business partnerships are formgd that
require the interconnection or sharing of information processing and networking facilitied. Such
extensions cgn increase the risk of unauthorized access to the organization’s information systems
that use the hetwork, some of which require protection from other network users because df their
sensitivity or[criticality.

8.23 Web filtering

Control type Information Cybersecurity Operational Security dognains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Integrity work_security
#Availability
Control

Access to extgrnal websites should be managed to reduce exposure to malicious content.
Purpose

To protect syftems from being dompromised by malware and to prevent access to unauthoriz¢d web
resources.

Guidance

The organiz
information
by blocking t
technologies do this automatically or can be configured to do so.

ionsshould reduce the risks of its personnel accessing websites that contain |illegal
areknown to contain viruses or phishing material. A technique for achieving this{works
i i i-malware

The organization should identify the types of websites to which personnel should or should not have
access. The organization should consider blocking access to the following types of websites:

a) websites that have an information upload function unless permitted for valid business reasons;
b) known or suspected malicious websites (e.g. those distributing malware or phishing contents);
c¢) command and control servers;

d) malicious website acquired from threat intelligence (see 5.7);

e) websites sharing illegal content.
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Prior to deploying this control, the organization should establish rules for safe and appropriate use
of online resources, including any restriction to undesirable or inappropriate websites and web-based
applications. The rules should be kept up-to-date.

Training should be given to personnel on the secure and appropriate use of online resources including
access to the web. The training should include the organization’s rules, contact point for raising security
concerns, and exception process when restricted web resources need to be accessed for legitimate
business reasons. Training should also be given to personnel to ensure that they do not overrule any
browser advisory that reports that a website is not secure but allows the user to proceed.

Other information

Web f > > of acceptable
websitles or domains, list of prohibited websites or domains and bespoke configuratien t¢ help prevent
malicipus software and other malicious activity from attacking the organization’s networlk and systems.
8.24 Use of cryptography
Conftrol type Information Cybersecurity Operational Security do-
security properties concepts cdpabilities mains
#Prevé¢ntive #Confidentiality #Protect #Secure_configuration |#Prptection
#Integrity
#Availability
Control
Rules for the effective use of cryptography, includingeryptographic key management, shofild be defined
and injplemented.
Purpgse
To engure proper and effective use of.gPyptography to protect the confidentiality, apithenticity or

integrity of information according to business and information security requirements, apd taking into

consideration legal, statutory, regulatery and contractual requirements related to cryptography.

Guidapce

General

When psing cryptography, the following should be considered:

a) the topic-spegific policy on cryptography defined by the organization, including the general
priinciples fet. the protection of information. A topic-specific policy on the use of cryptography is
necessary.to maximize the benefits and minimize the risks of using cryptographic t¢chniques and
tolaveid ihappropriate or incorrect use;

b) identifyimg—theTequired—tevel—of protectiom—amd—the—lassificatiom—of—thre—imformation and
consequently establishing the type, strength and quality of the cryptographic algorithms required;

c) the use of cryptography for protection of information held on mobile user endpoint devices or
storage media and transmitted over networks to such devices or storage media;

d) the approach to key management, including methods to deal with the generation and protection of
cryptographic keys and the recovery of encrypted information in the case of lost, compromised or
damaged keys;

e) rolesand responsibilities for:

1)

©150/1

the implementation of the rules for the effective use of cryptography;
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2) the key management, including key generation (see 8.24);

f) the standards to be adopted, as well as cryptographic algorithms, cipher strength, cryptographic

solutions

and usage practices that are approved or required for use in the organization;

g) theimpactofusing encrypted information on controls that rely on content inspection (e.g. malware

detection

or content filtering).

When implementing the organization’s rules for effective use of cryptography, the regulations and
national restrictions that can apply to the use of cryptographic techniques in different parts of the world
should be taken into consideration as well as the issues of trans-border flow of encrypted information

(see 5.31).

The contents pf service level agreements or contracts with external suppliers of cryptographi¢ sgrvices

(e.g. with a cqrtification authority) should cover issues of liability, reliability of services and fesponse

times for the provision of services (see 5.22).

Key managenjent

Appropriate ey management requires secure processes for generating, storing, archiving, retrjeving,

distributing, retiring and destroying cryptographic keys.

A key managpment system should be based on an agreed set of standards, procedures and secure

methods for:

a) generatilg keys for different cryptographic systems and différent applications;

b) issuing ampd obtaining public key certificates;

c) distributing keys to intended entities, including how to-activate keys when received;

d) storing keys, including how authorized users ohtain access to keys;

e) changinglor updating keys including rules on‘when to change keys and how this will be dong;

f) dealing with compromised keys;

g) revokingkeys including how to withdraw or deactivate keys [e.g. when keys have been compr¢mised
or when g user leaves an organization (in which case keys should also be archived)];

h) recoverirlg keys that are lostor corrupted;

i) backing up or archiving keys;

j) destroying keys;

k) logging ahd aGditing of key management related activities;

1) setting adtivatienand-deactivation-datesforkeysse-thatthe keyseanontybeusedfor-theperiod of
time according to the organization's rules on key management;

m) handling legal requests for access to cryptographic keys (e.g. encrypted information can be
required to be made available in an unencrypted form as evidence in a court case).

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

In addition to integrity, for many use cases, the authenticity of public keys should also be considered.
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Other information

The authenticity of public keys is usually addressed by public key management processes using
certificate authorities and public key certificates, but it is also possible to address it by using
technologies such as applying manual processes for small number keys.

Cryptography can be used to achieve different information security objectives, for example:

a) confidentiality: using encryption of information to protect sensitive or critical information, either
stored or transmitted;

b) integrity or authenticity: using digital signatures or message authentication codes to verify the
authenticity orintegrity of stored or transmitted sensitive orcriticalinformationUsing algorithms
for the purpose of file integrity checking;

c) ndn-repudiation: using cryptographic techniques to provide evidence of thé occurfence or non-
ogcurrence of an event or action;

d) authentication: using cryptographic techniques to authenticate users$ and other system entities
refguesting access to or transacting with system users, entities and resources.

The ISP/IEC 11770 series provides further information on key management.

8.25 $ecure development life cycle
Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect, #Application_security |#Profection
#Integrity #System_and_net-
#Availability work_security

Control

Rules for the secure development of software and systems should be established and applied.

Purpase

To ensjure information security’is designed and implemented within the secure development life cycle

of softpvare and systems.

Guidapce

Securd developmeént is a requirement to build up a secure service, architecture, softwarg and system.

To achjeve this, the following aspects should be considered:

a) separation of development, test and production environments (see 8.31);

b) guidance on the security in the software development Iife cycle:

1) security in the software development methodology (see 8.28 and 8.27);
2) secure coding guidelines for each programming language used (see 8.28);

c) security requirements in the specification and design phase (see 5.8);

d) security checkpoints in projects (see 5.8);

e) system and security testing, such as regression testing, code scan and penetration tests (see 8.29);

f) secure repositories for source code and configuration (see 8.4 and 8.9);

g) security in the version control (see 8.32);
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h) required application security knowledge and training (see 8.28);

i) developers’ capability for preventing, finding and fixing vulnerabilities (see 8.28);

j) licensing requirements and alternatives to ensure cost-effective solutions while avoiding future
licensing issues (See 5.32).

If development is outsourced, the organization should obtain assurance that the supplier complies with
the organization’s rules for secure development (see 8.30).

Other information

Development can also take place inside applications, such as office applications, scripting, browsers and

databases.

8.26 Applicption security requirements

Control typge Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Preventive #Confidentiality #Protect #Application_seCurity |#Protection
#Integrity #System_and \net- #Defence
#Availability work_security

Control

Information 9

acquiring applications.

Purpose

To ensure all

acquiring appllications.

Guidance
General

Application s¢
determined t
information s

Application s¢
application.

Application sg

a) level of tr

curityrequirements should include, as applicable:

ustin identity of entities [e.g. through authentication (see 5.17, 8.2 and 8.5)];

ecurity requirements should be identified, specified and approved when developing or

information security requirements are identified and addressed when develoging or

bcurity requirements shoeuld be identified and specified. These requirements are usually
hrough a risk assessment. The requirements should be developed with the support of
pcurity specialists.

ecurity requitements can cover a wide range of topics, depending on the purpose of the

b) identifying the type of information and classification level to be processed by the application;

c) need for segregation of access and level of access to data and functions in the application;

d)

e)

f)
g)
h)
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resilience against malicious attacks or unintentional disruptions [e.g. protection against buffer
overflow or structured query language (SQL) injections];

legal, statutory and regulatory requirements in the jurisdiction where the transaction is generated,
processed, completed or stored;

need for privacy associated with all parties involved;
the protection requirements of any confidential information;

protection of data while being processed, in transit and at rest;
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need to securely encrypt communications between all involved parties;

input controls, including integrity checks and input validation;

automated controls (e.g. approval limits or dual approvals);

output controls, also considering who can access outputs and its authorization;

restrictions around content of "free-text" fields, as these can lead to uncontrolled storage of
confidential data (e.g. personal data);

requirements derived from the business process, such as transaction logging and monitoring,
nonrepudiation requirements:

reguirements mandated by other security controls (e.g. interfaces to logging and“monitoring or
ddta leakage detection systems);

erfor message handling.

Additipnally, for applications offering transactional services betweeh(the organization and a partner,

the following should be considered when identifying information ségurity requirements:

a)
b)

f)
g)

Electronic ordering-and payment applications

the level of trust each party requires in each other’s claimed-\identity;

the level of trust required in the integrity of infofmation exchanged or procefssed and the
mechanisms for identification of lack of integrity)(e/g. cyclic redundancy check, hgshing, digital
signatures);

authorization processes associated with cwho can approve contents of, issue|or sign key
transactional documents;

confidentiality, integrity, proof of dispatch and receipt of key documents and the non-repudiation
(elg. contracts associated with tendering and contract processes);

the confidentiality and integrity of any transactions (e.g. orders, delivery addreds details and
confirmation of receipts);

reguirements on how leng to maintain a transaction confidential;

inpurance and other-contractual requirements.

Additipnally, for applications involving electronic ordering and payment, the following should be

the degree of verification appropriate to verify payment information supplied by a customer;
avoidance of loss or duplication of transaction information;

storing transaction details outside of any publicly accessible environment (e.g. on a storage platform
existing on the organizational intranet, and not retained and exposed on electronic storage media
directly accessible from the internet);

where a trusted authority is used (e.g. for the purposes of issuing and maintaining digital
signatures or digital certificates) security is integrated and embedded throughout the entire end-
to-end certificate or signature management process.
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Several of the above considerations can be addressed by the application of cryptography (see 8.24),
taking into consideration legal requirements (see 5.31 to 5.36, especially see 5.31 for cryptography
legislation).

Other information

Applications accessible via networks are subject to a range of network related threats, such as fraudulent
activities, contract disputes or disclosure of information to the public; incomplete transmission, mis-
routing, unauthorized message alteration, duplication or replay. Therefore, detailed risk assessments
and careful determination of controls are indispensable. Controls required often include cryptographic
methods for authentication and securing data transfer.

i

Further inforpmatiomomappticationrsecurity cam be found i the 1S6AEC 27634 series:

8.27 Secur¢d system architecture and engineering principles

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Application_security |#Protection
#Integrity #System_and_udet>
#Availability work_securjity
Control

Principles for|engineering secure systems should be established,‘documented, maintained and gpplied
to any informption system development activities.

Purpose

To ensure ifpformation systems are securely desighed, implemented and operated withfn the
development life cycle.

Guidance

Security englneering principles should.be” established, documented and applied to information
system enging¢ering activities. Security.should be designed into all architecture layers (business, data,
applications gnd technology). New technology should be analysed for security risks and the |design
should be revjewed against known attack patterns.

Secure engingering principles-provide guidance on user authentication techniques, secure dession
control and data validatiomand sanitisation.

Secure system engineering principles should include analysis of:

a) the full range of security controls required to protect information and systems against identified
threats;

b) the capabilities of security controls to prevent, detect or respond to security events;

c) specific security controls required by particular business processes (e.g. encryption of sensitive
information, integrity checking and digitally signing information);

d) where and how security controls are to be applied (e.g. by integrating with a security architecture
and the technical infrastructure);

e) how individual security controls (manual and automated) work together to produce an integrated
set of controls.

Security engineering principles should take account of:

a) the need to integrate with a security architecture;
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b) technical security infrastructure [e.g. public key infrastructure (PKI), identity and access
management (IAM), data leakage prevention and dynamic access management];

c) capability of the organization to develop and support the chosen technology;
d) cost, time and complexity of meeting security requirements;

e) current good practices.

Secure system engineering should involve:

a) the use of security architecture principles, such as “security by design”, “defence in depth”,
“security by default”, “default deny”, “fail securely”, “distrust input from external applications”,

ecurity in deployment”, “assume breach”, "least privilege", “usability and mamageability” and
“lgast functionality”;

%]

«

%]

b) a pecurity-oriented design review to help identify information security ®ulnerabllities, ensure
serurity controls are specified and meet security requirements;

c¢) ddcumentation and formal acknowledgement of security controls’ that do nqt fully meet
reuirements (e.g. due to overriding safety requirements);

d) h3rdening of systems.
The orjganization should consider "zero trust"” principles such‘as:

a) aspuming the organization’s information systems are already breached and thus not be reliant on
ndtwork perimeter security alone;

b) employing a “never trust and always verify” approach for access to information systems;
c) ensuring that requests to information systems are encrypted end-to-end;

d) verifying each request to an information system as if it originated from an open, external network,
even if these requests originated internal to the organization (i.e. not automatifally trusting
arlything inside or outside its pefimeters);

e) uging "least privilege" and-dyitamic access control techniques (see 5.15, 5.18 and 8.2){ This includes
authenticating and authorizing requests for information or to systems based ¢n contextual
information such as authentication information (see 5.17), user identities (see 5.16), iata about the
user endpoint devi¢e)and data classification (see 5.12);

f) always authenticating requesters and always validating authorization requests t¢ information
systems based-on information including authentication information (see 5.17) and yser identities
(5]16), data.about the user endpoint device, and data classification (see 5.12), for exanpple enforcing
strongratthentication (e.g. multi-factor, see 8.5).

The established security engineering principles should be applied, where applicable, fo outsourced
development of information systems through the contracts and other binding agreements between the
organization and the supplier to whom the organization outsources. The organization should ensure
that suppliers’ security engineering practices align with the organization’s needs.

The security engineering principles and the established engineering procedures should be regularly
reviewed to ensure that they are effectively contributing to enhanced standards of security within
the engineering process. They should also be regularly reviewed to ensure that they remain up-to-
date in terms of combatting any new potential threats and in remaining applicable to advances in the
technologies and solutions being applied.
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