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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

Internptional Standards are drafted in accordance with the rules given in the ISO/IEC Dirdctives, Part 2.

ISO/IEC 27002 was prepared by Joint Technical Committee ISO/IEC JTC 1, Infofmatign technology,
Subcommittee SC 27, IT Security techniques.

Attentjon is drawn to the possibility that some of the elements of this docwment may be[the subject of
patenyrights. ISO shall not be held responsible for identifying any or all such patent rights.

This second edition cancels and replaces the first edition (ISO/IE€,27002:2005), which has been
technifally and structurally revised.
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0 Introduction

0.1 Background and context

This International Standard is designed for organizations to use as a reference for selecting controls
within the process of implementing an Information Security Management System (ISMS) based on
ISO/IEC 27001[19] or as a guidance document for organizations implementing commonly accepted
information security controls. This standard is also intended for use in developing industry- and
organization-specific information security management guidelines, taking into consideration their

specific information security risk environment(s).
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In a more gengral$ense, effective information security also assures management and other stakeh
that the organization’s assets are reasonably safe and protected against harm, thereby acting as a
business enabler.

0.2

olders

Information security requirements

It is essential that an organization identifies its security requirements. There are three main sources of

security requ

a)

irements:

the assessment of risks to the organization, taking into account the organization’s overall business

strategy and objectives. Through a risk assessment, threats to assets are identified, vulnerability to

and likeli
b)

hood of occurrence is evaluated and potential impact is estimated;

the legal, statutory, regulatory and contractual requirements that an organization, its trading

partners, contractors and service providers have to satisfy, and their socio-cultural environment;

vi
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)

the set of principles, objectives and business requirements for information handling, processing,
storing, communicating and archiving that an organization has developed to support its operations.

Resources employed in implementing controls need to be balanced against the business harm likely
to result from security issues in the absence of those controls. The results of a risk assessment will
help guide and determine the appropriate management action and priorities for managing information
security risks and for implementing controls selected to protect against these risks.

ISO/IEC 27005[11] provides information security risk management guidance, including advice on risk

assessment, risk treatment, risk acceptance, risk communication, risk monitoring and risk review.

0.3

Contrd

The sglection of controls is dependent upon organizational decisions based-on the cr
acceptpnce, risktreatmentoptionsand the generalriskmanagementapproachdpplied to the
and shiould also be subject to all relevant national and international legislation and regulg
selectipn also depends on the manner in which controls interact to provide defence in dey

Some
management and applicable for most organizations. The contrels dare explained in morg
along with implementation guidance. More information about selecting controls and other j
optionfs can be found in ISO/IEC 27005.[11]

0.4

This Ipternational Standard may be regarded as @ starting point for developing organij
guidel
additignal controls and guidelines not included\in this standard may be required. When d
developed containing additional guidelines or€ontrols, itmay be useful to include cross-refere
in this

0.5

Informjation has a natural lifecyele; from creation and origination through storage, proce
transnpission to its eventual destruction or decay. The value of, and risks to, assets may var
lifetim (e.g. unauthorized disclosure or theft of a company’s financial accounts is far less si
they hgve been formally published) but information security remains important to some exte
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Selecting controls

bf the controls in this standard can be considered as guiding-principles for inform

Developing your own guidelines

nes. Not all of the controls and guidance in this code of practice may be applicable.

standard where applicable to facilitaté compliance checking by auditors and business

Lifecycle considerations

ation systenis.have lifecycles within which they are conceived, specified, designg

Is can be selected from this standard or from other control sets, or new controls caln be designed
to medt specific needs as appropriate.
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implemented, used, maintained and eventually retired from service and disposed

incidepts.and current and projected information security risks into account.

0.6

. Information

[y should be taken into account at every stage. New system developments and changes to existing

r1:s present opportunities for organizations to update and improve security controlsftaking actual

Related standards

While this standard offers guidance on a broad range of information security controls that are
commonly applied in many different organizations, the remaining standards in the ISO/IEC 27000
family provide complementary advice or requirements on other aspects of the overall process of
managing information security.

RefertoISO/IEC27000 forageneralintroductiontoboth ISMSs and the family of standards.ISO/IEC27000
provides a glossary, formally defining most of the terms used throughout the ISO/IEC 27000 family of
standards, and describes the scope and objectives for each member of the family.
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Information technology — Security techniques — Code of
practice for information security controls

1 Scope

This International Standard gives guidelines for organizational information security standards and
information security management practices including the selection, implementation and management
of confrols taking into consideration the organization’s information security risk envirenment(s).

This Inpternational Standard is designed to be used by organizations that intend to;

a) select controls within the process of implementing an Information Security”’Manage¢ment System
based on ISO/IEC 27001;[10]

b) inlplement commonly accepted information security controls;

c) dgvelop their own information security management guidelines,

2 Normative references

The following documents, in whole or in part, are nonmatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies] For undated
referefces, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Seécurity techniques — Information securit)] management
systems — Overview and vocabulary
3 Te¢rms and definitions

For the¢ purposes of this documeént; the terms and definitions given in ISO/IEC 27000 appl

<

4 Structure of this-standard

This sfandard contains 14 security control clauses collectively containing a total of 35 main security
categories and 144 ¢controls.

4.1 Clauses

Each clause defining securitvy controls contains one or more main securitv categagries
o} " " 5

Theorderoftheclausesinthisstandard doesnotimply theirimportance.Dependingonthe circumstances,
security controls from any or all clauses could be important, therefore each organization applying this
standard should identify applicable controls, how important these are and their application to individual
business processes. Furthermore, lists in this standard are not in priority order.

4.2 Control categories
Each main security control category contains:
a) acontrol objective stating what is to be achieved;

b) one or more controls that can be applied to achieve the control objective.

© ISO/IEC 2013 - All rights reserved 1
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Control descriptions are structured as follows:
Control
Defines the specific control statement, to satisfy the control objective.

Implementation guidance

Provides more detailed information to support the implementation of the control and meeting the
control objective. The guidance may not be entirely suitable or sufficient in all situations and may not
fulfil the organization’s specific control requirements. .

Other information

Provides further information that may need to be considered, for example legal considerations and
references to pther standards. If there is no other information to be provided this part is mot-shon.

5 Information security policies

5.1 Management direction for information security

Objective: Tolprovide management direction and support for informatiemn security in accordancg with
business reqyiirements and relevant laws and regulations.

5.1.1 Policies for information security
Control

A set of policies for information security should be defined, approved by management, publishgd and
communicated to employees and relevant external parties.

Implementatipn guidance

At the highest level, organizations should define an “information security policy” which is approved by
managementgdnd which sets outthe organization’s approach to managingits information security objgctives.

Information security policies should address requirements created by:
a) business ptrategy;
b) regulatiops, legislationiand contracts;

c) the currepht and projected information security threat environment.

The informat1on security policy should contain statements concerning:

a) definition of information security, objectives and principles to guide all activities relating to
information security;

b) assignment of general and specific responsibilities for information security management to
defined roles;

c) processes for handling deviations and exceptions.

At a lower level, the information security policy should be supported by topic-specific policies, which
further mandate the implementation of information security controls and are typically structured to
address the needs of certain target groups within an organization or to cover certain topics.

Examples of such policy topics include:

a) access control (see Clause 9);

2 © ISO/IEC 2013 - All rights reserved
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b) information classification (and handling) (see 8.2);

c) physical and environmental security (see Clause 11);

d user oriented topics such as:

acceptable use of assets (see 8.1.3);

clear desk and clear screen (see 11.2.9);

information transfer (see 13.2.1);

mobile devices and teleworking (see 6.2);

d) en
1
2)
3)
4)
5)
e) ba
f) in
g) pr
h) m
i) cr
j) co
k) pr

restrictions on software installations and use (see 12.6.2);
ckup (see 12.3);
formation transfer (see 13.2);

otection from malware (see 12.2);

hnagement of technical vulnerabilities (see 12.6.1);
yptographic controls (see Clause 10);
mmunications security (see Clause 13);

ivacy and protection of personally identifiable ififormation (see 18.1.4);

1) supplier relationships (see Clause 15).

These
releva
securi

Other

The n4
are es
the ex
where
securi

policies should be communicated to emiployees and relevant external parties in
ht, accessible and understandable to'the intended reader, e.g. in the context of an
'y awareness, education and training programme” (see 7.2.2).

nformation

bed for internal policies~for information security varies across organizations. Int
becially useful in larger-and more complex organizations where those defining 4
pected levels of control are segregated from those implementing the controls o
a policy applies to many different people or functions in the organization. Policies fd
'y can be issued.in a single “information security policy” document or as a set of

related documents;

h form that is
“information

ernal policies
nd approving
in situations
r information
ndividual but

ould be taken

yes” or “Rules”.

If any ¢f the information security policies are distributed outside the organization, care sH
not to disclose confidential information.

Some drganizationsuse othertermsforthese policy documents, such as “Standards”, “Directi
5.1.2 Review of the policies for information security

Control

The policies for information security should be reviewed at planned intervals or if significant changes
occur to ensure their continuing suitability, adequacy and effectiveness.

Implementation guidance

Each policy should have an owner who has approved management responsibility for the development,
review and evaluation of the policies. The review should include assessing opportunities forimprovement
of the organization’s policies and approach to managing information security in response to changes to
the organizational environment, business circumstances, legal conditions or technical environment.
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Thereview of policies for information security should take the results of managementreviews into account.

Management approval for a revised policy should be obtained.

6 Organization of information security

6.1

Internal organization

Objective: To
operation of i

establish a management framework to initiate and control the implementation and
nformation security within the organization.

6.1.1 Infor]nation security roles and responsibilities

Control
All informatid

Implementati

Allocation of
security polic
specific infor

risk managenjent activities and in particular for acceptance of residual risks should be defined,

responsibiliti
sites and info
carrying out s

Individuals wj
Nevertheless

correctly performed.

Areas for whig

a) theasset
b) the entity
details of]
c) authorizag
d) tobeable
be compe
e) coordinaf
identified

n security responsibilities should be defined and allocated.

n guidan

ies (see 5.1.1). Responsibilities for the protection of individual assets and for carry
mation security processes should be identified. Resporisibilities for information sg

es should be supplemented, where necessary, with“more detailed guidance for s
rmation processing facilities. Local responsibiliti€s for the protection of assets 3
pecific security processes should be defined.

ith allocated information security responsibilities may delegate security tasks to
they remain accountable and should“determine that any delegated tasks hav

hindividuals are responsible should be stated. In particular the following should take

and information security processes should be identified and defined;

this responsibility.should be documented (see 8.1.2);

tion levels should be defined and documented;

to fulfil responsibilities in the information security area the appointed individuals
tent in.the area and be given opportunities to keep up to date with developments;

ion'and oversight of information security aspects of supplier relationships sh
and documented.

Other information

nformation security responsibilities should be done in accerdance with the inforpation

ng out
curity
These

pecific

nd for

bthers.
b been

place:

r responsible for each.asset or information security process should be assigned and the

should

oluld be

Many organizations appoint an information security manager to take overall responsibility for the
development and implementation of information security and to support the identification of controls.

However, responsibility for resourcing and implementing the controls will often remain with individual
managers. One common practice is to appoint an owner for each asset who then becomes responsible

for its day-to-

day protection.

6.1.2 Segregation of duties

Control

© ISO/IEC 2013 - All rights reserved
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Conflicting duties and areas of responsibility should be segregated to reduce opportunities for
unauthorized or unintentional modification or misuse of the organization’s assets.
i

Implementation n

Care should be taken that no single person can access, modify or use assets without authorization
or detection. The initiation of an event should be separated from its authorization. The possibility of
collusion should be considered in designing the controls.

Small organizations may find segregation of duties difficult to achieve, but the principle should be
applied as far as is possible and practicable. Whenever it is difficult to segregate, other controls such as
monitoring of activities, audit trails and management supervision should be considered.

Other Information

Segregation of duties is a method for reducing the risk of accidental or deliberate [misuse of an
organization’s assets.

6.1.3 | Contact with authorities

Contrdl

Appropriate contacts with relevant authorities should be maintained.

Implerhentation guidance

Organjzations should have procedures in place that specify when and by whom authotfities (e.g. law
enforcement, regulatory bodies, supervisory authgerities) should be contacted and hpw identified
information security incidents should be reported.in'a timely manner (e.g. if it is suspe¢ted that laws
may have been broken).

Other Information

Organi]zations under attack from the Internet may need authorities to take action against thejattack source.
Maintgdining such contacts may bedrequirement to support information security incidenf management
(see Clause 16) or the business:cortinuity and contingency planning process (see Clause|17). Contacts
with regulatory bodies are also useful to anticipate and prepare for upcoming changes in laws or

regulations, which have tohe implemented by the organization. Contacts with other auth
s, emergency services, electricity suppliers and health and safety, e.g. fire deft

utilitiq
conne
and avj

6.1.4

Contrd

'tion with business continuity), telecommunication providers (in connection wit
ailability) and\water suppliers (in connection with cooling facilities for equipment)

Contact-with special interest groups

1l

rities include
artments (in
h line routing

Appropriate contacts with special interest groups or other specialist security forums and professional
associations should be maintained.

Implementation guidance

Membership in special interest groups or forums should be considered as a means to:

a)

improve knowledge about best practices and stay up to date with relevant security information;

b) ensure the understanding of the information security environment is current and complete;

‘)

d) gain access to specialist information security advice;
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e)

share and exchange information about new technologies, products, threats or vulnerabilities;

f) provide suitable liaison points when dealing with information security incidents (see Clause 16).

Other information

Information sharing agreements can be established to improve cooperation and coordination of security
issues. Such agreements should identify requirements for the protection of confidential information.

6.1.5

Control

Information security in project management

Information s

Implementati

Informations
that informat
any project re
and other sup

a)

informati

bn guidance

ecurity should be integrated into the organization’s project managementmethod(s) to
on security risks are identified and addressed as part of a project. This'applies genel
gardless of its character, e.g. a project for a core business process; 1T, facility manag
porting processes. The project management methods in use should tequire that:

on security objectives are included in project objectives;

an infor

b)

necessar COIltI'OlS;

)
Information

Responsibilit
the project m

6.2 Mobile

information security is part of all phases of the applied praject methodology.

ecurity implications should be addresséd”and reviewed regularly in all py
es for information security should be defided and allocated to specified roles def
hnagement methods.

devices and teleworking

ecurity should be addressed in project management, regardless of the type of the plroject.

bnsure
ally to
ement

ation security risk assessment is conducted at an early stage of the project to idlentify

ojects.
ned in

Objective: To

ensure the security of teleworking and use of mobile devices.

6.2.1 Mobile device policy

Control

A policy and 3
mobile device

Implementati

upporting’security measures should be adopted to manage the risks introduced b
S.

briguidance

F using

When using mobile devices, special care should be taken to ensure that business information is not
compromised. The mobile device policy should take into account the risks of working with mobile
devices in unprotected environments.

The mobile device policy should consider:

a)
b) requirem
c) restrictio
d) requirem
e) restrictio
6

registration of mobile devices;

ents for physical protection;
n of software installation;
ents for mobile device software versions and for applying patches;

n of connection to information services;
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cess controls;

yptographic techniques;

malware protection;

mote disabling, erasure or lockout;

backups;

usage of web services and web apps.

Care should be taken when using mobile devices in public places, meeting rooms and other unprotected

areas.
stored
use of

Mobile
and ot
taking
establ
businsd
away,

Traini
risks n

Wherd
securi
a) se
se
b) pn
ac
bu
or

Other

Mobile
differd

a)
b)

SO|

in
or

Protection should be in place to avoid the unauthorized access to or disclosure ofth
and processed by these devices, e.g. using cryptographic techniques (see Clause.0j
secret authentication information (see 9.2.4).

devices should also be physically protected against theft especially whenleft, for ex
her forms of transport, hotel rooms, conference centres and meetingplaces. A spec
into account legal, insurance and other security requirements,of the organizat
shed for cases of theft or loss of mobile devices. Devices carrying-important, sensif
ss information should not be left unattended and, where possible, should be phyj
pr special locks should be used to secure the devices.

g should be arranged for personnel using mobile devicesto raise their awareness of
esulting from this way of working and the controls that should be implemented.

the mobile device policy allows the use of privatély owned mobile devices, the poli
[y measures should also consider:

paration of private and business use of-the devices, including using software to
paration and protect business data on.aprivate device;

pviding access to business information only after users have signed an end ug
knowledging their duties (physical protection, software updating, etc.), waiving
siness data, allowing remote wiping of data by the organization in case of theft or los|
when no longer authorized-te’use the service. This policy needs to take account of priv{

nformation

device wireless-.connections are similar to other types of network connection, buth
nces that should-be considered when identifying controls. Typical differences are:

Ime wirelesSsecurity protocols are immature and have known weaknesses;

e information
and enforcing

ample, in cars
fic procedure
on should be
ive or critical
sically locked

the additional

[y and related

support such

er agreement
ownership of
5 of the device
icy legislation.

hve important

formation stored on mobile devices may not be backed-up because of limited netw

rk bandwidth
bécatse mobile devices may not be connected at the times when backups are sche?luled.

Mobile devices generally share common functions, e.g. networking, internet access, e-mail and file
handling, with fixed use devices. Information security controls for the mobile devices generally consist
of those adopted in the fixed use devices and those to address threats raised by their usage outside the
organization’s premises.

6.2.2

Teleworking

Control

A policy and supporting security measures should be implemented to protect information accessed,
processed or stored at teleworking sites.

Implementation

©150/1
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Organizations allowing teleworking activities should issue a policy that defines the conditions and
restrictions for using teleworking. Where deemed applicable and allowed by law, the following matters
should be considered:

the existing physical security of the teleworking site, taking into account the physical security of the
building and the local environment;

the proposed physical teleworking environment;

the communications security requirements, taking into account the need for remote access to the
organization’s internal systems, the sensitivity of the information that will be accessed and passed
over the communication link and the sensitivity of the internal system;

sion of virtual desktop access that prevents processing and storage of informat
owned equipment;

t of unauthorized access to information or resources from other petsons usi
dation, e.g. family and friends;

f home networks and requirements or restrictions on the configuration of w
bervices;

hd procedures to prevent disputes concerning rights to intellectual property develo
owned equipment;

privately owned equipment (to verify the security of the machine or duringaninvestig
y be prevented by legislation;

licensing agreements that are such that organizations may become liable for liceng
ware on workstations owned privately by.employees or external party users;

protection and firewall requirements.
s and arrangements to be considered should include:

bion of suitable equipment and'storage furniture for the teleworking activities, wh
vately owned equipment that is not under the control of the organization is not allg

he internal systems.and services that the teleworker is authorized to access;
bion of suitable'communication equipment, including methods for securing remote
ecurity;

guidance on family and visitor access to equipment and information;

ion on

hg the

ireless

ped on

ation),

ing for

bre the
wed;

bn of the work permitted, the hours of work, the classification of information that gnay be

hCccess;

sian/of hardware and software support and maintenance;

the provision of insurance;

a)
b)
c)
d) the provi
privately
e) the thres
accommo
f) the use
network
g) policiesa
privately
h) accessto]
which m3
i) software
client sof
j)  malware
The guideline
a) the provi
use of pri
b) a definiti
held and
c) the provi
d) physical s
e) rulesand
f) the provi
g)
h) the proce
i) auditand
j)

dures for backup and business continuity;

security monitoring;

revocation of authority and access rights, and the return of equipment when the teleworking

activities

are terminated.

Other information

Teleworkingrefers to all forms of work outside of the office, including non-traditional work environments,

work”

such as those referred to as “telecommuting”, “flexible workplace”, “remote work” and “virtual
environments.
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7 Human resource security

7.1 Prior to employment

Objective: To ensure that employees and contractors understand their responsibilities and are suit-
able for the roles for which they are considered.

7.1.1

Screening

Control

Backg
withr

round verification checks on all candidates for employment should be carried out
blevant laws, regulations and ethics and should be proportional to the business.requ

classifjcation of the information to be accessed and the perceived risks.

Implementation guidance

Verifidation should take into account all relevant privacy, protectioni-of personall
information and employment based legislation, and should, where permitted, include the

a) avfailability of satisfactory character references, e.g. one business and one personal;

b) aYerification (for completeness and accuracy) of the applicant’s curriculum vitae;

c) confirmation of claimed academic and professional gualifications;

d) in
e) m

When
the ca

Hependent identity verification (passport or similar document);
bre detailed verification, such as credit review or review of criminal records.

an individual is hired for a specific information security role, organizations shoy
ndidate:

a) has the necessary competence teperform the security role;

b) ca

In be trusted to take on therole, especially if the role is critical for the organization

Wherg a job, either on initial appointment or on promotion, involves the person hay

inform
financ

al information/or-highly confidential information, the organization should also cor

more detailed verifications.

Procedures should define criteria and limitations for verification reviews, e.g. who is elig
peopld and hew; when and why verification reviews are carried out.

A scre

organi

n accordance
lirements, the

y identifiable
following:

ld make sure

ing access to

ation processingfacilities, and, in particular, if these are handling confidential information, e.g.

sider further,

ible to screen

bRifg process should also be ensured for contractors. In these cases, the agreement between the
ning and the

notification procedures that need to be followed if screening has not been completed or if the results
give cause for doubt or concern.

Information on all candidates being considered for positions within the organization should be collected
and handled inaccordance with any appropriatelegislation existingin the relevantjurisdiction. Depending
on applicable legislation, the candidates should be informed beforehand about the screening activities.

7.1.2

Terms and conditions of employment

Control

The contractual agreements with employees and contractors should state their and the organization’s
responsibilities for information security.
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Implementation guidance

The contractual obligations for employees or contractors should reflect the organization’s policies for
information security in addition to clarifying and stating:

that all employees and contractors who are given access to confidential information should sign a

confidentiality or non-disclosure agreement prior to being given access to information processing
facilities (see 13.2.4);

protection legislation (see 18.1.2 and 18.1.4);

the employee’s or contractor’s legal responsibilities and rights, e.g. regarding copyright laws or data

assets

a)

b)

c)
associate
the emplq

d) responsil
companie

e) actionstdg
(see 7.2.3).

Information S
pre-employm

The organiza
concerning in
organization’s

Where appro
continue for g

Other informg

 with information, information processing facilities and information services hang
yee or contractor (see Clause 8);

s or external parties;

be takenifthe employee or contractor disregards the organization’s security require

ecurity roles and responsibilities should be communicated-to job candidates durij
ent process.

tion should ensure that employees and contracters agree to terms and con
formation security appropriate to the nature and_extent of access they will have
assets associated with information systems and services.

briate, responsibilities contained within the'terms and conditions of employment
defined period after the end of the employment (see 7.3).

htio

Acode ofconduct maybe used to state the employee’s or contractor’s information security responsi

regarding cor
facilities, as
a contractor

contracted in

7.2 During

fidentiality, data protection,ethics, appropriate use of the organization’s equipme
vell as reputable practices.expected by the organization. An external party, with
s associated, can be required to enter into contractual arrangements on behalf
lividual.

employment

[led by

ilities of the employee or contractor for the handling of information received from other

ments

ng the

litions
to the

should

pilities
nt and
which
of the

Objective: To

ensure that employees and contractors are aware of and fulfil their information se

responsibilities.

curity

7.2.1 Managementresponsibilities

Control

Management should require all employees and contractors to apply information security in accordance
with the established policies and procedures of the organization.

Implementation guidance

Management responsibilities should include ensuring that employees and contractors:

a)

access to

confidential information or information systems;

are properly briefed on their information security roles and responsibilities prior to being granted

b) are provided with guidelines to state information security expectations of their role within the
organization;

10 © ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

c) are motivated to fulfil the information security policies of the organization;

d) achieve a level of awareness on information security relevant to their roles and responsibilities
within the organization (see 7.2.2);

e) conform to the terms and conditions of employment, which includes the organization’s information
security policy and appropriate methods of working;

f) continue to have the appropriate skills and qualifications and are educated on a regular basis;

g) are provided with an anonymous reporting channel to report violations of information security
policies or procedures (“whistle blowing”).

Management should demonstrate support of information security policies, procedures and controls, and

act as p role model.

Other |nformation

If employees and contractors are not made aware of their information securityresponsibilities, they can

cause fonsiderable damage to an organization. Motivated personnel are likely to be morje reliable and

cause fewer information security incidents.

Poor nfanagement can cause personnel to feel undervalued resulting in a negative inform

impac
neglec

7.2.2
Contrd

Allem
educat

on the organization. For example, poor management edan lead to information g
ted or potential misuse of the organization’s assets.

Information security awareness, education and'training

—

bloyees of the organization and, where relévant, contractors should receive appropri
ion and training and regular updatesiin organizational policies and procedures, 4

their job function.

Impler

An inf
contra
respof]

An inf
infornj
infornj
The ay

(e.g. ar

nentation guidance

brmation security awareness programme should aim to make employees and, w
ctors aware of their responsibilities for information security and the means by
sibilities are dischatrged.

brmation security-awareness programme should be established in line with the
ation security .policies and relevant procedures, taking into consideration the
ation to bé.protected and the controls that have been implemented to protect the
areness programme should include a number of awareness-raising activities such
| “information security day”) and issuing booklets or newsletters.

The av

htion security
ecurity being

hte awareness
s relevant for

here relevant,
which those

brganization’s
brganization’s
e information.
as campaigns

vareness programme should be planned taking into consideration the employee

L’ roles in the

organization, and, where relevant, the organization’s expectation of the awareness of contractors. The
activities in the awareness programme should be scheduled over time, preferably regularly, so that the
activities are repeated and cover new employees and contractors. The awareness programme should
also be updated regularly so it stays in line with organizational policies and procedures, and should be
built on lessons learnt from information security incidents.

Awareness training should be performed as required by the organization’s information security
awareness programme. Awareness training can use different delivery media including classroom-based,
distance learning, web-based, self-paced and others.

Information security education and training should also cover general aspects such as:

a)

stating management’s commitment to information security throughout the organization;
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b) the need to become familiar with and comply with applicable information security rules and
obligations, as defined in policies, standards, laws, regulations, contracts and agreements;

c) personal accountability for one’s own actions and inactions, and general responsibilities towards
securing or protecting information belonging to the organization and external parties;

d) basic information security procedures (such as information security incident reporting) and
baseline controls (such as password security, malware controls and clear desks);

e) contactpointsand resources for additional information and advice on information security matters,
including further information security education and training materials.

Information speurityreducationandtrainingshould take place periodically nitial educationandtyaining

applies to thoge who transfer to new positions or roles with substantially different information sg¢curity

requirements], not just to new starters and should take place before the role becomes active.

The organization should develop the education and training programme in ordepr: to’condy

education ang
security polid
be protected

ies and relevant procedures, taking into consideration the organization’s informa
hnd the controls that have been implemented to protect the inforfmation. The progi

should consider different forms of education and training, e.g. lectures or self<tudies.

Other informd

When compo
but also the
potential imp

Awareness, e
activities, forn
activities shot

htion

bing an awareness programme, it is important not onlyyto focus on the ‘what’ and

hct, positive and negative, on the organization of their own behaviour.

ucation and training can be part of, or conducted in collaboration with, other ti
example general IT or general security»>training. Awareness, education and tr
h1d be suitable and relevant to the individual’s roles, responsibilities and skills.

Anassessment of the employees’ understanding could be conducted at the end of an awareness, edu

and training d

ourse to test knowledge transfer:

7.2.3 Disciplinary process

Control

There should
employees wk

Implementati

The disciplin
security brea

q

be a formal and communicated disciplinary process in place to take action
o have committed an information security breach.

bn guidance

thhas’occurred (see 16.1.7).

ct the

training effectively. The programme should be in line with the organization’s inforjnation

tion to
amme

‘how’,

vhy’. It is important that employees understand the/aim of information security and the

aining
aining

cation

gainst

hry process should not be commenced without prior verification that an inforfnation

The formal d

isciplinary process should ensure correct and fair treatment for employees w

ho are

suspected of committing breaches of information security. The formal disciplinary process should
provide for a graduated response that takes into consideration factors such as the nature and gravity
of the breach and its impact on business, whether or not this is a first or repeat offence, whether or not
the violator was properly trained, relevant legislation, business contracts and other factors as required.

The disciplinary process should also be used as a deterrent to prevent employees from violating the
organization’s information security policies and procedures and any other information security
breaches. Deliberate breaches may require immediate actions.

Other information

The disciplinary process can also become a motivation or an incentive if positive sanctions are defined
for remarkable behaviour with regards to information security.
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7.3 Termination and change of employment

Objective: To protect the organization’s interests as part of the process of changing or terminating
employment.

7.3.1 Termination or change of employment responsibilities
Control

Information security responsibilities and duties that remain valid after termination or change of
employment should be defined, communicated to the employee or contractor and enforced.

Implementation guidance

The cpmmunication of termination responsibilities should include on-going informgtion security
requirements and legal responsibilities and, where appropriate, responsibilities|eontainpd within any
confidpntiality agreement (see 13.2.4) and the terms and conditions of employfuent (see 7.1{2) continuing
for a defined period after the end of the employee’s or contractor’s employient.

Responsibilities and duties still valid after termination of employment should be contained in the
employee’s or contractor’s terms and conditions of employment (see,7.1.2).

Changps of responsibility or employment should be managed”as the termination of the current
respor}sibility or employment combined with the initiation of the new responsibility or efnployment.

Other |nformation

The hyman resources function is generally responsible for the overall termination procgss and works
together with the supervising manager of the-person leaving to manage the informgtion security
aspects of the relevant procedures. In the cas¢©fa contractor provided through an exterpal party, this
termirjation process is undertaken by the external party in accordance with the contracf between the
organization and the external party.

It mayf be necessary to inform employees, customers or contractors of changes to gersonnel and
operatling arrangements.

8 Asset management

8.1 Responsibilityfor assets

Objective: To identify organizational assets and define appropriate protection responsibilities.

8.1.1 | Inventory of assets

Control

Assets associated with information and information processing facilities should be identified and an
inventory of these assets should be drawn up and maintained.

Implementation guidance

An organization should identify assets relevant in the lifecycle of information and document their
importance. The lifecycle of information should include creation, processing, storage, transmission, deletion
and destruction. Documentation should be maintained in dedicated or existing inventories as appropriate.

The asset inventory should be accurate, up to date, consistent and aligned with other inventories.

Foreachoftheidentified assets, ownership ofthe asset should be assigned (see 8.1.2) and the classification
should be identified (see 8.2).
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Other information

Inventories of assets help to ensure that effective protection takes place, and may also be required for
other purposes, such as health and safety, insurance or financial (asset management) reasons.

ISO/IEC 27005[11] provides examples of assets that might need to be considered by the organization
when identifying assets. The process of compiling an inventory of assets is an important prerequisite of
risk management (see also ISO/IEC 27000 and ISO/IEC 27005[11]).

8.1.2 Ownership of assets

Control

Assets maintdined in the inventory should be owned.

Implementatipn guidance

Individuals ag well as other entities having approved management responsibility fof the asset lifecycle

qualify to be gssigned as asset owners.

A process to ensure timely assignment of asset ownership is usually implemefited. Ownership shquld be

assigned wheh assets are created or when assets are transferred to the organization. The assetfowner

should be responsible for the proper management of an asset over the whote asset lifecycle.

The asset owner should:

a) ensure that assets are inventoried;

b) ensure thfat assets are appropriately classified and protected;

c) define and periodically review access restrictions.and classifications to important assets, taking
into accolint applicable access control policies;

d) ensure pijoper handling when the asset is deleted or destroyed.

Other information

The identified owner can be eithef an individual or an entity who has approved management

responsibility for controlling the whole lifecycle of an asset. The identified owner does not necefsarily

have any property rights to the asset.

Routine taskd may be delegatéd, e.g. to a custodian looking after the assets on a daily basis, hut the

responsibility remains with'the owner.

In complex infformation’ systems, it may be useful to designate groups of assets which act together to

provide a particularservice. In this case the owner of this service is accountable for the delivery of the

service, includling the operation of its assets.

8.1.3 Acceptable use of assets

Control

Rules for the acceptable use of information and of assets associated with information and information
processing facilities should be identified, documented and implemented.

Implementation guidance

Employees and external party users using or having access to the organization’s assets should be made
aware of the information security requirements of the organization’s assets associated with information
and information processing facilities and resources. They should be responsible for their use of any
information processing resources and of any such use carried out under their responsibility.
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8.1.4 Return of assets
Control

All employees and external party users should return all of the organizational assets in their possession
upon termination of their employment, contract or agreement.

Implementation guidance

The termination process should be formalized to include the return of all previously issued physical and
electronic assets owned by or entrusted to the organization.

ipment or uses
nformation is

hgoperations,

During the notice period of termination, the organization should contrel unauthoriz¢d copying of
relevanpt information (e.g. intellectual property) by terminated employees and contractorp.

8.2 Information classification

Objective: To ensure that information receives an appropriate’level of protection in accorjdance with
its importance to the organization.

8.2.1 | Classification of information

Contrdl

Information should be classified in terms’of legal requirements, value, criticality and |sensitivity to

unauthorised disclosure or modification:

Implerhentation guidance

usiness needs
formation can
ocessed by or

Classif
for shd
also bg
othery

ications and associated protective controls for information should take account of b
ring or restricting information, as well as legal requirements. Assets other than in
b classified in conformance with classification of information which is stored in, py
vise handled or{protected by the asset.

Owners of information assets should be accountable for their classification.

The cl
the clg

assification scheme should include conventions for classification and criteria
ssification over time. The level of protection in the scheme should be assessed

for review of
by analysing

confid

bntiality, integrity and availability and any other requirements for the informatiag

n considered.

The scheme should be aligned to the access control policy (see 9.1.1).
Eachlevel should be given aname that makes sense in the contextofthe classification scheme’s application.

The scheme should be consistent across the whole organization so that everyone will classify information
and related assets in the same way, have a common understanding of protection requirements and apply
the appropriate protection.

Classification should be included in the organization’s processes, and be consistent and coherent across
the organization. Results of classification should indicate value of assets depending on their sensitivity
and criticality to the organization, e.g. in terms of confidentiality, integrity and availability. Results of
classification should be updated in accordance with changes of their value, sensitivity and criticality
through their life-cycle.

Other information
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Classification provides people who deal with information with a concise indication of how to handle
and protect it. Creating groups of information with similar protection needs and specifying information
security procedures that apply to all the information in each group facilitates this. This approach reduces
the need for case-by-case risk assessment and custom design of controls.

Information can cease to be sensitive or critical after a certain period of time, for example, when the
information has been made public. These aspects should be taken into account, as over-classification can
lead to the implementation of unnecessary controls resulting in additional expense or on the contrary
under-classification can endanger the achievement of business objectives.

An example of an information confidentiality classification scheme could be based on four levels as follows:

a) disclosurgTauses o tart;
b) disclosurg causes minor embarrassment or minor operational inconvenience;
c) disclosurf has a significant short term impact on operations or tactical objectives;

d) disclosurg has a serious impact on long term strategic objectives or puts; the survival |of the
organizaffion at risk.

8.2.2 Labelling of information
Control

An appropriafe set of procedures for information labelling should be developed and implemeited in
accordance wjith the information classification scheme adopted by the organization.

“Implementatfion guidance”

Procedures fqr information labelling need to cover infermation and its related assets in physidal and
electronic fofmats. The labelling should reflect the classification scheme established in 8.2]1. The
labels should|be easily recognizable. The procedures should give guidance on where and how| labels
are attached |n consideration of how the information is accessed or the assets are handled depending
on the types of media. The procedures can define cases where labelling is omitted, e.g. labelling ¢f non-
confidential ihformation to reduce workleads. Employees and contractors should be made aware of
labelling prodedures.

Output from dystems containinginformation that is classified as being sensitive or critical should carry
an appropriatle classification label.

Other information

Labelling of classified(information is a key requirement for information sharing arrangements. Physical
labels and meftadatadare a common form of labelling.

Labelling of infformation and its related assets can sometimes have negative effects. Classified asspts are
easier to identify and accordingly to steal by insiders or external attackers.

8.2.3 Handling of assets
Control

Procedures for handling assets should be developed and implemented in accordance with the information
classification scheme adopted by the organization.

Implementation guidan

Procedures should be drawn up for handling, processing, storing and communicating information
consistent with its classification (see 8.2.1).
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The following items should be considered:

a)
b)

c)

d)
e)

access restrictions supporting the protection requirements for each level of classification;
maintenance of a formal record of the authorized recipients of assets;

protection of temporary or permanent copies of information to a level consistent with the protection
of the original information;

storage of IT assets in accordance with manufacturers’ specifications;

clear marking of all copies of media for the attention of the authorized recipient.

The classification scheme used within the organization may not be equivalent to the schemes used by
other prganizations, even if the names for levels are similar; in addition, information"mqgving between
organizations can vary in classification depending on its context in each organization| even if their
classiffjcation schemes are identical.

Agreements with other organizations that include information sharing/shoeuld include procedures
to identify the classification of that information and to interpret the classification labgls from other

organizations.

8.3

edia handling

Objective: To prevent unauthorized disclosure, modification, rYemoval or destruction of ifformation
stored on media.

8.3.1 | Management of removable media

Contrd

—

Procedures should be implemented for the management of removable media in accordance with the

classifjcation scheme adopted by the organization.

Implementation guidance

The following guidelines for the/management of removable media should be considered:

a)

b)

c)

d)

f)

g)
h)

if [no longer required;*the contents of any re-usable media that are to be remopyed from the
organization should-be made unrecoverable;

where necessary and practical, authorization should be required for media remgved from the
organization'and a record of such removals should be kept in order to maintain an audit trail;

all mddia should be stored in a safe, secure environment, in accordance with mlanufacturers’
splecifications;

if data confidentiality or integrity are important considerations, cryptographic techniques should
be used to protect data on removable media;

to mitigate the risk of media degrading while stored data are still needed, the data should be
transferred to fresh media before becoming unreadable;

multiple copies of valuable data should be stored on separate media to further reduce the risk of
coincidental data damage or loss;

registration of removable media should be considered to limit the opportunity for data loss;
removable media drives should only be enabled if there is a business reason for doing so;

where there is a need to use removable media the transfer of information to such media should
be monitored.
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Procedures and authorization levels should be documented.

8.3.2 Disposal of media

Control
Media should

be disposed of securely when no longer required, using formal procedures.

Implementation guidance

Formal procedures for the secure disposal of media should be established to minimize the risk of
confidential 1nformat10n leakage to unauthorlzed persons The procedures for secure dlsposal of media

a) media co
incinerat

b) procedur

c) itmay be
attempti

d) many org

selecting
e) disposal ¢

When accumy

can cause a large quantity of non-sensitive information to become sensitive.

Other informg

Damaged dev
items should |

8.3.3 Physi

Control

n. The

ntaining confidential information should be stored and disposed of securely, g.g. by
on or shredding, or erasure of data for use by another application withinthe’organigation;

s should be in place to identify the items that might require securerdisposal;

easier to arrange for all media items to be collected and disposed of securely, rathg¢r than
g to separate out the sensitive items;

anizations offer collection and disposal services for.media; care should be taken in
suitable external party with adequate controls and eXperience;

bf sensitive items should be logged in order to maingain an audit trail.

[lating media for disposal, consideration should be given to the aggregation effect,|which

htion

ices containing sensitive data may-require a risk assessment to determine whether the
pe physically destroyed rather, than sent for repair or discarded (see 11.2.7).

ral media transfer

Media containing information should be protected against unauthorized access, misuse or corruption

during transp

Implementati
Thefollowing

ortation.

bn guidatice

cuidelines should be considered to protect mediacontaininginformationbeingtransported:

a) reliablet

i H L 111 <
ClllDlJUl LU CUUTITT S S11uUdIvu T usty,

b) alist of authorized couriers should be agreed with management;

c) procedures to verify the identification of couriers should be developed;

d) packaging should be sufficient to protect the contents from any physical damage likely to arise
during transit and in accordance with any manufacturers’ specifications, for example protecting
against any environmental factors that may reduce the media’s restoration effectiveness such as

exposure

to heat, moisture or electromagnetic fields;

e) logsshould be kept, identifying the content of the media, the protection applied as well as recording

the times

of transfer to the transit custodians and receipt at the destination.

Other information

18
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Information can be vulnerable to unauthorized access, misuse or corruption during physical transport,
for instance when sending media via the postal service or via courier. In this control, media include
paper documents.

When confidential information on media is not encrypted, additional physical protection of the media
should be considered.

9 Access control

9.1 Business requirements of access control

Object

ive: To limit access to information and information processing facilities.

9.1.1
Contrd

An ac
infornj

Impler

Asset
specifi
reflect

Accesq
Users
by acc

The p(

a)
b)

‘)
d)

e)

f)
g)
h)
i)
j)

k)

se

pa
in

CO

re

(s¢

m
ty

Access control policy

—

ess control policy should be established, documented and rewviéwed based on
ation security requirements.

hentation guidance

pwners should determine appropriate access control-rules, access rights and rg
c user roles towards their assets, with the amount of detail and the strictness o
ing the associated information security risks.

controls are both logical and physical (see*Clause 11) and these should be consid
hnd service providers should be given a clear statement of the business requiremg
bss controls.

licy should take account of the following:
curity requirements of business-applications;

licies for information dissemination and authorization, e.g. the need-to-know
Fformation security levelsand classification of information (see 8.2);

nsistency betweefithe access rights and information classification policies of systems

evantlegislation and any contractual obligations regarding limitation of access to d
pe 18.1);

hnagement of access rights in a distributed and networked environment which
pes,of connections available;

business and

strictions for

f the controls

bred together.
nts to be met

principle and

hnd networks;

ita or services

‘ecognizes all

segregation of access control roles, e.g. access request, access authorization, access ad ministration;

requirements for formal authorization of access requests (see 9.2.1 and 9.2.2);

requirements for periodic review of access rights (see 9.2.5);

removal of access rights (see 9.2.6);

archiving of records of all significant events concerning the use and management of user identities
and secret authentication information;

ro

les with privileged access (see 9.2.3).

Other information
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Care should be taken when specifying access control rules to consider:

a) establishingrulesbasedonthepremise “Everythingisgenerallyforbiddenunlessexpressly permitted”
rather than the weaker rule “Everything is generally permitted unless expressly forbidden”;

b) changes in information labels (see 8.2.2) that are initiated automatically by information processing
facilities and those initiated at the discretion of a user;

c) changes in user permissions that are initiated automatically by the information system and those
initiated by an administrator;

d) rules which require specific approval before enactment and those which do not.

Access contr
responsibiliti

Role based ac
with businesgq

Two of the fre

a) Need-to-}
(different
b) Need-to-y
applicatig

9.1.2 Acces
Control

Users should

specifically aythorized to use.

Implementati

A policy should be formulated concerding the use of networks and network services. This

should cover:
a) the netw

b) authorizd
networke

€) managen]

d) the mean

bl rules should be supported by formal procedures (see 9.2, 9.3, 9.4) andhd
bs (see 6.1.1, 9.3).

cess control is an approach used successfully by many organisations to lifik access
roles.

quent principles directing the access control policy are:

fnow: you are only granted access to the information you neéd to perform yout
tasks/roles mean different need-to-know and hence differéntaccess profile);

[se: you are only granted access to the information precessing facilities (IT equi
ns, procedures, rooms) you need to perform your task/job/role.

s to networks and network services

only be provided with access to the network and network services that they hav|

bn guidance

rks and network serwvices which are allowed to be accessed;

tion procedures for determining who is allowed to access which network
d services;

ent controls and procedures to protect access to network connections and network se

5 used to access networks and network services (e.g. use of VPN or wireless netwol

efined

rights

tasks

bment,

e been

policy

s and

rvices;

K);

e) user auth

entication requirements for accessing various network services;

f) monitoring of the use of network services.

The policy on the use of network services should be consistent with the organization’s access control
policy (see 9.1.1).

Other information

Unauthorized and insecure connections to network services can affect the whole organization. This
control is particularly important for network connections to sensitive or critical business applications
or to users in high-risk locations, e.g. public or external areas that are outside the organization’s
information security management and control.
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9.2 User access management

vices.

Objective: To ensure authorized user access and to prevent unauthorized access to systems and ser-

9.2.1

User registration and de-registration

Control

A formal user registration and de-registration process should be implemented to enable assignment of

access

rights.

Impler
The p1f
a) us

us

re
b) inj
c) pe
d) en
Other |

Provid
step p

a) as
b) pr
9.2.2

Contrd

A forn
all use

Impler
The pr

hentation guidance

ocess for managing user IDs should include:

ing unique user IDs to enable users to be linked to and held responsible for thei
e of shared IDs should only be permitted where they are necessary, for business
hsons and should be approved and documented;

mediately disabling or removing user IDs of users who haveleft'the organization (
riodically identifying and removing or disabling redundantuser IDs;

suring that redundant user IDs are not issued to other users.

nformation

ing or revoking access to information or*information processing facilities is ul
rocedure:

5igning and enabling, or revoking, a user ID;

oviding, or revoking, access rights'to such user ID (see 9.2.2).

User access provisioning

—

al user access priovisioning process should be implemented to assign or revoke ac
I types to all systems and services.

nentation‘guidance

r actions; the
r operational

ee 9.2.6);

sually a two-

fess rights for

a) oj

taining authorization from the owner of the information system or service for

he use of the

ovisionihg process for assigning or revoking access rights granted to user IDs ShOL]ld include:

information system or service (see control 8.1.2); separate approval for access rights from
management may also be appropriate;

b) verifying that the level of access granted is appropriate to the access policies (see 9.1) and is

co

nsistent with other requirements such as segregation of duties (see 6.1.2);

c) ensuring that access rights are not activated (e.g. by service providers) before authorization

pr

ocedures are completed;

d) maintaining a central record of access rights granted to a user ID to access information systems
and services;

e) adapting access rights of users who have changed roles or jobs and immediately removing or
blocking access rights of users who have left the organization;
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f) periodically reviewing access rights with owners of the information systems or services (see 9.2.5).
Other information

Consideration should be given to establishing user access roles based on business requirements that
summarize a number of access rights into typical user access profiles. Access requests and reviews (see
9.2.4) are easier managed at the level of such roles than at the level of particular rights.

Consideration should be given to including clauses in personnel contracts and service contracts that
specify sanctions if unauthorized access is attempted by personnel or contractors (see 7.1.2, 7.2.3,
13.2.4,15.1.2).

9.2.3 Management of privileged access rights
Control
The allocation and use of privileged access rights should be restricted and controlled.

Implementatipn guidance

The allocation of privileged access rights should be controlled through a forfmal’authorization process
in accordancg with the relevant access control policy (see control 9.1.1)~The following steps ghould
be considered:

a) the privilpged access rights associated with each system or process, e.g. operating system, database
managenijent system and each application and the users to wkom they need to be allocated should
be identiffied;

b) privilegedl access rights should be allocated to users.oh a need-to-use basis and on an event-by-
event basjis in line with the access control policy (seg,9.1.1), i.e. based on the minimum requiffement
for their flunctional roles;

c) an authofization process and a record of all privileges allocated should be maintained. Privileged
access rights should not be granted until the authorization process is complete;

ents for expiry of privileged aecess rights should be defined;

e) privilegedl access rights should be assigned to a user ID different from those used for regular
business activities. Regular business activities should not be performed from privileged ID;

f) the completences of users with privileged access rights should be reviewed regularly in order to
verify if they are in linewith their duties;

g) specific pfrocedures,should be established and maintained in order to avoid the unauthorized use of
generic afilministration user IDs, according to systems’ configuration capabilities;

h) for generi admmlstratlon user IDs the confldentlallty of secret authentlcatlon 1nformat10n sh
maintainedwt [ rivileged
user leaves or changes job, communlcatlng them among prIVIIeged users Wlth appropriate mechanlsms)

Other information

Inappropriate use of system administration privileges (any feature or facility of an information system
that enables the user to override system or application controls) is a major contributory factor to failures
or breaches of systems.

9.2.4 Management of secret authentication information of users
Control

The allocation of secret authentication information should be controlled through a formal
management process.
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Implementation guidance

The process should include the following requirements:

a) users should be required to sign a statement to keep personal secret authentication information
confidential and to keep group (i.e. shared) secret authentication information solely within the
members of the group; this signed statement may be included in the terms and conditions of
employment (see 7.1.2);

b) when users are required to maintain their own secret authentication information they should be
provided initially with secure temporary secret authentication information’, which they are forced

change on first use;

to
c) pn
or|
d) te
of

e) te
be

f) us
g) dd

Passw
verifyi

other glata stored on hardware tokens (e.g. smart cards) that produce authentication codg

9.2.5

Contrd

Asset pwners should review users’ access rights at regular intervals.

Impler
The re

a) us
de

b) us

ocedures should be established to verify the identity of a user prior to providing rféw
temporary secret authentication information;

mporary secret authentication information should be given to users in a-sécure m3
external parties or unprotected (clear text) electronic mail messages,should be avg

mporary secret authentication information should be unique te-ran’individual a
guessable;

lers should acknowledge receipt of secret authentication information;

fault vendor secret authentication information should be altered following i
stems or software.

nformation

brds are a commonly used type of secret authentication information and are a com
ng a user’s identity. Other types of secret-adthentication information are cryptogrg

Review of user access rights

1

nentation guidance

view of access rights should consider the following:

ers’ accesstights should be reviewed atregular intervals and after any changes, such
motionor termination of employment (see Clause 7);

eraccess rights should be reviewed and re-allocated when moving from one rdg

7, replacement
inner; the use
ided;

nd should not

hstallation of

mon means of
phic keys and
S.

as promotion,

le to another

w

dhin thao coxan organio ol oo

a
CITTT CHIC SatiTC OT STt ZacTOTE,

c) authorizations for privileged access rights should be reviewed at more frequent intervals;

d) privilege allocations should be checked at regular intervals to ensure that unauthorized privileges
have not been obtained;

e) ch

anges to privileged accounts should be logged for periodic review.

Other information

This control compensates for possible weaknesses in the execution of controls 9.2.1, 9.2.2 and 9.2.6.

9.2.6

Removal or adjustment of access rights

Control
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The accessrights of all employees and external party users to information and information processing
facilities should be removed upon termination of their employment, contract or agreement, or
adjusted upon change.

Implementation guidance

Upon termination, the access rights of an individual to information and assets associated with
information processing facilities and services should be removed or suspended. This will determine
whether it is necessary to remove access rights. Changes of employment should be reflected in removal
of all access rights that were not approved for the new employment. The access rights that should be
removed or adjusted include those of physical and logical access. Removal or adjustment can be done
by removal, revocation or replacement of keys, identification cards, information processing facilities

or subscriptid
reflect the re
known passw
of employmer|

Access rights
reduced or re
factors such a

a) whether
managen

b) the curre

c) thevalue

Other inform§{

In certain cir
than the dep3
individuals sh
all other emp
person depar

ns. Any documentation that identifies access rights of employees and contractors
moval or adjustment of access rights. If a departing employee or external party. u
ords for user IDs remaining active, these should be changed upon termination’or

t, contract or agreement.

moved before the employment terminates or changes, depending on the evaluation
S:

the termination or change is initiated by the employee, the ‘external party usej
ent, and the reason for termination;

ht responsibilities of the employee, external party user-or any other user;
of the assets currently accessible.
ition

fumstances access rights may be allocated on the basis of being available to more
rting employee or external party user, e.g. group IDs. In such circumstances, def
ould be removed from any group access lists and arrangements should be made to
loyees and external party users involved to no longer share this information w
fing.

In cases of management-initiated termination, disgruntled employees or external party use

deliberately d
resigning or b

9.3 User r«

orrupt information or Sabotage information processing facilities. In cases of p
eing dismissed, theyxmay be tempted to collect information for future use.

esponsibilities

khould
er has
rhange

for information and assets associated with information processing'facilities shquld be

of risk

or by

people
arting
advise
th the

'S can
ersons

Objective: To

make uSers accountable for safeguarding their authentication information.

9.3.1 Useo

f secret authentication information

Control

Usersshouldberequiredto followthe organization’s practicesinthe use of secretauthentication information.

Implementation

idan

All users should be advised to:

a)

parties, including people of authority;

b)

keep secret authentication information confidential, ensuring that it is not divulged to any other

avoid keeping a record (e.g. on paper, software file or hand-held device) of secret authentication

information, unless this can be stored securely and the method of storing has been approved (e.g.
password vault);
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c) changesecretauthenticationinformationwheneverthereisanyindication ofits possible compromise;

d) when passwords are used as secret authentication information, select quality passwords with

su
1)
2)

3)
4)

fficient minimum length which are:

easy to remember;

not based on anything somebody else could easily guess or obtain using person related

information, e.g. names, telephone numbers and dates of birth etc.;

not vulnerable to dictionary attacks (i.e. do not consist of words included in dictionaries);

free of consecutive identical, all-numeric or all-alphabetic characters:

5)
€) nd
f) en

in
g) nd
Other |

Provis
the anj

if temporary, changed at the first log-on;
t share individual user’s secret authentication information;

sure proper protection of passwords when passwords are used|‘as secret 3
formation in automated log-on procedures and are stored;

t use the same secret authentication information for business.dnd non-business pu
nformation

ion of Single Sign On (SSO) or other secret authentication'information management
ount of secret authentication information that usersdre required to protect and thu

uthentication

' poses.

tools reduces
5 can increase

the effectiveness of this control. However, these tools can‘also increase the impact of disclgsure of secret
authentication information.

9.4 S$ystem and application access control

Objective: To prevent unauthorized acces§’to systems and applications.

9.4.1 | Information access restriction

Contral

Accesq to information and\application system functions should be restricted in accordfnce with the
access|control policy.

Implermentation gaiidance

Restri¢tions toaccess should be based onindividual business application requirements and|in accordance
with the defined access control policy.

The fo Inwing should he considered in order to support access restriction requirements:

a) providing menus to control access to application system functions;

b) controlling which data can be accessed by a particular user;

c) controlling the access rights of users, e.g. read, write, delete and execute;

d) controlling the access rights of other applications;

e) limiting the information contained in outputs;

f) providing physical or logical access controls for the isolation of sensitive applications, application
data, or systems.
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9.4.2 Secure log-on procedures

Control

Where required by the access control policy, access to systems and applications should be controlled by
a secure log-on procedure.

Implementation guidance

A suitable authentication technique should be chosen to substantiate the claimed identity of a user.

Where strong authentication and identity verification is required, authentication methods alternative

to passwords,such as cryptographic means, smart cards, tokens or biometric means, should be ysed.
The procedurg for logging into a system or application should be designed to minimize the pppoitunity
for unauthorifged access. The log-on procedure should therefore disclose the minimum ofjinformation
about the sysfem or application, in order to avoid providing an unauthorized user with @ny‘unnedessary
assistance. A good log-on procedure should:
a) notdisplgysystemorapplicationidentifiersuntilthelog-on processhasbeensuccessfully completed;
b) display ageneral notice warning that the computer should only be accessed by authorized ugers;
c) notprovifle help messages during the log-on procedure that would ‘aid an unauthorized user
d) validate the log-on information only on completion of all input data. If an error condition ariges, the
system should not indicate which part of the data is correctorincorrect;
e) protect against brute force log-on attempts;
f) logunsudcessful and successful attempts;
g) raise a sefurity event if a potential attempted ok successful breach of log-on controls is deteg¢ted;
h) display the following information on comptletion of a successful log-on:
1) date and time of the previous sucdessful log-on;
2) details of any unsuccessful ldgson attempts since the last successful log-on;
i) notdispldy a password being-entered;
j) nottransmit passwords in’clear text over a network;
k) terminat¢ inactiveSessions after a defined period of inactivity, especially in high risk locations such
as public pr external areas outside the organization’s security management or on mobile devjices;
1) restrict cpnfection times to provide additional security for high-risk applications and redyce the
window df opportunity for unauthorized access
Other inf .

Passwords are a common way to provide identification and authentication based on a secret that only the
user knows. The same can also be achieved with cryptographic means and authentication protocols. The
strength of user authentication should be appropriate for the classification of the information to be accessed.

If passwords are transmitted in clear text during the log-on session over a network, they can be captured
by a network "sniffer” program.

9.4.3 Password management system

Control

Password management systems should be interactive and should ensure quality passwords.
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Implementation guidance

A password management system should:

a)
b)

c)
d)
e)
f)
g)
h)
i)

Other |nformation

enforce the use of individual user IDs and passwords to maintain accountability;

allow users to select and change their own passwords and include a confirmation procedure to
allow for input errors;

enforce a choice of quality passwords;

force users to change their passwords at the first log-on;

erfforce regular password changes and as needed;

maintain a record of previously used passwords and prevent re-use;
ndt display passwords on the screen when being entered;

stpre password files separately from application system data;

stpre and transmit passwords in protected form.

Some applications require user passwords to be assigned by-an independent authority; [in such cases,
points|b), d) and e) of the above guidance do not apply. Ii,most cases the passwords arg selected and

maintgined by users.

9.4.4 | Use of privileged utility programs
Contral

The uge of utility programs that might becapable of overriding system and application c¢ntrols should

be restricted and tightly controlled.

Implerhentation guidan

The fol]lowing guidelines for the/use of utility programs that might be capable of overriding system and

application controls shouldibe considered:

a) use of identification;-authentication and authorization procedures for utility progranis;

b) sepregationeftutility programs from applications software;

c) lirpitatiomof the use of utility programs to the minimum practical number of trustgd, authorized
users (see 9.2.3);

d) a thUl ibat;uu fUl Cld hUb uostT Uf utl};t)’ lJl Usl dalllo

e) limitation of the availability of utility programs, e.g. for the duration of an authorized change;

f) logging of all use of utility programs;

g) defining and documenting of authorization levels for utility programs;

h) removal or disabling of all unnecessary utility programs;

i) not making utility programs available to users who have access to applications on systems where
segregation of duties is required.

Other inf .

© ISO/IEC 2013 - All rights reserved 27


https://iecnorm.com/api/?name=23b6639ddc00d74bc2c96914e207bf53

ISO/IEC 27002:2013(E)

Most computer installations have one or more utility programs that might be capable of overriding
system and application controls.

9.4.5 Access control to program source code

Control

Access to program source code should be restricted.

Implemen

ion

idan

Access to program source code and assoc1ated items (such as de51gns spec1f1cat10ns verlflcatlon plans

and validatiot
functionality
intellectual p

such code, pr¢
ess to such program source libraries in order to reduce the potential.for” corrupi

to control acq
computer pro

a) where po

prams:
5sible, program source libraries should not be held in operationalsystems;

'am source code and the program source libraries shouldybe managed accord
bd procedures;

ersonnel should not have unrestricted access to program source libraries;

ing of program source libraries and associated itéems and the issuing of program s

to programmers should only be performed after appropriate authorization has been receive

b) the prog

establish
c) supporty
d) the updat
e) program
f) anauditl
g)

procedur
If the progran

its integrity (¢

10 Cryptog

istings should be held in a secure environment;

bg should be maintained of all accesses to program source libraries;

maintenance and copying of program soutce libraries should be subject to strict change ¢

bs (see 14.2.2).
p.g. digital signature) sheuld be considered.

raphy

10.1 Cryptographic.controls

ing to

purces
;

ontrol

1 source code is intended-te-be published, additional controls to help getting assurance on

Objective: To
ticity and/or

ensQre proper and effective use of cryptography to protect the confidentiality, aut
intégrity of information.

len-

10.1.1 Policy on the use of cryptographic controls

Control

A policy on the use of cryptographic controls for protection of information should be developed and

implemented.

Implementation guidance

When developing a cryptographic policy the following should be considered:

a)

including

28

the general principles under which business information should be protected;

the management approach towards the use of cryptographic controls across the organization,
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e type, strength and quality of the encryption algorithm required;

devices or across communication lines;

based on a risk assessment, the required level of protection should be identified taking into account

the use of encryption for protection of information transported by mobile or removable media

the approach to key management, including methods to deal with the protection of cryptographic

keys and the recovery of encrypted information in the case of lost, compromised or damaged keys;

les and responsibilities, e.g. who is responsible for:

the implementation of the policy;

adthenticity or integrity of stored or tran$mitted sensitive or critical information;

confidentiality: using encryption of information t/protect sensitive or critical infor

authentication: using cryptographic techniques to authenticate users and other sy

the key management, including key generation (see 10.1.2);

a)

p standards to be adopted for effective implementation throughout the ©rgani
lution is used for which business processes);

a)
-

impact of using encrypted information on controls that rely upon-content in
hlware detection).

implementing the organization’s cryptographic policy, consideration should be

f the world and to the issues of trans-border flow of encrypted information (see 18

graphic controls can be used to achieve different information security objectives, ¢

bred or transmitted;

fegrity/authenticity: using digital signatdres or message authentication codes

n-repudiation: using cryptographic“techniques to provide evidence of the occur
currence of an event or action;

guesting access to or transacting with system users, entities and resources.

nformation

b)
th
c)
d)
e) ro
1)
2)
f) th
SO
g) th
m
When
regul
parts
Cryptd
a)
st
b) in
c) ng
00
d)
re
Other
Makin
the w
deter
for w

ider process.of. risk assessment and selection of controls. This assessment can th
ine whether'a cryptographic control is appropriate, what type of control should h
at purpose and business processes.

b a decision as to whether a cryptographic solution is appropriate should be sg

yation (which

spection (e.g.

given to the

ions and national restrictions that might apply to the use of cryptographic techniqules in different

.1.5).
g

mation, either

to verify the

fence or non-

stem entities

en as part of

en be used to
e applied and

minimize the

Specialist advice should be sought in selecting appropriate cryptographic controls to meet the
information security policy objectives.

10.1.2

Key management

Control

A policy on the use, protection and lifetime of cryptographic keys should be developed and implemented
through their whole lifecycle.

Implementation guidance

The policy should include requirements for managing cryptographic keys though their whole lifecycle
including generating, storing, archiving, retrieving, distributing, retiring and destroying keys.
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Cryptographicalgorithms, key lengths and usage practices should be selected according to best practice.
Appropriate key management requires secure processes for generating, storing, archiving, retrieving,
distributing, retiring and destroying cryptographic keys.

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

A key management system should be based on an agreed set of standards, procedures and secure
methods for:

a) generating keys for different cryptographic systems and different applications;

b) issuing axlxd obtaining public key certificates;
c) distributing keys to intended entities, including how keys should be activated when received;
d) storing keys, including how authorized users obtain access to keys;
e) changinglor updating keys including rules on when keys should be changed and how this will b¢ done;
f) dealing with compromised keys;

g) revoking[keys including how keys should be withdrawn or deactivated, e.g. when keys have been
compromfised or when a user leaves an organization (in which case keys should also be archived);

h) recovering keys that are lost or corrupted;

i) backing up or archiving keys;

j) destroying keys;

k) logging aphd auditing of key management related activities.

In order to redjuce the likelihood of improper use, activation and deactivation dates for keys should be defined
so that the keys can only be used for the period.of time defined in the associated key management pdlicy.

In addition to[securely managing secret-and private keys, the authenticity of public keys should &lso be
considered. This authentication process can be done using public key certificates, which are normally
issued by a certification authoritytwhich should be a recognized organization with suitable contr¢ls and
procedures in place to provide/the required degree of trust.

The contents pf service level agreements or contracts with external suppliers of cryptographic sefrvices,
e.g. with a ceftificationzauthority, should cover issues of liability, reliability of services and regponse
times for the provisioh of services (see 15.2).

Other information

The managenTent of CTyPrograpiic Reys 1S essentiat to the effective USe of Cryprograpiic techniques.
ISO/IEC 11770121[3]1[4] provides further information on key management.

Cryptographic techniques can also be used to protect cryptographic keys. Procedures may need to be
considered for handling legal requests for access to cryptographic keys, e.g. encrypted information can
be required to be made available in an unencrypted form as evidence in a court case.

11 Physical and environmental security

11.1 Secure areas

Objective: To prevent unauthorized physical access, damage and interference to the organization’s
information and information processing facilities.
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11.1.1 Physical security perimeter

Control

Security perimeters should be defined and used to protect areas that contain either sensitive or critical
information and information processing facilities.

Implementation guidance

The following guidelines should be considered and implemented where appropriate for physical
security perimeters:

a) e perimeters
the results of
a fisk assessment;

b) pdrimeters of a building or site containing information processing facilitiés should|be physically
sound (i.e. there should be no gaps in the perimeter or areas where a break!in could|easily occur);
the exterior roof, walls and flooring of the site should be of solid construction and all gxternal doors
shpuld be suitably protected against unauthorized access with ¢ontfol mechanisms, (e.g. bars,
alarms, locks); doors and windows should be locked when unattended and external protection
shuld be considered for windows, particularly at ground levek;

c) aimnanned reception area or other means to control physicahaccess to the site or building should be
in[place; access to sites and buildings should be restricted)to authorized personnel only;

d) pHysical barriers should, where applicable, be built.fo prevent unauthorized physiqal access and
enfjvironmental contamination;

e) allfire doors on a security perimeter should be alarmed, monitored and tested in conjurjction with the
wdlls to establish the required level of resiStance in accordance with suitable regional, national and
infernational standards; they should operate in accordance with the local fire code in a fajlsafe manner;

f) suitable intruder detection systems"should be installed to national, regional or|international
standards and regularly testedxto cover all external doors and accessible windowp; unoccupied
argas should be alarmed at alltimes; cover should also be provided for other areas,|e.g. computer
ropm or communications ¥o0ms;

g) information processing facilities managed by the organization should be physically s¢parated from
thpse managed by external parties.

Other information

Physicpl protection can be achieved by creating one or more physical barriers around the prganization’s

premises and-information processing facilities. The use of multiple barriers gives additiornal protection,

where[the failure of a single barrier does not mean that security is immediately compromiised.

A secummmwm%m \4 T \Y TS SUTTOUI \4 imuous internal physical

security barrier. Additional barriers and perimeters to control physical access may be needed between
areas with different security requirements inside the security perimeter. Special attention to physical
access security should be given in the case of buildings holding assets for multiple organizations.

The application of physical controls, especially for the secure areas, should be adapted to the technical
and economic circumstances of the organization, as set forth in the risk assessment.

11.1.2 Physical entry controls
Control

Secure areas should be protected by appropriate entry controls to ensure that only authorized personnel
are allowed access.
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Implementation guidance

The following guidelines should be considered:

a) the date and time of entry and departure of visitors should be recorded, and all visitors should be
supervised unless their access has been previously approved; they should only be granted access for
specific, authorized purposes and should be issued with instructions on the security requirements
of the area and on emergency procedures. The identity of visitors should be authenticated by an
appropriate means;

b) access to areas where confidential information is processed or stored should be restricted to
authorized individuals only by implementing appropriate access controls, e.g. by implementing a

two-factqrauthemnticatiom mechanisnrsuchras amaccess cardamd secret PN

c) aphysica
d) all emplo

logbookorelectronicaudittrail ofallaccess should be securely maintained and mon

yees, contractors and external parties should be required to wear someé form of

identification and should immediately notify security personnel if they encounter unes

visitors a

e) external

nd anyone not wearing visible identification;

barty support service personnel should be granted restricted{access to secure af

confidentfial information processing facilities only when required; this-access should be auth

and moni

kored;

f) accessrightstosecureareasshould beregularly reviewed and updated, and revoked when ned
(see 9.2.5/and 9.2.6).

11.1.3 Securjing offices, rooms and facilities

Control

Physical secu

ity for offices, rooms and facilities shiould be designed and applied.

Implementatipn guidance

The following guidelines should be considéred to secure offices, rooms and facilities:

a) key facilities should be sited to avoid access by the public;

b) where ap
with no

plicable, buildings-should be unobtrusive and give minimum indication of their py

processirg activities;

c) facilities

should bevconfigured to prevent confidential information or activities from being

and audiljle fromthe outside. Electromagnetic shielding should also be considered as approy

d) directori¢sandinternal telephonebooksidentifyinglocations of confidential information prod
facilities Shoutd mot be readily accessibie To anyone unauthorized.

11.1.4 Prote

Control

tored;
visible

corted

eas or
orized

essary

rpose,

bbvious signs, coutside or inside the building, identifying the presence of inforination

visible
riate;

essing

cting against external and environmental threats

Physical protection against natural disasters, malicious attack or accidents should be designed and applied.

Implementation guidance

Specialist advice should be obtained on how to avoid damage from fire, flood, earthquake, explosion,
civil unrest and other forms of natural or man-made disaster.
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Working in secure areas

Control

Procedures for working in secure areas should be designed and applied.

Implementation guidance

The following guidelines should be considered:

a) personnel should only be aware of the existence of, or activities within, a secure area on a need-
to-know basis;

b) ursupervised working in secure areas should be avoided both for safety reasons,apd to prevent
ogportunities for malicious activities;

c) vacant secure areas should be physically locked and periodically reviewed;

d) pHotographic, video, audio or other recording equipment, such as camerasin mobile devices, should
ndt be allowed, unless authorized.

The afrangements for working in secure areas include controls for.the’employees and dxternal party

users yorking in the secure area and they cover all activities takingplace in the secure area.

11.1.6| Delivery and loading areas

Contrdl

Accesq points such as delivery and loading areas and-other points where unauthorized persons could

enter fhe premises should be controlled and, if possible, isolated from information procegsing facilities

to avold unauthorized access.

nentation guidance

lowing guidelines should be considered:

cess to a delivery and loading area from outside of the building should be restricte
d authorized personnel{

e delivery and loadinhg area should be designed so that supplies can be loaded
thout delivery pérsonnel gaining access to other parts of the building;

e external deors'of a delivery and loading area should be secured when the internal do

hterjals; before it is moved from a delivery and loading area;

 to identified

hnd unloaded

sare opened;

T
roming material should be inspected and examined for explosives, chemicals or other hazardous

coming material should be registered in accordance with asset management pr

pcedures (see

Clause 8) on entry to the site;

Impler
The fo
a) ac
an
b) th
w
c) th
d) in
m
e) in
f)
g)

incoming and outgoing shipments should be physically segregated, where possible;

discovered it should be immediately reported to security personnel.

11.2 Equipment

incoming material should be inspected for evidence of tampering en route. If such tampering is

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organiza-
tion’s operations.
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11.2.1 Equipment siting and protection
Control

Equipment should be sited and protected to reduce the risks from environmental threats and hazards,
and opportunities for unauthorized access.

Implementation guidance
The following guidelines should be considered to protect equipment:

a) equipment should be sited to minimize unnecessary access into work areas;

b) information processing facilities handling sensitive data should be positioned carefully te feduce
the risk of information being viewed by unauthorized persons during their use;

c) storage fgcilities should be secured to avoid unauthorized access;

d) items refuiring special protection should be safeguarded to reduce the-general lgvel of
protectign required;

e) controls ghould be adopted to minimize the risk of potential physical andefwironmental threats, e.g.
theft, fireJexplosives, smoke, water (or water supply failure), dust, vibration, chemical effects, eldctrical
supply interference, communications interference, electromagnetic radiation and vandalism;

f) guidelinep for eating, drinking and smoking in proximity to information processing facilities should
be established;

g) environmjental conditions, such as temperature and humidity, should be monitored for conglitions
which coyild adversely affect the operation of informatién processing facilities;

h) lightning|protection should be applied to all buildings and lightning protection filters shquld be
fitted to 41l incoming power and communications lines;

i) the use (f special protection methods, such as keyboard membranes, should be considefed for
equipmenjt in industrial environments;

j)  equipment processing confidentialrinformation should be protected to minimize the risk of
information leakage due to electromagnetic emanation.

11.2.2 Supporting utilities

Control

Equipment should be-protected from power failures and other disruptions caused by failyres in

Supporting utilities (e.g. electricity, telecommunications, water supply, gas, sewage, ventilation and air
conditioning) should:

a) conform to equipment manufacturer’s specifications and local legal requirements;

b) be appraised regularly for their capacity to meet business growth and interactions with other
supporting utilities;

c) beinspected and tested regularly to ensure their proper functioning;
d) ifnecessary, be alarmed to detect malfunctions;

e) if necessary, have multiple feeds with diverse physical routing.
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Emergency lighting and communications should be provided. Emergency switches and valves to cut off
power, water, gas or other utilities should be located near emergency exits or equipment rooms.

Other information

Additional redundancy for network connectivity can be obtained by means of multiple routes from
more than one utility provider.

11.2.3 Cabling security

Control

Powerand tetecommunications cabing carTying data or supporting nformation Servt
protedted from interception, interference or damage.

Implementation guidance

The following guidelines for cabling security should be considered:

a)

b)
‘)

11.2.4) Equipment maintenance
Contral

Equipment should be corfectly maintained to ensure its continued availability and integr

Implementation guidance

The following guidelines for equipment maintenance should be considered:

a)

b)

‘)
d)

)

p

where possible, or subject to adequate alternative protection;

p

fol sensitive or critical systems further controls to consider include:
1)| installation of armoured conduit and locked rooms)or boxes at inspection and term
2)| use of electromagnetic shielding to protect the cables;

3)| initiation of technical sweeps and physicéal inspections for unauthorized devices h

4) controlled access to patch panels.ahd cable rooms.

e
a

dwer and telecommunications lines into information processing facilities should be

to the cables;

d specifications;

res should be

underground,

dwer cables should be segregated from communications cables to prevent interference;

nation points;

eing attached

ty.

vice intervals

quipment should be maintained in accordance with the supplier’s recommended seq]

only authorized maintenance personnel should carry out repairs and service equipment;

records should be keptofall suspected oractual faults,and of all preventive and corrective maintenance;

appropriate controls should be implemented when equipment is scheduled for maintenance,
taking into account whether this maintenance is performed by personnel on site or external to the
organization; where necessary, confidential information should be cleared from the equipment or
the maintenance personnel should be sufficiently cleared;

all maintenance requirements imposed by insurance policies should be complied with;

before putting equipment back into operation after its maintenance, it should be inspected to ensure
that the equipment has not been tampered with and does not malfunction.
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11.2.5 Removal of assets

Control

Equipment, information or software should not be taken off-site without prior authorization.

Implementation guidance

The following guidelines should be considered:

a) employees and external party users who have authority to permit off-site removal of assets should
be identified;

b) time limits for asset removal should be set and returns verified for compliance;

c) where nefessary and appropriate, assets should be recorded as being removed off-site;and regorded
when retyirned;

d) the ident]ty, role and affiliation of anyone who handles or uses assets should/be’documentgd and
this documentation returned with the equipment, information or software.

Other information

Spot checks, indertaken to detect unauthorized removal of assets, cdinyalso be performed to|detect

unauthorized
site. Such spg
Individuals sH

t checks should be carried out in accordance with.rélevant legislation and regul
ould be made aware that spot checks are carried.out; and the verifications should

performed with authorization appropriate for the legal and régulatory requirements.

11.2.6 Secur
Control

Security shou
the organizat

Implementati

The use of a
should be aut]
equipment oW

ity of equipment and assets off-premises

Id be applied to off-site assets taking into account the different risks of working ¢
on’s premises.

n guidan

1y information storing and processing equipment outside the organization’s pr

med privately and-used on behalf of the organization.
guidelines.should be considered for the protection of off-site equipment:
t and media taken off premises should not be left unattended in public places;

urers”’instructions for protecting equipment should be observed atall times, e.g. prot

recording devices, weapons, etc., and to prevent théir*entry into and exit from, the

htions.
nly be

utside

bmises

horized by management. This applies to equipment owned by the organization and that

ection

posure to strong p]m‘fr‘nmngnpfir fields:

The following

a) equipmer

b) mar.lufact
against e

c)

d)

controls for off-premises locations, such as home-working, teleworking and temporary sites should
be determined by a risk assessment and suitable controls applied as appropriate, e.g. lockable filing
cabinets, clear desk policy, access controls for computers and secure communication with the office
(see also ISO/IEC 27033[15][16][17][18][19]);
when off-premises equipment is transferred among different individuals or external parties, a log
should be maintained that defines the chain of custody for the equipment including at least names
and organizations of those who are responsible for the equipment.

Risks, e.g. of damage, theft or eavesdropping, may vary considerably between locations and should be
taken into account in determining the most appropriate controls.

Other information
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Information storing and processing equipment includes all forms of personal computers, organizers,
mobile phones, smart cards, paper or other form, which is held for home working or being transported
away from the normal work location.

More information about other aspects of protecting mobile equipment can be found in 6.2.

It may be appropriate to avoid the risk by discouraging certain employees from working off-site or by
restricting their use of portable IT equipment;

11.2.7

Secure disposal or re-use of equipment

Control

All itellns of equipment containing storage media should be verified to ensure that any sen¥

license

Impler
Equipr

Storag
the in
infornj

Other

Damag
the ite
compr]

In add
inform

a) th
fil

b) th
c) th
For fui

Techni
Overw
storag

11.2.8

d software has been removed or securely overwritten prior to disposal or retuse.
hentation guidan
hent should be verified to ensure whether or not storage media is contaified prior to disj

e media containing confidential or copyrighted information shotild be physically
ormation should be destroyed, deleted or overwritten using techniques to mak
ation non-retrievable rather than using the standard delete,or format function.

nformation

ed equipment containing storage media may require a risk assessment to deters

pmised through careless disposal or re-use of €quipment.

tion to secure disk erasure, whole-diskéncryption reduces the risk of disclosure ¢
ation when equipment is disposed of.dr redeployed, provided that:

e encryption process is sufficiently strong and covers the entire disk (including slag
s, etc.);

e encryption keys are long.enough to resist brute force attacks;
e encryption keys are themselves kept confidential (e.g. never stored on the same d
ther advice on encryption, see Clause 10.

ques for securely overwriting storage media differ according to the storage med
riting toel§ should be reviewed to make sure that they are applicable to the tech
e medja.

itive data and

osal orre-use.

destroyed or
e the original

mine whether

ms should be physically destroyed rather than Sent for repair or discarded. Inforgnation can be

f confidential

k space, swap

isk).

a technology.
nology of the

Unattended user equipment

Control

Users should ensure that unattended equipment has appropriate protection.
Impl : id

All users should be made aware of the security requirements and procedures for protecting unattended
equipment, as well as their responsibilities for implementing such protection. Users should be advised to:

a) terminate active sessions when finished, unless they can be secured by an appropriate locking
mechanism, e.g. a password protected screen saver;

b) log-off from applications or network services when no longer needed;
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<)

secure computers or mobile devices from unauthorized use by a key lock or an equivalent control,

e.g. password access, when not in use.

11.2.9 Clear desk and clear screen policy

Control

A clear desk policy for papers and removable storage media and a clear screen policy for information
processing facilities should be adopted.

Implementation guidance

The clear desk 3 2 3 3
legal and contractual requirements (see 18.1) and the corresponding risks and cultural aspect§

b)

d)

Other informdtion

Acleardesk/clearscreen policy reduces therisks of uniauthorized access, loss ofand damage to infor
during and oytside normal working hours. Safestor other forms of secure storage facilities mig
protect information stored therein against disasters such as a fire, earthquake, flood or explosion|.

Consider the pise of printers with PIN code-function, so the originators are the only ones who ¢
their print-oufs and only when standingiext to the printer.

12 Operations security

12.1 Operational procedures and responsibilities

[Een poticy Siould take IMto account tie inform OT OT

sensitive [or critical business information, e.g. on paper or on electronic storage tnedia, shd

e 8.2),
of the

uld be

locked awyay (ideally in a safe or cabinet or other forms of security furniture)iwhen not required,

especially when the office is vacated.

computelfs and terminals should be left logged off or protected with a ser€en and keyboard |
mechanigm controlled by a password, token or similar user authéntication mechanism
unattendgd and should be protected by key locks, passwords or othep controls when not in

unauthorfsed use of photocopiers and other reproduction technology (e.g. scanners, digital ca
should b prevented;

media coptaining sensitive or classified information sheuld be removed from printers immec

pcking
when
se;

meras)

liately.

mation
ht also

an get

Objective: Tolensure-correct and secure operations of information processing facilities.

12.1.1 Documented-operatingprocedttes——mMmMm————————————————————

Control

Operating procedures should be documented and made available to all users who need them.

Implementation guidance

Documented procedures should be prepared for operational activities associated with information
processing and communication facilities, such as computer start-up and close-down procedures, backup,
equipment maintenance, media handling, computer room and mail handling management and safety.

The operating procedures should specify the operational instructions, including:

a)

38

the installation and configuration of systems;
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g)

h)

)
j)
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processing and handling of information both automated and manual;
backup (see 12.3);

scheduling requirements, including interdependencies with other systems, earliest job start and
latest job completion times;

instructions for handling errors or other exceptional conditions, which might arise during job
execution, including restrictions on the use of system utilities (see 9.4.4);

support and escalation contacts including external support contacts in the event of unexpected
operational or technical difficulties;

splecial output and media handling instructions, such as the use of special statjonery or the
management of confidential output including procedures for secure disposal of-Qutput from failed
jobs (see 8.3 and 11.2.7);

syktem restart and recovery procedures for use in the event of system failure;
the management of audit-trail and system log information (see 12.4);

monitoring procedures.

Operating procedures and the documented procedures for systefiractivities should be treated as formal
docunjents and changes authorized by management. Where technically feasible, informftion systems

should be managed consistently, using the same procedures, tools and utilities.

12.1.2) Change management

Contrd

—

Changps to the organization, business processes, information processing facilities and|systems that

affect Information security should be controlled.

Implementation guidance

In particular, the following items Should be considered:

a)
b)
c)
d)
e)
)
g)

h)

identification and recording of significant changes;
planning and testirg of changes;

asgessment of:the potential impacts, including information security impacts, of such ¢hanges;
formal approval procedure for proposed changes;

verification that information security requirements have been met;

communication oI change detalls to all relevant persons;

fall-back procedures, including procedures and responsibilities for aborting and recovering from
unsuccessful changes and unforeseen events;

provision of an emergency change process to enable quick and controlled implementation of changes
needed to resolve an incident (see 16.1).

Formal management responsibilities and procedures should be in place to ensure satisfactory control of
all changes. When changes are made, an audit log containing all relevant information should be retained.

Other information
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Inadequate control of changes to information processing facilities and systems is a common cause of
system or security failures. Changes to the operational environment, especially when transferring a
system from development to operational stage, can impact on the reliability of applications (see 14.2.2).

12.1.3 Capacity management
Control

The use of resources should be monitored, tuned and projections made of future capacity requirements
to ensure the required system performance.

Implementation guidance

Capacity requfirements should be identified, taking into account the business criticality of the gongerned
system. Systejm tuning and monitoring should be applied to ensure and, where necessary,imprgve the
availability and efficiency of systems. Detective controls should be put in place to indicate*problems in
due time. Projections of future capacity requirements should take account of new businéss and gystem
requirements|and currentand projected trends in the organization’s information processing capabilities.

Particular attention needs to be paid to any resources with long procurement lead times or high costs;
therefore managers should monitor the utilization of key system resources..Fhey should identifytrends
in usage, partficularly in relation to business applications or information systems management tdols.

Managers shduld use this information to identify and avoid potential bottlenecks and dependejnce on
key personne| that might present a threat to system security or services, and plan appropriate agtion.

Providing sufficient capacity can be achieved by increasing capacity or by reducing demand. Examples
of managing dapacity demand include:

a) deletion qf obsolete data (disk space);

b) decommifsioning of applications, systems, databases or environments;
c) optimisirlg batch processes and schedules;

d) optimising application logic or database queries;

e) denying drrestricting bandwidth{dr resource-hungry services if these are not business critidal (e.g.
video str¢aming).

A documentedl capacity management plan should be considered for mission critical systems.

This control dlso addresses the capacity of the human resources, as well as offices and facilities.

12.1.4 Separation of development, testing and operational environments

Control

Development, testing, and operational environments should be separated to reduce the risks of
unauthorized access or changes to the operational environment.

Implementation guidance

The level of separation between operational, testing, and development environments that is necessary
to prevent operational problems should be identified and implemented.

The following items should be considered:

a) rules for the transfer of software from development to operational status should be defined and
documented;
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hlent controls

files or system
nt in which to
environment.

b information,

b) developmentand operational software should run on different systems or computer processors and
in different domains or directories;

c) changestooperational systems and applications should be tested in a testing or staging environment
prior to being applied to operational systems;

d) other than in exceptional circumstances, testing should not be done on operational systems;

e) compilers, editors and other development tools or system utilities should not be accessible from
operational systems when not required;

f) users should use different user profiles for operational and testing systems, and menus should
digpleyapproprinteidentificationmessagestoreduce the risk oferror

g) sepsitive data should not be copied into the testing system environment unless equiv
arg provided for the testing system (see 14.3).

Other information

Develgpmentand testing activities can cause serious problems, e.g. unwanted modification of

enviropment or system failure. There is a need to maintain a known and‘stable environme

perform meaningful testing and to prevent inappropriate developer access to the operationa

Wherg development and testing personnel have access to the eperational system and it

they may be able to introduce unauthorized and untested €ede or alter operational d

systeEIs this capability could be misused to commit fradd or introduce untested or m|

ata. On some
alicious code,

which|can cause serious operational problems.

Develdpment and testing personnel also pose a threat'to the confidentiality of operationaLinformation.
Develdpment and testing activities may cause unintended changes to software or information if they
share the same computing environment. Separating development, testing and operational gnvironments
is theijefore desirable to reduce the risk of‘accidental change or unauthorized access o operational
softwdre and business data (see 14.3 for-the protection of test data).

12.2 Protection from malware

Objective: To ensure that information and information processing facilities are protected against
malware.

12.2.1] Controls against malware

Contrdl

Detectlion,(prevention and recovery controls to protect against malware should be [implemented,
combihed'with appropriate user awareness.

Implementation guidance

Protection against malware should be based on malware detection and repair software, information
security awareness and appropriate system access and change management controls. The following
guidance should be considered:

a)

establishing a formal policy prohibiting the use of unauthorized software (see 12.6.2 and 14.2.);

b)

c)

© ISO/IEC 2013 - All rights reserved

implementing controls that prevent or detect the use of unauthorized software (e.g. application
whitelisting);

implementing controls that prevent or detect the use of known or suspected malicious websites (e.g.
blacklisting);
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d) establishing a formal policy to protect against risks associated with obtaining files and software
either from or via external networks or on any other medium, indicating what protective measures
should be taken;

e) reducing vulnerabilities that could be exploited by malware, e.g. through technical vulnerability
management (see 12.6);

f) conducting regular reviews of the software and data content of systems supporting critical business
processes; the presence of any unapproved files or unauthorized amendments should be formally
investigated;

g) installation and regular update of malware detection and repair software to scan computers and

media as
1) scan

2) scan
carri
enter

3) scan

h) defining |
their use,

i) preparing
necessary

j)  implemer
verifying

k) implemer]
bulletins
journals,
used to d

O Precautionary COMtIot, Or oI a Toutine basts; the scamcarried out shoutdimchude:

ing the network of the organization;

web pages for malware;

reporting and recovering from malware attacks;

r data and software backup and recovery arrangements (see 12.3);

websites giving information about new malware;

reliable Internet sites or suppliers producing software protecting against malwa
ifferentiate between hoaxes ahd real malware; all users should be made aware

problem ¢f hoaxes and what to do on‘veceipt of them;

1) isolating
Other inform

The use of twg
environment/

Care should b
procedures, W

environments where catastrophic impacts may result.

htion

rom differentvendors and technology canimprove the effectiveness of malware prot

e taken'to-protect against the introduction of malware during maintenance and eme
rhich may bypass normal malware protection controls.

Under certai

coanditione maaliazara nrataction miaght canen dictrbhanca uathin anarationc
€O € Se-a15t ¥ S+

any files received over networks or via any form of storage medium, for malware-befgre use;

electronic mail attachments and downloads for malware before use; this scan shquld be

bd out at different places, e.g. at electronic mail servers, desk top cofiiputers and when

pbrocedures and responsibilities to deal with malware protection on systems, traifning in

y appropriate business continuity plans for recovering from malware attacks, including all

ting procedures to regularly collect information, such as subscribing to mailing lists or

ting procedures to verify informatign-relating to malware, and ensure that wprning
hre accurate and informative; managers should ensure that qualified sources, e.g. regutable

Ire, are
of the

or more software products protecting against malware across the information prodessing

pction.

Fgency
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Use of malware detection and repair software alone as a malware control is not usually adequate and
commonly needs to be accompanied by operating procedures that prevent introduction of malware.

12.3 Backup

Objective: To

protect against loss of data.

12.3.1 Information backup

Control
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Backup copies of information, software and system images should be taken and tested regularly in

accordance with an agreed backup policy.

Implementation guidan

A backup policy should be established to define the organization’s requirements for backup of

information, software and systems.

The backup policy should define the retention and protection requirements.

Adequate backup facilities should be provided to ensure that all essential information and software can

be recovered following a disaster or media failure.

When designing a backup plan, the following items should be taken into consideration:

accurate and complete records of the backup copies and documented restpratio|
uld be produced;

the extent (e.g. full or differential backup) and frequency of backups/Should reflect
reguirements of the organization, the security requirements of the information inv|
crfticality of the information to the continued operation of the organization;

the backups should be stored in a remote location, at a suffiCient distance to escap
from a disaster at the main site;

(s¢e Clause 11) consistent with the standards applied at the main site;

bdckup media should be regularly tested to ensure that they can be relied upon for ¢
when necessary; this should be combined with’a test of the restoration procedures
inst the restoration time required. Testing the ability to restore backed-up d
pdrformed onto dedicated test media, noet'by overwriting the original media in case
reftoration process fails and causes igreparable data damage or loss;

f)

Operational procedures should:-monitor the execution of backups and address failures
backups to ensure completenéss of backups according to the backup policy.

infkituations where confidentiality iSofimportance, backups should be protected by means

Backup arrangements for-ihdividual systems and services should be regularly tested 4
they meet the requirements of business continuity plans. In the case of critical systems
backup arrangements-should cover all systems information, applications and data necess
the complete systéim in the event of a disaster.

The retentionperiod for essential business information should be determined, taking int]
requirgment;for archive copies to be permanently retained.

In procedures

the business
plved and the

b any damage

bdckup information should be given an appropriate level'of physical and environmenfal protection

nergency use
and checked
hita should be
the backup or

ofencryption.

of scheduled

o ensure that
and services,
hry to recover

0 account any

12.4 Logging and monitoring

Objective: To record events and generate evidence.

12.4.1 Eventlogging

Control

Event logs recording user activities, exceptions, faults and information security events should be

produced, kept and regularly reviewed.

Implementation guidance
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Event logs should include, when relevant:

a) user IDs;

b) system activities;

c) dates, times and details of key events, e.g. log-on and log-off;

d) device identity or location if possible and system identifier;

e) recordso
f) recordso
g) changes ]
h) use of pri
i) use of sys
j) files acce
k) network

1) alarmsrg

m) activatiof and de-activation of protection systems, such ds anti-virus systems and int

detection

n) records of transactions executed by users in applications.

Event logging
consolidated

Other informd

Event logs ca
protection mg

Where possiblle, system administrators should not have permission to erase or de-activate logs ¢

own activitie

12.4.2 Prote
Control

Logging facili

f successful and rejected system access attempts;

f successful and rejected data and other resource access attempts;

0 system configuration;
vileges;

tem utilities and applications;
ssed and the kind of access;
hddresses and protocols;

ised by the access control system;

systems;

sets the foundation for automated monitoring systems which are capable of gensg
‘eports and alerts on system security.

htion

n contain sensitive data and“personally identifiable information. Appropriate p
asures should be taken (see 18.1.4).

(see 12.4.3).

ction of log information

Lies and log information should be protected against tampering and unauthorized §

Implementati

rusion

rating

rivacy

f their

Cccess.

bnouidance

Controls should aim to protect against unauthorized changes to log information and operational
problems with the logging facility including:

a) alterations to the message types that are recorded;

b) logfilesb

eing edited or deleted;

c) storage capacity of the log file media being exceeded, resulting in either the failure to record events
or over-writing of past recorded events.

Some audit logs may be required to be archived as part of the record retention policy or because of

requirements

to collect and retain evidence (see 16.1.7).

Other information
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System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the copying of appropriate message types automatically to a second log, or the use of suitable system
utilities or audit tools to perform file interrogation and rationalization should be considered.

System logs need to be protected, because if the data can be modified or data in them deleted, their
existence may create a false sense of security. Real-time copying of logs to a system outside the control
of a system administrator or operator can be used to safeguard logs.

12.4.3 Administrator and operator logs

Control

Systei administrator and system operator activities should be logged and the logs-protected and
regulalrly reviewed.

Implementation guidan

Privilgged user account holders may be able to manipulate the logs on informatigqn processing
facilitipes under their direct control, therefore it is necessary to protect and review the logs to maintain
accountability for the privileged users.

Other |nformation

An intfusion detection system managed outside of the conttol of system and network afilministrators
can bejused to monitor system and network administratioh activities for compliance.

12.4.4{ Clock synchronisation
Contrdl

The clpcks of all relevant information processing systems within an organization or sequrity domain
should be synchronised to a single reference time source.

Implementation guidance

Exterrfal and internal requir€ments for time representation, synchronisation and acquracy should
be do¢umented. Such requirements can be legal, regulatory, contractual requirements, standards
compljance or requirements for internal monitoring. A standard reference time for upe within the
organization should be 'defined.

The organization’sapproach to obtainingareference time from external source(s) and how tjo synchronise
interngl clocks+eliably should be documented and implemented.

Other |nf ion

The cdrrect setting of computer clocks is important to ensure the accuracy of audit logs, which may
be required for investigations or as evidence in legal or disciplinary cases. Inaccurate audit logs may
hinder such investigations and damage the credibility of such evidence. A clock linked to a radio time
broadcast from a national atomic clock can be used as the master clock for logging systems. A network
time protocol can be used to keep all of the servers in synchronisation with the master clock.

12.5 Control of operational software

Objective: To ensure the integrity of operational systems.

12.5.1 Installation of software on operational systems

Control
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Procedures should be implemented to control the installation of software on operational systems.
Implementation guidance
The following guidelines should be considered to control changes of software on operational systems:

a) the updating of the operational software, applications and program libraries should only be
performed by trained administrators upon appropriate management authorization (see 9.4.5);

b) operational systems should only hold approved executable code and not development code or compilers;

c) applications and operating system software should only be implemented after extensive and
successful testing: the tests should cover usability, security, effects on other systems and user-
friendlingss and should be carried out on separate systems (see 12.1.4); it should be ensured,that all
corresponding program source libraries have been updated;

d) a configufation control system should be used to keep control of all implemented software as well
as the syqtem documentation;

e) arollback strategy should be in place before changes are implemented;
f) anauditlpg should be maintained of all updates to operational progranilibraries;

g) previous persions of application software should be retained as a céntingency measure;

h) old versigns of software should be archived, together with all required information and paraIeters,
procedur¢s, configuration details and supporting software foraslong as the data are retained in archive.

Vendor supplied software used in operational systems should be maintained at a level supported|by the
supplier. Overtime, software vendors will cease to suppoftolder versions of software. The organjzation
should consideer the risks of relying on unsupported softivare.

Any decision o upgrade to a new release should take into account the business requirements for the
change and the security of the release, e.g. the introduction of new information security functipnality
or the numbef and severity of information security problems affecting this version. Software patches
should be applied when they can help to remeve or reduce information security weaknesses (seg12.6).

Physical or logical access should only be given to suppliers for support purposes when necessafry and
with manageinent approval. The supplier’s activities should be monitored (see 15.2.1).

Computer soffware may rely o externally supplied software and modules, which should be morjitored
and controlled to avoid unauthorized changes, which could introduce security weaknesses.

12.6 Technical vulnerability management

Objective: To[prevent exploitation of technical vulnerabilities.

12.6.1 Management of technical vulnerabilities
Control

Information about technical vulnerabilities of information systems being used should be obtained in a
timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate measures
taken to address the associated risk.

Implementation guidance

A current and complete inventory of assets (see Clause 8) is a prerequisite for effective technical
vulnerability management. Specific information needed to support technical vulnerability management
includes the software vendor, version numbers, current state of deployment (e.g. what software is
installed on what systems) and the person(s) within the organization responsible for the software.
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Appropriate and timely action should be taken in response to the identification of potential technical
vulnerabilities. The following guidance should be followed to establish an effective management process
for technical vulnerabilities:

a) theorganization should define and establish the roles and responsibilities associated with technical
vulnerability management, including vulnerability monitoring, vulnerability risk assessment,
patching, asset tracking and any coordination responsibilities required;

b) informationresources thatwill be used to identify relevant technical vulnerabilities and to maintain
awareness about them should be identified for software and other technology (based on the asset
inventory list, see 8.1.1); these information resources should be updated based on changes in the
inventory or when other new or useful resources are found;

c) atfimeline should be defined to react to notifications of potentially relevant technical vjilnerabilities;

d) orce a potential technical vulnerability has been identified, the organization|should identify the
aspociated risks and the actions to be taken; such action could involve patching |of vulnerable
systems or applying other controls;

e) dgpending on how urgently a technical vulnerability needs to be addressed, the action} taken should
bd carried out according to the controls related to change management (see 12.1.2) oy by following
information security incident response procedures (see 16.1.5);

f) if a patchis available from a legitimate source, the risks associated with installing the patch should be
aspessed (the risks posed by the vulnerability should be compared with the risk of installing the patch);

g) pdtches should be tested and evaluated before theyare installed to ensure they are effective and do
ndt result in side effects that cannot be tolerated; if no patch is available, other contfols should be
copsidered, such as:

1)| turning off services or capabilities related to the vulnerability;
2)| adapting or adding access contrels;e.g. firewalls, at network borders (see 13.1);
3)| increased monitoring to detect actual attacks;
4) raising awareness of thévilnerability;
h) anauditlog should be kept for all procedures undertaken;

i) thp technical vulperability management process should be regularly monitored and evaluated in
or(der to ensure,its-effectiveness and efficiency;

j)  systems athigh risk should be addressed first;

k) an effective technical vulnerability management process should be aligned yith incident
management activities, to communicate data on vulnerabilities to the incident resppnse function

and-pvrevide-technical-vrocedures-to-be-carried-outshowldanincidentoceur
eproeviaeteerHearproceatresStone-catr e a Ut snethaaiiReraeRtoeecHs

1) define a procedure to address the situation where a vulnerability has been identified but there is
no suitable countermeasure. In this situation, the organization should evaluate risks relating to the
known vulnerability and define appropriate detective and corrective actions.

Other information

Technical vulnerability management can be viewed as a sub-function of change management and as
such can take advantage of the change management processes and procedures (see 12.1.2 and 14.2.2).

Vendors are often under significant pressure to release patches as soon as possible. Therefore, there is
a possibility that a patch does not address the problem adequately and has negative side effects. Also, in
some cases, uninstalling a patch cannot be easily achieved once the patch has been applied.
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If adequate testing of the patches is not possible, e.g. because of costs or lack of resources, a delay in
patching can be considered to evaluate the associated risks, based on the experience reported by other
users. The use of ISO/IEC 27031[14] can be beneficial.

12.6.2 Restrictions on software installation

Control

Rules governi

ng the installation of software by users should be established and implemented.

Implementation guidance

The organizat

The principle
ability to inst
permitted (e.
prohibited (e.
potentially m
roles of the us

Other informs

Uncontrolled
then to inforn
intellectual p1

12.7 Inform

of least privilege should be applied. If granted certain privileges, users may ha
all software. The organization should identify what types of software installatig
b. updates and security patches to existing software) and what types of installatig
b. software that is only for personal use and software whose pedigreeavith regard t
hlicious is unknown or suspect). These privileges should be granted having regard
ers concerned.

htion

installation of software on computing devices can lead ¢o‘introducing vulnerabili
nhation leakage, loss of integrity or other information security incidents, or to viol
operty rights.

ation systems audit considerations

ve the
ns are
ns are
being
to the

‘jtes and

ion of

Objective: To

minimise the impact of audit activities:gn*operational systems.

12.7.1 Information systems audit controls

Control

Audit requirg
planned and 4

Implementati
The following
a)
b)

audit reqt

the scope

ments and activities invelving verification of operational systems should be ca
greed to minimize disruptions to business processes.

bn guidance
guidelines.should be observed:
lirements/for access to systems and data should be agreed with appropriate manag

oftechnical audit tests should be agreed and controlled;

refully

bment;

audit test

‘)
d)

s should be limited to read-only access to software and data;

access other than read-only should only be allowed for isolated copies of system files, which should

be erased when the audit is completed, or given appropriate protection if there is an obligation to
keep such files under audit documentation requirements;

requirem
f) audit test

g) allaccess
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ents for special or additional processing should be identified and agreed;
s that could affect system availability should be run outside business hours;

should be monitored and logged to produce a reference trail.
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13 Communications security

13.1 Network security management

Objective: To ensure the protection of information in networks and its supporting information pro-
cessing facilities.

13.1.1 Network controls

Control

Netwolrks should be managed and controlled to protect information in systems and appli¢ations.

Implerhentation guidance

Contrdls should be implemented to ensure the security of information in netwotks and thg protection of
conne¢ted services from unauthorized access. In particular, the following itéms should bg considered:

a) repponsibilities and procedures for the management of networkingequipment should He established;

b) operational responsibility for networks should be separated“from computer opefations where
apjpropriate (see 6.1.2);

c) special controls should be established to safeguard the confidentiality and intggrity of data
pdssing over public networks or over wireless networks and to protect the conngcted systems
arld applications (see Clause 10 and 13.2); special/controls may also be required to] maintain the
avfilability of the network services and computetrs connected;

d) appropriate logging and monitoring should be applied to enable recording and detection of actions
thpt may affect, or are relevant to, information security;

e) management activities should be closely coordinated both to optimize the s¢rvice to the
organization and to ensure that controls are consistently applied across the informatipn processing
infrastructure;

f) sypstems on the network should be authenticated;
g) syptems connection to'the network should be restricted.
Other Information

Additipnal information on network security can be found in ISO/IEC 27033.[15][16][17][18][}9]

13.1.2| Security of network services

Contral

Security mechanisms, service levels and management requirements of all network services should be
identified and included in network services agreements, whether these services are provided in-house
or outsourced.

Implementation guidance

The ability of the network service provider to manage agreed services in a secure way should be
determined and regularly monitored, and the right to audit should be agreed.

The security arrangements necessary for particular services, such as security features, service levels
and management requirements, should be identified. The organization should ensure that network
service providers implement these measures.

Other information
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Network services include the provision of connections, private network services and value added
networks and managed network security solutions such as firewalls and intrusion detection systems.
These services can range from simple unmanaged bandwidth to complex value-added offerings.

Security features of network services could be:

a) technology applied for security of network services, such as authentication, encryption and network
connection controls;

b) technical parameters required for secured connection with the network services in accordance
with the security and network connection rules;

¢) procedurgs—torthenepwork-service usage torestrictaccessto-petworkservicesorapplientions,
where nefessary.

13.1.3 Segregation in networks

Control

Groups of infa

Implementatipn guidan
One method of managing the security of large networks is to divide themirito separate network do

The domains
domain), alon
server domai
physically dif
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should be cor
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on an assessn|
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gateway tech

Wireless netw
environments
to segregate

accordance w|
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when properl

Other informatien

rmation services, users and information systems should be segrégated on networK

can be chosen based on trust levels (e.g. public access)domain, desktop domain,
b organizational units (e.g. human resources, financédnarketing) or some combinati
h connecting to multiple organizational units). The’segregation can be done using
ferent networks or by using different logical néetworks (e.g.virtual private networki

I of each domain should be well defined. Access between network domains is allow|
trolled at the perimeter using a gateway" (e.g. firewall, filtering router). The crite
If networks into domains, and the access allowed through the gateways, should be
ent of the security requirements of'€ach domain. The assessment should be in acco
ks control policy (see 9.1.1), access requirements, value and classification of infor}
| also take account of the relative cost and performance impact of incorporating s
nology.

forks require special treatment due to the poorly defined network perimeter. For se
, consideration sheuld be made to treat all wireless access as external connectio
this access from\.internal networks until the access has passed through a gatej
ith network controls policy (see 13.1.1) before granting access to internal systems.

ation, eneryption and user level network access control technologies of modern, stat
s networks may be sufficient for direct connection to the organization’s internal n¢
y implemented.

Imains.
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Networks often extend beyond organizational boundaries, as business partnerships are formed that
require the interconnection or sharing of information processing and networking facilities. Such
extensions can increase the risk of unauthorized access to the organization’s information systems that
use the network, some of which require protection from other network users because of their sensitivity

or criticality.

13.2 Information transfer

Objective: To maintain the security of information transferred within an organization and with any
external entity.
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13.2.1 Information transfer policies and procedures
Control

Formal transfer policies, procedures and controls should be in place to protect the transfer of information
through the use of all types of communication facilities.

Implementation guidance

The procedures and controls to be followed when using communication facilities for information
transfer should consider the following items:

a) pracedures designed to protect transferred information from interception, copying, modification,
mis-routing and destruction;

b) procedures for the detection of and protection against malware that may be transmfitted through
the use of electronic communications (see 12.2.1);

c) prjocedures for protecting communicated sensitive electronic information that is in the form of
ar] attachment;

d) pdlicy or guidelines outlining acceptable use of communication facilities (see 8.1.3);

e) pdrsonnel, external party and any other user’s responsibilitieSnot to compromise the|organization,
e.g. through defamation, harassment, impersonation, fotwarding of chain letters, junauthorized
pyrchasing, etc,;

f) ude of cryptographic techniques e.g. to protect the“confidentiality, integrity and ajuthenticity of
information (see Clause 10);

g) refentionand disposal guidelines for all busifiéss correspondence, including messages,|in accordance
with relevant national and local legislation'and regulations;

h) controls and restrictions associated with using communication facilities, e.g. automatjic forwarding
oflelectronic mail to external mail-addresses;

i) advising personnel to take appropriate precautions not to reveal confidential information;

j) ndtleaving messages containing confidential information on answering machines sifice these may
bg replayed by unautharized persons, stored on communal systems or stored incorre¢tly as a result
of|misdialling;

k) advising persennel about the problems of using facsimile machines or services, namely:
1)| unauthorized access to built-in message stores to retrieve messages;

2)| deliberate or accidental programming of machines to send messages to specific qumbers;

3) mmﬂmmnﬁ]mg the wrong

stored number.

In addition, personnel should be reminded that they should not have confidential conversations in public
places or over insecure communication channels, open offices and meeting places.

Information transfer services should comply with any relevant legal requirements (see 18.1).
Other information

Information transfer may occur through the use of a number of different types of communication
facilities, including electronic mail, voice, facsimile and video.

Software transfer may occur through a number of different mediums, including downloading from the
Internet and acquisition from vendors selling off-the-shelf products.
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The business, legal and security implications associated with electronic data interchange, electronic
commerce and electronic communications and the requirements for controls should be considered.

13.2.2 Agreements on information transfer
Control

Agreements should address the secure transfer of business information between the organization and
external parties.

Implementation guidance

Information tfansferagreements shoutd INcorporate the following:

o

a) managenjent responsibilities for controlling and notifying transmission, dispatch and receip
b) procedurgs to ensure traceability and non-repudiation;

c¢) minimun] technical standards for packaging and transmission;

d) escrow agreements;

e) courier identification standards;

f) responsiljilities and liabilities in the event of information securitjincidents, such as loss of data;

g) use of an pgreed labelling system for sensitive or critical information, ensuring that the meahing of
the labelq is immediately understood and that the inform@ation is appropriately protected (sde 8.2);

h) technical|standards for recording and reading inform¥ation and software;

i) anyspecigl controls thatare required to protect sensitive items, such as cryptography (see Clayse 10);

j) maintaining a chain of custody for informatién while in transit;
k) acceptable levels of access control.

Policies, procgdures and standards sheuld be established and maintained to protect informatipn and
physical medja in transit (see 8.3.3), and should be referenced in such transfer agreements.

The informatlion security content of any agreement should reflect the sensitivity of the bysiness
information ipvolved.

Other information

Agreements thay be electronic or manual, and may take the form of formal contracts. For confiflential
information, fhe specific mechanisms used for the transfer of such information should be consistent for
all organizatipnsiand types of agreements.

13.2.3 Electronic messaging

Control

Information involved in electronic messaging should be appropriately protected.
Implementation guidance

Information security considerations for electronic messaging should include the following:

a) protecting messages from unauthorized access, modification or denial of service commensurate
with the classification scheme adopted by the organization;

b) ensuring correct addressing and transportation of the message;
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c) reliability and availability of the service;
d) legal considerations, for example requirements for electronic signatures;

e) obtaining approval prior to using external public services such as instant messaging, social
networking or file sharing;

f) stronger levels of authentication controlling access from publicly accessible networks.
Other information

There are many types of electronic messaging such as email, electronic data interchange and social
networking which play a role in business communications.

13.2.4{ Confidentiality or non-disclosure agreements

—

Contrd

Requigements for confidentiality or non-disclosure agreements reflecting-the organizatipn’s needs for
the protection of information should be identified, regularly reviewed and documented.

Implementation guidan

Confidentiality or non-disclosure agreements should address thie’requirement to protedt confidential
information using legally enforceable terms. Confidentiality or non-disclosure agfeements are
applicgble to external parties or employees of the organization. Elements should be selefted or added
in conpideration of the type of the other party and its;permissible access or handling df confidential
information. To identify requirements for confidentiality or non-disclosure agreements,|the following
elemeIts should be considered:

a) adlefinition of the information to be protected (e.g. confidential information);

b) expected duration of an agreementy,including cases where confidentiality mighit need to be
maintained indefinitely;

c) repuired actions when an agreement is terminated;
d) repponsibilities and actionsjof signatories to avoid unauthorized information disclosure;

e) ownership of informiation, trade secrets and intellectual property, and how this relates to the
prpotection of confidential information;

f) the permittedsuse of confidential information and rights of the signatory to use inforjnation;
g) the rightte.dudit and monitor activities that involve confidential information;

h) procéssfornotification and reporting of unauthorized disclosure or confidential informjation leakage;

i) terms for information to be returned or destroyed at agreement cessation;
j) expected actions to be taken in case of a breach of the agreement.

Based on an organization’s information security requirements, other elements may be needed in a
confidentiality or non-disclosure agreement.

Confidentiality and non-disclosure agreements should comply with all applicable laws and regulations
for the jurisdiction to which they apply (see 18.1).

Requirements for confidentiality and non-disclosure agreements should be reviewed periodically and
when changes occur that influence these requirements.

Other information
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Confidentialityand non-disclosureagreements protectorganizationalinformationandinformsignatories
of their responsibility to protect, use and disclose information in a responsible and authorized manner.

There may be a need for an organization to use different forms of confidentiality or non-disclosure
agreements in different circumstances.

14 System acquisition, development and maintenance

14.1 Security requirements of information systems
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14.1.1 Information security requirements analysis and specification

Control

The informat
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Implementati
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of vulnerability thresholds. Results of the identification should be documented and reviewed

stakeholders.

Information s¢
(see8.2) and t

Identification
beintegrated
requirements

Information s

a) the level

ion security related requirements should be included in ‘the” requirements fqg
ystems or enhancements to existing information systems.

bn guidance

becurity requirements should be identified using various methods such as dg
bquirements from policies and regulations, thteat modelling, incident reviews,

curity requirements and controls should reflect the business value of the information in
he potential negative business impactwhich might result from lack of adequate securi

and management of information security requirements and associated processes
in early stages of informationsystems projects. Early consideration of information sg
e.g. at the design stage canilead to more effective and cost efficient solutions.

ecurity requirements should also consider:

of confidence required towards the claimed identity of users, in order to deriy
ation requirements;

ovisioning/and authorization processes, for business users as well as for privile
users;

b users and operators of their duties and responsibilities;

r new

riving
or use
by all

volved

Ly.

should
curity

€ user

ced or

iality, integrity;

repudiation requirements;

authentic
b) access pr
technical
c) informing
d)
confident
e)
f)

leakage d

etection systems.

the required protection needs of the assets involved, in particular regarding availability,

requirements derived from business processes, such as transaction logging and monitoring, non-

requirements mandated by other security controls, e.g. interfaces to logging and monitoring or data

For applications that provide services over public networks or which implement transactions, the
dedicated controls 14.1.2 and 14.1.3 should be considered.

If products are acquired, a formal testing and acquisition process should be followed. Contracts with
the supplier should address the identified security requirements. Where the security functionality
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in a proposed product does not satisfy the specified requirement, the risk introduced and associated
controls should be reconsidered prior to purchasing the product.

Available guidance for security configuration of the product aligned with the final software / service
stack of that system should be evaluated and implemented.

Criteria for accepting products should be defined e.g. in terms of their functionality, which will give
assurance that the identified security requirements are met. Products should be evaluated against these
criteria before acquisition. Additional functionality should be reviewed to ensure it does not introduce
unacceptable additional risks.

Other information

ISO/IE
identif
14.1.2
Contrd

Inform
fraudu

Impler

Inform
includ

a) th

C 27005[11] and ISO 31000[27] provide guidance on the use of risk managemént
[y controls to meet information security requirements.

Securing application services on public networks

—

ation involved in application services passing over public networks should be p1
lent activity, contract dispute and unauthorized disclosure and modification.

hentation guidance

ation security considerations for application services passing over public net
e the following:

plevel of confidenceeach partyrequiresineachother’sclaimedidentity,e.g.througha

b) a

thorization processes associated witli*who may approve contents of, issue

trinsactional documents;

c) e
u
d d
d

suring that communicating partners are fully informed of their authorizations fo
of the service;

processes to

fotected from

iworks should

ithentication;

or sign key

" provision or

ermining and meeting requirements for confidentiality, integrity, proof of dispatch andl receipt of key

cuments and the non-repudiation of contracts, e.g. associated with tendering and contf

e) thpe level of trust reguired in the integrity of key documents;

f) thg protection requirements of any confidential information;

g) the confidentiality and integrity of any order transactions, payment information, del
ddtails and-confirmation of receipts;

h) the.degree of verification appropriate to verify payment information supplied by a cu

act processes;

ivery address

stomer;

i) selecting the most appropriate settlement form of payment to guard against fraud;

j)  thelevel of protection required to maintain the confidentiality and integrity of order information;

k) avoidance of loss or duplication of transaction information;

1) liability associated with any fraudulent transactions;

m) insurance requirements.

Many of the above considerations can be addressed by the application of cryptographic controls (see
Clause 10), taking into account compliance with legal requirements (see Clause 18, especially see 18.1.5
for cryptography legislation).
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Application service arrangements between partners should be supported by a documented agreement
which commits both parties to the agreed terms of services, including details of authorization (see b) above).

Resilience requirements against attacks should be considered, which can include requirements for
protecting the involved application servers or ensuring the availability of network interconnections
required to deliver the service.

Other information

Applications accessible via public networks are subject to a range of network related threats, such as
fraudulent activities, contract disputes or disclosure of information to the public. Therefore, detailed
risk assessments and proper selection of controls are indispensable. Controls required often include
cryptographi¢mmethodsforauthenticatiomand securing data trarmsfer:

Application sdrvices can make use of secure authentication methods, e.g. using public key cxyptography
and digital signatures (see Clause 10) to reduce the risks. Also, trusted third parties can belused,|where
such services|are needed.

14.1.3 Protecting application services transactions
Control

Information involved in application service transactions should be pfotected to prevent incomplete
transmission,| mis-routing, unauthorized message alteration, unauthorized disclosure, unauthorized
message dupljcation or replay.

Implementatipn guidan
Information security considerations for application serviége-transactions should include the folloying:
a) the use of electronic signatures by each of the partties involved in the transaction;
b) all aspects of the transaction, i.e. ensuring that:
1) user’s secret authentication information of all parties are valid and verified;
2) the tfansaction remains confidential;
3) privacy associated with all parties involved is retained;
c) communications path between all involved parties is encrypted;
d) protocolsused to commmunicate between all involved parties are secured;

e) ensuring|that the.storage of the transaction details is located outside of any publicly accgssible
environnjent,e.g. on a storage platform existing on the organizational intranet, and not retained
and expofed/on a storage medium directly accessible from the Internet;

f) where atrusted authority is used (e.g. for the purposes of issuing and maintaining digital signatures
or digital certificates) security is integrated and embedded throughout the entire end-to-end
certificate/signature management process.

Other information

The extent of the controls adopted needs to be commensurate with the level of the risk associated with
each form of application service transaction.

Transactions may need to comply with legal and regulatory requirements in the jurisdiction which the
transaction is generated from, processed via, completed at or stored in.
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14.2 Security in development and support processes

Objective: To ensure that information security is designed and implemented within the development
lifecycle of information systems.

14.2.1 Secure development policy
Control

Rules for the development of software and systems should be established and applied to developments
within the organization.

Implementation guidance

Securd development is a requirement to build up a secure service, architecture, softwarg and system.
Withir a secure development policy, the following aspects should be put underc€onsideration:

a) sepurity of the development environment;
b) gyidance on the security in the software development lifecycle:
1)| security in the software development methodology;
2)| secure coding guidelines for each programming language used;
c) serurity requirements in the design phase;
d) serurity checkpoints within the project milestones;
€) sefure repositories;
f) sefurity in the version control;
g) repguired application security knowledge;
h) dgvelopers’ capability of avoiding, finding and fixing vulnerabilities.

Securg programming techniques should be used both for new developments and in code refuse scenarios
where|the standards applied-to development may not be known or were not consistentf with current
best practices. Secure ¢oding standards should be considered and where relevant manfated for use.
Develdpers should bectrained in their use and testing and code review should verify their|use.

If development is-uitsourced, the organization should obtain assurance that the external garty complies
with these rulesyfor secure development (see 14.2.7).

Other |nf ion

4 1 P 1 e il Licods 1 cc. Lioods o
Devel pPrentTMayarso—takepracemstac—apprications;—suciras-orrree—apprications;—Seripting, browsers

and databases.

14.2.2 System change control procedures
Control

Changes to systems within the development lifecycle should be controlled by the use of formal change
control procedures.

Implementation guidance

Formal change control procedures should be documented and enforced to ensure the integrity of system,
applications and products, from the early design stages through all subsequent maintenance efforts.
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Introduction of new systems and major changes to existing systems should follow a formal process of
documentation, specification, testing, quality control and managed implementation.

This process should include a risk assessment, analysis of the impacts of changes and specification of
security controls needed. This process should also ensure that existing security and control procedures
are not compromised, that support programmers are given access only to those parts of the system
necessary for their work and that formal agreement and approval for any change is obtained.

Wherever practicable, application and operational change control procedures should be integrated (see
12.1.2). The change control procedures should include but not be limited to:

a) maintaining a record of agreed authorization levels;

b) ensuringichanges are submitted by authorized users;
c) reviewingcontrolsandintegrity procedures to ensure thatthey will notbe compromised by the changes;
d) identifying all software, information, database entities and hardware that require-amendmgnt;

e) identifyingand checkingsecurity critical codetominimize thelikelihood of knownisecurity weaknesses;
f) obtaining formal approval for detailed proposals before work commences;
g) ensuringputhorized users accept changes prior to implementation;

h) ensuring|that the system documentation set is updated on the ¢ompletion of each change and that
old docurhentation is archived or disposed of;

i) maintain|ng a version control for all software updates;
j)  maintaining an audit trail of all change requests;

k) ensuringthat operating documentation (see 12:1.1) and user procedures are changed as nedessary
to remair] appropriate;

1) ensuring[that the implementation of chahges takes place at the right time and does not distyrb the
business processes involved.

Other information
Changing sofffware can impact thie‘operational environment and vice versa.

Good practice¢ includes the ‘testing of new software in an environment segregated from bgth the
production aijd developnient environments (see 12.1.4). This provides a means of having contrpl over
new softwar¢ and allowing additional protection of operational information that is used for {esting
purposes. Thils showld-include patches, service packs and other updates.

Where autompticupdates are con51dered the rlsk to the 1ntegr1ty and avallablhty of the system should
be weighed againstthe T be used
on critical systems as some updates can cause cr1t1ca1 apphcatlons to fa11

14.2.3 Technical review of applications after operating platform changes

Control

When operating platforms are changed, business critical applications should be reviewed and tested to
ensure there is no adverse impact on organizational operations or security.

Implementation guidan
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This process should cover:

a) reviewofapplicationcontrolandintegrity procedurestoensurethattheyhavenotbeencompromised
by the operating platform changes;

b) ensuring that notification of operating platform changes is provided in time to allow appropriate
tests and reviews to take place before implementation;

c) ensuring that appropriate changes are made to the business continuity plans (see Clause 17).

Other information

Operating platforms include operating systems, databases and middleware platforms. The control
should also be applied for changes of applications.

14.2.41 Restrictions on changes to software packages

—

Contrd

Modifications to software packages should be discouraged, limited to necessary changes ahd all changes
should be strictly controlled.

Implerhentation guidance

As fail as possible and practicable, vendor-supplied software packages should be psed without
modification. Where a software package needs to be modified the following points should lbe considered:

a) the risk of built-in controls and integrity processesdbeing compromised;
b) whether the consent of the vendor should be obtained;
c) thp possibility of obtaining the required changes from the vendor as standard program updates;

d) theimpactif the organization becomes’responsible for the future maintenance of the|software as a
repult of changes;

e) compatibility with other softwate in use.

If chanfges are necessary the original software should be retained and the changes applied tp a designated
copy. A software update nanagement process should be implemented to ensure the m¢st up-to-date
approyed patches and @pplication updates are installed for all authorized software (s¢e 12.6.1). All
changg¢s should be fully tested and documented, so that they can be reapplied, if necesdary, to future
softwdre upgrades:\If required, the modifications should be tested and validated by an independent
evaluation body.

14.2.5| Secure system engineering principles

Contro

=

Principles for engineering secure systems should be established, documented, maintained and applied
to any information system implementation efforts.

Implementation guidan

Secure information system engineering procedures based on security engineering principles should be
established, documented and applied to in-house information system engineering activities. Security
should be designed into all architecture layers (business, data, applications and technology) balancing
the need for information security with the need for accessibility. New technology should be analysed for
security risks and the design should be reviewed against known attack patterns.

These principles and the established engineering procedures should be regularly reviewed to ensure that
they are effectively contributing to enhanced standards of security within the engineering process. They
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should also be regularly reviewed to ensure that they remain up-to-date in terms of combating any new
potential threats and in remaining applicable to advances in the technologies and solutions being applied.

The established security engineering principles should be applied, where applicable, to outsourced
information systems through the contracts and other binding agreements between the organization
and the supplier to whom the organization outsources. The organization should confirm that the rigour

of suppliers’s

ecurity engineering principles is comparable with its own.

Other information

Application development procedures should apply secure engineering techniques in the development of
applications that have input and output interfaces. Secure engineering techniques provide guidance on

user authenti¢

of debugging

14.2.6 Secur
Control

Organization:
development

Implementati

A secure devd
development

Organization;
secure develo

a) sensitivit
b) applicabl
C) security (
d) trustwor
e) the degre
f) the need

g) control of

h) monitoring of change to the environment and code stored therein;

i) backups:

rodes.

e development environment

should establish and appropriately protect secure development énvironments for {
hnd integration efforts that cover the entire system developmentdifecycle.

bn guidance

lopment environment includes people, processes and technology associated with 4
hnd integration.

should assess risks associated with individual.system development efforts and es
pment environments for specific system development efforts, considering:

y of data to be processed, stored and transmitted by the system;

e external and internal requirements; e.g. from regulations or policies;

thiness of personnel working in the environment (see 7.1.1);
e of outsourcing associated with system development;
for segregation betieen different development environments;

access to the\development environment;

re’stered at secure offsite locations;

ontrols already implemented ‘bythe organization that support system developmenit;

nation

ystem

ystem

fablish

j) control over movement of data from and to the environment.

Once the level of protection is determined for a specific development environment, organizations
should document corresponding processes in secure development procedures and provide these to all
individuals who need them.

14.2.7 Outsourced development

Control

The organization should supervise and monitor the activity of outsourced system development.

Implementation guidance:
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Where system development is outsourced, the following points should be considered across the
organization’s entire external supply chain:

a)

b)

‘)
d)

e)

f)

g)

h)
i)
j)
k)

Other |nformation

Furthgr information on supplier relationships can be found in ISO/IEC 27036.[21][22][23]

14.2.8 System security testing
Contrql
Testing of security functionality should be carried out during development.

Implementation guidance

New and updated systems require thorough testing and verification during the developm
including the préparation of a detailed schedule of activities and test inputs and exp
under p range ©of)conditions. For in-house developments, such tests should initially be per

developmentteam. Independent acceptance testing should then be undertaken (both for in
outso;lrced developments) to ensure that the system works as expected and only as expec

and 1

provision of evidence that security thresholds were used to establish minimum accep
sefurity and privacy quality;

prpvision of evidence that sufficient testing has been applied to guard againstithe ah
infentional and unintentional malicious content upon delivery;

prpvision of evidence that sufficient testing has been applied to guard against the pres
vUylnerabilities;

escrow arrangements, e.g. if source code is no longer available;
coptractual right to audit development processes and controls;
effective documentation of the build environment used te’create deliverables;

the organization remains responsible for compliance with applicable laws and con
verrification.

provision of the approved threat model to the external developer;

acceptance testing for the quality and accuracy of the deliverables;

licensing arrangements, code ownership and intellectual property rights related to the outsourced
content (see 18.1.2);

contractual requirements for secure design, coding and testing practices (see 14.2.1);

table levels of

sence of both

bnce of known

rol efficiency

Ent processes,
ected outputs
formed by the
house and for
fed (see 14.1.1

14.2.9 System acceptance testing

Control

he system.

Acceptance testing programs and related criteria should be established for new information systems,
upgrades and new versions.

Implementation guidance

System acceptance testing should include testing of information security requirements (see 14.1.1 and
14.1.2) and adherence to secure system development practices (see 14.2.1). The testing should also be
conducted on received components and integrated systems. Organizations can leverage automated tools,
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such as code analysis tools or vulnerability scanners, and should verify the remediation of security-
related defects.

Testing should be performed in a realistic test environment to ensure that the system will not introduce

vulnerabilitie

s to the organization’s environment and that the tests are reliable.

14.3 Test data

Objective: To

ensure the protection of data used for testing.

14.3.1 Prote

ction of test data

Control

Test data shotld be selected carefully, protected and controlled.

Implementati

The use of of
information f

confidential information is used for testing purposes, all sensitive details and content sho

protected by

The following

a) theacces
test appli

b)

c) operation
complete

d) the copyi

Other informd

System and afcceptance testing usually requires substantial volumes of test data that are as c

possible to op

15 Supplie

15.1 Inform

there shoyld be separate authorization each time operationalinformationis copied toatestenviro

bn guidance

erational data containing personally identifiable information of any other confi
br testing purposes should be avoided. If personally identifiablé{nformation or oth

removal or modification (see ISO/IEC 29101[26]).
guidelines should be applied to protect operational datd, when used for testing pur

5 control procedures, which apply to operationalapplication systems, should also a
Cation systems;

al information should be erased from:a test environment immediately after the tes

hg and use of operational information should be logged to provide an audit trail.

htion

erational data.

r relationships

ation'Security in supplier relationships

Objective: To

prisare protection of the organization’s assets thatis accessible by suppliers

lential
Prwise
ld be

poses:

bply to

hment;

ting is

ose as

15.1.1 Information security policy for supplier relationships

Control

Information security requirements for mitigating the risks associated with supplier’s access to the
organization’s assets should be agreed with the supplier and documented.

Implementation guidance

The organization should identify and mandate information security controls to specifically address
supplier access to the organization’s information in a policy. These controls should address processes
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and procedures to be implemented by the organization, as well as those processes and procedures that
the organization should require the supplier to implement, including:

identifying and documenting the types of suppliers, e.g. IT services, logistics utilities, financial
services, IT infrastructure components, whom the organization will allow to access its information;

a standardised process and lifecycle for managing supplier relationships;

defining the types of information access that different types of suppliers will be allowed, and
monitoring and controlling the access;

minimum information security requirements for each type of information and type of access to

Ve-aS f]'\n k’)clc Fr\r' |Y\A"1|r‘]||0] C||pV\IIDV‘ ’)granmanfc ]'\'Jcnr] on fho r\rg’)nl'7’3flnn < ]r‘\

1siness needs

d requirements and its risk profile;

bcessesand procedures formonitoringadherence to established information seciirityj
each type of supplier and type of access, including third party review and product

curacy and completeness controls to ensure the integrity of the-information o
ocessing provided by either party;

pes of obligations applicable to suppliers to protect the organization’s information;

ndling incidents and contingencies associated with suppliet access including resp
th the organization and suppliers;

formation or information processing provided by either party;

Fareness training for the organization’s personnel involved in acquisitions regard
licies, processes and procedures;

Fareness training for the organization’s personnel interacting with supplier person

appropriate rules of engagement and behaviour based on the type of supplier an|

a)
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Other

Inforn

should

exam

plier access to the organization’s systems and information;

reement signed by both parties;

hnaging the necessary transitions of information, information processing facilities

hinsition period.

nformation

bé/identified and applied to administer supplier access to information processing

le~ifthereis-a-specialneedforconfidentialitoftheinformation—non-disclosurea
o t oty

requirements
yalidation;

r information

onsibilities of

Kilience and, if necessary, recovery and contingeney arrangements to ensure the avajilability of the

ng applicable

nel regarding
d the level of

ditions under which infortnation security requirements and controls will be docymented in an

and anything

e that needs to-be.moved, and ensuring that information security is maintained throughout the

ation gan be put at risk by suppliers with inadequate information security managerpent. Controls

facilities. For
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agreements can

be used. Another example is data protection risks when the supplier agreement involves transfer of, or
access to, information across borders. The organization needs to be aware that the legal or contractual
responsibility for protecting information remains with the organization.

15.1.2 Addressing security within supplier agreements

Control

All relevant information security requirements should be established and agreed with each supplier
that may access, process, store, communicate, or provide IT infrastructure components for, the
organization’s information.

Implemen

ion guidan
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Supplier agreements should be established and documented to ensure that there is no misunderstanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.

The following terms should be considered forinclusion in the agreements in order to satisfy the identified
information security requirements:

a) description of the information to be provided or accessed and methods of providing or accessing
the information;

b) classification of information according to the organization’s classification scheme (see 8.2); if
necessary also mapping between the organization’s own classification scheme and the classification
scheme of thresupptier;

c) legal and regulatory requirements, including data protection, intellectual property rights and
copyright, and a description of how it will be ensured that they are met;

d) obligation of each contractual party to implement an agreed set of controls including access cpntrol,
performalnce review, monitoring, reporting and auditing;

e) rules of afceptable use of information, including unacceptable use if necessaty;

f) eitherexplicitlistof supplier personnel authorized to access or receive the organization’s information
or procedures or conditions for authorization, and removal of the authorization, for accesf to or
receipt off the organization’s information by supplier personnel;

g) information security policies relevant to the specific contracy;

h) incident management requirements and procedures-fespecially notification and collabgration
during infident remediation);

i) trainingandawarenessrequirementsforspecifi¢proceduresandinformationsecurityrequirements,
e.g. for infident response, authorization procedures;

j) relevant tregulations for sub-contractingsincluding the controls that need to be implemented;
k) relevant dgreement partners, including a contact person for information security issues;

1) screening requirements, if any; for supplier’s personnel including responsibilities for conducting
the screening and notificatien\procedures if screening has not been completed or if the results give
cause for[doubt or concern;

m) right to apdit the supplier processes and controls related to the agreement;

n) defect rejolution'and conflict resolution processes;

o) supplier’d obligation to periodically deliver an independent report on the effectiveness of c¢ntrols
and agreexmﬂmdmmmwmmw—(r

p) supplier’s obligations to comply with the organization’s security requirements.

Other information

The agreements can vary considerably for different organizations and among the different types
of suppliers. Therefore, care should be taken to include all relevant information security risks and
requirements. Supplier agreements may also involve other parties (e.g. sub-suppliers).

The procedures for continuing processing in the event that the supplier becomes unable to supply its
products or services need to be considered in the agreement to avoid any delay in arranging replacement
products or services.
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