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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

nce
eria
in

The proce
are descri
needed for

Eures used to develop this document and those intended for its further maintensd
ed in the ISO/IEC Directives, Part 1. In particular, the different approval (grif
the different types of document should be noted. This document was draftec

accordancsg

with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directive

S or

www.iec.clh/members_experts/refdocs).

Attention i
of patent 1
rights. Det

s drawn to the possibility that some of the elements of this document{may be the sul

hils of any patent rights identified during the development of the decument will be in|

ject

ights. ISO and IEC shall not be held responsible for identifying any’ or all such pafent

the

Introductign and/or on the ISO list of patent declarations received (see wwwniso.org/patents) or theIEC

list of patent declarations received (see patents.iec.ch). N\

\
Any trade name used in this document is information given for the Cgﬁ\}enience of users and does|not
constitute pn endorsement. N
For an explanation of the voluntary nature of standardsy the meaning of ISO specific terms [and
expressiong related to conformity assessment, as well<as” information about ISO’s adherenc¢ to
the World| Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)|see
www.iso.ofg/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.
"This document was prepared by Joint Technical\Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This third
technically
ISO/IEC 27

een

edition cancels and replaces the second edition (ISO/IEC 27002:2013), which has L
and

revised. It also incorporates the Technical Corrigenda ISO/IEC 27002:2013/Cor. 1:2014
002:2013/Cor. 2:2015.

o (
\
P

A

The main changes are as follows:
A\

A\
NN
the title has been modified;

\ O
ucture of tl}e ‘document has been changed, presenting the controls using a simple taxon
bociated a\ttributes;

the str
and as

some g The

complg

ontrels hiave been merged, some deleted and several new controls have been introduced.
te/eorrespondence can be found in Annex B.

This correctea version of ISO/IEC 27002:2022 incorporates the following corrections:
— non-functioning hyperlinks throughout the document have been restored;

— in the introductory table in subclause 5.22 and in Table A.1 (row 5.22), "#information_security_
assurance” has been moved from the column headed "Security domains" to the column headed
"Operational capabilities”.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

0.1 Background and context

This document is designed for organizations of all types and sizes. It is to be used as a reference for
determining and implementing controls for information security risk treatment in an information
security management system (ISMS) based on ISO/IEC 27001. It can also be used as a guidance
document for organizations determining and implementing commonly accepted information security
controls. Furthermore, this document is intended for use in developing industry and organization-
specific information security management guidelines, taking into consideration their specific
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rmation security risk environment(s). Organizational or environment-specific controls
e included in this document can be determined through risk assessment as necessary.

hnizations of all types and sizes (including public and private sector, commegrcial’and
Ite, collect, process, store, transmit and dispose of information in many formsj iricluding
cical and verbal (e.g. conversations and presentations).

value of information goes beyond written words, numbers and images: knowledge, con
brands are examples of intangible forms of information. In an intérconnected world, i
idental or deliberate. N
N

rmation security is achieved by implementing a suitableZsgt of controls, including pol
cesses, procedures, organizational structures and software and hardware functions.
rific security and business objectives, the organizatiow’should define, implement, mon
improve these controls where necessary. An ISMS'such as that specified in ISO/IEC 27
stic, coordinated view of the organization’s infermation security risks in order to detg

impllement a comprehensive suite of information security controls within the overall fram

coh

May

brent management system.

ly information systems, including their management and operations, have not been des

seclire in terms of an ISMS as specified4in 1ISO/IEC 27001 and this document. The level of sq

can

be achieved only through technological measures is limited and should be supported by 3

mainagement activities and organizational processes. Identifying which controls should

req

A s
par
mat

A s\
org
assq
org

0.2

iires careful planning and attention to detail while carrying out risk treatment.

liccessful ISMS requiré,é support from all personnel in the organization. It can al
ficipation from other interested parties, such as shareholders or suppliers. Advice fr
ter experts can a{s/o?be needed.

itable, adequat%-)and effective information security management system provides assur
inization’s management and other interested parties that their information and other

mlzatlon to achieve the stated business objectives.
\

Iiformation security requirements

other than

non-profit)
electronic,

fepts, ideas
hformation

other associated assets deserve or require protection against Var@us risk sources, whetler natural,

cies, rules,

To meet its

or, review
01 takes a
brmine and
ework of a

gned to be
curity that
ppropriate
be in place

SO require
pbm subject

ance to the
associated

ts are kept reasonably secure and protected against threats and harm, thereby enabling the

It is essential that an organization determines its information security requirements. There are three

main sources of information security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. This can be facilitated or supported through an information security-
specific risk assessment. This should result in the determination of the controls necessary to
ensure that the residual risk to the organization meets its risk acceptance criteria;

b) the legal, statutory, regulatory and contractual requirements that an organization and its

interested parties (trading partners, service providers, etc.) have to comply with and their socio-

cultural environment;

© ISO/IEC 2022 - All rights reserved
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c) the set of principles, objectives and business requirements for all the steps of the life cycle of
information that an organization has developed to support its operations.

0.3 Controls

A control is defined as a measure that modifies or maintains risk. Some of the controls in this document
are controls that modify risk, while others maintain risk. An information security policy, for example,
can only maintain risk, whereas compliance with the information security policy can modify risk.
Moreover, some controls describe the same generic measure in different risk contexts. This document
provides a generic mixture of organizational, people, physical and technological information security
controls derived from internationally recognized best practices.

0.4 Determining controls

Determining controls is dependent on the organization’s decisions following a risk assessment, yith
a clearly defined scope. Decisions related to identified risks should be based on the criteria for [risk
acceptance, risk treatment options and the risk management approach applied by the organization.[The
determination of controls should also take into consideration all relevant national,and internatipnal
legislation |and regulations. Control determination also depends on the manmep in which confrols
interact with one another to provide defence in depth.

The organigation can design controls as required or identify them from qrgz\source. In specifying quch
controls, the organization should consider the resources and investment needed to implement [and
operate a dontrol against the business value realized. See ISO/IEC TR 27016 for guidance on decisjons
regarding the investment in an ISMS and the economic consequencesbfthese decisions in the context of
competing|requirements for resources. -

There should be a balance between the resources deployedforimplementing controls and the potential
resulting Husiness impact from security incidents in the.absence of those controls. The results fof a
risk assesgment should help guide and determine theiappropriate management action, prioritieq for
managing Information security risks and for implemeénting controls determined necessary to protect
against these risks.

Some of th¢ controls in this document can be€onsidered as guiding principles for information secyrity
management and as being applicable for-most organizations. More information about determining
controls and other risk treatment optiens can be found in ISO/IEC 27005.

0.5 Develpping organization-specific guidelines

This document can be regardéd as a starting point for developing organization-specific guidelines.
Not all of the controls and gmdance in this document can be applicable to all organizations. Additipnal
controls and guidelines notincluded in this document can also be required to address the specific n¢eds
of the orgahization and the risks that have been identified. When documents are developed contaifing
additional guidelinesér controls, it can be useful to include cross-references to clauses in this docurIent
for future tleference:”

‘\

0.6 Life cycle considerations

Information has a life cycle, from creation to disposal. The value of, and risks to, information can vary
throughout this life cycle (e.g. unauthorized disclosure or theft of a company’s financial accounts is
not significant after they have been published, but integrity remains critical) therefore, information
security remains important to some extent at all stages.

Information systems and other assets relevant to information security have life cycles within which
they are conceived, specified, designed, developed, tested, implemented, used, maintained and
eventually retired from service and disposed of. Information security should be considered at every
stage. New system development projects and changes to existing systems provide opportunities to
improve security controls while taking into account the organization’s risks and lessons learned from
incidents.
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0.7 Related International Standards

While this document offers guidance on a broad range of information security contro
commonly applied in many different organizations, other documents in the ISO/IEC 27

Is that are
000 family

provide complementary advice or requirements on other aspects of the overall process of managing

information security.

Refer to ISO/IEC 27000 for a general introduction to both ISMS and the family of documents.
ISO/IEC 27000 provides a glossary, defining most of the terms used throughout the ISO/IEC 27000

family of documents, and describes the scope and objectives for each member of the family.

The
ared
ISO
incl
sect

[€ dI'€C C [ DE dl1ddId [1d [1d dUd OIld OINLIO [1 dlIl & d [

s (e.g. ISO/IEC 27017 for cloud services, ISO/IEC 27701 for privacy, ISO/IEC 27019
IEC 27011 for telecommunications organizations and ISO 27799 for health). Such)sta
1ded in the Bibliography and some of them are referenced in the guidance and:other i
ions in Clauses 5-8.

Ing specific

for energy,
dards are
hformation
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Information security, cybersecurity and privacy
protection — Information security controls

1

Scope

This _document provides a reference set of generic information security controls including

impllementation guidance. This document is designed to be used by organizations:

a)
b)

3.1
For

ISO

3.1.
acc
med
bus

3.1,
ass
any

Noté

within the context of an information security management system (ISMS) based onJSO
for implementing information security controls based on internationally recognized bes

for developing organization-specific information security management guidelines.

Normative references

re are no normative references in this document.

Terms, definitions and abbreviated terms

Terms and definitions
the purposes of this document, the followingterms and definitions apply.
and IEC maintain terminology database$.for use in standardization at the following add

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available atdittps://www.electropedia.org/

.
1 BN

A

bss control \
ns to ensure that pliysical and logical access to assets (3.1.2) is authorized and restricte
ness and inform@n security requirements

2 \ \')
bt O
thing thatiias value to the organization

N\
1 toehtry: In the context of information security, two kinds of assets can be distinguished:

IEC 27001;

t practices;

[€SSeS:

d based on

v

THE primTaTy assets:

— information;

— business processes (3.1.27) and activities;

the supporting assets (on which the primary assets rely) of all types, for example:
— hardware;

— software;

— network;

— personnel (3.1.20);

© ISO/IEC 2022 - All rights reserved
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3.1.3
attack

7002:2022(E)

site;

organization’s structure.

successful or unsuccessful unauthorized attempt to destroy, alter, disable, gain access to an asset (3.1.2)
or any attempt to expose, steal, or make unauthorized use of an asset (3.1.2)

3.14

authentication

prOViSion fasstrance-thataclaimed-characteristicofan cut;t_y (3111) tseorreet
3.1.5

authenticity

property that an entity (3.1.11) is what it claims to be

3.1.6

chain of cystody

demonstra
another

Note 1 to en
[SOURCE: 1
3.1.7

confidential information

informatio
(3.1.11) or

3.1.8
control
measure th

Note 1 to er
other condif

ble possession, movement, handling and location of material from~one point in time u

N
Fry: Material includes information and other associated assets (3.1.2]'ii the context of ISO/IEC 27

SO/IEC 27050-1:2019, 3.1, modified — “Note 1 to entry” anE(i]

N

h that is not intended to be made available or disclosed to unauthorized individuals, ent
brocesses (3.1.27)

at maintains and/or modifies risk

try: Controls include, but are notdimited to, any process (
ions and/or actions which maintain and/or modify risk.

o (
A

3.1.27), policy (3.1.24), device, practig

Note 2 to enfry: Controls may not alwélys exert the intended or assumed modifying effect.

[SOURCE: 1
3.1.9

50 31000:2018, 3.§]§\
O
@)

N\
.

\

disruptior]
incident,

ether arl\tz?cipated or unanticipated, that causes an unplanned, negative deviation from

expected delivery~of products and services according to an organization’s objectives

ntil

002.

ties

the

N\
[SOURCE: I5Q/22301:2019, 3.10]

3.1.10

endpoint device
network connected information and communication technology (ICT) hardware device

Note 1 to entry: Endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,
printers or other specialized hardware including smart meters and Internet of things (IoT) devices.

3.1.11
entity

item relevant for the purpose of operation of a domain that has recognizably distinct existence

Note 1 to entry: An entity can have a physical or a logical embodiment.

© ISO/IEC 2022 - All rights rese
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EXAMPLE A person, an organization, a device, a group of such items, a human subscriber to a telecom
service, a SIM card, a passport, a network interface card, a software application, a service or a website.

[SOURCE: ISO/IEC 24760-1:2019, 3.1.1]

3.1.12
information processing facility
any information processing system, service or infrastructure, or the physical location housing it

[SOURCE: ISO/IEC 27000:2018, 3.27, modified — "facilities" has been replaced with facility.]

3.113

infgrmation security breach
conjpromise of information security that leads to the undesired destruction, loss, altenatien| disclosure
of, gr access to, protected information transmitted, stored or otherwise processed

3.1./14
infgrmation security event
occlirrence indicating a possible information security breach (3.1.13) or failure of controls (311.8)

[SOURCE: ISO/IEC 27035-1:2016, 3.3, modified — “breach of information security” has beg¢n replaced

with “information security breach”] N\
\V

3.1415 D

~
»

infgrmation security incident &%
onelor multiple related and identified information security events (3.1.14) that can harm an organization’s
assqts (3.1.2) or compromise its operations /

[SOURCE: ISO/IEC 27035-1:2016, 3.4]

3.1f16
infgrmation security incident management-
exercise of a consistent and effective approach to the handling of information security incidents (3.1.15)

[SOPRCE: ISO/IEC 27035-1:2016, 3.5]

X

3.1.17 :
infgrmation system °

set |of applications, servicés;*information technology assets (3.1.2), or other informatidn-handling
conjponents Q

)
[SOURCE: ISO/IEC 6(0,\00:2018, 3.35]

3.1418 N
intgrested paity
stalfeholdexr~
pergon Qrydrganization that can affect, be affected by, or perceive itself to be affected by a decision or
acti|vit)c ’

[SOURCE: ISO/IEC 27000:2018, 3.37]

3.1.19
non-repudiation
ability to prove the occurrence of a claimed event or action and its originating entities (3.1.11)

3.1.20
personnel
persons doing work under the organization’s direction

Note 1 to entry: The concept of personnel includes the organization’s members, such as the governing body, top
management, employees, temporary staff, contractors and volunteers.

© ISO/IEC 2022 - All rights reserved 3
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3.1.21

personally identifiable information

PII

any information that (a) can be used to establish a link between the information and the natural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person.

Note 1 to entry: The “natural person” in the definition is the PII principal (3.1.22). To determine whether a PII
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural

person.

[SOURCE: I

3.1.22
PII princip
natural pef

al
son to whom the personally identifiable information (PIl) (3.1.21) relates

Note 1 to enptry: Depending on the jurisdiction and the particular data protection and privacy legislation

synonym “d|
[SOURCE: 1

3.1.23

PII proces
privacy stg
accordancs

[SOURCE: I

3.1.24
policy
intentions

[SOURCE: I

3.1.25
privacy im
PIA

overall pro
the treatm
informatiof

[SOURCE: 1

3.1.26
procedure
specified W

ata subject” can also be used instead of the term “PII principal”.
SO/IEC 29100:2011, 2.11]

-~ \ \’
5or )

with the instructions of a PII controller

SO/IEC 29100:2011, 2.12]

hnd direction of an organization, as formally expressed by its top management

50/1EC 27000:2018, 3.53]

b 4
1

pact assessment

o (

ent of potential priyacy impacts with regard to the processing of personally identifi
(PII) (3.1.21), frit/nea within an organization’s broader risk management framework

SO/IEC 29134\:259’17, 3.7, modified — Note 1 to entry removed.]

))
\/

N_J

a t0~c%1‘rry out an activity or a process (3.1.27)

keholder that processes personally identifiable informatiozl'(\lsll) (3.1.21) on behalf of and in

the

cess (3.1.27) of identifying, analysing, evaluating, consulting, communicating and planfing

ble

[SOURCE: I

gt

CO20000-2000 1
SA“aECAVACACA Y ~av Ay

3.1.27
process

2]
O A

set of interrelated or interacting activities that uses or transforms inputs to deliver a result

[SOURCE: 1

3.1.28
record

S0 9000:2015, 3.4.1, modified— Notes to entry removed.]

information created, received and maintained as evidence and as an asset (3.1.2) by an organization or
person, in pursuit of legal obligations or in the transaction of business

Note 1 to entry: Legal obligations in this context include all legal, statutory, regulatory and contractual
requirements.

4
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[SOURCE: ISO 15489-1:2016, 3.14, modified— “Note 1 to entry” added.]

3.1.29

recovery point objective

RPO

point in time to which data are to be recovered after a disruption (3.1.9) has occurred

[SOURCE: ISO/IEC 27031:2011, 3.12, modified — "must" replaced by "are to be"]

3.1.30

recovery time objective
RTQ
perjod of time within which minimum levels of services and/or products and the supportilllg systems,
applications, or functions are to be recovered after a disruption (3.1.9) has occurred

[SOURCE: ISO/IEC 27031:2011, 3.13, modified — "must" replaced by "are to be".]

3.131
relipbility
property of consistent intended behaviour and results

3.1.32 7>
rul N
acc¢pted principle or instruction that states the organization’sjexpectations on what is required to be

-~

donk, what is allowed or not allowed \

Notg¢ 1 to entry: Rules can be formally expressed in topic-specific ﬁolicies (3.1.35) and in other types of documents.

3.1.33

senpitive information
infogrmation that needs to be protected from unavailability, unauthorized access, modificati¢n or public
disdlosure because of potential adverse effects on an individual, organization, national security or
public safety

3.1.34 )

threat X

poté¢ntial cause of an unwanted-incident, which can result in harm to a system or organizati¢pn
A

[SOURCE: ISO/IEC 27000:26»18, 3.74]
A

3.185 N\
topjc-specific polic

integntions and ditection on a specific subject or topic, as formally expressed by the appropriate level of
mamagement\,‘ \

Not¢ 1 to en\ti:y': Topic-specific policies can formally express rules (3.1.32) or organization standards
)

Not¢ 2 to’entry: Some organizations use other terms for these topic-specific policies.

Note 3 to entry: The topic-specific policies referred to in this document are related to information security.

EXAMPLE Topic-specific policy on access control (3.1.1), topic-specific policy on clear desk and clear screen.

3.1.36
user
interested party (3.1.18) with access to the organization’s information systems (3.1.17)

EXAMPLE Personnel (3.1.20), customers, suppliers.
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3.1.37
user endpoint device
endpoint device (3.1.10) used by users to access information processing services

Note 1 to entry: User endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients,
etc.

3.1.38
vulnerability
weakness of an asset (3.1.2) or control (3.1.8) that can be exploited by one or more threats (3.1.34)

[SOURCE: ISOAEE27660-2618;37A

3.2 Abbreviated terms

ABAC nttribute-based access control

ACL hccess control list

BIA business impact analysis

BYOD bring your own device X \
CAPTCHA ¢ompletely automated public Turing test to tell computers*\a’n\d humans apart
CPU central processing unit ,
DAC liscretionary access control ‘
DNS Jomain name system

GPS plobal positioning system

[AM dentity and access management

ICT nformation and communicatic')r; technology

ID dentifier G N\

IDE ntegrated develop@ent environment

IDS ntrusion detqcti_g)n system

[oT nternet O{x‘hi\rlgs

IP nterng‘bliotocol

IPS ntm;ion prevention system

IT information technology

ISMS information security management system

MAC mandatory access control

NTP network time protocol

PIA privacy impact assessment

PII personally identifiable information
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PIN personal identification number
PKI public key infrastructure
PTP precision time protocol
RBAC role-based access control
RPO recovery point objective
RTO recovery time objective
SAST static application security testing
SD secure digital
SDN software-defined networking
SD-WAN software-defined wide area networking
SIEM security information and event management
SMS short message service Y
SQL structured query language
SSO, single sign on
SWID software identification
UERA user and entity behaviour analytics
UPS uninterruptible power supply
URI uniform resource locator
USH universal serial bu:s B\ :
VM virtual machine \
VPN virtual pr'a/ju;e\ network
WiHi wirele§s§ﬁ’delity
y

&
4 Struc\tﬂure of this document
4.1| “Clauses

This document is structured as follows:

a) Organizational controls (Clause 5)

b) People controls (Clause 6)

c) Physical controls (Clause 7)

d) Technological controls (Clause 8)

There are 2 informative annexes:

— Annex A — Using attributes
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— Annex B — Correspondence with ISO/IEC 27002:2013

Annex A explains how an organization can use attributes (see 4.2) to create its own views based on the
control attributes defined in this document or of its own creation.

Annex B shows the correspondence between the controls in this edition of ISO/IEC 27002 and the
previous 2013 edition.

4.2 Themes and attributes

The categorization of controls given in Clauses 5 to 8 are referred to as themes.

Controls arje categorized as:

a)
b)
<)
d)

people} if they concern individual people;
physical, if they concern physical objects;
technd|logical, if they concern technology;

otherwise they are categorized as organizational.
N

The organization can use attributes to create different views which areﬁifferent categorizations of
controls af seen from a different perspective to the themes. Attribufes ‘can be used to filter, sorjt or

present co
and provid

trols in different views for different audiences. Annex A *g.\)'(plains how this can be achidved
s an example of a view.

By way of] example, each control in this document has beeérn associated with five attributes With

correspondg

a)

b)

d)

ing attribute values (preceded by "#" to make them searchable), as follows:

Contrdl type

Contrdl type is an attribute to view controlsfrom the perspective of when and how the coritrol
modifips the risk with regard to the occurrence of an information security incident. Attribute vajues
consis§ of Preventive (the control that.is'intended to prevent the occurrence of an informagion
securify incident), Detective (the contbol acts when an information security incident occurs) [and
Corregtive (the control acts after al.information security incident occurs).

Information security propertié§

Informjation security properties is an attribute to view controls from the perspective of which
characteristic of inforatation the control will contribute to preserving. Attribute values consist of
Confidpntiality, Integt’jﬂ/ and Availability.

Y
Cyberdecurity egfcepts

Cyberdecurity concepts is an attribute to view controls from the perspective of the associafion
of contréls to cybersecurity concepts defined in the cybersecurity framework described in
ISO/IE ibtte-ratues-consis entifyProteetPeteet R ceover

Operational capabilities

Operational capabilities is an attribute to view controls from the practitioner’s perspective of
information security capabilities. Attribute values consist of Governance, Asset_management,
Information_protection, Human_resource_security, Physical_security, System_and_network_
security, Application_security, Secure_configuration, Identity_and_access_management,
Threat_and_vulnerability_management, Continuity, Supplier_relationships_security, Legal_and_
compliance, Information_security_event_management and Information_security_assurance.
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e) Security domains
Security domains is an attribute to view controls from the perspective of four information security
domains: “Governance and Ecosystem” includes “Information System Security Governance &
Risk Management” and “Ecosystem cybersecurity management” (including internal and external
stakeholders); “Protection” includes “IT Security Architecture”, “IT Security Administration”,
“Identity and access management”, “IT Security Maintenance” and “Physical and environmental
security”; “Defence” includes “Detection” and “Computer Security Incident Management”;
“Resilience” includes “Continuity of operations” and “Crisis management”. Attribute values consist
of Governance_and_Ecosystem, Protection, Defence and Resilience.
The{ attributes given in this document are selected because they are considered genericerough to be
usefl by different types of organizations. Organizations can choose to disregard one ©Or'thore of the
attrfibutes given in this document. They can also create attributes of their own (with the‘corfesponding
attrfibute values) to create their own organizational views. Clause A.2 includesyexamples of such
attrfibutes.
4.3| Control layout
Thellayout for each control contains the following:
N
— |Control title: Short name of the control; \\ Y
— |Attribute table: A table shows the value(s) of each attribt\l.t'e for the given control;
— |Control: What the control is; , 32
— |Purpose: Why the control should be implemented;
— |Guidance: How the control should be implémented;
— |Other information: Explanatory text el teferences to other related documents.
Subheadings are used in the guidance téxt for some controls to aid readability where guidancg is lengthy
and|addresses multiple topics. Such headings are not necessarily used in all guidance text. Sibheadings
are junderlined. o
5 |Organizational conttols
\\\
5.1 Policies for; \ij\-formation security
Control type: ' Information Cybersecurity Operational Security dpmains
! ) security properties concepts capabilities
#Preventi\(e‘ #Confidentiality #ldentify #Governance #Governance_and_Eco-
~ #Integrity system #Resilipnce
N #Availability
Control

Information security policy and topic-specific policies should be defined, approved by management,
published, communicated to and acknowledged by relevant personnel and relevant interested parties,

and

reviewed at planned intervals and if significant changes occur.

Purpose

To ensure continuing suitability, adequacy, effectiveness of management direction and support
for information security in accordance with business, legal, statutory, regulatory and contractual
requirements.
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Guidance

At the highest level, the organization should define an “information security policy” which is approved
by top management and which sets out the organization’s approach to managing its information
security.

The information security policy should take into consideration requirements derived from:
a) business strategy and requirements;

b) regulations, legislation and contracts;

c) the cugrent and projected information security risks and threats.

The informjation security policy should contain statements concerning:

a) definitjon of information security;

b) informjation security objectives or the framework for setting information security’objectives;

c) princigles to guide all activities relating to information security;

d) comm:[ment to satisfy applicable requirements related to informationfkcurity;

e) commitment to continual improvement of the information securjtmanagement system;
N J

-~

f) assignment of responsibilities for information security managerﬁent to defined roles;
g) procedures for handling exemptions and exceptions. >
Top management should approve any changes to the infarmation security policy.

At a lower] level, the information security policy should be supported by topic-specific policief as
needed, to further mandate the implementation ofinformation security controls. Topic-specific policies
are typically structured to address the needs;of certain target groups within an organization or to
cover certdin security areas. Topic-specific policies should be aligned with and complementary to| the
informatioh security policy of the organization.

Examples qf such topics include: QA
4"
a) access/control; b
AN
)
b) physical and environm@al security;

\O

c) assetmhanagement; \\*
Y
. 0 ’ N
d) informjation trqrﬁfer;
. \‘ . . . .
e) secure|configuration and handling of user endpoint devices;

4

f) networkmgsecuriy;

g) information security incident management;
h) backup;

i) cryptography and key management;

j) information classification and handling;

k) management of technical vulnerabilities;

1) secure development.
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The responsibility for the development, review and approval of the topic-specific policies should be
allocated to relevant personnel based on their appropriate level of authority and technical competency.
The review should include assessing opportunities for improvement of the organization’s information
security policy and topic-specific policies and managing information security in response to changes

to:
a)
b)
)

the organization’s business strategy;
the organization’s technical environment;

regulations, statutes, legislation and contracts;

d)
e)
f)
The

management reviews and audits into account. Review and update of other related policiej

con

The
per
integ
agr
and

information security policy and topic-specific policiés can be in a single document. The o1

can

If th
car

Table 1

information security risks;
the current and projected information security threat environment;
lessons learned from information security events and incidents.

review of information security policy and topic-specific policies ;should take the

tidered when one policy is changed to maintain consistency.

N
information security policy and topic-specific policies she@ld be communicated {
bonnel and interested parties in a form that is relevant, atceSSIble and understand
nded reader. Recipients of the policies should be requlre& to acknowledge they unde
be to comply with the policies where applicable. The organlzatlon can determine t
names of these policy documents that meet the organization’s needs. In some organiz

name these topic-specific policies as standards, directives, policies or others.

e information security policy or any topic-specific policy is distributed outside the or
 should be taken not to improperly disclose confidential information.

illustrates the differences between information security policy and topic-specific po

results of
should be

o relevant
hble to the
'stand and
he formats
ations, the
ganization

ganization,

icy.

Table 1 — Differences bgtWeen information security policy and topic-specific pTlicy

b3 ~  Information security policy Topic-specific poiicy
Level of detail AN General or high-level Specific and detailed
Dogumented and form\aj\l\y Top management Appropriate level of mahagement
approved by (/ p & pprop §
-
Other information
A
N
Topjc-specific’policies can vary across organizations.
N\
)
5.2( \Imformation security roles and responsibilities
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Governance #Governance_and_Ecosys-
#Integrity tem #Protection #Resilience
#Availability
Control

Information security roles and responsibilities should be defined and allocated according to the
organization needs.

© ISO/IEC 2022 - All rights reserved
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To establish a defined, approved and understood structure for the implementation, operation and
management of information security within the organization.

Guidance

Allocation of information security roles and responsibilities should be done in accordance with the
information security policy and topic-specific policies (see 5.1). The organization should define and
manage responsibilities for:

a)

protec

ton-efinfarmation and ~rbhar accniatnd Sconto.
toR-eHhreratoiahReetnerassSoctateaassets;

b)
‘)

inform
to risk
d) all per
These resy
specific sif
responsibi
determine

Each secu
communics:
specific inf]
and should
to fulfil thq

Other infi

Many orga
developme
mitigating

However, 1
managers.
for its day-

Depending
dedicated {

5.3 Segr

carrying out specific information security processes;

ation security risk management activities and in particular acceptance of residual risks
owners);

sonnel using an organization’s information and other associated assets.

onsibilities should be supplemented, where necessary, with more ,detailed guidance
es and information processing facilities. Individuals with allp¢ated information secu

N\

e

that any delegated tasks have been correctly performed.

Fity area for which individuals are responsible should be defined, documented
ited. Authorization levels should be defined and docymented. Individuals who take
prmation security role should be competent in the’knowledge and skills required by the
be supported to keep up to date with developments related to the role and required in o
responsibilities of the role.

mation

izations appoint an information security manager to take overall responsibility for
ht and implementation of information security and to support the identification of risks

controls. )

esponsibility for resourcing and implementing the controls often remains with indivi
One common practice i§ to appoint an owner for each asset who then becomes respons
fo-day protection.

A\

N\
. B . . . . . .
on the size anc&pesourcmg of an organization, information security can be covered
oles or duties(da-r‘ried out in addition to existing roles.

Y
egation of duties

(e.g.

for
rity

ities can assign security tasks to others. However, they remiih accountable and shguld

and

hn a

role
rder

the
and

ual
ible

by

Control

Information Cybersecurity Operational Security domains

ype

security properties concepts capabilities

#Preventive

#Governance
#ldentity_and_ac-
cess_management

#Confidentiality #Protect
#Integrity

#Availability

tem

#Governance_and_Ecosys-

Control

Conflicting duties and conflicting areas of responsibility should be segregated.

Purpose

To reduce the risk of fraud, error and bypassing of information security controls.

12
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Guidance

Segregation of duties and areas of responsibility aims to separate conflicting duties between different
individuals in order to prevent one individual from executing potential conflicting duties on their own.

The organization should determine which duties and areas of responsibility need to be segregated. The
following are examples of activities that can require segregation:

a) initiating, approving and executing a change;

b) requesting, approving and implementing access rights;

c) |designing, implementing and reviewing code;

d) |developing software and administering production systems;

e) [using and administering applications;

f) |using applications and administering databases;

g) |designing, auditing and assuring information security controls.

Thel possibility of collusion should be considered in designin&fthe segregation contfols. Small
orgganizations can find segregation of duties difficult to achieye) but the principle should|be applied
as far as is possible and practicable. Whenever it is difficult-te’ segregate, other controlg should be
conpidered, such as monitoring of activities, audit trails and management supervision.

Carg should be taken when using role-based access coptfol systems to ensure that persgns are not
grafted conflicting roles. When there is a large number’of roles, the organization should confsider using
aut¢mated tools to identify conflicts and facilitate:their removal. Roles should be carefully defined and
proyisioned to minimize access problems if a réleis removed or reassigned.

Otrler information

No ¢ther information.

5.4 Management responsibilities

o (
AN

(ontrol type Infotmation Cybersecurity Operational Security donains
security properties concepts capabilities
#P1leventive #Gonfidentiality #ldentify #Governance #Governance_and| Ecosys-
g? egrity tem
W##Availability

)]
{
Control D)

Management should require all personnel to apply information security in accordancg with the
estgblishied information security policy, topic-specific policies and procedures of the organization.

Purpose

To ensure management understand their role in information security and undertake actions aiming to
ensure all personnel are aware of and fulfil their information security responsibilities.

Guidance

Management should demonstrate support of the information security policy, topic-specific policies,
procedures and information security controls.

Management responsibilities should include ensuring that personnel:

a) are properly briefed on their information security roles and responsibilities prior to being granted
access to the organization’s information and other associated assets;
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b) are provided with guidelines which state the information security expectations of their role within
the organization;

c¢) aremandated to fulfil the information security policy and topic-specific policies of the organization;

d) achieve a level of awareness of information security relevant to their roles and responsibilities
within the organization (see 6.3);

e) compliance with the terms and conditions of employment, contract or agreement, including the
organization’s information security policy and appropriate methods of working;

ping

g) wherepracticable, are provided with a confidential channel for reporting violations of informagion
security policy, topic-specific policies or procedures for information security (“whistleblowirng”).
This can allow for anonymous reporting, or have provisions to ensure that knowledge of|the
identitly of the reporter is known only to those who need to deal with such reports;

h) areprqvided with adequate resources and project planning time for implementing the organization’s
securify-related processes and controls.

N
Other information ,\’\‘
No other infformation. *\\'/\
5.5 Confact with authorities ‘
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Pretect #Governance #Defence
#Corrective #Integrity #Respond #Recover #Resilience
#Availability

Control

X

The organifgation should establish andnaintain contact with relevant authorities.

7

A

N

Purpose
AN
To ensure pppropriate flow, ofinformation takes place with respect to information security between
the organization and releviant legal, regulatory and supervisory authorities.

N\

A\

Guidance \,‘ \

The organ Zation\shz)uld specify when and by whom authorities (e.g. law enforcement, regulafory
bodies, sugervisdry authorities) should be contacted and how identified information security incidgnts
should be repofted in a timely manner.

Contacts with authorities should also be used to facilitate the understanding about the current and
upcoming expectations of these authorities (e.g. applicable information security regulations).

Other information
Organizations under attack can request authorities to take action against the attack source.

Maintaining such contacts can be a requirement to support information security incident management
(see 5.24 to 5.28) or the contingency planning and business continuity processes (see 5.29 and 5.30).
Contacts with regulatory bodies are also useful to anticipate and prepare for upcoming changes in
relevant laws or regulations that affect the organization. Contacts with other authorities include
utilities, emergency services, electricity suppliers and health and safety [e.g. fire departments (in
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connection with business continuity), telecommunication providers (in connection with line routing
and availability) and water suppliers (in connection with cooling facilities for equipment)].

5.6 Contact with special interest groups

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Respond |#Governance #Defence
#Corrective #Integrity #Recover
#Availability
Comntrol

The|organization should establish and maintain contact with special interest groups.-orother specialist
secuirity forums and professional associations.

Purjpose

To gnsure appropriate flow of information takes place with respect to information security.
Guifdance N\

Mernhbership of special interest groups or forums should be consjdé;ed as a means to:

a) |improve knowledge about best practices and stay up to‘dZé’cé with relevant security infofmation;
b) [ensure the understanding of the information security énvironment is current;
c) [receive early warnings of alerts, advisories and patches pertaining to attacks and vulnefabilities;

d) |gain access to specialist information secusity advice;

e) |share and exchange information .about new technologies, products, services, fhreats or

vulnerabilities;
f) |provide suitable liaison points When dealing with information security incidents (see 5.24 to 5.28).
Otrler information N
L
No ¢ther information.
A\
2\
5.7| Threat inte@(gence
N\ *
Control ty{)%' Information Cybersecurity Operational Security domains
" security properties concepts capabilities
#Preventiy’b‘ #Confidentiality #ldentify #Detect #Threat_and_vulner- | #Defence
#Dd tecgi\7e #Integrity #Respond ability_management |#Resilienge
#(COrreetive H#AvatabHity

Control

Information relating to information security threats should be collected and analysed to produce threat
intelligence.

Purpose

To provide awareness of the organization’s threat environment so that the appropriate mitigation
actions can be taken.
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Guidance

Information about existing or emerging threats is collected and analysed in order to:

a) facilita
b) reduce

Threat inte

te informed actions to prevent the threats from causing harm to the organization;
the impact of such threats.

lligence can be divided into three layers, which should all be considered:

a) strategic threat intelligence: exchange of high-level information about the changing threat

landscape (e.g. types of attackers or types of attacks):

b) tactic
involvg

c) operat

Threat inte

a) relevant (i.e. related to the protection of the organization);

b) insight
threat
c) contex
time o
d) actiong
Threat inte
a) establi
b) identif]
approj
c) collect
d) proces
corrob

e) analys

9,
f) communicating and'sharing it to relevant individuals in a format that can be understood.
Y

d;
onal threat intelligence: details about specific attacks, including technical indicdtors.

lligence should be:

ful (i.e. providing the organization with an accurate and detailed understanding of
[andscape); AN

tual, to provide situational awareness (i.e. adding contexi-to the information based onl
events, where they occur, previous experiences and prevalence in similar organizations

ible (i.e. the organization can act on information.quickly and effectively).
lligence activities should include:
shing objectives for threat intelligence production;

ying, vetting and selecting internal and external information sources that are necessary
riate to provide information required for the production of threat intelligence;

. . X . .
ing information from selected sources, which can be internal and external;

sing information collectea to prepare it for analysis (e.g. by translating, formattin
oratinginformationl; b
A\

)
ng information t6 inderstand how it relates and is meaningful to the organization;

lligence §h%(11d be analysed and later used:

~

leme.n‘t\lng processes to include information gathered from threat intelligence sources

threat intelligence: information about attacker methodologies, tools and techhbplogies

the

the

and

o

Into

Threat inte
a) by imp
the org

aniZation’s information security risk management processes;

b) asadditional input to technical preventive and detective controls like firewalls, intrusion detection
system, or anti malware solutions;

c) asinputto the information security test processes and techniques.

The organization should share threat intelligence with other organizations on a mutual basis in order

to improve

Other info

overall threat intelligence.

rmation

Organizations can use threat intelligence to prevent, detect, or respond to threats. Organizations can
produce threat intelligence, but more typically receive and make use of threat intelligence produced by
other sources.
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Threat intelligence is often provided by independent providers or advisors, government agencies or
collaborative threat intelligence groups.

The effectiveness of controls such as 5.25, 8.7, 8.16 or 8.23, depends on the quality of available threat
intelligence.

5.8 Information security in project management

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities

#Pifeventive FConlidentiality Fldentily #Protect |FGovernarnce #FGovernance_and| Ecosys-
#Integrity tem #Protection
#Availability

Control

Infdrmation security should be integrated into project management.

Purjpose

To ¢nsure information security risks related to projects and deliverables are effectively addressed in

project management throughout the project life cycle. ANY

»

J
N

Guifdance

Info
are
of it

rmation security should be integrated into project management to ensure information se
hddressed as part of the project management. This'can be applied to any type of project
s complexity, size, duration, discipline or application area (e.g. a project for a core busing

Curity risks
regardless
SS process,

ICT,|facility management or other supporting processes).

The
a)

project management in use should requirethat:

information security risks are assessed and treated at an early stage and periodically
project risks throughout the projectlife cycle;

r as part of

information security requirenients [e.g. application security requirements (8.26), re
for complying with intellectual property rights (5.32), etc.] are addressed in the earl
projects; ly

A

"

b) Juirements

y stages of

of internal
life cycle;

information secur\iﬁr risks associated with the execution of projects, such as security
and external corimunication aspects are considered and treated throughout the project

c)

d) |progress on information security risk treatment is reviewed and effectiveness of the treatment is
evaluatedand tested.

appropriateness of the information security considerations and activities should be foll
lefined stages by suitable persons or governance bodies, such as the project steering cor

The
pre

owed up at
hmittee.

Responsibilities and authorities for information security relevant to the project should be defined and
allocated to specified roles.

Information security requirements for products or services to be delivered by the project should be
determined using various methods, including deriving compliance requirements from information
security policy, topic-specific policies and regulations. Further information security requirements can
be derived from activities such as threat modelling, incident reviews, use of vulnerability thresholds
or contingency planning, thus ensuring that the architecture and design of information systems are
protected against known threats based on the operational environment.

Information security requirements should be determined for all types of projects, not only ICT
development projects. The following should also be considered when determining these requirements:
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a) whatinformation is involved (information determination), what are the corresponding information
security needs (classification; see 5.12) and the potential negative business impact which can result
from lack of adequate security;

b) the required protection needs of information and other associated assets involved, particularly in
terms of confidentiality, integrity and availability;

c) the level of confidence or assurance required towards the claimed identity of entities in order to
derive the authentication requirements;

d) access prov151on1ng and authorlzatlon processes for customers and other potentlal bus1ness users
as wel] ' ' '
staff oy external suppllers

e) informiing users of their duties and responsibilities;

f) requirgments derived from business processes, such as transaction logging and monitoring, pon-
repudiption requirements;

g) requirgments mandated by other information security controls (e.g. intekfaces to logging [and
monitqring or data leakage detection systems);

\

h) compliance with the legal, statutory, regulatory and contractual’ Shvironment in which |the

organifation operates; N
J

i) level of confidence or assurance required for third parties to meet the organization’s informafion
securify policy and topic-specific policies including relevant security clauses in any agreementls or
contrafts.

Other information

The projedt development approach, such as waterfall life cycle or agile life cycle, should support

informatioh security in a structured way that can be adapted to suit the assessed severity of|the

informatioh security risks, based on the character of the project. Early consideration of informafion
security rgquirements for the product or service (e.g. at the planning and design stages), can |ead
to more effective and cost-efficient solutions for quality and information security. ISO 21500 Jand

[SO 21502 provide guidance on concepts and processes of project management that are importanf for

the performhance of projects. ~

ISO/IEC 27P05 provides guidance on the use of risk management processes to identify controls to meet

informatioh security requir@:ﬂéﬂts.

- \ u - -
5.9 Inveptory of information and other associated assets
O
N
Control fype " Information Cybersecurity Operational Security domaing
I security properties concepts capabilities
#Preventive \ v #Confidentiality #ldentify #Asset_manage- #Governance_and_Eg¢o-
#Integrity ment system #Protection
#Availability
Control

An inventory of information and other associated assets, including owners, should be developed and
maintained.

Purpose

To identify the organization’s information and other associated assets in order to preserve their
information security and assign appropriate ownership.

18
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Guidance

Inventory

The organization should identify its information and other associated assets and determine their
importance in terms of information security. Documentation should be maintained in dedicated or
existing inventories as appropriate.

The inventory of information and other associated assets should be accurate, up to date, consistent and
aligned with other inventories. Options for ensuring accuracy of an inventory of information and other
associated assets include:

a) |conducting regular reviews of identified information and other associated assets agdipft the asset
inventory;

b) [automatically enforcing an inventory update in the process of installing, chariging or r¢moving an
asset.

Thellocation of an asset should be included in the inventory as appropriate:

Thelinventory does not need to be a single list of information and other associated assets. (onsidering
thaf the inventory should be maintained by the relevant functiong, itcan be seen as a set pf dynamic
invgntories, such as inventories for information assets, hardware, software, virtual machines (VMs),
facilities, personnel, competence, capabilities and records. ,\T

J
-~

Each asset should be classified in accordance with the &lassification of the information| (see 5.12)
ass¢ciated to that asset. i

N

The| granularity of the inventory of information ‘and other associated assets should be at a level
appropriate for the needs of the organization. Sometimes specific instances of assets in the information
life cycle are not feasible to be documented due‘to the nature of the asset. An example of a|short-lived
ass¢t is a VM instance whose life cycle can be'of short duration.

Owhership

For|[the identified information andcother associated assets, ownership of the asset should Be assigned

to gn individual or a group and the classification should be identified (see 5.12, 5.13). A[process to

ensfire timely assignment ofiasset ownership should be implemented. Ownership should He assigned

whgn assets are created or'when assets are transferred to the organization. Asset ownership should be

reagsigned as necessarywhen current asset owners leave or change job roles.
N\

Ow1

NN
her duties C
U

The|asset ownershould be responsible for the proper management of an asset over the whole asset life
cycle, ensuring that:

a) |infarnration and other associated assets are inventoried;

N\ . . . s pe
b) infarmation and other assaciated assets are annronriatelv classified and nrotected:
rr r J r 4

c) the classification is reviewed periodically;

d) components supporting technology assets are listed and linked, such as database, storage, software
components and sub-components;

e) requirements for the acceptable use of information and other associated assets (see 5.10) are
established;

f) access restrictions correspond with the classification and that they are effective and are reviewed
periodically;

g) information and other associated assets, when deleted or disposed, are handled in a secure manner
and removed from the inventory;
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h) they are involved in the identification and management of risks associated with their asset(s);

i)

they support personnel who have the roles and responsibilities of managing their information.

Other information

Inventories of information and other associated assets are often necessary to ensure the effective
protection of information and can be required for other purposes, such as health and safety, insurance

or financial reasons.

Inventories of information and other associated assets also support

management, audit activities, vulnerability management, incident response and recovery planning.

acnancibalitine con b dologatnd (Ao +0 2 oot dian 1ol ing o frar

risk

Tasks and
but the per

It can be u
provide a g
service, ing

See ISO/IE
[SO 55001

5.10 Accd

P

ISP o SToTTIC S CaT o eI g ot O (Cr St o C oo to OO TO U 5o e T oIt

son or group who delegated them remains accountable.

seful to designate groups of information and other associated assets which act togeths
articular service. In this case, the owner of this service is accountable for the delivery of
luding the operation of its assets.

[ 19770-1 for additional information on information technology (IT) assef management,
for additional information on asset management.

= = = N
ptable use of information and other associated assets ‘¢,
N

sis),

r to
the

See

Control t

Information
security properties

Operatioq’aﬁ -
capabilities

Cybersecurity Security domains

concepts

/pe

#Preventiv

#Governance_and_Ecos
tem #Protection

#Protect #Asset{management
#Information_pro-

tection

#Confidentiality
#Integrity
#Availability

yS-

Control

Rules for the acceptable use and procedures forhandling information and other associated as

should be i

Purpose

To ensure information and other assqciated assets are appropriately protected, used and handled.

Guidance

Personnel
associated
handling tl
their use o

The organi
associated

Hentified, documented and implemented.

P
A

AN
hind external par Fsers using or having access to the organization’s information and o
assets should heymade aware of the information security requirements for protecting
e organlzatmns information and other associated assets. They should be responsibld
any 1nfor\mat10n processing facilities.

N_J

asSets and communicate it to anyone who uses or handles information and other associ

assets. Thed

zation'shiould establish a topic-specific policy on the acceptable use of information and of

Sets

ther
and
for

her
hted

fnr:\ir-cppr‘ifir‘ pnlir‘y on ar‘rppfqh]p use should prnvidp clear direction on how individ

1als

are expected to use information and other associated assets. The topic-specific policy should state:

a)

b) permitted and prohibited use of information and other associated assets;

¢) monitoring activities being performed by the organization.

expected and unacceptable behaviours of individuals from an information security perspective;

Acceptable use procedures should be drawn up for the full information life cycle in accordance with its
classification (see 5.12) and determined risks. The following items should be considered:

a) access

restrictions supporting the protection requirements for each level of classification;

b) maintenance of a record of the authorized users of information and other associated assets;

20
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protection of temporary or permanent copies of information to a level consistent with the

protection of the original information;

storage of assets associated with information in accordance with manufacturers’ specifications

(see 7.8);

clear marking of all copies of storage media (electronic or physical) for the attention of the

authorized recipient (see 7.10);

authorization of disposal of information and other associated assets and supported deletion

method(s) (see 8.10).

OtlJer information

It cdn be the case that the assets concerned do not directly belong to the organization; sudh as public
cloyd services. The use of such third-party assets and any assets of the organizdtion asso¢iated with
such external assets (e.g. information, software) should be identified as applicable and [controlled,
for example, through agreements with cloud service providers. Care should also be taken when a
collpborative working environment is used.
5.1]1 Return of assets S
N
(ontrol type Information Cybersecurity Opgﬁational Security dgmains
security properties concepts capabilities
#P1eventive #Confidentiality #Protect #Asset_manage- #Protection
#Integrity |ment
#Availability
Cortrol
Pergonnel and other interested parties assappropriate should return all the organization|s assets in
their possession upon change or termination of their employment, contract or agreement.
Pquose
To protect the organization’s assets as part of the process of changing or terminating emmployment,
confract or agreement. N\
A
Guiflance &
A\
N\
The| change or termi@t”lon process should be formalized to include the return of all previously issued
phygical and electredic assets owned by or entrusted to the organization.
\ '0
In dases Whe((; personnel and other interested parties purchase the organization’s equipment or use

their own personal equipment, procedures should be followed to ensure that all relevant inf

trad

ed and-transferred to the organization and securely deleted from the equipment (see 7.1

brmation is
4).

In d

se<s where pprcnnnp] and other interested pqrh'pc have ](nn‘/\llpdgp that is impnrf:xnf

to ongoing

operations, that information should be documented and transferred to the organization.

During the notice period and thereafter, the organization should prevent unauthorized copying of

rele

vant information (e.g. intellectual property) by personnel under notice of termination.

The organization should clearly identify and document all information and other associated assets to

ber
a)
b)
‘)

eturned which can include:
user endpoint devices;
portable storage devices;

specialist equipment;
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d) authentication hardware (e.g. mechanical keys, physical tokens and smartcards) for information
systems, sites and physical archives;

e) physical copies of information.
Other information

It can be difficult to return information held on assets which are not owned by the organization. In such
cases, it is necessary to restrict the use of information using other information security controls such
as access rights management (5.18) or use of cryptography (8.24).

5.12 Classification of information

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Information_pro- |#Protection
#Integrity tection #Defence
#Availability
Control

N
Informatioh should be classified according to the information security needs of the organization bgsed
on confidentiality, integrity, availability and relevant interested party. ’r\ehuirements.

J
-~

Purpose

To ensure |dentification and understanding of protection needs of information in accordance with its
importancg to the organization.

Guidance

The organigation should establish a topic-specific poliéy on information classification and communifate
it to all relgvant interested parties.

The organigation should take into account requirements for confidentiality, integrity and availabilify in
the classififation scheme. "

Classifications and associated prpte‘ctive controls for information should take account of busifess
needs for gharing or restricting information, for protecting integrity of information and for assufing
availability, as well as legal reqfrirements concerning the confidentiality, integrity or availability of the
informatiof. Assets other than information can also be classified in compliance with classificatiopn of

informatioh, which is stored in, processed by or otherwise handled or protected by the asset.
\ '0

Owners of nformatiQﬁ should be accountable for their classification.
The classifficatien.Scheme should include conventions for classification and criteria for review of| the

classificatipn{over time. Results of classification should be updated in accordance with changes off the
value, sens tivity and r‘rifir‘:\]ify of information fhrmlgh their life ryr‘lp

The scheme should be aligned to the topic-specific policy on access control (see 5.1) and should be able
to address specific business needs of the organization.

The classification can be determined by the level of impact that the information's compromise would
have for the organization. Each level defined in the scheme should be given a name that makes sense in
the context of the classification scheme’s application.

The scheme should be consistent across the whole organization and included in its procedures so that
everyone classifies information and applicable other associated assets in the same way. In this manner,
everyone has a common understanding of protection requirements and applies appropriate protection.

The classification scheme used within the organization can be different from the schemes used by
other organizations, even if the names for levels are similar. In addition, information moving between
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organizations can vary in classification depending on its context in each organization, even if their
classification schemes are identical. Therefore, agreements with other organizations that include
information sharing should include procedures to identify the classification of that information and to
interpret the classification levels from other organizations. Correspondence between different schemes
can be determined by looking for equivalence in the associated handling and protection methods.

Other information

Classification provides people who deal with information with a concise indication of how to handle
and protect it. Creating groups of information with similar protection needs and specifying information
security procedures that apply to all the information in each group facilitates this. This approach
redfices the need for case-by-case risk assessment and custom design of controls.

Infdrmation can cease to be sensitive or critical after a certain period of time. For exampl¢, when the
infgrmation has been made public, it no longer has confidentiality requirements but“can still require
profection for its integrity and availability properties. These aspects should be*taken info account,
as dver-classification can lead to the implementation of unnecessary controls resulting inf additional
expgnse or, on the contrary, under-classification can lead to insufficieft)'Controls to protect the
information from compromise.

As an example, an information confidentiality classification scheme jcan be based on foyr levels as
follgws: \

a) |disclosure causes no harm; o)
N

b) |disclosure causes minor reputational damage or minotoperational impact;

c) |[disclosure has a significant short-term impact on'eperations or business objectives;

d) [disclosure has a serious impact on long £€rm business objectives or puts the survjival of the
organization at risk.

5.1B Labelling of information

Control type Informatijon Cybersecurity Operational Security dgmains
security propeérties concepts capabilities
#Prleventive #Confidéﬁtiality #Protect #Information_ #Defence
#Integ'rity protection #Protection
#Availability
C \
Cortrol O
. \ ¥ . . . . .
An pppropriate Set of procedures for information labelling should be developed and implemented in

accordance Wl:fh the information classification scheme adopted by the organization.

processing and management.

Guidance

Procedures for information labelling should cover information and other associated assets in all
formats. The labelling should reflect the classification scheme established in 5.12. The labels should
be easily recognizable. The procedures should give guidance on where and how labels are attached in
consideration of how the information is accessed or the assets are handled depending on the types of
storage media. The procedures can define:

a) caseswhere labelling is omitted (e.g.labelling of non-confidential information to reduce workloads);

b) how to label information sent by or stored on electronic or physical means, or any other format;
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c) howto

handle cases where labelling is not possible (e.g. due to technical restrictions).

Examples of labelling techniques include:

a)
b)
‘)
d)

physical labels;
headers and footers;
metadata;

watermarking;

e) rubber
Digital inf
especially y
informatio
classificati

The proced

data should be handled, in line with the organization’s information model and ICT architecture.

Relevant a
on its infor

Personnel
should be
handled ac

Output from systems containing information that is classified as being sensitive or critical should c4

an appropr

Other information

Labelling o

Other usef?
the inform

Labelling d
assets can

Some systd
informatio
to contain.

-stamps.

rmation should utilize metadata in order to identify, manage and control informat
vith regard to confidentiality. Metadata should also enable efficient and correctséatching
h. Metadata should facilitate systems to interact and make decisions based on.the associ
bn labels.

lures should describe how to attach metadata to information, whatdabels to use and

\
hnd other interested parties should be made aware of leibélling procedures. All perso
provided with the necessary training to ensure that iniformation is correctly labelled
cordingly. 4

mation security properties.

N

iate classification label.

f classified information is a key req@irement for information sharing.

il metadata that can be attacheédto the information is which organizational process cre
htion and at what time. ¢

be easier to identify &y malicious actors for potential misuse.
N\
NN
ms do not label&el}zdividual files or database records with their classification but protec
h at the highest Iével of classification of any of the information that it contains or is permi
It is usualdn'such systems to determine and then label information when it is exported.
N\

N_J

ion,
b for
hted

1OW

ditional metadata should be added by systems when they pr,o{:Ess information depengling

hnel
and

ATy

hted

f information and othek associated assets can sometimes have negative effects. Classified

t all
Fted

5.14 Informatipn transfer
Contro t_);;lc Information C_y‘ucn secur it_y Gpcn atiun-a-l—-&ectrrity-d'um-ains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Asset_management #Protection
#Integrity #Information_protection
#Availability
Control

Information transfer rules, procedures, or agreements should be in place for all types of transfer

facilities w

24

ithin the organization and between the organization and other parties.
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Purpose

To maintain the security of information transferred within an organization and with any external
interested party.

Guidance
General

The organization should establish and communicate a topic-specific policy on information transfer
to all relevant 1nterested partles Rules procedures and agreements to protect 1nf0rmat10n in transit

sho; ed between

the jorganization and th1rd parties, transfer agreements (1nclud1ng rec1p1ent authentlcatlo should be

estdblished and maintained to protect information in all forms in transit (see 5.10).

Infdrmation transfer can happen through electronic transfer, physical storage(edia trpnsfer and

verlpal transfer.

Forfall types of information transfer, rules, procedures and agreements sheuld include:

a) |controls designed to protect transferred information from interception, unauthorited access,
copying, modification, misrouting, destruction and denial of service, including levels of access
control commensurate with the classification of the 1nformatm)1 involved and any specjal controls
that are required to protect sensitive information, suchas. nse of cryptographic techhiques (see
8.24); N

b) |controls to ensure traceability and non- repudlatlon 1nclud1ng maintaining a chain of ¢ustody for
information while in transit;

c) [identification of appropriate contacts related-to the transfer including information owners, risk
owners, security officers and information.custodians, as applicable;

d) [responsibilities and liabilities in the event of information security incidents, such as loss|of physical
storage media or data;

e) [use of an agreed labelling system for sensitive or critical information, ensuring that t]ne meaning
of the labels is immediatelyjuniderstood and that the information is appropriately proftected (see
5.13); LN

f) [reliability and availabilfty of the transfer service;

A\
N\
g) |[the topic-specifi@élicy or guidelines on acceptable use of information transfer facilitieg (see 5.10);
\ O
h) |retention and disposal guidelines for all business records, including messages;
, \

NOTE chal legislation and regulations can exist regarding retention and disposal of business r¢cords.

i) |the (;dn51derat10n of any other relevant legal, statutory, regulatory and contractual requirements
(se€ 5.31, 5.32, 5.33, 5.34) related to transfer of information (e.g. requirements forl electronic

signatures).

Electronic transfer

Rules, procedures and agreements should also consider the following items when using electronic
communication facilities for information transfer:

a) detection of and protection against malware that can be transmitted through the use of electronic
communications (see 8.7);

b) protection of communicated sensitive electronic information that is in the form of an attachment;

c) prevention against sending documents and messages in communications to the wrong address or
number;
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d)

f)

g)

h)

Physical stprage media transfer

When tranpferring physical storage media (including paper), rules, procedutes and agreements shguld
also includg <

a)
b)

c)

d)

f)

g)
h)

obtaining approval prior to using external public services such as instant messaging, social
networking, file sharing or cloud storage;

stronger levels of authentication when transferring information via publicly accessible networks;

restrictions associated with electronic communication facilities (e.g. preventing automatic
forwarding of electronic mail to external mail addresses);

advising personnel and other interested parties not to send short message service (SMS) or instant
messages with critical information since these can be read in public places (and therefore by
unauthorized persons) or stored in devices not adequately protected;

advisirlg personnel and other interested parties about the problems of using fax machinef or
servicgs, namely:

1) unfauthorized access to built-in message stores to retrieve messages;

2) deliberate or accidental programming of machines to send messages to spegific numbers.

. X "NV
\
resporsibilities for controlling and notifying transmission, dispdtefi and receipt;
N

ensuripg correct addressing and transportation of the messagg;

packaging that protects the contents from any physical ’damage likely to arise during transit
and in| accordance with any manufacturers’ specifications, for example protecting against |any
environmental factors that can reduce the efféctiveness of restoring storage media such as
exposyre to heat, moisture or electromagneti¢’fields; using minimum technical standards| for
packaging and transmission (e.g. the use of opague envelopes);

a list of authorized reliable couriers agreed’by management;
courief identification standards; = *

depending on the classification-}évél of the information in the storage media to be transported,|use

tampef evident or tamper-resistant controls (e.g. bags, containers);
A

\.
procedures to verify th@déntification of couriers;

approyed list of thira')parties providing transportation or courier services depending on|the

classifjcation of t.},revin'formation;
N\

keepinf logs-for’ identifying the content of the storage media, the protection applied as well as

recording the list of authorised recipients, the times of transfer to the transit custodians |and
receipf at‘the destination.

Verbal transfer

To protect verbal transfer of information, personnel and other interested parties should be reminded

that they should:

a) not have confidential verbal conversations in public places or over insecure communication
channels since these can be overheard by unauthorized persons;

b) notleave messages containing confidential information on answering machines or voice messages
since these can be replayed by unauthorized persons, stored on communal systems or stored
incorrectly as a result of misdialling;

c) bescreened to the appropriate level to listen to the conversation;
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d) ensure that appropriate room controls are implemented (e.g. sound-proofing, closed door);

e) begin any sensitive conversations with a disclaimer so those present know the classification level

and any handling requirements of what they are about to hear.

Other information

No other information.

5.15 Access control

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Pileventive #Confidentiality #Protect #ldentity_and_ac- #Protectipn
#Integrity cess_management
#Availability
Corntrol
Rules to control physical and logical access to information and otherrassociated assets| should be

estgblished and implemented based on business and information security requirements.
\V
Purjpose D
N ’/

To gnsure authorized access and to prevent unauthorized‘access to information and other|associated
assgts. ™
Guifdance
Owners of information and other associated assets should determine information security afnd business
reqhirements related to access control. A topiczspecific policy on access control should be deflined which
takes account of these requirements and should be communicated to all relevant interested jparties.
Thefse requirements and the topic-speeific policy should consider the following:
a) |determining which entities }‘eduire which type of access to the information and other|associated

assets; ~

S N
b) [security of applications{see 8.26);
A\

c) |physical access, {\zhl'ch needs to be supported by appropriate physical entry controls (fee 7.2, 7.3,

7.4); . @)

\ '0
d) |informatien dissemination and authorization (e.g. the need-to-know principle) and ihformation
. NS e . . .

security Tevels and classification of information (see 5.10, 5.12, 5.13);
e) |resfrictions to privileged access (see 8.2);
f) SEgTEgation ofduttes (DCC ﬁ),
g) relevant legislation, regulations and any contractual obligations regarding limitation of access to

data or services (see 5.31, 5.32, 5.33, 5.34, 8.3);
h) segregation of access control functions (e.g. access request, access authorization, access

administration);
i) formal authorization of access requests (see 5.16 and 5.18);
j) the management of access rights (see 5.18);
k) logging (see 8.15).
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Access control rules should be implemented by defining and mapping appropriate access rights and
restrictions to the relevant entities (see 5.16). An entity can represent a human user as well as a
technical or logical item (e.g. a machine, device or a service). To simplify the access control management,

specific rol

es can be assigned to entity groups.

The following should be taken into account when defining and implementing access control rules:

a) consistency between the access rights and information classification;

b) consistency between the access rights and the physical perimeter security needs and requirements;

c) consid
provid
Service

d) consid

Other information

There are g
used princ
a) need-t
order {
hence
b) need-t
clear n
Care shoul

a) establi
expres
expres

b) changsg
faciliti

c) changg
initiate

d) whent

Access con

8.5,8.18) and defineg}esponsibilities (see 5.2,5.17).

There are
(discretion

Py Pay
FTITg oty pCo U ov anaotC COTTIC CTIOT S T OISt oo cC o CTTv 1T OTIIIC Ity SU— Tttt rics—ar ©

s, that they are authorized to use;

ering how elements or factors relevant to dynamic access control can be reflected.

ples are:

N
b-know: an entity is only granted access to the information wirich that entity requird
o perform its tasks (different tasks or roles mean different feed-to-know information

lifferent access profiles); &%

eed is present. >

l be taken when specifying access control rules\to consider:

shing rules based on the premise of least privilege, “Everything is generally forbidden uﬂ
sly permitted”, rather than the weaker rule, “Everything is generally permitted u
sly forbidden”;

bs and those initiated at the diseretion of a user;

o (

d by an administrat\or; h
\.

o define and reg@r\ly review the approval.

N

control).

axing o1l £y c £ ovlobla connas fionmc 1 itk d anvziona e oo andtibing o —)nly

pd with access to information and other associated assets, including networks and nétwork

ften overarching principles used in the context of access control. Twa'ofthe most frequently

S in
and

h-use: an entity is only assigned access to informatjorr technology infrastructure whefe a

less
less

s in information labels (see 5.13) that are initiated automatically by information procesping

s in user permissions th‘a'E are initiated automatically by the information system and those

8.4,

severab)vélys to implement access control, such as MAC (mandatory access control), PAC
ary,adcess control), RBAC (role-based access control) and ABAC (attribute-based acfess

Access control rules can also contain dynamic elements (e.g. a function that evaluates past accesses or
specific environment values). Access control rules can be implemented in different granularity, ranging
from covering whole networks or systems to specific data fields and can also consider properties
such as user location or the type of network connection that is used for access. These principles and
how granular access control is defined can have a significant cost impact. Stronger rules and more
granularity typically lead to higher cost. Business requirements and risk considerations should be used
to define which access control rules are applied and which granularity is required.
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5.16 Identity management
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control

The full life cycle of identities should be managed.

Pu
To

pose

pllow for the unique identification of individuals and systems accessing-thé org

anization’s

information and other associated assets and to enable appropriate assignment of access rights.

Guifdance

Thelprocesses used in the context of identity management should ensure that:

a) |for identities assigned to persons, a specific identity is only linked to a single person t¢ be able to
hold the person accountable for actions performed with this-$pecific identity;

b) |identities assigned to multiple persons (e.g. shared idQﬁtities) are only permitted where they
are necessary for business or operational reasons and are subject to dedicated approval and
documentation; ‘

c) [identities assigned to non-human entities are ‘Subject to appropriately segregated approval and
independent ongoing oversight;

d) |identities are disabled or removed in actimely fashion if they are no longer required (e.g. if their
associated entities are deleted or no Jonger used, or if the person linked to an identity has left the
organization or changed the role);

e) |ina specific domain, a single identity is mapped to a single entity, [i.e. mapping of multiple identities

f)

The
to ul

Wh
sho
kno
asc

to the same entity within thé.same context (duplicate identities) is avoided];
0\.

records of all SignifiCE\:I‘lt events concerning the use and management of user identi
authentication infoxmation are kept.

N\

NN
organization shbuld have a supporting process in place to handle changes to informat
ser identities("lfh)ese processes can include re-verification of trusted documents related {

Y
bn usingddentities provided or issued by third parties (e.g. social media credentials), the o1
h1d ensure the third-party identities provide the required trust level and any associatd
wn and sufficiently treated. This can include controls related to the third parties (see 5

fies and of

ion related
0 a person.

ganization
d risks are
19) as well

pRtrols related to associated authentication information (see 5.17).

Other information

Providing or revoking access to information and other associated assets is usually a multi-step
procedure:

a)
b)
‘)
d)

confirming the business requirements for an identity to be established;
verifying the identity of an entity before allocating them a logical identity;

establishing an identity;

configuring and activating the identity. This also includes configuration and initial setup of related

authentication services;
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e) providing or revoking specific access rights to the identity, based on appropriate authorization or
entitlement decisions (see 5.18).

5.17 Authentication information

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control
Allocation [and management of authentication information should be controlled by a management

process, in

Purpose

cluding advising personnel on the appropriate handling of authentication information.

To ensure proper entity authentication and prevent failures of authentication processes.

Guidance

Allocation

The allocat]

a) person
enroln
for eac

b) proced
tempo

N
' 4
~ \ \.
pf authentication information )
’/
ion and management process should ensure that: \

al passwords or personal identification numbeps.(PINs) generated automatically du
ent processes as temporary secret authenticatien information are non-guessable and un
h person, and that users are required to change.them after the first use;

ures are established to verify the identityof a user prior to providing new, replacemern
ary authentication information;

c) authentication information, including itemporary authentication information, is transmi

to use

's in a secure manner (e.g. over an authenticated and protected channel) and the us

unprofected (clear text) electronic nfail messages for this purpose is avoided;

d) wusers 4

e) default
followf

f) record
are kej
by usiy

User respo

cknowledge receipt of a;uthentication information;

ng installation o(s}%tems or software;

5 of significanit events concerning allocation and management of authentication informa
bt and theiconfidentiality is granted, and that the record-keeping method is approved
gan appr\oved password vault tool).

1sibi}it\ies

4

Fing
que

tor

fted
e of

authentication infotmation as predefined or provided by vendors is changed immedigtely

kion
(e.g.

Any person hévmg access to or using authentication information should be advised to ensure that:

a) secret authentication information such as passwords are kept confidential. Personal secret
authentication information is not to be shared with anyone. Secret authentication information used
in the context of identities linked to multiple users or linked to non-personal entities are solely
shared with authorized persons;

b) affected or compromised authentication information is changed immediately upon notification of

or any

30

other indication of a compromise;
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c¢) when passwords are used as authentication information, strong passwords according to best
practice recommendations are selected, for example:

1) passwords are not based on anything somebody else can easily guess or obtain using person-
related information (e.g. names, telephone numbers and dates of birth);

2) passwords are not based on dictionary words or combinations thereof;
3) use easy to remember passphrases and try to include alphanumerical and special characters;

4) passwords have a minimum length;

d) |[the same passwords are not used across distinct services and systems;

e) [the obligation to follow these rules is also included in terms and conditions of employment (see
6.2).

Password management system
When passwords are used as authentication information, the password management systenp should:

a) |allow users to select and change their own passwords and 1nclude a confirmation prjocedure to
address input errors; XA

b) |enforce strong passwords according to good practlce\recommendatlons [see c) of "User
responsibilities]; \T

c) [|force users to change their passwords at firstlogini<

d) [enforce password changes as necessary, for example after a security incident, or upon termination
or change of employment when a user has &nown passwords for identities that remain|active (e.g.
shared identities);

e) |preventre-use of previous passwords;

f) |prevent the use of commonly-used passwords and compromised usernames,| password
combinations from hacked systems;

g) [notdisplay passwords or:the screen when being entered;
A
h) [store and transmit p@sswords in protected form.

Pasgword encrypti(‘n? and hashing should be performed according to approved cryjptographic
techniques for pa(swords (see 8.24).

)
Othler informydtion
Passwords.or passphrases are a commonly used type of authentication information and arg a common
medns of‘verlfymg a user’s 1dent1ty Other types of authentlcatlon 1nformat10n are cryptographic keys,
datd d d biometric
data such as iris scans or flngerprmts Addltlonal 1nformat10n can be found in the ISO/IEC 24760 series.

Requiring frequent change of passwords can be problematic because users can get annoyed by the
frequent changes, forget new passwords, note them down in unsafe places, or choose unsafe passwords.
Provision of single sign on (SSO) or other authentication management tools (e.g. password vaults)
reduces the amount of authentication information that users are required to protect and can thereby
increase the effectiveness of this control. However, these tools can also increase the impact of disclosure
of authentication information.

Some applications require user passwords to be assigned by an independent authority. In such cases, a),
c) and d) of "Password management system" do not apply.
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5.18 Access rights

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
Control

Access rights to information and other associated assets should be provisioned, reviewed, modified

and remov
Purpose

To ensure 4
business rq

Guidance
Provision 4

The provig
entity’s aut

a) obtain
of the

manag
b) consid

access
c) consid

of the :

d) ensuri
other 3
are ref

e) consid
expira

bd in accordance with the organization’s topic-specific policy on and rules for access con

iccess to information and other associated assets is defined and authorized accetrding to
quirements.

nd revocation of access rights

N

henticated identity should include: C’

J
-~

ng authorization from the owner of the information and other associated assets for the
information and other associated assets (see 5.9)iSeparate approval for access right
ement can also be appropriate;

control;

iccess rights and separation of conflicting roles;

g access rights are removed.when someone does not need to access the information

hoved in a timely fashiops
L

"

pring giving temponary access rights for a limited time period and revoking them at

ering the business requirements and the erganization’s topic-specific policy and rules

bring segregation of duties, including segregating the roles of approval and implementaftion

[rol.

the

ioning process for assigning or revoking physical and logjeal “dccess rights granted t¢ an

use
5 by

on

and

ssociated assets, in particuldr ensuring access rights of users who have left the organizafion

the

ion date, in partiftllar for temporary personnel or temporary access required by personnel;

f) verifying that the e\}é of access granted is in accordance with the topic-specific policie§ on

access
segreg

g) ensuri

control (s.e,e‘ .15) and is consistent with other information security requirements suc
ption of diities (see 5.3);

1 as

hg that access rights are activated (e.g. by service providers) only after authoriza

proced

ures are successfully completed;

l:ion

h) maintaining a central record of access rights granted to a user identifier (ID, logical or physical) to

access

information and other associated assets;

i) modifying access rights of users who have changed roles or jobs;

j) removing or adjusting physical and logical access rights, which can be done by removal, revocation

or repl

acement of keys, authentication information, identification cards or subscriptions;

k) maintaining a record of changes to users’ logical and physical access rights.
Revi f io]

Regular reviews of physical and logical access rights should consider the following:

32
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a) users’ access rights after any change within the same organization (e.g. job change, promotion,

b)

demotion) or termination of employment (see 6.1 to 6.5);

authorizations for privileged access rights.

Consideration before change or termination of employment

A user’s access rights to information and other associated assets should be reviewed and adjusted or
removed before any change or termination of employment based on the evaluation of risk factors such

as:

a) ahaothar tha ot b1 A Ao gn 10 dttiatad ey tha 1icnye A vy s g o fand +h
whether-the-termination-or-change-is-initiated-by-the-vseror-by-managementand-the
termination;

b) |the current responsibilities of the user;

c) |the value of the assets currently accessible.

Othler information

Conl
sunf
accd

Con|

sideration should be given to establishing user access roles based‘on business require
marize a number of access rights into typical user access profilés)Access requests and

ss rights are easier managed at the level of such roles than atthélevel of particular righ
N\

sideration should be given to including clauses in personnel contracts and service cor

reason for

ments that
reviews of
[S.

tracts that

spefify sanctions if unauthorized access is attempted by persbnnel (see 5.20, 6.2, 6.4, 6.6).

users can
of persons

In ¢ases of management-initiated termination, disgruntled personnel or external party|
deliperately corrupt information or sabotage infofmation processing facilities. In cases
iIgning or being dismissed, they can be tempted.to collect information for future use.

resT
Cloning is an efficient way for organization§’jto assign access to users. However, it should be done

with care based on distinct roles identifi¢d by the organization rather than just cloning pn identity
with all associated access rights. Cloningthas an inherent risk of resulting in excessive acceps rights to
infogrmation and other associated assets:
o
5.1P Information security in-supplier relationships
N
(ontrol type Information Cybersecurity Operational Security domains
sechity properties concepts capabilities
N\ Y
#P1leventive #(fq_nfidentiality #ldentify #Supplier_relation- |#Governance_and_
| #lhtegrity ships_security Ecosysterh #Protec-
S #Availability tion
— -
N\
Control

N\

) . . . . .
Professes and procedures should be defined and implemented to manage the 1nf0rmat1(|)n security
riskis assaciated with the use of cnpp]ipr'c prndnr‘fc Qr Services
Purpose

To maintain an agreed level of information security in supplier relationships.
Guidance

The organization should establish and communicate a topic-specific policy on supplier relationships to
all relevant interested parties.

The organization should identify and implement processes and procedures to address security risks
associated with the use of products and services provided by suppliers. This should also apply to the
organization’s use of resources of cloud service providers. These processes and procedures should
include those to be implemented by the organization, as well as those the organization requires the
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supplier to implement for the commencement of use of a supplier’s products or services or for the
termination of use of a supplier’s products and services, such as:

a)

b)

f)

g)

h)

k)

D

34

identifying and documenting the types of suppliers (e.g. ICT services, logistics, utilities, financial
services, ICT infrastructure components) which can affect the confidentiality, integrity and
availability of the organization's information;

establishing how to evaluate and select suppliers according to the sensitivity of information,
products and services (e.g. with market analysis, customer references, review of documents, on-
site assessments, certifications);

evalua
contro
by the
hence

S and reviewing them; in particular, accuracy and completeness of controls implemet
supplier that ensure integrity of the supplier’s information and information processing
he organization’s information security;

defining the organization’s information, ICT services and the physical infrastructure that suppl

can ac

ess, monitor, control or use;

defining the types of ICT infrastructure components and services provided)by suppliers which
affect the confidentiality, integrity and availability of the organization's \information;

assess
1) th
or

ng and managing the information security risks associated w,jﬂ?:’
e suppliers’ use of the organization’s information and otheb;(ssociated assets, including r|
ginating from potential malicious supplier personnel;

2) ma3lfunctioning or vulnerabilities of the products-{inciuding software components and

co

mponents used in these products) or services provided by the suppliers;

monitqring compliance with established information security requirements for each typ
suppli¢r and type of access, including third-party teview and product validation;

mitiga
means

handli

[ing non-compliance of a supplier, whether this was detected through monitoring or by o

responsibilities of both the organization and suppliers;

resiliefc

suppli¢r’s information a(rdx\d\mformatlon processing and hence the availability of the organization’s

O
ess and traf‘nfng for the organization’s personnel interacting with supplier perso
ing apprepriate rules of engagement, topic-specific policies, processes and proced:t)res

infor

aware
regar

ce and, if necessary, recovery and contingency measures to ensure the availability of]

ation;

ited
and

iers

can

isks

ub-

b of

her

X
g incidents and contingencies associated with supplier products and services inclugling

the

needs to be changed and ensuring that mformatlon security is maintained throughout the transfer

period;

requirements to ensure a secure termination of the supplier relationship, including:

1) de-

provisioning of access rights;

2) information handling;

3) de

termining ownership of intellectual property developed during the engagement;

4) information portability in case of change of supplier or insourcing;

6) records management;
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7) return of assets;
8) secure disposal of information and other associated assets;

9) ongoing confidentiality requirements;

level of personnel security and physical security expected from supplier's personnel and facilities.

The procedures for continuing information processing in the event that the supplier becomes unable to
supply its products or services (e.g. because of an incident, because the supplier is no longer in business,
or no longer provides some components due to technology advancements) should be considered to

donu dalaxzr 1 v ging panlacnannt e Aot A cnvione (g ddantifin g o aldEana ot

avo
ina

tary Oty o oSS T e prate e T protuatts O StV iee st
J J 56 j 4 4 50

Hvance or always using alternative suppliers).

Aupllunx] TITS T arecriroeyV

Othler information

Inc
sho

a)

b)

Infa
sho
assq
agr
risk
org
reny

Ris}
by

bre
oth

See

5.2

hses where it is not possible for an organization to place requirements on a supplier, the o1
11d:

consider the guidance given in this control in making decisions abeut-choosing a supp
product or service;

N
implement compensating controls as necessary based on a risk@ssessment.
N\

1ld be determined and applied to manage the supplier's access to information and other
ts. For example, if there is a special need for confidentiality of the information, nonf
bements or cryptographic techniques can be usedyAnother example is personal data

inization needs to be aware that the legal or-contractual responsibility for protecting i
ains with the organization.

(s can also be caused by inadequate controls of ICT infrastructure components or servics

iches in the organization or to another entity (e.g. they can cause malware infection,
er harm on entities other than.the organization).

[SO/IEC 27036-2 for more-detail.

"

D Addressing information security within supplier agreements
( NN

ve supplier

ganization

lier and its

rmation can be put at risk by suppliers with inadequate 1nf0'rmat10n security management. Controls

associated
disclosure
protection

s when the supplier agreement involves transfer of, or access to, information across b¢rders. The

hformation

s provided

uppliers. Malfunctioning or vulnerable components or services can cause informati¢n security

attacks or

o

\.J Information
»" security properties

Operational
capabilities

ontrol type Cybersecurity

concepts

Security

.

n

 domains

#Pr

eventive/ N

N_J

#Confidentiality
#Integrity
#Availability

#ldentify #Supplier_relation-

ships_security Ecosyster

\ tion

)

=

#Governance_and_

h #Protec-

¥
N |

Cor

"
LI Ux

Relevant information security requirements should be established and agreed with each supplier based
on the type of supplier relationship.

Purpose

To maintain an agreed level of information security in supplier relationships.

Guidance

Supplier agreements should be established and documented to ensure that there is clear understanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.
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The following terms can be considered for inclusion in the agreements in order to satisfy the identified
information security requirements:

a)

b)

c)

d)

f)

g)

h)

p)
q)

36

description of the information to be provided or accessed and methods of providing or accessing
the information;

classification of information according to the organization’s classification scheme (see 5.10, 5.12,

5.13);

mapping between the organization’s own classification scheme and the classification scheme of the
supplier;

legal, $tatutory, regulatory and contractual requirements, including data protection, handlling
of perponally identifiable information (PII), intellectual property rights and copyright‘and a
description of how it will be ensured that they are met;

obligation of each contractual party to implement an agreed set of controls, including acfess
control, performance review, monitoring, reporting and auditing, and the supplier’s obligations to
comply with the organization’s information security requirements;

rules qf acceptable use of information and other associated assets, 1nclud1ng unacceptable uge if
necesspry;

o\‘
procedures or conditions for authorization and removal of the authorlzatlon for the use of|the
organifation’s information and other associated assets by suppher personnel (e.g. through an
list of supplier personnel authorized to use the qrganization’s information and ofher
associjted assets); /

N

information security requirements regarding the_.supplier’s ICT infrastructure; in particylar,
minimpm information security requirements forceach type of information and type of access to
serve 3s the basis for individual supplier agreements based on the organization’s business n¢eds
and rigk criteria;

indempities and remediation for failure oftcontractor to meet requirements;

incide
duringincident remediation);

t management requirements.@nd procedures (especially notification and collaboration

trainirlg and awareness requirements for specific procedures and information security
requirgments (e.g. for incident response, authorization procedures);
N\

N
relevant provisions fo\;‘e%ub-contracting, including the controls that need to be implemented, Juch
as agrgement on the.use of sub-suppliers (e.g. requiring to have them under the same obligations of
the supplier, requ)rjng to have a list of sub-suppliers and notification before any change);
N\

relevant contacts, including a contact person for information security issues;

any sqreéebing requirements, where legally permissible, for the supplier’s personnel, includli
resporlstHitt : . P : .
completed or if the results give cause for doubt or concern;

the evidence and assurance mechanisms of third-party attestations for relevant information
security requirements related to the supplier processes and an independent report on effectiveness
of controls;

right to audit the supplier processes and controls related to the agreement;

supplier’s obligation to periodically deliver a report on the effectiveness of controls and agreement
on timely correction of relevant issues raised in the report;

defect resolution and conflict resolution processes;
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s) providing backup aligned with the organization’s needs (in terms of frequency and type and

9

storage location);

ensuring the availability of an alternate facility (i.e. disaster recovery site) not subject to the same

threats as the primary facility and considerations for fall back controls (alternate cont
event primary controls fail;

rols) in the

u) having a change management process that ensures advance notification to the organization and

the possibility for the organization of not accepting changes;

v) physical security controls commensurate with the information classification;

w) |information transfer controls to protect the information during physical transfer| or logical
transmission;

x) |termination clauses upon conclusion of the agreement including records mdnagement, return of
assets, secure disposal of information and other associated assets, and any-ongoing confidentiality
obligations;

y) |provision of a method of securely destroying the organization’s infermation stored by the supplier
as soon as it is no longer required;

N

z) |ensuring, at the end of the contract, handover support to an\ofh‘er supplier or to the organization

itself. N\
J

The| organization should establish and maintain a registet: of agreements with external parties (e.g.

confracts, memorandum of understanding, informatiof-sharing agreements) to keep track of where

their information is going. The organization shouldfalso regularly review, validate and u

agr
infod

Othler information

The

pements with external parties to ensure they afe still required and fit for purpose wi
rmation security clauses.

agreements can vary considerablyfor different organizations and among the diffe

bdate their
th relevant

rent types

of quppliers. Therefore, care should\be taken to include all relevant requirements for faddressing
infgrmation security risks. %
For|details on supplier agrééments, see ISO/IEC 27036 series. For cloud service agreements, see
ISOJIEC 19086 series. \
AN
- - N - - - -
5.2]l Managing infoymation security in the ICT supply chain
\J
(ontrol type; M Information Cybersecurity Operational Security domains
{7 | security properties concepts capabilities
#Prleventives #Confidentiality #ldentify #Supplier_relation- |#Governance_and_
-‘\ #Integrity ships_security Ecosysterh #Protec-
€ #Availability tion
Control

Processes and procedures should be defined and implemented to manage the information security
risks associated with the ICT products and services supply chain.

Purpose

To maintain an agreed level of information security in supplier relationships.

© ISO/IEC 2022 - All rights reserved

37


https://iecnorm.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

Guidance

The following topics should be considered to address information security within ICT supply chain
security in addition to the general information security requirements for supplier relationships:

a)
b)

f)

g)

h)

j)

k)

D)

defining information security requirements to apply to ICT product or service acquisition;

requiring that ICT services suppliers propagate the organization’s security requirements
throughout the supply chain if they sub-contract for parts of the ICT service provided to the
organization;

requir

nag that TCT o duobe o linye oo gabn ook cnorrsbyy o ndione dhe o gh oot

the

supply|
other 4

reques
used iy

reques
functig

TS orot 1o 1 protut e S ppPTItTS propagutCoappropriotc— St tuUTIty practrcto T o grout

chain if these products include components purchased or acquired from cther suppliej
ntities (e.g. sub-contracted software developers and hardware componerit providers);

ting that ICT products suppliers provide information describing the softwaxé tompon
products;

ting that ICT products suppliers provide information describing the implemented secu
ns of their product and the configuration required for its secure opgfation;

implementing a monitoring process and acceptable methods for validating that delivered

produg
metho
supplig

ts and services comply with stated security requirements. Examples of such supplier rey
s can include penetration testing and proof or validation o,ﬁt)lird-party attestations for
r’s information security operations; N

implementing a process for identifying and documenting product or service components

are cr
and fu

tical for maintaining functionality and therefdre require increased attention, scruy
rther follow up required when built outside_of<the organization especially if the sup

outsources aspects of product or service componentsto other suppliers;

obtain
chain;

obtain
unexp

ng assurance that critical components.and'their origin can be traced throughout the su

ng assurance that the delivered\ICT products are functioning as expected without
bcted or unwanted features; . (

implenhenting processes to ensulé-that components from suppliers are genuine and unaltered f|

their s
or dig
tampe
multip
operat|

obtain
certifi

becification. Example rdeasures include anti-tamper labels, cryptographic hash verificat

ring or counterfeitssPrevention and detection of tampering should be implemented du
e stages in th tem development life cycle, including design, development, integrat
ons and maifitenance;

Y

o . . .
ng assufayice that ICT products achieve required security levels, for example, through for
ation Qran evaluation scheme such as the Common Criteria Recognition Arrangement;

)

definin

S Oor

bnts

rity

ICT
iew
the

that
iny
lier

bply

any

Ffom
ons

tal signatures. Monitoring for out of specification performance can be an indicatof of

ring
ion,

mal

g (ulbes for sharing of information regarding the supply chain and any potential issues

and

compromises among the organization and suppliers;

implementing specific processes for managing ICT component life cycle and availability and
associated security risks. This includes managing the risks of components no longer being available
due to suppliers no longer being in business or suppliers no longer providing these components due
to technology advancements. Identification of an alternative supplier and the process to transfer

softwa

re and competence to the alternative supplier should be considered.

Other information

The specific ICT supply chain risk management practices are built on top of general information
security, quality, project management and system engineering practices but do not replace them.
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Organizations are advised to work with suppliers to understand the ICT supply chain and any matters
that have an important effect on the products and services being provided. The organization can
influence ICT supply chain information security practices by making clear in agreements with their
suppliers the matters that should be addressed by other suppliers in the ICT supply chain.

ICT should be acquired from reputable sources. The reliability of software and hardware is a matter
of quality control. While it is generally not possible for an organization to inspect the quality control
systems of its vendors, it can make reliable judgments based on the reputation of the vendor.

ICT supply chain as addressed here includes cloud services.

Examplesof TCTsuppty chaims are:

a) |cloud services provisioning, where the cloud service provider relies on the software flevelopers,
telecommunication service providers, hardware providers;

b) |loT, where the service involves the device manufacturers, the cloud service providefs (e.g. the
[oT platform operators), the developers for mobile and web applications) the vendor ¢f software
libraries;

c) |hosting services, where the provider relies on external service desks including first, $econd and

third support levels. <}

See|lSO/IEC 27036-3 for more details including risk assessmen’ggﬁidance.

Soffware identification (SWID) tags can also help to achieve better information security in[the supply
chaln, by providing information about software provenance. See ISO/IEC 19770-2 for more details.

5.2P Monitoring, review and change management of supplier services

(Jontrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#P1leventive #Confidentiality #ldentify #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystern #Protec-
#Availability . ( #Information_secu- [tion
[ rity_assurance #Defence
‘:
Control §
A\

N\
The|organization sh(ﬁﬁd regularly monitor, review, evaluate and manage change in supplier information
secl]lrity practice§ and service delivery.

Y
Purpose

To maintaiti an agreed level of information security and service delivery in line with supplier
agre¢emerts.

Guidance

Monitoring, review and change management of supplier services should ensure the information
security terms and conditions of the agreements are complied with, information security incidents
and problems are managed properly and changes in supplier services or business status do not affect
service delivery.

This should involve a process to manage the relationship between the organization and the supplier to:
a) monitor service performance levels to verify compliance with the agreements;
b) monitor changes made by suppliers including:

1) enhancements to the current services offered;
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d)

f)

g)

h)

j)
k)

D)

m)

2) development of any new applications and systems;

3) modifications or updates of the supplier’s policies and procedures;

4) new or changed controls to resolve information security incidents and to improve information
security;

monitor changes in supplier services including:

1) changes and enhancement to networks;

2) us

e of new technologies;

3) ad
4) ne
5) ch
6) ch
7) su

review
by the

condug
reportp

provid
by the

review
failure

respon
identif]
review

ensurd
design
failure

ensure
requir

evalua

bption of new products or newer versions or releases;
w development tools and environments;
hnges to physical location of service facilities;

hnge of sub-suppliers;

b-contracting to another supplier;

N
service reports produced by the supplier and arrange regular\pr‘dgress meetings as requ
ngreements; N\

J

t audits of suppliers and sub-suppliers, in conjunction, Wlt\h review of independent audit
5, if available and follow-up on issues identified;

N

e information about information security incidénts and review this information as requ
ngreements and any supporting guidelines andprocedures;

supplier audit trails and records of inpféfmation security events, operational problg
5, tracing of faults and disruptions related to the service delivered;

d to and manage any identified information security events or incidents;

v information security vulnerabilities and manage them;

o (

information security a;pécts of the supplier’s relationships with its own suppliers;

that the supplier Rt Maintains sufficient service capability together with workable p
d to ensure tha@greed service continuity levels are maintained following major ser
5 or disaster (5&9)5 29, 5.30, 5.35, 5.36, 8.14);

that supbhers assign responsibilities for reviewing compliance and enforcing
bments.0f the agreements;

red

or’s

red

ms,

ans
vice

the

N
fe resdilarly that the suppliers maintain adequate information security levels.

The responsibility for managing supplier relationships should be assigned to a designated individual
or team. Sufficient technical skills and resources should be made available to monitor that the
requirements of the agreement, in particular the information security requirements, are being met.
Appropriate actions should be taken when deficiencies in the service delivery are observed.

Other information

See ISO/IEC 27036-3 for more detail.
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Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Supplier_relation- |#Governance_and_
#Integrity ships_security Ecosystem #Protec-
#Availability tion
Control

Processes for acquisition, use, management and exit from cloud services should be established in

acc

rdance with the organization’s information security requirements.

Pu

pose

To dpecify and manage information security for the use of cloud services.

Gui

The

dance

organization should establish and communicate topic-specific policy on the use of cloud

all nelevant interested parties.

The

N
/

organization should define and communicate how it intends.to fanage information se(

services to

urity risks

ass¢ciated with the use of cloud services. It can be an extensmn,sr part of the existing approgch for how

an qrganization manages services provided by external partles (see 5.21 and 5.22).

Thel use of cloud services can involve shared respon51b111ty for information security and cdllaborative

effort between the cloud service provider and the organization acting as the cloud service qustomer. It

is egsential that the responsibilities for both the cloud service provider and the organizatioh, acting as

the [cloud service customer, are defined and implemented appropriately.

Thelorganization should define:

a) |all relevant information security reguirements associated with the use of the cloud seryices;

b) [cloud service selection criteria@@nd scope of cloud service usage;

¢) |roles and responsibilitiestelated to the use and management of cloud services;

A

d) |which information security controls are managed by the cloud service provider and| which are
managed by the &(ga\nization as the cloud service customer;

e) |how to obtairs and utilize information security capabilities provided by the cloud servicg provider;

f) [how to olitain assurance on information security controls implemented by cloud servicq providers;

g) [how-te manage controls, interfaces and changes in services when an organization usps multiple
cloud services, particularly from different cloud service providers;

h) procedures for handling information security incidents that occur in relation to the use of cloud
services;

i) its approach for monitoring, reviewing and evaluating the ongoing use of cloud services to manage
information security risks;

j)  how to change or stop the use of cloud services including exit strategies for cloud services.

Cloud service agreements are often pre-defined and not open to negotiation. For all cloud services,
the organization should review cloud service agreements with the cloud service provider(s). A cloud
service agreement should address the confidentiality, integrity, availability and information handling
requirements of the organization, with appropriate cloud service level objectives and cloud service
qualitative objectives. The organization should also undertake relevant risk assessments to identify
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the risks associated with using the cloud service. Any residual risks connected to the use of the cloud
service should be clearly identified and accepted by the appropriate management of the organization.

An agreement between the cloud service provider and the organization, acting as the cloud service
customer, should include the following provisions for the protection of the organization’s data and
availability of services:

a) providing solutions based on industry accepted standards for architecture and infrastructure;

b) managing access controls of the cloud service to meet the requirements of the organization;

(e.g.

particilar country or region) or within or subject to a particular jurisdiction;

e) providing dedicated support in the event of an information security incident in the\cloud seryice
enviropment;

f) ensuripg that the organization’s information security requirements are meét'in the event of cloud
servicgs being further sub-contracted to an external supplier (or prohibiting cloud services ffom
being qub-contracted); A\

NV

g) supporting the organization in gathering digital evidence, takifig into consideration laws [and
regulations for digital evidence across different jurisdictions; \\\',

h) providjng appropriate support and availability of servicesfor-an appropriate time frame when| the
organifation wants to exit from the cloud service; >

i) providing required backup of data and configurationiinformation and securely managing bacKups
as applicable, based on the capabilities of the cloud service provider used by the organizafion,
acting s the cloud service customer;

j)  providing and returning information such-as configuration files, source code and data that|are
owned| by the organization, acting as_the cloud service customer, when requested during|the
servic¢ provision or at termination of service.

The organipation, acting as the cloud.service customer, should consider whether the agreement shct;llld

require clqud service providers 0 provide advance notification prior to any substantive customer

impacting thanges being made to the way the service is delivered to the organization, including:
A\

N\
a) changgs to the technica@qfrastructure (e.g. relocation, reconfiguration, or changes in hardwarje or
softwdre) that affect\ qpbhange the cloud service offering;

)
b) procesping or stdring information in a new geographical or legal jurisdiction;
c¢) use of peercloud service providers or other sub-contractors (including changing existing or uping
new p3rties).

The organization using cloud services should maintain close contact with its cloud service providers.
These contacts enable mutual exchange of information about information security for the use of the
cloud services including a mechanism for both cloud service provider and the organization, acting as the
cloud service customer, to monitor each service characteristic and report failures to the commitments
contained in the agreements.

Other information
This control considers cloud security from the perspective of the cloud service customer.

Additional information relating to cloud services can be found in ISO/IEC 17788, ISO/IEC 17789 and
ISO/IEC 22123-1. Specifics related to cloud portability in support of exit strategies can be found in
ISO/IEC 19941. Specifics related to information security and public cloud services are described in
ISO/IEC 27017. Specifics related to PII protection in public clouds acting as PII processor are described
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in ISO/IEC 27018. Supplier relationships for cloud services are covered by ISO/IEC 27036-4 and cloud
service agreements and their contents are dealt with in the ISO/IEC 19086 series, with security and

privacy specifically covered by ISO/IEC 19086-4.

5.24 Information security incident management planning and preparation

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Respond #Recover |#Governance #Defence
#Integrity #Information_securi-
#Avallability ty_event_management
Corntrol

The| organization should plan and prepare for managing information security_incidents Hy defining,

estgblishing and communicating information security incident managementiprocesses,

reSJonsibilities.

Purjpose

To gnsure quick, effective, consistent and orderly response to inforiation security incident

conjmunication on information security events. DY

Guifdance %

Rol¢s and responsibilities

The| organization should establish appropriate inférnfation security incident management
Rolés and responsibilities to carry out the incident:management procedures should be dete;

effelctively communicated to the relevant internal'and external interested parties.

Thelfollowing should be considered:

roles and

5, including

processes.
mined and

a) |establishing a common method forfeporting information security events including point of contact

(see 6.8); C

X

b) [establishing an incident.nanagement process to provide the organization with capability for

triage, prioritizatiog, analysis, communication and coordinating interested parties;
\.

)
c) [establishingan iﬁg\ldent response process to provide the organization with capability fo

responding to and learning from information security incidents;
\ '0

d) [only allow}ng competent personnel to handle the issues related to information securif]
within\the organization. Such personnel should be provided with procedure documentation and

periodic training;

managing information security incidents including administration, documentation,

detection,

[ assessing,

y incidents

e) v] ]. ] . . ] .E . ] s .E. . i . ofessiona]

development for incident response personnel.

Incident management procedures

The objectives for information security incident management should be agreed with management and
it should be ensured that those responsible for information security incident management understand
the organization’s priorities for handling information security incidents including resolution time
frame based on potential consequences and severity. Incident management procedures should be

implemented to meet these objectives and priorities.
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Management should ensure that an information security incident management plan is created
considering different scenarios and procedures are developed and implemented for the following

activities:

a) evaluation of information security events according to criteria for what constitutes an information
security incident;

b) monitoring (see 8.15 and 8.16), detecting (see 8.16), classifying (see 5.25), analysing and reporting
(see 6.8) of information security events and incidents (by human or automatic means);

€c) managing mformatlon secur1ty1nc1dents to conclusmn 1nclud1ng response and escalatlon (see 5.26),

accordfr and
activatfion of contmulty plans, controlled recovery from an 1nc1dent and commumcatlon to imtefnal
and exfernal interested parties;

d) coordihation with internal and external interested parties such as authorities, external intefrest
groupy and forums, suppliers and clients (see 5.5 and 5.6);

e) logging incident management activities;

f) handlipg of evidence (see 5.28);

N

g) root cquse analysis or post-mortem procedures; ,\’ Y

h) identifjcation of lessons learned and any improvements to the lnmdent management procedurgs or
informjation security controls in general that are required.

Reporting procedures >

Reporting procedures should include:

a) actiong to be taken in case of an informationCsecurity event (e.g. noting all pertinent details
immediately such as malfunction occurring atid messages on screen, immediately reporting to the
point df contact and only taking coordinatediactions);

b) use of|incident forms to support personnel to perform all necessary actions when reporfing
informjation security incidents; o

c) suitable feedback processes to;erfsure that those persons reporting information security eventg are
notified, to the extent poss{ble,'of outcomes after the issue has been addressed and closed;

A\
N\

d) creatign of incident rep@ts.

Any external requirements on reporting of incidents to relevant interested parties within|the

defined time frame \(Q‘.g. breach notification requirements to regulators) should be considered when

implement|ng incident management procedures.
= - \‘
Other information
Information §ecurity incidents can transcend organizational and national boundaries. To respond to

such incidents, it is beneficial to coordinate response and share information about these incidents with
external organizations as appropriate.

Detailed guidance on information security incident management is provided in the ISO/IEC 27035

series.
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5.25 Assessment and decision on information security events

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Respond  |#Information_securi- |#Defence
#Integrity ty_event_management
#Availability
Control

The organization should assess information security events and decide if they are to be cat
infgrmation security incidents.

egorized as

Purjpose
To dnsure effective categorization and prioritization of information security events:
Guifance

A c3tegorization and prioritization scheme of information security incidents should be agrieed for the
identification of the consequences and priority of an incident. The scheme should include th¢ criteria to
catggorize events as information security incidents. The point of con{tact should assess each ipformation
secyirity event using the agreed scheme. N\

. . . . ) . . i
sonnel responsible for coordinating and responding¢toinformation security incidents should
form the assessment and make a decision on informatioin security events.

Per
per

Res|ilts of the assessment and decision should be reeprded in detail for the purpose of futurp reference
and|verification.

Other information

ThelISO/IEC 27035 series provides further guidance on incident management.

5.2p Response to information security incidents

(ontrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Cqrrective #Conﬁidentiality #Respond #Recover |#Information_securi- |#Defencp
Qua tegrity ty_event_management
ilability
( .
Cortrol )
N\
Infdrmation'security incidents should be responded to in accordance with the documented procedures.
N\
)
Pullpo§e'

To ensure efficient and effective response to information security incidents.
Guidance

The organization should establish and communicate procedures on information security incident
response to all relevant interested parties.

Information security incidents should be responded to by a designated team with the required
competency (see 5.24).

The response should include the following:

a) containing, if the consequences of the incident can spread, the systems affected by the incident;
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j)

Other information )

The ISO/IEC 27035 series provides further guidance on incident management.

5.27 Learning from information security incidents

collecting evidence (see 5.28) as soon as possible after the occurrence;

escalation, as required including crisis management activities and possibly invoking business
continuity plans (see 5.29 and 5.30);

ensuring that all involved response activities are properly logged for later analysis;

communicating the existence of the information security incident or any relevant details thereof to
all relevant internal and external interested parties following the need-to-know principle;

coordinating with internal and external parties such as authorities, external interest groups and
forum ; . - e . _

rd-clientsteimpreverespoense-e eRseqgHences

once the incident has been successfully addressed, formally closing and recording it;

condugting information security forensic analysis, as required (see 5.28);

performing post-incident analysis to identify root cause. Ensure itis documented anid communicated
accordiing to defined procedures (see 5.27);

identifying and managing information security vulnerabilities and weaknesses including those

related to controls which have caused, contributed to or failed to prevgnt the incident.
N\

-~

N

N

Controlltype Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Protect |#Information_secu- |#Defence
#Integrity rity_event_manage-
#Availability , ment
Control '

o (
A

P

Knowledgd gained from information security incidents should be used to strengthen and improve| the

informatioh security controls. i\

Purpose O
s \\ S
To reduce the llkellhogd or consequences of future incidents.
N\
Guidance oot
‘\

The organigzdtion should establish procedures to quantify and monitor the types, volumes and cos{s of

informatiohsecurity trreidents:

The information gained from the evaluation of information security incidents should be used to:

a)
b)

46

enhance the incident management plan including incident scenarios and procedures (see 5.24);

identify recurring or serious incidents and their causes to update the organization’s information
security risk assessment and determine and implement necessary additional controls to reduce
the likelihood or consequences of future similar incidents. Mechanisms to enable that include
collecting, quantifying and monitoring information about incident types, volumes and costs;

enhance user awareness and training (see 6.3) by providing examples of what can happen, how to
respond to such incidents and how to avoid them in the future.
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Other information

The ISO/IEC 27035 series provides further guidance.

5.28 Collection of evidence

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Confidentiality #Detect #Respond  |#Information_secu- |#Defence
#Integrity rity_event_manage-
#Avqlla‘udu_y IHICTIIU
Corntrol
Thel organization should establish and implement procedures for the identification,| collection,

acqyiisition and preservation of evidence related to information security events.
Purpose

To ¢
for {

nsure a consistent and effective management of evidence related to information securit
he purposes of disciplinary and legal actions.

y incidents

' 4

NV

dance

Gui )

Intdrnal procedures should be developed and followed« when dealing with evidence
infdrmation security events for the purposes of disciplindry and legal actions. The requ
different jurisdictions should be considered to maximize chances of admission across t
juripdictions.

related to
ihEements of
e relevant

In deneral, these procedures for the managenient of evidence should provide instructigns for the

ideq]
of s
coll

tification, collection, acquisition and preservation of evidence in accordance with diff{
forage media, devices and status of devices (i.e. powered on or off). Evidence typically 1
bcted in a manner that is admissibleinithe appropriate national courts of law or another ¢

brent types
heeds to be
isciplinary

fory
a)
b)
‘)

m. It should be possible to show that:

X
records are complete and havenot been tampered with in any way;

o (

copies of electronic evidence are probably identical to the originals;

any information syétem from which evidence has been gathered was operating corrg¢ctly at the

time the evidende was recorded.

Wh 5 should be

sou

bre availabLe, certification or other relevant means of qualification of personnel and tool
pht, so ag.f@strengthen the value of the preserved evidence.

tal evidence can transcend organizational or jurisdictional boundaries. In such cases, if should be
hréd that the organization is entitled to collect the required information as digital evidence.

Dig
ens

Other information

When an information security event is first detected, it is not always obvious whether or not the
event will result in court action. Therefore, the danger exists that necessary evidence is destroyed
intentionally or accidentally before the seriousness of the incident is realized. It is advisable to involve
legal advice or law enforcement early in any contemplated legal action and take advice on the evidence
required.

ISO/IEC 27037 provides definitions and guidelines for identification, collection, acquisition and
preservation of digital evidence.

The ISO/IEC 27050 series deals with electronic discovery, which involves the processing of electronically
stored information as evidence.
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5.29 Information security during disruption

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cor- |#Confidentiality #Protect #Respond |#Continuity #Protection
rective #Integrity #Resilience
#Availability
Control
The organization should plan how to maintain information security at an appropriate level during
disruption
Purpose
To protect [nformation and other associated assets during disruption.
Guidance

The organjization should determine its requirements for adapting information security controls

during dis
manageme

‘uption. Information security requirements should be included dn the business contin
N

hht processes. ’<,

N\
Plans shoulld be developed, implemented, tested, reviewed and evatuated to maintain or restore

security of
informatio

information of critical business processes following¢intérruption or failure. Securit
h should be restored at the required level and in the required time frames.

N

zation should implement and maintain:

ation security controls, supporting systems ‘and tools within business continuity and

es to maintain existing information security controls during disruption;

hsating controls for information, “security controls that cannot be maintained du
Fion. %

(

The organi
a) inform
continfiity plans;
b) proces
c) compe
disrup
Other infi

L
In the context of business cqntinuity and ICT continuity planning, it can be necessary to adlapt

mation N

pity

the
y of

ICT

Fing

the information security requitements depending on the type of disruption, compared to normal
operationall conditions. As(part of the business impact analysis and risk assessment perfor

within bus
informatio

Informatio
Further gu

N\
h on business continuity management systems can be found in ISO 22301 and ISO 22
darice bn business impact analysis (BIA) can be found in ISO/TS 22317.

4

med

iness continuity”management, the consequences of loss of confidentiality and integritly of
h should b.e;cvon'sidered and prioritized in addition to the need for maintaining availability.

B13.

5.30 ICT rea;diness for business continuity

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Corrective #Availability #Respond #Continuity #Resilience
Control

ICT readiness should be planned, implemented, maintained and tested based on business continuity
objectives and ICT continuity requirements.
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Purpose

To ensure the availability of the organization’s information and other associated assets during
disruption.

Guidance

ICT readiness for business continuity is an important component in business continuity management
and information security management to ensure that the organization’s objectives can continue to be
met during disruption.

The G 3 ety - BIA process
shofild use impact types and criteria to assess the impacts over time resulting from the‘disruption of
bus|ness activities that deliver products and services. The magnitude and duration(of‘the resulting
implact should be used to identify prioritized activities which should be assigned la recpvery time
objgctive (RTO). The BIA should then determine which resources are needed to-support |prioritized
actiyities. An RTO should also be specified for these resources. A subset of these resouices should
inclpde ICT services.

The| BIA involving ICT services can be expanded to define performance and capacity requirements of
ICT|systems and recovery point objectives (RPO) of information recnlired to support activities during
disnuption. \&

\
Baspd on the outputs from the BIA and risk assessment involying’'ICT services, the organizafion should
identify and select ICT continuity strategies that consider optio.h§ for before, during and after|disruption.
Thelbusiness continuity strategies can comprise one or, more solutions. Based on the stratg¢gies, plans
shofpild be developed, implemented and tested to meetthe required availability level of ICT s¢rvices and
in the required time frames following interruption 0, or failure of, critical processes.

Thelorganization should ensure that:

a) |anadequate organizational structure is‘in place to prepare for, mitigate and respond to a/disruption
supported by personnel with the necessary responsibility, authority and competence;

b) |ICT continuity plans, including response and recovery procedures detailing how the ofganization
is planning to manage an ICT'service disruption, are:

1) regularly evaluated‘fh'rough exercises and tests;
2) approved by management;
2\
c) |ICT continuity&fﬂ-ns include the following ICT continuity information:

1) performén‘ce and capacity specifications to meet the business continuity requirgments and
objectives as specified in the BIA;

2) RTO of each prioritized ICT service and the procedures for restoring those compongnts;

gr restoring

Other information

Managing ICT continuity forms a key part of business continuity requirements concerning availability
to be able to:

a) respond and recover from disruption to ICT services regardless of the cause;
b) ensure continuity of prioritized activities are supported by the required ICT services;

c) respond before a disruption to ICT services occurs, and upon detection of at least one incident that
can result in a disruption to ICT services.
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idance on ICT readiness for business continuity can be found in ISO/IEC 27031.

Further guidance on business continuity management systems can be found in ISO 22301 and ISO 22313.

Further gu

idance on BIA can be found in ISO/TS 22317.

5.31 Legal, statutory, regulatory and contractual requirements

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventiv - #Cullf;dcllt;ality #Idcllt;fy #Lcsal_alld_bulllpli #GUVCl IIAIICC _dIIg __
#Integrity ance Ecosystem #Protgc-
#Availability tion
Control
Legal, statjitory, regulatory and contractual requirements relevant to informatiom)security and|the
organizatign’s approach to meet these requirements should be identified, documented and kept up to
date.
Purpose N\
\V
To ensure|compliance with legal, statutory, regulatory and contrac'tual requirements related to
informatioh security. ©)
N
Guidance /
General
External r¢quirements including legal, statutory, regulatory or contractual requirements should be
taken into fonsideration when:
a) developing information security policies andprocedures;
b) designjng, implementing or changing inférmation security controls;
X

¢) classifying information and other‘dssociated assets as part of the process for setting information

securify requirements for 1nternal needs or for supplier agreements;
d) perforpning information security risk assessments and determining information security [risk

treat:lent activities; C.\
e) deternpining procegsés) along with related roles and responsibilities relating to informafion

security; N

\f

f) deternpining.Suppliers’ contractual requirements relevant to the organization and the scope of

supply|of products and services.

Legislatim a0 T 42 ulations

The organi

a)

zation should:

to be aware of the requirements for their type of business;

b) take into consideration compliance in all relevant countries, if the organization:

conducts business in other countries;

identify all legislation and regulations relevant to the organization’s information security in order

— uses products and services from other countries where laws and regulations can affect the
organization;
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— transfers information across jurisdictional borders where laws and regulations can affect the

organization;

c) review the identified legislation and regulation regularly in order to keep up to date with the

changes and identify new legislation;

d) define and document the specific processes and individual responsibilities to meet these

requirements.

Cryptography

Cryptegraphy—is—an—area—that-eftenHh pecificles eqHFerer erpHaree—with—the relevant

agreéements, laws and regulations relating to the following items should be taken into con'sig

a) |restrictions on import or export of computer hardware and software for perfornting cr
functions;

b) |restrictions on import or export of computer hardware and software which is desigrled to have

cryptographic functions added to it;
c) |[restrictions on the usage of cryptography;

N
d) |mandatory or discretionary methods of access by thevcoimtries' authorities to|encrypted
information; )

e
-

J
-~

e) |validity of digital signatures, seals and certificates. N

It i$ recommended to seek legal advice when ensuring compliance with relevant legiglation and

reghlations, especially when encrypted informdtion or cryptography tools are moyed across

juripdictional borders.

Coi[racts ,
Conftractual requirements related to information security should include those stated in:

a) |contracts with clients;

X
b) |contracts with suppliers (se€-5.20);
A
c) |insurance contracts. C

A\
Otler information C )

No ¢ther informa\titj.wf.

Y
5.3p Intellp\&ual property rights

Cofitrol type Information Cybersecurity Operational Security domains
N concepts capabilities
Security properties *
#Preventive #Confidentiality #ldentify #Legal_and_compli- |#Governance_and_
#Integrity ance Ecosystem
#Availability
Control

The organization should implement appropriate procedures to protect intellectual property rights.

Purpose

To ensure compliance with legal, statutory, regulatory and contractual requirements related to

intellectual property rights and use of proprietary products.
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Guidance

The following guidelines should be considered to protect any material that can be considered
intellectual property:

a) defining and communicating a topic-specific policy on protection of intellectual property rights;

b) publishing procedures for intellectual property rights compliance that define compliant use of
software and information products;

c) acquiring software only through known and reputable sources, to ensure that copyright is not
infringed-upen;

d) maintdining appropriate asset registers and identifying all assets with requirements to.protect
intelle¢tual property rights;

e) maintdining proof and evidence of ownership of licences, manuals, etc.;

f) ensuripg that any maximum number of users or resources [e.g. central processing units (CPUs)]
permiffted within the licence is not exceeded;

g) carrying out reviews to ensure that only authorized software and licensed products are installpd;
"V
h) providing procedures for maintaining appropriate licence conditions;

e
-

i) providing procedures for disposing of or transferring software te-others;

j)  complying with terms and conditions for software and info(m}ition obtained from public netw¢rks
and oultside sources;

k) not duplicating, converting to another format or¢extracting from commercial recordings (vifleo,
audio) jother than permitted by copyright law or the applicable licences;

—

1) not copying, in full or in part, standards (e.g. ISO/IEC International Standards), books, arti¢
reportp or other documents, other than pefmitted by copyright law or the applicable licences.

€s,

Other information %

Intellectual property rights include seftware or document copyright, design rights, trademarks, patgnts
and source|code licences. \

terms and [conditions, forge ple, limiting the use of the products to specified machines or limiting
copying to[the creation f;backup copies only. See the ISO/IEC 19770 series for details about IT afsset
managemept. O
N\

Data can b¢ acquiied from outside sources. It is generally the case that such data is obtained under| the
terms of a|data_sharing agreement or similar legal instrument. Such data sharing agreements should
make it cleprwhat processing is permitted for the acquired data. It is also advisable that the proven:Tnce

of the data is clearly stated. See ISO/IEC 23751 for details about data sharing agreements.

A
Proprietary software pro:}c?t“s;\are usually supplied under a licence agreement that specifies licg¢nce

Legal, statutory, regulatory and contractual requirements can place restrictions on the copying
of proprietary material. In particular, they can require that only material that is developed by the
organization or thatis licensed or provided by the developer to the organization, can be used. Copyright
infringement can lead to legal action, which can involve fines and criminal proceedings.

Aside from the organization needing to comply with its obligations towards third party intellectual
property rights, the risks of personnel and third parties failing to uphold the organization’s own
intellectual property rights should also be managed.
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5.33 Protection of records

Control type Information Cybersecurity Operational Security do-
security properties concepts capabilities mains
#Preventive #Confidentiality #ldentify #Protect |#Legal_and_compliance |#Defence
#Integrity #Asset_management
#Availability #Information_protec-
tion
Control
Recprds should be protected from loss, destruction, falsification, unauthorized access and unfauthorized
relefase.
Purjpose
To pnsure compliance with legal, statutory, regulatory and contractual requirements, |as well as

com
Gui

The)
usa
tim

b)

The
per

socjetal expectations, if applicable. This system should permit appropriate destruction of re

that

Wh

secyirity classification, based on the organization’s classification scheme, should be

Rec
per
meq

Dat
tim

Wh

munity or societal expectations related to the protection and availability~of records.
lance

organization should take the following steps to protect the quthenticity, reliability, in
bility of records, as their business context and requirements for their management c

e
-

J
-~

N
issue guidelines on the storage, handling chain of custody and disposal of records, whi
prevention of manipulation of records. These guidelines should be aligned with the org
topic-specific policy on records management and other records requirements;

h«

draw up a retention schedule defining reconds and the period of time for which they
retained.

system of storage and handling shduld ensure identification of records and of thei
od taking into consideration nation@l or regional legislation or regulations, as well as cor

period if they are not needed’hy the organization.
en deciding on protectloh of specific organizational records, their corresponding i
prds should be categbrlzed into record types (e.g. accounting records, business transacti

lia which can be physical or electronic.
\ *

i storage\s&stems should be chosen such that required records can be retrieved in an
e frame.and format, depending on the requirements to be fulfilled.

N\
) ) . . s
bre’ electronic storage media are chosen, procedures to ensure the ability to access red

fegrity and
hange over

ch includes
anization’s

should be

r retention
nmunity or
cords after

hformation
tonsidered.
pn records,

sonnel records, l@l records), each with details of retention periods and type of allowaple storage

acceptable

ords (both

stor

age” media and format readability) throughout the retention period should be est

blished to

safeguard against loss due to future technology change. Any related cryptographic keys and programs
associated with encrypted archives or digital signatures, should also be retained to enable decryption
of the records for the length of time the records are retained (see 8.24).

Storage and handling procedures should be implemented in accordance with recommendations
provided by manufacturers of storage media. Consideration should be given to the possibility of
deterioration of media used for storage of records.

Other information

Records document individual events or transactions or can form aggregations that have been designed
to document work processes, activities or functions. They are both evidence of business activity and
information assets. Any set of information, regardless of its structure or form, can be managed as a
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record. This includes information in the form of a document, a collection of data or other types of digital
or analogue information which are created, captured and managed in the course of business.

In the management of records, metadata is data describing the context, content and structure of
records, as well as their management over time. Metadata is an essential component of any record.

It can be necessary to retain some records securely to meet legal, statutory, regulatory or contractual
requirements, as well as to support essential business activities. National law or regulation can set the
time period and data content for information retention. Further information about records management
can be found in ISO 15489.

5.34 Privacy and protection of PII

Control/type Information Cybersecurity Operational Security dp-
security properties concepts capabilities mains
#Preventive #Confidentiality t#ldentify #Protect |#Information_protection, [#Protection
#Integrity #Legal_and_compliance
#Availability
Control

N

The organigation should identify and meet the requirements regarding th’e\f)reservation of privacyland
protection jof PIl according to applicable laws and regulations and coptlfa'ctual requirements.

-~

N
Purpose

To ensure [compliance with legal, statutory, regulatory and. ¢ontractual requirements related to|the
informatioh security aspects of the protection of PII.

Guidance

The organigation should establish and communicate a topic-specific policy on privacy and protectign of
PII to all refevant interested parties.

The organjzation should develop and implement procedures for the preservation of privacy [and
protection jof PII. These procedures should be communicated to all relevant interested parties involved
in the procpssing of personally identifiable information.

A

Complianc¢ with these procedures and all relevant legislation and regulations concerning |the

preservatign of privacy and jretection of PII requires appropriate roles, responsibilities and contfols.

Often this |s best achieved-by/the appointment of a person responsible, such as a privacy officer, Who

should proyide guidancetd-personnel, service providers and other interested parties on their indiviglual

responsibilities and t.},nevspecific procedures that should be followed.
N\

Responsibillity for:ttandling PII should be dealt with taking into consideration relevant legislation Jand
regulationg. N

-

~
A B N e ] 1 ok 1 & & DIl 131 o 1 P
ppropriatetecmmcaratraotrgantzatiorar ireasttresto protectT i snoura oeHprenrente:

Other information

A number of countries have introduced legislation placing controls on the collection, processing,
transmission and deletion of PII. Depending on the respective national legislation, such controls can
impose duties on those collecting, processing and disseminating PII and can also restrict the authority
to transfer PII to other countries.

ISO/IEC 29100 provides a high-level framework for the protection of PII within ICT systems. Further
information on privacy information management systems can be found in ISO/IEC 27701. Specific
information regarding privacy information management for public clouds acting as PII processors can
be found in ISO/IEC 27018.
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ISO/IEC 29134 provides guidelines for privacy impact assessment (PIA) and gives an example of the
structure and content of a PIA report. Compared with ISO/IEC 27005, this is focused on PII processing
and relevant to those organizations that process PII. This can help identify privacy risks and possible
mitigations to reduce these risks to acceptable levels.

5.35 Independent review of information security

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities
#Preventive #Cor- |#Confidentiality #ldentify #Protect #Information_secu- |#Governance_and_
recfive #Integrity rity_assurance Ecosystem

#Availability
Control
The|organization’s approach to managing information security and its implementation including people,
professes and technologies should be reviewed independently at planned intenvals, or when|significant
chahges occur.
Purpose

'\
To ensure the continuing suitability, adequacy and effectivenqs’s‘éf the organization’s approach to
managing information security. >
J
N

Guifdance
Thelorganization should have processes to conduct idependent reviews.
Management should plan and initiate periodiciindependent reviews. The reviews shofild include
ass¢ssing opportunities for improvement and the need for changes to the approach to ipformation

seclirity, including the information securitypolicy, topic-specific policies and other controls

Suc
inte

rev

con
malj

The

rev

If th
information seturlty is inadequate [e.g. documented objectives and requirements are not

no

topic- spec1f~1c policies (see 5.1)], management should initiate corrective actions.

In

t

\ reviews should be carried out by~individuals independent of the area under revie
rnal audit function, an independentmanager or an external party organization specializ
ews). Individuals carrying out these reviews should have the appropriate competence.
Hucting the reviews should xiot be in the line of authority to ensure they have the indep
fe an assessment. N\

P

A
results of the independent reviews should be reported to the management who in
ews and, if approefmte, to top management. These records should be maintained.

e independer&t}@views identify that the organization’s approach and implementation tq

compllanbw1th the direction for information security stated in the information security

w (e.g. the
ing in such
[he person
endence to

itiated the

managing
met or are
policy and

1dcj¢t10n to the periodic independent reviews, the organization should consider

conducting

independent reviews when:

a) laws and regulations which affect the organization change;
b) significant incidents occur;
c) the organization starts a new business or changes a current business;

d) the organization starts to use a new product or service, or changes the use of a current product or

e)

service;

the organization changes the information security controls and procedures significantly.
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rmation

007 and ISO/IEC TS 27008 provide guidance for carrying out independent reviews.

5.36 Compliance with policies, rules and standards for information security

Control type Information Cybersecurity Operational capabil- | Security domains
security properties concepts ities
#Preventive #Confidentiality #ldentify #Protect |#Legal_and_compli- #Governance_and_
#Integrity ance Ecosystem
#Ale}d‘UlllLy #IllfUl llldLiUll_bCLul i'
ty_assurance
Control
Complianc¢ with the organization’s information security policy, topic-specific policies, rules [and

standards

Purpose

thould be regularly reviewed.

To ensure that information security is implemented and operated in accordande with the organization’s

informatio
Guidance

Managers,
security r
standards

h security policy, topic-specific policies, rules and standards. \ \

»

J
N

service, product or information owners should identity how to review that informa
bquirements defined in the information securitys policy, topic-specific policies, r
and other applicable regulations are met. Automatic measurement and reporting t

ion
les,
bols

should be donsidered for efficient regular review.
If any non-fompliance is found as a result of the reviéw, managers should:
a) identifly the causes of the non-compliance;
b) evaluage the need for corrective actionsto achieve compliance;
X

¢) implement appropriate corrective detions;
d) review corrective actions takén to verify its effectiveness and identify any deficiencieg or

weaknjesses. \

2\

Results of [reviews and cglﬁvctive actions carried out by managers, service, product or informafion
owners shquld be recordedand these records should be maintained. Managers should report the redults
to the perspns carryifig-out independent reviews (see 5.35) when an independent review takes plage in
the area of|their re§ppnsibility.
Correctiveactions should be completed in a timely manner as appropriate to the risk. If not compl¢ted
by the next Sekéduled review, progress should at least be addressed at that review.
Other information
Operational monitoring of system use is covered in 8.15, 8.16, 8.17.
56 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

5.37 Documented operating procedures

ISO/IEC 27002:2022(E)

Control type

Information
security properties

Cybersecurity
concepts

Operational
capabilities

Security domains

#Preventive
#Corrective

#Confidentiality
#Integrity

#Protect #Recover

#Asset_management
#Physical_security

#Governance_and_
Ecosystem #Protec-

#Availability tion

#Defence

#System_and_net-
work_security
#Application_security
#Secure_configuration
#ldentity and access

management
#Threat_and_vulnera-
bility_management
#Continuity
#Information_securi-
ty_event_management

Control

Opdrating procedures for information processing facilities should bg documented and mad
to personnel who need them.

\
Purpose C

Guifdance

Dodumented procedures should be prepared for the organization’s operational activities
with information security, for example:

N
To gnsure the correct and secure operation of informationprocessing facilities.

4
NV

J
-~

N

e available

associated

a) |when the activity needs to be performed ih the same way by many people;

b) |when the activity is performed rarely and when next performed the procedure is likely to have
been forgotten; ¢

c) |when the activity is new. and presents a risk if not performed correctly;

d) |prior to handing ngf tiie activity to new personnel.

Theloperating proceQ@r\es should specify:

a) |the responfihl,e\'i)ndividuals;

b) |the secq@lir‘lstallation and configuration of systems;

) procg!;\s‘ing and handling of information, both automated and manual;

d) bd':kup {see 8 13)amd resitience;

e) scheduling requirements, including interdependencies with other systems;

f) instructions for handling errors or other exceptional conditions [e.g. restrictions on the use of
utility programs (see 8.18)], which can arise during job execution;

g) support and escalation contacts including external support contacts in the event of unexpected
operational or technical difficulties;

h) storage media handling instructions (see 7.10 and 7.14);

i) system restart and recovery procedures for use in the event of system failure;
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j)

systems (see 7.4);

k)
D

monitoring procedures such as capacity, performance and security (see 8.6 and 8.16);

maintenance instructions.

the management of audit trail and system log information (see 8.15 and 8.17) and video monitoring

Documented operating procedures should be reviewed and updated when needed. Changes to
documented operating procedures should be authorized. Where technically feasible, information
systems should be managed consistently, using the same procedures, tools and utilities.

Other informatien

No other information.

6 People controls

6.1 Screening

Control/type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Human*résource_ #Governance_and_
#Integrity securiQL'/ Ecosystem
#Availability .

Control -

Backgroun( verification checks on all candidates to become personnel should be carried out pridr to

joining the
and ethics

organization and on an ongoing basis takinginto consideration applicable laws, regulat
hnd be proportional to the business requireéments, the classification of the information t

accessed and the perceived risks.

Purpose

To ensure 4
eligible ang

Guidance

A screenin
staff. Whei
should be i

Informatio
and handle
In some ju

| suitable during their employment.

A

AN

b process should éﬁerformed for all personnel including full-time, part-time and tempo
e these individuals are contracted through suppliers of services, screening requirem
hcluded in 'ghé contractual agreements between the organization and the suppliers.

oA

h on alléandidates being considered for positions within the organization should be colle
d taking into consideration any appropriate legislation existing in the relevant jurisdict
risdictions, the organization can be legally required to inform the candidates beforeh

about the s

ons
b be

1] personnel are eligible and stitable for the roles for which they are considered and remain

ary
bnts

rted
ion.
and

NV L PR
créeening activities
o

Verification should take into consideration all relevant privacy, PII protection and employment-based
legislation and should, where permitted, include the following:

a)
b)
‘)

d)
author

58

availability of satisfactory references (e.g. business and personal references);
a verification (for completeness and accuracy) of the applicant’s curriculum vitae;

confirmation of claimed academic and professional qualifications;

ities);

independent identity verification (e.g. passport or other acceptable document issued by appropriate
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e) more detailed verification, such as credit review or review of criminal records if the candidate

takes on a critical role.

When an individual is hired for a specific information security role, the organization should make sure

the candidate:
a) has the necessary competence to perform the security role;
b) can be trusted to take on the role, especially if the role is critical for the organization.
Where a job, either on initial appointment or on promotion, involves the person having access to
informationprecessingfaciitiesandinpartelarif-theseinvelve-handhngeertidentiaHnformation
(e.g| financial information, personal information or health care information) the organization should
alsd consider further, more detailed verifications.
Profedures should define criteria and limitations for verification reviews (e.g. who 1s’eligible to screen
people and how, when and why verification reviews are carried out).
In sjtuations where verification cannot be completed in a timely manner, mitigating controlk should be
impllemented until the review has been finished, for example:
a) |delayed onboarding; N\
\V
b) |delayed deployment of corporate assets; Q)
’/
c) [onboarding with reduced access; \
d) [termination of employment. <
Ver{fication checks should be repeated periodically to confirm ongoing suitability of|personnel,
depending on the criticality of a person’s role.
Otrler information
No ¢ther information.
6.2| Terms and conditions.of employment
0\'
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#P1leventive Confidentiality #Protect #Human_resource_ |#Governance_and_
( tegrity security Ecosystem
W\ { #Availability
p)
Control \,/
Thel employment contractual agreements should state the personnel’s and the organization’s
respotfsibilities for information security.

Purpose

To ensure personnel understand their information security responsibilities for the roles for which they

are

considered.
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Guidance

The contractual obligations for personnel should take into consideration the organization’s information
security policy and relevant topic-specific policies. In addition, the following points can be clarified and

confidentiality or non-disclosure agreements that personnel who are given access to confidential

information should sign prior to being given access to information and other associated assets (see

legal responsibilities and rights [e.g. regarding copyright laws or data protection legislation (see

5.32 ad53471;

stated:

a)

6.6);

b)

c) respon
inform
handle

d) respon

e) actiong

Informatio

sibilities for the classification of information and management of the orgatization’s

ation and other associated assets, information processing facilities and information serv
d by the personnel (see 5.9 to 5.13);

sibilities for the handling of information received from interested parties;

to be taken if personnel disregard the organization’s security requifenments (see 6.4).

employment process.

The organi

h security roles and responsibilities should be communicated to'candidates during the
"V
N

ices

pre-

zation should ensure that personnel agree to terms and-conditions concerning informal

ion

. e . N
security. These terms and conditions should be appropriate to the nature and extent of access they
the organization’s assets associated with informatien Systems and services. The termsfand
concerning information security should be reviewed when laws, regulations, the information

will have t
conditions
security pd

licy or topic-specific policies change.

Where appropriate, responsibilities contained within the terms and conditions of employment sh¢uld

continue fo

r a defined period after the end of the emaployment (see 6.5).

Other information

A code of fonduct can be used to state personnel’s information security responsibilities regargling
confidentiglity, PII protection, ethics; appropriate use of the organization’s information and other
associated [assets, as well as reputablé\practices expected by the organization.
A
An externgl party, with whigh supplier personnel are associated, can be required to enter jnto
contractuiLagreements on léh;sﬂf of the contracted individual.
If the organization is noty)legal entity and does not have employees, the equivalent of contracfual
agreement|and terms an}i'conditions can be considered in line with the guidance of this control.
o
N\
6.3 Info rmatiQﬁ security awareness, education and training
)
Control vpf— Information (‘yhprcprnritv ﬂpprntinnal Securitv domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability
Control

Personnel of the organization and relevant interested parties should receive appropriate information
security awareness, education and training and regular updates of the organization's information
security policy, topic-specific policies and procedures, as relevant for their job function.
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Purpose

To ensure personnel and relevant interested parties are aware of and fulfil their information security
responsibilities.

Guidance
General

An information security awareness, education and training programme should be established in line
with the organization’s information security policy, topic-specific policies and relevant procedures on

lnf Y ation cnoyiaed Mz dalrin g 1t oo dar bt thn o ga o b e T b b b n b o ed and the
FHaHeR-Seeutty e gt €ohRStaeratohi+te- 6 SaZato S e r a0 t656-protec

infogrmation security controls that have been implemented to protect the information.

Infdrmation security awareness, education and training should take place périodicglly. Initial
awdreness, education and training can apply to new personnel and to those who trangfer to new
pos]tions or roles with substantially different information security requirements.

Pergonnel’s understanding should be assessed at the end of an awareness, education or trainjng activity
to test knowledge transfer and the effectiveness of the awareness, education and training pfogramme.

Awdreness N\
~ \ \.

An |information security awareness programme should airfi }fo make personnel aware of their

responsibilities for information security and the means by Wh\i(':h those responsibilities arejiischarged.

The| awareness programme should be planned taking into’consideration the roles of persgnnel in the
organization, including internal and external personué€l (e.g. external consultants, supplier personnel).
The]| activities in the awareness programme should be scheduled over time, preferably re¢gularly, so
that the activities are repeated and cover new petsonnel. It should also be built on lessons Jearnt from
infogrmation security incidents.

Thel awareness programme should include~a number of awareness-raising activities via gppropriate
physical or virtual channels such as campaigns, booklets, posters, newsletters, websites, information
sesgions, briefings, e-learning modules'and e-mails.

X
Infdrmation security awarenessishould cover general aspects such as:

o (
A

a) |management’s commitfent to information security throughout the organization;

b) |familiarity and com.pilance needs concerning applicable information security rules and ¢bligations,
taking into accﬁynt information security policy and topic-specific policies, standfrds, laws,
statutes, reggl%&ﬂons, contracts and agreements;

c) |personalaccountability for one’s own actions and inactions, and general responsibilities towards
securing-or protecting information belonging to the organization and interested partieg;
A\

)
d) |bdsicinformation security procedures [e.g. information security event reporting (6.8)] ahd baseline

_Gm'\frn]c rD (T pacculnvr‘ CDPII'I‘I"‘I (': 1’7)]’

e) contact points and resources for additional information and advice on information security
matters, including further information security awareness materials.

Education and training

The organization should identify, prepare and implement an appropriate training plan for technical
teams whose roles require specific skill sets and expertise. Technical teams should have the skills for
configuring and maintaining the required security level for devices, systems, applications and services.
If there are missing skills, the organization should take action and acquire them.

The education and training programme should consider different forms [e.g. lectures or self-studies,
being mentored by expert staff or consultants (on-the-job training), rotating staff members to follow
different activities, recruiting already skilled people and hiring consultants]. It can use different means

© ISO/IEC 2022 - All rights reserved 61


https://iecnorm.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

of delivery including classroom-based, distance learning, web-based, self-paced and others. Technical
personnel should keep their knowledge up to date by subscribing to newsletters and magazines or by
attending conferences and events aimed at technical and professional improvement.

Other information

When composing an awareness programme, it is important not only to focus on the 'what’ and "how’,
but also the 'why’, when possible. It is important that personnel understand the aim of information
security and the potential effect, positive and negative, on the organization of their own behaviour.

Information security awareness, education and training can be part of, or conducted in collaboration
with, othe; [ eXar Terat IforT [T TTTaT CT, Secur PT i

eS, 10 ampie generd OTTIAatioN NManage e, ; OT1ty, Priva

training.
6.4 Discjplinary process
Control/type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Cor- |#Confidentiality #Protect #Respond |#Human_resource) “|#Governance_and_
rective #Integrity security Ecosystem
#Availability &
N
Control N\

N
A disciplingry process should be formalized and communicated tg take actions against personneljand
other relevant interested parties who have committed an infofmation security policy violation.

Purpose

To ensure personnel and other relevant interested parties understand the consequences of information
security pqlicy violation, to deter and appropriately~deal with personnel and other relevant intereted
parties whp committed the violation.

Guidance

The disciplinary process should not be initiated without prior verification that an information secyrity
policy violgtion has occurred (see 5.28).

A
The formal disciplinary process should provide for a graduated response that takes into considerakion
factors such as: N
a) the nature (who, what,When, how) and gravity of the breach and its consequences;
\ '0

b) whether the offe\n\ce was intentional (malicious) or unintentional (accidental);

c) whethg¢r or n\&t‘this is a first or repeated offence;

d)

whetheror not the violator was properly trained.

The response should take into consideration relevant legal, statutory, regulatory contractual and
business requirements as well as other factors as required. The disciplinary process should also be
used as a deterrent to prevent personnel and other relevant interested parties from violating the
information security policy, topic-specific policies and procedures for information security. Deliberate
information security policy violations can require immediate actions.

Other information

Where possible, the identity of individuals subject to disciplinary action should be protected in line
with applicable requirements.

When individuals demonstrate excellent behaviour with regard to information security, they can be
rewarded to promote information security and encourage good behaviour.
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6.5 Responsibilities after termination or change of employment
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Human_resource_ |#Governance_and_
#Integrity security Ecosystem
#Availability #Asset_management
Control

Information security responsibilities and duties that remain valid after termination or change of

emy
par

Purpose

To [
con

Gui

The

secyirity responsibilities and duties should remain valid after‘termination or change

incl

loyment should be defined, enforced and communicated to relevant personnel and other
ies.

rotect the organization’s interests as part of the process of changing or terminating emp
fracts.

dance

process for managing termination or change of employmengﬁhould define which i

1de confidentiality of information, intellectual property dn¢-other knowledge obtained

res

dutles still valid after termination of employment or centract should be contained in the |
termps and conditions of employment (see 6.2), contractor agreement. Other contracts or 2
that continue for a defined period after the endof the individual’'s employment can a
infogrmation security responsibilities.

Changes of responsibility or employment should be managed as the termination of t

res

Infa
sho

A pi
per

The
(i.e.
whg

In nj
pr

Othler informﬁﬁon

onsibilities contained within any other confidentiality dgreement (see 6.6). Responsi

onsibility or employment combined with the initiation of the new responsibility or emp

rmation security roles and responsibilities held by any individual who leaves or chang
ild be identified and transferred,to another individual.

ocess should be established,for the communication of the changes and of operating prq
sonnel, other interested(parties and relevant contact persons (e.g. to customers and supy

process for the terrﬁ\ination or change of employment should also be applied to externa
suppliers) when @érmination occurs of personnel, the contract or the job with the orga
n there is a change of the job within the organization.

\ '0

interested

loyment or

hformation
This can
as well as
bilities and
ndividual’s
greements
so contain

he current
oyment.

s job roles

cedures to
liers).

personnel
hization, or

ermination

anyerganizations, the humanresources function is generally responsible for the overall t

ofess and works together with the supervising manager of the person transitioning to
infwwww i i

i hrough an

anage the

external party (e.g. through a supplier), this termination process is undertaken by the external party in
accordance with the contract between the organization and the external party.

6.6 Confidentiality or non-disclosure agreements
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Human_resource_security |#Governance_and_
#Information_protection Ecosystem
#Supplier_relationships
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Control

Confidentiality or non-disclosure agreements reflecting the organization’s needs for the protection of
information should be identified, documented, regularly reviewed and signed by personnel and other
relevant interested parties.

Purpose

To maintain confidentiality of information accessible by personnel or external parties.

Guidance

Confidenti
informatio
applicable

informatio

into consideration the type of information that will be handled, its classification level,\its use and|

permissibl
agreement

a) adefinfition of the information to be protected (e.g. confidential informationy;
N

b) the ex
confid

c) therequired actions when an agreement is terminated;

d) the regponsibilities and actions of signatories to avoid udaythorized information disclosure;

e) the ownership of information, trade secrets and intelectual property, and how this relates to|
protection of confidential information;

f) the permitted use of confidential information and rights of the signatory to use the informatioTt;

g) the right to audit and monitor activities that involve confidential information for highly sensitive
circunjstances;

X

h) the process for notification and,\r.ef)orting of unauthorized disclosure or confidential informa
leakagp; C

i) the terms for information fpbe returned or destroyed at agreement termination;

j) the expected actions t0 pe taken in the case of non-compliance with the agreement.

The organi
agreement

Requireme

h using legally enforceable terms. Confidentiality or non-disclosure agreements

lity or non-disclosure agreements should address the requirement to protect confidential

are

to interested parties and personnel of the organization. Based on an organization’s

h security requirements, the terms in the agreements should be determitded by tal

e access by the other party. To identify requirements for confidentiality, or non-disclos
5, the following elements should be considered:

entiality indefinitely or until the information becomes publi,c.lf/ available;

J
-~

N

N

N\

\ '0
vation should take into consideration the compliance with confidentiality and non-disclos
5 for the(jurisdiction to which they apply (see 5.31, 5.32, 5.33, 5.34).

nts for confidentiality and non-disclosure agreements should be reviewed periodically

when chan

beSwoccur that influence these requirements.

Other info

rmation

King

the
ure

' 4
pected duration of an agreement, including cases where it cah”be necessary to maintain

the

kion

ure

and

Confidentiality and non-disclosure agreements protect the organization's information and inform
signatories of their responsibility to protect, use and disclose information in a responsible and

authorized
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manner.
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6.7 Remote working
Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Asset_management |#Protection

#Integrity #Information_protec-

#Availability tion
#Physical_security
#System_and_net-
work_security

Corntrol

Secyirity measures should be implemented when personnel are working remotely to protect information

accgssed, processed or stored outside the organization’s premises.

Purpose

To gnsure the security of information when personnel are working remotely;

Guifdance

( N
Renpote working occurs whenever personnel of the organization”work from a location|outside of
the |organization’s premises, accessing information whether.in hardcopy or electronica(’)ly via ICT
. . . Sl « . » o« . »
equjpment. Remote working environments include those referred to as “teleworking”, “telecommuting”,

“flexible workplace”, “virtual work environments" and “refiiote maintenance”.

NOTE It is possible that not all the recommendations,in/this guidance can be applied due to locql legislation

and|regulations in different jurisdictions.

Orgpnizations allowing remote working activities should issue a topic-specific policy Jon remote

working that defines the relevant conditions*and restrictions. Where deemed applicable, the following

matters should be considered:

a) [the existing or proposed physical* security of the remote working site, taking into dccount the
physical security of the locatioh and the local environment, including the different jyrisdictions
where personnel are loca’tgd;

N

b) |rules and security méchanisms for the remote physical environment such as locltable filing
cabinets, secure transportation between locations and rules for remote access, clear degk, printing
and disposal of iefo\rmation and other associated assets, and information security evenft reporting
(see 6.8); O

{ S
c) |the expected physical remote working environments;
N\

d) |the comimunications security requirements, taking into account the need for remot¢ access to
the (opganization’s systems, the sensitivity of the information to be accessed and passéd over the
cemmunication link and the sensitivity of the systems and applications;

e) the use of remote access such as virtual desktop access that supports processing and storage of
information on privately owned equipment;

f) the threat of unauthorized access to information or resources from other persons at the remote
working site (e.g. family and friends);

g) the threat of unauthorized access to information or resources from other persons in public places;

h) the use of home networks and public networks, and requirements or restrictions on the
configuration of wireless network services;

i) use of security measures, such as firewalls and protection against malware;
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j) secure mechanisms for deploying and initializing systems remotely;

k) secure mechanisms for authentication and enablement of access privileges taking into
consideration the vulnerability of single-factor authentication mechanisms where remote access to
the organization’s network is allowed.

The guidelines and measures to be considered should include:

a) the provision of suitable equipment and storage furniture for the remote working activities, where
the use of privately-owned equipment that is not under the control of the organization is not
allowed;

b) a definlition of the work permitted, the classification of information that can be held and the jiitefnal
systen]s and services that the remote worker is authorized to access;

c) the provision of training for those working remotely and those providing support, This should
includ¢ how to conduct business in a secure manner while working remotely;

d) the prqvision of suitable communication equipment, including methods for securing remote acdess,
such as$ requirements on device screen locks and inactivity timers; the enabling of device location
tracking; installation of remote wipe capabilities;

e) physical security; \ N
f) rules and guidance on family and visitor access to equipmerit anq_iﬁformation;
g) the prqvision of hardware and software support and maintenance;
h) the prgvision of insurance; ‘
i) the pracedures for backup and business continuity
j) audit and security monitoring;
|

k) revocation of authority and access rights@nd the return of equipment when the remote working
activitfes are terminated.

Other information

No other information. \
N\
6.8 Information securify event reporting
)
Contro] type N \Information Cybersecurity Operational Security domains
\security properties concepts capabilities
#Detective "\ '#Confidentiality #Detect #Information_secu- |#Defence
-\\ #Integrity rity_event_manage-
v #Availability ment
Control

The organization should provide a mechanism for personnel to report observed or suspected
information security events through appropriate channels in a timely manner.

Purpose

To support timely, consistent and effective reporting of information security events that can be
identified by personnel.

Guidance

All personnel and users should be made aware of their responsibility to report information security
events as quickly as possible in order to prevent or minimize the effect of information security incidents.
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They should also be aware of the procedure for reporting information security events and the point of
contact to which the events should be reported. The reporting mechanism should be as easy, accessible
and available as possible. Information security events include incidents, breaches and vulnerabilities.

Situations to be considered for information security event reporting include:
a) ineffective information security controls;
b) breach of information confidentiality, integrity or availability expectations;

c¢) human errors;

d) |non-compliance with the information security policy, topic-specific policies or applicable|standards;
e) |breaches of physical security measures;

f) [system changes that have not gone through the change management process;
g) |malfunctions or other anomalous system behaviour of software or hardware;
h) |access violations;

i) |vulnerabilities; s

j) |suspected malware infection. .

Personnel and users should be advised not to attempt “t0’ prove suspected informatiqn security
vulnperabilities. Testing vulnerabilities can be interpreted as a potential misuse of the syst¢m and can
alsd cause damage to the information system or service, and it can corrupt or obscure digital evidence.
Ultimately, this can result in legal liability for the individual performing the testing.

Othler information

Seelthe ISO/IEC 27035 series for additional information.

7 |Physical controls

b 4
1

7.1| Physical security pei“fmeters

Control type Q iinformation Cybersecurity Operational Security domains
\sécurity properties concepts capabilities
#P1eventive \ F’#Confidentiality #Protect #Physical_security |#Protectipn
v\ |#Integrity
~<7 |#Availability
Conftrol” )~

-

WY . . . . .
Sec ity narimatare chanld ha dafinad and necad ta0 nratact nraac that contain inform atiny and other
ey oo e oS r Sct—orrrer e

e Tte oo TTotT TTT T or Prorttctror oottt CoTrto T T O T et e r ot

associated assets.

Purpose

To prevent unauthorized physical access, damage and interference to the organization’s information
and other associated assets.

Guidance

The following guidelines should be considered and implemented where appropriate for physical
security perimeters:

a) defining security perimeters and the siting and strength of each of the perimeters in accordance
with the information security requirements related to the assets within the perimeter;

© ISO/IEC 2022 - All rights reserved 67


https://iecnorm.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 2

b)

7002:2022(E)

having physically sound perimeters for a building or site containing information processing

facilities (i.e. there should be no gaps in the perimeter or areas where a break-in can easily occur).
The exterior roofs, walls, ceilings and flooring of the site should be of solid construction and all
external doors should be suitably protected against unauthorized access with control mechanisms
(e.g. bars, alarms, locks). Doors and windows should be locked when unattended and external
protection should be considered for windows, particularly at ground level; ventilation points

should
0)

also be considered;

alarming, monitoring and testing all fire doors on a security perimeter in conjunction with the

walls to establish the required level of resistance in accordance with suitable standards. They

should

operate in a failsafe manner.

Other infolrmation

Physical pr
premises a

A secure a
security b
between a
should con|
situations.

7.2 Phys

hd information processing facilities.

ea can be a lockable office or several rooms surrounded by a continuous!internal phys

hrrier. Additional barriers and perimeters to control physical access can be neces:s

Feas with different security requirements inside the security perimeter. The organiza

sider having physical security measures that can be strengthened during increased th
\V

ical entry

otection can be achieved by creating one or more physical barriers around the organization'’s

ical
ary

kion

reat

Contro

Information
security properties

Cybersecurity
concepts

Operational
capabilities

| type Security domai

#Preventiv

#Confidentiality #Protect #Protection
#Integrity

#Availability

#Physical_security
#ldentity_and_Ac-
cess_Management

Control
Secure are
Purpose

To ensure
occurs.

Guidance
General

Access poi
enter the p

hs should be protected by appropriate entry controls and access points.
X

A

nly authorized physicakatcess to the organization’s information and other associated as

)

<\.
o\
\'0

)

N

hts such'as delivery and loading areas and other points where unauthorized persons
emises should be controlled and, if possible, isolated from information processing facil

Sets

can
ties

to avoid unjauthorized access.

The following guidelines should be considered:

a)

restricting access to sites and buildings to authorized personnel only. The process for the

management of access rights to physical areas should include the provision, periodical review,
update and revocation of authorizations (see 5.18);

b)

ing all logs (see 5.33) and sensitive authentication information;

securely maintaining and monitoring a physical logbook or electronic audit trail of all access and
protect

establishing and implementing a process and technical mechanisms for the management of access

to areas where information is processed or stored. Authentication mechanisms include the use of
access cards, biometrics or two-factor authentication such as an access card and secret PIN. Double
security doors should be considered for access to sensitive areas;
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d) setting up a reception area monitored by personnel, or other means to control physical access to
the site or building;

e) inspecting and examining personal belongings of personnel and interested parties upon entry and
exit;

NOTE Local legislation and regulations can exist regarding the possibility of inspecting personal
belongings.

f) requiring all personnel and interested parties to wear some form of visible identification and
to immediately notify security personnel if they encounter unescorted visitors and anyone not
- A R | A | dnadon. - I - | o ) 1.1 1 | 1 111 . . 1 b : 3
wWear g VISIOTC TACIITIT ITCAtIo, CasIty Uls tHIgUISITanic Dauges SIourt T COITSITEr eu to oetter 1dent1fy
permanent employees, suppliers and visitors;

g) |granting supplier personnel restricted access to secure areas or information praeessimg facilities
only when required. This access should be authorized and monitored;

h) |giving special attention to physical access security in the case of buildings holding assets for
multiple organizations;

i) |designing physical security measures so that they can be strengthened when the likelihood of
physical incidents increases; 7
\V
j) |securing other entry points such as emergency exits fromnauthorized access;
N J

-~

k) |setting up a key management process to ensure the management of the physicpl keys or
authentication information (e.g. lock codes, combination locks to offices, rooms and facilities
such as key cabinets) and to ensure a log book{or*annual key audit and that access fo physical
keys or authentication information is controlled (see 5.17 for further guidance on authentication
information).

isitors
Thelfollowing guidelines should be considéred:
a) |authenticating the identity of yisitors by an appropriate means;
b) [recording the date and time ‘of entry and departure of visitors;

A
c) |only granting access .for visitors for specific, authorized purposes and with instructjons on the
security requiremehts of the area and on emergency procedures;
NN

d) [supervising allvjSitors, unless an explicit exception is granted.
( S
Deljvery and loading areas and incoming material
N\
The follow\in"g'guidelines should be considered:
)

a) re‘strbicting access to delivery and loading areas from outside of the building to ideptified and
authorized personnel;

b) designing the delivery and loading areas so that deliveries can be loaded and unloaded without
delivery personnel gaining unauthorized access to other parts of the building;

c) securing the external doors of delivery and loading areas when doors to restricted areas are
opened;

d) inspecting and examining incoming deliveries for explosives, chemicals or other hazardous
materials before they are moved from delivery and loading areas;

e) registering incoming deliveries in accordance with asset management procedures (see 5.9 and
7.10) on entry to the site;

© ISO/IEC 2022 - All rights reserved 69


https://iecnorm.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

f) physically segregating incoming and outgoing shipments, where possible;

g) inspecting incoming deliveries for evidence of tampering on the way. If tampering is discovered, it
should be immediately reported to security personnel.

Other information

No other information.

7.3 Securing offices, rooms and facilities

Control type Information Cybersecurity Operational Security donnailns
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity #Asset_management
#Availability
Control

Physical sefcurity for offices, rooms and facilities should be designed and implemented.

4

Purpose N
N

To preventl unauthorized physical access, damage and interference®g the organization’s informagion
and other gssociated assets in offices, rooms and facilities. N

Guidance

N

The followIng guidelines should be considered to secure offices, rooms and facilities:
a) siting ¢ritical facilities to avoid access by the public;

b) whereppplicable, ensuring buildings are unobtrusive and give minimum indication of their purplose,
with rfo obvious signs, outside or inside’the building, identifying the presence of informafion
procesging activities; )

X

c) configiiring facilities to prevent donfidential information or activities from being visible [and
audibl¢ from the outside. Elect,romagnetlc shielding should also be considered as appropriate;

d) not mgking directories, 1n&anal telephone books and online accessible maps identifying locatjons
of conidential informatienprocessing facilities readily available to any unauthorized person.

\O

Other information N

>}
No other infformatipn<
N J

N\
7.4 Physicalsecurity monitoring

N

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Physical_security |#Protection
#Detective #Integrity #Defence
#Availability
Control

Premises should be continuously monitored for unauthorized physical access.
Purpose

To detect and deter unauthorized physical access.
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Guidance

Physical premises should be monitored by surveillance systems, which can include guards, intruder
alarms, video monitoring systems such as closed-circuit television and physical security information
management software either managed internally or by a monitoring service provider.

Access to buildings that house critical systems should be continuously monitored to detect unauthorized
access or suspicious behaviour by:

a)

installing video monitoring systems such as closed-circuit television to view and recor
sensitive areas within and outside an organization’s premises;

d access to

b)

The

installing, according to relevant applicable standards, and periodically testing contdc
motion detectors to trigger an intruder alarm such as:

t, sound or

1) installing contact detectors that trigger an alarm when a contact is made orbroken in any place
where a contact can be made or broken (such as windows and doors and*undernedth objects)
to be used as a panic alarm;

2) motion detectors based on infra-red technology which trigger ah\alarm when an olject passes
through their field of view;

N
3) installing sensors sensitive to the sound of breaking gl\as's‘ which can be used tof trigger an

alarm to alert security personnel;

./
»
J

using those alarms to cover all external doors and accessiBle windows. Unoccupied area

s should be

alarmed at all times; cover should also be provided for other areas (e.g. computer or comnjunications

rooms).

design of monitoring systems should be kept confidential because disclosure ca

un

Monitoring systems should be protected, from unauthorized access in order to prevent s

inf
disd

The
that
sho
wol

Any
regy
of p

tected break-ins.

rmation, such as video feeds, from;being accessed by unauthorized persons or sys
bled remotely.

alarm system control panel should be placed in an alarmed zone and, for safety alarmg
allows an easy exit routéfor the person who sets the alarm. The control panel and th
hld have tamperproof mechanisms. The system should regularly be tested to ensur
king as intended, pagticularly if its components are battery powered.

N\

NN
monitoring and(pecording mechanism should be used taking into consideration locg
ilations incluglifig data protection and PII protection legislation, especially regarding the

ersonnel ap(i recorded video retention periods.
N\

ot

No ¢thér information.

er information

‘\

h facilitate

rveillance
ems being

,in a place
b detectors
b that it is

| laws and
monitoring

7.5 Protecting against physical and environmental threats
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Integrity
#Availability
Control

Protection against physical and environmental threats, such as natural disasters and other intentional
or unintentional physical threats to infrastructure should be designed and implemented.
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Purpose

To prevent or reduce the consequences of events originating from physical and environmental threats.

Guidance

Risk assessments to identify the potential consequences of physical and environmental threats
should be performed prior to beginning critical operations at a physical site, and at regular intervals.
Necessary safeguards should be implemented and changes to threats should be monitored. Specialist
advice should be obtained on how to manage risks arising from physical and environmental threats
such as fire, flood, earthquake, explosion, civil unrest, toxic waste, environmental emissions and other

forms of ngturatdisaster or AiSaster caused by Tuman Deings.

Physical premises location and construction should take account of:

a) local tgpography, such as appropriate elevation, bodies of water and tectonic fault lines;

b) urban threats, such as locations with a high profile for attracting political unrest) criminal actiyity
or terrprist attacks.

Based on risk assessment results, relevant physical and environmental threats should be identified|and

appropriatp controls considered in the following contexts as examples: N\

\V

a) fire: infstalling and configuring systems able to detect fires at afi garly stage to send alarmg or
triggey| fire suppression systems in order to prevent fire damagéto storage media and to reljated
informlation processing systems. Fire suppression should be pérformed using the most appropifiate
substapce with regard to the surrounding environment (eg. gas in confined spaces);

b) flooding: installing systems able to detect flooding at an early stage under the floors of afeas
contaihing storage media or information processing.systems. Water pumps or equivalent m¢ans
should|be readily made available in case flooding occurs;

c) electrifal surges: adopting systems able to,protect both server and client information systpms
againsg electrical surges or similar eventsto*minimize the consequences of such events;

d) explosjves and weapons: performing random inspections for the presence of explosives or weagons
on personnel, vehicles or goods entering sensitive information processing facilities.

Other information G

Safes or otlper forms of secure sibrage facilities can protect information stored therein against disasfers

such as a fife, earthquake, fﬁwa or explosion.

&

Organizatipns can considér the concepts of crime prevention through environmental design when

designing the contrq}s to secure their environment and reduce urban threats. For example, instead of

using bollafds, statu€s or water features can serve as both a feature and a physical barrier.

7.6 WorkKing in secure areas
Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect #Physical_security |#Protection

#Integrity
#Availability
Control

Security measures for working in secure areas should be designed and implemented.
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Purpose

To protect information and other associated assets in secure areas from damage and unauthorized
interference by personnel working in these areas.

Guidance

The security measures for working in secure areas should apply to all personnel and cover all activities
taking place in the secure area.

The following guidelines should be considered:

a) |making personnel aware only of the existence of, or activities within, a secure area@n a need-to-
know basis;

b) |avoiding unsupervised work in secure areas both for safety reasons and t@ reduce ¢hances for
malicious activities;

c) |physically locking and periodically inspecting vacant secure areas;

d) [not allowing photographic, video, audio or other recording equipment, such as camefas in user
endpoint devices, unless authorized; (

NV
e) |appropriately controlling the carrying and use of user endpoint devices in secure areas;

e
-

%)
f) |posting emergency procedures in a readily visible or accessible manner.

N

Otiler information

No ¢ther information.

7.7] Clear desk and clear screen

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#P1leventive #Confidentiality #Protect #Physical_security |#Protectipn
Cortrol N

A

Clegr desk rules for paper's and removable storage media and clear screen rules for ihformation
progessing facilities i}fmld be defined and appropriately enforced.

Purjpose \ \-)

)
To reduce thefisks of unauthorized access, loss of and damage to information on desks, scrgens and in

oth¢r accessible locations during and outside normal working hours.

‘\

Guidance

N

The organization should establish and communicate a topic-specific policy on clear desk and clear
screen to all relevant interested parties.

The following guidelines should be considered:

a) locking away sensitive or critical business information (e.g. on paper or on electronic storage
media) (ideally in a safe, cabinet or other form of security furniture) when not required, especially
when the office is vacated;

b) protecting user endpoint devices by key locks or other security means when not in use or
unattended;
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g)

leaving user endpoint devices logged off or protected with a screen and keyboard locking
mechanism controlled by a user authentication mechanism when unattended. All computers and
systems should be configured with a timeout or automatic logout feature;

making the originator collect outputs from printers or multi-function devices immediately. The use
of printers with an authentication function, so the originators are the only ones who can get their
printouts and only when standing next to the printer;

securely storing documents and removable storage media containing sensitive information and,
when no longer required, discarding them using secure disposal mechanisms;

establigiigamd commumnicating Tuies and gutaar oT Ut onfiguration of pop-ups or rgens
(e.g. turning off the new email and messaging pop-ups, if possible, during presentations;scffeen
sharing or in a public area);

clearing sensitive or critical information on whiteboards and other types of display when no lopger
requirged.

The organigation should have procedures in place when vacating facilities including’conducting a flinal
sweep prigr to leaving to ensure the organization’s assets are not left behind (e.g. documents fqllen

behind drawers or furniture).

N

Other information A4

No other infformation. ;:’

7.8 Equipment siting and protection <

Contro| type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#Preventive #Confidentiality #Protect ’ #Physical_security |#Protection
#Integrity #Asset_management
#Availability

Control N«

Equipmentjshould be sited securely aid protected.

"

Purpose §
A\
N\
To reduce |the risks from_fhysical and environmental threats, and from unauthorized access [and
damage. o\
\ '0

Guidance \.) -

The following gui\d@lines should be considered to protect equipment:

a) siting pqipment to minimize unnecessary access into work areas and to avoid unauthor|zed
access;

b) carefully positioning information processing facilities handling sensitive data to reduce the risk of
information being viewed by unauthorized persons during their use;

c) adopting controls to minimize the risk of potential physical and environmental threats [e.g. theft,
fire, explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, electrical
supply interference, communications interference, electromagnetic radiation and vandalism];

d) establishing guidelines for eating, drinking and smoking in proximity to information processing
facilities;

e) monitoring environmental conditions, such as temperature and humidity, for conditions which can
adversely affect the operation of information processing facilities;
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f) applying lightning protection to all buildings and fitting lightning protection filters to all incoming
power and communications lines;

g) considering the use of special protection methods, such as keyboard membranes, for equipment in
industrial environments;

h) protecting equipment processing confidential information to minimize the risk of information
leakage due to electromagnetic emanation;

i) physically separating information processing facilities managed by the organization from those
not managed by the organization.

Othler information

No ¢ther information.

7.9| Security of assets off-premises

Control type Information Cybersecurity Operational Security domains

security properties concepts capabilities

#P1leventive #Confidentiality #Protect #Physjcal_security |#Protectipn
#Integrity #ASs5¢t_management
#Availability Q)

Control N

Off-pite assets should be protected. .

Purjpose

To grevent loss, damage, theft or compromisezof off-site devices and interruption to the organization’s
opefations.

Guifdance

Anyl device used outside the organization’s premises which stores or processes information [e.g. mobile

devjce), including devices owned by the organization and devices owned privately and usefl on behalf

of the organization [bring yoﬁr own device (BYOD)] needs protection. The use of these devjices should

be quthorized by manag\emént.
A\

The| following guide ines should be considered for the protection of devices which store|or process
infgrmation outside ghe organization’s premises:
( §

a) |not leaving-2quipment and storage media taken off premises unattended in public and|unsecured
places; ()

N,
b) |obserVing manufacturers’instructions for protecting equipment at all times (e.g. protectfion against
exposure to strong electromagnetic fields, water, heat, humidity, dust);

c) when off-premises equipment is transferred among different individuals or interested parties,
maintaining a log that defines the chain of custody for the equipment including at least names and
organizations of those who are responsible for the equipment. Information that does not need to be
transferred with the asset should be securely deleted before the transfer;

d) where necessary and practical, requiring authorization for equipment and media to be removed
from the organization’s premises and keeping a record of such removals in order to maintain an
audit trail (see 5.14);

e) protecting against viewing information on a device (e.g. mobile or laptop) on public transport, and
the risks associated with shoulder surfing;

f) implementing location tracking and ability for remote wiping of devices.
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Permanent installation of equipment outside the organization’s premises [such as antennas and
automated teller machines (ATMs)] can be subject to higher risk of damage, theft or eavesdropping.
These risks can vary considerably between locations and should be taken into account in determining
the most appropriate measures. The following guidelines should be considered when siting this
equipment outside of the organization’s premises:

a) physical security monitoring (see 7.4);

b) protecting against physical and environmental threats (see 7.5);

c) physical access and tamper proofing controls;

d) logicallaccess controls.

Other information

More information about other aspects of protecting information storing and processingiequipmentfand

user endpdint devices can be found in 8.1 and 6.7.

7.10 Storpge media

Control type Information Cybersecurity Operatioi};\l Security domaipns
security properties concepts capabilities

#Preventive #Confidentiality #Protect #Physigél_security #Protection

#Integrity #Asset_management
#Availability )

Control

Storage m¢dia should be managed through their lifecycle of acquisition, use, transportation [and

disposal in|Jaccordance with the organization’s classification scheme and handling requirements.

Purpose

To ensure pnly authorized disclosure, modification, removal or destruction of information on storage

media. o

Guidance -\

Removablelstorage media AN

2\
The follow]ng guidelines fQDQL'he management of removable storage media should be considered:
( §

a) establishing a tgpic-specific policy on the management of removable storage media |and
commyicating Such topic- specific policy to anyone who uses or handles removable storage mddia;

b) where|necéssary and practical, requiring authorization for storage media to be removed from| the
organigation and keeping a record of such removals in order to maintain an audit trail;

c) storing all storage media in a safe, secure environment according to their information classification
and protecting them against environmental threats (such as heat, moisture, humidity, electronic
field or ageing), in accordance with manufacturers’ specifications;

d) if information confidentiality or integrity are important considerations, using cryptographic
techniques to protect information on removable storage media;

e) tomitigate the risk of storage media degrading while stored information is still needed, transferring
the information to fresh storage media before becoming unreadable;

f) storing multiple copies of valuable information on separate storage media to further reduce the
risk of coincidental information damage or loss;
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considering the registration of removable storage media to limit the chance for information loss;

h) only enabling removable storage media ports [e.g. secure digital (SD) card slots and universal serial

i)

j)

sec

Sec
Pro

risk
disy

bus (USB) ports] if there is an organizational reason for their use;

where there is a need to use removable storage media, monitoring the transfer of information to

such storage media;

information can be vulnerable to unauthorized access, misuse or corruption during physical
transport, for instance when sending storage media via the postal service or via courier.

o P

14,

ire reuse or disposal

cedures for the secure reuse or disposal of storage media should be established to m
of confidential information leakage to unauthorized persons. The procedures for secu
osal of storage media containing confidential information should be praportional to the]

of that information. The following items should be considered:

a)

b)

‘)
d)

e)
f)

A ri
whg

Other information

Wh
stor

if storage media containing confidential information need toe-reused within the on
securely deleting data or formatting the storage media befor,g reuse (see 8.10);

disposing of storage media containing confidential inform\a’t\ion securely when not neede
(e.g. by destroying, shredding or securely deleting the centent);

having procedures in place to identify the items that-can require secure disposal;

many organizations offer collection and dispesal services for storage media. Care shou
in selecting a suitable external party supplier'with adequate controls and experience;

logging the disposal of sensitive items in order to maintain an audit trail;

when accumulating storage media“for disposal, giving consideration to the aggrega
which can cause a large quantity of non-sensitive information to become sensitive.
X

sk assessment should be,{le‘rformed on damaged devices containing sensitive data to
ther the items should bephysically destroyed rather than sent for repair or discarded (g

AN
)

NN
2| confidentiali\r_lﬁ‘érmation on storage media is not encrypted, additional physical prote
age media should be considered.

Y

media, apply

nimize the
e reuse or
sensitivity

ganization,

d anymore

d be taken

kion effect,

determine
ee 7.14).

rtion of the

O
N\
7.1l Supperting utilities
‘\
Canitol type Information Cybersecurity Operational Security domains
Security properties concepts capabilities

#Preventive #Integrity #Protect #Detect #Physical_security |#Protection
#Detective #Availability
Control

Information processing facilities should be protected from power failures and other disruptions caused
by failures in supporting utilities.

Purpose

To prevent loss, damage or compromise of information and other associated assets, or interruption to

the

organization’s operations due to failure and disruption of supporting utilities.

© ISO/IEC 2022 - All rights reserved

77


https://iecnorm.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

Guidance

Organizations depend on utilities (e.g. electricity, telecommunications, water supply, gas, sewage,
ventilation and air conditioning) to support their information processing facilities. Therefore, the
organization should:

a) ensure equipment supporting the utilities is configured, operated and maintained in accordance
with the relevant manufacturer’s specifications;

b) ensure utilities are appraised regularly for their capacity to meet business growth and interactions
with other supporting utilities;

c) ensurqequipment supporting the utilities is inspected and tested regularly to ensure their-pr@per
functiqning;

d) ifnecepsary, raise alarms to detect utilities malfunctions;

e) ifnecepsary, ensure utilities have multiple feeds with diverse physical routing;

f) ensurqequipmentsupporting the utilities is on a separate network from theihfermation procesping
facilitigs if connected to a network;

NG

g) ensurgequipment supporting the utilities is connected to the internet(only when needed and ¢nly

in a se¢ure manner. Q)
N ’/

Emergency] lighting and communications should be provided. Emiergency switches and valves tof cut

off power, water, gas or other utilities should be located near emergency exits or equipment roqms.

Emergency] contact details should be recorded and available£o)personnel in the event of an outage.

Other information

Additional
more than

7.12 Cabling security

redundancy for network connectivity cai be obtained by means of multiple routes fj
pne utility provider.

fom

Control/type Information_ ' Cybersecurity Operational Security domains
security propgrﬂes concepts capabilities
#Preventive #Confidentiality #Protect #Physical_security |#Protection
#Availabiligy
®
Control @)
( §

Cables cart
interferend

Purpose

ying pow\ex?, data or supporting information services should be protected from intercept
e or datnage.

‘\

-

ion,

4

To prevent loss, damage, theft or compromise of information and other associated assets and
interruption to the organization’s operations related to power and communications cabling.

Guidance

The following guidelines for cabling security should be considered:

a) power and telecommunications lines into information processing facilities being underground
where possible, or subject to adequate alternative protection, such as floor cable protector and
utility pole; if cables are underground, protecting them from accidental cuts (e.g. with armoured
conduits or signals of presence);

b) segregating power cables from communications cables to prevent interference;
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c) for sensitive or critical systems, further controls to consider include:

1) installation of armoured conduit and locked rooms or boxes and alarms at inspection and
termination points;

2) use of electromagnetic shielding to protect the cables;

3) periodical technical sweeps and physical inspections to detect unauthorized devices being
attached to the cables;

4) controlled access to patch panels and cable rooms (e.g. with mechanical keys or PINs);

5) use of fibre-optic cables;

d) [labelling cables at each end with sufficient source and destination details to enable the physical
identification and inspection of the cable.

Sperfialist advice should be sought on how to manage risks arising frem™cabling ircidents or
majunctions.

Other information
Sonjetimes power and telecommunications cabling are shared resoy(c\es for more than one ofganization
occlipying co-located premises. N

./
»
J
-~

N

7.1 Equipment maintenance

Control type Information Cybersecurify Operational Security domains
security properties concepis capabilities
#P1eventive #Confidentiality #Protect #Physical_security  |#Protectipn
#Integrity , #Asset_management |#Resilienge
#Availability
Control

Equlipment should be maintain‘ed’ correctly to ensure availability, integrity and confidéntiality of
infgrmation. ’

Purjpose \
AN

To prevent loss, damage, theft or compromise of information and other associated pssets and
intgrruption to the/©iganization’s operations caused by lack of maintenance.

. \ ¥
Guifdance )
O
N\
Thelfollowidg guidelines for equipment maintenance should be considered:
N\
)
a) |nfaintaining equipment in accordance with the supplier’s recommended service frequency and
specifications;

b) implementing and monitoring of a maintenance programme by the organization;
c) only authorized maintenance personnel carrying out repairs and maintenance on equipment;
d) keeping records of all suspected or actual faults, and of all preventive and corrective maintenance;

e) implementing appropriate controls when equipment is scheduled for maintenance, taking into
account whether this maintenance is performed by personnel on site or external to the organization;
subjecting the maintenance personnel to a suitable confidentiality agreement;

f) supervising maintenance personnel when carrying out maintenance on site;

g) authorizing and controlling access for remote maintenance;
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taken off premises for maintenance;

j)

complying with all maintenance requirements imposed by insurance;

equipment has not been tampered with and is functioning properly;

k)

equipment is to be disposed of.

Other infi

mation

applying security measures for assets off-premises (see 7.9) if equipment containing information is

before putting equipment back into operation after maintenance, inspecting it to ensure that the

applying measures for secure disposal or re-use of equipment (see 7.14) if it is determined that

Equipment]

supply (UH
detection s

7.14 Secu

TITOCIOUTY

includes technical components of information processing facilities, uninterruptible/pg
S) and batteries, power generators, power alternators and converters, physical|intru
ystems and alarms, smoke detectors, fire extinguishers, air conditioning and lifts.

re disposal or re-use of equipment

wer
sion

Contro|

Information
security properties

Operational
capabilities

Cybersecurity Security domai

concepts

I type

#Preventiv

#Protect #Physical_ sechrlty #Protection

#Asset management

#Confidentiality

Control

Items of ed
licensed so

Purpose
To prevent
Guidance

Equipment]
re-use.

Storage mg
the inform|
informatio
guidance o

Labels and
network, sl

The organi
equipment

a)
b)

7
-~

N

uipment containing storage media should be verified to ensure that any sensitive data
ftware has been removed or securely overwritten prior to disposal or re-use.

leakage of information from equipmentto be disposed or re-used.

should be verified to ensure whether or not storage media is contained prior to dispos:

o (
A

P

dia containing confidential or copyrighted information should be physically destroye

ation should be des‘troyed deleted or overwritten using techniques to make the orig

h non- retrlevale:rather than using the standard delete function. See 7.10 for detq

h secure disposal of storage media and 8.10 for guidance on information deletion.
\ *

markings§/identifying the organization or indicating the classification, owner, systen

nould berémoved prior to disposal, including reselling or donating to charity.

A\
zation’should consider the removal of security controls such as access controls or surveillg

and

lor

 or
inal
iled

1 Or

nce

atithe end of lease or when moving out of premises. This depends on factors such as:

its lease agreement to return the facility to original condition;

user access lists, video or image files);

0)
Other info

the ability to reuse the controls at the next facility.

rmation

minimizing the risk of leaving systems with sensitive information on them for the next tenant (e.g.

Damaged equipment containing storage media can require a risk assessment to determine whether
the items should be physically destroyed rather than sent for repair or discarded. Information can be
compromised through careless disposal or re-use of equipment.

80
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In addition to secure disk deletion, full-disk encryption reduces the risk of disclosure of confidential
information when equipment is disposed of or redeployed, provided that:

a) the encryption process is sufficiently strong and covers the entire disk (including slack space, swap

files);
b) the cryptographic keys are long enough to resist brute force attacks;
c) the cryptographic keys are themselves kept confidential (e.g. never stored on the same disk).
For further advice on cryptography, see 8.24.
Techniques for securely overwriting storage media differ according to the storage media ftechnology
and| the classification level of the information on the storage media. Overwriting tools| should be
reviewed to make sure that they are applicable to the technology of the storage medial
See([ISO/IEC 27040 for detail on methods for sanitizing storage media.
8 |Technological controls
8.1| User endpoint devices ‘ <}

N\
Control type Information Cybersecurity C \’,‘ " Operational Secyirity do-
security properties concepts N\ capabilities mains
#P1leventive #Confidentiality #Protect , ~|#Asset_management #Protgction
#Integrity * - |#Information_protection
#Availability
Corntrol
Infdrmation stored on, processed by or accessible via user endpoint devices should be protegted.
Purjpose
To grotect information against thé risks introduced by using user endpoint devices.
Guifdance a N
Genferal A\
NN
Thel organization s?‘iudd establish a topic-specific policy on secure configuration and handling of user
endpoint devices, The topic-specific policy should be communicated to all relevant perfonnel and
confgider the following:
\f

a) |the typé of information and the classification level that the user endpoint devices ¢an handle,

process, store or support;
b) TeEgistratiomof userendpoint devices;
c) requirements for physical protection;
d) restriction of software installation (e.g. remotely controlled by system administrators);
e) requirements for user endpoint device software (including software versions) and for applying

updates (e.g. active automatic updating);
f) rules for connection to information services, public networks or any other network off premises

(e.g. requiring the use of personal firewall);
g) access controls;
h) storage device encryption;
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i) protection against malware;

j) remote disabling, deletion or lockout;

k) backups;

1) usage of web services and web applications;
m) end user behaviour analytics (see 8.16);

n) the use of removable devices, including removable memory devices, and the possibility of disabling
physical ports (e.g. USB ports);

o) the us¢ of partitioning capabilities, if supported by the user endpoint device, which can seculrely
separafe the organization's information and other associated assets (e.g. software) from other
informjation and other associated assets on the device.

Consideratjon should be given as to whether certain information is so sensitive that'it can only be
accessed v]a user endpoint devices, but not stored on such devices. In such cases,additional techrjical
safeguardg can be required on the device. For example, ensuring that downloading files for offfline
working is|disabled and that local storage such as SD card is disabled.

N
As far as possible, the recommendations on this control should be enfo«'rced through configuration
managemept (see 8.9) or automated tools. )

e
-

J
-~

N

All users ghould be made aware of the security requiremenits and procedures for protecting yiser
endpoint devices, as well as of their responsibilities for imipléementing such security measures. Upers
should be gdvised to:

a) log-offjactive sessions and terminate services whén no longer needed;

b) protect user endpoint devices from unauthorized use with a physical control (e.g. key lock or
special locks) and logical control (e.g. password access) when not in use; not leave devices carrying
importfant, sensitive or critical business information unattended;

X

c) use deyices with special care in,public places, open offices, meeting places and other unprote¢ted
areas (e.g. avoid reading confidential information if people can read from the back, use priyacy

screen|filters); $
\.

d) physically protect user@apoint devices against theft (e.g. in cars and other forms of transgort,
hotel rpoms, conferernice centres and meeting places).

( §

A specific rocedure\ taking into account legal, statutory, regulatory, contractual (including insurapce)

and other gecurity'\requirements of the organization should be established for cases of theft or logs of

user endpqint deyices.

Use of persppnal devices

Where the organization allows the use of personal devices (sometimes known as BYOD), in addition to
the guidance given in this control, the following should be considered:

a) separation of personal and business use of the devices, including using software to support such
separation and protect business data on a private device;

b) providing access to business information only after users have acknowledged their duties (physical
protection, software updating, etc.), waiving ownership of business data, allowing remote wiping
of data by the organization in case of theft or loss of the device or when no longer authorized to use
the service. In such cases, PII protection legislation should be considered;

c) topic-specific policies and procedures to prevent disputes concerning rights to intellectual property
developed on privately owned equipment;
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d)

e)

Wir
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access to privately owned equipment (to verify the security of the machine or
investigation), which can be prevented by legislation;

during an

software licensing agreements that are such that organizations can become liable for licensing for
client software on user endpoint devices owned privately by personnel or external party users.

eless connections

The
a)

organization should establish procedures for:

the configuration of wireless connections on devices (e.g. disabling vulnerable protocols);

b)

Co

isu
exp
The

but
bac

bandwidth or because user endpoint devices are not congécted at the times when b

Ot:]::r information

using wireless or wired connections with appropriate bandwidth in accordance wi
topic-specific policies (e.g. because backups or software updates are needed).

rols to protect information on user endpoint devices depend on whether-the user endp
Ked only inside of the organization's secured premises and network cdnnéctions, or w
bsed to increased physical and network related threats outside of the’organization.

wireless connections for user endpoint devices are similar to other types of network ¢
have important differences that should be considered when ddentifying controls. In
k-up of information stored on user endpoint devices can soriétimes fail because of limit

th relevant

oint device
hether it is

onnections
particular,
bd network
hckups are

scheduled.
For[some USB ports, such as USB-C, disabling the USB pbrt is not possible because it is usdd for other
purposes (e.g. power delivery and display output]),
8.2| Privileged access rights
Control type Information Cybersecurity Operational capa- | Security domains
security properties concepts bilities
#Prleventive #Confidentiality #Protect #ldentity_and_ac- #Protectipn
#Integrity < cess_management
#Availability
A
Corjtrol &
A\
N\
Thejallocation and ufg\df privileged access rights should be restricted and managed.
Purpose R \ ¥
O
To ensure oﬁly authorized users, software components and services are provided with| privileged
accgss rigl"xfs.
Guidahte

The allocation of privileged access rights should be controlled through an authorization process in
accordance with the relevant topic-specific policy on access control (see 5.15). The following should be
considered:

a)

b)

identifying users who need privileged access rights for each system or process (e.g
systems, database management systems and applications);

allocating privileged access rights to users as needed and on an event-by-event basis i

. operating

n line with

the topic-specific policy on access control (see 5.15) (i.e. only to individuals with the necessary
competence to carry out activities that require privileged access and based on the minimum

requirement for their functional roles);
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¢) maintaining an authorization process (i.e. determining who can approve privileged access rights,
or not granting privileged access rights until the authorization process is complete) and a record of
all privileges allocated;

d) defining and implementing requirements for expiry of privileged access rights;

e) taking measures to ensure that users are aware of their privileged access rights and when they are
in privileged access mode. Possible measures include using specific user identities, user interface
settings or even specific equipment;

f) authentication requlrements for privileged access rights can be higher than the requlrements for
normaf access TIghts Re-autientication or autientication Step-up Call DE NECESSary Defore aping
work with privileged access rights;

g) regularly, and after any organizational change, reviewing users working with privileged acfess
rights |n order to verify if their duties, roles, responsibilities and competence still qualify them for
workinjg with privileged access rights (see 5.18);

h) establishing specific rules in order to avoid the use of generic administration’user IDs (such as
“root”], depending on systems’ configuration capabilities. Managing and protecting authenticafion
informpation of such identities (see 5.17); C

i) granting temporary privileged access just for the time window nece’s?éry to implement apprqved
changgs or activities (e.g. for maintenance activities or somej<ritical changes), rather than
permahently granting privileged access rights. This is often reférred as break glass procedure,fand
often qutomated by privilege access management technologiés;

j) logging all privileged access to systems for audit purposes; )

k) not sharing or linking identities with privileged access rights to multiple persons, assigning ¢ach
person| a separate identity which allows assigning specific privileged access rights. Identities
can be|grouped (e.g. by defining an administrater group) in order to simplify the management of
privileged access rights;

1) only using identities with privileged aceess rights for undertaking administrative tasks and|not
for day-to-day general tasks [i.e. checkmg email, accessing the web (users should have a sepafate
normal network identity for these act1v1t1es)]

Other infojrmation Q

AN

Privileged faccess rights are-acCess rights provided to an identity, a role or a process that allows|the

performange of activities %&1 typical users or processes cannot perform. System administrator rples

typically require privilege access rights.

Inapproprigpte use of‘system administrator privileges (any feature or facility of an information system

that enabl¢s thesuser to override system or application controls) is a major contributory factor to

failures or preaehes of systems.

More information related to access management and the secure management of access to information
and information and communications technologies resources can be found in ISO/IEC 29146.

8.3 Information access restriction
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #ldentity_and_ac- #Protection
#Integrity cess_management
#Availability
84 © ISO/IEC 2022 - All rights reserved
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Control

Access to information and other associated assets should be restricted in accordance with the
established topic-specific policy on access control.

Purpose

To ensure only authorized access and to prevent unauthorized access to information and other
associated assets.

Guidance

Acc
esta
rest

a)

b)

Fur
has

bss to information and other associated assets should be restricted in accordanc

b with the

blished topic-specific policies. The following should be considered in order to~support access

riction requirements:

not allowing access to sensitive information by unknown user identities .gr\anonymo
or anonymous access should only be granted to storage locations that dohot contain af
information;

providing configuration mechanisms to control access to information in systems, appli
services; N\
NV

controlling which data can be accessed by a particular user;;}

J
controlling which identities or group of identities have which access, such as read, write
execute; 4

N

providing physical or logical access controls fof’the isolation of sensitive applications,
data, or systems.

Lher, dynamic access management techniques and processes to protect sensitive inforr
high value to the organization should beconsidered when the organization:

needs granular control over who ¢afi access such information during what period and in

wants to share such information with people outside the organization and maintain c
who can access it;

o (

P

wants to dynamically.manage, in real-time, the use and distribution of such informatior{;

A\
wants to protegtysuch information against unauthorized changes, copying and d

(including printing);
{ §
wants to n}qnitor the use of the information;
N\
wants-td record any changes to such information that take place in case a future inve
Y
reguired.

4

1sly. Public
y sensitive

Fations and

delete and

hpplication

nation that

what way;

bntrol over

)

istribution

stigation is

Dyr

a)

b)

AT aCTeSS MANAgeent techmiques shoutd protectinformation throughoutits—Hfe cycle (i.e.
creation, processing, storage, transmission and disposal), including:

establishing rules on the management of dynamic access based on specific use cases considering:

1) granting access permissions based on identity, device, location or application;

2)
protected with dynamic access management techniques;

establishing operational,
infrastructure.

monitoring and reporting processes and supporting
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Dynamic access management systems should protect information by:

a) requiring authentication, appropriate credentials or a certificate to access information;
b) restricting access, for example to a specified time frame (e.g. after a given date or until a particular

date);
c) using encryption to protect information;
d) defining the printing permissions for the information;
e) recording who accesses the information and how the informatjon is used;
f) raisingalerts if attempts to misuse the information are detected.
Other information
Dynamic afcess management techniques and other dynamic information protection, technologies|can
support the protection of information even when data is shared beyond the originating organization,
where traditional access controls cannot be enforced. It can be applied to documents, emails or other
files containing information to limit who can access the content and in what way, It can be at a granplar
level and bg adapted over the life cycle of the information. (

NV

Dynamic agcess management techniques do not replace classical accesstmanagement [e.g. using acfess
control lists (ACLs)], but can add more factors for conditionality, real-time evaluation, just-in-time ¢lata

reduction and other enhancements that can be useful for the most'sensitive information. It offe]
way to conftrol access outside the organization’s environmentrsIneident response can be supporte
dynamic adcess management techniques as permissions cande modified or revoked at any time.

rs a
1 by

Additional information on a framework for access management is provided in ISO/IEC 29146.

8.4 Accgss to source code

Operational Security doma

capabilities

Information ins

security properties
#Confidentiality
#Integrity
#Availability

Cybersecurity
concepts

T#Protect

Control type

#ldentity_and_access_ |#Protection
management
#Application_security
#Secure_configura-

tion

#Preventiv ‘

(

P
A
"

AN
)

O
\ O

.

Control
N\
Read and wWrite accegs.‘to source code, development tools and software libraries should be appropridtely

managed.

N_J
~

‘\

-

Purpose

To prevent the introduction of unauthorized functionality, avoid unintentional or malicious changes
and to maintain the confidentiality of valuable intellectual property.

Guidance

Access to source code and associated items (such as designs, specifications, verification plans and
validation plans) and development tools (e.g. compilers, builders, integration tools, test platforms and
environments) should be strictly controlled.

For source code, this can be achieved by controlling central storage of such code, preferably in source
code management system.

Read access and write access to source code can differ based on the personnel’s role. For example, read

access to source code can be broadly provided inside the organization, but write access to source code
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is only made available to privileged personnel or designated owners. Where code components are used
by several developers within an organization, read access to a centralized code repository should be
implemented. Furthermore, if open-source code or third-party code components are used inside an
organization, read access to such external code repositories can be broadly provided. However, write
access should still be restricted.

The following guidelines should be considered to control access to program source libraries in order to
reduce the potential for corruption of computer programs:

a) managing the access to program source code and the program source libraries according to
established procedures;

b) |granting read and write access to source code based on business needs and managed|to address
risks of alteration or misuse and according to established procedures;

c) |updating of source code and associated items and granting of access to source-¢ode in apccordance
with change control procedures (see 8.32) and only performing it after appropriate aufhorization
has been received;

d) |not granting developers direct access to the source code repository,'but through devdloper tools
that control activities and authorizations on the source code;

e) [holding program listings in a secure environment, wher@’}éad and write access|should be
appropriately managed and assigned; N

J
-~

f) |maintaining an audit log of all accesses and of ali changg¢s to source code.

If tHe program source code is intended to be publishéd,)additional controls to provide assuifance on its
integrity (e.g. digital signature) should be considered.

Othler information

If a¢cess to source code is not properly controlied, source code can be modified or some data in the
development environment (e.g. copies ©f production data, configuration details) can be r¢trieved by
unajuthorized persons.

X

8.5| Secure authenticatiop '

P

|

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Pileventive ) onfidentiality #Protect #ldentity_and_ac- #Protectipn
N\ #Integrity cess_management
v\ |#Availability

NN
Control
‘\

Secpire/authentication technologies and procedures should be implemented based on ipformation

N, daaiats pa R | i H L3 1s i 1
aCCessTrestretronsanca e LUPILTSPTLUITICU PUTIC Yy UITN ALLTS S LUTILT UL

Purpose

To ensure a user or an entity is securely authenticated, when access to systems, applications and
services is granted.

Guidance

A suitable authentication technique should be chosen to substantiate the claimed identity of a user,
software, messages and other entities.

The strength of authentication should be appropriate for the classification of the information to be
accessed. Where strong authentication and identity verification is required, authentication methods
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alternative to passwords, such as digital certificates, smart cards, tokens or biometric means, should be
used.

Authentication information should be accompanied by additional authentication factors for accessing
critical information systems (also known as multi-factor authentication). Using a combination of
multiple authentication factors, such as what you know, what you have and what you are, reduces
the possibilities for unauthorized accesses. Multi-factor authentication can be combined with other
techniques to require additional factors under specific circumstances, based on predefined rules and
patterns, such as access from an unusual location, from an unusual device or at an unusual time.

Biometric authentication information should be invalidated if it is ever compromised. Biometric
authentication can be unavailable depending on the conditions of use (e.g. moisture or aging)l To
prepare for these issues, biometric authentication should be accompanied with at least one altérndtive
authentication technique.

The procedlure for logging into a system or application should be designed to minimize” the risk of
unauthorized access. Log-on procedures and technologies should be implemented considering|the
following:

a) not displaying sensitive system or application information until the l6g-on process has Heen
succespfully completed in order to avoid providing an unauthorized,iser with any unnecessary
assistdnce; N

N

b) displaying a general notice warning that the system or the apphcat;‘on or the service should onlly be
accessed by authorized users;

¢) not prgviding help messages during the log-on procedure-that would aid an unauthorized user [e.g.
if an efror condition arises, the system should not indicate which part of the data is corredt or
incorr¢ct);

d) validafing the log-on information only on completion of all input data;

e) protecfing against brute force log-on attempts on usernames and passwords [e.g. using compldtely
automated public Turing test to tell computers and humans apart (CAPTCHA), requiring password
reset after a predefined number of failed attempts or blocking the user after a maximum numbégr of
errors|; o

f) logging unsuccessful and succps?ful attempts;

g) raising a security event if épotentlal attempted or successful breach of log-on controls is dete¢ted
(e.g. sgnding an alert tQ:the user and the organization’s system administrators when a cerfain
numbér of wrong password attempts has been reached);

\ *

h) displaying or ser@’mg the following information on a separate channel on completion of a succedsful
log-on o)

~

1) dalte an;l‘?ime of the previous successful log-on;

4

2) defails of any unsuccesstul log-on attempts since the last successtul log-on;

i) not displaying a password in clear text when it is being entered; in some cases, it can be required
to de-activate this functionality in order to facilitate user log-on (e.g. for accessibility reasons or to
avoid blocking users because of repeated errors);

j) not transmitting passwords in clear text over a network to avoid being captured by a network
"sniffer” program;

k) terminating inactive sessions after a defined period of inactivity, especially in high risk locations
such as public or external areas outside the organization’s security management or on user
endpoint devices;
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1) restricting connection duration times to provide additional security for high-risk applications and
reduce the window of opportunity for unauthorized access.
Other information
Additional information on entity authentication assurance can be found is ISO/IEC 29115.
8.6 Capacity management
Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities .
#Prleventive #Integrity #ldentify #Protect |#Continuity #Govefnance_and_
#Dgtective #Availability #Detect Ecosysterh #Protec-
tion
Cortrol
The| use of resources should be monitored and adjusted in line with current and expect¢d capacity
reqyiirements.
Purjpose N\
\V
To dnsure the required capacity of information processing fac111t1es human resources, officels and other
facilities. )
N
Guifdance
Cappcity requirements for information processing ‘facilities, human resources, offices|and other
facilities should be identified, taking into account:the business criticality of the concerned systems and
progesses.
System tuning and monitoring should be applied to ensure and, where necessary, improve the
avallability and efficiency of systems.
The|organization should perform stress-tests of systems and services to confirm that sufficlent system
capficity is available to meet peak’ performance requirements.
Detgctive controls should b‘ep‘ut in place to indicate problems in due time.
Projections of future tapac1ty requirements should take account of new business and system
reqyiirements and @rrent and projected trends in the organization’s information [processing
capgbilities. @)
Particular attehtlon should be paid to any resources with long procurement lead times or|high costs.
Thejrefore, ma.nagers service or product owners should monitor the utilization of key systen] resources.
Maijagers’ should use capacity information to identify and avoid potential resource limiations and
dependéncy on key personnel which can present a threat to system security or services and plan

appropriate action.

Providing sufficient capacity can be achieved by increasing capacity or by reducing demand. The
following should be considered to increase capacity:

a)
b)
c)
d)

hiring new personnel;
obtaining new facilities or space;

acquiring more powerful processing systems, memory and storage;

making use of cloud computing, which has inherent characteristics that directly address issues of
capacity. Cloud computing has elasticity and scalability which enable on-demand rapid expansion

and reduction in resources available to particular applications and services.
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The following should be considered to reduce demand on the organization’s resources:

a) deletion of obsolete data (disk space);

b) disposal of hardcopy records that have met their retention period (free up shelving space);
c¢) decommissioning of applications, systems, databases or environments;

d) optimizing batch processes and schedules;

e) optimizing application code or database queries;

f) denying or restricting bandwidth for resource-consuming services if these are not critical [e.g.

video dtreaming).
A documented capacity management plan should be considered for mission critical systems,
Other information
For more detail on the elasticity and scalability of cloud computing, see ISO/IEC TS23167.
8.7 Protection against malware L

NV
Control/type Information Cybersecurity Opeljaﬁonal Security domajns
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect | #System _and_network_ |#Protection
#Detective #Integrity seearity #Defence
#Corrective #Availability #lnformation_protec-
tion

Control

Protectionjagainst malware should be implemented and supported by appropriate user awareness.
Purpose

B . . X .
To ensure information and other associated assets are protected against malware.
o (
N

Guidance (

"

Protection|against malware s}ﬁould be based on malware detection and repair software, informafion

security ayareness, appro@éte system access and change management controls. Use of malw
detection find repair software alone is not usually adequate. The following guidance should

considered} N

O
a) implementing rales and controls that prevent or detect the use of unauthorized software
applicgtionallowlisting (i.e. using a list providing allowed applications)] (see 8.19 and 8.32);

fare
be

[e.g.

b) implenenfing controls that prevent or detect the use of known or suspected malicious wehd
(e.g. blocklisting);

ites

c) reducing vulnerabilities that can be exploited by malware [e.g. through technical vulnerability

d)

90

management (see 8.8 and 8.19)];

conducting regular automated validation of the software and data content of systems, especially
for systems supporting critical business processes; investigating the presence of any unapproved
files or unauthorized amendments;

establishing protective measures against risks associated with obtaining files and software either
from or via external networks or on any other medium;
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j)

k)
D)
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installing and regularly updating malware detection and repair software to scan computers and

electronic storage media. Carrying out regular scans that include:

1) scanning any data received over networks or via any form of electronic storage media, for
malware before use;

2) scanning email and instant messaging attachments and downloads for malware before use.
Carrying out this scan at different places (e.g. at email servers, desktop computers) and when
entering the network of the organization;

3) scanning webpages for malware when accessed;

determining the placement and configuration of malware detection and repair tools‘ba
assessment outcomes and considering:

1) defence in depth principles where they would be most effective. For example, this
malware detection in a network gateway (in various application protegols such aj
transfer and web) as well as user endpoint devices and servers;

2) the evasive techniques of attackers (e.g. the use of encrypted files) to deliver maly

use of encryption protocols to transmit malware;
N

taking care to protect against the introduction of malware d{a’ring maintenance and
procedures, which can bypass normal controls against mal,wﬁre;

*\ J
implementing a process to authorize temporarily or, pe?manently disable some or al
against malware, including exception approval authorities, documented justification
date. This can be necessary when the protection)against malware causes disruption
operations;

preparing appropriate business continuity ‘plans for recovering from malware attack
all necessary data and software backupfincluding both online and offline backup) an
measures (see 8.13);

isolating environments where catastrophic consequences can occur;

sed on risk

can lead to
email, file

vare or the

emergency

measures
ind review
to normal

, including
d recovery

X
defining procedures and responsibilities to deal with protection against malware dn systems,

including training in thejl&'use, reporting and recovering from malware attacks;

providing awareness ar training (see 6.3) to all users on how to identify and potential
the receipt, sendjiig-or installation of malware infected emails, files or programs [the i
collected in n) &

implementiné procedures to regularly collect information about new malware, such as
to mailing{ists or reviewing relevant websites;

0) can be used to ensure awareness and training are kept up-to-date];

ly mitigate
hformation

)

ubscribing

Verify\l\ﬁg that information relating to malware, such as warning bulletins, comes fro

qualified

afdreputable sources (e.g. reliable internet sites or suppliers of malware detection soffware) and

. A Y h £ -
1S5 dLCUl dic dIIU ITITOT'IIIdUVE,

Other information

It is not always possible to install software that protects against malware on some systems (e.g. some
industrial control systems). Some forms of malware infect computer operating systems and computer
firmware such that common malware controls cannot clean the system and a full reimaging of the
operating system software and sometimes the computer firmware is necessary to return to a secure
state.
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8.8 Management of technical vulnerabilities

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #ldentify #Threat_and_ #Governance_and_Ecosys-
#Integrity #Protect vulnerability_.  |tem
#Availability management #Protection #Defence
Control
Information _about technical vulnerabilities of information systems in use should be obtained, the
organizatign’s exposure to such vulnerabilities should be evaluated and appropriate measures shbuld
be taken.
Purpose

To prevent|exploitation of technical vulnerabilities.

Guidance

Identifying technical vulnerabilities

N

The organization should have an accurate inventory of assets (see 5&@6’@) as a prerequisitq for
effective tpechnical vulnerability management; the inventory should-include the software vendor,
software npme, version numbers, current state of deployment (e.g. What software is installed on wWhat
systems) and the person(s) within the organization responsible fapthe software.

To identify|technical vulnerabilities, the organization should'consider:

a) definiflg and establishing the roles and responsibilities associated with technical vulnerabjlity
management, including vulnerability monitoring, vulnerability risk assessment, updating, asset
trackijg and any coordination responsibilities tequired;

b) for software and other technologies (based on the asset inventory list, see 5.9), identifying
information resources that will be used for identifying relevant technical vulnerabilities [and
maintdining awareness about them. Ypdating the list of information resources based on changgs in
the inventory or when other nevy\or' useful resources are found;

c) requiring suppliers of inform':ation system (including their components) to ensure vulnerabjlity
reportjng, handling and di§closure, including the requirements in applicable contracts (see 5.20);

d) using yulnerability sﬁding tools suitable for the technologies in use to identify vulnerabil{ties
and to[verify whether £he patching of vulnerabilities was successful;
Y

e) condugting plan\:{ea, documented and repeatable penetration tests or vulnerability assessmgents
by competent-and authorized persons to support the identification of vulnerabilities. Exerciping
caution as sub\h activities can lead to a compromise of the security of the system;

f) tracking the usage of third-party libraries and source code for vulnerabilities. This should be
included in secure coding (see 8.28).

The organization should develop procedures and capabilities to:

a) detectthe existence of vulnerabilities in its products and services including any external component
used in these;

b) receive vulnerability reports from internal or external sources.

The organization should provide a public point of contact as part of a topic-specific policy on vulnerability
disclosure so that researchers and others are able to report issues. The organization should establish
vulnerability reporting procedures, online reporting forms and making use of appropriate threat
intelligence or information sharing forums. The organization should also consider bug bounty programs
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where rewards are offered as an incentive to assist organizations in identifying vulnerabilities in order
to appropriately remediate them. The organization should also share information with competent
industry bodies or other interested parties.

Evaluating technical vulnerabilities

To evaluate identified technical vulnerabilities, the following guidance should be considered:

a) analyse and verify reports to determine what response and remediation activity is needed;

b) once a potential technical vulnerability has been identified, identifying the associated risks and
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controls.

ng appropriate measures to address technical vulnerabilities

ftware update management process should be implemented to ensure the mostup-to-dat

hes and application updates are installed for all authorized software. If changes are nec

inal software should be retained and the changes applied to a designated copy. All char

Llly tested and documented, so that they can be reapplied, if necessary,\to future softwar

quired, the modifications should be tested and validated by an indepéndent evaluation &
N

following guidance should be considered to address technical Virlnerabilities:

taking appropriate and timely action in response to the ‘identification of potenti

|
vulnerabilities; defining a timeline to react to notlflcatlons of potentially relevar1

vulnerabilities;

N

depending on how urgently a technical vulnerability needs to be addressed, carrying ou
according to the controls related to change-management (see 8.32) or by following i
security incident response procedures (see 5.26);

only using updates from legitimate sources (which can be internal or external to the org

testing and evaluating updates before they are installed to ensure they are effective
result in side effects that cannpt be tolerated [i.e. if an update is available, assessin|
associated with installing the“update (the risks posed by the vulnerability should be
with the risk of installing the update)];

addressing systems.at High risk first;
A\
N\
develop remedia@})h (typically software updates or patches);
\ O,
test to confir\“n‘if the remediation or mitigation is effective;

, \
prov1de.mechanlsms to verify the authenticity of remediation;

if no;dpdate is available or the update cannot be installed, considering other controls, sy

N

ying other

e approved
essary, the
ges should
b upgrades.
ody.

technical
technical

L the action
hformation

anization);

and do not
g the risks
compared

ch as:

loyment of

1) applying any workaround suggested by the software vendor or other relevant sources;

2) turning off services or capabilities related to the vulnerability;

3) adapting or adding access controls (e.g. firewalls) at network borders (see 8.20 to 8.22);

4) shielding vulnerable systems, devices or applications from attack through dep
suitable traffic filters (sometimes called virtual patching);

5) increasing monitoring to detect actual attacks;

6) raising awareness of the vulnerability.

© ISO/IEC 2022 - All rights reserved

93


https://iecnorm.com/api/?name=b3615ce79b42ef2f9c54b933c239f36b

ISO/IEC 27002:2022(E)

For acquired software, if the vendors regularly release information about security updates for their
software and provide a facility to install such updates automatically, the organization should decide
whether to use the automatic update or not.

Other considerations
An audit log should be kept for all steps undertaken in technical vulnerability management.

The technical vulnerability management process should be regularly monitored and evaluated in order
to ensure its effectiveness and efficiency.

An effectivge ; = Arana
activities, fo commumcate data on vulnerabllltles to the 1nc1dent response function and pro
technical procedures to be carried out in case an incident occurs.

Where the jorganization uses a cloud service supplied by a third-party cloud service provider, techrical
vulnerability management of cloud service provider resources should be ensured by the‘cloud serfice
provider. Tlhe cloud service provider’s responsibilities for technical vulnerability nianagement shpuld
be part of the cloud service agreement and this should include processes for reporting the cloud serice
provider's actions relating to technical vulnerabilities (see 5.23). For some cloud services, there|are
respective responsibilities for the cloud service provider and the cloud serv1ce customer. For exanjple,
the cloud service customer is responsible for vulnerability management 0(1 s own assets used for| the

cloud servilces. \

./
»
J
-~

Other information \

rulnerability management can be viewed as a sub*function of change management and as

ke advantage of the change management processes/and procedures (see 8.32).

Technical ¥
such can t3

side
een

There is a
effects. Als
applied.

possibility that an update does not address.the problem adequately and has negative
o, in some cases, uninstalling an update cannot be easily achieved once the update has k

If adequatg
updating ¢
users. The

Where sof
automated
the need fg
allow the c
the installd

Where the
systems ot
automated
when the u

testing of the updates is not possible (e.g. because of costs or lack of resources) a dela
in be considered to evaluate the associated risks, based on the experience reported by o
ise of ISO/IEC 27031 can be beneficial.

tware patches or upda.t’e's are produced, the organization can consider providing

r intervention by tht_\customer or the user. If an automated update process is offered, it
liIstomer or user Cchoose an option to turn off the automatic update or control the timin
tion of the updq_,e

vendor prdv;des an automated update process and the updates can be installed on affe
products without the need for intervention, the organization determines if it applies

y in
ther

an

update process where thése updates are installed on affected systems or products without

can
g of

rted
the

pdateis performed. For example, a software used for a business operation cannot be upd

until the op

W, .
eration has r‘nmp]nfnﬂ

proeess or not. One reason for not electing for automated update is to retain control ¢ver

hted

A weakness with vulnerability scanning is that it is possible it does not fully account for defence in depth:
two countermeasures that are always invoked in sequence can have vulnerabilities that are masked
by strengths in the other. The composite countermeasure is not vulnerable, whereas a vulnerability
scanner can report that both components are vulnerable. The organization should therefore take care
in reviewing and acting on vulnerability reports.

Many organizations supply software, systems, products and services not only within the organization
but also to interested parties such as customers, partners or other users. These software, systems,
products and services can have information security vulnerabilities that affect the security of users.
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Organizations can release remediation and disclose information about vulnerabilities to users (typically
through a public advisory) and provide appropriate information for software vulnerability database
services.

For more information relating to the management of technical vulnerabilities when using cloud
computing, see the ISO/IEC 19086 series and ISO/IEC 27017.

ISO/IEC 29147 provides detailed information on receiving vulnerability reports and publishing
vulnerability advisories. ISO/IEC 30111 provides detailed information about handling and resolving
reported vulnerabilities.

8.9| Configuration management

(jontrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#P1leventive #Confidentiality #Protect #Secure_configuration |#Protectipn
#Integrity
#Availability
Comtrol

N

Conffigurations, including security configurations, of hardware, sqftWare, services and networks should
be dstablished, documented, implemented, monitored and reviewed.

-~

N

Pu

pose

To pnsure hardware, software, services and networks function correctly with requirgd security
settlings, and configuration is not altered by unauthorized or incorrect changes.

organization should define and implement processes and tools to enforce the defined conffigurations
uding security configurations)for hardware, software, services (e.g. cloud services) anq networks,
ewly installed systems as well'as for operational systems over their lifetime.

s, responsibilities and procedures should be in place to ensure satisfactory cortrol of all
iguration changes.
A\

N\
SC’

dard templates for the secure configuration of hardware, software, services and netwgrks should

using)pnblicly available guidance (e.g. pre-defined templates from vendors and from independent
security organizations);

N

b) considering the level of protection needed in order to determine a sufficient level of security;

c) supporting the organization’s information security policy, topic-specific policies, standards and
other security requirements;

d) considering the feasibility and applicability of security configurations in the organization’s context.

The templates should be reviewed periodically and updated when new threats or vulnerabilities need
to be addressed, or when new software or hardware versions are introduced.

The following should be considered for establishing standard templates for the secure configuration of
hardware, software, services and networks:

a) minimizing the number of identities with privileged or administrator level access rights;
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ng unnecessary, unused or insecure identities;
ng or restricting unnecessary functions and services;

ting access to powerful utility programs and host parameter settings;

synchronizing clocks;

installation and reviewing other important default security-related parameters;

invoki

changing vendor default authentication information such as default passwords immediately after

ned

g)
period
h) verifyi

Managing

Establishe
should be
be achieve

Changes to

Configurat

a) up-to-dlate owner or point of contact information for the asset;

b) date of

c) version of configuration template;

d) relatio

Monitoring configurations

Configurat
maintenan
should be
and assess
templates.
configurat

Other information

Documentj
software.

System hai]

I%

ng time-out facilities that automatically log off computing devices after a predeterm
of inactivity;

Ing that licence requirements have been met (see 5.32).

onfigurations

configurations of hardware, software, services and networks should berecorded and §
aintained of all configuration changes. These records should be seeurely stored. This
in various ways, such as configuration databases or configuration‘templates.

configurations should follow the change management process,(Qe\e 8.32).
N

N

on records can contain as relevant:

N

the last change of configuration;
h to configurations of other assets.

ons should be monitored w1th a comprehensive set of system management tools
re utilities, remote support, entérprise management tools, backup and restore software)
‘eviewed on a regular basis to verify configuration settings, evaluate password stren
activities performed.(Actual configurations can be compared with the defined ta
Any deviations shoqld be addressed, either by automatic enforcement of the defined ta
on or by manual asalysw of the deviation followed by corrective actions.

N\

Y
tion for-systems often records details about the configuration of both hardware

A\
)
derling is a typical part of configuration management.

log
can

(e.g.
and
rths
get
Fget

and

Configuration management can be integrated with asset management processes and associated tooling.

Automation is usually more effective to manage security configuration (e.g. using infrastructure as

code).

Configuration templates and targets can be confidential information and should be protected from

unauthoriz

96

ed access accordingly.
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8.10 Information deletion

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Information_pro- |#Protection
tection
#Legal_and_compli-
ance
Control

Infdrmation stored in information systems, devices or in any other storage media should|be deleted
whgn no longer required.

Purpose

To prevent unnecessary exposure of sensitive information and to comply~with legal| statutory,
reghlatory and contractual requirements for information deletion.

Guifdance

Genleral (,\

Sengpitive information should not be kept for longer than it is re,qulred to reduce the risk of yndesirable
disdlosure. NS

When deleting information on systems, applications andsservices, the following should be cdnsidered:

a) [selecting a deletion method (e.g. electronic ovetwriting or cryptographic erasure) in fccordance
with business requirements and taking intp.consideration relevant laws and regulation§;

b) |recording the results of deletion as evidetice;

c) |when using service suppliers of information deletion, obtaining evidence of informatipn deletion
from them.

Where third parties store the organization’s information on its behalf, the organization should consider
the |inclusion of requirements‘on information deletion into the third-party agreements tq enforce it
dur|ng and upon terminatiénof such services.

. A\
Del¢tion methods \Q

In fpccordance with’ the organization’s topic-specific policy on data retention and tpking into
conpideration );el\evant legislation and regulations, sensitive information should be deletgd when no
longer requjred, by:

a) |configuring systems to securely destroy information when no longer required (e.g. aftdr a defined
périod subject to the topic-specific policy on data retention or by subject access request);

b) deleting obsolete versions, copies and temporary files wherever they are located;

c) using approved, secure deletion software to permanently delete information to help ensure
information cannot be recovered by using specialist recovery or forensic tools;

d) using approved, certified providers of secure disposal services;

e) using disposal mechanisms appropriate for the type of storage media being disposed of (e.g.
degaussing hard disk drives and other magnetic storage media).

Where cloud services are used, the organization should verify if the deletion method provided by the
cloud service provider is acceptable, and if it is the case, the organization should use it, or request that
the cloud service provider delete the information. These deletion processes should be automated in
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accordance with topic-specific policies, when available and applicable. Depending on the sensitivity of
information deleted, logs can track or verify that these deletion processes have happened.

To avoid the unintentional exposure of sensitive information when equipment is being sent back to
vendors, sensitive information should be protected by removing auxiliary storages (e.g. hard disk
drives) and memory before equipment leaves the organization’s premises.

Considering that the secure deletion of some devices (e.g. smartphones) can only be achieved through
destruction or using the functions embedded in these devices (e.g. “restore factory settings”), the
organization should choose the appropriate method according to the classification of information
handled by such devices.

Control mgasures described in 7.14 should be applied to physically destroy the storage deviceland
simultanedusly delete the information it contains.

An official frecord of information deletion is useful when analysing the cause of a possible-ihformafion
leakage evé¢nt.

Other information

Informatioh on user data deletion in cloud services can be found in ISG/IEC 270%17.

N
Informatioh on deletion of PII can be found in ISO/IEC 27555. X Y
8.11 Datq masking <
Control/type Information Cybersecurity »Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Information_protection |#Protection
Control

Data maskjing should be used in accordance with the organization’s topic-specific policy on acfess
control and other related topic-specific policies, and business requirements, taking applicpble
legislation [into consideration. 2 (

Purpose o\

To limit theg exposure of sensitiye data including PII, and to comply with legal, statutory, regulatoryfand
A\

contractual requirements. &

Guidance o\
\ '0

Where the protectio\n'\of sensitive data (e.g. PII) is a concern, the organization should consider higling
such data Ry using techniques such as data masking, pseudonymization or anonymization.

A\
Pseudony izatieh or anonymization techniques can hide PII, disguise the true identity of PII principals
or other slﬁmmmwmﬁnmu&wm&mmipal

or the link between other sensitive information.

When using pseudonymization or anonymization techniques, it should be verified that data has been
adequately pseudonymized or anonymized. Data anonymization should consider all the elements
of the sensitive information to be effective. As an example, if not considered properly, a person can
be identified even if the data that can directly identify that person is anonymised, by the presence of
further data which allows the person to be identified indirectly.

Additional techniques for data masking include:
a) encryption (requiring authorized users to have a key);

b) nulling or deleting characters (preventing unauthorized users from seeing full messages);
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c) varying numbers and dates;

d) substitution (changing one value for another to hide sensitive data);

e) replacing values with their hash.

The following should be considered when implementing data masking techniques:

a) not granting all users access to all data, therefore designing queries and masks in order to show

only the minimum required data to the user;

b) there are cases where some data should not be visible to the user for some records ouf of a set of
data; in this case, designing and implementing a mechanism for obfuscation of data (e“g,if a patient
does not want hospital staff to be able to see all of their records, even in case of emergenfy, then the
hospital staff are presented with partially obfuscated data and data can only bé accesged by staff
with specific roles if it contains useful information for appropriate treatment);

c) [when data are obfuscated, giving the PII principal the possibility to requife that users cannot see if
the data are obfuscated (obfuscation of the obfuscation; this is used indhealth facilities, for example
if the patient does not want personnel to see that sensitive inforynation such as pregnancies or
results of blood exams has been obfuscated);

N

d) [any legal or regulatory requirements (e.g. requiring the ma\skihg of payment cards' ipformation
during processing or storage). o,

The|following should be considered when using data masking?pseudonymization or anonynpization:

a) [level of strength of data masking, pseudonymizatio:n or anonymization according to the usage of
the processed data;

b) |access controls to the processed data;

c) |agreements or restrictions on usage of the'processed data;

d) |prohibiting collating the processeddata with other information in order to identify the P]I principal;

e) |keeping track of providing a‘nd’receiving the processed data.

Other information 2 N

Andnymization irreversibly alters PII in such a way that the PII principal can no longer b¢ identified

dirdctly or indirectlyCo\

Pse 1donymizatiog1>f)eplaces the identifying information with an alias. Knowledge of thq algorithm

(sorpetimes referred to as the “additional information”) used to perform the pseudonymiza‘t)ion allows

for jat least(Spme form of identification of the PII principal. Such “additional information” should

theteforethe kept separate and protected.
)
While pSeudonymization is therefore weaker than anonymization, pseudonymized datadets can be

more useful in statistical research.

Data masking is a set of techniques to conceal, substitute or obfuscate sensitive data items. Data masking
can be static (when data items are masked in the original database), dynamic (using automation and
rules to secure data in real-time) or on-the-fly (with data masked in an application’s memory).

Hash functions can be used in order to anonymize PII. In order to prevent enumeration attacks, they
should always be combined with a salt function.

PIl in resource identifiers and their attributes [e.g. file names, uniform resource locators (URLs)] should
be either avoided or appropriately anonymized.

Additional controls concerning the protection of PII in public clouds are given in ISO/IEC 27018.
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Additional information on de-identification techniques is available in ISO/IEC 20889.

8.12 Data leakage prevention

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Detect #Information_pro- |#Protection
#Detective tection #Defence
Control

Data leakage prevention measures should be applied to systems, networks and any other deviees, fhat
process, stpre or transmit sensitive information.

Purpose

To detect and prevent the unauthorized disclosure and extraction of information by individualf or

systems.

12]

Guidance
N
The organifation should consider the following to reduce the risk of data l&akage:
N\

a) identifying and classifying information to protect against leakﬁge (e.g. personal information,
pricing models and product designs); \

b) monitdring channels of data leakage (e.g. email, file transférs, mobile devices and portable stofage
devices);

c) acting| to prevent information from leaking ‘(e)g. quarantine emails containing sensitive
informiation).

Data leakage prevention tools should be used to:

a) identifly and monitor sensitive information at risk of unauthorized disclosure (e.g. in unstructyred
data ol a user’s system); X

b) detect|the disclosure of sensitive”information (e.g. when information is uploaded to untrusted

third-party cloud services or: sent via email);

AN

c) block yser actions or network transmissions that expose sensitive information (e.g. preventing the
copyinig of database efityies into a spreadsheet).

N\

.

The organization sho}L(i determine if it is necessary to restrict a user’s ability to copy and pastg or
upload dath to servjbes, devices and storage media outside of the organization. If that is the case|the
organizatign should implement technology such as data leakage prevention tools or the configurafion
of existing fog)s-that allow users to view and manipulate data held remotely but prevent copy and phste
outside of the.drganization’s control.

If data export is required, the data owner should be allowed to approve the export and hold users
accountable for their actions.

Taking screenshots or photographs of the screen should be addressed through terms and conditions of
use, training and auditing.

Where data is backed up, care should be taken to ensure sensitive information is protected using
measures such as encryption, access control and physical protection of the storage media holding the
backup.

Data leakage prevention should also be considered to protect against the intelligence actions of an
adversary from obtaining confidential or secretinformation (geopolitical, human, financial, commercial,
scientific or any other) which can be of interest for espionage or can be critical for the community. The
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data leakage prevention actions should be oriented to confuse the adversary’s decisions for example by
replacing authentic information with false information, either as an independent action or as response
to the adversary’s intelligence actions. Examples of these kinds of actions are reverse social engineering
or the use of honeypots to attract attackers.

Other information

Data leakage prevention tools are designed to identify data, monitor data usage and movement, and
take actions to prevent data from leaking (e.g. alerting users to their risky behaviour and blocking the
transfer of data to portable storage devices).

R hnd online
acti 1t1es and by extension external party messages, which raises legal concerns that| should be
conpidered prior to deploying data leakage prevention tools. There is a variety of legislation|relating to
privacy, data protection, employment, interception of data and telecommunications-that is applicable to
monitoring and data processing in the context of data leakage prevention.

Datp leakage prevention can be supported by standard security controls, suchlas topic-specjfic policies
on dccess control and secure document management (see 5.12 and 5.15).

8.13 Information backup A\
"NV
Control type Information Cybersecurity _~ Operational Security domains
security properties concepts \~" capabilities
#Cqrrective #Integrity #Recover J  |#Continuity #Protectipn
#Availability g
Comntrol

Backup copies of information, software andcsystems should be maintained and regularly tested in
acc:[rdance with the agreed topic-specific policy on backup.

Purpose

To dnable recovery from loss of dat@or systems.

Guifdance \

A tgpic-specific policy ol backup should be established to address the organization’s data refention and
infgrmation securlty(rfqulrements

Adequate backup féeflltles should be provided to ensure that all essential information and sqftware can
be recovered fqllowmg an incident or failure or loss of storage media.

\
Planps should’be developed and implemented for how the organization will back up information,
softwaré and systems, to address the topic-specific policy on backup.

Wh val Jaclghlnﬂ' L ba{‘l’!

a) producing accurate and complete records of the backup copies and documented restoration
procedures;

b) reflecting the business requirements of the organization (e.g. the recovery point objective, see
5.30), the security requirements of the information involved and the criticality of the information
to the continued operation of the organization in the extent (e.g. full or differential backup) and
frequency of backups;

c) storing the backups in a safe and secure remote location, at a sufficient distance to escape any
damage from a disaster at the main site;

d) giving backup information an appropriate level of physical and environmental protection (see
Clause 7 and 8.1) consistent with the standards applied at the main site;
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e) regularly testing backup media to ensure that they can be relied on for emergency use when
necessary. Testing the ability to restore backed-up data onto a test system, not by overwriting the
original storage media in case the backup or restoration process fails and causes irreparable data
damage or loss;

f) protecting backups by means of encryption according to the identified risks (e.g. in situations
where confidentiality is of importance);

g) taking care to ensure that inadvertent data loss is detected before backup is taken.

Operational procedures should monitor the execution of backups and address failures of scheduled
backups to[ETISUTE COMPIETENESS Of DACKUPS acCOraing to the topic-Specitic poiicy o backups.

Backup mdasures for individual systems and services should be regularly tested to ensure €hat they
meet the gbjectives of incident response and business continuity plans (see 5.30). This should be
combined yvith a test of the restoration procedures and checked against the restoration\time requjred
by the business continuity plan. In the case of critical systems and services, backup, measures shguld
cover all systems information, applications and data necessary to recover the complete system in|the
event of a disaster.

When the| organization uses a cloud service, backup copies of the organlzatlons information,
applications and systems in the cloud service environment should be talgen The organization shguld
determine f and how requirements for backup are fulfilled when usmg the information backup seryice
provided af part of the cloud service. )

-~

N
The retentjon period for essential business information shouldbe determined, taking into accqunt
any requirement for retention of archive copies. The organization should consider the deletioh of
informatioh (see 8.10) in storage media used for backup once the information’s retention period explires
and should|take into consideration legislation and regulatioris.

Other information

For furthey information on storage security including retention consideration, see ISO/IEC 27040.

8.14 Redundancy of information processing facilities

Control type Information N Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive #Availability t\ #Protect #Continuity #Protection
@) #Asset_management |#Resilience
\ O
Control \*

Y
Informatiop proces§1‘;'1’g facilities should be implemented with redundancy sufficient to meet availabjlity

requirements. ‘\‘

-

Purpose 4

N

To ensure the continuous operation of information processing facilities.
Guidance

The organization should identify requirements for the availability of business services and information
systems. The organization should design and implement systems architecture with appropriate
redundancy to meet these requirements.

Redundancy can be introduced by duplicating information processing facilities in part or in their
entirety (i.e. spare components or having two of everything). The organization should plan and
implement procedures for the activation of the redundant components and processing facilities.
The procedures should establish if the redundant components and processing activities are always
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activated, or in case of emergency, automatically or manually activated. The redundant components
and information processing facilities should ensure the same security level as the primary ones.

Mechanisms should be in place to alert the organization to any failure in the information processing
facilities, enable executing the planned procedure and allow continued availability while the
information processing facilities are repaired or replaced.

The organization should consider the following when implementing redundant systems:

a) contracting with two or more suppliers of network and critical information processing facilities
such as internet service providers;

b) |using redundant networks;
c) |using two geographically separate data centres with mirrored systems;
d) [using physically redundant power supplies or sources;

e) |using multiple parallel instances of software components, with automadtic’load balancipg between
them (between instances in the same data centre or in different data’centres);

f) |having duplicated components in systems (e.g. CPU, hard disks, ) memories) or in networks (e.g.
firewalls, routers, switches). N
N
Where applicable, preferably in production mode, redundantt i‘n‘férmation systems should He tested to
enspire the failover from one component to another component works as intended.

Othler information .

Thefre is a strong relationship between redundaney.and ICT readiness for business continuity (see 5.30)
especially if short recovery times are required<:Many of the redundancy measures can be [part of the
[CT|continuity strategies and solutions.

The| implementation of redundancies cam introduce risks to the integrity (e.g. processes|of copying
datg to duplicated components can intfoduce errors) or confidentiality (e.g. weak security control of
dupllicated components can lead tg-compromise) of information and information systems, ywhich need
to ble considered when designing information systems.

Redundancy in information'pfocessing facilities does not usually address application unavaijability due
to faults within an appli\catibn.
A\

With the use of pu@‘\cloud computing, it is possible to have multiple live versions of ihformation
progessing facilitiésJexisting in multiple separate physical locations with automatic failover and load
balgncing between'them.

oA
Sonje of the\technologies and techniques for providing redundancy and automatic fail-¢gver in the
contextofcloud services are discussed in ISO/IEC TS 23167.

8.15 L:)ggillg

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Detective #Confidentiality #Detect #Information_securi- |#Protection
#Integrity ty_event_management |#Defence
#Availability
Control

Logs that record activities, exceptions, faults and other relevant events should be produced, stored,
protected and analysed.
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To record events, generate evidence, ensure the integrity of log information, prevent against
unauthorized access, identify information security events that can lead to an information security
incident and to support investigations.

Guidance

General

The organization should determine the purpose for which logs are created, what data is collected and

logged, ang-anylegspecifierequirements—forprotecting—andhandlinsthelogdata—this—shewld be

documentdd in a topic-specific policy on logging.

Event logs fhould include for each event, as applicable:

a) user IDs;

b) systemn] activities;

c) dates, fimes and details of relevant events (e.g. log-on and log-off);

d) devicelidentity, system identifier and location; N (.\

e) network addresses and protocols. ( ./\T

The followIng events should be considered for logging: ;

a) succespful and rejected system access attempts; :

b) succespful and rejected data and other resource access attempts;

c) changgs to system configuration;

d) use of privileges;

e) use of itility programs and applicatigns;

f) files aqcessed and the type of accgsé, including deletion of important data files;

g) alarmgraised by the access co';'ntrol system;

h) activation and de-activa{ioh\of security systems, such as anti-virus systems and intrusion detection
systenis; O

i) creatidn, modificg‘ti(;ri‘or deletion of identities;

j) transaftions executed by users in applications. In some cases, the applications are a servicg or
produdt pruy‘lded or run by a third party.

Itis impor antvror Al SysTems to tave SynchroniZed tIMe SOUTCES (€€ 8.17) as this attows for corretation

of logs between systems for analysis, alerting and investigation of an incident.

Protection of logs

Users, including those with privileged access rights, should not have permission to delete or de-activate
logs of their own activities. They can potentially manipulate the logs on information processing
facilities under their direct control. Therefore, it is necessary to protect and review the logs to maintain
accountability for the privileged users.

Controls should aim to protect against unauthorized changes to log information and operational
problems with the logging facility including:

a)

alterations to the message types that are recorded;
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b) log files being edited or deleted;

c) failure to record events or over-writing of past recorded events if the storage media holding a log
file is exceeded.

For protection of logs, the use of the following techniques should be considered: cryptographic hashing,
recording in an append-only and read-only file, recording in a public transparency file.

Some audit logs can be required to be archived because of requirements on data retention or
requirements to collect and retain evidence (see 5.28).

Why
trou iques (see
8.11) for information such as usernames, internet protocol (IP) addresses, hostnames or’organization
nanpe, before sending to the vendor.

Evept logs can contain sensitive data and personally identifiable information,“Appropriate privacy
protection measures should be taken (see 5.34).

Loglanalysis

Loglanalysis should cover the analysis and interpretation of informatien security events, to help identify
unufsual activity or anomalous behaviour, which can represent ingim‘tors of compromise.

e

Anadlysis of events should be performed by taking into accoun{;’z

a) [the necessary skills for the experts performing the analysis;

N

b) |determining the procedure of log analysis;
c) |therequired attributes of each security-related event;

d) |exceptions identified through the usé\.of predetermined rules [e.g. security information and
event management (SIEM) or firewall rules, and intrusion detection systems (IDSs) qr malware
signatures];

e) |known behaviour patterns‘a‘rid standard network traffic compared to anomalous aftivity and
behaviour [user and entitydehaviour analytics (UEBA)];

7

f) [results of trend or patterh analysis (e.g. as a result of using data analytics, big data techniques and
specialized analysiétools);

g) |available threa\tﬁrtelligence.

\ '0
Log| analysis «shiould be supported by specific monitoring activities to help identify ahd analyse
anomalous Qéﬁaviour, which includes:

a) [reviewing successful and unsuccessful attempts to access protected resources [e.g. dojnain name
system (DNS) servers, web portals and file shares];

b) checking DNS logs to identify outbound network connections to malicious servers, such as those
associated with botnet command and control servers;

c) examining usage reports from service providers (e.g. invoices or service reports) for unusual
activity within systems and networks (e.g. by reviewing patterns of activity);

d) including event logs of physical monitoring such as entrance and exit to ensure more accurate
detection and incident analysis;

e) correlating logs to enable efficient and highly accurate analysis.
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Suspected and actual information security incidents should be identified (e.g. malware infection or
probing of firewalls) and be subject to further investigation (e.g. as part of an information security
incident management process, see 5.25).

Other information

System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the use of suitable utility programs or audit tools to perform file interrogation can be considered.

Event logging sets the foundation for automated monitoring systems (see 8.16) which are capable of

generating[consoiidated TEPOTTS and aterts O Sy STl SECUTity:
A SIEM too| or equivalent service can be used to store, correlate, normalize and analyse log infernatfion,
and to generate alerts. SIEMs tend to require careful configuration to optimize theiri/benefits.
Configuratjons to consider include identification and selection of appropriate log sources,/tuning [and
testing of rules and development of use cases.
Public transparency files for the recording of logs are used, for example, in cerfificate transpargncy
systems. Spch files can provide an additional detection mechanism useful for\guarding against log
tampering Q
In cloud epvironments, log management responsibilities can be shared\f)etween the cloud serpice
customer gnd the cloud service provider. Responsibilities vary dependitig on the type of cloud seryice
being used| Further guidance can be found in ISO/IEC 27017. \~
8.16 Monjitoring activities >
Control type Information Cybersecurity Operational Security domajns
security properties concepts capabilities
#Detective #Confidentiality #Detect #Re¢spond | #Information_securi- |#Defence
#Corrective #Integrity #Availability ty_event_management
Control )
X
Networks, |systems and applications shieuld be monitored for anomalous behaviour and approprjiate
actions takien to evaluate potential.information security incidents.
A
Purpose A\
2\
To detect anomalous beha@r and potential information security incidents.
Guidance N »
N
The monitpring scope and level should be determined in accordance with business and informa([ion
security requinéntents and taking into consideration relevant laws and regulations. Monitoring recgrds
should be hdifntained for defined retention periods.

The following should be considered for inclusion within the monitoring system:

a)
b)
‘)

d)
datale

e)

106

outbound and inbound network, system and application traffic;

critical or admin level system and network configuration files;

akage prevention];

event logs relating to system and network activity;

access to systems, servers, networking equipment, monitoring system, critical applications, etc.;

logs from security tools [e.g. antivirus, IDS, intrusion prevention system (IPS), web filters, firewalls,
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f) checking that the code being executed is authorized to run in the system and that it has not been
tampered with (e.g. by recompilation to add additional unwanted code);

g) use of the resources (e.g. CPU, hard disks, memory, bandwidth) and their performance.

The organization should establish a baseline of normal behaviour and monitor against this baseline for
anomalies. When establishing a baseline, the following should be considered:

a) reviewing utilization of systems at normal and peak periods;

b) wusual time of access, location of access, frequency of access for each user or group of users.

Thel monitoring system should be configured against the established baseline to identify Janomalous
behpviour, such as:

a) |unplanned termination of processes or applications;

b) |activity typically associated with malware or traffic originating from knownmalicious [ addresses
or network domains (e.g. those associated with botnet command and cdntrol servers);

c) |known attack characteristics (e.g. denial of service and buffer overflows);

d) [unusual system behaviour (e.g. keystroke logging, process. m]ectlon and deviationg in use of
standard protocols); N

e
-

e) |bottlenecks and overloads (e.g. network queuing, latencyi‘e{/els and network jitter);
f) |unauthorized access (actual or attempted) to systends or information;
g) |unauthorized scanning of business applications,'systems and networks;

h) |successful and unsuccessful attempts to access protected resources (e.g. DNS servers, web portals
and file systems);

i) Junusual user and system behaviourin relation to expected behaviour.

Conftinuous monitoring via a monitoring tool should be used. Monitoring should be done in gfeal time or

in periodic intervals, subject toorganizational need and capabilities. Monitoring tools should include

the pbility to handle large amieunts of data, adapt to a constantly changing threat landscapq, and allow

for Feal-time notification. The tools should also be able to recognize specific signatures gnd data or

netyork or application hehaviour patterns.
N\

NN
Autpmated monito{r&g software should be configured to generate alerts (e.g. via management consoles,
emdil messages qr.ihstant messaging systems) based on predefined thresholds. The alerting system
shofild be tuned and trained on the organization’s baseline to minimize false positives. Persohnel should
be gledicated)to respond to alerts and should be properly trained to accurately interprdt potential
incifdents: Ihere should be redundant systems and processes in place to receive and respdnd to alert
notffieatidns.

Abnormal events should be communicated to relevant parties in order to improve the following
activities: auditing, security evaluation, vulnerability scanning and monitoring (see 5.25). Procedures
should be in place to respond to positive indicators from the monitoring system in a timely manner, in
order to minimize the effect of adverse events (see 5.26) on information security. Procedures should
also be established to identify and address false positives including tuning the monitoring software to
reduce the number of future false positives.

Other information
Security monitoring can be enhanced by:
a) leveraging threat intelligence systems (see 5.7);

b) leveraging machine learning and artificial intelligence capabilities;
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using blocklists or allowlists;

undertaking a range of technical security assessments (e.g. vulnerability assessments, penetration

testing, cyber-attack simulations and cyber response exercises), and using the results of these
assessments to help determine baselines or acceptable behaviour;

e)
f)

using performance monitoring systems to help establish and detect anomalous behaviour;

leveraging logs in combination with monitoring systems.

Monitoring activities are often conducted using specialist software, such as intrusion detection

hoca can b configiend taabacalina Af il Socnntbhla o d Avnactad oot o d o ady
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approved t

Purpose

To enable
support iny

Guidance

External a
should be
contractu
organizati
entry and ¢

A clock link

i

of information processing systems us€d by the organization should be synchronize
me sources.

X
the correlation and analysis_of security-related events and other recorded data, an
restigations into information security incidents.

A

"

AN

N\
hd internal requiréments for time representation, reliable synchronization and accuf

standards and internal monitoring needs. A standard reference time for use within
n should¥e defined and considered for all systems, including building management syst¢
xit systems and others that can be used to aid investigations.

‘\
efito a radio time broadcast from a national atomic clock or global positioning system ((

 to

] to

acy

ocumented anﬂ)implemented Such requirements can be from legal, statutory, regulatory,

the
ms,

PS)

should be uUsetastheTeference ttock forfogging systents; atonsistent; trusted date amd-time sourte to
ensure accurate time-stamps. Protocols such as network time protocol (NTP) or precision time protocol
(PTP) should be used to keep all networked systems in synchronization with a reference clock.

The organization can use two external time sources at the same time in order to improve the reliability
of external clocks, and appropriately manage any variance.

Clock synchronization can be difficult when using multiple cloud services or when using both cloud
and on-premises services. In this case, the clock of each service should be monitored and the difference
recorded in order to mitigate risks arising from discrepancies.
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Other information

The correct setting of computer clocks is important to ensure the accuracy of event logs, which can
be required for investigations or as evidence in legal and disciplinary cases. Inaccurate audit logs can
hinder such investigations and damage the credibility of such evidence.

8.18 Use of privileged utility programs

Control type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Preventive FConiidentiality FProtect FSystem_and_net- FProtection
#Integrity work_security
#Availability #Secure_configura-
tion
#Application_security:

Control

Thejuse of utility programs that can be capable of overriding system and application controls should be
restricted and tightly controlled.

Purjpose ,\’\‘
To gnsure the use of utility programs does not harm system*\a’ﬁd application controls for information
secyrity.

Guifdance >

The| following guidelines for the use of utility programs that can be capable of overriding $ystem and
application controls should be considered:

a) |limitation of the use of utility programs to the minimum practical number of trusted, [authorized
users (see 8.2);

b) |use of identification, authentication and authorization procedures for utility programs, including
unique identification of the pérson who uses the utility program;

c) |defining and document;inf;r of authorization levels for utility programs;
d) [authorization for adthoc use of utility programs;
2\
e) |not making ut%ij programs available to users who have access to applications on systems where
segregation 6f duties is required;
Y

f) removiq@%fdisabling all unnecessary utility programs;

g) |atalminimum, logical segregation of utility programs from application software. Where practical,
sefregating network communications for such programs from application traffic;

h) * limitation of the availability of utility programs (e.g. for the duration of an authorized change);
i) logging of all use of utility programs.
Other information

Most information systems have one or more utility programs that can be capable of overriding system
and application controls, for example diagnostics, patching, antivirus, disk defragmenters, debuggers,
backup and network tools.
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8.19 Installation of software on operational systems

Control type Information Cybersecurity Operational Security do-

security properties concepts capabilities mains

#Preventive #Confidentiality #Protect #Secure_configuration |#Protection
#Integrity #Application_security
#Availability

Control

Procedures_and measures should be implemented to securely manage software installation on

operational systems.

Purpose

To ensure the integrity of operational systems and prevent exploitation of technical vulnerabilities
Guidance

The follow{ng guidelines should be considered to securely manage changes andinstallation of software
on operatignal systems: C
a) performing updates of operational software only by trained admiﬁfstrators upon appropifiate

management authorization (see 8.5); P

J

-~

b) ensurihg that only approved executable code and no development code or compilers is installe¢l on
operatjonal systems;

N

c) onlyinjstalling and updating software after extensive afnd successful testing (see 8.29 and 8.31};
d) wupdatiphg all corresponding program source libraries;

e) using & configuration control system to keep-vcontirol of all operational software as well as|the
systen} documentation;

f) definirg a rollback strategy before cl}anges are implemented;
g) maintdining an audit log of all updates to operational software;

h) archiving old versions of software together with all required information and parameters,
procedures, conflguratlonldetalls and supporting software as a contingency measure, and for as
long aqg the software is @ulred to read or process archived data.

Any decisi¢n to upgrade tb a new release should take into account the business requirements for|the
change and the secur\ytyof the release (e.g. the introduction of new information security functionalitly or
the number and severity of information security vulnerabilities affecting the current version). Software
patches shpuldbe-applied when they can help to remove or reduce information security vulnerabil|ties

(see 8.8 an{l.849).

Computer software can rely on externally supplied software and packages (e.g. software programs
using modules which are hosted on external sites), which should be monitored and controlled to avoid
unauthorized changes, because they can introduce information security vulnerabilities.

Vendor supplied software used in operational systems should be maintained at a level supported
by the supplier. Over time, software vendors will cease to support older versions of software. The
organization should consider the risks of relying on unsupported software. Open source software used
in operational systems should be maintained to the latest appropriate release of the software. Over
time, open source code can cease to be maintained but is still available in an open source software
repository. The organization should also consider the risks of relying on unmaintained open source
software when used in operational systems.
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When suppliers are involved in installing or updating software, physical or logical access should
only be given when necessary and with appropriate authorization. The supplier’s activities should be
monitored (see 5.22).

The organization should define and enforce strict rules on which types of software users can install.

The principle of least privilege should be applied to software installation on operational systems.
The organization should identify what types of software installations are permitted (e.g. updates and
security patches to existing software) and what types of installations are prohibited (e.g. software
that is only for personal use and software whose pedigree with regard to being potentially malicious
is unknown or suspect). These privileges should be granted based on the roles of the users concerned.

Othler information

No ¢ther information.

8.2D Networks security

Control type Information Cybersecurity Operdtional Security domains
security properties concepts capabilities
#P1leventive #Confidentiality #Protect #Detect #Systeﬁl_and_net- #Protection
#Dgtective #Integrity wenk:Security
#Availability N\
\<
Corntrol

Networks and network devices should be secured, managed and controlled to protect infdqrmation in
systems and applications.

Purpose

To protect information in networks and-its supporting information processing facilities from
conjpromise via the network.

Guidance

X

Conftrols should be implemented to ensure the security of information in networks and|to protect
conpected services from unaythorized access. In particular, the following items should be c¢nsidered:

a) |[the type and classification level of information that the network can support;

b) |establishing résponsibilities and procedures for the management of networking equjpment and
devices; <1V

O
¢) |maintainitig up to date documentation including network diagrams and configuratfon files of
deViC(‘as‘(e.g. routers, switches);

d) |separating operational responsibility for networks from ICT system operations where dppropriate
(see 5.3);

e) establishing controls to safeguard the confidentiality and integrity of data passing over public
networks, third-party networks or over wireless networks and to protect the connected systems
and applications (see 5.22, 8.24, 5.14 and 6.6). Additional controls can also be required to maintain
the availability of the network services and computers connected to the network;

f) appropriately logging and monitoring to enable recording and detection of actions that can affect,
or are relevant to, information security (see 8.16 and 8.15);

g) closely coordinating network management activities both to optimize the service to the
organization and to ensure that controls are consistently applied across the information processing
infrastructure;
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h) authenticating systems on the network;
i) restricting and filtering systems connection to the network (e.g. using firewalls);
j) detecting, restricting and authenticating the connection of equipment and devices to the network;
k) hardening of network devices;
1) segregating network administration channels from other network traffic;
m) temporarily isolating critical subnetworks (e.g. with drawbridges) if the network is under attack;
n) disabling vulnerable network protocols.
The organigation should ensure that appropriate security controls are applied to the use of yirtualjzed
networks. Virtualized networks also cover software-defined networking (SDN, SD-WANY; Virtualjzed
networks ¢an be desirable from a security viewpoint, since they can permit logical\s€paratioh of
communication taking place over physical networks, particularly for systems and applications thaffare
implementgd using distributed computing.
Other information
Additional information on network security can be found in the ISO/IEC 2,7@33 series.
N
More information concerning virtualized networks can be found in ISGAEC TS 23167.
-
8.21 Secuyrity of network services ,
Contro] type Information Cybersecurity Operational Security domajns

security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection

#Integrity work_security

#Availability
Control )

X
Security mpchanisms, service levels apd service requirements of network services should be identified,
implementgd and monitored. BAN
A
Purpose \
2\
To ensure gecurity in the u\s:) network services.
Guidance N
N

The security meastires necessary for particular services, such as security features, service levelsjand
service requirements, should be identified and implemented (by internal or external network seryice
providers)|Thé-organization should ensure that network service providers implement these measupres.

The ability of the network service provider to manage agreed services in a secure way should be
determined and regularly monitored. The right to audit should be agreed between the organization
and the provider. The organization should also consider third-party attestations provided by service
providers to demonstrate they maintain appropriate security measures.

Rules on the use of networks and network services should be formulated and implemented to cover:

a) the networks and network services which are allowed to be accessed;

b) authentication requirements for accessing various network services;

c) authorization procedures for determining who is allowed to access which networks and networked
services;
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d) network management and technological controls and procedures to protect access to network
connections and network services;

e) the means used to access networks and network services [e.g. use of virtual private network (VPN)
or wireless network];

f) time, location and other attributes of the user at the time of the access;
g) monitoring of the use of network services.

The following security features of network services should be considered:

a) |technology applied for security of network services, such as authentication, encryption and
network connection controls;

b) |technical parameters required for secured connection with the network services in hccordance

with the security and network connection rules;

c) |caching (e.g.in a content delivery network) and its parameters that alloW1sers to choosg the use of
caching in accordance with performance, availability and confidentidlity requirements;

d) [procedures for the network service usage to restrict access to(network services or applications,
where necessary. \%

Other information o)
N

Network services include the provision of connections, private network services and managgd network

secyirity solutions such as firewalls and intrusion detéction systems. These services can fange from
simple unmanaged bandwidth to complex value-added-offerings.
Motle guidance on a framework for access mandgement is given in ISO/IEC 29146.
8.2 Segregation of networks
(ontrol type Information Cybersecurity Operational Security domains
security properties concepts capabilities
#Prleventive #Confidenti,a\\lity #Protect #System_and_net- #Protection
#Integrity" work_security
#Availability
N
Control C*\

Gropps of information services, users and information systems should be segregated in the
org mization'@j‘letworks.

N_J

Purjpose ‘\\

To gplit the network in security boundaries and to control traffic between them based dn business
needs.

Guidance

The organization should consider managing the security of large networks by dividing them into
separate network domains and separating them from the public network (i.e. internet). The domains
can be chosen based on levels of trust, criticality and sensitivity (e.g. public access domain, desktop
domain, server domain, low- and high-risk systems), along organizational units (e.g. human resources,
finance, marketing) or some combination (e.g. server domain connecting to multiple organizational
units). The segregation can be done using either physically different networks or by using different
logical networks.

The perimeter of each domain should be well-defined. If access between network domains is allowed,
it should be controlled at the perimeter using a gateway (e.g. firewall, filtering router). The criteria for
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segregation of networks into domains, and the access allowed through the gateways, should be based
on an assessment of the security requirements of each domain. The assessment should be in accordance
with the topic-specific policy on access control (see 5.15), access requirements, value and classification
of information processed and take account of the relative cost and performance impact of incorporating
suitable gateway technology.

Wireless networks require special treatment due to the poorly-defined network perimeter. Radio
coverage adjustment should be considered for segregation of wireless networks. For sensitive
environments, consideration should be made to treat all wireless access as external connections and
to segregate this access from internal networks until the access has passed through a gateway in
accordance with network control 1 cess
network for guests should be segregated from those for personnel if personnel only use controlled
endpoint devices compliant to the organization’s topic-specific policies. WiFi for guests sheuld Have
at least th¢ same restrictions as WiFi for personnel, in order to discourage the use of guést-WiHi by
personnel.

Other information

Networks pften extend beyond organizational boundaries, as business partnefships are formed fhat
require the interconnection or sharing of information processing and networking facilities. Juch
extensions| can increase the risk of unauthorized access to the organization’s information systpms
that use the network, some of which require protection from other netW’ork users because of their
sensitivity|or criticality. o,

J
-~

N

8.23 Webfiltering

Controlltype Information Cybersecurity Operational Security domajns
security properties concepts capabilities
#Preventive #Confidentiality #Protect #System_and_net- #Protection
#Integrity ‘ work_security
#Availability
Control

Access to ekternal websites should be ma’naged to reduce exposure to malicious content.
0\'

Purpose G
To protect|systems from being\j:ompromised by malware and to prevent access to unauthorized web
resources. @)
- \ u
Guidance RN\

O

The organ|zation. §hould reduce the risks of its personnel accessing websites that contain illpgal

informatioh or ar€ known to contain viruses or phishing material. A technique for achieving this WV})rks

by blocking theIP address or domain of the website(s) concerned. Some browsers and anti-malware
technologieésdd this antomatically or can he configured to do so

The organization should identify the types of websites to which personnel should or should not have
access. The organization should consider blocking access to the following types of websites:

a) websites that have an information upload function unless permitted for valid business reasons;
b) known or suspected malicious websites (e.g. those distributing malware or phishing contents);
¢) command and control servers;

d) malicious website acquired from threat intelligence (see 5.7);

e) websites sharing illegal content.
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Prior to deploying this control, the organization should establish rules for safe and appropriate use
of online resources, including any restriction to undesirable or inappropriate websites and web-based
applications. The rules should be kept up-to-date.

Training should be given to personnel on the secure and appropriate use of online resources including
access to the web. The training should include the organization’s rules, contact point for raising security
concerns, and exception process when restricted web resources need to be accessed for legitimate
business reasons. Training should also be given to personnel to ensure that they do not overrule any
browser advisory that reports that a website is not secure but allows the user to proceed.

Other information

Wel filtering can include a range of techniques including signatures, heuristics, listyof{acceptable
weljsites or domains, list of prohibited websites or domains and bespoke configuratien to help prevent
malficious software and other malicious activity from attacking the organization’s network and systems.

8.2#t Use of cryptography
(ontrol type Information Cybersecurity Operational Secyirity do-
security properties concepts capabilities hains
#P1leventive #Confidentiality #Protect #Se(;lQ’E_configuration #Protegction
#Integrity N
#Availability oS
N
Comtrol
Rulgs for the effective use of cryptography, including-¢xyptographic key management, should be defined
and|implemented.
Purpose
To ensure proper and effective use of cryptography to protect the confidentiality, autHenticity or

intg

con
Gui
G
Wh

en

grity of information according to business and information security requirements, and
sideration legal, statutory, regulatory and contractual requirements related to cryptogr:

dance L
eral (

bn using cryptogr(a;pj\qy the following should be considered:

taking into
phy.

a) [the topic-specific policy on cryptography defined by the organization, including the general
principles for the protection of information. A topic-specific policy on the use of crypfography is
necessary<to maximize the benefits and minimize the risks of using cryptographic techniques and
to aveid'inappropriate or incorrect use;

‘\

b) |idenfifying the required level of protection and the classification of the informpation and
""" C v“;-‘: e €S C1Tg atrd-ertratt O € PTOg IA;:i Srequired,

c) the use of cryptography for protection of information held on mobile user endpoint devices or

storage media and transmitted over networks to such devices or storage media;

d) the approach to key management, including methods to deal with the generation and protection of

e)

cryptographic keys and the recovery of encrypted information in the case of lost, comp
damaged keys;

roles and responsibilities for:

1) the implementation of the rules for the effective use of cryptography;
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2) the key management, including key generation (see 8.24);

f) the standards to be adopted, as well as cryptographic algorithms, cipher strength, cryptographic
solutions and usage practices that are approved or required for use in the organization;

g) theimpactofusing encrypted information on controls that rely on content inspection (e.g. malware
detection or content filtering).

When implementing the organization’s rules for effective use of cryptography, the regulations and
national restrictions that can apply to the use of cryptographic techniques in different parts of the world
should be taken into consideration as well as the issues of trans-border flow of encrypted information
(see 5.31).

The contents of service level agreements or contracts with external suppliers of cryptographi€servjices
(e.g. with { certification authority) should cover issues of liability, reliability of services andirespgnse

Appropriatle key management requires secure processes for generating, storing,\archiving, retrieying,
distributing, retiring and destroying cryptographic keys.

N
A key marnlagement system should be based on an agreed set of stanga)ds, procedures and seg¢ure
methods fqr: \J

»

N J

a) generating keys for different cryptographic systems and diffel}en\‘g applications;

b) issuing and obtaining public key certificates;

c) distributing keys to intended entities, including how:te activate keys when received;

d) storing keys, including how authorized users obtain access to keys;

e) changing or updating keys including rules om‘when to change keys and how this will be done;
f) dealing with compromised keys;

g) revokingkeysincluding how to withdraw or deactivate keys [e.g. when keys have been comprom|sed
or when a user leaves an orgagization (in which case keys should also be archived)];

h) recovering keys that are lost or corrupted;
2\
i) backinjg up or archivir@%ys;
j) destroying keys; ~ »
NS
k) logging and auditing of key management related activities;

‘\
1) setting activation and deactivation dates for keys so that the keys can only be used for the periqd of

time a :

m) handling legal requests for access to cryptographic keys (e.g. encrypted information can be
required to be made available in an unencrypted form as evidence in a court case).

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

In addition to integrity, for many use cases, the authenticity of public keys should also be considered.
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Other information

The authenticity of public keys is usually addressed by public key management processes using
certificate authorities and public key certificates, but it is also possible to address it by using
technologies such as applying manual processes for small number keys.

Cryptography can be used to achieve different information security objectives, for example:

a) confidentiality: using encryption of information to protect sensitive or critical information, either
stored or transmitted;

b) rtegrity-orauthenticity—using-digital-sighatures—er-message—authentication-cedes—+tq verify the
authenticity or integrity of stored or transmitted sensitive or critical information. Usingfalgorithms
for the purpose of file integrity checking;

c) |non-repudiation: using cryptographic techniques to provide evidence of thé dccurrerce or non-
occurrence of an event or action;

d) |authentication: using cryptographic techniques to authenticate usersiand other systgm entities
requesting access to or transacting with system users, entities and gesources.

ThelISO/IEC 11770 series provides further information on key management.

\V
N
8.2p Secure development life cycle oyt
&
Control type Information Cybersecurity J Operational Security domains
security properties concepts’ capabilities
#Prjeventive #Confidentiality #Protect #Application_security |#Protection
#Integrity #System_and_net-
#Availability work_security
Comntrol

Rulgs for the secure development of seffware and systems should be established and appliedl.

X

Purpose ’

To gnsure information secqrify is designed and implemented within the secure development life cycle

of spftware and systems{.
A\

. N
Guifdance C \

Seclire developmer}t) is a requirement to build up a secure service, architecture, software gnd system.
To 4chieve thi\s,‘ the following aspects should be considered:

a) separa\t-foh of development, test and production environments (see 8.31);
)

b) gqidance on the security in the software development life cycle:

1) security in the software development methodology (see 8.28 and 8.27);
2) secure coding guidelines for each programming language used (see 8.28);
c) security requirements in the specification and design phase (see 5.8);

d) security checkpoints in projects (see 5.8);

e) system and security testing, such as regression testing, code scan and penetration tests (see 8.29);
f) secure repositories for source code and configuration (see 8.4 and 8.9);

g) security in the version control (see 8.32);
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h) required application security knowledge and training (see 8.28);
i) developers’ capability for preventing, finding and fixing vulnerabilities (see 8.28);
j) licensing requirements and alternatives to ensure cost-effective solutions while avoiding future

licensing issues (See 5.32).

If development is outsourced, the organization should obtain assurance that the supplier complies with
the organization’s rules for secure development (see 8.30).

Other information
Development can also take place inside applications, such as office applications, scripting, browsetsjand
databases.
8.26 Application security requirements
Control fype Information Cybersecurity Operational Sécurity domajns
security properties concepts capabilities
#Preventive #Confidentiality #Protect #Application_security |#Protection
#Integrity #System_angd_het- #Defence
#Availability work_security”
Control ) s
N
Informatiop security requirements should be identified, specified and approved when developinfg or
acquiring gpplications. >
Purpose
To ensure [all information security requirements afe identified and addressed when developing or
acquiring gpplications.
Guidance
General X
Application security requirements, should be identified and specified. These requirements are usyally
determined through a risk assessmlent. The requirements should be developed with the support of
informatioh security specialist§\
Application security requ'g;é’fhents can cover a wide range of topics, depending on the purpose off the
application|. N\
Y
Applicatior security\;’equirements should include, as applicable:
a) level of trustih identity of entities [e.g. through authentication (see 5.17, 8.2 and 8.5)];
b) identifyimgthetypeofinformatiomrand—classificatiomrtevettobeprocessed by theapptication;
c) need for segregation of access and level of access to data and functions in the application;
d) resilience against malicious attacks or unintentional disruptions [e.g. protection against buffer
overflow or structured query language (SQL) injections];
e) legal, statutory and regulatory requirements in the jurisdiction where the transaction is generated,
processed, completed or stored;
f) need for privacy associated with all parties involved;
g) the protection requirements of any confidential information;
h) protection of data while being processed, in transit and at rest;
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i) need to securely encrypt communications between all involved parties;

j) input controls, including integrity checks and input validation;

k) automated controls (e.g. approval limits or dual approvals);

1) output controls, also considering who can access outputs and its authorization;

m) restrictions around content of "free-text" fields, as these can lead to uncontrolled storage of
confidential data (e.g. personal data);

n) requirements derived from the business process, such as transaction logging and monitoring,
nonrepudiation requirements;

0) [requirements mandated by other security controls (e.g. interfaces to logging and’mopnitoring or
data leakage detection systems);

p) |error message handling.
Transactional services

Additionally, for applications offering transactional services betwee\n the organization and a partner,
the following should be considered when identifying information security requirements:

N\
a) [the level of trust each party requires in each other’s claimed-identity;
-
b) |the level of trust required in the integrity of infepmation exchanged or process¢d and the

mechanisms for identification of lack of integrityi(e.g. cyclic redundancy check, hashiing, digital
signatures);

c) |authorization processes associated with,.who can approve contents of, issue of sign key
transactional documents;

d) [confidentiality, integrity, proof of dispatch and receipt of key documents and the non-gepudiation
(e.g. contracts associated with tendéring and contract processes);

e) [the confidentiality and integrity of any transactions (e.g. orders, delivery address gletails and
confirmation of receipts);

f) |requirements on how léﬁg to maintain a transaction confidential;
g) |insurance and ot&e;\contractual requirements.

Eledtronic ordering-and payment applications

Additionally,\f?)r applications involving electronic ordering and payment, the following| should be

conpidereds
N\

)
a) [regquirements for maintaining the confidentiality and integrity of order information;

b) the degree of verification appropriate to verify payment information supplied by a customer;
c) avoidance of loss or duplication of transaction information;

d) storingtransaction details outside of any publicly accessible environment (e.g. on a storage platform
existing on the organizational intranet, and not retained and exposed on electronic storage media
directly accessible from the internet);

e) where a trusted authority is used (e.g. for the purposes of issuing and maintaining digital
signatures or digital certificates) security is integrated and embedded throughout the entire end-
to-end certificate or signature management process.
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Several of the above considerations can be addressed by the application of cryptography (see 8.24),
taking into consideration legal requirements (see 5.31 to 5.36, especially see 5.31 for cryptography
legislation).

Other information

Applications accessible via networks are subject to a range of network related threats, such as fraudulent
activities, contract disputes or disclosure of information to the public; incomplete transmission, mis-
routing, unauthorized message alteration, duplication or replay. Therefore, detailed risk assessments
and careful determination of controls are indispensable. Controls required often include cryptographic
methods for authentication and securing data transfer.

Further inilormation on application security can be found in the [SO/IEC 27034 series.

8.27 Secure system architecture and engineering principles
Control/type Information Cybersecurity Operational Security domajns

security properties concepts capabilities
#Preventive #Confidentiality #Protect #Application_security |#Protection

#Integrity #System_and_net-

#Availability work_securi€y

N
Control N\
-
Principles for engineering secure systems should be established,documented, maintained and apglied
to any information system development activities.
Purpose
To ensure| information systems are securely desiginied, implemented and operated within |the
developmeht life cycle. ‘
Guidance
Security epgineering principles should (be established, documented and applied to informafion
system engineering activities. Security should be designed into all architecture layers (business, data,
applications and technology). New .téchinology should be analysed for security risks and the depign
should be reviewed against known.attack patterns.
A

Secure engineering principles-provide guidance on user authentication techniques, secure sespion

control and

Secure sys

data Validatior\l-)s.ud sanitisation.

em enginee;ri'\q'g principles should include analysis of:
o

‘\

-

)

N\
| range ef’security controls required to protect information and systems against identified

abilities of securitv controls to prevent detect or resnond to securitv events:
4 I 4 Ir 4 4

information, integrity checking and digitally signing information);

and the technical infrastructure);

a) the ful
threats;

b) the cap

c)

d)

e)

set of controls.

Security engineering principles should take account of:

a)

120

the need to integrate with a security architecture;

specific security controls required by particular business processes (e.g. encryption of sensitive

where and how security controls are to be applied (e.g. by integrating with a security architecture

how individual security controls (manual and automated) work together to produce an integrated
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b) technical security infrastructure [e.g. public key infrastructure (PKI), identity and access
management (IAM), data leakage prevention and dynamic access management];

c) capability of the organization to develop and support the chosen technology;

d) cost, time and complexity of meeting security requirements;

e) current good practices.

Secure system engineering should involve:

a) in depth”,
“security by default”, “default deny”, “fail securely”, “distrust input from external @pjplications”,
“security in deployment”, “assume breach”, "least privilege", “usability and managedbility” and
“least functionality”;

b) |a security-oriented design review to help identify information security.vulnerabilitjes, ensure
security controls are specified and meet security requirements;

c) |documentation and formal acknowledgement of security contrgls’ that do not fully meet
requirements (e.g. due to overriding safety requirements);

N

d) |hardening of systems. \%

N
Thelorganization should consider "zero trust” principles suchtas: .
N

a) |assuming the organization’s information systems arediready breached and thus not b¢ reliant on
network perimeter security alone; <

b) |employing a “never trust and always verify” approach for access to information systemsg;

c) |ensuring that requests to information systems are encrypted end-to-end;

d) [verifying each request to an information system as if it originated from an open, externsl network,
even if these requests originatedZinternal to the organization (i.e. not automaticallly trusting
anything inside or outside its petrimeters);

X

e) |using "least privilege" and djrnamic access control techniques (see 5.15, 5.18 and 8.2). This includes
authenticating and au}hbrizing requests for information or to systems based on [contextual
information such as authentication information (see 5.17), user identities (see 5.16), datp about the
user endpoint devic®, and data classification (see 5.12);

NN

f) |always authenti¢ating requesters and always validating authorization requests to iphformation
systems baséd-on information including authentication information (see 5.17) and usefr identities
(5.16), datd-about the user endpoint device, and data classification (see 5.12), for examplg enforcing
strong Suthentication (e.g. multi-factor, see 8.5).

\\

The| established security engineering principles should be applied, where applicable, to putsourced

development of information systems through the contracts and other binding agreements between the

organization and the supplier to whom the organization outsources. The organization should ensure
that suppliers’ security engineering practices align with the organization’s needs.

The security engineering principles and the established engineering procedures should be regularly
reviewed to ensure that they are effectively contributing to enhanced standards of security within
the engineering process. They should also be regularly reviewed to ensure that they remain up-to-
date in terms of combatting any new potential threats and in remaining applicable to advances in the
technologies and solutions being applied.
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