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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Digeftives, Part 2.

ISO/IBC 27002 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informiatidn technology,
Subcommittee SC 27, IT Security techniques.

Attention is drawn to the possibility that some of the elements of this docurnent may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such*patent rights.

This decond edition cancels and replaces the first edition (ISO/IE€,27002:2005), whiich has been
technically and structurally revised.
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0 Introduction

0.1 Background and context

This International Standard is designed for organizations to use as a reference for selecting controls
within the process of implementing an Information Security Management System (ISMS) based on
ISO/IEC 27001[19] or as a guidance document for organizations implementing commonly accepted
information security controls. This standard is also intended for use in developing industry- and
organization-specific information security management guidelines, taking into consideration their
specific information security risk environment(s).

Organizationf of a
collect, proceps, store and transmit information in many forms including electronlc physical and'yerbal
(e.g. conversgdtions and presentations).

Thevalue ofinformation goesbeyond the written words, numbers and images: knowledge,lconceptg,ideas
and brands atte examples of intangible forms of information. In an interconnected world, informatipn and
related procefses, systems, networks and personnel involved in their operation, handling and protection
are assets thpt, like other important business assets, are valuable to an organization’s business and
consequently|deserve or require protection against various hazards.

Assets are syibject to both deliberate and accidental threats while the-Trelated processes, syftems,
networks angl people have inherent vulnerabilities. Changes to business processes and systegms or
other externgl changes (such as new laws and regulations) may create new information security| risks.
Therefore, giyen the multitude of ways in which threats could také advantage of vulnerabilities tq harm
the organizatfion, information security risks are always present.‘Effective information security r¢duces
these risks by protecting the organization against threats and vulnerabilities, and then reduces impacts
to its assets.

Information decurity is achieved by implementing a stiitable set of controls, including policies, progesses,
procedures, ¢rganizational structures and software and hardware functions. These controls nged to
be established, implemented, monitored, reviewed and improved, where necessary, to ensure that the
specific security and business objectives of the organization are met. An ISMS such as that specified in
ISO/IEC 27001[19] takes a holistic, coordinatéd view of the organization’s information security risks in
order to impl¢ment a comprehensive suite’of information security controls under the overall frampwork
of a coherentmanagement system.

Many information systems havefiot been designed to be secure in the sense of ISO/IEC 27001[10] apd this
standard. Th¢ security that can-be achieved through technical means is limited and should be supIorted
by appropriafe managementand procedures. Identifying which controls should be in place refuires
careful planring and attention to detail. A successful ISMS requires support by all employees|in the
organization| It can dlsp require participation from shareholders, suppliers or other external pprties.
Specialist adyice from external parties can also be needed.

In a more gengrdlSense, effective information security also assures management and other stakehjolders
that the organization’s assets are reasonably safe and protected against harm, thereby acting as a
business enabler.

0.2 Information security requirements

It is essential that an organization identifies its security requirements. There are three main sources of
security requirements:

a) the assessment of risks to the organization, taking into account the organization’s overall business
strategy and objectives. Through a risk assessment, threats to assets are identified, vulnerability to
and likelihood of occurrence is evaluated and potential impact is estimated;

b) the legal, statutory, regulatory and contractual requirements that an organization, its trading
partners, contractors and service providers have to satisfy, and their socio-cultural environment;
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)

the set of principles, objectives and business requirements for information handling, processing,
storing, communicating and archiving that an organization has developed to support its operations.

Resources employed in implementing controls need to be balanced against the business harm likely
to result from security issues in the absence of those controls. The results of a risk assessment will
help guide and determine the appropriate management action and priorities for managing information
security risks and for implementing controls selected to protect against these risks.

ISO/IEC 27005[11] provides information security risk management guidance, including advice on risk

assessment, risk treatment, risk acceptance, risk communication, risk monitoring and risk review.

0.3
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0.6

Related standards

While this standard offers guidance on a broad range of information security controls that are
commonly applied in many different organizations, the remaining standards in the ISO/IEC 27000
family provide complementary advice or requirements on other aspects of the overall process of
managing information security.

RefertoISO/IEC27000 forageneralintroductiontoboth ISMSs and the family of standards.ISO/IEC27000
provides a glossary, formally defining most of the terms used throughout the ISO/IEC 27000 family of
standards, and describes the scope and objectives for each member of the family.
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Information technology — Security techniques — Code of
practice for information security controls

1 Scope

This Internatlonal Standard gives guldelmes for organlzatlonal 1nformat10n securlty standards and

of confrols taking into consideration the organization’s information security risk enviren
This International Standard is designed to be used by organizations that intend to:

a) sdglect controls within the process of implementing an Information Security’Managgment System
based on ISO/IEC 27001;[10]

b) impplement commonly accepted information security controls;

c) dgvelop their own information security management guidelines:

2 Nprmative references

The fgllowing documents, in whole or in part, are nofmatively referenced in this docunent and are
indisplensable for its application. For dated references, only the edition cited applies.| For undated
references, the latest edition of the referenced doeuhient (including any amendments) applies.

ISO/IRC 27000, Information technology — Sécurity techniques — Information security| management
systenmps — Overview and vocabulary
3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 applj

o~

4 Structure of thisstandard

This standard contains 14 security control clauses collectively containing a total of 35 main security
categqries and 114 controls.

4.1 [lauses

Each dlause defining security controls contains one or more main security categories

Theorderoftheclausesinthisstandard doesnotimply theirimportance.Dependingonthe circumstances,
security controls from any or all clauses could be important, therefore each organization applying this
standard should identify applicable controls, how important these are and their application to individual
business processes. Furthermore, lists in this standard are not in priority order.

4.2 Control categories
Each main security control category contains:
a) acontrol objective stating what is to be achieved;

b) one or more controls that can be applied to achieve the control objective.

© ISO/IEC 2013 - All rights reserved 1
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Control descriptions are structured as follows:
Control
Defines the specific control statement, to satisfy the control objective.

Implementation guidance

Provides more detailed information to support the implementation of the control and meeting the
control objective. The guidance may not be entirely suitable or sufficient in all situations and may not
fulfil the organization’s specific control requirements. .

Other information

Provides further information that may need to be considered, for example legal considerations and
references to|other standards. If there is no other information to be provided this part is Hot-shown.

5 Information security policies

5.1 Management direction for information security

Objective: To provide management direction and support for information security in accordance{with
business reqpirements and relevant laws and regulations.

5.1.1 Policjes for information security
Control

A set of policjes for information security should be défined, approved by management, published and
communicatgd to employees and relevant external parties.

Implementation guidance

At the highest level, organizations should.define an “information security policy” which is approyed by
managementand which sets outthe orgahization’s approach to managingits information security objeftives.

Information decurity policies should.address requirements created by:
a) business|strategy;

b) regulatigns, legislatienyand contracts;

c) the currgnt and-projected information security threat environment.

The informatjon security policy should contain statements concerning:

a) definition of information security, objectives and principles to guide all activities relating to
information security;

b) assignment of general and specific responsibilities for information security management to
defined roles;

c) processes for handling deviations and exceptions.

At a lower level, the information security policy should be supported by topic-specific policies, which
further mandate the implementation of information security controls and are typically structured to
address the needs of certain target groups within an organization or to cover certain topics.

Examples of such policy topics include:

a) access control (see Clause 9);

2 © ISO/IEC 2013 - All rights reserved
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b) information classification (and handling) (see 8.2);
c) physical and environmental security (see Clause 11);
d) end user oriented topics such as:

1) acceptable use of assets (see 8.1.3);

2) clear desk and clear screen (see 11.2.9);

3) information transfer (see 13.2.1);

4) mobile devices and teleworking (see 6.2);

5) restrictions on software installations and use (see 12.6.2);
e) bdckup (see 12.3);
f) information transfer (see 13.2);

g) ptotection from malware (see 12.2);

h) mfanagement of technical vulnerabilities (see 12.6.1);

i) chyptographic controls (see Clause 10);

j) cammunications security (see Clause 13);

k) ptivacy and protection of personally identifiable iffformation (see 18.1.4);
1) sypplier relationships (see Clause 15).

These|policies should be communicated to employees and relevant external parties in a form that is
relevalnt, accessible and understandable tosthe intended reader, e.g. in the context of an|“information
security awareness, education and training programme” (see 7.2.2).

The nped for internal policies-for’information security varies across organizations. Intgrnal policies
are egpecially useful in larger-and more complex organizations where those defining apd approving
the expected levels of cortrol are segregated from those implementing the controls or|in situations
wherd a policy applies to many different people or functions in the organization. Policies fofr information
security can be issuéd in a single “information security policy” document or as a set of individual but
relatefl documents.

If any pf the information security policies are distributed outside the organization, care shpuld be taken
not to|disclose confidential information.

Some ¢rganizations use other terms for these policy documents, such as “Standards”, “Directives” or “Rules”.

5.1.2 Review of the policies for information security
Control

The policies for information security should be reviewed at planned intervals or if significant changes
occur to ensure their continuing suitability, adequacy and effectiveness.

Implementation guidance

Each policy should have an owner who has approved management responsibility for the development,
review and evaluation of the policies. The review should include assessing opportunities forimprovement
of the organization’s policies and approach to managing information security in response to changes to
the organizational environment, business circumstances, legal conditions or technical environment.

© ISO/IEC 2013 - All rights reserved 3
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Thereview of policies for information security should take the results of managementreviews into account.

Management approval for a revised policy should be obtained.

6 Organization of information security

6.1 Internal organization

Objective: To establish a management framework to initiate and control the implementation and
operation of information security within the organization.

6.1.1 Information security roles and responsibilities
Control
All informatign security responsibilities should be defined and allocated.
Implementation guidan

Allocation of[information security responsibilities should be done in accexdance with the inforration
security polidies (see 5.1.1). Responsibilities for the protection of individual assets and for carrying out
specific inforjmation security processes should be identified. Responsibilities for information sejcurity
risk managerent activities and in particular for acceptance of residual risks should be defined.|These
responsibilities should be supplemented, where necessary, witli more detailed guidance for specific
sites and infgrmation processing facilities. Local responsibilitiés for the protection of assets ajnd for
carrying out $pecific security processes should be defined.

Individuals with allocated information security respornsibilities may delegate security tasks to qthers.
Nevertheless| they remain accountable and should‘determine that any delegated tasks havq been
correctly performed.

Areas for whifh individuals are responsible should be stated. In particular the following should take place:
a) the assetk and information security processes should be identified and defined;

b) the entity responsible for each asset or information security process should be assigned and the
details of this responsibility.should be documented (see 8.1.2);

c) authorization levels shotlldbe defined and documented;

d) to be ablg to fulfil responsibilities in the information security area the appointed individuals $hould
be compétent in the'area and be given opportunities to keep up to date with developments;

e) coordinafion\and oversight of information security aspects of supplier relationships should be
identified ahd documented.

Other information

Many organizations appoint an information security manager to take overall responsibility for the
development and implementation of information security and to support the identification of controls.

However, responsibility for resourcing and implementing the controls will often remain with individual
managers. One common practice is to appoint an owner for each asset who then becomes responsible
for its day-to-day protection.

6.1.2 Segregation of duties
Control

4 © ISO/IEC 2013 - All rights reserved
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Conflicting duties and areas of responsibility should be segregated to reduce opportunities for
unauthorized or unintentional modification or misuse of the organization’s assets.

Implementation guidan

Care should be taken that no single person can access, modify or use assets without authorization
or detection. The initiation of an event should be separated from its authorization. The possibility of
collusion should be considered in designing the controls.

Small organizations may find segregation of duties difficult to achieve, but the principle should be
applied as far as is possible and practicable. Whenever it is difficult to segregate, other controls such as
monitoring of activities, audit trails and management supervision should be considered.

Otherlinformation

Segregation of duties is a method for reducing the risk of accidental or deliberate misuse of an
organjzation’s assets.

6.1.3 | Contact with authorities
Control

Appropriate contacts with relevant authorities should be maintained.

Implementation guidance

Organjizations should have procedures in place that spe¢ify when and by whom authorfties (e.g. law
enfordement, regulatory bodies, supervisory authorities) should be contacted and h¢w identified
infornpation security incidents should be reported in‘a timely manner (e.g. if it is suspedted that laws
may hpve been broken).

Otherlinformation
Organjizations under attack from the Internet may need authorities to take action against the pttack source.

Maintpining such contacts may be.a requirement to support information security incidenfmanagement
(see Clause 16) or the business.continuity and contingency planning process (see Clause17). Contacts
with regulatory bodies are also useful to anticipate and prepare for upcoming changgs in laws or
reguldtions, which have tobe-implemented by the organization. Contacts with other authdrities include
utiliti¢s, emergency services, electricity suppliers and health and safety, e.g. fire defdartments (in
conneftion with business continuity), telecommunication providers (in connection with line routing
and availability) and water suppliers (in connection with cooling facilities for equipment)

6.1.4 | Contactwith special interest groups

Contro¢l

Appropriate contacts with special interest groups or other specialist security forums and professional
associations should be maintained.

Implementation guidance

Membership in special interest groups or forums should be considered as a means to:

a) improve knowledge about best practices and stay up to date with relevant security information;
b) ensure the understanding of the information security environment is current and complete;

c) receive early warnings of alerts, advisories and patches pertaining to attacks and vulnerabilities;

d) gain access to specialist information security advice;

© ISO/IEC 2013 - All rights reserved 5
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e)

share and exchange information about new technologies, products, threats or vulnerabilities;

f) provide suitable liaison points when dealing with information security incidents (see Clause 16).

Other information

Information sharing agreements can be established to improve cooperation and coordination of security
issues. Such agreements should identify requirements for the protection of confidential information.

6.1.5 Information security in project management

Control

Information decurity should be addressed in project management, regardless of the type of the project.

Implementatijon guidance

Information security should be integrated into the organization’s project management method(s) to gnsure

that informatjion security risks are identified and addressed as part of a project. This\applies generfally to

any project r¢gardless of its character, e.g. a project for a core business process;1T/facility management

and other sugporting processes. The project management methods in use shodld-require that:

a) informatjon security objectives are included in project objectives;

b) an inforrpation security risk assessment is conducted at an early stage of the project to identify
necessary controls;

c) informatjon security is part of all phases of the applied project methodology.

Information [security implications should be addressed’ and reviewed regularly in all prpjects.

Responsibilitfes for information security should be defined and allocated to specified roles defiped in

the project mpnagement methods.

6.2 Mobile¢ devices and teleworking

Objective: To ensure the security of teleworking and use of mobile devices.

6.2.1 Mobi]e device policy

Control

A policy and $upportingsecurity measures should be adopted to manage the risks introduced by using

mobile devicgs.

Implemen n

When using i > is not

compromised. The mobile device policy should take into account the risks of working with mobile
devices in unprotected environments.

The mobile device policy should consider:

a)
b)
‘)
d)
e)

registration of mobile devices;

requirements for physical protection;

restriction of software installation;

requirements for mobile device software versions and for applying patches;

restriction of connection to information services;

© ISO/IEC 2013 - All rights reserved
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f) access controls;

g) cryptographic techniques;

h) malware protection;

i) remote disabling, erasure or lockout;
j)  backups;

k) usage of web services and web apps.

02:2013(E)

Care should be taken when using mobile devices in public places, meeting rooms and other unprotected

areas.|Protection should be in place to avoid the unauthorized access to or disclosure ofth
stored and processed by these devices, e.g. using cryptographic techniques (see Clause 10)
use of[secret authentication information (see 9.2.4).

Mobil¢ devices should also be physically protected against theft especially whefileft, for ex

e information
hnd enforcing

hmple, in cars

and offher forms of transport, hotel rooms, conference centres and meetingflaces. A speciffic procedure

taking into account legal, insurance and other security requirements_of|the organizati
establiished for cases of theft or loss of mobile devices. Devices carryingimportant, sensit
busingss information should not be left unattended and, where possible, should be phy
away, pr special locks should be used to secure the devices.

Trainipg should be arranged for personnel using mobile device$.to raise their awareness of {
risks fesulting from this way of working and the controlsthat' should be implemented.

Wher¢ the mobile device policy allows the use of privately owned mobile devices, the polic
security measures should also consider:

a) sdparation of private and business use of.the devices, including using software to
sgparation and protect business data on aprivate device;

b) pijoviding access to business information only after users have signed an end us
adknowledging their duties (physical protection, software updating, etc.), waiving
business data, allowing remote wiping of data by the organization in case of theft or los
ofwhen no longer authorized fouse the service. This policy needs to take account of priva

Otherlinformation

Mobil¢ device wireless Connections are similar to other types of network connection, but hg
differ¢nces that should’be considered when identifying controls. Typical differences are:

a) sdme wireléss-Security protocols are immature and have known weaknesses;

b) information stored on mobile devices may not be backed-up because of limited netwo

on should be
ive or critical
sically locked

he additional

y and related

support such

br agreement
ownership of
5 of the device
cy legislation.

ve important

rk bandwidth

o1f bécause mobile devices may not be connected at the times when backups are scheduled.

Mobile devices generally share common functions, e.g. networking, internet access, e-mail and file
handling, with fixed use devices. Information security controls for the mobile devices generally consist
of those adopted in the fixed use devices and those to address threats raised by their usage outside the

organization’s premises.

6.2.2 Teleworking
Control

A policy and supporting security measures should be implemented to protect information accessed,

processed or stored at teleworking sites.

Implementation guidan
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Organizations allowing teleworking activities should issue a policy that defines the conditions and
restrictions for using teleworking. Where deemed applicable and allowed by law, the following matters
should be considered:

a) the existing physical security of the teleworking site, taking into account the physical security of the
building and the local environment;

b) the proposed physical teleworking environment;

c) the communications security requirements, taking into account the need for remote access to the
organization’s internal systems, the sensitivity of the information that will be accessed and passed
over the communication link and the sensitivity of the internal system;

d) the provision of virtual desktop access that prevents processing and storage of information on
privatelylowned equipment;

e) the threfat of unauthorized access to information or resources from other persons usipg the
accommaqdation, e.g. family and friends;

f) the use pf home networks and requirements or restrictions on the configuration of wireless
network [services;

g) policies and procedures to prevent disputes concerning rights to intellectual property developed on
privatelylowned equipment;

h) accesstoprivately owned equipment (to verify the security of the machine or duringaninvestigption),
which may be prevented by legislation;

i) software|licensing agreements that are such that organizations may become liable for licensing for
client soffware on workstations owned privately by employees or external party users;

j)  malware|protection and firewall requirements,
The guidelings and arrangements to be consideréd should include:

a) the provision of suitable equipment and-storage furniture for the teleworking activities, where the
use of privately owned equipment thatis not under the control of the organization is not allowed;

b) a definitipn of the work permitted; the hours of work, the classification of information that may be
held and fthe internal systems\and services that the teleworker is authorized to access;

c) the provision of suitableé.communication equipment, including methods for securing remote gccess;
d) physical security;

e) rules and guidanee on family and visitor access to equipment and information;

f) the provisionvof hardware and software support and maintenance;

g) the provision of insurance;
h) the procedures for backup and business continuity;
i) audit and security monitoring;

j) revocation of authority and access rights, and the return of equipment when the teleworking
activities are terminated.

Other information

Teleworkingrefers to all forms of work outside of the office, including non-traditional work environments,

such as those referred to as “telecommuting”, “flexible workplace”, “remote work” and “virtual work”
environments.
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7 H

7.1

ISO/IEC 270

uman resource security

Prior to employment

02:2013(E)

Objective: To ensure that employees and contractors understand their responsibilities and are suit-
able for the roles for which they are considered.

7.1.1 Screening

Control

Backgound verification checks on all candidates for employment should be carried outi
with relevant laws, regulations and ethics and should be proportional to the businesstequ
classification of the information to be accessed and the perceived risks.

Implementation guidance

Verifigation should take into account all relevant privacy, protection,of personally

information and employment based legislation, and should, where pepmiftted, include the

a) availability of satisfactory character references, e.g. one business and one personal;

b) a

c) cqnfirmation of claimed academic and professional gualifications;
d) independent identity verification (passport or similar document);

e) mjore detailed verification, such as credit reyiew or review of criminal records.

When
the ca

a) has the necessary competence to(perform the security role;
b) cdn be trusted to take on the'role, especially if the role is critical for the organization.

Wherg¢ a job, either on initial appointment or on promotion, involves the person hav
information processing faeilities, and, in particular, if these are handling confidential inf
finandial information-er-highly confidential information, the organization should also con|

more

Proce

peopl¢ and how; when and why verification reviews are carried out.

A screening process should also be ensured for contractors. In these cases, the agreemen{

organ

verification (for completeness and accuracy) of the applicant’s curriculum vitae;

hdidate:

etailed verifications.

Hures should define criteria and limitations for verification reviews, e.g. who is elig

n accordance
irements, the

' identifiable
following:

an individual is hired for a specific information security role, organizations should make sure

Ing access to
brmation, e.g.
sider further,

ible to screen

between the

P 41 + + 1 1d 1L ) - £ A | 3 £l
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ning and the

notification procedures that need to be followed if screening has not been completed or if the results
give cause for doubt or concern.

Information on all candidates being considered for positions within the organization should be collected
and handled inaccordance with any appropriatelegislation existingin the relevantjurisdiction. Depending
on applicable legislation, the candidates should be informed beforehand about the screening activities.

7.1.2

Terms and conditions of employment

Control

The contractual agreements with employees and contractors should state their and the organization’s
responsibilities for information security.
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Implementation guidance

The contractual obligations for employees or contractors should reflect the organization’s policies for
information security in addition to clarifying and stating:

that all employees and contractors who are given access to confidential information should sign a

confidentiality or non-disclosure agreement prior to being given access to information processing

(see 13.2.4);

protection legislation (see 18.1.2 and 18.1.4);

the employee’s or contractor’s legal responsibilities and rights, e.g. regarding copyright laws or data

a)
facilities

b)

c) responsi
associatg
the empl

d) responsil
compani

e) actionstg
(see 7.2.3

Information 9§

pre-employm

The organizd
concerning i
organization’

Where appro
continue for ¢

Other inform

A code of cond

Ji}itiCD fUl t}lC L}d))if;bdtiUll Uf illfUl lllatiUll dlld ulauqsculcut Uf Ul sauiz.atiuual
d with information, information processing facilities and information services hand
pyee or contractor (see Clause 8);

bilities of the employee or contractor for the handling of information recéiyed from
s or external parties;

be taken ifthe employee or contractor disregards the organization’s security require

).

ecurity roles and responsibilities should be communicated to job candidates duri
ent process.

ition should ensure that employees and contractors agree to terms and cong
formation security appropriate to the nature and extent of access they will have
5 assets associated with information systems and services.

priate, responsibilities contained within the.terms and conditions of employment ¢
defined period after the end of the employment (see 7.3).

htion

regarding co
facilities, as

a contractor [is associated, can be reguired to enter into contractual arrangements on behalf

contracted i

7.2 During employment

fidentiality, data protection; ethics, appropriate use of the organization’s equipme
ell as reputable practices(expected by the organization. An external party, with

ividual.

ssets
led by

other

ments

ng the

litions
to the

hould

uctmay beused to state the employee’s or contractor’sinformation security responsibilities

nt and
which
of the

Objective: To
responsibilit

ensure thdat'employees and contractors are aware of and fulfil their information se
jes.

rurity

7.2.1 Man

gement responsibilities

Control

Management should require all employees and contractors to apply information security in accordance
with the established policies and procedures of the organization.

Implementation guidance

Management

a)

access to

responsibilities should include ensuring that employees and contractors:

confidential information or information systems;

are properly briefed on their information security roles and responsibilities prior to being granted

b) are provided with guidelines to state information security expectations of their role within the
organization;

10 © ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=1a5eece8fbf9972f2bf0aac272c6cdb6

ISO/IEC 27002:2013(E)

c) are motivated to fulfil the information security policies of the organization;

d) achieve a level of awareness on information security relevant to their roles and responsibilities
within the organization (see 7.2.2);

e) conform to the terms and conditions of employment, which includes the organization’s information
security policy and appropriate methods of working;

f) continue to have the appropriate skills and qualifications and are educated on a regular basis;

g) are provided with an anonymous reporting channel to report violations of information security
policies or procedures (“whistle blowing”).

Management should demonstrate support of information security policies, procedures afig| controls, and
act asfa role model.

Otherlinformation

If emplloyees and contractors are not made aware of their information security-responsibiljties, they can
cause [considerable damage to an organization. Motivated personnel are likely to be morg reliable and
cause [fewer information security incidents.

Poor hanagement can cause personnel to feel undervalued resulting'in a negative information security
impact on the organization. For example, poor management¢an lead to information sgcurity being
negledted or potential misuse of the organization’s assets.

7.2.2 | Information security awareness, education and training

Control

All employees of the organization and, where relevant, contractors should receive appropridte awareness
education and training and regular updateg\ii organizational policies and procedures, ap relevant for
their jpb function.

An information security awareness programme should aim to make employees and, where relevant,
contrdctors aware of their responsibilities for information security and the means by| which those
responsibilities are discharged.

An information security/awareness programme should be established in line with the qrganization’s
informpation security policies and relevant procedures, taking into consideration the gqrganization’s
information to be protected and the controls that have been implemented to protect the information.
The ayvareness programme should include a number of awareness-raising activities such ps campaigns
(e.g. an “inforimation security day”) and issuing booklets or newsletters.

The awareness programme should be planned taking into consideration the employeeq’ roles in the
organization, and, where relevant, the organization’s expectation of the awareness of contractors. The
activities in the awareness programme should be scheduled over time, preferably regularly, so that the
activities are repeated and cover new employees and contractors. The awareness programme should
also be updated regularly so it stays in line with organizational policies and procedures, and should be
built on lessons learnt from information security incidents.

Awareness training should be performed as required by the organization’s information security
awareness programme. Awareness training can use different delivery media including classroom-based,
distance learning, web-based, self-paced and others.

Information security education and training should also cover general aspects such as:

a) stating management’s commitment to information security throughout the organization;
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b) the need to become familiar with and comply with applicable information security rules and
obligations, as defined in policies, standards, laws, regulations, contracts and agreements;

c) personal accountability for one’s own actions and inactions, and general responsibilities towards
securing or protecting information belonging to the organization and external parties;

d) basic information security procedures (such as information security incident reporting) and
baseline controls (such as password security, malware controls and clear desks);

e) contactpointsand resources for additional information and advice on information security matters,
including further information security education and training materials.

Information gee y 3 3 3 g ttakeptaceperiodicatty: 3 3 aining
e who transfer to new positions or roles with substantially different information sgjcurity

gl training effectively. The programme should be in line with the organization’s information
security poli¢ies and relevant procedures, taking into consideration the organization’s information to
be protected and the controls that have been implemented to protect the infoymation. The progrpmme

When compofing an awareness programme, it is important not onlyto focus on the ‘what’ and|‘how’,
but also the ‘why’. It is important that employees understand the aim of information security and the
potential impact, positive and negative, on the organization oftheir own behaviour.

Awareness, education and training can be part of, or conducted in collaboration with, other trpining
activities, fo example general IT or general security, training. Awareness, education and trpining
activities should be suitable and relevant to the individual’s roles, responsibilities and skills.

Anassessment of the employees’ understanding.could be conducted at the end of an awareness, education
and training ¢ourse to test knowledge transfer:

7.2.3 Disciplinary process
Control

There should be a formal and\communicated disciplinary process in place to take action against
employees who have committed an information security breach.

Implementation guidance

The disciplinary process should not be commenced without prior verification that an inforrpation
security breach/has occurred (see 16.1.7).

The formal disciplinary process should ensure correct and fair treatment for employees who are
suspected of committing breaches of information security. The formal disciplinary process should
provide for a graduated response that takes into consideration factors such as the nature and gravity
of the breach and its impact on business, whether or not this is a first or repeat offence, whether or not
the violator was properly trained, relevant legislation, business contracts and other factors as required.

The disciplinary process should also be used as a deterrent to prevent employees from violating the
organization’s information security policies and procedures and any other information security
breaches. Deliberate breaches may require immediate actions.

Other information

The disciplinary process can also become a motivation or an incentive if positive sanctions are defined
for remarkable behaviour with regards to information security.
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7.3 Termination and change of employment

Objective: To protect the organization’s interests as part of the process of changing or terminating
employment.

7.3.1

Termination or change of employment responsibilities

Control

Information security responsibilities and duties that remain valid after termination or change of
employment should be defined, communicated to the employee or contractor and enforced.

Implel

The ¢
requiy

mentation guidance

pommunication of termination responsibilities should include on-going inferma
ements and legal responsibilities and, where appropriate, responsibilitiés/ containg

confi

for a defined period after the end of the employee’s or contractor’s employment.

Respo
emplo

Chang
respol

Other

The h
togeth
aspec

organ

It majy
opera

8 A

8.1

entiality agreement (see 13.2.4) and the terms and conditions of employihent (see 7.1.

sibilities and duties still valid after termination of employment should be con
yee’s or contractor’s terms and conditions of employment (see\%1.2).

es of responsibility or employment should be managed as the termination of
1sibility or employment combined with the initiation of the new responsibility or en

information

iman resources function is generally responsible for the overall termination proce
er with the supervising manager of the person leaving to manage the inform
s of the relevant procedures. In the case/@fa contractor provided through an exte

zation and the external party.

' be necessary to inform emgployees, customers or contractors of changes to p
ing arrangements.

5set management

Responsibility for assets

tion security
d within any
2) continuing

tained in the

the current
1ployment.

ss and works
ion security

rj;[al party, this
termipation process is undertaken by the external party in accordance with the contract

between the

ersonnel and

Objec

tive: To jdéntify organizational assets and define appropriate protection responsibi

ities.

8.1.1

Inventory of assets

Control

Assets associated with information and information processing facilities should be identified and an
inventory of these assets should be drawn up and maintained.

Implementation guidance

An organization should identify assets relevant in the lifecycle of information and document their
importance. The lifecycle of information should include creation, processing, storage, transmission, deletion
and destruction. Documentation should be maintained in dedicated or existing inventories as appropriate.

The asset inventory should be accurate, up to date, consistent and aligned with other inventories.

Foreachoftheidentified assets, ownership ofthe asset should be assigned (see 8.1.2) and the classification
should be identified (see 8.2).
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Other information

Inventories of assets help to ensure that effective protection takes place, and may also be required for
other purposes, such as health and safety, insurance or financial (asset management) reasons.

ISO/IEC 27005[11] provides examples of assets that might need to be considered by the organization
when identifying assets. The process of compiling an inventory of assets is an important prerequisite of
risk management (see also ISO/IEC 27000 and ISO/IEC 27005[11]).

8.1.2 Ownership of assets

Control

Assets maintpined in the inventory should be owned.

Implementation guidance

Individuals af well as other entities having approved management responsibility fof"the asset lifecycle
qualify to be pssigned as asset owners.

A process to gnsure timely assignment of asset ownership is usually implemented. Ownership shauld be
assigned when assets are created or when assets are transferred to the organization. The asset pwner
should be responsible for the proper management of an asset over the whele asset lifecycle.

The asset owher should:
a) ensure that assets are inventoried;
b) ensure that assets are appropriately classified and protected;

c) define and periodically review access restrictions<and classifications to important assets, taking
into accont applicable access control policies;

d) ensure pfoper handling when the asset is déleted or destroyed.

Other informption

The identifigd owner can be eitheran individual or an entity who has approved management
responsibility for controlling the whole lifecycle of an asset. The identified owner does not necegsarily
have any property rights to the asset.

Routine task$ may be delegated, e.g. to a custodian looking after the assets on a daily basis, but the
responsibility remains with-the owner.

In complex irfformation systems, it may be useful to designate groups of assets which act together to
provide a patticularservice. In this case the owner of this service is accountable for the delivery|of the
service, inclufling the operation of its assets.

8.1.3 Acceptable use of assets
Control

Rules for the acceptable use of information and of assets associated with information and information
processing facilities should be identified, documented and implemented.

Implementation guidance

Employees and external party users using or having access to the organization’s assets should be made
aware of the information security requirements of the organization’s assets associated with information
and information processing facilities and resources. They should be responsible for their use of any
information processing resources and of any such use carried out under their responsibility.
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8.1.4 Return of assets
Control

All employees and external party users should return all of the organizational assets in their possession
upon termination of their employment, contract or agreement.

Implementation guidance

The termination process should be formalized to include the return of all previously issued physical and
electronic assets owned by or entrusted to the organization.

ipment or uses
nformation is

transferred to the organization and securely erased from the equipment (see 11.2.7):

In cas¢s where an employee or external party user has knowledge thatisimportantto'ongoing operations,
that information should be documented and transferred to the organization.

During the notice period of termination, the organization should control unauthorizgd copying of
relevant information (e.g. intellectual property) by terminated employees and contractors.

8.2 [nformation classification

Objective: To ensure that information receives an appropriate level of protection in accorflance with
its importance to the organization.

8.2.1 | Classification of information
Contro¢l

Information should be classified in ternis of legal requirements, value, criticality and pensitivity to
unauthorised disclosure or modification:

Implementation guidance

Classifications and associated\protective controls for information should take account of bfisiness needs
for sharing or restricting information, as well as legal requirements. Assets other than information can
also be classified in confermance with classification of information which is stored in, prpcessed by or
otheryise handled or protected by the asset.

Ownefrs of information assets should be accountable for their classification.

The classifieation scheme should include conventions for classification and criteria for review of
the classification over time. The level of protection in the scheme should be assessed|by analysing
confidentiality, integrity and availability and any other requirements for the informatiop considered.
The scheme should be aligned to the access control policy (see 9.1.1).

Eachlevel should be given aname that makes sense in the contextofthe classification scheme’s application.

The scheme should be consistent across the whole organization so that everyone will classify information
and related assets in the same way, have a common understanding of protection requirements and apply
the appropriate protection.

Classification should be included in the organization’s processes, and be consistent and coherent across
the organization. Results of classification should indicate value of assets depending on their sensitivity
and criticality to the organization, e.g. in terms of confidentiality, integrity and availability. Results of
classification should be updated in accordance with changes of their value, sensitivity and criticality
through their life-cycle.

Other information
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Classification provides people who deal with information with a concise indication of how to handle
and protect it. Creating groups of information with similar protection needs and specifying information
security procedures that apply to all the information in each group facilitates this. This approach reduces
the need for case-by-case risk assessment and custom design of controls.

Information can cease to be sensitive or critical after a certain period of time, for example, when the
information has been made public. These aspects should be taken into account, as over-classification can
lead to the implementation of unnecessary controls resulting in additional expense or on the contrary
under-classification can endanger the achievement of business objectives.

An example of an information confidentiality classification scheme could be based on four levels as follows:

a) disclosure causes no harm,;

b) disclosurje causes minor embarrassment or minor operational inconvenience;

c) disclosuife has a significant short term impact on operations or tactical objectives;

d) disclosure has a serious impact on long term strategic objectives or puts the survival jof the
organizafion at risk.

8.2.2 Labelling of information

Control

An appropridte set of procedures for information labelling shotdd be developed and implemenfted in

accordance with the information classification scheme adopted-by the organization.

“Implementation guidance”

Procedures for information labelling need to cover juformation and its related assets in physicpl and

electronic fofmats. The labelling should reflect the”classification scheme established in 8.2.1. The

labels should| be easily recognizable. The procedures should give guidance on where and how|labels

are attached [in consideration of how the information is accessed or the assets are handled depg¢nding

on the types ¢f media. The procedures can define cases where labelling is omitted, e.g. labelling df non-

confidential jnformation to reduce workloads. Employees and contractors should be made aware of

labelling progedures.

Output from $ystems containing information that is classified as being sensitive or critical should carry

an appropriafe classification label.

Other informption

Labelling of cJassified information is a key requirement for information sharing arrangements. Physical

labels and mgtadata-are a common form of labelling.

Labelling of infofmation and its related assets can sometimes have negative effects. Classified ass¢ts are

easier to identlty and accordingly to steal by insiders or external attackers.

8.2.3 Handling of assets

Control

Procedures for handling assets should be developed and implemented in accordance with the information

classification

Implementati

scheme adopted by the organization.

n guidan

Procedures should be drawn up for handling, processing, storing and communicating information

consistent wi

16

th its classification (see 8.2.1).
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The following items should be considered:

a) access restrictions supporting the protection requirements for each level of classification;

b) maintenance of a formal record of the authorized recipients of assets;

c) protection of temporary or permanent copies of information to a level consistent with the protection
of the original information;

d) storage of IT assets in accordance with manufacturers’ specifications;

e) clear marking of all copies of media for the attention of the authorized recipient.

The classification scheme used within the organization may not be equivalent to the schgmes used by

other prganizations, even if the names for levels are similar; in addition, information'moying between

organjzations can vary in classification depending on its context in each organization,| even if their

classification schemes are identical.

Agree

to ideptify the classification of that information and to interpret the classification labe
organj|zations.

8.3

ments with other organizations that include information sharing/sheuld includ

e procedures

s from other

Media handling

Objeckive: To prevent unauthorized disclosure, modification;removal or destruction of information
store

] on media.

8.3.1
Contro¢l

Proce
classification scheme adopted by the organization.

Implementation guidance

The fdllowing guidelines for the/management of removable media should be considered:

a)

b)

c)

d)

f)

g)
h)

© ISO/IEC 2013 - All rights reserved

Management of removable media

Hures should be implemented for-tlie' management of removable media in accordgnce with the

iffno longer requiréd;‘the contents of any re-usable media that are to be remoyed from the
oganization should-be made unrecoverable;

where necessary and practical, authorization should be required for media remoyed from the
oganizatjotfand a record of such removals should be kept in order to maintain an auglit trail;

all media should be stored in a safe, secure environment, in accordance with mpnufacturers’
specifications;

if data confidentiality or integrity are important considerations, cryptographic techniques should
be used to protect data on removable media;

to mitigate the risk of media degrading while stored data are still needed, the data should be
transferred to fresh media before becoming unreadable;

multiple copies of valuable data should be stored on separate media to further reduce the risk of
coincidental data damage or loss;

registration of removable media should be considered to limit the opportunity for data loss;
removable media drives should only be enabled if there is a business reason for doing so;

where there is a need to use removable media the transfer of information to such media should
be monitored.
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Procedures and authorization levels should be documented.

8.3.2 Disposal of media
Control

Media should be disposed of securely when no longer required, using formal procedures.

Implementation guidance

Formal procedures for the secure disposal of media should be established to minimize the risk of
confidential information leakage to unauthorized persons. The procedures for secure disposal of media
containing cdnfidential information should be proportional to the sensitivity of that informatiop. The
following iterns should be considered:

a) media cgntaining confidential information should be stored and disposed of securely, ¢.g. by
incineratfion or shredding, or erasure of data for use by another application withinthe organization;

b) procedures should be in place to identify the items that might require secure-disposal;

c) itmay be|easier to arrange for all media items to be collected and disposed-of securely, rather than
attemptihg to separate out the sensitive items;

d) many organizations offer collection and disposal services for media; care should be taken in
selecting|a suitable external party with adequate controls and experience;

e) disposal pf sensitive items should be logged in order to maintain an audit trail.

When accumplating media for disposal, consideration should be given to the aggregation effect, [which
can cause a ldrge quantity of non-sensitive information to\become sensitive.

Other informption

Damaged devices containing sensitive data may-require a risk assessment to determine whether the
items should pe physically destroyed rather than sent for repair or discarded (see 11.2.7).

8.3.3 Physical media transfer
Control

Media contaihing information‘should be protected against unauthorized access, misuse or corrfiption

orted:

b) alist of authorized couriers should be agreed with management;
c) procedures to verify the identification of couriers should be developed;

d) packaging should be sufficient to protect the contents from any physical damage likely to arise
during transit and in accordance with any manufacturers’ specifications, for example protecting
against any environmental factors that may reduce the media’s restoration effectiveness such as
exposure to heat, moisture or electromagnetic fields;

e) logsshould be kept, identifying the content of the media, the protection applied as well as recording
the times of transfer to the transit custodians and receipt at the destination.

Other information
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Information can be vulnerable to unauthorized access, misuse or corruption during physical transport,
for instance when sending media via the postal service or via courier. In this control, media include

paper

documents.

When confidential information on media is not encrypted, additional physical protection of the media
should be considered.

9 Access control

9.1

Business requirements of access control

Objec

tive: To limit access to information and information processing facilities.

9.1.1
Contr¢

An ac

Access control policy
pl

Cess control policy should be established, documented and reviewed based on

informpation security requirements.

Implet

Asset
specif]
reflec

Acces
Users
by acq

nentation guidance

owners should determine appropriate access controlrules, access rights and re
c user roles towards their assets, with the amoung of detail and the strictness o
'ing the associated information security risks.

controls are both logical and physical (seé<€lause 11) and these should be considg
and service providers should be given a clear statement of the business requireme
ess controls.

The policy should take account of the folloWing:

a) sd

b)p
i

c) cd
d) r€
(s
e) m
ty

curity requirements of businéss’applications;

licies for information ,dissemination and authorization, e.g. the need-to-know
formation security levels‘and classification of information (see 8.2);

nsistency betweenthe access rights and information classification policies of systems 2

levant legislation and any contractual obligations regarding limitation of access to dg
e 18.1);

anagement of access rights in a distributed and networked environment which 1
pes'oficonnections available;

business and

strictions for

" the controls

red together.
nts to be met

brinciple and

ind networks;

ta or services

ecognizes all

f) segregatiomof acTess COMtrol TOIES, €.8- acCess TeqUest, access authiorization, access administration;

g) requirements for formal authorization of access requests (see 9.2.1 and 9.2.2);

h) requirements for periodic review of access rights (see 9.2.5);

i) removal of access rights (see 9.2.6);

j) archiving of records of all significant events concerning the use and management of user identities
and secret authentication information;

k) roles with privileged access (see 9.2.3).

Other

information
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Care should b

e taken when specifying access control rules to consider:

a) establishingrulesbasedonthepremise “Everythingisgenerallyforbiddenunlessexpressly permitted”
rather than the weaker rule “Everything is generally permitted unless expressly forbidden”;

b) changes in information labels (see 8.2.2) that are initiated automatically by information processing
facilities and those initiated at the discretion of a user;

c) changes in user permissions that are initiated automatically by the information system and those
initiated by an administrator;

d) rules which require specific approval before enactment and those which do not.

Access contl:tl rules should be supported by formal procedures (see 9.2, 9.3, 9.4) and’d

responsibiliti

Role based ad
with busines

Two of the fr4

a) Need-to-
(differen
b) Need-to-
applicati
9.1.2 Acces
Control

Users should
specifically a

Implementatjon guidance

A policy sho
should cover

a) the netw|

b) authoriz
network

¢) managenjent controls and procedures to protectaccess to network connections and network se

d) the mean

s (see 6.1.1, 9.3).

cess control is an approach used successfully by many organisations to link access
roles.

quent principles directing the access control policy are:

know: you are only granted access to the information you neéd to perform your
tasks/roles mean different need-to-know and hence differént'access profile);

bns, procedures, rooms) you need to perform your task/job/role.

s to networks and network services

only be provided with access to the network and network services that they havg
ithorized to use.

1ld be formulated concerming the use of networks and network services. This
brks and network services which are allowed to be accessed;

htion procedutes for determining who is allowed to access which network
bd services;

s used to access networks and network services (e.g. use of VPN or wireless networ

efined

rights

tasks

1se: you are only granted access to the information pfocessing facilities (IT equipment,

b been

policy

s and

vices;

K);

e) user authentication requirements for accessing various network services;

f) monitoring of the use of network services.

The policy on the use of network services should be consistent with the organization’s access control
policy (see 9.1.1).

Other information

Unauthorized and insecure connections to network services can affect the whole organization. This
control is particularly important for network connections to sensitive or critical business applications
or to users in high-risk locations, e.g. public or external areas that are outside the organization’s
information security management and control.
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9.2 User access management

vices.

Objective: To ensure authorized user access and to prevent unauthorized access to systems and ser-

9.2.1

User registration and de-registration

Control

A formal user registration and de-registration process should be implemented to enable assignment of
access rights.

Implel
The pt
a)

u§
u§
reg

b)
‘)
d)
Other

jof

e

Provi
step

a)
b) pi

ay

9.2.2

Contr¢

mentation guidance

ocess for managing user IDs should include:

ing unique user IDs to enable users to be linked to and held responsible for thei
e of shared IDs should only be permitted where they are necessary for business @
asons and should be approved and documented;

inhmediately disabling or removing user IDs of users who have leftthe organization (s

riodically identifying and removing or disabling redundanfuser IDs;
suring that redundant user IDs are not issued to otherusers.
information

ing or revoking access to information orkinformation processing facilities is u
rocedure:

signing and enabling, or revoking, a user ID;

oviding, or revoking, access rights to such user ID (see 9.2.2).

User access provisioning

1

A fornpal user access provisioning process should be implemented to assign or revoke acg

r types to all systems and services.

mentation{guidance

ovisioning process for assigning or revoking access rights granted to user IDs shou

I actions; the
r operational

.2.6);

sually a two-

ess rights for

d include:

he use of the

obtaining authorization from the owner of the information system or service for t

information system or service (see control 8.1.2); separate approval for access rights from

anagement may also be appropriate;

consistent with other requirements such as segregation of duties (see 6.1.2);

procedures are completed;

and services;

all usq
Implet
The pi
a)

m
b)
c)
d)
e)

bl

ocking access rights of users who have left the organization;
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verifying that the level of access granted is appropriate to the access policies (see 9.1) and is

ensuring that access rights are not activated (e.g. by service providers) before authorization

maintaining a central record of access rights granted to a user ID to access information systems

adapting access rights of users who have changed roles or jobs and immediately removing or
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f) periodically reviewing access rights with owners of the information systems or services (see 9.2.5).

Other information

Consideration should be given to establishing user access roles based on business requirements that
summarize a number of access rights into typical user access profiles. Access requests and reviews (see
9.2.4) are easier managed at the level of such roles than at the level of particular rights.

Consideration should be given to including clauses in personnel contracts and service contracts that
specify sanctions if unauthorized access is attempted by personnel or contractors (see 7.1.2, 7.2.3,
13.2.4,15.1.2).

9.2.3 Mang

Control

The allocatio

gement of privileged access rights

h and use of privileged access rights should be restricted and controlled;

Implementation guidance

The allocatio
in accordanc
be considere

a)

b)

f)

g)

h)

h of privileged access rights should be controlled through a formal' authorization p
e with the relevant access control policy (see control 9.1.1).THe following steps s
:

the privileged access rights associated with each system or process, e.g. operating system, da

manage
be identi

privilege
event bas
for their

an autho
access rig

requirenj

privilege
business

the comy
verify if

specific g
generic a

for gener

ent system and each application and the users to whom they need to be allocated ¢
fied;

[ access rights should be allocated to users on a need-to-use basis and on an evg
is in line with the access control policy (sege 9.1.1), i.e. based on the minimum requir
functional roles;

Fization process and a record of allgprivileges allocated should be maintained. Priv
rhts should not be granted until the'authorization process is complete;

ents for expiry of privilegedaccess rights should be defined;

d access rights should'be  assigned to a user ID different from those used for r
activities. Regular business activities should not be performed from privileged ID;

etences of users‘with privileged access rights should be reviewed regularly in or
hey are in line with their duties;

rocedures‘should be established and maintained in order to avoid the unauthorized
dministration user IDs, according to systems’ configuration capabilities;

cadministration user IDs, the confidentiality of secret authentication information shq

Focess
hould

abase
hould

nt-by-
ement

ileged

gular

der to

use of

uld be

maintain

| 1 1 s 1 - da £ 1 | lal 1 :
CU WIITIT SHAITU(C. 5. LIIdIISIHTE PdSSWUIUS 11 t:qucutl_y dllt d5 SUUITAdS PUSSIDIT WIITIT A PI'TV

ileged

user leaves or changes job, communicating them among privileged users with appropriate mechanisms).

Other information

Inappropriate use of system administration privileges (any feature or facility of an information system
that enables the user to override system or application controls) is a major contributory factor to failures
or breaches of systems.

9.2.4 Management of secret authentication information of users

Control

The allocation of secret authentication information should be controlled through a formal
management process.
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Implementation guidance

The process should include the following requirements:

a) users should be required to sign a statement to keep personal secret authentication information
confidential and to keep group (i.e. shared) secret authentication information solely within the
members of the group; this signed statement may be included in the terms and conditions of
employment (see 7.1.2);

b) when users are required to maintain their own secret authentication information they should be
provided initially with secure temporary secret authentication information’, which they are forced
to change on first use;

c) procedures should be established to verify the identity of a user prior to providing new, replacement
o1 temporary secret authentication information;

d) temporary secret authentication information should be given to users in a Secure manner; the use
oflexternal parties or unprotected (clear text) electronic mail messages,should be avojided;

e) temporary secret authentication information should be unique te an’individual and should not
bé¢ guessable;

f) ugers should acknowledge receipt of secret authentication information;

g) default vendor secret authentication information shouild be altered following inpstallation of
systems or software.

Otherlinformation

Passwords are a commonly used type of secret authéntication information and are a cominon means of
verifyjng a user’s identity. Other types of secret@uthentication information are cryptographic keys and
other fata stored on hardware tokens (e.g. smart cards) that produce authentication codefs.

9.2.5 | Review of user access rights
Control
Asset pwners should review users’ access rights at regular intervals.
Implementation guidancé

The rgview of access rights should consider the following:

a) ugers’ accessrightsshould bereviewed atregularintervals and after any changes, such as promotion,
d¢motion.er termination of employment (see Clause 7);

b) uger access rights should be reviewed and re-allocated when moving from one rolle to another
wiithin the same nrgnni7nfinn;

c) authorizations for privileged access rights should be reviewed at more frequent intervals;

d) privilege allocations should be checked at regular intervals to ensure that unauthorized privileges
have not been obtained;

e) changes to privileged accounts should be logged for periodic review.
Other information

This control compensates for possible weaknesses in the execution of controls 9.2.1, 9.2.2 and 9.2.6.

9.2.6 Removal or adjustment of access rights

Control
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The accessrights of all employees and external party users to information and information processing
facilities should be removed upon termination of their employment, contract or agreement, or

adjusted upon change.

Implementation guidance

Upon termination, the access rights of an individual to information and assets associated with
information processing facilities and services should be removed or suspended. This will determine
whether it is necessary to remove access rights. Changes of employment should be reflected in removal
of all access rights that were not approved for the new employment. The access rights that should be
removed or adjusted include those of physical and logical access. Removal or adjustment can be done
by removal, revocation or replacement of keys, identification cards, information processing facilities

or subscriptipns. Any documentation that identifies access rights of employees and contractors. should

reflect the refmoval or adjustment of access rights. If a departing employee or external partyrs

er has

known passwords for user IDs remaining active, these should be changed upon termination-or ghange

of employment, contract or agreement.

Access rightd for information and assets associated with information processing| facilities sho
reduced or rgmoved before the employment terminates or changes, depending on the evaluation
factors such gs:

a) whether |the termination or change is initiated by the employee, the‘external party user
managenhent, and the reason for termination;

b) the currgnt responsibilities of the employee, external party useror any other user;
c) the valugof the assets currently accessible.

Other informhtion

uld be
pof risk

or by

In certain cirfumstances access rights may be allocated on the basis of being available to more people

than the departing employee or external party usér, e.g. group IDs. In such circumstances, dep|
individuals should be removed from any group agcess lists and arrangements should be made to

arting
hdvise

all other employees and external party usersinvolved to no longer share this information with the

person deparfting.

In cases of rhanagement-initiated termination, disgruntled employees or external party use

S can

deliberately forrupt information or“sabotage information processing facilities. In cases of p¢rsons

resigning or being dismissed, theyrmay be tempted to collect information for future use.

9.3 User responsibilities

Objective: Td make users accountable for safeguarding their authentication information.

9.3.1 Use o|f sécret authentication information

Control

Usersshouldberequiredto followthe organization’s practicesinthe use of secretauthentication information.

Implementation guidan

All users should be advised to:

a) keep secret authentication information confidential, ensuring that it is not divulged to any other

parties, including people of authority;

b) avoid keeping a record (e.g. on paper, software file or hand-held device) of secret authentication
information, unless this can be stored securely and the method of storing has been approved (e.g.

password vault);
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c) changesecretauthenticationinformationwheneverthereisanyindication ofits possible compromise;

d) when passwords are used as secret authentication information, select quality passwords with
sufficient minimum length which are:

1) easytoremember;

2) not based on anything somebody else could easily guess or obtain using person related
information, e.g. names, telephone numbers and dates of birth etc.;

3) notvulnerable to dictionary attacks (i.e. do not consist of words included in dictionaries);
4t ¢ e identical all- . ll-alohabetic cl )
5) iftemporary, changed at the first log-on;

e) n¢tshare individual user’s secret authentication information;

f) enpsure proper protection of passwords when passwords are used‘as secret apthentication
irlformation in automated log-on procedures and are stored;

g) ngtuse the same secret authentication information for business.and non-business pufposes.
Otherlinformation

Provigion of Single Sign On (SSO) or other secret authenticatioh information managementftools reduces
the an{‘ount of secret authentication information that users.are required to protect and thu$ can increase

the effectiveness of this control. However, these tools canalso increase the impact of disclosure of secret
authentication information.

9.4 PBystem and application access control

Objeckive: To prevent unauthorized access;to systems and applications.

9.4.1 | Information access restriction
Control

Access to information and‘application system functions should be restricted in accordgnce with the
accesq control policy.

Implementation guiddance

Restrictions td.access should be based onindividual business application requirementsand jn accordance
with the defined access control policy.

The following should be considered in order to support access restriction requirements:

a) providing menus to control access to application system functions;

b) controlling which data can be accessed by a particular user;

c) controlling the access rights of users, e.g. read, write, delete and execute;
d) controlling the access rights of other applications;

e) limiting the information contained in outputs;

f) providing physical or logical access controls for the isolation of sensitive applications, application
data, or systems.
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9.4.2 Secure log-on procedures
Control

Where required by the access control policy, access to systems and applications should be controlled by
a secure log-on procedure.

Implementation guidance
A suitable authentication technique should be chosen to substantiate the claimed identity of a user.

Where strong authentication and identity verification is required, authentication methods alternative

to passwordc C'I'II‘]‘\ 2.5 !‘Y}’pfng?‘ﬂp]’\i{‘ mnanc’ smart {‘QP‘{"C’ fnlzonc fatal ]"\“nmﬂf?“-{‘ mnahc’ C]’\f\ll]f] ]"\D 1l ed.

The procedute for logging into a system or application should be designed to minimize the epporfunity
for unauthorized access. The log-on procedure should therefore disclose the minimum of linforration
about the system or application, in order to avoid providing an unauthorized user with any unnecg¢ssary
assistance. Ajgood log-on procedure should:

a) notdispldysystemorapplicationidentifiers until thelog-on processhasbeensuccessfully completed;
b) display algeneral notice warning that the computer should only be accessed by authorized users;
c) notprovide help messages during the log-on procedure that would@id an unauthorized user

d) validate the log-on information only on completion of all input data. If an error condition arisgs, the
system should not indicate which part of the data is correct-of. incorrect;

e) protect against brute force log-on attempts;
f) logunsugcessful and successful attempts;
g) raise a sqcurity event if a potential attempted or successful breach of log-on controls is detedted;
h) display the following information on completion of a successful log-on:

1) datefnd time of the previous suegessful log-on;

2) detalls of any unsuccessful 16gson attempts since the last successful log-on;
i) notdisplay a password beingentered;
j) nottrangmit passwords\in clear text over a network;

k) terminatp inactive§essions after a defined period of inactivity, especially in high risk locationjs such
as public|or external areas outside the organization’s security management or on mobile devjces;

1) restrict donneetion times to provide additional security for high-risk applications and reduce the
window o¢f'epportunity for unauthorized access.

Other inf .

Passwords are a common way to provide identification and authentication based on a secret that only the
user knows. The same can also be achieved with cryptographic means and authentication protocols. The
strength of user authentication should be appropriate for the classification of the information to be accessed.

If passwords are transmitted in clear text during the log-on session over a network, they can be captured
by a network "sniffer” program.

9.4.3 Password management system

Control

Password management systems should be interactive and should ensure quality passwords.
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Implementation guidance

A password management system should:

a) enforce the use of individual user IDs and passwords to maintain accountability;

b) allow users to select and change their own passwords and include a confirmation procedure to

al

low for input errors;

c) enforce a choice of quality passwords;

d) fo

rce users to change their passwords at the first log-on;

e) e

f) m

force regular password changes and as needed;

hintain a record of previously used passwords and prevent re-use;

g) notdisplay passwords on the screen when being entered;

h) st
i) st
Other

Some
points
maint

9.4.4

Contr

The u
be res

Implet

The fo
applic

a) uj

b) se

pre password files separately from application system data;
pre and transmit passwords in protected form.
information

hpplications require user passwords to be assigned byan independent authority;
b), d) and e) of the above guidance do not apply. [d,most cases the passwords are
hined by users.

Use of privileged utility programs
1

e of utility programs that might beccapable of overriding system and application co
tricted and tightly controlled.

nentation guidan

llowing guidelines for the'use of utility programs that might be capable of overridin
htion controls should be considered:

e of identificationyauthentication and authorization procedures for utility program|

gregation ofutility programs from applications software;

c) limitationtef the use of utility programs to the minimum practical number of truste

u§

ers(see 9.2.3);

n such cases,
selected and

ntrols should

g system and

12)
<=

d, authorized

d) au

thorizationforadhocuseof ufi]ify programs;

e) limitation of the availability of utility programs, e.g. for the duration of an authorized change;

f) logging of all use of utility programs;

g) defining and documenting of authorization levels for utility programs;

h) removal or disabling of all unnecessary utility programs;

i) not making utility programs available to users who have access to applications on systems where
segregation of duties is required.

Other inf .
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Most computer installations have one or more utility programs that might be capable of overriding
system and application controls.

9.4.5 Access control to program source code

Control

Access to program source code should be restricted.

Implementation guidan

Access to program source code and associated items (such as designs, specifications, verification plans
and validatio
functionality
intellectual property. For program source code, this can be achieved by controlled central-stor
such code, pr]
to control ac
computer prd

a)
b)

‘)
d)

e)
f)
g)

where pd

the prog

eferably in program source libraries. The following guidelines should then be cons
Cess to such program source libraries in order to reduce the potential(for corrupt
grams:

ssible, program source libraries should not be held in operational systems;

ram source code and the program source libraries shoutd\be managed accord

establishId procedures;

support

the upda
to progra

program
an audit |

mainteng
procedur

ersonnel should not have unrestricted access to program source libraries;

Fing of program source libraries and associated items and the issuing of program s
mmers should only be performed after appropriate authorization has been received

listings should be held in a secure environment;
og should be maintained of all accesses to program source libraries;

nce and copying of program souiice libraries should be subject to strict change ¢
es (see 14.2.2).

If the program source code is intendedt6.be published, additional controls to help getting assura
its integrity (|

p.o. digital signature) should be considered.

10 Cryptography

10.1 Cryptg

graphiccentrols

h plans) should be strictly controlled, in order to prevent the introduction of unauthprized
and to avoid unintentional changes as well as to maintain the confidentiality of valuable

age of
dered
ion of

ing to

urces
l;

ontrol

nce on

Objective: To
ticity and/or

enstre proper and effective use of cryptography to protect the confidentiality, auth
integrity of information.

en-

10.1.1 Policy on the use of cryptographic controls

Control

A policy on the use of cryptographic controls for protection of information should be developed and
implemented.

Implementation guidance

When developing a cryptographic policy the following should be considered:

a)

28

the management approach towards the use of cryptographic controls across the organization,
including the general principles under which business information should be protected;
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b) based on arisk assessment, the required level of protection should be identified taking into account
the type, strength and quality of the encryption algorithm required;

c) the use of encryption for protection of information transported by mobile or removable media
devices or across communication lines;

d) the approach to key management, including methods to deal with the protection of cryptographic
keys and the recovery of encrypted information in the case of lost, compromised or damaged keys;

e) rolesand responsibilities, e.g. who is responsible for:
1) the implementation of the policy;
2) the key management, including key generation (see 10.1.2);

f) tHe standards to be adopted for effective implementation throughout the 6rganiation (which
sqlution is used for which business processes);

g) the impact of using encrypted information on controls that rely upton’content inspection (e.g.
mlalware detection).

When| implementing the organization’s cryptographic policy, consideration should be|given to the

reguldtions and national restrictions that might apply to the use ofcryptographic techniques in different

parts pf the world and to the issues of trans-border flow of encrypted information (see 18{1.5).

Cryptpgraphic controls can be used to achieve different information security objectives, e.g.:

a) cdnfidentiality: using encryption of information t® protect sensitive or critical information, either
stpred or transmitted;

b) integrity/authenticity: using digital signatures or message authentication codes fo verify the
aythenticity or integrity of stored or transmitted sensitive or critical information;

c) n¢n-repudiation: using cryptographic’techniques to provide evidence of the occurfence or non-
o¢currence of an event or action;

d) aythentication: using cryptographic techniques to authenticate users and other syjstem entities
rgquesting access to or transacting with system users, entities and resources.

Otherlinformation

Making a decision as to”whether a cryptographic solution is appropriate should be segen as part of

the wider process of risk assessment and selection of controls. This assessment can th¢n be used to

determnine whether a cryptographic control is appropriate, what type of control should b applied and

for what purpose and business processes.

A polify,on-the use of cryptographic controls is necessary to maximize the benefits and minimize the

risks ¢f'using cryptographic techniques and to avoid inappropriate or incorrect use.

Specialist advice should be sought in selecting appropriate cryptographic controls to meet the
information security policy objectives.

10.1.2 Key management

Control

A policy on the use, protection and lifetime of cryptographic keys should be developed and implemented
through their whole lifecycle.

Implementation guidance

The policy should include requirements for managing cryptographic keys though their whole lifecycle
including generating, storing, archiving, retrieving, distributing, retiring and destroying keys.

© ISO/IEC 2013 - All rights reserved
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Cryptographicalgorithms, key lengths and usage practices should be selected according to best practice.
Appropriate key management requires secure processes for generating, storing, archiving, retrieving,
distributing, retiring and destroying cryptographic keys.

All cryptographic keys should be protected against modification and loss. In addition, secret and private
keys need protection against unauthorized use as well as disclosure. Equipment used to generate, store
and archive keys should be physically protected.

A key management system should be based on an agreed set of standards, procedures and secure
methods for:

a) generating keys for different cryptographic systems and different applications;

b) issuing aphd obtaining public key certificates;

c) distributjng keys to intended entities, including how keys should be activated when received
d) storing kpys, including how authorized users obtain access to keys;

e) changingor updating keys including rules on when keys should be changed and how this will beg done;
f) dealing with compromised keys;

g) revoking|keys including how keys should be withdrawn or deactitated, e.g. when keys hav¢ been
compronjised or when a user leaves an organization (in which cdse*keys should also be archiyed);

h) recovering keys that are lost or corrupted;

i) backing Wp or archiving keys;

j) destroying keys;

k) logging and auditing of key management related activities.

In order toreduce the likelihood ofimproper use,dctivation and deactivation dates for keys should be defined
so that the keys can only be used for the peried of time defined in the associated key management policy.

In addition tq securely managing secretand private keys, the authenticity of public keys should dlso be
considered. This authentication process can be done using public key certificates, which are noyrmally
issued by a certification authority,which should be a recognized organization with suitable contrqls and
procedures in place to providethe'required degree of trust.

The contents|of service level agreements or contracts with external suppliers of cryptographic services,
e.g. with a cdrtificatiop-authority, should cover issues of liability, reliability of services and re§ponse
times for the provision of services (see 15.2).

Other informption

£ o 1 3 H | 1 £ 3 £ 1o 1 3
The managementofcryptographickeys-is—essentiat-to-theeffectiveuseof eryptographictechniques.

ISO/IEC 11770121[3]1[4] provides further information on key management.

Cryptographic techniques can also be used to protect cryptographic keys. Procedures may need to be
considered for handling legal requests for access to cryptographic keys, e.g. encrypted information can
be required to be made available in an unencrypted form as evidence in a court case.

11 Physical and environmental security

11.1 Secure areas

Objective: To prevent unauthorized physical access, damage and interference to the organization’s
information and information processing facilities.
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11.1.1 Physical security perimeter

Control

02:2013(E)

Security perimeters should be defined and used to protect areas that contain either sensitive or critical
information and information processing facilities.

Implementation guidance

The following guidelines should be considered and implemented where appropriate for physical

security perimeters:

a) S Plll‘lf‘? nnrlmnfnrc should he r‘nFlnnA and the cﬂ'lnn' and cfrnnrﬂ']'\ of each of th perimeters
sHould depend on the security requlrements of the assets within the perimeter andthe results of
a risk assessment;

b) périmeters of a building or site containing information processing facilities should |be physically
sqund (i.e. there should be no gaps in the perimeter or areas where a break-in could gasily occur);
the exterior roof, walls and flooring of the site should be of solid constriiction and all ekternal doors
sHould be suitably protected against unauthorized access with eentfol mechanisms, (e.g. bars,
alprms, locks); doors and windows should be locked when unattended and externjal protection
sHould be considered for windows, particularly at ground level;

c) amanned reception area or other means to control physicalaccess to the site or building should be
in| place; access to sites and buildings should be restricted to authorized personnel only;

d) plysical barriers should, where applicable, be built o prevent unauthorized physicpl access and
enpvironmental contamination;

e) all fire doors on a security perimeter should be alarmed, monitored and tested in conjunftion with the
whlls to establish the required level of resistance in accordance with suitable regionall national and
international standards; they should operate in accordance with the local fire code in a fajlsafe manner;

f) syitable intruder detection systemis should be installed to national, regional or [international
standards and regularly tested.£0 cover all external doors and accessible windowg; unoccupied
arjeas should be alarmed at allitimes; cover should also be provided for other areas, p.g. computer
rqom or communications reems;

g) infformation processing facilities managed by the organization should be physically s¢parated from
those managed by gxternal parties.

Otherlinformation

Physiqal proteetion can be achieved by creating one or more physical barriers around the qrganization’s

premifes andiinformation processing facilities. The use of multiple barriers gives additionfl protection,

wherd thelfailure of a single barrier does not mean that security is immediately comprom|sed.

A securearea nray beatockabteofficeorseveralroomssurrounded by acontintous-internal physical

security barrier. Additional barriers and perimeters to control physical access may be needed between
areas with different security requirements inside the security perimeter. Special attention to physical
access security should be given in the case of buildings holding assets for multiple organizations.

The application of physical controls, especially for the secure areas, should be adapted to the technical
and economic circumstances of the organization, as set forth in the risk assessment.

11.1.2 Physical entry controls
Control

Secure areas should be protected by appropriate entry controls to ensure that only authorized personnel
are allowed access.
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Implementation guidance

The following guidelines should be considered:

a) the date and time of entry and departure of visitors should be recorded, and all visitors should be
supervised unless their access has been previously approved; they should only be granted access for
specific, authorized purposes and should be issued with instructions on the security requirements
of the area and on emergency procedures. The identity of visitors should be authenticated by an
appropriate means;

b) access to areas where confidential information is processed or stored should be restricted to
authorized individuals only by implementing appropriate access controls, e.g. by implementing a
two-facttIr authentication mechanism such as an access card and secret PIN,

c) aphysicallogbookorelectronicaudittrail ofallaccess should be securely maintained andmonitored;

d) all emplgyees, contractors and external parties should be required to wear somé [form of Visible
identificdtion and should immediately notify security personnel if they encounter unes¢orted
visitors gnd anyone not wearing visible identification;

e) external party support service personnel should be granted restricted/aceess to secure argas or
confidential information processing facilities only when required; this aecess should be authprized
and monf{tored;

f) accessrightstosecureareasshould beregularly reviewed and updated, and revoked when necgssary
(see 9.2.4 and 9.2.6).

11.1.3 Securing offices, rooms and facilities

Control

Physical seculrity for offices, rooms and facilities shquld be designed and applied.

Implementat]on guidance

The following guidelines should be considéred to secure offices, rooms and facilities:

a) key facilities should be sited to avoid access by the public;

b) where agplicable, buildingsSshould be unobtrusive and give minimum indication of their pufrpose,
with no |obvious signs, outside or inside the building, identifying the presence of inforrpation
processing activities;

c) facilities|should be configured to prevent confidential information or activities from being Visible
and audible from.the outside. Electromagnetic shielding should also be considered as appropjriate;

d) directorips@ndinternal telephone booksidentifyinglocations of confidential information processing
facilities 'shoutdnotbet cadi}_y accessibleto ahyoire uhatthorized:

11.1.4 Protecting against external and environmental threats

Control

Physical protection against natural disasters, malicious attack or accidents should be designed and applied.

Implementation guidance

Specialist advice should be obtained on how to avoid damage from fire, flood, earthquake, explosion,
civil unrest and other forms of natural or man-made disaster.
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11.1.5 Working in secure areas

Control

Procedures for working in secure areas should be designed and applied.
Implementation guidance

The following guidelines should be considered:

a) personnel should only be aware of the existence of, or activities within, a secure area on a need-
to-know basis;

b) umsupervised working in secure areas should be avoided both for safety reasons-and to prevent
opportunities for malicious activities;

c) vdcantsecure areas should be physically locked and periodically reviewed;

d) plotographic, video, audio or other recording equipment, such as cameyas.in mobile d¢vices, should
ng¢t be allowed, unless authorized.

The arrangements for working in secure areas include controls for.thie employees and ekternal party
users working in the secure area and they cover all activities taking,place in the secure ara.

11.1.4 Delivery and loading areas

=
’;‘
—
=
|.-.

Accesg points such as delivery and loading areas and other points where unauthorized persons could
enter the premises should be controlled and, if possible, isolated from information procedsing facilities
to avofd unauthorized access.

| to identified

ind unloaded

wijithout delivery pérsonnel gaining access to other parts of the building;

c) theexternal dodrs of a delivery and loading area should be secured when the internal doofs are opened;

d) incomingmaterial should be inspected and examined for explosives, chemicals or otHer hazardous
teridls;"before it is moved from a delivery and loading area;

e) injcefming material should be registered in accordance with asset management prgcedures (see
Clause 8) on entry to the site;

f) incoming and outgoing shipments should be physically segregated, where possible;

g) incoming material should be inspected for evidence of tampering en route. If such tampering is
discovered it should be immediately reported to security personnel.

11.2 Equipment

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organiza-
tion’s operations.
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11.2.1 Equipment siting and protection

Control

Equipment should be sited and protected to reduce the risks from environmental threats and hazards,
and opportunities for unauthorized access.

Implementation guidance

The following guidelines should be considered to protect equipment:

a) equipment should be sited to minimize unnecessary access into work areas;

b) informatjon processing facilities handling sensitive data should be positioned carefully to-geduce
the risk df information being viewed by unauthorized persons during their use;

c) storage fhcilities should be secured to avoid unauthorized access;

d) items requiring special protection should be safeguarded to reduce the)general leyel of
protectign required;

e) controls $should be adopted to minimize the risk of potential physical and‘ehwironmental threats, e.g.
theft, firel explosives, smoke, water (or water supply failure), dust, vibration, chemical effects, eleftrical
supply inferference, communications interference, electromagnetic radiation and vandalism;

f) guidelings for eating, drinking and smoking in proximity to infotmation processing facilities $hould
be estab:Ished;

g) environmental conditions, such as temperature and humidity, should be monitored for conditions
which copild adversely affect the operation of information processing facilities;

h) lightning protection should be applied to all buildings and lightning protection filters shopld be
fitted to all incoming power and communications lines;

i) the use o¢f special protection methods, such as keyboard membranes, should be considered for
equipment in industrial environments;

j)  equipment processing confidential-information should be protected to minimize the ifisk of
informatjon leakage due to electremagnetic emanation.

11.2.2 Suppprting utilities

Control

Equipment should be_protected from power failures and other disruptions caused by failures in

supporting utilities;

Implementatioh guidance

Supporting utilities (e.g. electricity, telecommunications, water supply, gas, sewage, ventilation and air
conditioning) should:

a)
b)

c)
d)

e)

34

conform to equipment manufacturer’s specifications and local legal requirements;

be appraised regularly for their capacity to meet business growth and interactions with other
supporting utilities;

be inspected and tested regularly to ensure their proper functioning;

if necessary, be alarmed to detect malfunctions;

if necessary, have multiple feeds with diverse physical routing.
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Emergency lighting and communications should be provided. Emergency switches and valves to cut off
power, water, gas or other utilities should be located near emergency exits or equipment rooms.

Other information

Additional redundancy for network connectivity can be obtained by means of multiple routes from
more than one utility provider.

11.2.3 Cabling security

Control

Powelf and telecommunications cabling carrying data or supporting Information seryiq
protedted from interception, interference or damage.

Implementation guidance

The fdllowing guidelines for cabling security should be considered:

a)

b)
‘)

power and telecommunications lines into information processing facilities should be

where possible, or subject to adequate alternative protection;

power cables should be segregated from communications cables to prevent interferen
folr sensitive or critical systems further controls to consider include:

1)| installation of armoured conduit and locked roonis,or boxes at inspection and termi
2) use of electromagnetic shielding to protect:the cables;

3) initiation of technical sweeps and physical inspections for unauthorized devices b
to the cables;

4) controlled access to patch panelsiand cable rooms.

11.2.4 Equipment maintenance

Control

Equipment should be correctly maintained to ensure its continued availability and integri

Implementation guidance

The fdllowing guidelines for equipment maintenance should be considered:

a)

b)

‘)
d)

)

equipment should be maintained in accordance with the supplier’s recommended ser

es should be

inderground,

ce;

hation points;

eing attached

vice intervals

arrd specifications;

only authorized maintenance personnel should carry out repairs and service equipment;

records should be keptofall suspected oractual faults,and of all preventive and corrective

appropriate controls should be implemented when equipment is scheduled for

maintenance;

maintenance,

taking into account whether this maintenance is performed by personnel on site or external to the

organization; where necessary, confidential information should be cleared from the
the maintenance personnel should be sufficiently cleared;

equipment or

all maintenance requirements imposed by insurance policies should be complied with;

before putting equipment back into operation after its maintenance, it should be inspected to ensure

that the equipment has not been tampered with and does not malfunction.
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11.2.5 Removal of assets

Control

Equipment, information or software should not be taken off-site without prior authorization.
Implementation guidance

The following guidelines should be considered:

a) employees and external party users who have authority to permit off-site removal of assets should
be identified;

b) time limifs for asset removal should be set and returns verified for compliance;

c¢) wherenégcessary and appropriate, assets should be recorded as being removed off-site and reqorded
when retjurned;

d) the identjity, role and affiliation of anyone who handles or uses assets should/be)documente¢d and
this documentation returned with the equipment, information or software.

Spot checks, jundertaken to detect unauthorized removal of assets, can~also be performed to detect
unauthorized recording devices, weapons, etc., and to prevent theirentry into and exit from, the
site. Such sp¢t checks should be carried out in accordance with rélevant legislation and reguljtions.
Individuals should be made aware that spot checks are carried,eut, and the verifications should gnly be
performed wjth authorization appropriate for the legal and régilatory requirements.

11.2.6 Security of equipment and assets off-premises

Control

Security shoyld be applied to off-site assets taking into account the different risks of working outside
the organizatjion’s premises.

Implemen n guidan

The use of any information storing and processing equipment outside the organization’s prgmises
should be authorized by managenient. This applies to equipment owned by the organization and that
equipment owned privately and.used on behalf of the organization.

The following guidelinesshould be considered for the protection of off-site equipment:
a) equipment and media taken off premises should not be left unattended in public places;

b) manufacfurers’instructions for protecting equipment should be observed atall times, e.g. protection
against egposure to strong electromagnetic fields;

c) controls for off-premises locations, such as home-working, teleworking and temporary sites should
be determined by a risk assessment and suitable controls applied as appropriate, e.g. lockable filing
cabinets, clear desk policy, access controls for computers and secure communication with the office
(see also ISO/IEC 27033[15][16][17][18][19]);

d) when off-premises equipment is transferred among different individuals or external parties, a log
should be maintained that defines the chain of custody for the equipment including at least names
and organizations of those who are responsible for the equipment.

Risks, e.g. of damage, theft or eavesdropping, may vary considerably between locations and should be
taken into account in determining the most appropriate controls.

Other information
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Information storing and processing equipment includes all forms of personal computers, organizers,
mobile phones, smart cards, paper or other form, which is held for home working or being transported

away from the normal work location.

More information about other aspects of protecting mobile equipment can be found in 6.2.

It may be appropriate to avoid the risk by discouraging certain employees from working off-site or by
restricting their use of portable IT equipment;

11.2.7 Secure disposal or re-use of equipment

Control

All items of equipment containing storage media should be verified to ensure that any sens

licens

bd software has been removed or securely overwritten prior to disposal or resuse.

Implementation guidan

itive data and

Equipment should be verified to ensure whether or not storage media is contained prior to displosal or re-use.

Storage media containing confidential or copyrighted information should be physically
the ir;r:ormation should be destroyed, deleted or overwritten using\techniques to make the original

infor

ation non-retrievable rather than using the standard delete-er format function.

Otherlinformation

destroyed or

Damaged equipment containing storage media may require a risk assessment to deterthine whether
the itgms should be physically destroyed rather than'sent for repair or discarded. Information can be
compijomised through careless disposal or re-use.ofiequipment.

In addition to secure disk erasure, whole-diskencryption reduces the risk of disclosure of confidential
informpation when equipment is disposed of or'redeployed, provided that:

a) tHeencryption process is sufficiently'strong and covers the entire disk (including slack space, swap
files, etc.);

b) the encryption keys are longenough to resist brute force attacks;

c) the encryption keys are‘themselves kept confidential (e.g. never stored on the same djsk).

For fufther advice on encryption, see Clause 10.

Techn

Overwriting todls—should be reviewed to make sure that they are applicable to the tech
storage media:

11.2.8

Unattended user equipment

ques for seeurely overwriting storage media differ according to the storage media technology.

nology of the

Control

Users should ensure that unattended equipment has appropriate protection.
Impl : id

All users should be made aware of the security requirements and procedures for protecting unattended
equipment, as well as their responsibilities for implementing such protection. Users should be advised to:

a) terminate active sessions when finished, unless they can be secured by an appropriate locking
mechanism, e.g. a password protected screen saver;
b) log-off from applications or network services when no longer needed;
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c) secure computers or mobile devices from unauthorized use by a key lock or an equivalent control,
e.g. password access, when not in use.

11.2.9 Clear desk and clear screen policy

Control

A clear desk policy for papers and removable storage media and a clear screen policy for information
processing facilities should be adopted.

Implementation guidance

The clear def‘t and clear screen policy should take into account the information classifications [s€e 8.2),
legal and conftractual requirements (see 18.1) and the corresponding risks and cultural aspects|of the
organization|The following guidelines should be considered:

a) sensitive|or critical business information, e.g. on paper or on electronic storagecmedia, should be
locked away (ideally in a safe or cabinet or other forms of security furniture),when not required,
especially when the office is vacated.

b) computers and terminals should be left logged off or protected with a scté¢en and keyboard lpcking
mechanigm controlled by a password, token or similar user authentication mechanism|when
unattended and should be protected by key locks, passwords or otherControls when not in ufe;

c) unauthoifised use of photocopiers and other reproduction techndlogy (e.g. scanners, digital caineras)
should b¢ prevented;

d) media coptaining sensitive or classified information should be removed from printers immediately.

Other informhtion

Acleardesk/dlearscreen policy reduces therisks ofunauthorized access, loss ofand damage to informhation
during and ofitside normal working hours. Safeszor other forms of secure storage facilities miglt also
protect infornation stored therein against disasters such as a fire, earthquake, flood or explosion

Consider the [use of printers with PIN code function, so the originators are the only ones who cpn get
their print-oyts and only when standingnext to the printer.

12 Operatjons security

12.1 Operational proecedures and responsibilities

Objective: Td ensurecorrect and secure operations of information processing facilities.

12.1.1 Documented npnrnl‘ina prnrndnrnc
(=]

Control
Operating procedures should be documented and made available to all users who need them.

Implementation guidance

Documented procedures should be prepared for operational activities associated with information
processing and communication facilities, such as computer start-up and close-down procedures, backup,
equipment maintenance, media handling, computer room and mail handling management and safety.

The operating procedures should specify the operational instructions, including:

a) theinstallation and configuration of systems;
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processing and handling of information both automated and manual;
backup (see 12.3);

scheduling requirements, including interdependencies with other systems, earliest job start and
latest job completion times;

instructions for handling errors or other exceptional conditions, which might arise during job
execution, including restrictions on the use of system utilities (see 9.4.4);

support and escalation contacts including external support contacts in the event of unexpected
operational or technical difficulties;

special output and media handling instructions, such as the use of special statijonery or the
management of confidential output including procedures for secure disposal ofioutpfit from failed
jops (see 8.3 and 11.2.7);

system restart and recovery procedures for use in the event of system failure;

the management of audit-trail and system log information (see 12.4);

nitoring procedures.

Operafing procedures and the documented procedures for systefmactivities should be tredted as formal
documents and changes authorized by management. Where %echnically feasible, informdtion systems

should be managed consistently, using the same procedures,tools and utilities.

12.1.3 Change management

Contrgl

Changes to the organization, business processes, information processing facilities and |systems that

affectfinformation security should be controlled.

Implementation guidance

In parficular, the following items@hould be considered:

a)
b)
c)
d)
e)
)
g)

h)

identification and recording of significant changes;
planning and testingof changes;

agsessment of the potential impacts, including information security impacts, of such dhanges;
formal approval procedure for proposed changes;

vgrification that information security requirements have been met;

- b £ 1 11 1 4
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fall-back procedures, including procedures and responsibilities for aborting and recovering from
unsuccessful changes and unforeseen events;

provision of an emergency change process to enable quick and controlled implementation of changes
needed to resolve an incident (see 16.1).

Formal management responsibilities and procedures should be in place to ensure satisfactory control of
all changes. When changes are made, an audit log containing all relevant information should be retained.

Other information
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Inadequate control of changes to information processing facilities and systems is a common cause of
system or security failures. Changes to the operational environment, especially when transferring a
system from development to operational stage, can impact on the reliability of applications (see 14.2.2).

12.1.3 Capacity management
Control

The use of resources should be monitored, tuned and projections made of future capacity requirements
to ensure the required system performance.

Implementation guidance

Capacity reqyirements should be identified, taking into account the business criticality of the cong¢erned
system. Systgm tuning and monitoring should be applied to ensure and, where necessary,improve the
availability and efficiency of systems. Detective controls should be put in place to indicate problg¢ms in
due time. Projections of future capacity requirements should take account of new busin€ss and system
requirementg and currentand projected trends in the organization’s information prdcessing capabilities.

Particular atfention needs to be paid to any resources with long procurement(ead times or high|costs;
therefore managers should monitor the utilization of key system resources.They should identify frends
in usage, particularly in relation to business applications or information systems management topls.

Managers shquld use this information to identify and avoid potential bottlenecks and dependepce on
key personne] that might present a threat to system security or services, and plan appropriate agtion.

Providing sufficient capacity can be achieved by increasing capacity or by reducing demand. Exgmples
of managing ¢apacity demand include:

a) deletion ¢f obsolete data (disk space);

b) decommissioning of applications, systems, databases or environments;

c) optimising batch processes and schedules;
d) optimising application logic or database queries;

e) denying ¢r restricting bandwidth for resource-hungry services if these are not business criticpl (e.g.
video strpaming).

A documentef capacity management plan should be considered for mission critical systems.

Other informption

This control 3lso addresses the capacity of the human resources, as well as offices and facilities.

12.1.4 Separation of development, testing and operational environments

Control

Development, testing, and operational environments should be separated to reduce the risks of
unauthorized access or changes to the operational environment.

Implementation guidance

The level of separation between operational, testing, and development environments that is necessary
to prevent operational problems should be identified and implemented.

The following items should be considered:

a) rules for the transfer of software from development to operational status should be defined and
documented;
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different domains or directories;

prior to being applied to operational systems;

operational systems when not required;

di

development and operational software should run on different systems or computer processors and

changes to operational systems and applications should be tested in a testing or staging environment

other than in exceptional circumstances, testing should not be done on operational systems;

compilers, editors and other development tools or system utilities should not be accessible from

users should use different user profiles for operational and testing systems, and menus should
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nsitive data should not be copied into the testing system environment unless equiv
e provided for the testing system (see 14.3).

information

pmentand testing activities can cause serious problems, e.g. unwanted modification of |
nment or system failure. There is a need to maintain a known and.stable environme
Im meaningful testing and to prevent inappropriate developer ac¢ess to the operational

e development and testing personnel have access to the gperational system and itg
hay be able to introduce unauthorized and untested.-code or alter operational d
hs this capability could be misused to commit fradd or introduce untested or m
can cause serious operational problems.

pment and testing personnel also pose a threatto the confidentiality of operationa
pment and testing activities may cause uninitended changes to software or inforr
Lhe same computing environment. Separating development, testing and operational ¢
refore desirable to reduce the risk ofiaccidental change or unauthorized access t
hire and business data (see 14.3 for the' protection of test data).

Protection from malware

hlent controls

iles or system
nt in which to
environment.

information,
hta. On some
hlicious code,

information.
hation if they
nvironments
b operational

Objec
malw|

tive: To ensure that infdrmation and information processing facilities are protected
are.

against

12.2.1
Contr

Detec

Controls against malware

1

combirled with appropriate user awareness.

ion,~prevention and recovery controls to protect against malware should be

mplemented,

Implementation guidance

Protection against malware should be based on malware detection and repair software, information
security awareness and appropriate system access and change management controls. The following
guidance should be considered:

a)

establishing a formal policy prohibiting the use of unauthorized software (see 12.6.2 and 14.2.);

b)

c)
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implementing controls that prevent or detect the use of unauthorized software (e.g. application
whitelisting);

implementing controls that prevent or detect the use of known or suspected malicious websites (e.g.
blacklisting);
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d)

£)

g)

h)

j)

k)

D)

establishing a formal policy to protect against risks associated with obtaining files and software
either from or via external networks or on any other medium, indicating what protective measures
should be taken;

reducing vulnerabilities that could be exploited by malware, e.g. through technical vulnerability
management (see 12.6);

conducting regular reviews of the software and data content of systems supporting critical business
processes; the presence of any unapproved files or unauthorized amendments should be formally

investiga

ted;

installation and regular update of malware detection and repair software to scan computers and

media as
1) scan

2) scan

a precautionary control, or on a routine basls; the scan carried out should include;
any files received over networks or via any form of storage medium, for malwar¢ befo

electronic mail attachments and downloads for malware before use; thi§)scan sho

e use;

uld be

carried out at different places, e.g. at electronic mail servers, desk top computers and| when

entel
3) scan

defining
their use

preparin
necessar

impleme
verifying

impleme
bulletins
journals,

ing the network of the organization;

web pages for malware;

reporting and recovering from malware attacks;

y data and software backup and recovery arrangements (see 12.3);

1ting procedures to regularly collect information, such as subscribing to mailing 1
websites giving information about new malware;

iting procedures to verify information-relating to malware, and ensure that w.
are accurate and informative; managers should ensure that qualified sources, e.g. rep
reliable Internet sites or suppliers producing software protecting against malwa

used to dlifferentiate between hoaxes.afidd real malware; all users should be made aware

problem

isolating

Other inform

The use of tw
environment

Care shouldb
procedures,

Under certair

bf hoaxes and what to do onteceipt of them;
environments where cdtastrophic impacts may result.

htion

b or more software products protecting against malware across the information proc

vhich may bypass normal malware protection controls.

cahditions malware protection migh‘r cause disturbance within operations

procedures and responsibilities to deal with malware protection on systems, training in

b appropriate business continuity plans for recovering from malware attacks, includjing all

sts or

Arning
utable
'e, are
of the

pssing

from differentvendors and technology canimprove the effectiveness of malware protéction.

e takento/protect against the introduction of malware during maintenance and emeyggency

Use of malware detection and repair software alone as a malware control is not usually adequate and
commonly needs to be accompanied by operating procedures that prevent introduction of malware.

12.3 Backup

Objective: To protect against loss of data.

12.3.1 Information backup

Control

42

© ISO/IEC 2013 - All rights r

eserved


https://iecnorm.com/api/?name=1a5eece8fbf9972f2bf0aac272c6cdb6

ISO/IEC 270

02:2013(E)

Backup copies of information, software and system images should be taken and tested regularly in
accordance with an agreed backup policy.

Implementation

idan

A backup policy should be established to define the organization’s requirements for backup of
information, software and systems.

The backup policy should define the retention and protection requirements.

Adequate backup facilities should be provided to ensure that all essential information and software can

be rec

overed following a disaster or media failure.

When

fional procedures should monitor the execution of backups and address failures

designing a backup plan, the following items should be taken into consideration:

curate and complete records of the backup copies and documented restoratio
ould be produced;

e extent (e.g. full or differential backup) and frequency of backups/sheuld reflect
quirements of the organization, the security requirements of the information inv
iticality of the information to the continued operation of the organization;

e backups should be stored in a remote location, at a sufficient distance to escapsg
pm a disaster at the main site;

\ckup information should be given an appropriate level-of physical and environment
e Clause 11) consistent with the standards appliediat the main site;

ckup media should be regularly tested to ensure that they can be relied upon for e}
hen necessary; this should be combined with'a test of the restoration procedures
ainst the restoration time required. Testing the ability to restore backed-up dd
rformed onto dedicated test media, not-by overwriting the original media in case {
storation process fails and causes irreparable data damage or loss;

situations where confidentiality is,ofimportance, backups should be protected by means

ps to ensure completenéssof backups according to the backup policy.
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backup arrangements.should cover all systems information, applications and data necessz
the complete system'in the event of a disaster.

The retention'period for essential business information should be determined, taking int
requirlementfor archive copies to be permanently retained.

arrangements for'individual systems and services should be regularly tested t
eet the requirerments of business continuity plans. In the case of critical systems
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blved and the
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12.4 Logging and monitoring

Objec

tive: To record events and generate evidence.

12.4.1 Eventlogging

Control

Event logs recording user activities, exceptions, faults and information security events should be

produ

ced, kept and regularly reviewed.

Implementation guidance
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Event logs should include, when relevant:

a) user IDs;

b) system activities;

c) dates, times and details of key events, e.g. log-on and log-off;

d) device identity or location if possible and system identifier;

e) records of successful and rejected system access attempts;

f) records of successful and rejected data and other resource access attempts;

g) changes{
h) use of pr
i) useofsy
j) files acce
k) network
1) alarms r3

m) activatio
detectior

n) records d

Event logging
consolidated

Other inform

Event logs cd
protection m

Where possik
own activitie

12.4.2 Protd

Control

o system configuration;

vileges;

tem utilities and applications;
ssed and the kind of access;
hddresses and protocols;

lised by the access control system;

n and de-activation of protection systems, such ,as“anti-virus systems and int
systems;

f transactions executed by users in applications.

rusion

sets the foundation for automated monitoring systems which are capable of generating

reports and alerts on system security.

htion

n contain sensitive data and.personally identifiable information. Appropriate pfrivacy

basures should be taken (see18.1.4).

le, system administrators should not have permission to erase or de-activate logs of their

5 (see 12.4.3).

ction of log information

Logging facilftiesand log information should be protected against tampering and unauthorized access.

Implementation.guidance

Controls should aim to protect against unauthorized changes to log information and operational
problems with the logging facility including:

a) alterations to the message types that are recorded;

b) log files being edited or deleted;

c) storage capacity of the log file media being exceeded, resulting in either the failure to record events
or over-writing of past recorded events.

Some audit logs may be required to be archived as part of the record retention policy or because of
requirements to collect and retain evidence (see 16.1.7).

Other information
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System logs often contain a large volume of information, much of which is extraneous to information
security monitoring. To help identify significant events for information security monitoring purposes,
the copying of appropriate message types automatically to a second log, or the use of suitable system
utilities or audit tools to perform file interrogation and rationalization should be considered.

System logs need to be protected, because if the data can be modified or data in them deleted, their
existence may create a false sense of security. Real-time copying of logs to a system outside the control
of a system administrator or operator can be used to safeguard logs.

12.4.3 Administrator and operator logs

Contreal

Systeth administrator and system operator activities should be logged and the legs protected and
reguldrly reviewed.

Implementation guidan

Privilgged user account holders may be able to manipulate the logs)on information processing
facilitles under their direct control, therefore it is necessary to protect@nd review the logs to maintain
accountability for the privileged users.

Otherlinformation

An infrusion detection system managed outside of the conttol of system and network administrators
can bg used to monitor system and network administratiof activities for compliance.

12.4.4 Clock synchronisation

Control

The clocks of all relevant information processing systems within an organization or sedurity domain

Exterpal and internal requiyements for time representation, synchronisation and accuracy should
be dofumented. Such requirements can be legal, regulatory, contractual requirements, standards
compliiance or requirements for internal monitoring. A standard reference time for uge within the
organ]zation should beldefined.

The orjganization’sapproachto obtainingareference time from external source(s) and how tp synchronise
internjal clocks.teliably should be documented and implemented.

Otherlinformation

The correct setting of computer clocks is important to ensure the accuracy of audit logs, which may
be required for investigations or as evidence in legal or disciplinary cases. Inaccurate audit logs may
hinder such investigations and damage the credibility of such evidence. A clock linked to a radio time
broadcast from a national atomic clock can be used as the master clock for logging systems. A network
time protocol can be used to keep all of the servers in synchronisation with the master clock.

12.5 Control of operational software

Objective: To ensure the integrity of operational systems.

12.5.1 Installation of software on operational systems

Control
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Procedures should be implemented to control the installation of software on operational systems.
Implementation guidance
The following guidelines should be considered to control changes of software on operational systems:

a) the updating of the operational software, applications and program libraries should only be
performed by trained administrators upon appropriate management authorization (see 9.4.5);

b) operational systems should only hold approved executable code and not development code or compilers;

c) applications and operating system software should only be implemented after extensive and
successful fpchnc the tests should cover llthl]lfv Qﬂ{‘llrlf\l effects on other systems and user-
friendlingss and should be carried out on separate systems [see 12.1.4); it should be ensuredhat all
correspopding program source libraries have been updated;

d) a configyration control system should be used to keep control of all implemented software gs well
as the system documentation;

e) arollback strategy should be in place before changes are implemented;
f) an audit Jog should be maintained of all updates to operational programlibraries;
g) previous|versions of application software should be retained as a contingency measure;

h) old versigns of software should be archived, together with all required information and parameters,
procedurgs, configuration details and supporting software foraslong as the data are retained in archive.

Vendor suppljed software used in operational systems should be maintained at a level supported py the
supplier. Over time, software vendors will cease to suppott.older versions of software. The organization
should consider the risks of relying on unsupported software.

Any decision|to upgrade to a new release should take into account the business requirements for the
change and the security of the release, e.g. the ifitroduction of new information security functignality
or the numbdgr and severity of information security problems affecting this version. Software patches
should be applied when they can help to remove or reduce information security weaknesses (see|12.6).

Physical or Iqgical access should only-be given to suppliers for support purposes when necessary and
with management approval. The supplier’s activities should be monitored (see 15.2.1).

Computer software may rely on“externally supplied software and modules, which should be monjitored
and controlled to avoid unauthorized changes, which could introduce security weaknesses.

12.6 Technjcal vulnérability management

Objective: Tg prevent exploitation of technical vulnerabilities.

12.6.1 Management of technical vulnerabilities
Control

Information about technical vulnerabilities of information systems being used should be obtained in a
timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate measures
taken to address the associated risk.

Implementation guidance

A current and complete inventory of assets (see Clause 8) is a prerequisite for effective technical
vulnerability management. Specific information needed to support technical vulnerability management
includes the software vendor, version numbers, current state of deployment (e.g. what software is
installed on what systems) and the person(s) within the organization responsible for the software.
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Appropriate and timely action should be taken in response to the identification of potential technical
vulnerabilities. The following guidance should be followed to establish an effective management process
for technical vulnerabilities:

a) theorganization should define and establish the roles and responsibilities associated with technical
vulnerability management, including vulnerability monitoring, vulnerability risk assessment,
patching, asset tracking and any coordination responsibilities required;

b) informationresources thatwill be used to identify relevant technical vulnerabilities and to maintain
awareness about them should be identified for software and other technology (based on the asset
inventory list, see 8.1.1); these information resources should be updated based on changes in the
inventory or when other new or useful resources are found;

c) atimeline should be defined to react to notifications of potentially relevant technical viilnerabilities;

d) omnce a potential technical vulnerability has been identified, the organization should identify the

aqsociated risks and the actions to be taken; such action could involve~patching pf vulnerable
systems or applying other controls;

e) d¢pending on how urgently a technical vulnerability needs to be addressed, the action|taken should
b¢ carried out according to the controls related to change management (see 12.1.2) or by following
information security incident response procedures (see 16.1.5});

f) ifp patchis available from a legitimate source, the risks associated with installing the pgtch should be
agsessed (the risks posed by the vulnerability should be compared with the risk of installing the patch);

g) itches should be tested and evaluated before they,are installed to ensure they are effective and do

t result in side effects that cannot be tolerated;if no patch is available, other contifols should be
cqnsidered, such as:
1) turning off services or capabilities related to the vulnerability;
adapting or adding access controls;e.g. firewalls, at network borders (see 13.1);
increased monitoring to detect actual attacks;
raising awareness of thewulnerability;

h) audit log should be kept for all procedures undertaken;

i) e technical vulnérability management process should be regularly monitored and evaluated in
otjder to ensure itseffectiveness and efficiency;

i) stems at high risk should be addressed first;

k) effective technical vulnerability management process should be aligned with incident

nagement activities, to communicate data on vulnerabilities to the incident respgnse function
d'provide technical procedures to he carried out should an incident accur;

1) define a procedure to address the situation where a vulnerability has been identified but there is
no suitable countermeasure. In this situation, the organization should evaluate risks relating to the
known vulnerability and define appropriate detective and corrective actions.

Other information

Technical vulnerability management can be viewed as a sub-function of change management and as
such can take advantage of the change management processes and procedures (see 12.1.2 and 14.2.2).

Vendors are often under significant pressure to release patches as soon as possible. Therefore, there is
a possibility that a patch does not address the problem adequately and has negative side effects. Also, in
some cases, uninstalling a patch cannot be easily achieved once the patch has been applied.
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If adequate testing of the patches is not possible, e.g. because of costs or lack of resources, a delay in
patching can be considered to evaluate the associated risks, based on the experience reported by other
users. The use of ISO/IEC 27031[14] can be beneficial.

12.6.2 Restr

Control

ictions on software installation

Rules governing the installation of software by users should be established and implemented.

Implementation guidance

The organiza

The principlg
ability to ins

ion should define and enforce strict policy on which types of software users mayinstall.

of least privilege should be applied. If granted certain privileges, users may haye the
fall software. The organization should identify what types of software installatiohs are

permitted (e.p. updates and security patches to existing software) and what types of-installations are

prohibited (ejg. software that is only for personal use and software whose pedigreewith regard tq being

potentially mialicious is unknown or suspect). These privileges should be granted|having regard|to the
roles of the ugers concerned.

Other informhtion

Uncontrolled|installation of software on computing devices can lead¢tosintroducing vulnerabilitips and

then to inforltlation leakage, loss of integrity or other information security incidents, or to violation of

intellectual property rights.

12.7 Informpation systems audit considerations

Objective: Td minimise the impact of audit activities, 6 operational systems.

12.7.1 Information systems audit controls

Control

Audit requir¢ments and activities ifivolving verification of operational systems should be carefully

planned and @greed to minimize disruptions to business processes.

Implementation guidance

The following guidelinesshould be observed:

a) auditrequirementsfor access to systems and data should be agreed with appropriate manage¢ment;

b) the scopg of teehnical audit tests should be agreed and controlled;

c) audit tests should be Ilimited to read-only access to software and data;

d) access other than read-only should only be allowed for isolated copies of system files, which should
be erased when the audit is completed, or given appropriate protection if there is an obligation to
keep such files under audit documentation requirements;

e) requirements for special or additional processing should be identified and agreed;

f) audit tests that could affect system availability should be run outside business hours;

g) all access should be monitored and logged to produce a reference trail.

48 © ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=1a5eece8fbf9972f2bf0aac272c6cdb6

ISO/IEC 27002:2013(E)

13 Communications security

13.1 Network security management

Objective: To ensure the protection of information in networks and its supporting information pro-
cessing facilities.

13.1.1 Network controls

Control

Netwaqrks should be managed and controlled to protect information in systems and applidations.

Implementation guidance

Contr¢ls should be implemented to ensure the security of information in networks'and the|protection of
connefted services from unauthorized access. In particular, the following item’s should be|considered:

a) rdsponsibilities and procedures for the management of networking €quipment should bg established;

b) operational responsibility for networks should be separated\from computer operptions where
appropriate (see 6.1.2);

c) special controls should be established to safeguard the confidentiality and intepgrity of data
p3ssing over public networks or over wireless networks and to protect the connefcted systems
and applications (see Clause 10 and 13.2); specialcentrols may also be required to|maintain the
availability of the network services and computers'connected;

d) appropriate logging and monitoring should be applied to enable recording and detectfion of actions
that may affect, or are relevant to, information security;

e) mianagement activities should be:.elosely coordinated both to optimize the sdrvice to the
ofganization and to ensure that controls are consistently applied across the informatipn processing
inffrastructure;

f) systems on the network should be authenticated;
g) systems connection to:the network should be restricted.

Otherlinformation
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13.1.23 Security of network services

Control

Security mechanisms, service levels and management requirements of all network services should be
identified and included in network services agreements, whether these services are provided in-house
or outsourced.

Implementation guidance

The ability of the network service provider to manage agreed services in a secure way should be
determined and regularly monitored, and the right to audit should be agreed.

The security arrangements necessary for particular services, such as security features, service levels
and management requirements, should be identified. The organization should ensure that network
service providers implement these measures.

Other information
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Network services include the provision of connections, private network services and value added
networks and managed network security solutions such as firewalls and intrusion detection systems.
These services can range from simple unmanaged bandwidth to complex value-added offerings.

Security features of network services could be:
a) technology applied for security of network services, such as authentication, encryption and network
connection controls;

b) technical parameters required for secured connection with the network services in accordance
with the security and network connection rules;

c) procedurnes
where n¢cessary.

13.1.3 Segr¢gation in networks

Control

Groups of infprmation services, users and information systems should be segregated on network|
Implgmgngat];n guidance

One method @

mains.

fmanaging the security of large networks is to divide them into separate network do}

The domains
domain), alo
server domai
physically di

The perimetsg
should be coptrolled at the perimeter using a gateway (e.g. firewall, filtering router). The crite
segregation ¢
on an assessn
with the accsg

processed an
gateway tech

Wireless nety

environment
to segregate

\forganizational units (e.g. human resources, financé/marketing) or some combinatig

can be chosen based on trust levels (e.g. public access*domain, desktop domain,

connecting to multiple organizational units). Fhe segregation can be done using
erent networks or by using different logical networks (e.g.virtual private networki

r of each domain should be well defined. Aecess between network domains is allows

f networks into domains, and the aceess allowed through the gateways, should be
nent of the security requirements of&ach domain. The assessment should be in accor
ss control policy (see 9.1.1), access requirements, value and classification of inforr
d also take account of the relative cost and performance impact of incorporating sy
hology.

vorks require special treatment due to the poorly defined network perimeter. For se
5, consideration shetild be made to treat all wireless access as external connectio
this access from_internal networks until the access has passed through a gatey

}

perver

n(e.g.
either

ng).

ed, but
ria for
based
dance
nation
litable

sitive
s and
vay in

accordance with network conttols policy (see 13.1.1) before granting access to internal systems.

dards
twork

The authentig
based wirele;
when properl

ation, encryption and user level network access control technologies of modern, star
s networKs may be sufficient for direct connection to the organization’s internal ne
y implemented.

Other informhtion

Networks often extend beyond organizational boundaries, as business partnerships are formed that
require the interconnection or sharing of information processing and networking facilities. Such
extensions can increase the risk of unauthorized access to the organization’s information systems that
use the network, some of which require protection from other network users because of their sensitivity
or criticality.

13.2 Information transfer

Objective: To maintain the security of information transferred within an organization and with any
external entity.
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13.2.1 Information transfer policies and procedures
Control

Formal transfer policies, procedures and controls should be in place to protect the transfer of information
through the use of all types of communication facilities.

Implementation guidance

The procedures and controls to be followed when using communication facilities for information
transfer should consider the following items:

modification,

b) procedures for the detection of and protection against malware that may be fiansmjtted through
the use of electronic communications (see 12.2.1);

c) procedures for protecting communicated sensitive electronic information that is ip the form of
a:[ attachment;

d p

e) personnel, external party and any other user’s responsibilities hot to compromise the[organization,
e.g. through defamation, harassment, impersonation, forwarding of chain letters, pnauthorized
purchasing, etc.;

licy or guidelines outlining acceptable use of communication facilities (see 8.1.3);

f) uge of cryptographic techniques e.g. to protect the“confidentiality, integrity and apithenticity of
information (see Clause 10);

g) rdtentionand disposal guidelines for all busifiess correspondence, including messages, jn accordance
wiith relevant national and local legislationrand regulations;

h) cdntrols and restrictions associated:with using communication facilities, e.g. automatjc forwarding
ofl electronic mail to external mail.addresses;

i) advising personnel to take appropriate precautions not to reveal confidential informgtion;

j) ngtleaving messages containing confidential information on answering machines sirjce these may
b¢ replayed by unauthorized persons, stored on communal systems or stored incorredtly as a result
off misdialling;

k) advising persofinel about the problems of using facsimile machines or services, namely:
1) unauthorized access to built-in message stores to retrieve messages;

2) deliberate or accidental programming of machines to send messages to specific nimbers;

3)—semdinmgdocumnrents amd messages to the wrong mumbereithrer by misdiattiimg orusing the wrong

stored number.

In addition, personnel should be reminded that they should not have confidential conversations in public
places or over insecure communication channels, open offices and meeting places.

Information transfer services should comply with any relevant legal requirements (see 18.1).
Other information

Information transfer may occur through the use of a number of different types of communication
facilities, including electronic mail, voice, facsimile and video.

Software transfer may occur through a number of different mediums, including downloading from the
Internet and acquisition from vendors selling off-the-shelf products.
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The business, legal and security implications associated with electronic data interchange, electronic
commerce and electronic communications and the requirements for controls should be considered.

13.2.2 Agreements on information transfer
Control

Agreements should address the secure transfer of business information between the organization and
external parties.

Implementation guidance

Information fransfer agreements should incorporate the following:
a) managerlent responsibilities for controlling and notifying transmission, dispatch and.receip;
b) proceduiles to ensure traceability and non-repudiation;

c¢) minimunp technical standards for packaging and transmission;
d) escrow agreements;

e) courier identification standards;

f) responsibilities and liabilities in the event of information security incidents, such as loss of data;

g) use of anjagreed labelling system for sensitive or critical infefmation, ensuring that the meaning of
the label$ is immediately understood and that the inform@ation is appropriately protected (sef 8.2);

h) technical standards for recording and reading information and software;

i) anyspecipl controls that are required to protect sefnsitive items, such as cryptography (see Clauke 10);

j) maintainling a chain of custody for information while in transit;
k) acceptable levels of access control.

Policies, prodedures and standards shotld be established and maintained to protect informatign and
physical medja in transit (see 8.3.3), and should be referenced in such transfer agreements.

The information security contént of any agreement should reflect the sensitivity of the bujsiness
information ipvolved.

Other informption

Agreements may be‘electronic or manual, and may take the form of formal contracts. For confidential
information, the specific mechanisms used for the transfer of such information should be consistent for
all organizatilons and types of agreements.

13.2.3 Electronic messaging

Control

Information involved in electronic messaging should be appropriately protected.
Implementation guidance

Information security considerations for electronic messaging should include the following:

a) protecting messages from unauthorized access, modification or denial of service commensurate
with the classification scheme adopted by the organization;

b) ensuring correct addressing and transportation of the message;
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c) reliability and availability of the service;
d) legal considerations, for example requirements for electronic signatures;

e) obtaining approval prior to using external public services such as instant messaging, social
networking or file sharing;

f) stronger levels of authentication controlling access from publicly accessible networks.
Other information

There are many types of electronic messaging such as email, electronic data interchange and social
netw rl(ing which p]ay arolein business communications

13.2.4 Confidentiality or non-disclosure agreements
Control

Requirements for confidentiality or non-disclosure agreements reflecting.thé organizati¢n’s needs for
the prptection of information should be identified, regularly reviewed and documented.

Implementation guidan

Confidentiality or non-disclosure agreements should address the requirement to protecf confidential
infornpation using legally enforceable terms. Confidentiality or non-disclosure agreements are
applicpble to external parties or employees of the organization. Elements should be sele¢ted or added
in conjsideration of the type of the other party and its‘permissible access or handling of confidential
information. To identify requirements for confidentiality or non-disclosure agreements, [the following
elements should be considered:

a) a flefinition of the information to be protected (e.g. confidential information);

b) ejypected duration of an agreement;including cases where confidentiality might need to be
mpintained indefinitely;

c) rgquired actions when an agreenient is terminated;
d) rdgsponsibilities and actiofisjof signatories to avoid unauthorized information disclosure;

e) ownership of information, trade secrets and intellectual property, and how this felates to the
protection of confidential information;

f) the permitted.usé of confidential information and rights of the signatory to use infortation;
g) the right.to audit and monitor activities that involve confidential information;

h) progessfornotification and reporting of unauthorized disclosure or confidential informption leakage;

i) terms for information to be returned or destroyed at agreement cessation;
j) expected actions to be taken in case of a breach of the agreement.

Based on an organization’s information security requirements, other elements may be needed in a
confidentiality or non-disclosure agreement.

Confidentiality and non-disclosure agreements should comply with all applicable laws and regulations
for the jurisdiction to which they apply (see 18.1).

Requirements for confidentiality and non-disclosure agreements should be reviewed periodically and
when changes occur that influence these requirements.

Other information
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Confidentialityand non-disclosureagreements protectorganizationalinformationandinformsignatories
of their responsibility to protect, use and disclose information in a responsible and authorized manner.

There may be a need for an organization to use different forms of confidentiality or non-disclosure
agreements in different circumstances.

14 System

14.1 Securi

acquisition, development and maintenance

ty requirements of information systems

Objective: T
entire lifecy
over public

le. This also includes the requirements for information systems which provide sery
tworks.

ces

14.1.1 Infor
Control

The informa
information {

Implementation guidance

Information
compliance 0
of vulnerabil
stakeholders

Informations
(see 8.2) and {

Identification
beintegrated|
requirements

Information 9

a) the level
authentig
b) access pi

technical

informin

<)

mation security requirements analysis and specification

fion security related requirements should be included in the requirements fo
ystems or enhancements to existing information systems.

security requirements should be identified using’various methods such as d¢
equirements from policies and regulations, thteat modelling, incident reviews,
ty thresholds. Results of the identification should be documented and reviewed

bcurity requirements and controls should¥eflect the business value of the informationin
he potential negative business impactwhich might result from lack of adequate securif

and management of information Security requirements and associated processes §
in early stages of information systems projects. Early consideration of information se
, e.g. at the design stage cafi lead to more effective and cost efficient solutions.

ecurity requirements-should also consider:

of confidence réquired towards the claimed identity of users, in order to deriv
ation requirements;

ovisioning/and authorization processes, for business users as well as for privile
users;

b users and operators of their duties and responsibilities;

I new

riving
DI use
by all

volved

y.

hould
curity

E user

red or

d)

confidentiality, integrity;

e)

repudiation requirements;

f)

leakage detection systems.

the required protection needs of the assets involved, in particular regarding availability,

requirements derived from business processes, such as transaction logging and monitoring, non-

requirements mandated by other security controls, e.g. interfaces to logging and monitoring or data

For applications that provide services over public networks or which implement transactions, the
dedicated controls 14.1.2 and 14.1.3 should be considered.

If products are acquired, a formal testing and acquisition process should be followed. Contracts with
the supplier should address the identified security requirements. Where the security functionality
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in a proposed product does not satisfy the specified requirement, the risk introduced and associated
controls should be reconsidered prior to purchasing the product.

Available guidance for security configuration of the product aligned with the final software / service
stack of that system should be evaluated and implemented.

Criteria for accepting products should be defined e.g. in terms of their functionality, which will give
assurance that the identified security requirements are met. Products should be evaluated against these
criteria before acquisition. Additional functionality should be reviewed to ensure it does not introduce
unacceptable additional risks.

Other information

ISO/IH
identi

14.1.2

Contr

Inforn
fraudy

Implet

Inforn
includg the following:

a)
b)

)

d)

e)
f)
g)

h)
i
j)
k)
D)

m)

th

au
tr

(S}
u§

de
d

th
th

th
dé

th

C 27005[11] and ISO 31000[27] provide guidance on the use of risk managemént
'y controls to meet information security requirements.

Securing application services on public networks
pl

nation involved in application services passing over public networks should be pr
[lent activity, contract dispute and unauthorized disclosure and'modification.

mentation guidance

hation security considerations for application sefvices passing over public nety

elevel of confidence each partyrequiresineachother’sclaimedidentity,e.g.throughat

thorization processes associated with\“who may approve contents of, issue
ansactional documents;

suring that communicating partders are fully informed of their authorizations for
e of the service;

termining and meeting requirements for confidentiality, integrity, proof of dispatch and
cuments and the non-repudiation of contracts, e.g. associated with tendering and contr

e level of trust regiiired in the integrity of key documents;
e protection requdirements of any confidential information;

e confidefitiality and integrity of any order transactions, payment information, del
tails and-confirmation of receipts;

e degree of verification appropriate to verify payment information supplied by a cu

processes to

otected from

wvorks should

ithentication;

or sign key

provision or

receipt of key
act processes;

very address

stomer;

selecting the most appropriate settlement form of payment to guard against fraud;

the level of protection required to maintain the confidentiality and integrity of order information;

avoidance of loss or duplication of transaction information;

liability associated with any fraudulent transactions;

in

surance requirements.

Many of the above considerations can be addressed by the application of cryptographic controls (see
Clause 10), taking into account compliance with legal requirements (see Clause 18, especially see 18.1.5
for cryptography legislation).
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Application service arrangements between partners should be supported by a documented agreement
which commits both parties to the agreed terms of services, including details of authorization (see b) above).

Resilience requirements against attacks should be considered, which can include requirements for
protecting the involved application servers or ensuring the availability of network interconnections
required to deliver the service.

Other information

Applications accessible via public networks are subject to a range of network related threats, such as
fraudulent activities, contract disputes or disclosure of information to the public. Therefore, detailed
risk assessments and proper selection of controls are indispensable. Controls required often include
cryptographif methods for authentication and securing data transter.

Application services can make use of secure authentication methods, e.g. using public key cryptography
and digital signatures (see Clause 10) to reduce the risks. Also, trusted third parties can be used, where
such services|are needed.

14.1.3 Protdcting application services transactions
Control

Information |nvolved in application service transactions should be ptetécted to prevent incomplete
transmission| mis-routing, unauthorized message alteration, unauthorized disclosure, unauthprized
message duplication or replay.

Implemen n guidan
Information decurity considerations for application servicetransactions should include the following:
a) the use of electronic signatures by each of the patrties involved in the transaction;
b) all aspects of the transaction, i.e. ensuring that:
1) userk secret authentication information of all parties are valid and verified;
2) the transaction remains confidéential;
3) privqcy associated with all‘parties involved is retained;
c¢) communjcations path betWeen all involved parties is encrypted;
d) protocolg used to communicate between all involved parties are secured;

e) ensuring|that the storage of the transaction details is located outside of any publicly accgssible
environ;ent, €:g. on a storage platform existing on the organizational intranet, and not refained

and exposed-on a storage medium directly accessible from the Internet;

f) where atrusted authority is used (e.g. for the purposes of issuing and maintaining digital signatures
or digital certificates) security is integrated and embedded throughout the entire end-to-end
certificate/signature management process.

Other information

The extent of the controls adopted needs to be commensurate with the level of the risk associated with
each form of application service transaction.

Transactions may need to comply with legal and regulatory requirements in the jurisdiction which the
transaction is generated from, processed via, completed at or stored in.
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14.2 Security in development and support processes

Objective: To ensure that information security is designed and implemented within the development
lifecycle of information systems.

14.2.1 Secure development policy
Control

Rules for the development of software and systems should be established and applied to developments
within the organization.

Implementation guidance

Secur¢ development is a requirement to build up a secure service, architecture, softwar¢ and system.
Withip a secure development policy, the following aspects should be put under-¢onsideratjon:

a) sdcurity of the development environment;

b) guidance on the security in the software development lifecycle:

1) security in the software development methodology;

2) secure coding guidelines for each programming langtage used;
c) sqcurity requirements in the design phase;

d) sdcurity checkpoints within the project milestones;

e) sdcure repositories;

f) sdcurity in the version control;

g) rdquired application security knowledge;

h) dg¢velopers’ capability of avoiding, finding and fixing vulnerabilities.

Securg programming techniqies'should be used both for new developments and in code re-use scenarios
wher¢ the standards applied. to development may not be known or were not consistent|with current
best practices. Secure cdding standards should be considered and where relevant mandated for use.
Develgpers should betrained in their use and testing and code review should verify their ise.

If devglopment is-Outsourced, the organization should obtain assurance that the external party complies
with these rules for secure development (see 14.2.7).

Otherlinformation

Develbopmen ng, browsers

and databases.

14.2.2 System change control procedures
Control

Changes to systems within the development lifecycle should be controlled by the use of formal change
control procedures.

Implementation guidance

Formal change control procedures should be documented and enforced to ensure the integrity of system,
applications and products, from the early design stages through all subsequent maintenance efforts.
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Introduction of new systems and major changes to existing systems should follow a formal process of
documentation, specification, testing, quality control and managed implementation.

This process should include a risk assessment, analysis of the impacts of changes and specification of
security controls needed. This process should also ensure that existing security and control procedures
are not compromised, that support programmers are given access only to those parts of the system
necessary for their work and that formal agreement and approval for any change is obtained.

Wherever practicable, application and operational change control procedures should be integrated (see
12.1.2). The change control procedures should include but not be limited to:

a) maintaining a record of agreed authorization levels;

b) ensuring|changes are submitted by authorized users;
c) reviewingcontrolsandintegrity procedures to ensure thatthey will notbe compromised byjthe changes;
d) identifyipg all software, information, database entities and hardware that require.amendmept;

e) identifyingand checkingsecurity critical codetominimize thelikelihood of knownsecurity weakresses;
f) obtaining formal approval for detailed proposals before work commenges;
g) ensuringlauthorized users accept changes prior to implementations

h) ensuring|that the system documentation set is updated on the Completion of each change and that
old docuinentation is archived or disposed of;

i) maintainjing a version control for all software updates;
j)  maintainling an audit trail of all change requests;

k) ensuring|that operating documentation (see 12.1:1) and user procedures are changed as necessary
to remain appropriate;

1) ensuring|that the implementation of chaniges takes place at the right time and does not disturb the
business|processes involved.

Other informhtion

Changing soffware can impact the operational environment and vice versa.

Good practice includes the‘testing of new software in an environment segregated from both the
production apd developmiernt environments (see 12.1.4). This provides a means of having contrgl over
new softwarg¢ and alleWwing additional protection of operational information that is used for testing
purposes. This shouldinclude patches, service packs and other updates.

Where auton]aticupdates are considered, the risk to the integrity and availability of the system should
be weighed againstthebenefitof speedy deploymentof updates—Automatedupdatesshottdnotbe used
on critical systems as some updates can cause critical applications to fail.

14.2.3 Technical review of applications after operating platform changes

Control

When operating platforms are changed, business critical applications should be reviewed and tested to
ensure there is no adverse impact on organizational operations or security.

Implementation guidan
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This process should cover:

a) reviewofapplicationcontrolandintegrity procedurestoensurethattheyhavenotbeencompromised
by the operating platform changes;

b) ensuring that notification of operating platform changes is provided in time to allow appropriate
tests and reviews to take place before implementation;

c) ensuring that appropriate changes are made to the business continuity plans (see Clause 17).
Other information

Operg ing nlaffnrmc include operating systems, databases and middleware n]nffnrmc The control

should also be applied for changes of apphcatlons

14.2.4 Restrictions on changes to software packages
Control

Modif]cations to software packages should be discouraged, limited to neeessary changes and all changes
should be strictly controlled.

Implementation guidance

As faf as possible and practicable, vendor-supplied software packages should be yised without
modifjcation. Where a software package needs to be modified the following points should He considered:

a) tHe risk of built-in controls and integrity processes’being compromised;
b) whether the consent of the vendor should be obtained;
c) the possibility of obtaining the required ¢hanges from the vendor as standard program updates;

d) the impactif the organization becomés responsible for the future maintenance of the software as a
rgsult of changes;

e) cqmpatibility with other software in use.

If charjges are necessary the original software should be retained and the changes applied t¢ a designated
copy. A software update_thanagement process should be implemented to ensure the mdst up-to-date
approyed patches and(application updates are installed for all authorized software (sge 12.6.1). All
changgs should be fully tested and documented, so that they can be reapplied, if necessary, to future
software upgrades.\If required, the modifications should be tested and validated by an| independent
evalugtion body:

14.2.3 Secure system engineering principles

ntrot
Principles for engineering secure systems should be established, documented, maintained and applied
to any information system implementation efforts.

Implementation guidan

Secure information system engineering procedures based on security engineering principles should be
established, documented and applied to in-house information system engineering activities. Security
should be designed into all architecture layers (business, data, applications and technology) balancing
the need for information security with the need for accessibility. New technology should be analysed for
security risks and the design should be reviewed against known attack patterns.

These principles and the established engineering procedures should be regularly reviewed to ensure that
they are effectively contributing to enhanced standards of security within the engineering process. They
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should also be regularly reviewed to ensure that they remain up-to-date in terms of combating any new
potential threats and in remaining applicable to advances in the technologies and solutions being applied.

The established security engineering principles should be applied, where applicable, to outsourced
information systems through the contracts and other binding agreements between the organization
and the supplier to whom the organization outsources. The organization should confirm that the rigour
of suppliers’ security engineering principles is comparable with its own.

Other information

Application development procedures should apply secure engineering techniques in the development of
applications that have input and output interfaces. Secure engineering techniques provide guidance on

user authenti
of debugging

14.2.6 Secul
Control

Organization
development

Cation techniques, secure session control and data validation, sanitisation and elimi
codes.

e development environment

5 should establish and appropriately protect secure development énvironments for s
and integration efforts that cover the entire system developmentiifecycle.

Implementatjon guidance

A secure deve

blopment environment includes people, processes and €echnology associated with s
and integration.

5 should assess risks associated with individual system development efforts and est
pment environments for specific system deyelopment efforts, considering:

y of data to be processed, stored and transmitted by the system;

applicable external and internal requirements, ‘e.g. from regulations or policies;

thiness of personnel working in the environment (see 7.1.1);

e of outsourcing associated with system development;

for segregation between different development environments;
[ access to the development environment;

hg of change to the environment and code stored therein;

hre stered at secure offsite locations;

Controls already implemented.5y the organization that support system development

hation

ystem

ystem

ablish

development
Organization
secure develd
a) sensitivif
b)

c) security

d) trustwor
e) the degre
f) the need
g) controlo
h) monitori
i) backups

j)

control over movement of data from and to the environment.

Once the level of protection is determined for a specific development environment, organizations
should document corresponding processes in secure development procedures and provide these to all
individuals who need them.

14.2.7 Outsourced development

Control

The organization should supervise and monitor the activity of outsourced system development.

Implementation guidance:
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Where system development is outsourced, the following points should be considered across the
organization’s entire external supply chain:

a)

b)

‘)
d)

k)

Otherlinformation
Further information on supplier relationshipstan be found in ISO/IEC 27036.[21][22][23]

14.2.8 System security testing
Control

Testing of security functionality should be carried out during development.

Implementation guidance

licensing arrangements, code ownership and intellectual property rights related to the outsourced
content (see 18.1.2);

contractual requirements for secure design, coding and testing practices (see 14.2.1);
provision of the approved threat model to the external developer;

acceptance testing for the quality and accuracy of the deliverables;

table levels of
sqcurity and privacy quality;

ptovision of evidence that sufficient testing has been applied to guard againstthe abjsence of both
intentional and unintentional malicious content upon delivery;

provision of evidence that sufficient testing has been applied to guard again’st the presgnce of known
villnerabilities;

eqcrow arrangements, e.g. if source code is no longer available;
cqntractual right to audit development processes and controls;
efffective documentation of the build environment used to create deliverables;

the organization remains responsible for compliaice with applicable laws and contjrol efficiency
vgrification.

—

New aﬁld updated systeéms require thorough testing and verification during the developmé¢nt processes,

includ

ing the preparation of a detailed schedule of activities and test inputs and expgcted outputs

under(a range(ofjconditions. For in-house developments, such tests should initially be performed by the
develgpmentteam. Independent acceptance testing should then be undertaken (both for in{thouse and for
outsotirced-developments) to ensure that the system works as expected and only as expected (see 14.1.1
and 14.19). The extent of testing should be in proportion to the importance and nature of the system.

14.2.9 System acceptance testing

Control

Acceptance testing programs and related criteria should be established for new information systems,
upgrades and new versions.

Implementation guidance

System acceptance testing should include testing of information security requirements (see 14.1.1 and
14.1.2) and adherence to secure system development practices (see 14.2.1). The testing should also be
conducted on received components and integrated systems. Organizations can leverage automated tools,
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such as code analysis tools or vulnerability scanners, and should verify the remediation of security-
related defects.

Testing should be performed in a realistic test environment to ensure that the system will not introduce
vulnerabilities to the organization’s environment and that the tests are reliable.

14.3 Test data

Objective: To

ensure the protection of data used for testing.

14.3.1 Protection of test data

Control

Test data sho

Implementatjon guidance

The use of o]
information f|
confidential

protected by

The following
a)

the acces
test appl

b)
‘)

theresho

d)
Other inform
System and 4

possible to of

15 Supplie

15.1 Informatiofsecurity in supplier relationships

operatiofpal information should be erased fromia test environment immediately after the tes
complete);

the copying and use of operational inforfiiation should be logged to provide an audit trail.

11d be selected carefully, protected and controlled.

perational data containing personally identifiable information of any other config
pbr testing purposes should be avoided. If personally identifiablédnformation or othg

removal or modification (see ISO/IEC 29101[26]).
guidelines should be applied to protect operational ddta, when used for testing pur

s control procedures, which apply to operationalapplication systems, should also af
cation systems;

htion

cceptance testing usually requires substantial volumes of test data that are as cl
erational data.

r relationships

Objective: To

ential
rwise

nformation is used for testing purposes, all sensitive details and content shofyild be

poses:

ply to

1ld be separate authorization each time operationalinformationis copied toatestenvirogment;

ting is

pse as

enstre protection of the organization’s assets that is accessible by suppliers.

15.1.1 Information security policy for supplier relationships

Control

Information security requirements for mitigating the risks associated with supplier’s access to the
organization’s assets should be agreed with the supplier and documented.

Implementation guidance

The organization should identify and mandate information security controls to specifically address
supplier access to the organization’s information in a policy. These controls should address processes
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and procedures to be implemented by the organization, as well as those processes and procedures that
the organization should require the supplier to implement, including:

a) identifying and documenting the types of suppliers, e.g. IT services, logistics utilities, financial
services, IT infrastructure components, whom the organization will allow to access its information;

b) astandardised process and lifecycle for managing supplier relationships;

c) defining the types of information access that different types of suppliers will be allowed, and
monitoring and controlling the access;

d) minimum 1nformat10n securlty requlrements for each type of 1r1format10n and type of access to
e =enre TSec ; sbusiness needs
d requlrements and its risk profile;

e) processesandproceduresformonitoringadherencetoestablished informationse¢urity fequirements
for each type of supplier and type of access, including third party review and product yalidation;

f) adcuracy and completeness controls to ensure the integrity of the-information o1 information
piocessing provided by either party;

g) tylpes of obligations applicable to suppliers to protect the organization’s information;

h) h3ndling incidents and contingencies associated with supplier access including resppnsibilities of
bath the organization and suppliers;

i) rdsilience and, if necessary, recovery and contingeney-arrangements to ensure the avajlability of the
information or information processing provided By either party;

j) ayareness training for the organization’s persennel involved in acquisitions regarding applicable
policies, processes and procedures;

k) awareness training for the organizatiofi’s personnel interacting with supplier personpel regarding
apgpropriate rules of engagement and behaviour based on the type of supplier ang the level of
sypplier access to the organization’s systems and information;

1)  cdnditions under which information security requirements and controls will be documented in an
agreement signed by botli parties;

m) mpanaging the necessary transitions of information, information processing facilities fand anything
else that needs to.be)moved, and ensuring that information security is maintained throughout the
trpnsition periods

Otherlinformation

Information’¢an be put at risk by suppliers with inadequate information security managenpent. Controls
should be identified and applied to administer supplier access to information processing|facilities. For
examp levifthereisa cpprizl need for rnnfidpn'rinli‘ry of the information non-disclosure agreements can
be used. Another example is data protection risks when the supplier agreement involves transfer of, or
access to, information across borders. The organization needs to be aware that the legal or contractual
responsibility for protecting information remains with the organization.

15.1.2 Addressing security within supplier agreements
Control

All relevant information security requirements should be established and agreed with each supplier
that may access, process, store, communicate, or provide IT infrastructure components for, the
organization’s information.

Implementation guidan
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Supplier agreements should be established and documented to ensure that there is no misunderstanding
between the organization and the supplier regarding both parties’ obligations to fulfil relevant
information security requirements.

The following terms should be considered forinclusion in the agreements in order to satisfy the identified
information security requirements:

a) description of the information to be provided or accessed and methods of providing or accessing
the information;

b) classification of information according to the organization’s classification scheme (see 8.2); if
necessary also mapping between the organization’s own classification scheme and the classification
scheme dfthe supplier;

c) legal and regulatory requirements, including data protection, intellectual property{hights and
copyrighf, and a description of how it will be ensured that they are met;

d) obligatioh of each contractual party to implement an agreed set of controls including access control,
performgnce review, monitoring, reporting and auditing;

e) rules of dcceptable use of information, including unacceptable use if necessary;

f) eitherexplicitlistofsupplier personnel authorized to access or receive'the organization’s information
or proceglures or conditions for authorization, and removal of the-authorization, for acces§ to or
receipt of the organization’s information by supplier personnel;

g) informatjon security policies relevant to the specific contract;

h) incident jmanagement requirements and procedures:(especially notification and collabgration
during incident remediation);

i) traininggndawarenessrequirementsforspecificproceduresandinformationsecurityrequirements,
e.g. for incident response, authorization procedures;

j) relevant fegulations for sub-contractingsincluding the controls that need to be implemented
k) relevant pgreement partners, including a contact person for information security issues;

1) screening requirements, if any, for supplier’s personnel including responsibilities for condpcting
the screening and notificatien'procedures if screening has not been completed or if the resuls give
cause forldoubt or concern;

m) right to audit the supplier processes and controls related to the agreement;
n) defect repolutionland conflict resolution processes;

0) supplier’s obligation to periodically deliver an independent report on the effectiveness of cdntrols
and agregment on timely correction of relevant issues raised in the report;

p) supplier’s obligations to comply with the organization’s security requirements.
Other information

The agreements can vary considerably for different organizations and among the different types
of suppliers. Therefore, care should be taken to include all relevant information security risks and
requirements. Supplier agreements may also involve other parties (e.g. sub-suppliers).

The procedures for continuing processing in the event that the supplier becomes unable to supply its
products or services need to be considered in the agreement to avoid any delay in arranging replacement
products or services.
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