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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

0.1 General

This document has been prepared to provide requirements for establishing, implementing, maintaining
and continually improving an information security management system. The adoption of an
information security management system is a strategic decision for an organization. The establishment
and implementation of an organization’s information security management system is influenced by the
organization’s needs and objectives, security requirements, the organizational processes used and the
size and structure of the organization. All of these influencing factors are expected to change over time.

d U % Y UC

mation by applying a risk management process and gives confidenc
re adequately managed.

0 D V O f

e to intereste

portant that the information security management system is part of and integr
organization’s processes and overall management structure and that information security
in the ¢lesign of processes, information systems, and controls. It is expected that an inform
management system implementation will be scaled in accordance with the needs of the o

This dpcument can be used by internal and external parties to assess the organization's 3
the organization’s own information security requirements.

The ogder in which requirements are presented in this doéument does not reflect the
or impgly the order in which they are to be implemented=The list items are enumerated|
purpose only.

ISO/IEC 27000 describes the overview and thé:vocabulary of information security
systems, referencing the information securityCmanagement system family of standay
ISO/IE

0.2 Cpmpatibility with other management system standards

Thisd
and ca
and th
Annex

bcument applies the high-level structure, identical sub-clause titles, identical text, cq
re definitions defined in“Annex SL of ISO/IEC Directives, Part 1, Consolidated 1S(
brefore maintains compatibility with other management system standards that hay
SL.
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bmmon approach defined in the Annex SL will be useful for those organizations {
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Information security, cybersecurity and privacy

protection — Information security management systems

— Requirements
1 Scope
This d

docunjent also includes requirements for the assessment and treatment of information
tailordd to the needs of the organization. The requirements set out in this documentare g
intended to be applicable to all organizations, regardless of type, size or nature. Exclud
requirgments specified in Clauses 4 to 10 is not acceptable when an organiZation claims
this dqcument.

2 Normative references

The following documents are referred to in the text in such<a‘way that some or all of
constifutes requirements of this document. For dated references, only the edition cite
undate¢d references, the latest edition of the referenced document (including any amendnj

rms and definitions
For thd

[SO and [EC maintain terminology databases for use in standardization at the following a

IS

D Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: ayajlable at https://www.electropedia.org/

4 Context ofthe organization

4.1 Understanding the organization and its context

e purposes of this document, the.terms and definitions given in ISO/IEC 27000 applly.

d continually
hization. This
security risks
bneric and are
ng any of the
conformity to

their content
d applies. For
ents) applies.

management

Hdresses:

The or

pose and that

affect its ability to achieve the intended outcome(s) of its information security management system.

NOTE
considered in Clause 5.4.1 of ISO 31000:2018[51.

4.2 Understanding the needs and expectations of interested parties

The organization shall determine:

a) interested parties that are relevant to the information security management system;
b) the relevant requirements of these interested parties;
c) which of these requirements will be addressed through the information security

system.

© ISO/IEC 2022 - All rights reserved

Determining these issues refers to establishing the external and internal context of the organization

management


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://iecnorm.com/api/?name=430e63dd68cf55de97f469116c1b2533

ISO/IEC 270

NOTE
obligations.

01:2022(E)

4.3 Determining the scope of the information security management system

The requirements of interested parties can include legal and regulatory requirements and contractual

The organization shall determine the boundaries and applicability of the information security
management system to establish its scope.

When determ

a)

ining this scope, the organization shall consider:

the external and internal issues referred to in 4.1;

b)
‘)

the requi

interface
performe]

The scope shd

4.4 Inform

The organizat
management
requirements

5 Leaders

5.1 Leadel

Top managen
security man
a) ensuring
and are c

rad 1 - 4
CIIICIILS TTICT TEU LU 111 ‘l‘.z,

d by other organizations.

11 be available as documented information.

ation security management system

ion shall establish, implement, maintain and continually improve an information sq
system, including the processes needed and their interacbions, in accordance w
of this document.

ship and commitment

hent shall demonstrate leadership ahd commitment with respect to the infor}
hgement system by:

bmpatible with the strategic\direction of the organization;

the integration of the information security management system requirements iy
ion’s processes;

that the resources-needed for the information security management system are avs

cating theAmportance of effective information security management and of confq
brmatiomsecurity management system requirements;

nnnnnnnnnnnnnnnnnn acaontribabn +0 tha Affaotiganace of tha o o

ad + a8
e SHPPot uus PSSOt ohtriptre o+ttt ve eSSt Hrotratoh—S€

management system,;

b) ensuring

organizat
c) ensuring
d) communi

to the inf
e) ensuring
f) directingla
g) promotin
h)

areas of r
NOTE

g continual improvement; and

esponsibility.

core to the purposes of the organization’s existence.

that(the information security management system achieves its intended outcome(s);

and dependencies between activities performed by the organization, and those'that are

curity
th the

nation

the information security poliejand the information security objectives are estalplished

to the

ilable;

rming

)

security

supporting other relevant management roles to demonstrate their leadership as it applies to their

Reference to “business” in this document can be interpreted broadly to mean those activities that are
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5.2 Policy
Top management shall establish an information security policy that:
a) is appropriate to the purpose of the organization;

b) includesinformation security objectives (see 6.2) or provides the framework for setting information
security objectives;

c) includes a commitment to satisfy applicable requirements related to information security;

d) includes a commitment to continual improvement of the information security management system.

The information security policy shall:
e) bdavailable as documented information;
f) bdcommunicated within the organization;

g) bdavailable to interested parties, as appropriate.

5.3 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authgrities for roles relevant o information
securifty are assigned and communicated within the organization.

Top management shall assign the responsibility and authority for:

a) ensuring that the information security managemntent system conforms to the requir¢ments of this
ddcument;

b) reporting on the performance of the informiation security management system to top|management.
NOTE Top management can also assiginfésponsibilities and authorities for reporting perfgrmance of the

informption security management system-within the organization.

6 Planning

6.1 Actions to address'risks and opportunities

6.1.1 | General

When [planning for the information security management system, the organization ghall consider
the isgues referred to in 4.1 and the requirements referred to in 4.2 and determine fhe risks and
opporfudities that need to be addressed to:

a) ensure the information security management system can achieve its intended outcome(s);
b) prevent, or reduce, undesired effects;

c) achieve continual improvement.

The organization shall plan:

d) actions to address these risks and opportunities; and

e) howto

1) integrate and implement the actions into its information security management system
processes; and

2) evaluate the effectiveness of these actions.

© ISO/IEC 2022 - All rights reserved 3
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6.1.2 Information security risk assessment

The organization shall define and apply an information security risk assessment process that:

a)

b)

d)

establishes and maintains information security risk criteria that include:
1) therisk acceptance criteria; and
2) criteria for performing information security risk assessments;

ensures that repeated information security risk assessments produce consistent, valid and
comparable results;

identifies|the information security risks:

1) apply the information security risk assessment process to identify risks asseciategl with
the l¢ss of confidentiality, integrity and availability for information within the.Scope|of the
information security management system; and

2) identjfy the risk owners;
analyses the information security risks:

1) asseds the potential consequences that would result if the risks’identified in 6.1.2 c¢) 1) were to
matelialize;

2) assegs the realistic likelihood of the occurrence of the risKs identified in 6.1.2 c) 1); and
3) deterimine the levels of risk;

evaluated the information security risks:

1) compare the results of risk analysis with the risk criteria established in 6.1.2 a); and

2) priorjtize the analysed risks for risk tréatment.

The organization shall retain documented,information about the information security risk assegsment

process.

6.1.3 Information security risk treatment

The organizafion shall defingand apply an information security risk treatment process to:

a)

b)

d)

select appropriateinformation security risk treatment options, taking account of the risk
assessmept results;

determing all controls that are necessary to implement the information security risk treatment
option(s) [chesen;

NOTE1 Organizations can design controls as required, or identify them from any source.

compare the controls determined in 6.1.3 b) above with those in Annex A and verify that no
necessary controls have been omitted;

NOTE2 Annex A contains a list of possible information security controls. Users of this document are
directed to Annex A to ensure that no necessary information security controls are overlooked.

NOTE 3 Theinformation security controls listed in Annex A are not exhaustive and additional information
security controls can be included if needed.

produce a Statement of Applicability that contains:

— the necessary controls (see 6.1.3 b) and c));

© ISO/IEC 2022 - All rights reserved
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— justification for their inclusion;

— whether the necessary controls are implemented or not; and

— the justification for excluding any of the Annex A controls.

formulate an information security risk treatment plan; and

obtain risk owners’ approval of the information security risk treatment plan and acceptance of the

re

sidual information security risks.

The organization shall retain documented information about the information security risk treatment

proce
NOTE 4
princip
6.2 |
The or
The in
a) bd
b) bd
c) ta

an
d) be
e) be
f) bd
g) be
The or
When
h) wil
i) w
) w
k) w
)

6.3

S.

The information security risk assessment and treatment process in this document
les and generic guidelines provided in ISO 31000[=1.

nformation security objectives and planning to achieve them
ganization shall establish information security objectives at releyantfunctions ang
formation security objectives shall:

consistent with the information security policy;
measurable (if practicable);

ke into account applicable information security{requirements, and results from ris
d risk treatment;

monitored;

communicated;

updated as appropriate;

available as documented information.
ganization shall retain documented information on the information security object
planning how to achieve its information security objectives, the organization shall
nat will be done;

nat resources will be required;

no will'be responsible;

iligns with the

levels.

k assessment

ives.

determine:

hen'it will be rnmplpfpd- and

how the results will be evaluated.

Planning of changes

When the organization determines the need for changes to the information security management
system, the changes shall be carried out in a planned manner.

© ISO/IEC 2022 - All rights reserved
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7 Support

7.1 Resources

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the information security management

system.

7.2 Competence

The organization shall:

a) determing the necessary competence of person(s) doing work under its control thataffe
informatijon security performance;

b) ensure that these persons are competent on the basis of appropriate education, train

experien

c) whereap
of the act

d) retainap

NOTE App
assignment of

7.3 Aware

Persons doing

a) the information security policy;

b) their con

the beneffts of improved information sécurity performance; and

c) the implications of not conforming with the information security management 3
requiremgents.

7.4 Commpnication

The organiza
information s

a) onwhatt

€

plicable, take actions to acquire the necessary competence, and evaluate the effecti
ons taken; and

bropriate documented information as evidence of competence.

licable actions can include, for example: the provision of training to, the mentoring of, or
urrent employees; or the hiring or contracting of competent persons.

1€SS

work under the organization’s control shall be aware of:

ribution to the effectiveness of the information security management system, ing

fion shall determine the need for internal and external communications relevant
pcurity management system including:

0 commmunicate;

cts its

ng, or

Veness

the re-

luding

ystem

to the

b) whentod

ommunicate:

c) withwho

m to communicate;

d) how to communicate.

7.5 Documented information

7.5.1 General

The organization’s information security management system shall include:

a) documented information required by this document; and

© ISO/IEC 2022 - All rights reserved
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b) documented information determined by the organization as being necessary for the effectiveness
of the information security management system.

NOTE The extent of documented information for an information security management system can differ
from one organization to another due to:

1) the size of organization and its type of activities, processes, products and services;
2) the complexity of processes and their interactions; and

3) the competence of persons.

7.5.2 _Creating and updating

When reating and updating documented information the organization shall ensure-apprppriate:
a) identification and description (e.g. a title, date, author, or reference number);
b) format (e.g.language, software version, graphics) and media (e.g. paper/electronic); qnd

c) reyiew and approval for suitability and adequacy.

7.5.3 | Control of documented information

Docunjented information required by the information seelirity management systemj and by this
documnlent shall be controlled to ensure:

a) it]savailable and suitable for use, where and whexitis needed; and
b) it]s adequately protected (e.g. from loss of confidentiality, improper use, or loss of infegrity).

For the¢ control of documented information, the organization shall address the following activities, as
applicable:

c) diptribution, access, retrieval and-use;

d) stprage and preservation, inchiding the preservation of legibility;
e) control of changes (e.g. version control); and

f) refention and disposition.

Docunpented information of external origin, determined by the organization to be hecessary for
the planning and operation of the information security management system, shall bel identified as
appropriate, and)controlled.

NOTE Actess can imply a decision regarding the permission to view the documented information only, or
the permission and authority to view and change the documented information, etc.

8 Operation

8.1 Operational planning and control

The organization shall plan, implement and control the processes needed to meet requirements, and to
implement the actions determined in Clause 6, by:

— establishing criteria for the processes;
— implementing control of the processes in accordance with the criteria.
Documented information shall be available to the extent necessary to have confidence that the

processes have been carried out as planned.

© ISO/IEC 2022 - All rights reserved 7
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The organization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that externally provided processes, products or services that are relevant
to the information security management system are controlled.

8.2 Information security risk assessment

The organization shall perform information security risk assessments at planned intervals or when
significant changes are proposed or occur, taking account of the criteria established in 6.1.2 a).

The organization shall retain documented information of the results of the information security risk
assessments.

8.3 Information security risk treatment
The organization shall implement the information security risk treatment plan.

The organization shall retain documented information of the results of the information security risk
treatment.

9 Performance evaluation

9.1 Monitqring, measurement, analysis and evaluation
The organization shall determine:
a) what neefls to be monitored and measured, including information security processes and coptrols;

b) the methods for monitoring, measurement, @analysis and evaluation, as applicable, to gnsure
valid resuylts. The methods selected shouldproduce comparable and reproducible resultg to be
considerdd valid;

c) when thelmonitoring and measuring-shall be performed;

d) who shall monitor and measure;

e) when the[results from monitering and measurement shall be analysed and evaluated;
f)  who shall analyse and evaluate these results.

Documented jnformatien shall be available as evidence of the results.

information spcurity management system.

The organizaFion shall evaluate the information security performance and the effectiveness|of the

9.2 Internal audit

9.2.1 General

The organization shall conduct internal audits at planned intervals to provide information on whether
the information security management system:

a) conforms to

1) the organization’s own requirements for its information security management system;

8 © ISO/IEC 2022 - All rights reserved
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b) is

9.2.2
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the requirements of this document;

effectively implemented and maintained.

Internal audit programme

The organization shall plan, establish, implement and maintain an audit programme(s), including the

freque

ncy, methods, responsibilities, planning requirements and reporting.

When establishing the internal audit programme(s), the organization shall consider the importance of
the processes concerned and the results of previous audits.

The o
a) dd
b) se

c) en

pamniZation siatt:
fine the audit criteria and scope for each audit;
ect auditors and conduct audits that ensure objectivity and the impartiality of the

sure that the results of the audits are reported to relevant management;

Docu

and the audit results.

anagement review

General

hnagement shall review the organization's information security management systg
hls to ensure its continuing suitability, adequacy and effectiveness.

Management review inputs
hnagement review shall include consideration of:
e status of actions from previeus management reviews;

anges in external and intérnal issues that are relevant to the information security
stem;

anges in needs and expectations of interested parties that are relevant to th
curity managenient system;

pdback gmthe information security performance, including trends in:

nanconformities and corrective actions;

hudit process;

ented information shall be available as evidence of the implementation of the audit programme(s)

bm at planned

management

b information

9.3
9.3.1
Top m
interv
9.3.2
The m
a) th
b) ch
Y|
c) ch
se
d) fe
iy
2)
3)
4)

TITOTITCOTITIT o rrre oo T T eTIre e oottty

audit results;

fulfilment of information security objectives;

e) feedback from interested parties;

f) results of risk assessment and status of risk treatment plan;

g) opportunities for continual improvement.

9.3.3

Management review results

The results of the management review shall include decisions related to continual improvement
opportunities and any needs for changes to the information security management system.
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Documented information shall be available as evidence of the results of management reviews.

10 Improvement

10.1 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the information
security management system.

10.2 Nonconformity and corrective action

When a noncq

a) reacttot
1) take
2) dealy

b) evaluatet
or occur §

1) revie
2) deter
3) deter
c) implemery

d) review th

nformity occurs, the organization shall:
he nonconformity, and as applicable:
hction to control and correct it;

vith the consequences;

he need for action to eliminate the causes of nonconformity, in'erder that it does no
Isewhere, by:

wing the nonconformity;

mining the causes of the nonconformity; and

mining if similar nonconformities exist, or could potentially occur;
t any action needed;

e effectiveness of any corrective actioh taken; and

e) make changes to the information security management system, if necessary.

Corrective ac
Documented
f) the natur

g) the result

ions shall be appropriate to.the effects of the nonconformities encountered.
nformation shall be avdilable as evidence of:
e of the nonconformities and any subsequent actions taken,

s of any corrective action.

[ recur
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Annex A
(normative)

Information security controls reference

The information security controls listed in Table A.1 are directly derived from and aligned with those
listed in ISO/IEC 27002:2022[], Clauses 5 to 8, and shall be used in context with 6.1.3.

Table A.1 — Information security controls

5 Organizational controls
5.1 Policies for information secu- |Control
rity Information security policy and topic-specific policies ghall be de-
fined, approved by management, published, communicgted to and
acknowledged by relevant personnel-dand relevant interjested parties,
and reviewed at planned intervals.dnd if significant chgnges occur.
5.2 Information security roles and|Control
responsibilities Information security rolés and responsibilities shall je defined and
allocated according tg the organization needs.
5.3 Segregation of duties Control
Conflicting duties and conflicting areas of responsibilify shall be seg-
regated.
5.4 Management responsibilities | Control
Management shall require all personnel to apply infornjation security
in.dccordance with the established information secur]ty policy, top-
ic=specific policies and procedures of the organization.
5.5 Contact with authorities Control
The organization shall establish and maintain contacy with relevant
authorities.
5.6 Contact with special interest|Control
groups The organization shall establish and maintain contadt with special
interest groups or other specialist security forums anld professional
associations.
5.7 Threat intelligence Control
Information relating to information security threats shall be collected
and analysed to produce threat intelligence.
5.8 trrformmation security i project€omntrot
management Information security shall be integrated into project management.
59 Inventory of information and|Control
other associated assets An inventory of information and other associated assets, including
owners, shall be developed and maintained.
5.10 Acceptable use of information|Control
and other associated assets Rules for the acceptable use and procedures for handling information and
other associated assets shall be identified, documented and implemented.
5.11 Return of assets Control

Personnel and other interested parties as appropriate shall return all
the organization’s assets in their possession upon change or termination
of their employment, contract or agreement.

© ISO/IEC 2022 - All rights reserved
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Table A.1 (continued)
5.12 Classification of information |Control
Information shall be classified according to the information security
needs of the organization based on confidentiality, integrity, availability
and relevant interested party requirements.
5.13 Labelling of information Control
An appropriate set of procedures for information labelling shall be
developed and implemented in accordance with the information clas-
sification scheme adopted by the organization.
5.14 Information transfer Control
Information transfer rules, procedures, or agreements shall be ih place
for all types of transfer facilities within the organization and/bgtween
the organization and other parties.
5.15 Accefs control Control
Rules to control physical and logical access to_ififormation and other
associated assets shall be established and implemented based oj busi-
ness and information security requirements.
5.16 Identity management Control
The full life cycle of identities shall beymanaged.
5.17 Authgntication information Control
Allocation and managementf authentication information shall be
controlled by a managementprocess, including advising persornel on
appropriate handling ef authentication information.
5.18 Acceps rights Control
Access rights to(infformation and other associated assets shall be
provisioned, reviewed, modified and removed in accordance wjith the
organization’s topic-specific policy on and rules for access contfol.
5.19 Inforjmation security in supplier | Control
relatjonships Pregesses and procedures shall be defined and implemented to manage
thesinformation security risks associated with the use of sugplier’s
products or services.
5.20 Addrgssing information security | Control
withn supplier agreemenfs Relevant information security requirements shall be establishpd and
agreed with each supplier based on the type of supplier relatiopship.
5.21 Mangging information security | Control
Lr;(gltac::,igzlrﬁlﬁ?n z}?ch)osrlrllm?- Processes and procedures shall be defined and implemented to mpanage
chai 8y PPY!the information security risks associated with the ICT produdts and
T services supply chain.
5_22 Monitnwing’ Feviewns qnd n]ﬂqnga f‘nntrnl
management of supplier services The organization shall regularly monitor, review, evaluate and manage
change in supplier information security practices and service delivery.
5.23 Information security for use of|Control
cloud services I . .
Processes for acquisition, use, management and exit from cloud services
shall be established in accordance with the organization’s information
security requirements.
5.24 Information security incident|Control
Tai?jfement planningand prepa- The organization shall plan and prepare for managing information secu-
rity incidents by defining, establishing and communicating information
security incident management processes, roles and responsibilities.
12 © ISO/IEC 2022 - All rights reserved
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dures

Table A.1 (continued)
5.25 Assessment and decision on in-|Control
formation security events The organization shall assess information security events and decide if
they are to be categorized as information security incidents.
5.26 Response to information security | Control
incidents . o . .
Information security incidents shall be responded to in accordance with
the documented procedures.
5.27 Learning from information se-|Control
curity incidents Knowledge gained from information security incidents shall be used to
cfrangfhnn and imprnvn the information cnr‘nrify controls.
5.28 Collection of evidence Control
The organization shall establish and implement prpeedures for the iden-
tification, collection, acquisition and preservation of eyidence related
to information security events.
5.29 Information security during|Control
disruption . N4 . .
The organization shall plan how tomaintain information security atan
appropriate level during disruptiofs
5.30 ICT readiness for business con- | Control
tinuity ICT readiness shall be planned, implemented, maintaied and tested
based on business contintiity objectives and ICT continuity requirements.
5.31 Legal, statutory, regulatory and | Control
contractual requirements Legal, statutory, regulatory and contractual requiremepts relevant to
information¢security and the organization’s approach|to meet these
requirements'shall be identified, documented and keptjup to date.
5.32 Intellectual property rights Control
Thesorganization shall implement appropriate procedyres to protect
intellectual property rights.
5.33 Protection of records Control
Records shall be protected from loss, destruction, falsiffication, unau-
thorized access and unauthorized release.
5.34 Privacy and protection of person- | Control
alidentifiable infagmation (PII) The organization shall identify and meet the requiremgnts regarding
the preservation of privacy and protection of PIl according to applicable
laws and regulations and contractual requirements.
5.35 Independent review of informa- | Control
tiogdgetrity The organization’s approach to managing information security and
its implementation including people, processes and technologies shall
be reviewed independently at planned intervals, or when significant
changes occur.
5.36 Compliance with policies, rules|Control
and s'_candards for information Compliance with the organization’s information security policy, top-
security ) o g .
ic-specific policies, rules and standards shall be regularly reviewed.
5.37 Documented operating proce-|Control

Operating procedures for information processing facilities shall be
documented and made available to personnel who need them.

© ISO/IEC 2022 - All rights reserved
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Table A.1 (continued)

People controls

Screening

Control

Background verification checks on all candidates to become personnel
shall be carried out prior to joining the organization and on an ongoing
basis taking into consideration applicable laws, regulations and ethics
and be proportional to the business requirements, the classification of
the information to be accessed and the perceived risks.

6.2

Terms and conditions of em-
ployment

Control

The employment contractual agreements shall state the personnel’s and

the organization’s responsibilities for information Security.

6.3

Infor
educ

mation security awareness,
htion and training

Control

Personnel of the organization and relevant interested parties'shall feceive
appropriate information security awareness, education and tfaining
and regular updates of the organization's information security|policy,
topic-specific policies and procedures, as relevant for their job fuphction.

6.4

Discipplinary process

Control

A disciplinary process shall be formalized and communicated fo take
actions against personnel and other relevant interested parti¢s who
have committed an information security policy violation.

6.5

Resp
or ch

bnsibilities after termination
ange of employment

Control

Information security respofnisjbilities and duties that remain valid after
termination or change of€employment shall be defined, enforcpd and
communicated to relevant personnel and other interested partjes.

6.6

Conf
agre

dentiality or non-disclosure
bments

Control

Confidentiality“or non-disclosure agreements reflecting the prgan-
ization’s needs for the protection of information shall be identified,
documented) regularly reviewed and signed by personnel and other
relevant interested parties.

6.7

Rem

te working

Control

Security measures shall be implemented when personnel are wprking
remotely to protect information accessed, processed or stored qutside
the organization’s premises.

6.8

Infon

mation security event re-

porting

Control

The organization shall provide a mechanism for personnel toJreport
observed or suspected information security events through appr¢priate
channels in a timely manner.

Physdical controls

Phys

cdlsecurity perimeters

Control

Security perimeters shall be defined and used to protect areas that
contain information and other associated assets.

7.2

Physical entry

Control

Secure areas shall be protected by appropriate entry controls and
access points.

7.3

Securing offices, rooms and fa-
cilities

Control

Physical security for offices, rooms and facilities shall be designed and
implemented.

7.4

Physical security monitoring

Control

Premises shall be continuously monitored for unauthorized physical
access.

14
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