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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International [Standards are drafted in accordance with the rules given in the ISO/TEC Directives, [Part 2.

The main tasi of the joint technical committee is to prepare International Standards. DraftIaternational
Standards adopted by the joint technical committee are circulated to national bodies” for yoting.
Publication af an International Standard requires approval by at least 75 % of thé national podies
casting a voted.

Attention is drawn to the possibility that some of the elements of this documént may be the suljject of
patent rights.[ISO and IEC shall not be held responsible for identifying any orall such patent rights.

ISO/IEC 270(1 was prepared by Joint Technical Committee ISO/IECHTC 1, Information techhology,
Subcommitteg SC 27, IT Security techniques.

This second pdition cancels and replaces the first edition (JSO/IEC 27001:2005), which has been
technically revised.

iv © ISO/IEC 2013 - All rights reserved
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0 Introduction

0.1 General

This International Standard has been prepared to provide requirements for establishing, implementing,
maintaining and continually improving an information security management system. The adoption of an
information security management system is a strategic decision for an organization. The establishment
and implementation of an organization’s information security management system is influenced by the
organization’s needs and objectives, security requirements, the organizational processes used and the
size and structure of the organization. All of these influencing factors are expected to change over time.

organization’s processes and overall management structure and that information security
in the ¢lesign of processes, information systems, and controls. It is expected that an inform
management system implementation will be scaled in accordance with the needs of the o

This Ipternational Standard can be used by internal and external parties to assess the
ability|to meet the organization’s own information security requirements.

The o
impor
refere

der in which requirements are presented in this Intérnational Standard does n

\ce purpose only.

ISO/IFC 27000 describes the overview and thé:vocabulary of information security
systems, referencing the information securityGmanagement system family of standay
ISO/IHC 27003I2], ISO/IEC 27004[3] and ISO/IEG 27005[41), with related terms and definitj

0.2 Compatibility with other nranagement system standards

This Ipternational Standard applies the high-level structure, identical sub-clause titles,
comm
Supple
adoptd

ment, and thereforemaintains compatibility with other management system stand
d the Annex SL.

This c(
asingl

mmon approdch defined in the Annex SL will be useful for those organizations that chg
e management system that meets the requirements of two or more management syst

d availability
d parties that

pted with the
is considered
ption security
rganization.

brganization’s

reflect their

0
ance or imply the order in which they are to be implemented. The list items are eltumerated for

management
ds (including
ons.

jdentical text,

bn terms, and core definitions defined in Annex SL of ISO/IEC Directives, Part 1, Copsolidated ISO

hrds that have

ose to operate
bm standards.
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Information technology — Security techniques —
Information security management systems — Requirements

1 Scope

This International Standard specifies the requirements for establishing, implementing, maintaining
and continually improving an information security management system within the context of the
organization. This International Standard also includes requirements for the assessment gnd treatment
of infofmation security risks tailored to the needs of the organization. The requirementsiset out in this
Internptional Standard are generic and are intended to be applicable to all orgafizatiofs, regardless
of type¢, size or nature. Excluding any of the requirements specified in Clauses 4'to0°10 is ot acceptable
when &n organization claims conformity to this International Standard.

2 Normative references

The following documents, in whole or in part, are normatively-referenced in this document and are
indispensable for its application. For dated references, only ‘the edition cited applies] For undated
referefces, the latest edition of the referenced document (incliding any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information securit)] management
systenls — Overview and vocabulary
3 Terms and definitions

For th¢ purposes of this document, the terms and definitions given in ISO/IEC 27000 appl

<

4 Context of the organization

4.1 Understanding the organization and its context

The orjganization shall defermine external and internal issues that are relevant to its purjpose and that
affect |ts ability to achieve the intended outcome(s) of its information security management system.

NOTE Deternijning these issues refers to establishing the external and internal context of the organization
consid¢red in Clause 5.3 of 1ISO 31000:200915].

4.2 Understanding the needs and expectations of interested parties

The organization shall determine:
a) interested parties that are relevant to the information security management system; and
b) the requirements of these interested parties relevant to information security.

NOTE The requirements of interested parties may include legal and regulatory requirements and
contractual obligations.

4.3 Determining the scope of the information security management system

The organization shall determine the boundaries and applicability of the information security
management system to establish its scope.

© ISO/IEC 2013 - All rights reserved 1
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When determining this scope, the organization shall consider:

a)
b)

<)

the external and internal issues referred to in 4.1;

the requirements referred to in 4.2; and

interfaces and dependencies between activities performed by the organization, and those that are

performe

d by other organizations.

The scope shall be available as documented information.

4.4 Information security management system

The organizat
management

5

5.1 Leadel

Top managen
security man

a) ensuring
and are c
b) ensuring
organizat
c) ensuring
d) communi
e) ensuring
f) directing
managen
g)
h) supportiy
areas of 1
5.2 Policy

Leaders

the information security management system requirements;

promotinlg continual improvement; and

ion shall establish, implement, maintain and continually improve an informatior Sq
cystem, in accordance with the requirements of this International Standard,

ship and commitment
hgement system by:

bmpatible with the strategic direction of the organization;

the integration of the information security management system requirements i
ion’s processes;

that the resources needed for the information security management system are avsg

cating the importance of effective information security management and of conforn

and supporting persons’to contribute to the effectiveness of the information s¢
ent system;

g other relevant management roles to demonstrate their leadership as it applies t
esponsibility.

that the information security management system achieves its intended outcome(s);

curity

hent shall demonstrate leadership and commitment with_respect to the inforination

the information security policy and the informatioh security objectives are estallished

to the

ilable;

ing to

]

curity

D their

Top management shall establish an information security policy that:

a)
b)

<)
d)

is appropriate to the purpose of the organization;

includes information security objectives (see 6.2) or provides the framework for setting information
security objectives;

includes a commitment to satisfy applicable requirements related to information security; and

includes a commitment to continual improvement of the information security management system.

The information security policy shall:

e) beavailable as documented information;

© ISO/IEC 2013 - All rights reserved
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f) be communicated within the organization; and

g) be available to interested parties, as appropriate.

5.3 Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for roles relevant to information
security are assigned and communicated.

Top management shall assign the responsibility and authority for:

a) ensuring that the information security management system conforms to the requirements of this

In
b) re
NOTE

inform

6 Pl
6.1 |

6.1.1

When
issues
that ng

a) en
b) pr
c) ac
The or
d) ac
e) ha

1)

2)

ernational standard; and
porting on the performance of the information security management system.totop
Top management may also assign responsibilities and authorities for reporting perf

htion security management system within the organization.

anning
Actions to address risks and opportunities

General

planning for the information security managenient system, the organization shal
referredtoin4.1and therequirementsrefergedtoin4.2 and determine the risks and
ed to be addressed to:

sure the information security management system can achieve its intended outcon
event, or reduce, undesired effects;'and

hieve continual improvement.

ganization shall plan:

tions to address these risks and opportunities; and

w to

integrate~and implement the actions into its information security manage
processes; and

evaluate the effectiveness of these actions.

management.

rmance of the

| consider the
ppportunities

ne(s);

ment system

6.1.2

Information security risk assessment

The organization shall define and apply an information security risk assessment process that:

a) establishes and maintains information security risk criteria that include:

1)
2)

the risk acceptance criteria; and

criteria for performing information security risk assessments;

b) ensures that repeated information security risk assessments produce consistent, valid and

Cco

mparable results;

© ISO/IEC 2013 - All rights reserved
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d)

The organiz
assessment p

identifies the information security risks:

1y

2)

apply the information security risk assessment process to identify risks associated with the loss
of confidentiality, integrity and availability for information within the scope of the information
security management system; and

identify the risk owners;

analyses the information security risks:

1)

2) asseg
3) deter
evaluates
1) comp
2) prior

6.1.3

The organizat

a)

b)

d)

e)
f)

select appropriate information security risk tréatment options, taking account of th
assessme

determin|
option(s)

NOTE

compare
controls have been omitted;

NOTE 1
Standard 4

NOTE 2
controls li

produce §
justificat

assess the potential consequences that would result if the risks identified in 6.1.2 c) 1) were
to materialize;

Information security risk treatment

I'OCESS.

s the realistic likelihood of the occurrence of the risks identified in 6.1.2 c) 1); and
mine the levels of risk;

the information security risks:

are the results of risk analysis with the risk criteria established in 6.0.2 a); and
itize the analysed risks for risk treatment.

htion shall retain documented information about the-information securit

ion shall define and apply an information secutity risk treatment process to:

nt results;

e all controls that are necessary t¢“implement the information security risk tre
chosen;

Organizations can design controls as required, or identify them from any source.

he controls determined'in 6.1.3 b) above with those in Annex A and verify that no ned

AnnexA containls a comprehensivelist of control objectives and controls. Users of this Intern
ire directed to'Annex A to ensure that no necessary controls are overlooked.

Control(objectives are implicitly included in the controls chosen. The control objectiy
sted insAnnex A are not exhaustive and additional control objectives and controls may be n

| Statement of Applicability that contains the necessary controls (see 6.1.3 b) and

y risk

e risk

tment

essary
ational
es and

eeded.
[)) and

on for mclusions, whether they are implemented or not, and the justification 1or exc

of controls from Annex A;

formulate an information security risk treatment plan; and

usions

obtain risk owners’ approval of the information security risk treatment plan and acceptance of the
residual information security risks.

The organization shall retain documented information about the information security risk treatment

process.

NOTE

The information security risk assessment and treatment process in this International Standard aligns
with the principles and generic guidelines provided in ISO 31000151,

© ISO/IEC 2013 - All rights reserved
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6.2 Information security objectives and planning to achieve them

The organization shall establish information security objectives at relevant functions and levels.

The information security objectives shall:

a) be consistent with the information security policy;

b) be measurable (if practicable);

c) take into account applicable information security requirements, and results from risk assessment
and risk treatment;

d) bgcommunicated; and

e) bdupdated as appropriate.

The orjganization shall retain documented information on the information secirity objectives.
When planning how to achieve its information security objectives, the organization shall determine:
f) what will be done;

g) whatresources will be required;

h) who will be responsible;

i) when it will be completed; and

i) hgw the results will be evaluated.

7 Suypport

7.1 Resources
Theorganizationshalldetermineandprovidetheresourcesneededfortheestablishment,imjplementation,

maintg

7.2
The on

a) dd
in

b) en

Competence

ganization shalk:

formation’security performance;

surethatthese personsare competenton the basis of appropriate education, training,

nance and continual improvement of the information security management systen.

termine-the necessary competence of person(s) doing work under its control that affects its

pr experience;

c) where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness

of

the actions taken; and

d) retain appropriate documented information as evidence of competence.

NOTE

Applicable actions may include, for example: the provision of training to, the mentoring of, or the re-
assignment of current employees; or the hiring or contracting of competent persons.

7.3 Awareness

Persons doing work under the organization’s control shall be aware of:

a) the information security policy;

© ISO/IEC 2013 - All rights reserved
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b) their contribution to the effectiveness of the information security management system, including
the benefits of improved information security performance; and

c) theimplications of notconforming with the information security management system requirements.

7.4 Communication

The organization shall determine the need for internal and external communications relevant to the
information security management system including:

a) onwhatt

0 communicate;

b) when tod

c) with whom to communicate;

d) who shall

e) the proce
7.5 Docum

7.5.1 Gene}
The organizat
a) documen

b) documen

the information security management system.

NOTE Thel
from one orgar

1) thesize of]
2) the compl

3) the compe

7.5.2 Creat|

ommunicate;

communicate; and

sses by which communication shall be effected.
ented information

ral

ion’s information security management system shallinclude:
fed information required by this International Standard; and
fed information determined by the organization as being necessary for the effectivephess of
extent of documented information for-an information security management system cap differ
ization to another due to:

organization and its type of activities, processes, products and services;
xity of processes and thejrinteractions; and

tence of persons.

ing and updating

When creati:E and updating documented information the organization shall ensure appropriate

a) identific

b) format (e

ion and-description (e.g. a title, date, author, or reference number);

gilanguage, software version, graphics) and media (e.g. paper, electronic); and

c) review and approval for suitability and adequacy.

7.5.3 Contr

Documented
International

ol of documented information

information required by the information security management system and by this
Standard shall be controlled to ensure:

a) itisavailable and suitable for use, where and when it is needed; and

b) itisadequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

© ISO/IEC 2013 - All rights reserved
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For the control of documented information, the organization shall address the following activities,
as applicable:

c) distribution, access, retrieval and use;

d) storage and preservation, including the preservation of legibility;

e) control of changes (e.g. version control); and

f) retention and disposition.

Documented information of external origin, determined by the organization to be necessary for

the planning and operation of the information security management system, shall be identified as
ﬂ;riate, and controlled.

appro
NOTE

Access implies a decision regarding the permission to view the documented informat|

permisgion and authority to view and change the documented information, etc.

8 Operation

8.1

Operational planning and control

The orjganization shall plan, implement and control the processesneeded to meet inform
requirgments, and to implement the actions determined in 6.1: The organization shall al

plans

o achieve information security objectives determjned in 6.2.

The organization shall keep documented information to the extent necessary to have cq
the processes have been carried out as planned.

The o

taking|action to mitigate any adverse effectsyas necessary.

The orjganization shall ensure that outseurced processes are determined and controlled.

8.2
The o

Information security risk‘assessment

fganization shall perfoerm information security risk assessments at planned intet

signififant changes are proposed or occur, taking account of the criteria established in 6.]

The ofganization shall retain documented information of the results of the informg

risk a

8.3

4§sessments:

Information security risk treatment

The orjganization shall implement the information security risk treatment plan.

on only, or the

htion security
so implement

nfidence that

ganization shall control planned changés-and review the consequences of unintended changes,

vals or when
.2 a).

tion security

The organization shall retain documented information of the results of the information security
risk treatment.

9 P

9.1

erformance evaluation

Monitoring, measurement, analysis and evaluation

The organization shall evaluate the information security performance and the effectiveness of the
information security management system.

The organization shall determine:

a) what needs to be monitored and measured, including information security processes and controls;

© ISO/IEC 2013 - All rights reserved
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b)

f)

the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure
valid results;

NOTE The methods selected should produce comparable and reproducible results to be considered valid.
when the monitoring and measuring shall be performed;

who shall monitor and measure;

when the results from monitoring and measurement shall be analysed and evaluated; and

who shall analyse and evaluate these results.

The organization shall retain appropriate documented information as evidence of the monitorihg and

measurement| results.

9.2

Internal audit

The organization shall conduct internal audits at planned intervals to provide infermation on whether

the informatipn security management system:

a)

b)

The organization shall:

<)

d)
€)
f)
g)

9.3 Management réview

conformgto
1) the ofganization’s own requirements for its information security’management system; gnd
2) the r¢quirements of this International Standard;

is effectiyely implemented and maintained.

plan, estgblish, implement and maintain an audit\programme(s), including the frequency, mg¢thods,
responsibilities, planning requirements and-feporting. The audit programme(s) shall take into
considerdtion the importance of the processes concerned and the results of previous audits;

define th¢ audit criteria and scope for each audit;
select auditors and conduct audits that ensure objectivity and the impartiality of the audit process;
ensure that the results of the qudits are reported to relevant management; and

retain dofumented information as evidence of the audit programme(s) and the audit results

Top managenjent shall review the organization’s information security management system at planned

intervals to epstreiits continuing suitability, adequacy and effectiveness.

The management review shall include consideration of:

a)
b)

c)

the status of actions from previous management reviews;

changes in external and internal issues that are relevant to the information security management
system;

feedback on the information security performance, including trends in:
1) nonconformities and corrective actions;
2) monitoring and measurement results;

3) auditresults; and

© ISO/IEC 2013 - All rights reserved
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4) fulfilment of information security objectives;
d) feedback from interested parties;
e) results of risk assessment and status of risk treatment plan; and
f) opportunities for continual improvement.

The outputs of the management review shall include decisions related to continual improvement
opportunities and any needs for changes to the information security management system.

The organization shall retain documented information as evidence of the results of managementreviews.

10 Improvement

10.1 Nonconformity and corrective action
When p nonconformity occurs, the organization shall:
a) repct to the nonconformity, and as applicable:

1)| take action to control and correct it; and

2)| deal with the consequences;

b) evjaluate the need for action to eliminate the causes ¢fnnonconformity, in order that it dloes not recur
orfoccur elsewhere, by:

1)| reviewing the nonconformity;

2)| determining the causes of the nonconformity; and

3)| determining if similar nonconformities exist, or could potentially occur;
c) injplement any action needed;
d) reyiew the effectiveness ofany corrective action taken; and
e) make changes to the information security management system, if necessary.
Corredtive actions shall’be appropriate to the effects of the nonconformities encountered
The organization-shall retain documented information as evidence of:
f) the nature'ef the nonconformities and any subsequent actions taken, and

g) theestlts of any corrective action.

10.2 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the information
security management system.

© ISO/IEC 2013 - All rights reserved 9
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Annex A
(normative)

Reference control objectives and controls

The control objectives and controls listed in Table A.1 are directly derived from and aligned with those
listed in ISO/IEC 27002:2013[1], Clauses 5 to 18 and are to be used in context with Clause 6.1.3.

Table A.1 — Control objectives and controls

A.5 Information security policies

A.5.1 Mandgement direction for information security

Objective: To|provide management direction and support for information security,in accordancg with
business reqiiirements and relevant laws and regulations.

Policies for informa-

A-5.11 tiop security

Control

A set of policies for information security shall be defined, app

by management, published and communicated to employees gnd

relevant external parties.

roved

Reyiew of the poli-
A.5.1.2 |ciek for information
sedurity

Control

The policies for information security shall be reviewed at plapned
intervals or if significant changes occur to ensure their contifjuing

suitability, adequacy‘@nd effectiveness.

A.6 Orgahnization of information security

A.6.1 Interpal organization

Objective: To|establish a management framéwork to initiate and control the implementation and
operation of jnformation security within-tle organization.

Inftrmation security
A.6.1.1 |roles and responsibili-
tiep

Control

All information security responsibilities shall be defined and
cated.

qllo-

A.6.1.2 |Segregatiomof duties

Control

Conflicting duties and areas of responsibility shall be segregated to

reduce opportunities for unauthorized or unintentional modi
tion or misuse of the organization’s assets.

fica-

in project management

A6.1.3 Cohtact with authori- Control
o ties Appropriate contacts with relevant authorities shall be maintained.
Control
A.6.14 _Contact with special Appropriate contacts with special interest groups or other special-
Interest groups ist security forums and professional associations shall be main-
tained.
Inf . . Control
A6.15 nformation security

Information security shall be addressed in project manageme
regardless of the type of the project.

nt,

A.6.2 Mobile devices and teleworking

Objective: To ensure the security of teleworking and use of mobile devices.

10
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Table A.1 (continued)

Control

A.6.2.1 |Mobile device policy  |A policy and supporting security measures shall be adopted to
manage the risks introduced by using mobile devices.
Control

A.6.2.2 |Teleworking A policy and supporting security measures shall be implemented to
protect information accessed, processed or stored at teleworking
sites.

A7 Human resource security

A.7.1 | Prior to employment

Objective: To ensure that employees and contractors understand their responsibilities arfd are suit-
able fgr the roles for which they are considered.

Control

Background verification checks on all candidates for employment

A71.1 Screening shall be carried out in accordance with relevant laws, fegulations
and ethics and shall be proportionalto the business requirements,
the classification of the information to be accessed and the per-
ceived risks.

Control
A7.1.7 Terms and conditions | The contractual agreements with employees and contfactors shall
of employment state their and the organization’s responsibilities for information
8 p
security.
A.7.2 | During employment

Objective: To ensure that employees and coutractors are aware of and fulfil their informgtion security
responsibilities.

Control
. Management responsi-\yanagement shall require all employees and contractgrs to apply
A.7.2.] biliti _ _ Teq _ : ap
ilities information security in accordance with the establish¢d policies
and procedures of the organization.
Control
J Information securi'ty All employees of the organization and, where relevant) contrac-
A72.2 awarengqs, education |tors shall receive appropriate awareness education anf training
and training and regular updates in organizational policies and projcedures, as
relevant for their job function.
Control
Land) 1 111 £ 1 pa | - R i - .
A.7.2. DlSClpllnaI'y process TIeresitat oca ror nrar ant conrmunreateaarsciprirary process

in place to take action against employees who have committed an
information security breach.

A.7.3 Termination and change of employment

Objective: To protect the organization’s interests as part of the process of changing or terminating
employment.

Termination or change

Control

A731 |of employment respon-|Information security responsibilities and duties that remain valid
sibilities after termination or change of employment shall be defined, com-
municated to the employee or contractor and enforced.
A.8 Asset management

A.8.1 Responsibility for assets

© ISO/IEC 2013 - All rights reserved
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Table A.1 (continued)

Objective: To identify organizational assets and define appropriate protection responsibilities.

A8.1.1

Inventory of assets

Control

Assets associated with information and information processing
facilities shall be identified and an inventory of these assets shall
be drawn up and maintained.

A.8.1.2

Ownership of assets

Control

Assets maintained in the inventory shall be owned.

A.8.1.3

Cantraol

Acgeptable use of
asdets

Rules for the acceptable use of information and of assets assefiated
with information and information processing facilities-shall be
identified, documented and implemented.

A.8.14

Return of assets

Control

All employees and external party users shall.return all of the
organizational assets in their possession upen termination of{their
employment, contract or agreement.

A.8.2 Infor

mation classification

Objective: To
its importand

ensure that information receives an appropriate level pf\protection in accordance yith
e to the organization.

Control
A.8.2.1 Clgssification of infor- | |nformation shall be classified in terms of legal requirements
mgtion value, criticality and sensitivity to unauthorised disclosure of
modification.
Control
A.8.2.2 L.al)elling of informa- | Ap appropriate set of procedures for information labelling shjll be
tiop developéd-and implemented in accordance with the informatjon
classification scheme adopted by the organization.
Coatrol
A.8.2.3 |Hahdling of assets Procedures for handling assets shall be developed and imple-

mented in accordance with the information classification sch¢me
adopted by the organization.

A.8.3 Medip handling

Objective: To
stored on me(dia.

preventunauthorized disclosure, modification, removal or destruction of information

Control

Management of remov-

A.8.3.1 _ Procedures shall be implemented for the management of remov-
able media able media in accordance with the classification scheme adopted by
the organization.
Control
A.8.3.2 |Disposal of media Media shall be disposed of securely when no longer required, using
formal procedures.
Control
Physical media trans-
A.8.3.3 fer Media containing information shall be protected against unauthor-
ized access, misuse or corruption during transportation.
A9 Access control

A.9.1 Business requirements of access control

12
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Table A.1 (continued)

Objective:

To limit access to information and information processing facilities.

A9.11

Access control policy

Control

An access control policy shall be established, documented and
reviewed based on business and information security require-

ments.

Access to networks

Control

cation information

A9L2 | hetwork services | USers shall only be provided with access to the network and net-
work services that they have been specifically authorized to use.
A.9.2 | User access management
Objective: To ensure authorized user access and to prevent unauthorized access to-systerns and ser-
vices.
_ _ Control
A921 User registration and . . ) .
Tl de-registration A formal user registration and de-registration procesg shall be
implemented to enable assignment-of dccess rights.
Control
A9.2.2 _User access provision- | A formal user access provisiening process shall be impllemented to
ing assign or revoke access rights for all user types to all dystems and
services.
~_ |Control
A9.2 Management of privi- _ o )
9.2.3 leged access rights The alllocatlon and-use of privileged access rights shall be
restricted and,controlled.
Management of secret |Control
A9.2.4  |authentication infor- | The allgcation of secret authentication information shill be con-
mation of users trolled through a formal management process.
A92.E Review of user access {control
rights Asset owners shall review users’ access rights at regular intervals.
Control
A92¢ |Removalopddjustment The access rights of all employees and external party gsers to
229 | Faccess rights information and information processing facilities shal} be removed
upon termination of their employment, contract or agijeement, or
adjusted upon change.
A.9.3 | Usertesponsibilities
Objective: To make users accountable for safeguarding their authentication information.
Use of henti Control
A93.1 se of secret authenti-

Users shall be required to follow the organization’s practices in the

use of secret authentication information.

A.9.4 System and application access control

Objective: To prevent unauthorized access to systems and applications.

Information access

Control

dures

A9.4.1 restriction Access to information and application system functions shall be
restricted in accordance with the access control policy.
s | Control
A94.2 ecure log-on proce-

Where required by the access control policy, access to

applications shall be controlled by a secure log-on procedure.

systems and
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Table A.1 (continued)
Control
A94.3 Password manage- ) )
I ment system Password management systems shall be interactive and shall
ensure quality passwords.
Control
A944 |Use of privileged util- | The use of utility programs that might be capable of overriding
Ity programs system and application controls shall be restricted and tightly
controlled.
Ag945 |Accesscontrolto pro- Control
o grqm source code Access to program source code shall be restricted.
A.10 Cryptography
A.10.1 Cryptographic controls
Objective: Tolensure proper and effective use of cryptography to protect the confidentiality, authen-
ticity and/or fintegrity of information.
) Control
A10.11 Policy on the use of _ _ _ I
=% | cryptographic controls |A Policy on the use of cryptographic cantrols for protection o
information shall be developed and\implemented.
Control
A.10.1.2 |Key management A policy on the use, protectiénand lifetime of cryptographic feys
shall be developed and implemented through their whole lifegycle.
A.11 Physjical and environmental security

A.11.1 Secus

'€ areas

Objective: To
information 4

prevent unauthorized physical access;'"damage and interference to the organization’s
nd information processing facilities:

Control
A11.1.1 Physical security Security perimeters shall be defined and used to protect areafs that
perimeter contain either sensitive or critical information and informatign
processing facilities.
Control
A.11.1.2 |Physical entry controls |Secure areas shall be protected by appropriate entry controld to
ensure that only authorized personnel are allowed access.
] _ Control
Se¢uringoffices, _ _ ) L _
AI1113 rodms . add facilities Physical security for offices, rooms and facilities shall be designed
and applied.
Protecting against Control
A.11.1.4 |external and environ- |physijcal protection against natural disasters, malicious attack or
mental threats accidents shall be designed and applied.
o Control
Working in secure o _
A11.15 areas Procedures for working in secure areas shall be designed and
applied.
Control
Delivery and loading Access points such as delivery and loading areas and other points
Allle areas where unauthorized persons could enter the premises shall be
controlled and, if possible, isolated from information processing
facilities to avoid unauthorized access.
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Table A.1 (continued)

A.11.2 Equipment

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organiza-
tion’s operations.

Al11.21

Equipment siting and
protection

Control

Equipment shall be sited and protected to reduce the risks from
environmental threats and hazards, and opportunities for unau-

thorized access.

Control
A.11.2.2 |Supporting utilities Equipment shall be protected from power failures afid| other dis-
ruptions caused by failures in supporting utilities:
Control
A.11.2.3 |Cabling security Power and telecommunications cabling cathying data pr support-
ing information services shall be protected from inter¢eption,
interference or damage.
Control
Equipment mainte- _ » ) _
AllL24 | e Equipment shall be correctly@naintained to ensure its|continued
availability and integrity.
Control
A.11.25 |Removal of assets Equipment, informdfion or software shall not be taker] off-site
without prior authorization.
Security of equipment |Control
A11.26 gnd assets off-prem- Security shall be applied to off-site assets taking into dccount the
1ses different¥isks of working outside the organization’s premises.
Control
A11.47 |Securedisposalorre- |AlFitems of equipment containing storage media shall|pe verified
use of equipment to ensure that any sensitive data and licensed softwarp has been
removed or securely overwritten prior to disposal or fe-use.
Control
A1148 Unattended user _ _
“+4° lequipment Users shall ensure that unattended equipment has apgropriate
protection.
Control
A1149 |Cleardeskandclear |A clear desk policy for papers and removable storage media and
soreen policy a clear screen policy for information processing facilitles shall be
adopted.
A.12 Operations security

A.12.1 Operational procedures and responsibilities

Objective: To ensure correct and secure operations of information processing facilities.

Al121.1

Documented operating
procedures

Control

Operating procedures shall be documented and made available to

all users who need them.

A12.1.2

Change management

Control

Changes to the organization, business processes, information pro-

cessing facilities and systems that affect information s
be controlled.

ecurity shall
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Table A.1 (continued)

A12.1.3

Capacity management

Control

The use of resources shall be monitored, tuned and projections
made of future capacity requirements to ensure the required sys-
tem performance.

Al12.1.4

Separation of devel-
opment, testing and
operational environ-
ments

Control

Development, testing, and operational environments shall be sepa-
rated to reduce the risks of unauthorized access or changes to the
operational environment.

A.12.2 Protgction from malware

Objective: Tolensure that information and information processing facilities are protected againgt

malware.
Control

A12.2.1 |Coptrolsagainst mal- | petection, prevention and recovery controls taprotect againgt

ware malware shall be implemented, combined with appropriate uger

awareness.

A.12.3 Backup

Objective: To|protect against loss of data.

A12.3.1

Information backup

Control

Backup copies of informationysoftware and system images sHall be
taken and tested regularly in accordance with an agreed backup

policy.

A.12.4 Loggl

ng and monitoring

Objective:

To

record events and generate evidence.

Al12.41

Event logging

Control

Event logsrecording user activities, exceptions, faults and infpr-
matigwsecurity events shall be produced, kept and regularly
reviewed.

Al12.4.2

Protection of log infor:
mdtion

Control

Logging facilities and log information shall be protected agaifst
tampering and unauthorized access.

A12.4.3

Administrator and
operator-logs

Control

System administrator and system operator activities shall be
logged and the logs protected and regularly reviewed.

Al12.4.4

Control

Clock synchronisation

The clocks of all relevant information processing systems within
an organization or security domain shall be synchronised to a sin-
gle reference time source.

A.12.5 Control of operational software

Objective: To ensure the integrity of operational systems.

A12.51

Installation of soft-
ware on operational
systems

Control

Procedures shall be implemented to control the installation of soft-
ware on operational systems.

A.12.6 Technical vulnerability management

Objective: To prevent exploitation of technical vulnerabilities.

16
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Table A.1 (continued)

Control
A12.61 |Management of techni- Information about technical vulnerabilities of information systems
44:0-1 1 a1 vulnerabilities being used shall be obtained in a timely fashion, the organization’s
exposure to such vulnerabilities evaluated and appropriate meas-
ures taken to address the associated risk.
o Control
A12.6.2 Restrictions on soft- _ _ _
402 are installation Rules governing the installation of software by users shall be
established and implemented.
A.12.7 Information systems audit considerations
Objective: To minimise the impact of audit activities on operational systems.
Control
A12.711 Information systems | Audit requirements and activities involvjngyverificatign of opera-
audit controls tional systems shall be carefully planned and agreed tp minimise
disruptions to business processes.
A.13 | Communications security
A.13.1 Network security management
Objective: To ensure the protection of information in networKs and its supporting infornjation pro-
cessinlg facilities.
Control
A13.11 |Network controls Networks shall besmanaged and controlled to protect Information
in systems and applications.
Control
A131 |Security of network |Security mechanisms, service levels and management require-
4242 earvices ments of all network services shall be identified and irjcluded in
network services agreements, whether these servicespre provided
in-house or outsourced.
o Control
A1343 Segregation in net- _ _ _ _ )
4243 vorks Groups of information services, users and information|systems
shall be segregated on networks.
A.13.2 Information transfer
Objective: To maintain the security of information transferred within an organization anfd with any

external entity.

Information transfer

Control

A.13. '1 pUliLieb d[ld p[ oTe= Fnrma] f‘Y‘GI’\CFDY‘ pnlw‘loc’ ?rnr‘nr]nr.nc Ql’\f‘ r*nni—v'n]c C]’\ﬂ“ be in place
dures to protect the transfer of information through the use of all types
of communication facilities.
) Control
A13.2.2 |Agreements on infor- ) )
4944 | ation transfer Agreements shall address the secure transfer of business informa-
tion between the organization and external parties.
Control
A.13.2.3 |Electronic messaging

Information involved in electronic messaging shall be appropri-
ately protected.

© ISO/IEC 2013 - All rights reserved
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Table A.1 (continued)

Confidentiality or non-

Control

A13.2.4 | Requirements for confidentiality or non-disclosure agreements
disclosure agreements | reflecting the organization’s needs for the protection of informa-
tion shall be identified, regularly reviewed and documented.
A.14 System acquisition, development and maintenance

A.14.1 Security requirements of information systems

Objective: To ensure that information security is an integral part of information systems across the
entire lifecycle. This also includes the requirements for information systems which provide services

over public nftworks.

) ) Control
Infprmation security _ ) ) ) ) _
A14.1.1 |requirements analysis | he information security related requirements shallbe'included in
an{l specification the requirements for new information systems or-ethancements to
existing information systems.
] o Control
Se¢uring application o _ o . ) _
A.14.1.2 |selfvices on public Information involved in application serviees passing over pullic
networks networks shall be protected from fraudulent activity, contracf dis-
pute and unauthorized disclosure and‘modification.
Control
Protecting application |Information involved in application service transactions shall be
A14.13 serlvices transactions |Protected to prevent inceniplete transmission, mis-routing, upau-
thorized message alteration, unauthorized disclosure, unauthor-
ized message duplication or replay.
A.14.2 Security in development and support processes

Objective: To

ensure that information security isidesigned and implemented within the development
lifecycle of information systems.

Se¢ure development

Control

Al421 policy Rutesfor the development of software and systems shall be egtab-
lished and applied to developments within the organization.
Control
A14.2.2 Sygtem change control o _
SHLL I prgcedures Changes to systems within the development lifecycle shall be|con-
trolled by the use of formal change control procedures.
Te¢hnicalfeview of ~ |Control
A14.2.3 applications after When operating platforms are changed, business critical applica-
opgrdting platform tions shall be reviewed and tested to ensure there is no adverfse
Ch ngpc illl}}dbt Ull Ul sauiz.atiuua} Uptl CltiUllD Ul S5CLUl lt_y
Restrictions on Control
A.14.2.4 |changes to software | Modifications to software packages shall be discouraged, limited to
packages necessary changes and all changes shall be strictly controlled.
Control
A14.2.5 |Securesystemengi- | principles for engineering secure systems shall be established,
neering principles documented, maintained and applied to any information system
implementation efforts.
18 © ISO/IEC 2013 - All rights reserved
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