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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-gove nenta i tatsomwithtSO—and—EC;atsotake part i the—work——the—fretd—of-information

technology, ISP and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards: Draft Interrjational
Standards addpted by the joint technical committee are circulated to national bodies for} yoting. Publicgtion as
an Internationgl Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this documentymay be the subject of| patent
rights. ISO and IEC shall not be held responsible for identifying any or all suéhpatent rights.

ISO/IEC 27001 was prepared by Joint Technical Committee ISQ/IEC JTC 1, Information techpology,
Subcommittee|SC 27, IT Security techniques.
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0 Introduction

0.1 General

This International Standard has been prepared to provide a model for establishing, implementing, operating,
monitoring, reviewing, maintaining and improving an Information Security Management System (ISMS). The
adoption of an ISMS should be a strategic decision for an organization. The design and implementation of an
organization’s ISMS is influenced by their needs and objectives, security requirements, the processes
employed and the size and structure of the organization. These and their supporting systems are expected to
change ov

ocess approach

This In

review

An org
resour
proces

The a
interac

ternational Standard adopts a process approach for establishing, implementing, operati
ng, maintaining and improving an organization's ISMS.

bnization needs to identify and manage many activities in order.-to function effectively. An
tes and managed in order to enable the transformation of iaputs into outputs can be con
5. Often the output from one process directly forms the dnput to the next process.

bplication of a system of processes within an ‘érganization, together with the ide
ions of these processes, and their management;\can be referred to as a “process approg

ng, monitoring,

y activity using
sidered to be a

ntification and
ch”.

The pflocess approach for information security~management presented in this Internatipnal Standard

encourfgges its users to emphasize the importance of:

a) ungerstanding an organization’s information security requirements and the need to establish policy and
objectives for information security;

b) implementing and operating-€ontrols to manage an organization's information security riskg in the context
of the organization’s overall business risks;

¢) mqnitoring and reviewing the performance and effectiveness of the ISMS; and

d) continual improvement based on objective measurement.

This International’ Standard adopts the "Plan-Do-Check-Act" (PDCA) model, which is applied [to structure all

uirements and
es information

lhe links in the

ISMS processes. Figure 1 illustrates how an ISMS takes as input the information security req
expectEtions of the interested parties and through the necessary actions and processes produg
securit i i i i

processes presented in Clauses 4, 5, 6, 7 and 8.

The adoption of the PDCA model will also reflect the principles as set out in the OECD Guidelines (2002)")
governing the security of information systems and networks. This International Standard provides a robust
model for implementing the principles in those guidelines governing risk assessment, security design and
implementation, security management and reassessment.

1) OECD Guidelines for the Security of Information Systems and Networks — Towards a Culture of Security. Paris:
OECD, July 2002. www.oecd.org
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EXAMPLE 1

A requirement might be that breaches of information security will not cause serious financial damage to an
organization and/or cause embarrassment to the organization.

EXAMPLE 2

An expectation might be that if a serious incident occurs — perhaps hacking of an organization’s eBusiness
web site — there should be people with sufficient training in appropriate procedures to minimize the impact.

L Plan .
Inferested Interested
Rarties g Establish Parties
@j ISMS %
! Implement and Maintain and “:
L Do | operate the ISMs improve the IsMs f| ASt 4
% Monitor and ﬁ Y
Information review the ISMS Managed
_security % information
rgquirements e Check security
and gxpectations N

Figure 1 — PDCA model applied to ISMS processes

Plan (establish the ISMS) Establish 1ISMS policy, objectives, processes and procedures relevant to
managing-risk and improving information security to deliver resylts in
accordance with an organization’s overall policies and objectives.

Do (implemg¢nt and operate |Implement and operate the ISMS policy, controls, processe§ and
the ISMS) procedures.

Check (monjtor and review | Assess and, where applicable, measure process performance against
the ISMS) ISMS policy, objectives and practical experience and report the restlts to
management for review.

Act (maintainand improve | Take corrective and preventive actions, based on the results of the internal
the ISMS) ISMS audit and management review or other relevant information, to
achieve continual improvement of the ISMS.

0.3 Compatibility with other management systems

This International Standard is aligned with ISO 9001:2000 and ISO 14001:2004 in order to support consistent
and integrated implementation and operation with related management standards. One suitably designed
management system can thus satisfy the requirements of all these standards. Table C.1 illustrates the
relationship between the clauses of this International Standard, ISO 9001:2000 and ISO 14001:2004.

This International Standard is designed to enable an organization to align or integrate its ISMS with related
management system requirements.
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Information technology — Security techniques — Information
security management systems — Requirements

IMPORTANT — This publication does not purport to include all the necessary provisions of a contract.

Users
in itse

1 Sq¢

116G

This Ipternational Standard covers all types of organizations (e.g. commercial enterprise

agenci
implem
contex
control

The IS

information assets and give confidence to interested parties.

NOTE 1:

that are|

NOTE 2:

1.2 Aj

The re
organiz
5,6,7,

Any ex
eviden
any co
exclusi
meets

are responsible for its correct application. Compliance with an International Stanc
f confer immunity from legal obligations.
Cope

eneral

bs, non-profit organizations). This International Standard specifies® the requirements fq
enting, operating, monitoring, reviewing, maintaining and improving a documented |3
of the organization’s overall business risks. It specifies requirements for the implementg
5 customized to the needs of individual organizations or,parts thereof.

MS is designed to ensure the selection of adequatevand proportionate security contrg

core to the purposes for the organization’s existence.

ISO/IEC 17799 provides implementation guidance that can be used when designing controls.

pplication
Huirements set out in this_International Standard are generic and are intended to be a
and 8 is not acceptable when an organization claims conformity to this International Star

clusion of controls found to be necessary to satisfy the risk acceptance criteria needs to

Ce needs tebe’provided that the associated risks have been accepted by accountable p
htrols are excluded, claims of conformity to this International Standard are not acceptab
pns deo-not affect the organization’s ability, and/or responsibility, to provide informatio
the\ security requirements determined by risk assessment and applicable legal

dard does not

5, government
r establishing,
MS within the
tion of security

Is that protect

References to ‘business’ in this International(Standard should be interpreted broadly to mean those activities

pplicable to all

ations, regardless ofitype, size and nature. Excluding any of the requirements specified in Clauses 4,

dard.

be justified and
ersons. Where
le unless such
n security that
or regulatory

require

ments.

NOTE:

If an organization already has an operative business process management system (e.g.

in relation with

ISO 9001 or ISO 14001), it is preferable in most cases to satisfy the requirements of this International Standard within this

existing

management system.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 17799:2005, Information technology — Security techniques — Code of practice for information
security management

© ISO/IEC 2005 — All rights reserved
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1
asset
anything that has value to the organization

[ISO/IEC 13335-1:2004]

3.2
availability
the property offbeingacecessible-andtsabletpon-demant by

[ISO/IEC 1333p-1:2004]

3.3

confidentialit
the property th
processes

t information is not made available or disclosed to unauthorized individuals, entities, or

[ISO/IEC 13336-1:2004]
3.4
information security

preservation of confidentiality, integrity and availability of information; in addition, other properties such gas
authenticity, agcountability, non-repudiation and reliability can also be\involved

[ISO/IEC 1779P:2005]

3.5
information security event
an identified o¢currence of a system, service or network,state indicating a possible breach of informatioh
security policy|or failure of safeguards, or a previously;unknown situation that may be security relevant

[ISO/IEC TR 1B044:2004]

3.6
information sgcurity incident

a single or a SIries of unwanted or unéxpected information security events that have a significant probgbility
of compromising business operations and threatening information security

[ISO/IEC TR 1B044:2004]

3.7
information sgecurity:-management system
ISMS

that part of the|overall management system, based on a business risk approach, to establish, implemer
operate, monitorreview _maintain and imr\rn\/n information Qnmlrify

—

NOTE: The management system includes organizational structure, policies, planning activities, responsibilities,
practices, procedures, processes and resources.

3.8
integrity
the property of safeguarding the accuracy and completeness of assets

[ISO/IEC 13335-1:2004]
3.9

residual risk
the risk remaining after risk treatment

[ISO/IEC Guide 73:2002]

2 © ISO/IEC 2005 — All rights reserved
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3.10
risk acceptance
decision to accept a risk

[ISO/IEC Guide 73:2002]

3.1
risk analysis
systematic use of information to identify sources and to estimate the risk

[ISO/IEC Guide 73:2002]

3.12
risk agsessment
overall[process of risk analysis and risk evaluation

[ISO/IHC Guide 73:2002]

3.13
risk evaluation
procesg of comparing the estimated risk against given risk criteria to determine,the significance [of the risk

[ISO/IHC Guide 73:2002]

3.14
risk management
coordinated activities to direct and control an organization with‘’regard to risk

[ISO/IHC Guide 73:2002]

3.15
risk tr¢atment
procesp of selection and implementation of measures to modify risk

[ISO/IHC Guide 73:2002]
NOTE: In this International Standard the\term ‘control’ is used as a synonym for ‘measure’.

3.16
statement of applicability
documgnted statement describing the control objectives and controls that are relevant and applicable to the
organization’s ISMS.

NOTE: Control objectives and controls are based on the results and conclusions of the risk assepsment and risk
treatment processes, \legal or regulatory requirements, contractual obligations and the organizgtion’s business
requirements for information security.

4 Information security management system

4.1 General requirements
The organization shall establish, implement, operate, monitor, review, maintain and improve a documented

ISMS within the context of the organization’s overall business activities and the risks it faces. For the purposes
of this International Standard the process used is based on the PDCA model shown in Figure 1.

© ISO/IEC 2005 — All rights reserved 3
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4.2 Establishing and managing the ISMS

4.21

Establish the ISMS

The organization shall do the following.

a) Define the scope and boundaries of the ISMS in terms of the characteristics of the business, the
organization, its location, assets and technology, and including details of and justification for any
exclusions from the scope (see 1.2).

b) Define an ISMS policy in terms of the characteristics of the business, the organization, its location, assets
and technalagy that:
1) includes a framework for setting objectives and establishes an overall sense of direction and
principles for action with regard to information security;
2) takes| into account business and legal or regulatory requirements, and , contractual gecurity
obliggtions;
3) aligng with the organization’s strategic risk management context in which the establishmgnt and
maintenance of the ISMS will take place;
4) establishes criteria against which risk will be evaluated (see 4.2.1¢c));"and
5) has been approved by management.
NOTE: Hor the purposes of this International Standard, the JSMS policy is considered as a supersef of the
information| security policy. These policies can be described in one-document.
c) Define the|risk assessment approach of the organization.
1) Identify a risk assessment methodology,that is suited to the ISMS, and the identified bisiness
informpation security, legal and regulatory requirements.
2) Develop criteria for accepting risksrand identify the acceptable levels of risk. (see 5.1f)).
The risk gssessment methodology selected shall ensure that risk assessments produce comparalle and
reproducille results.
NOTE: here are different.methodologies for risk assessment. Examples of risk assessment methodologies are
discussed [in ISO/IEC TR\13335-3, Information technology — Guidelines for the management of IT Segurity —
Technique§ for the mafhagement of IT Security.
d) Identify the risks.
1)
2) Identify the threats to those assets.
3) Identify the vulnerabilities that might be exploited by the threats.
4) Identify the impacts that losses of confidentiality, integrity and availability may have on the assets.
2) The term ‘owner’ identifies an individual or entity that has approved management responsibility for controlling the

production, development, maintenance, use and security of the assets. The term ’owner’ does not mean that the person
actually has any property rights to the asset.

© ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=f5c5368482dcd55bfc737cf60e23c12f

e) An

1)

ISO/IEC 27001:2005(E)

alyse and evaluate the risks.

Assess the business impacts upon the organization that might result from security failures, taking into
account the consequences of a loss of confidentiality, integrity or availability of the assets.

Assess the realistic likelihood of security failures occurring in the light of prevailing threats and
vulnerabilities, and impacts associated with these assets, and the controls currently implemented.

Estimate the levels of risks.

Determine whether the risks are acceptable or require treatment using the criteria for accepting risks
established in 4.2.1¢)2).

f) Idg

g) Se

Cq
the
adg

TH
CO

Th
an

NG
cor
for

h) Ob

) Ob

ntify and evaluate options for the treatment of risks.

ssible actions include:

applying appropriate controls;

knowingly and objectively accepting risks, providing they clearly satisfy the organization’s policies
and the criteria for accepting risks (see 4.2.1c)2));

avoiding risks; and

transferring the associated business risks to other parties/ e.g. insurers, suppliers.
ect control objectives and controls for the treatment ofrisks.
ntrol objectives and controls shall be selected“and implemented to meet the requirements identified by
b risk assessment and risk treatment process. This selection shall take account of the criteria for

cepting risks (see 4.2.1c¢)2)) as well as legal, regulatory and contractual requirements.

e control objectives and controls frotm"/Annex A shall be selected as part of this process as suitable to
ver the identified requirements.

e control objectives and canfrols listed in Annex A are not exhaustive and additional control objectives
d controls may also be selected.

TE: Annex A contains a comprehensive list of control objectives and controls that have bgen found to be
hmonly relevant in-organizations. Users of this International Standard are directed to Annex A ag a starting point
control selection to-ensure that no important control options are overlooked.

tain management approval of the proposed residual risks.

tain anagement authorization to implement and operate the ISMS.

i) Pr

pare a Staterment of Applicabitity:

A Statement of Applicability shall be prepared that includes the following:

the control objectives and controls selected in 4.2.1g) and the reasons for their selection;
the control objectives and controls currently implemented (see 4.2.1¢€)2)); and

the exclusion of any control objectives and controls in Annex A and the justification for their
exclusion.

NOTE: The Statement of Applicability provides a summary of decisions concerning risk treatment. Justifying
exclusions provides a cross-check that no controls have been inadvertently omitted.

© ISO/IEC 2005 — All rights reserved 5


https://iecnorm.com/api/?name=f5c5368482dcd55bfc737cf60e23c12f

ISO/IEC 27001:2005(E)

4.2.2

Implement and operate the ISMS

The organization shall do the following.

a)

b)

c)

d)

f)
9)
h)

4.2.3 Moni

The organizati

a)

b)

c)

d)

Formulate
responsibil

a risk treatment plan that identifies the appropriate management action, resources,

ities and priorities for managing information security risks (see 5).

Implement the risk treatment plan in order to achieve the identified control objectives, which includes
consideration of funding and allocation of roles and responsibilities.

Implement

controls selected in 4.2.1g) to meet the control objectives.

Define ho
these me
reproducib

NOTE:
planned co

Implement
Manage o
Manage r¢

Implement
response f{

Execute m
1) prom
2) prom
3) enabl

by infi

4) help g

5) determing/whether the actions taken to resolve a breach of security were effective.

to measure the effectiveness of the selected controls or groups of controls and spec
surements are to be used to assess control effectiveness to produce comparab)
le results (see 4.2.3c)).

easuring the effectiveness of controls allows managers and staff to determine how-well controls
trol objectives.

training and awareness programmes (see 5.2.2).
peration of the ISMS.
sources for the ISMS (see 5.2).

procedures and other controls capable of enabling, prompt detection of security ever
p security incidents (see 4.2.3a)).

for and review the ISMS

bn shall do the following.

onitoring and reviewing procedures and other controls to:

ptly detect errors in the results of processing;

ptly identify attempted and Successful security breaches and incidents;

e management to(determine whether the security activities delegated to people or imple
brmation technology are performing as expected;

etect security events and thereby prevent security incidents by the use of indicators; and

fy how
le and

achieve

ts and

mented

Undertake'

1 H il £E 'y il [TaY W TN [P H ' [Tl W e L
reyuial  1ovicwo Ul UIT  TIITULUVCTITSS Ul T Tolvio  (ITTUITUUnTy 1eT Uity Tolvlio pUIIby and

objectives, and review of security controls) taking into account results of security audits, incidents, results
from effectiveness measurements, suggestions and feedback from all interested parties.

Measure the effectiveness of controls to verify that security requirements have been met.

Review risk assessments at planned intervals and review the residual risks and the identified acceptable
levels of risks, taking into account changes to:

1) the organization;

2) techn

ology;

3) business objectives and processes;

© ISO/IEC 2005 — Al rights
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rganization itself

bcope remains

e of the ISMS

4) identified threats;
5) effectiveness of the implemented controls; and
6) external events, such as changes to the legal or regulatory environment, changed contractual
obligations, and changes in social climate.
e) Conduct internal ISMS audits at planned intervals (see 6).
NOTE: Internal audits, sometimes called first party audits, are conducted by, or on behalf of, the o
for internal purposes.
f) Undertake a management review ol the ISMS on a regular basis 10 ensure that the
adequate and improvements in the ISMS process are identified (see 7.1).
g) Update security plans to take into account the findings of monitoring and reviewing activitieg.
h) Record actions and events that could have an impact on the effectiveness’or-performang
(sge 4.3.3).
424 Maintain and improve the ISMS
The organization shall regularly do the following.

a) Im

b) Ta
led

c) Co
the

d) En
4.3 D¢

4.31

Docum
manag

It is im
risk as

The IS

blement the identified improvements in the ISMS.

Ke appropriate corrective and preventive actions in’ accordance with 8.2 and 8.3. Apgq
rnt from the security experiences of other organizations and those of the organization itsg

mmunicate the actions and improvements to“all interested parties with a level of detail
circumstances and, as relevant, agree on*how to proceed.

sure that the improvements achieve their intended objectives.
bcumentation requirements

General

entation shall include records of management decisions, ensure that actions are
ement decisionsand policies, and ensure that the recorded results are reproducible.

portant to-be able to demonstrate the relationship from the selected controls back to thg
sessment-and risk treatment process, and subsequently back to the ISMS policy and objg

MS{documentation shall include:

ly the lessons
BIf.

appropriate to

b traceable to

b results of the
bctives.

a) documented statements of the ISMS policy (see 4.2.1b)) and objectives;

b) the scope of the ISMS (see 4.2.1a));

c) procedures and controls in support of the ISMS;

d) a description of the risk assessment methodology (see 4.2.1c));

e) the risk assessment report (see 4.2.1c) to 4.2.1qg));

f) the risk treatment plan (see 4.2.2b));
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g) documented procedures needed by the organization to ensure the effective planning, operation and
control of its information security processes and describe how to measure the effectiveness of controls
(see 4.2.3c));

h) records required by this International Standard (see 4.3.3); and

i) the Statement of Applicability.

NOTE 1:  Where the term “documented procedure” appears within this International Standard, this means that the
procedure is established, documented, implemented and maintained.

NOTE 2:  The extent of the ISMS documentation can differ from one organization to another owing to:

- |the size of the organization and the type of its activities; and
- |the scope and complexity of the security requirements and the system being managed.

NOTE 3: Documents and records may be in any form or type of medium.
4.3.2 Control of documents

Documents required by the ISMS shall be protected and controlled. A docufmented procedure shall be
established to define the management actions needed to:

a) approve dpcuments for adequacy prior to issue;

b) review and update documents as necessary and re-approve documents;

c) ensure that changes and the current revision status of documents are identified;

d) ensure that relevant versions of applicable documents are‘available at points of use;
e) ensure that documents remain legible and readily identifiable;

f) ensure thgt documents are available to those~who need them, and are transferred, stored and ulfjmately
disposed df in accordance with the procedures applicable to their classification;

g) ensure that documents of external grigin-are identified;
h) ensure that the distribution of documents is controlled;
i) prevent the¢ unintended use of obsolete documents; and

i) apply suitgble identification to them if they are retained for any purpose.

4.3.3 Control of records

Records shall be—establishied—andTmaintaimedtoprovide evidence of conformity to Tequirements—and the
effective operation of the ISMS. They shall be protected and controlled. The ISMS shall take account of any
relevant legal or regulatory requirements and contractual obligations. Records shall remain legible, readily
identifiable and retrievable. The controls needed for the identification, storage, protection, retrieval, retention
time and disposition of records shall be documented and implemented.

Records shall be kept of the performance of the process as outlined in 4.2 and of all occurrences of significant
security incidents related to the ISMS.

EXAMPLE

Examples of records are a visitors’ book, audit reports and completed access authorization forms.
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5 Management responsibility

5.1 Management commitment

Management shall provide evidence of its commitment to the establishment, implementation, operation,
monitoring, review, maintenance and improvement of the ISMS by:

a) establishing an ISMS policy;
b) ensuring that ISMS objectives and plans are established;

c) establishing roles and responsibilities for information security;

d) cor|nmunicating to the organization the importance of meeting information security~¢bjectives and
conforming to the information security policy, its responsibilities under the law and the’neqd for continual
improvement;

e) prqviding sufficient resources to establish, implement, operate, monitor, review; maintain and improve the
ISMS (see 5.2.1);

f) degiding the criteria for accepting risks and the acceptable levels of risk;
g) ensuring that internal ISMS audits are conducted (see 6); and

h) conducting management reviews of the ISMS (see 7).
5.2 R¢source management

5.21 Provision of resources

The organization shall determine and provide;the resources needed to:

a) esfablish, implement, operate, monitor, teview, maintain and improve an ISMS;

b) ensure that information securityqprocedures support the business requirements;

c) idgntify and address legal and regulatory requirements and contractual security obligations;
d) mdintain adequate sécurity by correct application of all implemented controls;

e) calfry out reviews-when necessary, and to react appropriately to the results of these reviews; and

f) whlere required, improve the effectiveness of the ISMS.

5.2.2 Jraining, awareness and competence

The organization shall ensure that all personnel who are assigned responsibilities defined in the ISMS are
competent to perform the required tasks by:

a) determining the necessary competencies for personnel performing work effecting the ISMS;

b) providing training or taking other actions (e.g. employing competent personnel) to satisfy these needs;
c) evaluating the effectiveness of the actions taken; and

d) maintaining records of education, training, skills, experience and qualifications (see 4.3.3).

The organization shall also ensure that all relevant personnel are aware of the relevance and importance of
their information security activities and how they contribute to the achievement of the ISMS objectives.
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6 Internal

ISMS audits

The organization shall conduct internal ISMS audits at planned intervals to determine whether the control
objectives, controls, processes and procedures of its ISMS:

a) conform to the requirements of this International Standard and relevant legislation or regulations;

b) conform to the identified information security requirements;

c) are effectively implemented and maintained; and

d) perform as expected.

An audit progremme shall be planned, taking into consideration the status and importance of the-pro
and areas to e audited, as well as the results of previous audits. The audit criteria, scope, frequen
methods shalll be defined. The selection of auditors and conduct of audits shall ensure -objectiv

impartiality of

The responsil
maintaining re

The managem
delay to elimin
of the actions t

NOTE: ISO
helpful guidancg

e audit process. Auditors shall not audit their own work.

ilities and requirements for planning and conducting audits, and fof |reporting resu
cords (see 4.3.3) shall be defined in a documented procedure.

ent responsible for the area being audited shall ensure that actions are taken without
ate detected nonconformities and their causes. Follow-up activities shall include the veri
aken and the reporting of verification results (see 8).

19011:2002, Guidelines for quality and/or environmental management systems auditing, may
for carrying out the internal ISMS audits.

7 Management review of the ISMS

7.1 General

Management
continuing sui
improvement 4

bhall review the organization’s, ISMS at planned intervals (at least once a year) to ens
ability, adequacy and effectiveness. This review shall include assessing opportuni
nd the need for changes to-the ISMS, including the information security policy and info

security objectives. The results of the reviews shall be clearly documented and records shall be mai

(see 4.3.3).

7.2 Review i

The input to a
a) results of
b) feedback

c)
performan

d) status of p
e)
f)
9)
h)

i)

any chang

10

nput

Mmanagement review shall include:

MS-audits and reviews;

cesses
cy and
ty and

ts and

undue
fication

provide

bure its
ies for
mation
htained

Iff
onYinterested parties;

ce and effectiveness;

reventive and corrective actions;

vulnerabilities or threats not adequately addressed in the previous risk assessment;
results from effectiveness measurements;

follow-up actions from previous management reviews;

es that could affect the ISMS; and

recommendations for improvement.
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7.3 Review output

The output from the management review shall include any decisions and actions related to the following.

a)
b)

c)

d)

e)

8

8.1 Continual improvement

Improvement of the effectiveness of the ISMS.
Update of the risk assessment and risk treatment plan.

Modification of procedures and controls that effect information security, as necessary, to respond to
internal or external events that may impact on the ISMS, including changes to:

1) business requirements;

2)| security requirements;

3)| business processes effecting the existing business requirements;
4)| regulatory or legal requirements;

5)] contractual obligations; and

6)| levels of risk and/or criteria for accepting risks.

Resource needs.

Improvement to how the effectiveness of controls is beifig/measured.

ISMS improvement

The organization shall continually improve the effectiveness of the ISMS through the use of {he information
security policy, information security:objectives, audit results, analysis of monitored events, |corrective and

preventive actions and managementreview (see 7).

8.2 Corrective action

The organization shall‘take action to eliminate the cause of nonconformities with the ISMS requirements in
order tp prevent recufrence. The documented procedure for corrective action shall define requirements for:

a)
b)
c)
d)
e)

f)

idgntifying nonconformities;

determining the causes of nonconformities;

evaluating the need for actions to ensure that nonconformities do not recur;
determining and implementing the corrective action needed;
recording results of action taken (see 4.3.3); and

reviewing of corrective action taken.
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8.3 Preventive action
The organization shall determine action to eliminate the cause of potential nonconformities with the ISMS

requirements in order to prevent their occurrence. Preventive actions taken shall be appropriate to the impact
of the potential problems. The documented procedure for preventive action shall define requirements for:

a) identifying potential nonconformities and their causes;

b) evaluating the need for action to prevent occurrence of nonconformities;

c) determining and implementing preventive action needed;

d) recording resuits-ef-actiontaken{see 433 ypar—mm 08 ¥ 8 8@ M
e) reviewing of preventive action taken.

The organizatipn shall identify changed risks and identify preventive action requirements focusing atterftion on
significantly chianged risks.

The priority of preventive actions shall be determined based on the results of the risk assessment.

NOTE: Actipn to prevent nonconformities is often more cost-effective than correctivé action.
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Annex A
(normative)

Control objectives and controls

The control objectives and controls listed in Table A.1 are directly derived from and aligned with those listed in
ISO/IEC 17799:2005 Clauses 5 to 15. The lists in Table A.1 are not exhaustive and an organization may

consider that additional control objectives and controls are necessary. Control objectives and controls from
these tables-shall be-selected-as-part of the ISMS process-specified-in4-21-

ISO/IELC 17799:2005 Clauses 5 to 15 provide implementation advice and guidance on bestpragtice in support
of the ¢ontrols specified in A.5 to A.15.

Table A.1 — Control objectives and controls

A.5| Security policy

A.5(1 Information security policy

Objective: To provide management direction and support for information security in accordance with business
reqyirements and relevant laws and regulations.

Control
A5H.1 Information  security policy | An information security policy document shall be ppproved by
document management, and published and communicated to gl employees
and relevant external parties.
Control
AS1.2 Revieyv of the information The information security policy shall be reviewed at plafjned
security policy intervals or if significant changes occur to ensure its continuing
suitability, adequacy, and effectiveness.

A.6| Organization of information security

A.6{1 Internal organization

Objective: To managetinformation security within the organization.

Control
A6N.1 Management commitment to | Management shall actively support security within the ofganization
information security through clear direction, demonstrated commitment, explicit

assignment. and acknowledgment of information security
responsibilities.

Control
AB.1.2 Information security co- Information security activities shall be co-ordinated by
ordination representatives from different parts of the organization with relevant

roles and job functions.

A6.1.3 Allocation of information Control

security responsibilities All information security responsibilities shall be clearly defined.
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A6.14 Authorization process for Control
infc.>r.rr'1ation processing A management authorization process for new information
facilities processing facilities shall be defined and implemented.
Control
A6.1.5 Confidentiality agreements Requirements for confidentiality or non-disclosure agreements
reflecting the organization’s needs for the protection of information
shall be identified and regularly reviewed.
Control
A6.1.6 Cantact with autharities
Appropriate contacts with relevant authorities shall be maintainefd.
Control
A6.1.7 Contact with special interest
groups Appropriate contacts with special interest groups or(other speciglist
security forums and professional associations shall.be maintaingd.
Control
) The organization’s approach to managing information security and
A6.1.8 !ndepenqent review of its implementation (i.e. control objectives, controls, policies,
information security processes, and procedures for infermation security) shall be
reviewed independently at planined intervals, or when significant
changes to the security implémentation occur.
A.6.2 External parties

Objective: T

maintain the security of the organization’s information” and information processing facilities that ar
accessed, plocessed, communicated to, or managed by external parties.

w

A6.2.1

Identification of risks related
to external parties

Control

The.risks to the organization’s information and information
processing facilities from business processes involving external
parties shall be identified and appropriate controls implemented
before granting access.

A6.2.2

Addressing security When
dealing with customers

Control

All identified security requirements shall be addressed before gi
customers access to the organization’s information or assets.

ng

A6.2.3

Addressing security in third

partv agraements.
Lad J J

Control

Agreements with third parties involving accessing, processing,
communicating or managing the organization’s information or

frformTation processmnyg facitities,; oradding products Or Services 1o
information processing facilities shall cover all relevant security
requirements.

14
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A.7 Asset management

A.7.1 Responsibility for assets

Objective: To achieve and maintain appropriate protection of organizational assets.

Control
AT7.1.1
Inventory of assets All assets shall be clearly identified and an inventory of all important
assets drawn up and maintained.
Control
A7 2 -
Ownership of assets All information and assets associated with information-processing
facilities shall be ‘owned’ 3) by a designated part of the prganization.
Control
A711.3 Acceptable use of assets Rules for the acceptable use of information’and assets gissociated
with information processing facilities shall be identified, documented,
and implemented.

A.7[2 Information classification

Objgctive: To ensure that information receives an appropriate level of protéction.

Control
AT7pRA1 e e
Classification guidelines Information shall be classified in terms of its value, lega

requirements, sensitivity and criticality to the organizatign.

Control

ATR2 Information labelling and Alappropriate set of procedures for information labeling and
handling handling shall be developed and implemented in accordance with
the classification scheme adopted by the organization.

A.8| Human resources security

A.8{1 Prior to employment 4)

Objective: To ensure that employees, contractors and third party users understand their responsibilitieg, and are
suitgble for the roles they are considered for, and to reduce the risk of theft, fraud or misuse of facilities.

Control

A81.1 Roles and responsibilities Security roles and responsibilities of employees, contragtors and
third party users shall be defined and documented in agcordance
with the organization’s information security policy.

3) Explanation: The term ‘owner’ identifies an individual or entity that has approved management responsibility for
controlling the production, development, maintenance, use and security of the assets. The term ‘owner’ does not mean
that the person actually has property rights to the asset.

4) Explanation: The word ‘employment’ is meant here to cover all of the following different situations: employment of
people (temporary or longer lasting), appointment of job roles, changing of job roles, assignment of contracts, and the
termination of any of these arrangements.
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Control
Background verification checks on all candidates for employment,
A8.1.2 Screening contractors, and third party users shall be carried out in accordance
with relevant laws, regulations and ethics, and proportional to the
business requirements, the classification of the information to be
accessed, and the perceived risks.
Control
A813 Terms and conditions of As part of their contractual obligation, employees, contractors and
employment third party users shall agree and sign the terms and conditions of
theiremployrment-contract-which-shall-state-theirand-the
organization’s responsibilities for information security.
A.8.2 Dyring employment
Objective: To ensure that all employees, contractors and third party users are aware of information'security thrgats
and concerng, their responsibilities and liabilities, and are equipped to support organizational sécurity policy in the
course of thgir normal work, and to reduce the risk of human error.
Control
A8.21 Management responsibilities | Management shall require employees, contractors and third party
users to apply security in accor@ance with established policies ahd
procedures of the organization:
Control
A8.2.2 Information security All employees of theyorganization and, where relevant, contractdrs
awareness, education and and third party usets shall receive appropriate awareness training
training and regular updates in organizational policies and procedures, gs
relevant fartheir job function.
Control
A8.2.3 S
Disciplinary process Theére shall be a formal disciplinary process for employees who have
committed a security breach.
A.8.3 Tdrmination or change of employment
Objective: T ensure that employees, contractors and third party users exit an organization or change employment
in an orderly|manner.
Control
A.8.3.1 A\ I
Termination responsibilities Responsibilities for performing employment termination or change
of employment shall be clearly defined and assigned.
Control
A.8.3.2 Return of assets All employees, contractors and third party users shall return all of the
organization’s assets in their possession upon termination of their
employment, contract or agreement.
Control
A.8.3.3 . The access rights of all employees, contractors and third party users
Removal of access rights to information and information processing facilities shall be removed
upon termination of their employment, contract or agreement, or
adjusted upon change.
16 © ISO/IEC 2005 — All rights reserved
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A.9 Physical and environmental security

A.9.1 Secure areas

Objective: To prevent unauthorized physical access, damage and interference to the organization’s premises and

Supporting utilities

information.
Control
A9.11 Physical security perimeter Security perimeters (barriers such as walls, card controlled entry
gates or manned reception desks) shall be used to protect areas
that contain information and information processing facilities.
Control
A9f.2 .
Physical entry controls Secure areas shall be protected by appropriate‘@ntry cgntrols to
ensure that only authorized personnel are allowed acceps.
Control
A9[.3 Securing offices, rooms and
facilities Physical security for offices, rooms, and facilities shall be designed
and applied.
Control
A9]1.4 Protectipg against external Physical protection against damage from fire, flood, earthquake,
and environmental threats explosion, civil unfest, and other forms of natural or map-made
disaster shall be‘designed and applied.
Control
A9f.5 L
Working in secure areas Physical protection and guidelines for working in securg areas shall
be\designed and applied.
Control
A9l 6 Public access, deliveryiand | Access points such as delivery and loading areas and dther points
loading areas where unauthorized persons may enter the premises shall be
controlled and, if possible, isolated from information progessing
facilities to avoid unauthorized access.
A.9)2 Equipment security
Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organization’s activities.
Control
A9p.1 Equipment siting and Equipment shall be sited or protected to reduce the riskf from
protection environmental threats and hazards, and opportunities fqr
Unauthorized access.
Control
A9.22

Equipment shall be protected from power failures and other

disruptions caused by failures in supporting utilities.

A9:2.3 Cabling security

Control

Power and telecommunications cabling carrying data or supporting
information services shall be protected from interception or damage.

© ISO/IEC 2005 — All rights reserved
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Control
A9.2.4 . .
Equipment maintenance Equipment shall be correctly maintained to ensure its continued
availability and integrity.
Control
A.9.25 Security of equipment off-
premises Security shall be applied to off-site equipment taking into account
the different risks of working outside the organization’s premises.
Control
A9.2.6 Secure disposal or re-use of | Al items of equipment containing storage media shall be checked to
equipment ensure that any sensitive data and licensed software has been
removed or securely overwritten prior to disposal.
Control
A9.27
Removal of property Equipment, information or software shall not be taken off-site without
prior authorization.

A.10 Comnpunications and operations management

A.10.1 Operational procedures and responsibilities

Objective: Tg ensure the correct and secure operation of information processing facilities.

Control
A.10.11 Documented operating
procedures Operating procedures'shall be documented, maintained, and mgde

available to all users who need them.

Control
A.10.1.2
Change management Changesto information processing facilities and systems shall be

controlled.

Control

A.101.3 Segregation of duties Duties and areas of responsibility shall be segregated to reduce
opportunities for unauthorized or unintentional modification or
misuse of the organization’s assets.

Control

A.10.14 Separation of development, | pevelopment, test and operational facilities shall be separated t
test and-operational facilities | requce the risks of unauthorised access or changes to the
operational system.

A.10.2  Third party service delivery management

Objective: To implement and maintain the appropriate level of information security and service delivery in line with
third party service delivery agreements.

Control

A.10.2.1 Service delivery It shall be ensured that the security controls, service definitions and
delivery levels included in the third party service delivery agreement
are implemented, operated, and maintained by the third party.
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Objective: To minimize the risk of systems failures.

Control
A.10.2.2 Mpnitoring and'review of The services, reports and records provided by the third party shall
third party services be regularly monitored and reviewed, and audits shall be carried out
regularly.
Control
) ) Changes to the provision of services, including maintaining and
A10.2.3 Managmg.changes to third improving existing information security policies, procedures and
party services controls, shall be managed, taking account of the criticality of
business systems and processes involved and re-assessment of
riclko
A.10.3  System planning and acceptance

Objective: To protect the integrity of software and,information.

Control

A10.31 Capacity management The use of resources shall be moriitored, tuned, and projections
made of future capacity requireménts to ensure the reqiired system
performance.
Control

A.103.2 System acceptance Acceptance criteriaffor new information systems, upgragles, and new
versions shall be.established and suitable tests of the system(s)
carried out during development and prior to acceptance|

A.10.4 Protection against malicious and mobileccode

code

Control
A10.4.1 Controls against maliciotss Detection, prevention, and recovery controls to protect against
code malicious code and appropriate user awareness procedures shall be
implemented.
Control
A10.4.2 Controls against mobile Where the use of mobile code is authorized, the configuration shall

ensure that the authorized mobile code operates according to a
clearly defined security policy, and unauthorized mobile|code shall
be prevented from executing.

Information back-up

Control

Back-up copies of information and software shall be taken and
tested regularly in accordance with the agreed backup policy.

© ISO/IEC 2005 — All rights reserved
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A.10.6 Network security management

Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure.

Control

A.10.6.1 Network controls Networks shall be adequately managed and controlled, in order to
be protected from threats, and to maintain security for the systems
and applications using the network, including information in transit.

Control

A.10.6.2 Security features, service levels, and management requirements of
Security of network services | || network services shall be identified and included in any netwqrk
services agreement, whether these services are provided in-house
or outsourced.

A.10.7 Media handling

Objective: T¢ prevent unauthorized disclosure, modification, removal or destruction of assets{ and interruption t
business actjvities.

O

Control
A.10.71 Management of removable
media There shall be procedures in place for the management of
removable media.
Control
A.10.7.2 . .
Disposal of media Media shall be disposed of securely and safely when no longer
required, using formal procedures.
Control
A10.7.3 Information handling Procedurés for the handling and storage of information shall be
procedures established to protect this information from unauthorized disclosjire
ormisuse.
Control
A10.7.4 Security of system
documentation System documentation shall be protected against unauthorized
access.

A.10.8 Exchange of information

Objective: Tg maintain-the security of information and software exchanged within an organization and with any
external entity.

Control
A.10.8.1 Infgrmation exchange Formal exchange policies, procedures, and controls shall be in place
policies and procedures to protect the exchange of information through the use of all types of

communication facilities.

Control
A.10.8.2
Exchange agreements Agreements shall be established for the exchange of information
and software between the organization and external parties.
Control
A.10.8.3 Physical media in transit Media containing information shall be protected against

unauthorized access, misuse or corruption during transportation
beyond an organization’s physical boundaries.
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Control
A.10.8.4 . .
Electronic messaging Information involved in electronic messaging shall be appropriately

protected.

Control

A.10.8.5 Business information Policies and procedures shall be developed and implemented to
systems protect information associated with the interconnection of business
information systems.

A.10.9 Electronic commerce services

Objective: To ensure the security of electronic commerce services, and their secure use.

Control

A.10.9.1 Electronic commerce Information involved in electronic commerggé passing over public
networks shall be protected from fraudulent activity, conjtract dispute,
and unauthorized disclosure and modification.

Control

A.10.9.2 Information involved in on-line‘transactions shall be profected to
On-line transactions prevent incomplete transmission, mis-routing, unauthorized
message alteration, ufauthorized disclosure, unauthorized message
duplication or replay.

Control
A14.9.3 Publicly .available The integrity of information being made available on a gublicly
information available system shall be protected to prevent unauthorjzed
meadification.

A.10.10 Monitoring

Objective: To detect unauthorized information processing activities.

Control

A.10.101 Audit logging Audit logs recording user activities, exceptions, and infdrmation
security events shall be produced and kept for an agregd period to
assist in future investigations and access control monitgring.

Control

A.10.10.2 Monitoring system use Procedures for monitoring use of information processing facilities
shall be established and the results of the monitoring agtivities
reviewed regularly.

Control
A.10.10.3 . . .
Protection of log information | | ogging facilities and log information shall be protected against

tampering and unauthorized access.

A.10.10.4 Administrator and operator Control
logs System administrator and system operator activities shall be logged.

A.10.10.5 . Control
Fault logging

Faults shall be logged, analyzed, and appropriate action taken.
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Control

A.10.10.6 Clock synchronization The clocks of all relevant information processing systems within an
organization or security domain shall be synchronized with an
agreed accurate time source.

A.11 Access control

A.11.1  Business requirement for access control

Objective: To control access to information.

Corrtrot
A11.1.1 .
Access control policy An access control policy shall be established, documented,'and

reviewed based on business and security requirements for-accegs.

A.11.2 Usger access management

Objective: T¢ ensure authorized user access and to prevent unauthorized access to information systems.

Control

A11.241 User registration There shall be a formal user registration and de-registration
procedure in place for granting and fevoking access to all
information systems and services.

Control
A.11.2.2 -
Privilege management The allocation and_ use of privileges shall be restricted and

controlled.

Control
A.11.2.3
User password management | The ajjgeation of passwords shall be controlled through a formal

management process.

Control
A11.24 . .
Review of user access rights | Management shall review users’ access rights at regular interva

using a formal process.

[2]

A.11.3  Uder responsibilities

Objective: Tg prevent unauthorized user access, and compromise or theft of information and information procegsing
facilities.

Control
A.11.3.1
Password use Users shall be rnqllir’nr’l to follows gnnd Qnmlrify pr'nr'fir\ne inthe
selection and use of passwords.
Control
A.11.3.2 .
Unattended user equipment | gers shall ensure that unattended equipment has appropriate
protection.
Control
A11.3.3 Clgar desk and clear screen | A clear desk policy for papers and removable storage media and a
policy clear screen policy for information processing facilities shall be
adopted.
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A.11.4  Network access control
Objective: To prevent unauthorized access to networked services.
Control
A11.41 Policy on use of network
services Users shall only be provided with access to the services that they
have been specifically authorized to use.
Control
A11.4.2 User authentication for
external connections Appropriate authentication methods shall be used to control access
by remote users.
Control
A.11.4.3 Equipment identification in
networks Automatic equipment identification shall be considered fis a means
to authenticate connections from specific Igcations and pquipment.
Control
A114.4 Remote diagnostic and
configuration port protection | Physical and logical access to diagnostic and configurafion ports
shall be controlled.
Control
A11.4.5 oo
Segregation in networks Groups of informationservices, users, and information $ystems shall
be segregated an networks.
Control
A11.4.6 ] For shared networks, especially those extending acrosg the
Network connection control | o ganization’s boundaries, the capability of users to corjnect to the
network shall be restricted, in line with the access contrgl policy and
requirements of the business applications (see 11.1).
Control
A11.4.7 Network routing gontrol Routing controls shall be implemented for networks to egnsure that
computer connections and information flows do not breach the
access control policy of the business applications.
A.11.5 Operating system access control
Objective: To prevent unauthorized access to operating systems.
Control
A.11.5.1
Secure log-on procedures Access to operating systems shall be controlled by a segcure log-on
praocedure
Control
A11.5.2 User identification and Al users shall have a unique identifier (user ID) for their personal
authentication use only, and a suitable authentication technique shall be chosen to
substantiate the claimed identity of a user.
Control
A11.53 Password management
system Systems for managing passwords shall be interactive and shall
ensure quality passwords.
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Control
A.11.5.4 Use of system utilities The use of utility programs that might be capable of overriding
system and application controls shall be restricted and tightly
controlled.
A11.55 Control
Session time-out
Inactive sessions shall shut down after a defined period of inactivity.
Control
A11.56 o N
Limitation of connection time | Restrictions on connection times shall be used to provide additional
security for high-risk applications.
A.11.6  Application and information access control

Objective: T

prevent unauthorized access to information held in application systems.

Control
A11.6.1 Information access Access to information and application systent functions by users{and
restriction support personnel shall be restricted in'@ccordance with the defiped
access control policy.
Control
A.11.6.2 o . .
Sensitive system isolation Sensitive systems shall Have a dedicated (isolated) computing
environment.
A.11.7  Maobile computing and teleworking

Objective: T

ensure information security when using mobile computing and teleworking facilities.

Contral
A11.71 Mobile cgmputing and Adormal policy shall be in place, and appropriate security measyres
communications shall be adopted to protect against the risks of using mobile
computing and communication facilities.
Control
A11.7.2

Teleworking

A policy, operational plans and procedures shall be developed and
implemented for teleworking activities.

A.12 Infornpation systems acquisition, development and maintenance

A.12.1

Sqcurity requirements of information systems
Objective: Twwmmmwem;—

Control
A12.11 Security requirements Statements of business requirements for new information systems,
analysis and specification or enhancements to existing information systems shall specify the
requirements for security controls.
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A.12.2

Correct processing in applications

Objective: To prevent errors, loss, unauthorized modification or misuse of information in applications.

Objective: To protect the confidentiality, authenticity or integtity of information by cryptographic means.

Control
A12.21 I
Input data validation Data input to applications shall be validated to ensure that this data
is correct and appropriate.
Control
A1222 Control _Of internal Validation checks shall be incorporated into applications to detect
processing any corruption of information through processing errors or deliberate
acts.
Control
A12.23 Message integrity Requirements for ensuring authenticity and protecting message
integrity in applications shall be identified)and appropriate controls
identified and implemented.
Control
Aly24 Output data validation Data output from an appligation shall be validated to engure that the
processing of stored information is correct and appropripte to the
circumstances.
A.12.3  Cryptographic controls

Objective: To ensure the security of system files.

Control
A12.31 Policy on the use of
cryptographic controls A policy on the use of cryptographic controls for protection of
information shall be developed and implemented.
Control
A12.3.2
Key management Key management shall be in place to support the organjzation’s use
of cryptographic techniques.
A.12.4  Security of system files

source code

Access to program source code shall be restricted.

Control
A12.41 Control of operational
software There shall be procedures in place to control the installgtion of
software on operational systems.
A12.42 Protection of system test Control
data Test data shall be selected carefully, and protected and controlled.
A12.4.3 Access control to program Control
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A.12.5 Security in development and support processes

Objective: To maintain the security of application system software and information.

Control
A12.51
Change control procedures | The implementation of changes shall be controlled by the use of
formal change control procedures.
Control
A125.2 Technical review of
Se applications after operating When operating systems are changed, business critical applications
svetem chanaes shall be reviewed and tested to ensure there is no adverse impact
i - on organizational operations or security.
Control
A.1253 Restrictions on changes to
software packages Modifications to software packages shall be discouraged, limited to
necessary changes, and all changes shall be strictly controlled.
A12.5.4 Control
Information leakage
Opportunities for information leakage-shall be prevented.
Control
A12.5.5 Outsourced software

development

Outsourced software development shall be supervised and
monitored by the organization.

A.12.6 Tegchnical Vulnerability Management

Objective: T

reduce risks resulting from exploitation of publisiied technical vulnerabilities.

A12.6.1

Control of technical
vulnerabilities

Control

Timelyinformation about technical vulnerabilities of information
systems being used shall be obtained, the organization's exposyre

to such vulnerabilities evaluated, and appropriate measures takgn to
address the associated risk.

A.13 Information security incidentimanagement

A.13.1  R4porting information security events and weaknesses

Objective: T

ensure information security events and weaknesses associated with information systems are

communicated in a manner allowing timely corrective action to be taken.
Control
A13.11 Reporting information
" . lnformation-securitv events shall be renorted through-aporopriate
SECTUTIY EVETIS 24 ™ ) PP
management channels as quickly as possible.
Control
A13.1.2 Reporting security All employees, contractors and third party users of information
weaknesses systems and services shall be required to note and report any
observed or suspected security weaknesses in systems or services.
26 © ISO/IEC 2005 — All rights reserved


https://iecnorm.com/api/?name=f5c5368482dcd55bfc737cf60e23c12f

ISO/IEC 27001:2005(E)

Collection of evidence

A.13.2 Management of information security incidents and improvements
Objective: To ensure a consistent and effective approach is applied to the management of information security
incidents.
Control
A13.21 Responsibilities and Management responsibilities and procedures shall be established to
procedures ensure a quick, effective, and orderly response to information
security incidents.
Control
A1322 Learning from information There shall be mechanisms in place to enable the types, volumes,
security incidents and costs of information security incidents to be guahtified and
monitored.
Control
A1323 Where a follow-up action against a pérson or organizatipn after an

information security incident involves)legal action (eithef civil or
criminal), evidence shall be collected, retained, and presented to
conform to the rules for evidénce laid down in the relevant
jurisdiction(s).

A.14 Business continuity management

A.14.1

Information security aspects of business continuity management

Objective: To counteract interruptions to business activitiesrand to protect critical business processes ffom the
effegts of major failures of information systems or disasters and to ensure their timely resumption.

Including information

Control

assessing business

continuity plans

A.14.1.1 security in the business A managed process shall be developed and maintained for business
continuity management continuity throughout the organization that addresses the information
process security requirements needed for the organization’s buginess

continuity.
Control

A14.1.2 Business{cantinuity and risk | Eyents that can cause interruptions to business procesges shall be

assessment identified, along with the probability and impact of such jnterruptions
and their consequences for information security.
Control

Developing and

A.14.153 implementing continuity Plans shall be developed and implemented to maintain pr restore
plans-including-information operations and ensure availability of information at the fequired level
security and in the required time scales following interruption to, or failure of,

critical business processes.
Control
A14.14 Business continuity planning A single framework of business continuity plans shall be maintained
framework to ensure all plans are consistent, to consistently address
information security requirements, and to identify priorities for testing
and maintenance.
; Cotaini Control
A14.15 Testing, maintaining and re-

Business continuity plans shall be tested and updated regularly to
ensure that they are up to date and effective.
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