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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The proceflures used to develop this document and those intended for its further mainteng
are descriped in the ISO/IEC Directives, Part 1. In particular, the different_ approval (orif
needed for the different types of document should be noted. This document was drafted
accordancg with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directive
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www.iec.clh/members_experts/refdocs).
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Introduction

0.1

General

This document has been prepared to provide requirements for establishing, implementing, maintaining
and continually improving an information security management system. The adoption of an
information security management system is a strategic decision for an organization. The establishment
and implementation of an organization’s information security management system is influenced by the
organization’s needs and objectives, security requirements, the organizational processes used and the
size and structure of the organization. All of these influencing factors are expected to change over time.

Thelinformation security management system preserves the confidentiality, initegrity and
of information by applying a risk management process and gives confidence to interested
riskis are adequately managed.

It i important that the information security management system is part of and integrats
organization’s processes and overall management structure and that information security is
in tlhe design of processes, information systems, and controls. It is.expectedthat an informati
marnagement system implementation will be scaled in accordance with the needs of the orga
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standards.

5 document can be used by internal and external parties to asséss the organization's abi
prganization’s own information security requiremerts.

order in which requirements are presented in this document does not reflect their
mply the order in which they are to be implemented. The listitems are enumerated fo
pose only.

[EC 27000 describes the overview and the vocabulary of information security m
ems, referencing the information security management system family of standards
IEC 27003[2], ISO/IEC 27004[3kand ISO/IEE 2700541), with related terms and definition

Compatibility with other management system standards

5 document applies the high:level structure, identical sub-clause titles, identical text, com
core definitions defined\in“Annex-SL-of ISO/IEC Directives, Part 1, Consolidated ISO S
therefore maintains compatibility with other management system standards that have 4
ex SL.

Fate a single management system that meets the requirements of two or more managem

hvailability
arties that

d with the
considered
pn security
nization.

ity to meet

mportance
reference

anagement
(including

T

mon terms,
Lipplement,
dopted the

5 common approdch defined in the Annex SL will be useful for those organizations that choose to

ent system
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Information security, cybersecurity and privacy
protection — Information security management systems
— Requirements

1 Scope

Thi$ document specifies the requirements for establishing, implementing, maintaining and/fontinually
impjroving an information security management system within the context of the orgahization. This
dochment also includes requirements for the assessment and treatment of informatien sequrity risks
tailpred to the needs of the organization. The requirements set out in this documentare gengric and are
intgnded to be applicable to all organizations, regardless of type, size or nature. Excluding any of the
requirements specified in Clauses 4 to 10 is not acceptable when an organization claims copformity to
thigdocument.

2 |Normative references

The| following documents are referred to in the textin sucli-a way that some or all of their content
conptitutes requirements of this document. For-dated references, only the edition cited gpplies. For
undiated references, the latest edition of the referenced document (including any amendmenits) applies.

ISOfIEC 27000, Information technology — Security) téchniques-— Information security mlanagement
systems — Overview and vocabulary

3 |Terms and definitions
Forthe purposes of this document, the.térms and definitions given in ISO/IEC 27000 apply.

[SOfand [EC maintain teriminology‘databases for use in standardization at the following addresses:

— |ISO Online browsing platform: available at https://www.iso.org/obp

— |IEC Electropedia: available at https://www.electropedia.org/

4 |Context ofithe organization

4.1} Understanding the organization and its context

Thejorganization shall determine external and internal issues that are relevant to its purpose and that

affelctiifs ahi]ify toachieve the intended nnfr‘nmn(c) ofits information security managementisystem.

NOTE Determining these issues refers to establishing the external and internal context of the organization
considered in Clause 5.4.1 of 1ISO 31000:2018[31.

4.2 Understanding the needs and expectations of interested parties

The organization shall determine:

a) interested parties that are relevant to the information security management system;
b) the relevant requirements of these interested parties;

c) which of these requirements will be addressed through the information security management
system.

© ISO/IEC 2022 - All rights reserved 1
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NOTE

obligations.

4.3 Determining the scope of the information security management system

The requirements of interested parties can include legal and regulatory requirements and contractual

The organization shall determine the boundaries and applicability of the information security
management system to establish its scope.

When determining this scope, the organization shall consider:

ernal and internal issues referred to in 4.1;

uirements referred to in 4.2;

ces and dependencies between activities performed by the organization,.and these that
med by other organizations.

hall be available as documented information.

'mation security management system

zation shall establish, implement, maintain and continually improve an.information secu
ht system, including the processes needed and their intenactions, .in.dceordance with
1ts of this document.

ership

lership and commitment

hnagement system by:

hg the information security poliey'and the-information security objectives are establis
e compatible with the strategicdirection of the organization;

hg the integration of thelibformation security management system requirements into
pation’s processes;

hg that the resources'needed for the information security management system are availg

are

rity
the

rement shall demonstrate leadership .and commitment with respect to the informagion

hed

the

ble;

communicating the importance of effective information security management and of conforming

nforrmationsecurity management system requirements;

hg that'the information security management system achieves its intended outcome(s);

dlrecti)g aid supporting persons to contribute to the effectiveness of the information secu

rity

mant cuctanay:

ST y ot eTTT;

promoting continual improvement; and

supporting other relevant management roles to demonstrate their leadership as it applies to their
areas of responsibility.

a) theext
b) the reg
c) interfa

perfor
The scope
4.4 Info
The organi
manageme
requireme
5 Lead:
5.1 Leag
Top manag
security m
a) ensuri

and ar
b) ensuri

organi
c) ensuri
d)

to the
e) ensuri
f)

manag
g)
h)
NOTE

core to the purposes of the organization’s existence.

Reference to “business” in this document can be interpreted broadly to mean those activities that are
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5.2 Policy
Top management shall establish an information security policy that:
a) is appropriate to the purpose of the organization;

b) includesinformation security objectives (see 6.2) or provides the framework for setting information
security objectives;

c) includes a commitment to satisfy applicable requirements related to information.security;

d) includes a commitmentto continual imprnvnmnnf ofthe information cnrnrify managem ent system.

The|information security policy shall:
e) |be available as documented information;
f) |be communicated within the organization;

g) |be available to interested parties, as appropriate.

5.3| Organizational roles, responsibilities and authorities

Top|management shall ensure that the responsibilities and autHorities for roles relevant to information
secuirity are assigned and communicated within the organization.

Top|management shall assign the responsibility-and authority for:

a) |ensuring that the information security manage€ment system conforms to the requiremgnts of this
document;

b) |reporting on the performance of the infor#hation security management system to top management.
NOTE Top management can(also assigniresponsibilities and authorities for reporting perfornpance of the

infofmation security management system.within the organization.

6 |Planning
6.1| Actionsto address risks and opportunities

6.1/1 <General

When plannidg-for the information security management system, the organization shdll consider
thelissues.referred to in*4.1 and the requirements referred to in 4.2 and determine thg¢ risks and
oppprtunities that need to be addressed to:

a) |enstre the information security management system can achieve its intended outcome(s);

b) prevent, or reduce, undesired effects;

c) achieve continual improvement.

The organization shall plan:

d) actions to address these risks and opportunities; and
e) howto

1) integrate and implement the actions into its information security management system
processes; and

2) evaluate the effectiveness of these actions.

© ISO/IEC 2022 - All rights reserved 3
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6.1.2 Information security risk assessment

The organization shall define and apply an information security risk assessment process that:

a)

b)

d)

establishes and maintains information security risk criteria that include:
1) therisk acceptance criteria; and
2) criteria for performing information security risk assessments;

ensures that repeated information security risk assessments produce consistent,. valid and
compagahle results;

identiffes the information security risks:

1) apply the information security risk assessment process to identify risks associdted With
the loss of confidentiality, integrity and availability for information‘within the Scope of| the
information security management system; and

2) id¢ntify the risk owners;
analysgs the information security risks:

1) assgess the potential consequences that would result if the risks-identified in.6.1.2 c) 1) were to
materialize;

2) assess the realistic likelihood of the occurrence of the risks'identified in 6.1.2 c) 1); and
3) defermine the levels of risk;

evaluates the information security risks:

1) compare the results of risk analysis with the¥isk criteria established in 6.1.2 a); and

2) prloritize the analysed risks.faor'risk treatment.

The organigation shall retain documented-information about the information security risk assessment

process.

6.1.3 Information security risktreatment

The organigation shall define-and apply aninformation security risk treatment process to:

a)

b)

d)

select |appropriate (information. security risk treatment options, taking account of the [risk
assesspnent results;

deternpine all’controls that are necessary to implement the information security risk treatment
optien(s) chosen;

NOTE 1 raY H - <l H i 1 H | | il ol £
L OUTg5dITZatToIrS UaIiT UGCSTEIT CUITTT UTS a5 TCUUTT CU UT TUTTITUT y UITCTIT TT UTIT 1Ty  SOUTTTY

compare the controls determined in 6.1.3 b) above with those in Annex A and verify that no
necessary controls have been omitted;

NOTE2 Annex A contains a list of possible information security controls. Users of this document are
directed to Annex A to ensure that no necessary information security controls are overlooked.

NOTE 3 Theinformation security controls listed in Annex A are not exhaustive and additional information
security controls can be included if needed.

produce a Statement of Applicability that contains:

— the necessary controls (see 6.1.3 b) and c));

© ISO/IEC 2022 - All rights reserved
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— justification for their inclusion;
— whether the necessary controls are implemented or not; and
— thejustification for excluding any of the Annex A controls.

formulate an information security risk treatment plan; and

obtain risk owners’ approval of the information security risk treatment plan and acceptance of the

residual information security risks.

organization shall retain documented information about the information securitv risk treatment

pro
NQ'I
prin
6.2
The
The
a)
b)
c)

d)
e)
f)
g)
The
Wh
h)
i)
i)
k)

CESS.

E4 The information security risk assessment and treatment process in this.document’alig
ciples and generic guidelines provided in ISO 31000[=1.

Information security objectives and planning to achieve-them
organization shall establish information security objectives at releyant functions and le
information security objectives shall:
be consistent with the information security policy;
be measurable (if practicable);

take into account applicable information security-xequirements, and results from risk
and risk treatment;

be monitored;

be communicated;

be updated as appropriate;

be available as docuimented information.
organization shall retainidecumented information on the information security objectivg
bn planning how to achieve its information security objectives, the organization shall de
what will-be done;

whatresources will'be required;

who willLbe responsible;

wher'it will be completed; and

ns with the

vels.

hssessment

ES.

fermine:

)

6.3

how the results will be evaluated.

Planning of changes

When the organization determines the need for changes to the information security management
system, the changes shall be carried out in a planned manner.

© ISO/IEC 2022 - All rights reserved
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7 Support

7.1 Resources

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the information security management
system.

7.2 Competence

The organi

a)

b) ensurg

experi
c) where

of the
d) retain
NOTE A
assignment
7.3 Awa
Persons do
a) theinf
b) theirc
c) the in

requir

zation shall:

deterniine the necessary competence of person(s) doing work under its control that-affect;

inform

ation security performance;
that these persons are competent on the basis of appropriate, educatien, training
brice;
ictions taken; and
hppropriate documented information as evidence of competence.

L pplicable actions can include, for example: the provision of training to, the:mentoring of, or th
of current employees; or the hiring or contracting of competent persons:

reness

ing work under the organization’s control shall be aware-of:

brmation security policy;

the benefits of improved information security perfermance; and

hplications of not_conforrhing with. the information security management sys
bments.

7.4 Communication

The organi
informatio

a)
b)
‘)
d)

on whi

when t

zation shall determine the need for internal and external communications relevant to
h security management system including:

t to communicate;

0 comMmunicate;

its

, or

applicable, take actions to acquire the necessary competence, and evaluate the effectiveness

b re-

bntribution to the effectiveness of the information security management system, inclugling

tem

the

with whom to communicate;

how to

communicate.

7.5 Documented information

7.5.1 General

The organization’s information security management system shall include:

a) documented information required by this document; and

© ISO/IEC 2022 - All rights reserved
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b) documented information determined by the organization as being necessary for the effectiveness
of the information security management system.

NOTE The extent of documented information for an information security management system can differ
from one organization to another due to:

1) the size of organization and its type of activities, processes, products and services;
2) the complexity of processes and their interactions; and

3) the competence of persons.

7.52 Creating and updating
When creating and updating documented information the organization shall.ensure appropriate:
a) |identification and description (e.g. a title, date, author, or reference number);
b) |format (e.g.language, software version, graphics) and media (e:g. paperfelectronic); and

c) |review and approval for suitability and adequacy.

7.53 Control of documented information

Dodumented information required by the information secdrity management system ahd by this
dochment shall be controlled to ensure:

a) |itis available and suitable for use, where and whemit is needed; and
b) |itis adequately protected (e.g. from-loss of confidentiality; improper use, or loss of integfity).

For|the control of documented information, the organization shall address the following a¢tivities, as
applicable:

c) |distribution, access, retrieval and.use;

d) [storage and preservation, including the preservation of legibility;
e) [control of changes'(e.g. version control); and

f) |retention and disposition.

Dodumented. information of.external origin, determined by the organization to be ne¢essary for
the |planning and, operation. of the information security management system, shall be identified as
appfopriate, and-contreiled:

NOTE Access can imply a decision regarding the permission to view the documented information only, or
the permission and authority to view and change the documented information, etc.

8 Operation

8.1 Operational planning and control

The organization shall plan, implement and control the processes needed to meet requirements, and to
implement the actions determined in Clause 6, by:

— establishing criteria for the processes;
— implementing control of the processes in accordance with the criteria.
Documented information shall be available to the extent necessary to have confidence that the

processes have been carried out as planned.

© ISO/IEC 2022 - All rights reserved 7
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The organization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that externally provided processes, products or services that are relevant
to the information security management system are controlled.

8.2 Information security risk assessment

The organization shall perform information security risk assessments at planned intervals.or when
significant changes are proposed or occur, taking account of the criteria established in 6.1.2-a}.

The organization shall retain documented information of the results of the information security [risk
assessments.

8.3 Information security risk treatment
The organigation shall implement the information security risk treatment plan.

The organization shall retain documented information of the results'of the information security [risk
treatment.

9 Performance evaluation

9.1 Monjitoring, measurement, analysis and evaluation
The organigation shall determine:
a) what needs to be monitored and measured, including information security processes and contiols;

b) the me¢thods for monitoring, measurement; analysistand evaluation, as applicable, to engure
valid rfesults. The methods selected should\produce comparable and reproducible results t¢ be
considgred valid;

c) when the monitoring and measuring'shall be performed;

d) who shall monitor and measure;

e) when the results from monitoring and-measurement shall be analysed and evaluated;
f)  who shall analyse and-evaluate these results.

Documentgd informatjon ‘shall be available as evidence of the results.

The organ|zationsshall evaluate the information security performance and the effectiveness of|the
informatiofi security management system.

9.2 Internal audit

9.2.1 General

The organization shall conduct internal audits at planned intervals to provide information on whether
the information security management system:

a) conforms to

1) the organization’s own requirements for its information security management system;

8 © ISO/IEC 2022 - All rights reserved
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2) therequirements of this document;

is effectively implemented and maintained.

2 Internal audit programme

The organization shall plan, establish, implement and maintain an audit programme(s), including the
frequency, methods, responsibilities, planning requirements and reporting.

When establishing the internal audit programme(s), the organization shall consider the.importance of

the processes concerned and the results of previous audits.

The

a)
b)

)

Dod
and

9.3

9.3.

Top
inte

9.3
The

a)
b)

c)

d)

organization shall:

define the audit criteria and scope for each audit;

select auditors and conduct audits that ensure objectivity and the-impartiality of the au
ensure that the results of the audits are reported to relevant management;

umented information shall be available as evidence of the iniplementation of the audit pro
the audit results.

Management review

1 General

management shall review the organization's information security management system
rvals to ensure its continuing suitability, adequacy and effectiveness.

2 Management review inputs
management review shallinclude gensiderationof:
the status of actions'from previous management reviews;

changes in external and idtérnal issues that are relevant to the information security m
system;

changes in needsSand expectations of interested parties that are relevant to the i
security management system;

feedback ofrthe information security performance, including trends in:
1) noneonformities and corrective actions;

2)~ monitoring and measurement results;

lit process;

gramme(s)

at planned

anagement

hformation

e)
f)
g)

9.3.

3) auditresults;

4) fulfilment of information security objectives;

feedback from interested parties;

results of risk assessment and status of risk treatment plan;

opportunities for continual improvement.

3 Management review results

The results of the management review shall include decisions related to continual improvement

opp

ortunities and any needs for changes to the information security management system.
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Documented information shall be available as evidence of the results of management reviews.

10 Improvement

10.1 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the information
security management system.

10.2 Non
When a no
a) reactt
1) tal
2) de

b) evalua

or occyr elsewhere, by:

1) re
2) de
3) de

c) implement any action needed;

d) review
e) make
Corrective
Documentg
f) the nat

g) theres

ronformity amd torrective action
nconformity occurs, the organization shall:
b the nonconformity, and as applicable:

ke action to control and correct it;

h] with the consequences;

Le the need for action to eliminate the causes of nonconformity, in‘order thatit does not r¢cur

Fiewing the nonconformity;
fermining the causes of the nonconformity;-and

Lermining if similar nonconformities exist; or could/potentially occur;

the effectiveness of any corrective actiofi-taken;and

hanges to the information securitygmanagement-system, if necessary.

actions shall be appropriate to the effects of the nonconformities encountered.
d information:shall be available as evidence of:

ure of the noenconformities and any subsequent actions taken,

ults of any corrective action.
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Annex A
(normative)

Information security controls reference

The information security controls listed in Table A.1 are directly derived from and aligned with those

listnd 1n IQ(\I/”:'(" 770“7-7(\77[11’ Clauses 5 to Q’ and shallbe usedin contextwith 6 1.2

Table A.1 — Information security controls
5 Organizational controls
51 Policies for information secu- |Control
rity Information security policy andtopic-specific policies shall be de-
fined, approved by management, published, communicated to and
acknowledged by relevant personnelidand relevant interested parties,
and reviewed at planned'interyals.and if significant changes occur.
5.2 Information security roles and|Control
responsibilities Information sécurity reles and responsibilities shall be dlefined and
allocated according to*thé orgarnization needs.
5.3 Segregation of duties Control
Conflicting dutjes’and conflicting areas of responsibility ghall be seg-
regated.
5.4 Management responsibilities |Control
Management shall require all personnel to apply informatjon security
in dccordance with the established information security|policy, top-
iesspecific policies and procedures of the organization.
5.5 Contact with authorities Control
The ‘organization shall establish and maintain contact with relevant
authorities.
5.6 Contact with special interest|{Control
groups The organization shall establish and maintain contact With special
interest groups or other specialist security forums and grofessional
associations.
5.7 Threat intelligence Control
Information relating to information security threats shall be collected
and analysed to produce threat intelligence.
5.8 Information security in project|Control
TR Information security shall be integrated into project management.
59 Inventory of information and|Control
other associated assets An inventory of information and other associated assets, including
owners, shall be developed and maintained.
5.10 Acceptable use of information|Control
and other associated assets Rules for the acceptable use and procedures for handling information and
other associated assets shall be identified, documented and implemented.
5.11 Return of assets Control
Personnel and other interested parties as appropriate shall return all
the organization’s assets in their possession upon change or termination
of their employment, contract or agreement.
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Table A.1 (continued)
5.12 Classification of information |Control
Information shall be classified according to the information security
needs of the organization based on confidentiality, integrity, availability
and relevant interested party requirements.
5.13 Labelling of information Control
An appropriate set of procedures for information labelling shall be
developed and implemented in accordance with the information clas-
sification scheme adopted by the organization.
5.14 Information transfer Control
Information transfer rules, procedures, or agreements shall be.iir place
for all types of transfer facilities within the organization ahd-between
the organization and other parties.
5.15 Agcess control Control
Rules to control physical and logical access to ififormation and other
associated assets shall be established and implemiented based on bjusi-
ness and information security requirements.
5.16 Identity management Control
The full life cycle of identities shallbe\managed:
5.17 Atfithentication information Control
Allocation and management of authentication information shal] be
controlled by a managemént process, including advising personnef on
appropriate handling ef'authentication information.
5.18 Agcess rights Control
Access rights to information and other associated assets shal| be
provisioned, veviewed; modified and removed in accordance with|the
erganization’s topic<specific policy on and rules for access control
5.19 Infformation security in supplier| Control
refationships Processes andprocedures shall be defined and implemented to marjage
the‘information security risks associated with the use of supplier’s
products-or services.
5.20 Adldressing information secukity | Control
wlthin supplier agreements Relevant information security requirements shall be established pnd
agreed with each supplier based on the type of supplier relationship.
5.21 Mpnaging information security | Control
L?;i?(::{giﬁﬁ?n z}?ch)osrlrllm?- Processes and procedures shall be defined and implemented to marjage
alain &Y PPY!the information security risks associated with the ICT products pnd
services supply chain.
5:22 Mpnitoring, review and change | Control
mhanagement of supplier services
= i The organization snall regularly monitor, review, evaluate and manage
change in supplier information security practices and service delivery.
5.23 Information security for use of|Control
cloud services N . .
Processes for acquisition, use, management and exit from cloud services
shall be established in accordance with the organization’s information
security requirements.
5.24 Information security incident|Control
Tai?jfement planningand prepa- The organization shall plan and prepare for managing information secu-
rity incidents by defining, establishing and communicating information
security incident management processes, roles and responsibilities.
12 © ISO/IEC 2022 - All rights reserved
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Table A.1 (continued)
5.25 Assessment and decision on in-|Control
formation security events The organization shall assess information security events and decide if
they are to be categorized as information security incidents.
5.26 Response to information security | Control
incidents . . . .
Information security incidents shall be responded to in accordance with
the documented procedures.
5.27 Learning from information se-|Control
Curlty lnCIdentS I(IIU VV}bdsb sa;upd fl UIlr ;lllcUl lllat;ull SCCuUl ;t)’ ;u\,;d\.uta Qhal be used to
strengthen and improve the information security controls
5.28 Collection of evidence Control
The organization shall establish and implement precedures for the iden-
tification, collection, acquisition and preseryation of evidgnce related
to information security events.
5.29 Information security during|Control
disruption The organization shall plan how to majntain information sqcurity atan
appropriate level during disruption.
5.3( ICT readiness for business con- | Control
tinuity ICT readiness shail be planned, implemented, maintained and tested
based on business continuity objectives and ICT continuity requirements.
5.31 Legal, statutory, regulatory and | Control
contractual requirements Legal, statutory,regulatory and contractual requirementd relevant to
information.sécurity and the organization’s approach to|meet these
requirements'shall he identified, documented and kept up|to date.
5.3% Intellectual property rights Control
The organization shall implement appropriate procedurep to protect
intellectual property rights.
5.3 Protection of records Control
Recoardssshall be protected from loss, destruction, falsification, unau-
thorized access and unauthorized release.
5.34 Privacy and protection of person- | Control
al idegtifiable infoFmation (RIY The organization shall identify and meet the requirements regarding
the preservation of privacy and protection of PIl according tp applicable
laws and regulations and contractual requirements.
5.3% Independent review of informa- | Control
tiopkeurity The organization’s approach to managing information s¢curity and
its implementation including people, processes and techndlogies shall
be reviewed independently at planned intervals, or when significant
changes occur.
5.36 Compliance with policies, rules|Control
and s'_candards for information Compliance with the organization’s information security policy, top-
security ) o . :
ic-specific policies, rules and standards shall be regularly reviewed.
5.37 Documented operating proce-|Control

Operating procedures for information processing facilities shall be

documented and made available to personnel who need th

em.
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Table A.1 (continued)

People controls

Screening

Control

Background verification checks on all candidates to become personnel
shall be carried out prior to joining the organization and on an ongoing
basis taking into consideration applicable laws, regulations and ethics
and be proportional to the business requirements, the classificationof
the information to be accessed and the perceived risks.

6.2

Terms and conditions of em-

Control

pl

TLaa-aat
Y ITTCTIC

The employment contractual agreements shall state the personnelsjand
the organization’s responsibilities for information secuirity.

6.3

(S]¢

Infformation security awareness,

ucation and training

Control

Personnel of the organization and relevant interested parties’shall recgive
appropriate information security awareness, education and traijing
and regular updates of the organization's informatien security po]licy,
topic-specific policies and procedures, as relevafitfor their job functjion.

6.4

D

sciplinary process

Control

A disciplinary process shall be formaliZzed-and communicated to ake
actions against personnel.and other\relévant.interested parties yho
have committed an information security policy violation.

6.5

R4
ol

sponsibilities after termination
change of employment

Control

Information security respensibilities and duties that remain valid affter
termination or change of'employment shall be defined, enforced pnd
communicated to relevant personneland other interested parties

6.6

ag

nfidentiality or non-disclosure
reements

Control

ConfidentialityCor non-disclosure agreements reflecting the organ-
ization’s neéds for the protection of information shall be identiffied,
documented, regularly reviewed and signed by personnel and other
relevantdinterested parties.

6.7

R{

emote working

Control

Security measures shall be implemented when personnel are working
remotely to protect information accessed, processed or stored outfide
the organization’s premises.

6.8

p

Infformation.security event re-

rting

Control

The organization shall provide a mechanism for personnel to report
observed or suspected information security events through approprjiate
channels in a timely manner.

Physical controls

Pllysical security perimeters

Control

Security perimeters shall be defined and used to protect areas fhat

contain mrormation and other associdated assets.

7.2

Physical entry

Control

Secure areas shall be protected by appropriate entry controls and
access points.

7.3

Securing offices, rooms and fa-
cilities

Control

Physical security for offices, rooms and facilities shall be designed and
implemented.

7.4

Physical security monitoring

Control

Premises shall be continuously monitored for unauthorized physical
access.
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