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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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descri

pbed in the ISO/IEC Directives, Part 1. In particular the different approval criten

the different types of document should be noted. This document was drafted in accord

editor

Attent
of pat
rights
Introd

Any tr|
consti

al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ent rights. ISO and IEC shall not be held responsible for identifying any or a
Details of any patent rights identified during the development‘of the document
uction and/or on the ISO list of patent declarations received (seewww.iso.org/patd

ntenance are
ia needed for
hnce with the

jon is drawn to the possibility that some of the elements of this doGument may lﬁe the subject
|

such patent
will be in the
nts).

nde name used in this document is information given forthe convenience of users
ute an endorsement.

For an explanation on the meaning of ISO specific tényms and expressions related t

assess
Barrie

ment, as well as information about ISO’s adherence to the WTO principles in
s to Trade (TBT) see the following URL: Foreword - Supplementary information

The c¢mmittee responsible for this documentiis ISO/IEC JTC 1, Information technol

Securi

This f
techni

©150/1

'y techniques.

burth edition cancels and replaces’the third edition (ISO/IEC 27000:2014), wh
rally revised.

and does not

o conformity
the Technical

qy, SC 27, IT

ich has been

EC 2016 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://iecnorm.com/api/?name=f4115fb3da1ad2bc28e4692f4407dff7



https://iecnorm.com/api/?name=f4115fb3da1ad2bc28e4692f4407dff7

INTERNATIONAL STANDARD

ISO/IEC 27000:2016(E)

Information technology — Security techniques —
Information security management systems — Overview
and vocabulary
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0.1

Intern
operat
have r
expert
infornj
of star]

Throu
for m4
propet
standd
proted

0.2

The IS
to imp
generd

IS

IS
IS
IS
IS

I

%]

IS
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htional Standards for management systems provide a model to follow)in se
ing a management system. This model incorporates the features on which-exper]
bached a consensus as being the international state of the art. ISO/IECJTE 1/SC 27
committee dedicated to the development of international management systems
ation security, otherwise known as the Information Security Mapage€ment System
dards.

bh the use of the ISMS family of standards, organizations candevelop and implemen
naging the security of their information assets including financial informatio}
ty, and employee details, or information entrusted to them by customers or third |
rds can also be used to prepare for an independent assessment of their ISMS &
tion of information.

SMS family of standards

MS family of standards (see Clause 4) is'intended to assist organizations of all ty
lement and operate an ISMS and, censists of the following International Standar
1 title Information technology — Sécurity techniques (given below in numerical ordg

D/IEC 27000, Information security management systems — Overview and vocabulary)
D/IEC 27001, Information security management systems — Requirements

D/IEC 27002, Code @f\practice for information security controls

D/IEC 27003, Information security management system implementation guidance
D/IEC 27004, Information security management — Measurement

D/IEC27005, Information security risk management

tting up and
ts in the field
maintains an
standards for
(ISMS) family

E a framework
, intellectual
parties. These
pplied to the

pes and sizes
ds, under the

r):

D/IEC 27006, Requirements for bodies providing audit and certification of inform

ation security

management systems

[SO/IEC 27007, Guidelines for information security management systems auditing

ISO/IEC TR 27008, Guidelines for auditors on information security controls

ISO/IEC 27009, Sector-specific application of ISO/IEC 27001 — Requirements

ISO/IEC 27010, Information security management for inter-sector and inter-organizational

co

mmunications

ISO/IEC 27011, Information security management guidelines for telecommunications organizations
based on ISO/IEC 27002

ISO/IEC 27013, Guidance on the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1
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services

ISO/IEC 27014, Governance of information security
ISO/IEC TR 27015, Information security management guidelines for financial services

ISO/IEC TR 27016, Information security management — Organizational economics

clouds acting as PII processors

ISO/IEC 27019, Information security management guidelines based on ISO/IEC 27002 for

ISO/IEC 27017, Code of practice for information security controls based on ISO/IEC 27002 for cloud

ISO/IEC 27018, Code of practice for protection of personally identifiable information (PIl) in public

rocess

control sy

NOTE The
Standards wern
SC 27, IT Securti

International
standards are

ISO 2779

0.3 Purpos

This Internat
defines relate

stems specific to the energy utility industry

general title “Information technology — Security techniques” indicates that these)Intern

ational

e prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subconpmittee

{y techniques.

Standards not under the same general title that are also part of the ISMS fay
as follows:

D, Health informatics — Information security management in health using ISO/IEC 27

be of this International Standard

onal Standard provides an overview of informagion security management syster
d terms.

hily of

02

ns and

ex A provides clarification on how verbal forms are used to express requirements and/or gliidance

NOTE Ann
in the ISMS fa
The ISMS fa
a)
b)

implemer|
c) addresss
d) addressc

The terms an

do not co

ily of standards.

ily of standards includes standards that

define requirements for an ISMS and for those certifying such systems,

provide diirect support, detailed guidance and/or interpretation for the overall process to est

t, maintain, and improve an ISMS,
ector-specific guidelines for ISMS, and
onformity assessment for ISMS.

| definitiofnis’provided in this International Standard

cover commonly-used terms and definitions in the ISMS family of standards,

erdall terms and definitions applied within the ISMS family of standards, and

ablish,

1 Scope

do not limit the ISMS family of standards in defining new terms for use.

This International Standard provides the overview of information security management systems, and
terms and definitions commonly used in the ISMS family of standards. This International Standard is
applicable to all types and sizes of organization (e.g. commercial enterprises, government agencies, not-
for-profit organizations).

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO/IEC 2016 - All rights reserved
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2.1

access control

means to ensure that access to assets is authorized and restricted based on business and security
requirements (2.63)

2.2

analytical model

algorithm or calculation combining one or more base measures (2.10) and/or derived measures (2.22)
with associated decision criteria (2.21)

2.3

attack
attemjpt to destroy, expose, alter, disable, steal or gain unauthorized access to or make|unauthorized
use of pn asset

2.4
attribpte
property or characteristic of an object (2.55) that can be distinguished qudntitatively oy qualitatively
by human or automated means

[SOURLE: ISO/IEC 15939:2007, 2.2, modified — “entity” has been replacéd by “object” in the definition.]

2.5

audit
systenatic, independent and documented process (2.61) fer obtaining audit evidence and evaluating it
objectlvely to determine the extent to which the audit criteria are fulfilled

Note 1[to entry: An audit can be an internal audit (first party) or an external audit (second party pr third party),
and it dan be a combined audit (combining two or moredisciplines).

Note 2 fo entry: “Audit evidence” and “audit criteria® are defined in ISO 19011.

2.6
audit $cope
extentland boundaries of an audit (2:5)

[SOURLE: ISO 19011:2011, 3.14; modified — Note 1 to entry has been deleted.]

2.7
authentication
provisjon of assurance that a claimed characteristic of an entity is correct

2.8
authenticity
property thatan entity is what it claims to be

29
availability
property of being accessible and usable upon demand by an authorized entity

2.10
base measure
measure (2.47) defined in terms of an attribute (2.4) and the method for quantifying it

[SOURCE: ISO/IEC 15939:2007, 2.3, modified — Note 2 to entry has been deleted.]
Note 1 to entry: A base measure is functionally independent of other measures (2.47).

2.11
competence
ability to apply knowledge and skills to achieve intended results

© ISO/IEC 2016 - All rights reserved 3
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2.12

confidentiality

property that information is not made available or disclosed to unauthorized individuals, entities, or
processes (2.61)

2.13
conformity
fulfilment of a requirement (2.63)

Note 1 to entry: The term “conformance” is synonymous but deprecated.

2.14
consequenc
outcome of ar] event (2.25) affecting objectives (2.56)

[SOURCE: ISO|Guide 73:2009, 3.6.1.3, modified]
Note 1 to entry: An event (2.25) can lead to a range of consequences.

Note 2 to entry: A consequence can be certain or uncertain and in the context of infermadtion security (£.33) is
usually negatiye.

Note 3 to entry: Consequences can be expressed qualitatively or quantitatively.
Note 4 to entry}: Initial consequences can escalate through knock-on effects:

2.15
continual improvement
recurring actjvity to enhance performance (2.59)

2.16
control
measure thatl|is modifying risk (2.68)

[SOURCE: ISO[Guide 73:2009, 3.8.1.1]

Note 1 to entfy: Controls include any process (2.61), policy (2.60), device, practice, or other actiony which
modify risk (2.68).

Note 2 to entry}: Controls may not alwiays exert the intended or assumed modifying effect.

2.17
control objegtive
statement deqcribing what'is to be achieved as a result of implementing controls (2.16)

2.18
correction
action to elimjinate a detected nonconformity (2.53)

2.19
corrective action
action to eliminate the cause of a nonconformity (2.53) and to prevent recurrence

2.20
data
collection of values assigned to base measures (2.10), derived measures (2.22) and/or indicators (2.30)

[SOURCE: ISO/IEC 15939:2007, 2.4, modified — Note 1 to entry has been added.]

Note 1 to entry: This definition applies only within the context of ISO/IEC 27004.

4 © ISO/IEC 2016 - All rights reserved
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2.21

decision criteria

thresholds, targets, or patterns used to determine the need for action or further investigation, or to
describe the level of confidence in a given result

[SOURCE: ISO/IEC 15939:2007, 2.7]

2.22
derived measure
measure (2.47) that is defined as a function of two or more values of base measures (2.10)

[SOURCE: ISO/IEC 15939:2007, 2.8, modified — Note 1 to entry has been deleted.]

2.23
documented information
infornjation required to be controlled and maintained by an organization (2.57) and the medium on
whichlit is contained

Note 1 ko entry: Documented information can be in any format and media and frem any source.
Note 2 ko entry: Documented information can refer to

— th¢ management system (2.46), including related processes (2.61);

— information created in order for the organization (2.57) to operate (documentation);

— evjdence of results achieved (records).

2.24
effect]veness
extent|to which planned activities are realized afid planned results achieved

2.25
event
occurilence or change of a particular set of circumstances

[SOURCE: ISO Guide 73:2009, 3.5.%:3; modified — Note 4 to entry has been deleted.]
Note 1 fo entry: An event can be one or more occurrences, and can have several causes.
Note 2 fo entry: An event gah.consist of something not happening.

Note 3 fo entry: An eventcan sometimes be referred to as an “incident” or “accident”.

2.26
execufive management
person or{group of people who have delegated responsibility from the governing bqdy (2.29) for
implerhentation of strategies and policies to accomplish the purpose of the organization (£.57)

Note 1 to entry: Executive management is sometimes called top management (2.84) and can include Chief
Executive Officers, Chief Financial Officers, Chief Information Officers, and similar roles.

2.27
external context
external environment in which the organization seeks to achieve its objectives (2.56)

[SOURCE: ISO Guide 73:2009, 3.3.1.1]
Note 1 to entry: External context can include the following:

— the cultural, social, political, legal, regulatory, financial, technological, economic, natural and competitive
environment, whether international, national, regional or local;

— key drivers and trends having impact on the objectives (2.56) of the organization (2.57);

© ISO/IEC 2016 - All rights reserved 5
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relationsh

2.28

ips with, and perceptions and values of, external stakeholders (2.82).

governance of information security
system by which an organization’s (2.57) information security (2.33) activities are directed and controlled

2.29

governing body
person or group of people who are accountable for the performance (2.59) and conformance of the
organization (2.57)

Note 1 to entry: Governing body can in some jurisdictions be a board of directors.

2.30
indicator
measure (2.47

analytical modlel (2.2) with respect to defined information needs (2.31)

2.31
information
insight necess

[SOURCE: ISO

2.32
information

any informatipn processing system, service or infrastructure,or.the physical location housing it

2.33
information
preservation

Note 1 to entr}
and reliability (

2.34
information
processes (2.6

2.35

information
identified occ
security (2.33
security reley

2.36

) that provides an estimate or evaluation of specified attributes (2.4) derived fy

need
ary to manage objectives (2.56), goals, risks and problems

IEC 15939:2007, 2.12]

processing facilities

Kecurity
bf confidentiality (2.12), integrity (2.40).dnd availability (2.9) of information

i In addition, other properties, such. ag;authenticity (2.8), accountability, non-repudiation
2.62) can also be involved.

security continuity
1) and procedures for ensuring continued information security (2.33) operations

Kecurity event
urrence of a §ystem, service or network state indicating a possible breach of infor

ant

information

Security incident

om an

(2.54),

mation

) policy (2760) or failure of controls (2.16), or a previously unknown situation that may be

single or a series of unwanted or unexpected information security events (2.35) that have a significant
probability of compromising business operations and threatening information security (2.33)

2.37

information security incident management
processes (2.61) for detecting, reporting, assessing, responding to, dealing with, and learning from
information security incidents (2.36)

2.38

information sharing community
group of organizations (2.57) that agree to share information

Note 1 to entry: An organization (2.57) can be an individual.

© ISO/IEC 2016 - All rights reserved
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2.39
information system
applications, services, information technology assets, or other information handling components

2.40
integrity
property of accuracy and completeness

2.41

interested party

person or organization (2.57) that can affect, be affected by, or perceive themselves to be affected by a
decision or activity

2.42
internal context
interngl environment in which the organization (2.57) seeks to achieve its objectives

[SOURCE: ISO Guide 73:2009, 3.3.1.2]
Note 1 fo entry: Internal context can include the following:
— gopernance, organizational structure, roles and accountabilities;

— poficies (2.60), objectives (2.56), and the strategies that are in placeto achieve them;

— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes (2.61),
syptems and technologies);

— information systems (2.39), information flows and decision-making processes (2.61) (both formal and informal);
— relationships with, and perceptions and values of; internal stakeholders (2.82);
— th¢ organization’s (2.57) culture;

— standards, guidelines and models adopted by the organization (2.57);

— fofm and extent of contractual relationships.

2.43
ISMS project
structyired activities undertaken by an organization (2.57) to implement an ISMS

2.44
level qf risk
magnifude of alisk (2.68) expressed in terms of the combination of consequences (2{14) and their
likelihqod (2.45)

[SOURCE/ISO Guide 73:2009, 3.6.1.8, modified — “or combination of risks” has been 11eleted in the
definition.]

2.45
likelihood
chance of something happening

[SOURCE: ISO Guide 73:2009, 3.6.1.1, modified — Notes 1 and 2 to entry have been deleted.]

2.46

management system

set of interrelated or interacting elements of an organization (2.57) to establish policies (2.60) and
objectives (2.56) and processes (2.61) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

© ISO/IEC 2016 - All rights reserved 7
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Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities,
planning, operation.

Note 3 to entry: The scope of a management system may include the whole of the organization (2.57), specific and
identified functions of the organization (2.57), specific and identified sections of the organization (2.57), or one
or more functions across a group of organizations (2.57).

2.47
measure

variable to which a value is assigned as the result of measurement (2.48)

[SOURCE: ISO/IEC 15939:2007, 2.15, modified]

Note 1 to entry
and indicators

2.48
measuremer
process (2.61)

Note 1 to entry
information al
associated con
(2.2), and decis

2.49
measuremel|
algorithm or

[SOURCE: ISO

2.50
measuremel
logical sequer]
to a specified

[SOURCE: ISO

Note 1 to entry
attribute (2.4).

subjective

objective:

2.51
measuremer
one or more I7

The term “measures” is used to refer collectively to base measures (2.10), derived measures
2.30).

t
to determine a value

- In the context of information security (2.33), the process (2.61) of deterymining a value r
out the effectiveness (2.24) of an information security (2.33) manggément system (2.46)
rols (2.16) using a measurement method (2.50), a measurement fufiction (2.49), an analyticd
ion criteria (2.21).

t function
alculation performed to combine two or more bgse’'measures (2.10)

IEC 15939:2007, 2.20]

t method
ce of operations, described generically, used in quantifying an attribute (2.4) with 1
scale (2.80)

IEC 15939:2007, 2.22, modified — Note 2 to entry has been deleted.]

Two types can be distingtiished as follows:
quantification invelving human judgment;

quantificatioirbased on numerical rules.

tresults

(2.22),

Pquires
and its
| model

espect

: The type of measurement'method depends on the nature of the operations used to quagptify an

dfeators (2.30) and their associated interpretations that address an information need

(2.31)

2.52
monitoring

determining the status of a system, a process (2.61) or an activity

Note 1 to entry: To determine the status, there may be a need to check, supervise or critically observe.

2.53

nonconformity

non-fulfilmen

2.54

t of a requirement (2.63)

non-repudiation
ability to prove the occurrence of a claimed event (2.25) or action and its originating entities

© ISO/IEC 2016 - All rights reserved
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item characterized through the measurement (2.48) of its attributes (2.4)

2.56
object

ive

result to be achieved

Note 1 to entry: An objective can be strategic, tactical, or operational.

Note 2 to entry: Objectives can relate to different disciplines (such as financial, health and safety, and
environmental goals) and can apply at different levels (such as strategic, organization-wide, project, product and

process

Note 3
operat
meanit

Note 4
(2.33)
achievg

2.57
organ
persor]

to achieve its objectives (2.56)

Note 1
enterp
or not,

2.58

outsource

make

functign or process (2.61)

Note 1
outsou

2.59
perfor

measujrable result

Note 1

Note 2
serviceg

&1

O

to entry: An objective can be expressed in other ways, e.g. as an intended outeome,
onal criterion, as an information security (2.33) objective or by the use of othéi ;word
g (e.g. aim, goal, or target).

to entry: In the context of information security (2.33) management systems (2.46), infor
pbjectives are set by the organization, consistent with the information security (2.33) p
specific results.

jzation
or group of people that has its own functions with responsibilities, authorities and

Lo entry: The concept of organization includes but is ot limited to sole-trader, company, col
ise, authority, partnership, charity or institutionjor part or combination thereof, whethd
public or private.

hin arrangement where an externalorganization (2.57) performs part of an organi;

to entry: An external organization is outside the scope of the management system (2.46)
rced function or process (2:61) is within the scope.

mance
Lo entry: Pérfermance can relate either to quantitative or qualitative findings.

to entry* Performance can relate to the management of activities, processes (2.61), prod
s),/systems or organizations (2.57).

a purpose, an
s with similar

nation security
olicy (2.60), to

relationships

poration, firm,
r incorporated

ration’s (2.57)

), although the

Licts (including

2.60
policy

intentions and direction of an organization (2.57) as formally expressed by its top management (2.84)

2.61

process

set of i

2.62

nterrelated or interacting activities which transforms inputs into outputs

reliability
property of consistent intended behaviour and results
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2.63
requirement
need or expectation that is stated, generally implied or obligatory

Note 1 to entry: “Generally implied” means that it is custom or common practice for the organization (2.57) and
interested parties that the need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, for example in documented information (2.23).

2.64
residual risk
risk (2.68) remaining after risk treatment (2.79)

Note 1 to entry}: Residual risk can contain unidentified risk (2.68).
Note 2 to entry: Residual risk can also be known as “retained risk”.

2.65

review
activity undertaken to determine the suitability, adequacy and effectiveness (2.24) of the subject matter
to achieve estpblished objectives (2.54)

[SOURCE: ISO[Guide 73:2009, 3.8.2.2, modified — Note 1 to entry has beeh deleted.]

2.66
review object
specific item being reviewed

2.67
review objecftive
statement degcribing what is to be achieved as a result-6f a review (2.65)

2.68
risk
effect of unceftainty on objectives

[SOURCE: ISO|Guide 73:2009, 1.1, modifiéd]
Note 1 to entry}: An effect is a deviationfrom the expected — positive or negative.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, dn event (2.25), its consequence (2.14), or likelihood (2.45).

Note 3 to entry: Risk is often'characterized by reference to potential events (2.25) and consequences (2.14), or a
combination of|these.

Note 4 to entry: Risk/is often expressed in terms of a combination of the consequences (2.14) of an even§ (2.25)
(including changes4in circumstances) and the associated likelihood (2.45) of occurrence.

Note 5 to entry: In the context of information security (2.33) management systems (2.46), information security
(2.33) risks can be expressed as effect of uncertainty on information security (2.33) objectives (2.56).

Note 6 to entry: Information security (2.33) risk is associated with the potential that threats (2.83) will exploit
vulnerabilities (2.89) of an information asset or group of information assets and thereby cause harm to an
organization (2.57).

2.69
risk acceptance
informed decision to take a particular risk (2.68)

[SOURCE: ISO Guide 73:2009, 3.7.1.6]

Note 1 to entry: Risk acceptance can occur without risk treatment (2.79) or during the process (2.61) of risk
treatment (2.79).
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Note 2 to entry: Accepted risks (2.68) are subject to monitoring (2.52) and review (2.65).

2.70
risk analysis
process (2.61) to comprehend the nature of risk (2.68) and to determine the level of risk (2.44)

[SOURCE: ISO Guide 73:2009, 3.6.1]
Note 1 to entry: Risk analysis provides the basis for risk evaluation (2.74) and decisions about risk treatment (2.79).

Note 2 to entry: Risk analysis includes risk estimation.

2.71
risk agsessment
overal| process (2.61) of risk identification (2.75), risk analysis (2.70) and risk evaluation\(2L.74)

[SOURLCE: ISO Guide 73:2009, 3.4.1]

2.72
risk communication and consultation
continpal and iterative processes (2.61) that an organization conducts’to provide, share or obtain
infornjation, and to engage in dialogue with stakeholders (2.82) regarding the management of risk (2.68)

Note 1] to entry: The information can relate to the existence, natuve, form, likelihood (2.45]), significance,
evaluafion, acceptability and treatment of risk (2.68).

Note 2[to entry: Consultation is a two-way process (2.51) of infermed communication between 4n organization
(2.57) and its stakeholders (2.82) on an issue prior to making a“decision or determining a directiojn on that issue.
Consulfation is

— aprocess (2.61) which impacts on a decision thregugh influence rather than power and
— an|input to decision making, not joint decisign making.
2.73

risk criteria
terms pf reference against which the significance of risk (2.68) is evaluated

[SOURLE: ISO Guide 73:2009, 3.3.1.3]
Note 1 fo entry: Risk criteridare based on organizational objectives, and external (2.27) and internaj context (2.42).

Note 2 fo entry: Risk criteria can be derived from standards, laws, policies (2.60) and other requirgments (2.63).

2.74
risk eyaluation
procesy (2661} of comparing the results of risk analysis (2.70) with risk criteria (2.73)[to determine
whethpréthe risk (2.68) and/or its magnitude is acceptable or tolerable

[SOURCE: ISO Guide 73:2009, 3.7.1]
Note 1 to entry: Risk evaluation assists in the decision about risk treatment (2.79).

2.75
risk identification
process (2.61) of finding, recognizing and describing risks (2.68)

[SOURCE: ISO Guide 73:2009, 3.5.1]

Note 1 to entry: Risk identification involves the identification of risk sources, events (2.25), their causes and their
potential consequences (2.14).

Note 2 to entry: Risk identification can involve historical data, theoretical analysis, informed and expert opinions,
and stakeholders’ (2.82) needs.
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2.76
risk management
coordinated activities to direct and control an organization (2.57) with regard to risk (2.68)

[SOURCE: ISO Guide 73:2009, 2.1]

2.77

risk management process

systematic application of management policies (2.60), procedures and practices to the activities of
communicating, consulting, establishing the context and identifying, analysing, evaluating, treating,
monitoring and reviewing risk (2.68)

[SOURCE: ISOfGuide73-2009,3-1; modified—Nute t toentry ras beemradded ]

Note 1 to entry}: ISO/IEC 27005 uses the term “process” (2.61) to describe risk management overall. The elements
within the riskl|management (2.76) process (2.61) are termed “activities”.

2.78
risk owner
person or ent{ty with the accountability and authority to manage a risk (2.68)

[SOURCE: ISO[Guide 73:2009, 3.5.1.5]

2.79
risk treatmept
process (2.61)[to modify risk (2.68)

[SOURCE: ISO Guide 73:2009, 3.8.1, modified — “decision” has been replaced by “choice” in Nofe 1 to
entry.]

Note 1 to entry}: Risk treatment can involve the following:
— avoiding the risk (2.68) by deciding not to start orcontinue with the activity that gives rise to the risk{(2.68);
— taking or increasing risk (2.68) in order to pursue an opportunity;
— removing the risk (2.68) source;

— changing the likelihood (2.45);

— changing tthe consequences (2.1%);
— sharing thl risk (2.68) with.another party or parties (including contracts and risk financing);
— retaining the risk (2.68)by informed choice.

Note 2 to entryf: Risk'treatments that deal with negative consequences (2.14) are sometimes referred to fis “risk

mitigation”, “rigk elimination”, “risk prevention” and “risk reduction”.

Note 3 to entry: Risk treatment can create new risks (2.68) or modify existing risks (2.68].

2.80
scale
ordered set of values, continuous or discrete, or a set of categories to which the attribute (2.4) is mapped

[SOURCE: ISO/IEC 15939:2007, 2.35, modified]

Note 1 to entry: The type of scale depends on the nature of the relationship between values on the scale. Four
types of scale are commonly defined as follows:

— nominal: the measurement (2.48) values are categorical;

— ordinal: the measurement (2.48) values are rankings;
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— interval: the measurement (2.48) values have equal distances corresponding to equal quantities of the
attribute (2.4);

— ratio: the measurement (2.48) values have equal distances corresponding to equal quantities of the attribute
(2.4), where the value of zero corresponds to none of the attribute.

These are just examples of the types of scale.

2.81
security implementation standard
document specifying authorized ways for realizing security

2.82

stakeholder
persor| or organization (2.57) that can affect, be affected by, or perceive themselves-to\bg affected by a
decisi¢n or activity

[SOURLCE: ISO Guide 73:2009, 3.2.1.1, modified — Note 1 to entry has been deleted.]

2.83
threat
potentiial cause of an unwanted incident, which may result in harm t¢g-a/System or organization (2.57)

2.84
top management
persor] or group of people who directs and controls an organization (2.57) at the highest level

Note 1| to entry: Top management has the power to delegate authority and provide resourfes within the
organigation (2.57).

Note 2 fo entry: If the scope of the management systeiny (2.46) covers only part of an organization (2.57), then top
management refers to those who direct and contrél'that part of the organization (2.57).

2.85
trustgd information communication entity
autongmous organization (2.57) supporting information exchange within an informjation sharing
commynity (2.38)

2.86
unit of measurement
particyilar quantity, defined and adopted by convention, with which other quantities of the same kind
are compared in order.to express their magnitude relative to that quantity

[SOURCE: ISO/IE€-15939:2007, 2.40, modified]

2.87
validation
confirmati isi jecti i i for a specific
intended use or application have been fulfilled

[SOURCE: ISO 9000:2015, 3.8.12, modified]

2.88
verification

confirmation, through the provision of objective evidence, that specified requirements (2.63) have
been fulfilled

[SOURCE: ISO 9000:2015, 3.8.4]

Note 1 to entry: This could also be called compliance testing.
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2.89

vulnerability
weakness of an asset or control (2.16) that can be exploited by one or more threats (2.83)

3

Information security management systems
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3.2.1 Overview and principles

An Information Security Management System (ISMS) consists of the policies, procedures, guidelines,
and associated resources and activities, collectively managed by an organization, in the pursuit of
protecting its information assets. An ISMS is a systematic approach for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an organization’s information security
to achieve business objectives. It is based upon a risk assessment and the organization’s risk acceptance
levels designed to effectively treat and manage risks. Analysing requirements for the protection of
information assets and applying appropriate controls to ensure the protection of these information
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assets, as required, contributes to the successful implementation of an ISMS. The following fundamental
principles also contribute to the successful implementation of an ISMS:

a) awareness of the need for information security;

b) assignment of responsibility for information security;

c) incorporating management commitment and the interests of stakeholders;

d) enhancing societal values;

e) risk assessments determining appropriate controls to reach acceptable levels of risk;

f) sefurity incorporated as an essential element of information networks and systems;

g) active prevention and detection of information security incidents;

h) ensuring a comprehensive approach to information security management;

i) continual reassessment of information security and making of modifications as appr¢priate.
3.2.2 | Information

Infornfation is an asset that, like other important business assets;isessential to an organization’s business
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zation’s business processes.

Management

Management involves activities to direct, control, and continually improve the organization within
appropriate structures. Management activities include the act, manner, or practice of organizing,
handling, directing, supervising, and controlling resources. Management structures extend from one
person in a small organization to management hierarchies consisting of many individuals in large
organizations.

In terms of an ISMS, management involves the supervision and making of decisions necessary to achieve
business objectives through the protection of the organization’s information assets. Management of
information security is expressed through the formulation and use of information security policies,
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procedures and guidelines, which are then applied throughout the organization by all individuals
associated with the organization.

3.2.5 Management system

A management system uses a framework of resources to achieve an organization’s objectives. The
management system includes organizational structure, policies, planning activities, responsibilities,
practices, procedures, processes and resources.

In terms of information security, a management system allows an organization to:

a) satisfy the information security requirements of customers and other stakeholders;

b) improve dn organization’s plans and activities;

c) meetthe prganization’s information security objectives;

d) comply with regulations, legislation and industry mandates; and

e) manage |nformation assets in an organized way that facilitates continual improvement and
adjustment to current organizational goals.

3.3 Process approach

Organization§ need to identify and manage many activities jn order to function effectively and

efficiently. A

outputs using a set of interrelated or interacting activities; this is also known as a process. The
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partners, shareholders and other relevant third parties.

Inaninterconnected world, information and related processes, systems, and networks constitute critical
business assets. Organizations and their information systems and networks face security threats from
a wide range of sources, including computer-assisted fraud, espionage, sabotage, vandalism, fire and
flood. Damage to information systems and networks caused by malicious code, computer hacking, and
denial of service attacks have become more common, more ambitious, and increasingly sophisticated.

An ISMS is important to both public and private sector businesses. In any industry, an ISMS is an
enabler that supports e-business and is essential for risk management activities. The interconnection of
public and private networks and the sharing of information assets increase the difficulty of controlling
access to and handling of information. In addition, the distribution of mobile storage devices containing
information assets can weaken the effectiveness of traditional controls. When organizations adopt
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the ISMS family of standards, the ability to apply consistent and mutually-recognizable information
security principles can be demonstrated to business partners and other interested parties.

Information security is not always taken into account in the design and development of information
systems. Further, information security is often thought of as being a technical solution. However, the
information security that can be achieved through technical means is limited, and may be ineffective
without being supported by appropriate management and procedures within the context of an ISMS.
Integrating security into a functionally complete information system could be difficult and costly.
An ISMS involves identifying which controls are in place and requires careful planning and attention
to detail. As an example, access controls, which may be technical (logical), physical, administrative
(managerial) or a combination, provide a means to ensure thataccess to information assets is authorized
and restricted based on the business and information security requirements.

The sufccessful adoption of an ISMS is important to protect information assets allowing dn effganization to:

a) achieve greater assurance that its information assets are adequately protected @gainst threats on a
continual basis;

b) maintain a structured and comprehensive framework for identifying and assessing information
serurity risks, selecting and applying applicable controls, and ,measuring and imjproving their
effectiveness;

c) continually improve its control environment; and

d) effectively achieve legal and regulatory compliance.
3.5 Establishing, monitoring, maintaining anddmproving an ISMS

3.5.1 | Overview

An organization needs to undertake the following steps in establishing, monitoring, mgintaining and
improying its ISMS:

a) identify information assets and their associated information security requirements (fee 3.5.2);

b) aspess information security-risks (see 3.5.3) and treat information security risks (seq 3.5.4);

c) selectand implement relevant controls to manage unacceptable risks (see 3.5.5);

d) mgpnitor, maintain ‘and improve the effectiveness of controls associated with the prganization’s
information assets”(see 3.5.6).

To ensjure the ISMS is effectively protecting the organization’s information assets on an pngoing basis,
it is necessary for steps (a) to (d) to be continually repeated to identify changes in r|sks or in the
organization’s strategies or business objectives.

3.5.2 Identifying information security requirements

Within the overall strategy and business objectives of the organization, its size and geographical spread,
information security requirements can be identified through an understanding of the following:

a) identified information assets and their value;
b) business needs for information processing, storage and communication;
c) legal, regulatory, and contractual requirements.

Conducting a methodical assessment of the risks associated with the organization’s information assets
will involve analysing threats to information assets, vulnerabilities to and the likelihood of a threat
materializing to information assets, and the potential impact of any information security incident
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on information assets. The expenditure on relevant controls is expected to be proportionate to the
perceived business impact of the risk materializing.

3.5.3 Assessing information security risks

Managing information security risks requires a suitable risk assessment and risk treatment method
which may include an estimation of the costs and benefits, legal requirements, the concerns of
stakeholders, and other inputs and variables as appropriate.

Risk assessments should identify, quantify, and prioritize risks against criteria for risk acceptance
and objectives relevant to the organization. The results should guide and determine the appropriate
management action and priorities for managing information security risks and for implementing
controls seledted to protect against these risks.

Risk assessmgnt should include the systematic approach of estimating the magnitude cof-riskis (risk
analysis) and| the process of comparing the estimated risks against risk criteria to_ determine the
significance of the risks (risk evaluation).

Risk assessmpnts should be performed periodically to address changes in the information s¢curity
requirements|and in the risk situation, for example in the assets, threats, vulnerabilities, impadts, the
risk evaluation, and when significant changes occur. These risk assessments'should be undertakjen in a
methodical mjanner capable of producing comparable and reproducible results.

The informatjon security risk assessment should have a clearly defined scope in order to be effective
and should influde relationships with risk assessments in other ateas, if appropriate.

ISO/IEC 27005 provides information security risk management guidance, including advice gn risk
assessment, risk treatment, risk acceptance, risk reporting;risk monitoring and risk review. Examples
of risk assessment methodologies are included as well.

3.5.4 Treafing information security risks

Before consid¢ring the treatment of a risk, the organization should decide criteria for determining whether
or notrisks can be accepted. Risks may be acéepted if, for example, it is assessed that the risk is low|or that
the cost of treptment is not cost-effective forthe organization. Such decisions should be recorded.

For each of the risks identified following the risk assessment, a risk treatment decision need$ to be
made. Possible options for risk treatment include the following:

a) applying pppropriate controls to reduce the risks;

b) knowinglly and objettively accepting risks, providing they clearly satisfy the organization’s|policy

‘)
d)

For those risks where the risk treatment decision has been to apply appropriate controls, these controls
should be selected and implemented.

3.5.5 Selecting and implementing controls

Once information security requirements have been identified (see 3.5.2), information security risks to
the identified information assets have been determined and assessed (see 3.5.3) and decisions for the
treatment of information security risks have been made (see 3.5.4), then selection and implementation
of controls for risk reduction apply.

Controls should ensure that risks are reduced to an acceptable level taking the following into account:

a) requirements and constraints of national and international legislation and regulations;
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organizational objectives;

operational requirements and constraints;

oportional to the organization’s requirements and constraints;

their cost of implementation and operation in relation to the risks being reduced, and remaining

their objectives to monitor, evaluate and improve the efficiency and effectiveness of information

security controls to support the organization’s aims. The selection and implementation of controls
should be documented within a statement of applicability to assist with compliance requirements;

f)

the need to balance the investment in implementation and operation of controls against the loss
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3.5.7

Continual improvement

The aim of continual improvement of an ISMS is to increase the probability of achieving objectives
concerning the preservation of the confidentiality, availability and integrity of information. The focus
of continual improvement is seeking opportunities for improvement and not assuming that existing
management activities are good enough or as good as they can.

Actions for improvement include the following:
a) analysing and evaluating the existing situation to identify areas for improvement;
b) establishing the objectives for improvement;

‘)

searching for possible solutions to achieve the objectives;
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d)
e)
f)

g)

evaluating these solutions and making a selection;
implementing the selected solution;

measuring, verifying, analysing and evaluating results of the implementation to determine that the
objectives have been met;

formalizing changes.

Results are reviewed, as necessary, to determine further opportunities for improvement. In this way,
improvement is a continual activity, i.e. actions are repeated frequently. Feedback from customers and
other interested parties audits and review of the information security management system can also be

3.6 ISMS critical success factors

A large number of factors are critical to the successful implementation of an ISMS to allow an
organization fo meet its business objectives. Examples of critical success factors inélude the follqwing:

a)
b)

‘)
d)

e)

f)

g)
h)

informatijon security policy, objectives, and activities aligned with objectjves;

an approgch and framework for designing, implementing, monitoring,maintaining, and impjroving
information security consistent with the organizational culture;

visible support and commitment from all levels of management,(éspecially top management;

an underftanding of information asset protection requirements achieved through the appljcation
of informption security risk management (see ISO/IEC 27005);

an effect{ve information security awareness, training and education programme, informiing all
employeds and other relevant parties of their information security obligations set forth|in the
informatijon security policies, standards, etc., and motivating them to act accordingly;

an effecti[:e information security incident management process;
an effectife business continuity management approach;

a measurjement system used to ‘evaluate performance in information security managemept and
feedbacksuggestions for improvement.

An ISMS incrgases the likelihood that an organization will consistently achieve the critical quccess

factors requiijed to protectits-information assets.

3.7 Benefits of the ISMS family of standards

The benefits pf. 1mplement1ng an ISMS will prlmarily result from a reduction 1n 1nformat10n s¢curity

risks (i.e. redu

idents).

Specifically, benefits realized for an organlzation to achleve sustainable success fromthe adoption of
the ISMS family of standards include the following:

a)

b)

20

a structured framework supporting the process of specifying, implementing, operating and
maintaining a comprehensive, cost-effective, value creating, integrated and aligned ISMS that
meets the organization’s needs across different operations and sites;

assistance for management in consistently managing and operating in a responsible manner
their approach towards information security management, within the context of corporate risk
management and governance, including educating and training business and system owners on the
holistic management of information security;

promotion of globally-accepted good information security practices in a non-prescriptive manner,
giving organizations the latitude to adopt and improve relevant controls that suit their specific
circumstances and to maintain them in the face of internal and external changes;

© ISO/IEC 2016 - All rights reserved


https://iecnorm.com/api/?name=f4115fb3da1ad2bc28e4692f4407dff7

d)

f)
g)

4
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provision of a common language and conceptual basis for information security, making it easier to
place confidence in business partners with a compliant ISMS, especially if they require certification
against ISO/IEC 27001 by an accredited certification body;

increase in stakeholder trust in the organization;
satisfying societal needs and expectations;

more effective economic management of information security investments.

ISMS family of standards

eneral information

The I$MS family of standards consists of inter-related standards, already. published or under
development, and contains a number of significant structural components{ These conponents are
focuse(d upon normative standards describing ISMS requirements (ISO/IE€\27001), certjfication body
requirements (ISO/IEC 27006) for those certifying conformity with ISO/EC 27001, and additional
requirement framework for sector-specific implementations of the \ISMS (ISO/IEC 37009). Other
standdrds provide guidance for various aspects of an ISMS implemrentation, addresging a generic

procegs as well as sector-specific guidance.

Relatignships between the ISMS family of standards are illustrated in Figure 1.

b)

c)
d)

Vocabulary standard -
4.2

2 Requirement

o

= standards - 27001 | 27006 | | 27009 |

= 43

<

e — — — P — — — — o o — o — e | ——
Py

°©

= | 27002 l | 27003 | | 27004 | | 27005 | | 27007 | |TR 7008 |
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! L
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* out of the scope of this International Standard

Figure 1 — ISMS family of standards relationships

Each of the ISMS family standards is described below by its type (or role) within the ISMS family of
standards and its reference number. The applicable clauses are: standards describing an overview
and terminology (see 4.2);

standards specifying requirements (see 4.3);

standards describing general guidelines (see 4.4); or

standards describing sector-specific guidelines (see 4.5).
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4.2 Standards describing an overview and terminology

4.2.1 1ISO/I

EC 27000 (this International Standard)

Information technology — Security techniques — Information security management systems — Overview
and vocabulary

Scope: This International Standard provides to organizations and individuals:

a)

an overview of the ISMS family of standards;

b) an introduction to information security management systems; and

c) terms ancli definitions used throughout the ISMS family of standards.

Purpose: Thi
systems, whig

4.3 Stand4d

4.3.1
Information te

Scope: This
operating, m
management
requirements
individual org
regardless of

Purpose: [S(
an ISMS, incl
information {
operating an
from ISO/IEC
the identified
directly deriv

4.3.2

Information t4
of information

ISO/IEC 27001

ISO/IEC 27006

5 International Standard describes the fundamentals of information security manag
h form the subject of the ISMS family of standards and defines related terms.

rds specifying requirements

chnology — Security techniques — Information security management systems — Requiry

International Standard specifies the requirements for establishing, implem
onitoring, reviewing, maintaining and impreying formalized information sg
cystems (ISMS) within the context of the organization’s overall business risks. It sp
for the implementation of information security controls customized to the ng
anizations or parts thereof. This International Standard can be used by all organiz
Lype, size and nature.

/IEC 27001 provides normative:réquirements for the development and opera
1ding a set of controls for the control and mitigation of the risks associated w
issets which the organizatioh>seeks to protect by operating its ISMS. Organij

ement

Pments

bnting,
curity
ecifies
eds of
ations,

ion of
th the
ations

[SMS may have its conformity audited and certified. The control objectives and c¢ntrols

27001, Annex A shall beselected as part of this ISMS process as appropriate td
requirements. The control objectives and controls listed in ISO/IEC 27001, Table /
ed from and aligned-with those listed in ISO/IEC 27002, Clauses 5 to 18.

chnology~ Security techniques — Requirements for bodies providing audit and certif]
secyrity management systems

Scope: This |
audit and IS

tefnational Standard specifies requirements and provides guidance for bodies pra
certification In_accordance wi 10 addition to

cover
\.1 are

jcation

viding

€ requirements
contained within ISO/IEC 17021. It is primarily intended to support the accreditation of certification
bodies providing ISMS certification according to ISO/IEC 27001.

Purpose: ISO/IEC 27006 supplements ISO/IEC 17021 in providing the requirements by which
certification organizations are accredited, thus permitting these organizations to provide compliance

certifications

consistently against the requirements set forth in ISO/IEC 27001.

4.4 Standards describing general guidelines

4.4.1 1SO/I

EC27002

Information technology — Security techniques — Code of practice for information security controls

22
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Scope: This International Standard provides a list of commonly accepted control objectives and best
practice controls to be used as implementation guidance when selecting and implementing controls for
achieving information security.

Purpose: ISO/IEC 27002 provides guidance on the implementation of information security controls.
Specifically, Clauses 5 to 18 provide specific implementation advice and guidance on best practice in
support of the controls specified in ISO/IEC 27001, A.5 to A.18.

4.4.2 ISO/IEC27003

Information technology — Security techniques — Information security management system
implementation guidance

Scope} This International Standard provides practical implementation guidance and*prgvides further
information for establishing, implementing, operating, monitoring, reviewing,-maintaining and
improying an ISMS in accordance with ISO/IEC 27001.

Purpdse: ISO/IEC 27003 provides a process-oriented approach to the successful implemgntation of the
ISMS ih accordance with ISO/IEC 27001.

4.4.3 | ISO/IEC 27004
Information technology — Security techniques — Information security management — Measurement

Scope} This International Standard provides guidance @nd advice on the developmept and use of
measufrements in order to assess the effectiveness of<ISMS, control objectives, and controls used to
implerhent and manage information security, as specified in ISO/IEC 27001.

Purpgse: ISO/IEC 27004 provides a measurement framework allowing an assessthent of ISMS
effectipeness to be measured in accordance with 1SO/IEC 27001.

4.4.4 | ISO/IEC 27005
Informiation technology — Security techhiques — Information security risk management

Scope} This International Standard provides guidelines for information security risk |management.
The approach described within‘this International Standard supports the general concepfs specified in
ISO/IEC 27001.

Purpgase: ISO/IEC 27005 provides guidance on implementing a process-oriented risk| management
approdch to assisthin satisfactorily implementing and fulfilling the information [security risk
management requirements of ISO/IEC 27001.

4.4.5 | ISO/IEC 27007

) ol 1 fal VRN A o o £ Ty ] sy
Infor atton——Tecniroroygy JeCUHrTty—teCitqes GHraertires—jor—Hyoriratioir—Sectity management

systems auditing

Scope: This International Standard provides guidance on conducting ISMS audits, as well as guidance
on the competence of information security management system auditors, in addition to the guidance
contained in ISO 19011, which is applicable to management systems in general.

Purpose: ISO/IEC 27007 will provide guidance to organizations needing to conduct internal or
external audits of an ISMS or to manage an ISMS audit programme against the requirements specified
in ISO/IEC 27001.

4.4.6 ISO/IECTR 27008

Information technology — Security techniques — Guidelines for auditors on information security controls
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Scope: This Technical Report provides guidance on reviewing the implementation and operation of
controls, including technical compliance checking of information system controls, in compliance with
an organization’s established information security standards.

Purpose: This Technical Report provides a focus on reviews of information security controls, including
checking of technical compliance, against an information security implementation standard, which
is established by the organization. It does not intend to provide any specific guidance on compliance
checking regarding measurement, risk assessment or audit of an ISMS as specified in ISO/IEC 27004,
ISO/IEC 27005 or ISO/IEC 27007, respectively. This Technical Report is not intended for management
systems audits.

4.4.7 1SO/IEC27013

Information technology — Security techniques — Guidance on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1

Scope: This |International Standard will provide guidance on the integrated implementation of
ISO/IEC 2700]L and ISO/IEC 20000-1 for organizations intending to either:

a) implement ISO/IEC 27001 when ISO/IEC 20000-1 is already implemented; or'vice versa;
b) implement both ISO/IEC 27001 and ISO/IEC 20000-1 together;
c) integratelexisting ISO/IEC 27001 and ISO/IEC 20000-1 management systems.

This Internatjonal Standard focuses exclusively on the integratéd implementation of an information
security manfigement system (ISMS) as specified in ISO/IEC27001 and a service management §ystem
(SMS) as spedified in ISO/IEC 20000-1.

Purpose: To provide organizations with a better understanding of the characteristics, similarities and
differences of|]ISO/IEC 27001 and ISO/IEC 20000-1 to assist in the planning of an integrated management
system that cpnforms to both International Standards.

4.4.8 ISO/IEC27014
Information t¢chnology — Security technigues — Governance of information security

Scope: This [International Standard will provide guidance on principles and processes fpr the
governance df information seeurity, by which organizations can evaluate, direct and monitor the
management pf information security.

Purpose: Infgrmation security has become a key issue for organizations. Not only are there incrjeasing
regulatory refquirements but also the failure of an organization’s information security measurfes can
have a direct] impaetson an organization’s reputation. Therefore, governing bodies, as part df their
governance responsibilities, are increasingly required to have oversight of information secufity to
ensure the objjéctives of the organization are achieved.

449 ISO/IECTR 27016

Information technology — Security techniques — Information security management — Organizational
economics

Scope: This Technical Report will provide a methodology allowing organizations to better understand
economically how to more accurately value their identified information assets, value the potential
risks to those information assets, appreciate the value that information protection controls deliver to
these information assets, and determine the optimum level of resources to be applied in securing these
information assets.

Purpose: This Technical Report will supplement the ISMS family of standards by overlaying an
economics perspective in the protection of an organization’s information assets in the context of the
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wider societal environment in which an organization operates and providing guidance on how to apply
organizational economics of information security through the use of models and examples.

4.5 Standards describing sector-specific guidelines

4.5.1

ISO/IEC 27010

Information technology — Security techniques — Information security management for inter-sector and

inter-o

Scope:

rganizational communications

This International Standard provides guidelines in addition to guidance

given in the
ement within

ISO/1E
inform
to init
and in

Purpag
infornj
sector
relatin
infrast

4.5.2

Inform
telecor

Scope
securi

Purpag
securi
securi

4.5.3

Inform
financ

Scope
family|
within

Purpag

27303 falui}_y Uf otaudal db fUl illll_}}clllclltills illfUl lllcltiUll SCULUIL lty uwulas
ation sharing communities and additionally provides controls and guidance specif]
ating, implementing, maintaining, and improving information security in ifiter-d
fer-sector communications.

se: This International Standard is applicable to all forms of exchange_ and sharin
ation, both public and private, nationally and internationally, withirf the same indus
or between sectors. In particular, it may be applicable to infofmation exchange
g to the provision, maintenance and protection of an organiZation’s or nation s
ructure.

ISO/IEC 27011

ation technology — Security techniques — Infermation security management
hnmunications organizations based on ISO/IEC 27002

This International Standard provides guidelines supporting the implementation
[y controls in telecommunications organizations.

se: ISO/IEC 27011 allows telecommunications organizations to meet baseling
[y management requirements of.confidentiality, integrity, availability and any (g
[y property.

ISO/IECTR 27015
ation technology —%\Security techniques — Information security management
al services

This Technical-Report provides guidelines in addition to the guidance given in the [
of standdrds for initiating, implementing, maintaining, and improving informz:
organizations providing financial services.

se: This Technical Report is a specialist supplement to ISO/IEC 27001 and ISO/IEC

ically relating
rganizational

g of sensitive
try or market
5 and sharing
tate’s critical

guidelines for

f information

information
ther relevant

guidelines for

SO/1EC 27000
ition security

27002 for use

by org

nizations providing financial services to support them in:

a)
sy

stem based upon ISO/IEC 27001;

initiating, implementing, maintaining, and improving of an information security management

b) designing and implementing controls defined in ISO/IEC 27002 or within this International Standard.

4.5.4

ISO/IEC 27017

Information technology — Security techniques — Code of practice for information security controls based
on ISO/IEC 27002 for cloud services

Scope: ISO/IEC 27017 gives guidelines for information security controls applicable to the provision and

use of

cloud services by providing:

— additional implementation guidance for relevant controls specified in ISO/IEC 27002;
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— additional controls with implementation guidance that specifically relate to cloud services.

Purpose: This International Standard provides controls and implementation guidance for both cloud
service providers and cloud service customers.

4.5.5 ISO/IEC27018

Information technology — Security techniques — Code of practice for protection of personally identifiable
information (PII) in public clouds acting as PII processors

Scope: ISO/IEC 27018 establishes commonly accepted control objectives, controls and guidelines for
implementing measures to protect personally identifiable information (PII) in accordance with the
privacy principles in ISO/IEC 29100 for the public cloud computing environment.

companies, ggvernment entities and not-for-profit organizations, which provide information prodessing
services as PIf processors via cloud computing under contract to other organizations.The guideliines in
this Internatipnal Standard may also be relevant to organizations acting as PII ¢antrollers; hgwever,
PII controllerf may be subject to additional PII protection legislation, regulationsiand obligatiops, not
applying to PII processors, and these are not covered in this International Standard.

Purpose: Thfs International Standard is applicable to organizations, including publicyand {rivate

4.5.6 ISO/IECTR 27019

Information t¢chnology — Security techniques — Information secuyrity ' management guidelines bdsed on
ISO/IEC 27004 for process control systems specific to the energy utility industry

process contrl systems used by the energy utility industry.for controlling and monitoring the gengration,
transmission,|storage and distribution of electric powerggas and heat in combination with the control of
supporting prpcesses. This includes in particular the following systems, applications and compongnts:

Scope: ISO/IEC TR 27019 provides guidelines on informationsecurity controls to be impleme%‘:ced in

— the overgll IT-supported central and distributed process control, monitoring and autor]nation
technology as well as IT systems used for their operation, such as programming and
parametdrization devices;

— digital coptrollers and automation‘¢omponents such as control and field devices or programmable
logic confrollers (PLC), including digital sensor and actuator elements;

— all furthef supporting IT systems used in the process control domain, for example for supplemfentary
datavisualization tasks dndfor controlling, monitoring, dataarchiving and documentation puiposes;

— the overall communications technology used in the process control domain, for example networks,
telemetry, telecontnol applications and remote control technology;

— digital mletering and measurement devices, for example for measuring energy consumption,
generation‘or’emission values;

— digital protection and safety systems, for example protection relays or safety PLCs;
— distributed components of future smart grid environments;
— all software, firmware and applications installed on above mentioned systems.

Purpose: In addition to the security objectives and measures that are set forth in ISO/IEC 27002, this
Technical Report provides guidelines for systems used by energy utilities and energy suppliers on
information security controls which address further, special requirements.

4.5.7 1S0 27799

Health informatics — Information security management in health using ISO/IEC 27002
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Scope: This International Standard provides guidelines supporting the implementation of information
security management in health organizations.

Purpose: 1SO 27799 provides health organizations with an adaptation of the ISO/IEC 27002 guidelines
unique to their industry sector which are additional to the guidance provided towards fulfilling the
requirements of ISO/IEC 27001, Annex A.
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